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ABSTRACT

A packet classification is main mechanism, which has important for applications such as
Firewall and Internet router. It determine the flow of the packet on IP networks. The problem is
performing scalable packet classification at wired speed even as rule database increases size. So this
research present “Bitmap Intersection Lookup (BIL): a packet classification ’s algorithm with rules
updating.” This approach uses simple algorithm and rule structure. It makes classitier have 1) high
searching speed 2) fast updating and 3) low storage space, by rearrange rule structure into BIL tables.
Rule will be defined as range or mask and convert into Prefix then divides Prefix into smaller block.
BIL algorithm divides header of packet into smaller block that has size equal to the size of Prefix
block, then take the value of each block to lookup in BIL table. The result called Bitvectors from BIL
table that intersection with AND logic then the algorithm priority chooses the most important rule.

In addition this research present indicators for study working performance of packet
classification ’s algorithm. For study, format of Prefix dividing it affects the program’s performance.
Then we choose the patterns of Prefix, which makes best performance. When comparing
performance among Lincar Search program, Bitmap Intersection program and purposed BIL
program. The results of the study are 1) If Prefix is divided into equal block, it makes more
performance than the different size of block 2) If Prefix is divided into small block, it has high speed
to update and low storage space for rule database when range or mask are wide 3) If Prefix is divided
into large block, it has high speed to search and update for rule database when range or mask are
narrow. When consider three balance working performance of programs, BIL program has more

performance than Lincar Search program and Bitmap-intersection program.
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Blocks 11f1U01Aaz Block 11/ Lookup 11 BIL table naziiwaanwin1aa1nns Lookup Ao
7 ' o 5 9 [ a8 A Ao @
Bitvector 9INUAALA1T 19 119017 Intersection AIUATIN AND lagoanss nyz@BINNHNUAIAY

o o <3| @ o d o o
audnygegailiunadns nazfimuanaasuvesinnaandeyaluaisis rule table
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packet <field ><field,>< . ><field_ >

R T~
& -7 x Y - -
N-T 0 N-T 0 _rﬁ_ 0
0 - o J 0
ie
BIL table gy s . H. field
field, \ - “; "_
oPMX 4 oPMX 4| i #2FMX 4
B, 5 ! P “ B,
~a¥s
AND
N-1 v 0
rule bitmap T T T 1T [ 1 1 ]
11
A -

~ E rule prioritization _}

B vM structure of BIL
rule database rule table rubeid] aution iassity ule
(mask/range) & =¥

b : + update rule
N-1

5N 3.1 anilaonssuves BIL

E
Tas3Tn13 BIL awisoni lwenn 1ad 1035 sensiudsuazeasanns asaelali

v 9 3 d
3.1.1 Msna BIL apsanins
vinamilasnssuves BIL Tugai 3.1 awisoi I 181035 semiiuns Tay
Uszneunlealuaise lain
ﬂ aad o 3) ﬂ " o @ o 9 "
1. BIL Table 11U Array 3 U9 UFUAVDIVBYAUU u_int32_t TIMITVINVUVDYQ Bitvector
Tavdszmenily
u_int32 tbil table[DMX][A][Nword];
o 3
muuala
DMX 79 $7IUATT I
A fe Snulomase
Nword 719 $1171 WORD %84 Bitvector
; o3 @ o = Ed $ . ¥
2. Rule Bitmap iWunadwsn 1A91nN15 Intersection Bitvector A28AT3N AND 1a g
o a4 | Ad o w ar @ o
danesivazidennghiiswuanudinggegaiiunadng
v 1 ¥
3. Rule Database iilugudoyang dadieonaluziin 3.2 Taviididadase lalii
AFINTIWUNYUVY Insert
-I|--insert <Ruleid> -a|--acction <Action>
[-p|--protocol <Protocol Number|Protocol Name>]

[-s|--source <IP Address|Host Name>]
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[-d|--destination <IP Address|Host Name>]

[--sport <Port Number|Port Name>]

[--dport <Port Number|Port Name>]

[--smac <MAC Address>]

[--dmac <MAC Address>]

f‘iﬁenmﬂ;nng;mn Append

-A|--append -a|--acction <Action>

[-p|--protocol <Protocol Number|Protocol Name>]

[-s|--source <IP Address|Host Name>]

[-d|--destination <IP Address|Host Name>]

[--sport <Port Number|Port Name>|

[--dport <Port Number|Port Name>]

[--smac <MAC Address>]

[--dmac <MAC Address>]

fmuali

Ruleid fip HIGIAYVDING Fuiuavinaududaud 0 §1 Nmax-1 1007 Nmax Ao
IUIUNYFIGR

Action fip udnduvesng 18R ACCEPT way DROP

Protocol Number 130 Protocol Name fio nuimavveslisInnea niedoves
Ts Tnnea 191 6, TCP, UDP iag ALL iWudu

IP Address W38 Host Name Aip winaiav lofiueans afidousglugtunad nied
w3oFovesleaviatuszun Tamum 19y 192.168.1.0/255.255.255.0,  192.168.1.0/24,

192.168.1.10-192.168.1.15, www.kmitl.ac.th liag ALL L"ﬂuﬁ’u

¥
s '

Port Number %58 Port Name A9 HMI8I@UDIND3 @ NUAIIUG 0-65535 N5 0F0UDI
NOITA 1Y 80, 6000-65535, HTTP 1az ALL dludu

MAC Address i® 1AUIBAATAVDY Adapter 1¥U FFFFFFFFFFFF iiuau

--insert 0 --action DROP --protocol UDP --source 24.128.0.0/16 --destination 4.0.0.0/8
-A -a ACCEPT -p TCP -s 64.248.128.0/20 -d 8.16.192.0/24
-A -a ACCEPT -p ALL -5 24.128.0.0/16 -d 4.16.128.0/20

-A -a DROP -p TCP -s www.google.com -d 192.168.1.198

-1 4 -a DROP --smac FFFFFFFFFFFF

U7 3.2 @rednagiudeyanyg
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4. Rule Table 1111 Array 1 1i@ H¥iinvesdoyaiiiu struct rule s unudoyaudnduves
ng) wazMEINsIAUNG (Inser/Append) Nemunang udoya Taslsznamily
struct rule {
long long int ruleid;
int action;
char command[MAX_ LEN];

1.
S

struct rule rule_table[Nmax];

o LY

Mruald

MAX_LEN flo $1113u878nH3g9aa

Nmax 1o $1UIUNGFIGR
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'_"7 0 « o o t «'o
5 1
3 > 00 10000 o0 10001 0.0 00 | 00001
. A 1| _11000 1 [_10001 1 |_00010 1 |_oooo1
= r lookup 3 7 [_ 10000 2 [ 10001 2 [ 10010 2 |_00001
Pl 3 |_10100 3°[_10001 3| 00010 3| 00001
; a[ 10001 | 1 teokup 5 4 [ 00001 a|_0w10 4 [ 00001
015 51 10011 | | >5[ 01101 '-l 5| 00010 5 |_00001
TETE I G NETTTTI 6| 00001 5| 00010 6 | 00001
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1 11| ooooa | B 1100011 | piookup 12 11 [ 00010 1100101 |1
8 0 12 (00000 I 92 |_00011 200110 ™ 12 |_00001 I
015 |1 1af 00000} 13 [ 00011 13|_oooto | | 13 [_01001
12 > 14 | 00000 14| 00011 | 14 |_00010 1 14 |_oooo1 | 1
a 3 =115 00000 | ] ra.yq5] 00011 | 7=-ns [ 00010 r=.115 [ 10001 |
2r|-u, . v ' + v
i 10100 AND 01101 AND 00110 AND 00101
0-1 0
93 L 00100 (rule bitmap)
s 12
o " g |
15 |4
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Tavnngudeyangawisoasiuilu Bitvector Amaailuaisn B-B,

1. for (j = (value & mask);j <= ((value & mask) + (~mask));j++) {

2. setbitvector(i,j,ruleid);

q' o = 4 .
7171 3.4 BANBINY set Bitvector

1. for (j = (value & mask);j <= ((value & mask) + (~mask));j++) {

2.  resetbitvector(i,j,ruleid);

31U 3.5 dane3Nu reset Bitvector
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' - s d d - -
4, waaAResNaan i veaunmnaiu Block Tasdouiia luna

vniiaz PMX e uazifudradlumissn s = o, oy

6.} 2
7. for (i=0; i</ WORD; i++) { \
8. for (j=0; j< DsMX; j++) {
. 2 o P . . o
9. ihdveusames aafigmnislumiasnauirll Lookup 11 BIL table uaz t

TIHAANE 7D Bitvector TUA MUY WORD 7 i 910 BIL table j 11 AND fiu

9!",‘**1“

10. | > llpm

1. if (#n@NE9INN3 AND 1= 0) {
12. finnumnoiavvedngnndumisdantiauilu | Sausnlu Bitmap naz

f3f1 Action 910 rule table AU

4.} ak )
15.  @4A1 Default Action NAY

511 3.7 danesiumsaum

_ @ a Qg P a ° ' ' o P
1In31# 3.7 Fane3unmsAunisziunisiinulaseuaugamesnanves
4 o v 4 d g a ¢ o o @ o o« - '
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search read P M X shiftaverage W O R D la

2. nanlumsdsulang

v o u ¥ a d o Pl
1. Sufmdsvesngeingmdeyang nisvindguaszuy invasluiives

2. wilanuwnemdaweangiiemin uasiuAwdasAasaslumiosnnu b \

3. IAUA ruleid, Action 182AE30TH rule table, AMUAAY tmp = 0 Uz d =0

4. for (i=0:i<D; i++) {

5. tmp +=d Lag u'lJmFiWﬂmgTﬁag'"tup]um Prefix (value/mask) 9 (. \

6. current = first

7. While (current != NULL) {

8. d=temp

9, for (k=0;k < MX; k++) {

10. M3 current->Prefix 1114 Prefix (value/mask) Y8334 i 1111 Block 1ay
deuiinlmenaiias PMX fin tasumaslugaumls value uaz 1,
mask " ¢ e

proc

1L for (=value AND mask ;l<=( value AND mask)}+~mask; I++) {
12. set Bitvector NAIHMLILA ruleid BAIATAHLINEAY |

T4 BIL table d =P 1,

13. }

14. d++

15. }

16. current = current->next

ﬂ; o a R -Q'
51n 3.8 daneThumaiiung

1717 3.8 Sanesiumsmungazisumsinau lassudidavesngeingudeya
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lagi 1 <= N, <=(2°W-2)
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5. #anFu set_policy 1M NA1MUA Default Action
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) L d
8. Wandu list_rule MMINNUAAITIONSVBINYNINUAN NI VD

o o © Y o
9. HanHU delete_rule iIvumaung)
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4.1 ﬂ]ﬁf’)ﬂﬂlﬂ]uﬂ‘liﬂﬂﬁﬂﬁl!@ZEﬂ'iaﬂﬂﬂmﬂuﬂ'ﬁﬂﬂﬁﬂﬂ

4.1.1 PIIBONUULNMINARDY

Tumsesnuvunisnaase A35u1AuInsnaasseenidlu 2 dau Tasnisnanes
daudt 1. Hun1sutavun Prefix 14 Block 1809 (¥4 11]9 Source IP Address 15 u¥u1A
16+16 Tia) oMM Talsunsy BIL ﬁﬂs:ﬁnﬁmwiumsﬁmuﬁﬁqﬂ AINARDITIUA
2. HumsnlSoumouszanFamnisitauveaTusunsy Linear Search 11514053 Bitmap-
intersection ttaz Tusunsw BIL Taoludauii 1 vz W¥gmdeyangsmau 1 fad i Source 1P
Address (Y1719 32 1iA) 112 Source MAC Address (Yu1@ 48 fim) daufi 2 9z 1d9g1udoyang
121 1 Wad 131 Source IP Address (vi1a 32 ) FalumsAnvoziimsadudeyadmiy
msianamifunt uaznansdsuyyeng Wy 3 nsdl 18uA 1. 3l Best Case 2. n3di
Average Case 1A% 3. N38 Worst Case TaoiiswaziBonseno i

Joyadimiunisianan1sAun1ved11sunsw Linear Search taz Tusunsy
Bitmap-intersection

1. N8l Best Case 17MUA Source IP Address voauRninaWasiungdousnlug
Joyang

2. N9 Average Case fMuA Source IP Address voauimialiasatungdelag u
gudoyang Taomsgu

3. N3l Worst Case 1MMUA Source IP Address voauRniialdasstungdegaiolu
gudoyang

Yoyadmiunmsianamsaumvealilsunsy BIL

1. N5 Best Case 11MuA Source IP Address 182 Source MAC Address Y0ainIAA
Tasanungdeusnlugmdeyany

2. N3l Average Case N 1M U@ Source IP Address 1a¢ Source MAC Address 04

uininaliasafungdelaq lugmdeyanyg Taomsqu
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3. N30 Worst Case 11 U A Source IP Address 182 Source MAC Address U84
g d 9/ o 3 ¥
unminalviasanungdegaiolugudeyany
Joyadmiumsianamsiiunguealysunsy Linear Search
1. N3l Best Case fnuanunoavveny lugmdoya TaviSsadrduvindesliuin
2. N38 Average Case fmuavuuavvean) lugudoyalaomsqu

= ° b ) o
3. NI Worst Case ﬂTH'I.lﬂ"HlJ'IUIEHJ‘IIENﬂg1u§1u1lﬂl‘lﬁTﬂUlﬁ'UQﬂ'lﬂ'Uﬂ'lﬂ?J']ﬂ
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Yoyadmiumsianamsaunguealsunsu Linear Search
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2. N30l Average Case fimuananoiavveang lugmdeya lasmsqu
3. N3 Worst Case fimuanuisavveang lugmudoya laoSssdwusinionl
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ayadmiumsiananslivljing (msmunguazmsaung) veellsunsu

e

Bitmap-intersection

1. NS0 Best Case f11MUA Source IP Address mmng‘Imwia:i’fa i 0.0.0.0/0

2. N30l Average Case 11MUA Source IP Address vo3ng Tuuaazdo $1uau 1
vnuiay lasmsqy

3. N3l Worst Case 11MuA Source IP Address ¥89nq Tuudazdeiugaslaomsqu

Foyadmiums Ianainsyimlang (msiunguazmsaung) veaTusunsy
BIL

1. N9 Best Case 1M UA Source IP Address 118 Source MAC Address *umn:,]’!u
uAazde $1u2u 1 vanoiaylasmsqu

2. Nyl Average Case 11MURA Source IP Address U213 Source MAC Address V93N
Tuusazdedurnlaomsgu

3. N30 Worst Case f11MUf Source IP Address 1182 Source MAC Address 'llfNﬂght

udnzdoriugraTaoliiidmauanBnues prefix mnfiga

4.1.2 lﬂg‘BQﬁﬂmﬂuﬁ'l’ﬂﬂaaQ
dmsuduaiaung Usznevda
1. in3eaneuRuAeidIuyAnas MY 1 1ATe3 Midellszurananais Pentium 4
AMIT7 1.60 GHz Mi0ANS AN 256 MB HazasaddnvuIa 10 GB

dmsudaureruas Useneudae
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1. iﬁUUﬂﬁﬁﬁﬂ‘li Linux Kernel 2.4

2. aulsnw gee

4.2 M3MLIVINA Prefix ivernmiminlUsunsufidsz@nsmmlumahau
ad
anga
a — 3 =4 = o
vinuuafa luadsolinuanunsa lunisdum anwd lunsuSulyang uaz

yagéw o

[ 4 [
msliilendanudeyaveaTsunsy BIL azusgiuvuiaves Prefix igndmualiiiu

»
o o s

dfiy AntudISeeziimsanyivuiaves Prefix A Tdsunsufitlss@nnmaniga Tao

%’ﬂmimaaﬁfuﬁmm 3 MINARBIFIINIULY Prefix ludnuuzaeg i 1dun

1. N15NARBNUINUIA Prefix uVAadl Tao1dgaudoyangsmau 1 fHad iy
Source IP Address 1182 Source MAC Address

2. NI5NAABAIVUIA Prefix vl Tunldonld

3. manaasdiarlsz@nsammsiiuuesTsunsu BIL nugiudeyangimau

1,000-10,000 99

421 PIINABLILIVHIA Prefix NUUALH Tnal¥gudeyangsiuau 1 Waa i Source

IP Address #a% Source MAC Address '

YaglszaeAn1snaaes iNOMIYUIAYES Prefix WUUAST (AT Block flvun
i) Fai 18 Tsunsy BIL faud 2 lumsdum anudalunsudyeng wazms 1§
nﬁaﬁﬁ'ﬁlﬁu%uaﬁﬁqa @151 Source IP Address (V119 32 1) uag Source MAC Address
(vin 48 Ta) A aung 4,06 9o

IBMINARLY

#1131 Source IP Address

1. Amuagdoyangimau i Waq 1l Source IP Address (vu1a 32 fin)

2. 1114 Prefix 114 Block vuiamie fu Tasfmualdl PMX imifiu 2 iin 4 1ia 8 1ia
uaz 16 in AWAIAY
fmuas Uiy 2 =4,096 9o (Bitvector ¥11a 512 Tud)
adngmdoyangdmsvianarlunissuilganglunsal Best Case
afngmdeyangdmsuianarlunsiSuilsanglunsdi Average Case
adngmdoyangdmsutanarlumsi5inlganglunsal Worst Case

fuas LN AUIANIAY 100,000 AR

® N o w AW

afugmdeyauinifiadmiuianarlumsfunlunsdl Best Case
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9 3 d @ 9/ e
asngudoyaunnmadmsuiana lumsAumlunsdl Average Case

d or o
10. adrgudoyauininadmivianarlunsfunTunsdl Worst Case

dM351 Source MAC Address

1.
2.

fmuagiudeyanginiau 1 Wad iy Source MAC Address (119 48 1in)

114 Prefix 111U Block vuatni1g fu Taesmuald PMX i 2 1ia 3 a4 Ta

6 1% 8 Ua 12 Ua uag 16 U A1

3

@ PN ok

9.

fmuasaunginy 2= 4,096 do (Bitvector 1A 512 lud)

¥ v o o W as = .
adngmdeyangdmivianarlumsilSuiliang Tunsdl Best Case
adngwdeyangdmiuianailumsuiulianglunsdl Average Case
adngwdeyangdmivianarlunisiSulgang lunsdl Worst Case
° ° o " ow
fvuasuuinfaniiy 100,000 uinifia
adngudeyauininadmivianarlunsfumlunsdl Best Case

adgmdoyauiinfadmivianarlunisfunilunsdl Average Case

10. adngmdeyauinnadmsuianarlumsfumlunsal Worst Case

HanInaaNg

o a g v v el o = o
MINN 4.1 PaURdYTUMTAUMIADUNNINA um) #1131 Source IP Address

1A Prefix (1in)
nIal : .
2 , 4 8 16
Best Case (Iu1#) 0.000000748 | 0.000000574 | 0.000000494 | 0.000000462

Average Case (JU171) | 0.000011299 | 0.000006555 | 0.000004548 | 0.000003200

Worst Case (F7U11) 0.000021176 | 0.000011942 | 0.000006686 | 0.000003997

0.000025
——— Bost Caae.
A B pvege o
0.000020 H
\ — 2k — Womme
\
_ oooomts }—F— N
'E \
€ m A
g ~
0.000010 <
" ~
y S
0,000008 .\‘"“.Q_:_‘i o
-
0.000000 h 4 - - - - £
o 2 4 6 3 10 12 " 16 11
VUMW Prefix (i0)

317 4.1 naundelunmsfumaeniinfa Gurf) My Source IP Address



M3 4.2 nawmdslumsiiungasde (3uri) d1m35Y Source IP Address

5 VMA Prefix (1in)
nIal
2 4 8 16
Best Case (’imﬁ) 0.000019864244200 | 0.000016981860806 | 0.000015954417582 | 0.000015421880342
Average Case (3“']'71) 0.000232681169719 | 0.000350491934066 | 0.002128886884005 | 0.284997731843712
Worst Case (’N'Iﬁ) 0.000448200239316 | 0.000686301995116 | 0.004239103406593 | 0.587700832478632
1.00000 T T 35 T ~T T T 1
—&—Besi Case -
7
S s
0.10000 — Average Case -
s
P
& 001000 - - — ]
é Y e
= <
[-] - /‘
2 000100 + et DT e
= -f/’
b o
-
0.00010 e - e
vk & & &
v v v
0.00001
0 2 E 6 8 10 12 14 16 18
W19 Prefix (1)

Ui 42 naundslunismiungaede (3u1i) dm3u Source IP Address Tavlduasidu
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anNITNY
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MInd 4.3 naundolumsavngdede (ufl) d w3y Source IP Address

WA Prefix (Dn)
n3di
2 4 8 16
Best Case (3u) 0.000022744461538 | 0.000019780251526 | 0.000018434349206 | 0.000017842590965
Average Case (3U1) | 0.000238564170940 | 0.000354317355311 | 0.002127146673993 | 0.282898271848596
Worst Case (3U%) 0.000457851018315 | 0.000691261670330 | 0.004281886424908 | 0.584254819617420
1.00000 . : - T T T 3
— @ BesiCase |
-~ //
0.10000 || B Avenge Case o
-
— A — WoriCae - //"/
— e -~ -
% 0.01000 f——— - e T =
é - 'xf’//
- B4 e 4
g OOOLOO 2 _—-r"’;_d“‘{: 177 o -
e
= —
0.00010 — — —
%; & -~ &
0.00001 =
0 2 4 8 10 12 14 16 18
YA Prefix (\'jn)

U 43 nawndvlumsaungaede (Gurh) d M3 Source IP Address Tnuldmsidau

= =g
agnITnu
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M 4.4 iledanudoya (Tud) Ty Source IP Address

M@ Prefix (Un)
Data Structure
2 4 8 16
bil_table (1ud) 33,024 66,048 528,384 | 67,633,152
rule_table (11.!9;) 1,097,728 | 1,097,728 | 1,097,728 1,097,728
bil_table analysis (1us) 32,768 65,536 524,288 | 67,108,864
bil_table + rule_table (11!9;) 1,130,752 | 1,163,776 | 1,626,112 | 68,730,880

80,000,000

70,000,000 — bil_table

60,000,000 | 8 bil_able (analysis) /’

50,000,000 4| — A = bil_table + rule_table /

L
I

(lud)

40,000,000

&
Hen

30,000,000

20,000,000 -

10,000,000

0 -

VYUIA Prefix (Un)

o

v ¥ »
Ui 4.4 iiondainudeya (lud) 8151 Source [P Address
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4 - ' o a = o
ﬂﬁNﬁ 4.5 nmmau“lumsﬁum-nmmmﬁﬂ (uN) #1131 Source MAC Address

- VYM1A Prefix (IA)
n3dl
2 3 4 6 8 12 16
Best Case (3u1#) 0.000001061 | 0.000000881 | 0.000000750 | 0.000000631 | 0.000000555 | 0.000000575 | 0.000000479

Average Cese (JU1H1) | 0.000015853 | 0.000011923 | 0.000009328 | 0.000006718 | 0.000006372 | 0.000004799 | 0.000004235

Worst Case (TW1#) 0.000031217 | 0.000022526 | 0.000017483 | 0.000011410 | 0.000009051 | 0.000005994 | 0.000004956

0.000035
A ——Best Case
0.000030 H
\ L — Average Case
\
0.000025 -A‘ — A — Worst Case
‘E 0.000020 Ny
= 3
<€ A
R CTRIENE el 'of WAL ASR S B OCYXA0 A WA
T N
0.000010 &
: o A~
" -
0600005 |- ——n— L Sl L M“"--\-m.“ o= '—__-_—:4
0.000000 *%_
0 2 4 6 8 10 12 14 16 18
W Prefix ({in)

31t 4.5 nausdslumsAumideniinna (ui) d1m35U Source MAC Address

6t



MR 4.6 nausdelunismungaode (3u1i) §113U Source MAC Address

JUf 4.6 naundelumsimungasde (1) M1 Source MAC Address Tasld1asiaauasmi3nu

- 1A Prefix (1iA)
n1al
2 3 4 6 8 12 16
BestCase@u1ﬁ) 0.000025332542125 | 0.000022616761905 | 0.000021162568987 | 0.000019905435897 | 0.000019593111111 | 0.000019004036630 | 0.000019919111111
AvemgeCnsc(au‘l'ﬁ) 0.000508868605617 | 0.000587972808303 | 0.000788225096459 | 0.001829766945055 | 0.005478409037851 | 0.075027683203907 | 0.816362080229548
Worst Case (31H) 0.000997232354090 | 0.001151983787546 | 0.001553739135531 | 0.003639867203907 | 0.010557661750916 | 0.151480182647694 | 1.633706101831500
10.00000
A
1.00000 T T T T T = :...
-~ -
L
xT
0.10000 -
— -~ ]~
= ///_,
= -
=3 ///
© 001000 AL =
= -
e 2 ___*4 ’,:I/,
: = —@— BesiCase
_‘.""'AvulpCue
0.00010 < a-C.dJH
*—o—e & & € ®
0.00001
0 2 4 6 8 10 12 14 16 18
YUIA Prefix (Uin)
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med 4.7 naundslumsaungaede 3uril) M Source MAC Address

Ui 4.7 naundelumsaungaedie Guifl) @ M5y Source MAC Address Taulduasiduaeniiiiu

YUIA Prefix (UA)
nadl
2 3 4 6 8 12 16
Best Case (311i1) 0.000028503052503 | 0.000025502285714 | 0.000024433555556 | 0.000022774378510 | 0.000022390478632 | 0.000021485457875 | 0.000022762871795
Average Case (3U1W) | 0.000511647255189 | 0.000590023428571 | 0.000791075658120 | 0.001834405728938 | 0.005539494681319 | 0.075511994214896 | 0.825536942925519
Worst Case (3U1#) | 0.000999760258852 | 0.001160799533578 | 0.001560857118437 | 0.003649649255189 | 0.010650957125763 | 0.153089696900535 | 1.653285198192920
10.00000
A
1.00000 T T T T T T~ ".
/’ -
B )
0.10000 - — - =]
— ~
= o
= - gt
€ 001000 e e —
= -
g N
T -~ T A
0.00100 ——:—_——-‘%. = ¢—BeuCae [
-=m = Average Case
0.00010 — A — Worst Case
e—; & e & & N
0.00001
0 2 4 6 10 12 14 16 18
YUIA Prefix (1A)
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s

4 3 v
m3ad 4.8 ileNisanudoya (lud) d w3y Source MAC Address

YUIA Prefix (Un)
Data Structure -
2 3 4 6 8 12 16
bil_table (1‘UF'1’) 49,536 66,048 99,072 264,192 792,576 | 8,454,144 | 101,449,728
rule_table ('hjv-i‘) 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 1,097,728
bil_table analysis (lus) 49,152 65,536 98,304 262,144 786,432 | 8,388,608 | 100,663,296
bil_table + rule_table (11”{) 1,147,264 | 1,163,776 | 1,196,800 | 1,361,920 | 1,890,304 | 9,551,872 | 102,547,456

120,000,000
———— bil_table
100,000,000 -
~~~~B—bil_table (analysis)
80,000,000 |
- — A — bil_table + rule_table
=
a2 60000000 - |
©
nz
40,000000 4 — = _n_ =P _»
g l__————up‘.’—i
0 —— e e T : - ,

VUMW Prefix (IA)

o o W

U a8 lendanudeya (lus) 4115 Source MAC Address

JIATEYINANMINABDY

1. lumsmanesiteldgrudoyangsmau 1 fad Taodmuavuna PMx i 2
1in 4 1ia 8 1A 1A 16 UA §1M5V Source IP Address (W 111U 32 1) #agf MuavuIn PMX
ilu 2 9 3 1a 4 a6 Tia 8 1in 12 1A 1a 16 Tn §1M3Y Source MAC Address (W 191171 48

1a) TAo1NN153A5 124 1Nl Best Case T1)51n33 BIL 933 Search Speed Complexity iy

PMX
O[D-W N

D * W ) =} Vo
O(——) nazlunsel Worst  Case 9% Search Speed Complexity NN

£ 1o { 4 ' o
———— | Faztuiminou N aei anudlunsfumsziuegiuviiaves
PMX WORD

2 g ; 3
PMX laoBaiivuas PMX g9y Tdsunsu BIL vz ldnarlumsduvianas vinwans
nAaealuaITen 4.1 uaz 4.5 1 PMX idu 16 Ua Tdsunsy BIL  1darlunisdunnies
= = a @
ngalunnnsdl Fuiluldmwauadgudannanm

2. 9INM3AATIZHIUNSE Best Case T5Un53 BIL 923 Update Speed Complexity

L D'W @ q’: 5 IS A J o
My O{P—) Aniuiie PMX fifnundu Tsunsuezldnarlumsdsmlyanganas
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ANANITNANDIIUATITIN 4.2, 4.3, 4.6 uag 4.7 1 PMX 1Mnv 16 1a Tusunsu BIL 1219
ar q. ci oy o’ i 1
na lumsilSulanglesiige duihulilmuauudgmdsiinaan

3. N39 Worst Case 11 5un3su BILag ) Update Speed Complexity MY
D'W o c’: A a0y a; a
0((2-W —2)-M—- 2”"‘“’) Anfuiie PMX Hannnvu Tdsunsuszldnanlunsdiulya

A J L] o ] c; L =
AQINNAUIFUNU 31NNANIINARDITUAIITIIN 42,43, 4.6 uag 4.7 i PMX 110U 16 Ia
ar A:; A - o d‘ J
Tusunsu BIL sz 14narlumsdimlganguiniiga dauilulmuauudgdainanm

4. 910013713129 T sunsu BIL 921l Storage Complexity 1Y 1/ 1

D'W ar n’: A = 1 3 J o o a
0(—1-)—1‘}—)—(—- 2 -N) Anuile PMX Ginnnvu Tusunsy BIL s 14iiefidaiudeyaiiny
¥y

Fuisuiu s1nman1smaaealums T 4.4 1ag 4.8 7 PMX iR 16 n Tusunsuezlfiiled
Fanudoyanniiga Fuilu lammagudaiingrn

5. vnran1snaasalua1sef 4.1-4.8 s ouaanlszangamvoaTusunsuft
PMX vu1ad 199 fFsuifiousu PMX 1114 2 Ta (91 910013197 4.1 7 PMX oifiu 4 Tiaey
a1 lumsdunlunsdi Best Case 1100312 On ti1dy [aa2lunsdumnii 2 ia - narlu
n1sAun i 4 dayaa1lun1sdunai4 )l x 100=[(0.000000748 - 0.000000574)
0.000000574] x 100=30.31 %) FaM3 T 4.9-4.10 a2 3117 4.9-4.10 Faorwamsmaaeaz
auuﬁgmﬁndnmi’haﬁ’ummimu.iq Complexity Y93 11510534 BIL aemily 2 Uszinn
1Aun

~dlszandt 1 sz Aniamiidilofmua PMX 94 A Search Speed Complexity
dm3uyne nsdl wag Update Speed Complexity §1151N38i Best Case

- Uszanil 2 Wz Ensnmiiadiedmun PMX f1 #i Update Speed Complexity

dmiunsal Average Case N3 8l Worst Case 1A Storage Complexity



AN

U 4.9 UszamBamvesTdsunsuil PMX i1 4 1ia 8 da uaz 16 1 nfSouioudiv 2 ia

=h.

4.9 dszansnmveal1)sunsuf PMX m1fiu 4 a 8 99 Lae 16 U

Wisuisiouny 2 9ia §1M5U Source IP Address

tz@nSamnSouiouiv 2 da |

4

WA Prefix (1n)

8

16.

B lumsAun (Best Case)

NN 30.31 %

WINNT1 51.42 %

UINNI 61.90 %

nalumsdun (Average Case)

WINNI1 72.37 %

WINNTT 148.44 %

WINNI 253.09 %

na1lun1s AU (Worst Case)

WA 77.32 %

WINNI1216.72 %

WINNDT 429.80 %

nanludiulqang (Best Case)

VIR 15.90 %

1NN 23.90 %

uINNI1 28.09 %

nmuliuiang (Average Case)

Touni149.56 %

1iound1 803.15 %

ieundt 120,409.63 %

nahulSuiljang (Worst Case) | Weondn 52.04 % | Wouni1840.45 % | Weundn 129.247.61 %
4 do . . '
iedfiudoyn veound12.92% | vooni143.81% | Weond 597833 %
20,000
0 T L o ) \ i o — "h
20,000 1+ ——&—— o7 Tumsfumn (Best Case) \
g -40,000 i~ ——— o lumafum (Average Case) = S
=
'E -60,000 - # o luniafun (Worst Case) \
1§ —¥— nmluilfmljang (Best Case) \
2 50,000 - N
i — K nmlnlfuiliang (Average Case) \
100,000 1 @ — naluliurljang (Worst Case) = N
-120,000 - - + - - eAimdudoyn \\.
-140,000
0 2 4 6 8 10 12 14 16 18
¥HIA Prefix (iin)

@143V Source IP Address
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M1 4.10 YszansamveaTusunsumn PMX v 3 Ta 4 3a 6 0a 8 T 12 T uaz

16 Ua tl3ouimount 2 1a 1159 Source MAC Address

dazdninmnBoufouiy 2 in i i

3 4 [ B 12 16
1M Iun1IAUN (Best Case) NN 2043% | nnh41.47% | wnnhiesis% W 9LIT % NN 3452 % WM 121.50 %
M unsAum (Average Case) WNN3296% | wnnie99s% | wnni13s9sw | wnni148.79% W 23034 % WINN 27433 %
rmlunAum (Worst Case) WNi13858% | Mo 78.56% | winnd117359% | wnndi24400% uINN11420.80 % WINM 529.88 %
nmhulfnlgang (Best Case) won1188% | wnnh1807% | wnnhi2ei4% | w2823 % WINNT132.96 % NN 26,13 %
mhiBuliang (Averge Case) | doondi15.43% | feondisare% | deondi25905% | feoniioneaw | eoniiia65133% | eond1160,789.02%

nnlufulyang (WorstCase) | Weontii552% | vdeeniisssis | deoniizesoow | deuniiosero% | feonin15.09006% | eont 16372402 %
4 . . . . ] v
iioivadtudeyn doonh144% | deonnaszw | weoninisniw | deoniiearrw | desnhimasew Voont 8.838.44 %
20,000
0 - O L
2 4 6 B
-20,000 . st
-40,000
~ 60,000 - - — T e B —
£
“E. 80000 4| & mlunmAum (Best Case)
] —l— m lunfum (Average Case) \
S 100000 | ——
= o lun1IRum (Worst Case) \
120000 +— —6—— oty ng (Best Case)
==X nmhnfiudjng (Aversge Case) \
,iwlm 4+
—@— unhnlinkjang (Wors: Case)
160000 T - - - hedimitufoyn
-180,000

¥R Prefix (D)

3 4.10 YszAnsamveaTusunsui PMX iy 3 5 4 a6 1ia 8 Ta 12 a uaz 16 Tia

WSoumAvuny 2 Ua §1M51 Source MAC Address

o ' A 4
INHANIINADDIAINAII INBN 1UUIA Prefix NN UITAY

9
WY

9

LR IMTANY

dszdniamlumainuveslsunsuTaginsuininnaguusalsz@niamnisinm

$1u9u 4 wagu asdiaonan luundeunh
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b 4
1. maguvesna lumsiiinlyanguaziiendanudeya

100,000,000
10,000,000 e Case =% 5‘
'—"._—Avul‘e(:u Vs
1,000,000 - ~
— A= Vomom L
e —— e e e ol

Fuif x Tud
| "\
A
I 1Ny
| \
| |

10000 f+——
Y 2
-

1A Prefix (n)

L - a ' 4 do '
i 411 maguvesnaundslumsiSuljangaede ieziiieRSanudoyalaoiia Prefix

HUUMINTIMSY Source IP Address 1at 14u1asiaauasnsnu

1,000,000,000

100,000,000 -

10,000,000 -

1,000,000 {—

100,000

it x Tud

10,000

1,000

WUIA Prefix (Un)

H 4 o " J 5 o 1
31 4.12 maguvesaundslumsyivlyngaede uaziiiefivaudeyalasinia Prefix

HUVAINTIMTU Sourec MAC Address Tanlduasidiuasnisny

vInna M Iugda 4.11 uaz 4.12 Wy lunsdl Best Case vaguveanarlumisilsy
A do d Vo 4 [ a & a a
Ysanguaziiendainudeyasziindmganvuia PMX iy 4 ia Failurauiaingnina

ar s - - A o J 4
voana lumsdiulyang lasesiidszdniamgaiedimua PMX gaaiu Tuvaznlunsd



= o ! do =]
Average Case 1azn38l Worst Case Hafuueana lumsisuljanguaziiiendanudeyasedl

oA - an 4 4 a4 o o &

Adngafivuig PMX 1Ay 2 Ia uaziinwiniudie PMX fisrgeiuaudidy Taois
{ ¥ s A U J L

3 N3AA PMX 11111 16 U idunsezlimgeliuediaiu g

d’ do d w
2. waguussna lumsiunuaziiendanudeya

1,000

——BestCaxe

-+~ Average Case

— A — WomstCase

‘.-"-
B k-

10 § e

. . s P -~

i x Tud

YR Prefix (1RA)

H : 1 4 - e =1 )
1 4.13 maguvenawndolumstumasuiiniia uaziiieRsamudonalaonil Prefix
¥

HUVAINGIMT Source IP Address 1anl$inasiaiuasnmsiy

1,000.0

——BosiCase

= Average Case

10.0 |

J
Fwdt x lud

0.1

YUIA Prefix (In)

' 4 : ¥ 4o :
1 4.14 magaivesnaundslunsdumdeniiniie uaziilefidafudoya Tavinia Prefix

HUUAINT NIV Sourec MAC Address Tag1duasidiuasnisny
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; , £ d
vInnI M IugUn 4.13 wunlunsdl Best Case wagmveanarlumsAunuaziiion
o 3 o J DI 3 4 - = A g e
Janudeyadmsy Sourec IP Address imdiigai PMX 1y 4 ia Fuilunaneindnina
= e P A ] l: e‘ =
voannlunmsdumIaveslidsedninmgauiiofmun PMX gaiu Tuvuziingd Average
4 do g a1 o d 4
Case 1an 38l Worst Case HaguueaIm lumsAunmazilendanudeyalindnigan PMX
' W = > - ¥ o 1 o Yo o T e a &
iy 8 ia Taona 3 nsdiidunsmgengaedianulddan PMX miy 16 Ta Fuilumain
a a d’ Aw d 9 ] a oA Ao A o J
vinensnaveulionianudeya Tavezlidsz@nsamhduilodmus PMX gadu
i ' - & do
1M lugli 4.14 nuilunansdikaguuesnarlumsaunasiiioNsaiiy
ar = ; : § [ s £ 4 - -
Joyad M3y Sourec MAC Address lifiagan PMX w1y 6 T Fuiurauininanina
= — g o J 1 L
vosmlumsfumlagezliss@ninmquiledmua PMX gavu nazidunsmgaiiqaed
o 4 T o - A - L) g i o
mu'ldFai PMX iy 16 in Fuilunauivindniwaveuiionianudoya Taveed
o = 4 0' A - J
UszaAnsnmiiduiiefmua PMX gaiy

3. waguueanar lumsfumuaznarlumsilsuilyang

1.000000000000 T T T T T T T T
& R 7 W/

0.010000000000

0.000100000000

0.000001000000

0.000000010000

0.000000000100 4———— — e

0.000000000001

YuA Prefix (D)

Ui 4.15 waguuesnaundelumsdumaeuining uazaundslumsdsulyangrode

Taouia Prefix 1UUAINEMSIY Source IP Address 1ag19uasiduasnsnu
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1.000000000000 T T T T T T T
——BaiCase

0.010000000000 | M Average Case
— A — womCase

0.000100000000 +————

o
= 0.000001000000
=

0.000000010000

0.000000000100

0.000000000001

119 Prefix (1n)

N 4.16 raguivesnaundslunmsdumdeninia taznaundvlumsisuljngdede

TABL1UA Prefix LUUAIMEINSY Sourec MAC Address 1o 1duiasidiuasnisiy

vinns M Tugalii 4.15 wudilunsd Best Case vagavesna lumsfunmazinm
TumsySuzangaedodm sy Sourec IP Address I fiqail PMX i1y 16 fn Suituma
nnnsninaveanalumsAumuazinatlunsuriang unsdl Best Case) Tnovaares
wilsz@nnmiiquiodmua PMX qqi‘:’u Tuvaizdingdi Average Case tazn3fi Worst Case
waguveana lunsfunaznar lunistiulyangaedeiindiiqad PMx iy 4 a
waziduns gaiigaediiu1d¥ai PMX i1y 16 §a Fuiunaueindninavesnarly
msUsulyang Taoselseansmmiidilomun PMX qqi’fu

vnns iz 4,16 wudilunsdl Best Case Haguysara lunmsAuniuazinm
Tumsisinlzangaedodmsy sourec MAC Address Simdiigail PMX i 16 T Faily
wawvIneninaveanarlumsfunaznailumsyiuygang 1unsel Best Case) Tawita
dovaziivszdniamiiquiledmua PMx qq-’i'j’u Tuvazingdl Average Case 1azns i
Worst Case #agveanatlunsdunmaznalumsilimlyangdedeiisdifiqadi pMx
Wi 3 Sa nazidunsigaigaediasiu 185ad PMX iy 16 a Fuilumauenening

Y a a de A o 4
1’8011ﬁ11uﬂ15ﬂiﬂﬂ1\1ﬂ§] Iﬁﬂ“:ﬁﬂi:ﬁﬂﬁﬂ1““ﬁ1luﬂﬂ1"uﬂ PMX Q\"lu
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4. waguveana lumsdum narlumslulzanguaziiiensanudoya

1,000.00000
100.00000 - /‘
<
10.00000 - e
e //
= 1.00000 : . ; : T : :
b S P ///
= 0.10000 - = - - G i - —
u _ &
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b 0.01000 {-— A—-—.‘-:::,.aliﬁ,,,i, R
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0.00100 | L
0.00010 /- —
0.00001 *— o
0 2 4 6 8 10 12 14 16 18
VMR Prefix (Dn)
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=

U 4.17 waguivearanndelumsAumdeuinia naundvlumaimungaede uaziiied
o o 1 1 o
JaunudoyaTaoinia Prefix tUUAIHAIMSY Source IP Address Taul$inasidau

= =R
aoNIny
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—— Bes e 5 ;l

10000000 4 g . /}_.
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0.10000

Swinx i x

0.01000

0.00100 4
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WW1A Prefix (DA)

= 4 Y ' 4 o o a "y 4 4
7N 418 waguveanaundelunmsdumdeuiiniia naundslumsmungaede uaziien
o L] A a
Janudeya Taouia Prefix 1UAINd MY Sourec MAC Address Tau13u1as

duaemIny

50



51

nnns M luglii 4.17 wud luynnsd naguvesna lumsdum nar lumsdsy
Uqang uaxn’faﬁﬁ'mﬁm’fay,a dM3Y Sourec IP Address fisiiqaii PMX i1y 4 Oa uaz
idunsmyeiiqaediamiu1dsail PMX vty 16 Ta

91005 Tu g1 4.18 w1 lunsdl Best Case naguveaaarlunisfum nanlu
Ms1iulgeng uam‘faﬁ%’mﬁui’f&ga d M3 Sourec MAC Address S 1iigqaTi PMX iy
6 1 Tuviziingdi Average Case 1a2N38 Worst Case waga et lunmsfum nalums
U5ulgang uazifeRisaifiudeya firdriqati PMX oy 3 a Taoika 3 nsdidunsavgs

Nqaetaviulddai PMX 1y 16 Ua

A13199 4.11 YU Prefix Mnmzaud M35y Source IP Address Taofin1saningadiga

VoiINanU
ndl
Hogo
BestCase | Average Case | Worst Case

I, nmlunm}i’uﬂnn;}nn:nfni‘i’mﬁuioun 4in 21in 21in
2. |1n1'lun11ﬁuumn:u‘feﬁi’mﬁu{wa 4in 8 iin 8im
3. nnlunsfumusznmlumsdinlyang 16 On 4iin 4iin
4. nnlunsfum nm'lumiﬂi’vd*;annun:nfaﬂl‘mﬁuinqn 4 1im 41in 4iin

M7 4.12 YUIA Prefix Ninunzaud w5y Source MAC Address Taoinisanngadiga

VoIHafU
nidl
Hoga
Best Case | Average Case | Worst Case
1. o lunslinlgengquasidsismioya 4iin 2 iin 21n
2. nelunsfumunzdenimiudeyn 6in 6in 6in
3. nmlunsfumueznmlumsitinlgang 16 iin 31iin 3in
4. nalumsfum nm'lum:ﬂfnﬂ{anﬂnuglt{ai{hﬁu‘uun 6l 31n 3 iin

MNA3197 4.1 9 4.12 W luns @ Worst Case #§ PMX iy 2 §n 4 5 s 8
fin A Prefix fimunzaud 3y Source 1P Address taz # PMX 1iniy 2 5 3 fin uaz 6
fin fhuvina Prefix fimunzaud M3y Source MAC Address Taumsnasennnwagus I
4 wagadt IEiuae Tuunii 3 Faazrhwadni i 1Amarii I dmunagUuuy Prefix uazsins

naaedluninaaesn 4.2.2 ae'll

4.2.2 M3INADINIVIIA Prefix nuvdlTunlaowld Tael¥giudoyangsivan 1 Had
111 Source IP Address
U A o 4 1
Tagquszasnmanaaes ifon 131 uuuves Prefix tuudSundou'ld (iraz Block

L] L o A o
o1vvzlvua luminw) ¥ I Tusunsy BIL a2 lumsauni awisalunis
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Ysuilyang Lmznﬁ"l‘ﬂff’aﬁimﬁu%'agaﬁﬁqﬂ #1115 Source IP Address (v1@ 32 Tm) i
TIMIUNG 4,096 V0
IEMInaaea
1. fimuagmdeyangimau 1 Had Wy Source IP Address (vu1a 32 Tin)
2. MUUANMIUINYUIA Prefix $142U 13 gluvy 1R
- U 1 1R Prefix 1T 2+24242424242424242424242424242 T
- SR 2 sV Prefix Tl 3+3+343+3434343434342 i
- UV 3 109uA Prefix iU 4+4+4+4+4+4+4+4 T
- s 4 10i9vA Prefix il 2+6+10+14 T
- qUUUYA 5 itisvunn Prefix iy 4+8+8+12 il
- 2T 6 10iaviR Prefix 1T 2+4+6+8+10+2 Tin
- uuu 7 it evin Prefix 10 6+6+6+6+6+2 Tin
- it 8 WA Prefix iy 747474744 Tin
- Uit 9 wiivwn e Prefix iy 8+8+8+8 T
- Ui 10 1iawina Prefix iy 949+9+5 Tin
- gUnuuii 11 wiswing Prefix i 10+10+10+2 Tin
- U 12 uniaving Prefix Ty 11411410 Ta
- JUuVVT 13 javina Prefix iy 1241248 i
3. fmuasmungIiY 2= 4,096 98 (Bitvector ¥119 512 Tug)
a, adngwdeyangdmiuSanarlunisylivdgeng lunsd Best Case U Prefix
aiwudi 1 Segaluuudi 13
5. adngmdeyangdmiuSanarlunmisiivdgenglunsdl Average Case fu
Prefix 3UHuYA 1 Sagthiuvi 13
6. aiugmdeyangdmivTanarlumsisulgainglunsd Worst Case i Prefix
it 1 Saguuuni 13
7. fmuas nuuANAIAY 100,000 uRnHA
8. adngmdoyauiinidadmiuTanarlunisAunilunsd Best Case fu Prefix
oA 1 Saguuuudi 13
9. adngmdeyauiinidadimsuianarlunisfunilunsdl Average Case
Prefix 3UuUH 1 Segtuvud 13
10. a¥ugwdeyauinidadmivyanalumsdumlunss Worst Case f Prefix

FUuuwN 1 dagduuun 13



Han1Inaaod

maedi 413 naundlumsdumideuiinda (Guiil) vea Prefix Jiuui 1 fagduuudi 13

uiuY Prefix
nidi
1 2 3 4 cJ 6 7 8 9 10 11 12 13
Best Case (3v1ii) 0.000000884 | 0.000000706 | 0.000000670 | 0.000000530 | 0.000000554 | 0.000000601 | 0.000000602 | 0.000000548 | 0.000000556 | 0.000000554 | 0.000000553 | 0.000000532 | 0.000000532
Best Case (W1fl) | 0.000011771 | 0.000007947 | 0.000006681 | 0.000004235 | 0.000004241 | 0.000005184 | 0.000005095 | 0.000004444 | 0.000004576 | 0.000004304 | 0.000004364 | 0.000003902 | 0.000003842
Worst Case (3u1#l) | 0.000021682 | 0.000014804 | 0.000011928 | 0.000006082 | 0.000006081 | 0.000008238 | 0.000008980 | 0.000006963 | 0.000006624 | 0.000006035 | 0.000006023 | 0.000005014 | 0.000004998
0.000025
W Best Case
0.000020 - M BestCase |
O Worst Case
& 0000015 - e |
=
<
-
&  0.000010 +—
0.000005 -
0.000000
1 N\ AN A 5 Al W2 1
JUuvy Prefix

it 419 naundulunmsfumdeuiiniia (Gufl) vea Prefix Jluuu® 1 Sagluuui 13 Foadrwumunnud lunsdumannios lwunnaw

A58 Worst Case

tS



M9ah 4.14 naundelumsiiungaede (Guif) ves Prefix Juuuud 1 fegiiuvdi 13

vy Prens
ndl
1 H 3 4 ] ‘ 7 s ’ » n 12 13
Best Case (hunil) 0.000020532461538 | 0.000018391553114 | 0.000017397841270 | 0.000016196061050 | 0.000016141267399 | 0. 147741 30534799 | 0.000016200398046 | 0.000016063882784 | 0.000016113658120 | 0.000016218442002 | 0.000015920373626 | 0.000015818236874
Best Case (hunfl) 0.000241508930403 | 0.000272868512821 | 0.000353498947497 | 0.006580661187057 | 0.002316693550672 | 0.001330447306471 | 0.000785509125763 | 0.001258357623932 | 0.002111631028083 | 0.003877471924298 | 0.008242263514042 | 0.015890491501832 | 0.029917196952381
Worst Case (hifl) | 0.000464145750916 | 0.000528357987790 | 0.000689529413919 | 0.015271177457876 | 0.005223326163614 | 0.002772122647131 | 0.001565708856777 | 0.002348089194139 | 0.004246677975580 | 0.00767027894505 | 0.016725706879121 | 0031825749689866 | 0.059826524699110
B Best Case
0.06 11 I Average Case
[ worst Case
3
& [qoai— Lk B A e e S e It
<
-
8 003 s 1 = N
-
0 -—-—-r—-~r—‘=-1—-i='-.—‘-‘1r—-‘1r—J | Bl {le I

YUV Prefix

H { a [ - 4 - o o o
711 420 naundulunmsmungaede (uri) vea Prefix guluvvh 1 Segduund 13 Feadrwuamnnusr lumsdumoindes lumunawnsd

Worst Case
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Mm3ef 4.15 naundslumsaungaede (3uii) ves Prefix uuui 1 fegUuuudi 13

md
1 ] 3 4 ] [ ’ 10 n 12 3
Best Case (hrfl) 0.000022686383394 | 0.000020799965812 | 0.000019655726496 | 0.000018540776557 | 0.000018532432234 | 0.000019251639866 0.000018784813187 | 0.000018505802198 | 0.000018513738706 | 0.000018620561661 | 0.000018262273504 | 0.000018176085470
Best Case (il 0.000243508459096 | 0.000274750312576 | 0.000355711240537 | 0.006632610913309 | 0.002327189936508 | 0.001336226879121 0.001255813626374 | 0.002131259565324 | 0.003925644803419 | 0.008299768888889 | 0.015949218730159 | 0.030033273181929
Worst Case (hirfh) | 0.000461456669109 | 0.000377092334554 | 0.000692321255189 | 0.015436761865690 | 0.00530973428371 | 0.002787807560440 0.002504708031746 | 0.004283104227106 | 0.007703933815629 | 0.016982747069597 | 0.012330055789988 | 0.060778803558346
.Belem
+— my
-AverlgECnse
0.05 O worst Case
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< 004 __| |
=
plad
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e 0.03 1
e
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0.02 — [

6 8

Uy Prefix

5 10

31 421 noundelumsaungaede Guf) ves Prefix guliivuii 1 faguuuuii 13 Sesdrvuawanud lumsdumondes luvanamunsd

Worst Case
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v 1 ] 1 [l
= A4 Ao d 9 o - - =
m3n 4.16 endanudeya (lud) voa Prefix g 1 fagiuuuh 13
Uiy Prefix
Data Structure
1 2 3 4 5 6 7 8 9 10 11 12 13
bil_table (lud) 33,024 45,408 66,048 | 33,816,576 | 8,454,144 | 3,170,304 | 198,144 | 330,240 | 528,384 | 1,056,768 | 2,113,536 | 3,170,304 | 6,340,608
rule_table (1ud) 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728 | 1,097,728
bil_table analysis (1) 32,768 45,056 65,536 | 33,554,432 | 8,388,608 | 3,145,728 | 196,608 | 327,680 | 524,288 | 1,048,576 | 2,097,152 | 3,145,728 | 6,291,456
bil_table + rule_table (Tus) | 1,130,752 | 1,143,136 | 1,163,776 | 34,914,304 | 9,551,872 | 4,268,032 | 1,295,872 | 1,427,968 | 1,626,112 | 2,154,496 | 3,211,264 | 4,268,032 | 7.438.336
40,000,000
M bil_tabl
35,000,000 Sl
B bil_table (analysis)
30,000,000
O bil_table + rule_table
25,000,000 |
5
= . £, K
= 20,000,000 —
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wz
= 15,000,000
10,000,000 —
5,000,000
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1 2 3 7 6 8 9 4 5 10 11 12 13

ar
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UL Prefix (1in)

U7 4.22 leRdanudeya (lud) vea Prefix JUuuuH 1 fsgrluuud 13 Sosdrwuamanud lunmsfumanieslvinnaunsd Worst Case
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InnzrinamInanes

1. Tumsnaaesdiveldgmdeyanginou 1 Had iflu Source 1P Address (vu1a
324ia) wazdmuamsutnna Prefix $149u 13 JUuuy Nawamsnaasslumsad 4.13
WU lunsal Worst Case JUMUUT 1 (2+2+42+2424242424242424242424242 D) 92180 T
msfummnniiqa uazzluuuii 13 12+12+8 n) sxldanlunmsdunniesiiga Taoszuans
nanlumsfumdeuiinfiavsdduninnnlifes1dus gUuuudi 1 guuudi 2 uuwd 3
it 7 w6 it 8 guuuui 9 guuuud 4 i 5 i 10 suuudi 11
i 12 gUuund 13 My Tavannsodangugduuy Prefix  AMW$IUIUVOA Prefix

J = e o 9/ ¥ s 5;
iy 7 ngu naziSoadrvunarlunsfumnindesuin dwmsed 4.17

AN 4.17 314U Prefix uazjaliuy Prefix #1131 Source IP Address (3098 1A UA AT

Tumsaumnnites T

81Ul | §1au Prefix (Block) | Uiy Prefix
1 3 13,12
2 4 | 110549
3 5 8
4 6 6,7
5 8 3
6 11 2
7 16 1

vnmsdananudgluvy Prefix  Tunguidsanusziinamda lunsdumlungn
nadl nazauialumsyiudganglunstl Best Case filndifvaiu Tuvaiziifnonudalums
YSudgangTunsdl Average Case 118y Worst Case upnanfuegaiu1dsa suileanein
YUIAYBA Prefix iTudAgy

2. minmansnaaeslumsad 4.14 uas 4.15 wuilunsdl Best Case vy 13
(12+12+8 Tn) sz ldna lumsililgangiesiiqa uazgluuud 1 (2+2+2+24242424242+
2+2+2+2+2+2+2 Tn) sz da lumsiSuanganniiqa Tuvas#lunsdi Average Case nay
Worst Case #i Prefix JUNUUT 1 (2424242424242424242424242+24242 Tm) 9z 1oan Tums
Usulgangiiesiiqa uazguuuud 13 12+12+48 Ga) wlinamlunmsUsulyanguniige

3. Han1IMAaealumITei 4.16 nudigduuud 1 (2e2024242424242424
2424242424242 1in) sn:“l%’n‘faﬁﬁ’mﬁu%gaéﬁqﬁ wazgiuvdi 4 (2+6+10+14 Tn) Tlsunsy

{ do 4 i
widilendanudeyaganqa



4. mnnan1snaaeslumIsied 4.13-4.16 mnsouaaslszaniamveaTusunsudh Prefix JYnvua1g Wisudsudugduuui 1

(2+2+24242+2424242+242+2+2+2+2+2 1) AIMITNT 4.18 uaz Ui 4.23

MR 418 YszAnamves Tusunsui Prefix gUuUR 2 guuui 3 3w 7 3Uuuud 6 JUiuud 8 guuuud 9 guiuuh 4 Uuuun s

UuunH 10 Uuuud 11 uuui 12 tezgluuui 13 aisuisunuguusi |

VwwimzmmnFoudioy Uiy Prefix
1
w1 2 3 1 6 8 9 4 5 10 1 12 13
nmlumifum , , : , , : , , . ,
il W1 2521 % | winnd131.94% | winnir 4684 % | winnd147.09% | winndin3i % | unnd15899% | wInn66.79% | wnnd159.57% | wnnd159.57% | unnd159.86% | wIpnd166.17% | ¥INNG166.17 %
Case;
nmlunifuns . y . , ; . , .
pInndas12% | wnnd176.19% | wnnd113L.03% | wnni1127.06% | winndiieas7% | w1 % | wenhizzess | winnd117735% | wnnd1173.49% | nand 16973 % | wnni120067% | wInnd1206.38 %
(Average Case)
notunusdum , , = y 1 : v . , " .
" vinni146.46 % | wnnd181.77% | winni1141.45% | wnndrisaie% | winndizide% | wineh2zzazn | monii25649% | winnd12655% | uinni1259.27% | wnndn259.99% | wnnd133243% | unnd1 33381 %
‘Worst Case)
nalumsdiudyan : : . ; \ . . . ,
B Innd1 1028 % | winni116.64% | winnd124.42% | winni12464% | winn3119.56% | winndii9siw | wnnii2asiw | winndi2502% | winnd12481% | wand12405% | uwnndii2644% | winndi2rae %
)
(Best Case;
nmlunndiudan i " g ¢ 4 " = i i . 3 g
i c g dooni112.91 % | feenin4s22% | tesniizeszsw | deenirssrers | veuniv449.81% | Weaniiizsaaw | vesndra1837w | Yeenno7a79% | feendiisossan | Weenhisiiosi% | Weondrsdsdssw | vewndiizc0as v
(Average Case)
e luntdfullyang , A . i / ¢ . | ; , X ,
dosni1 10,83 % | foenitassew | fWoenii237.33% | deendraorase | veuniisdsssw | deonirgiasdn | desniinisorrw | deeminiossen | deenirisszses | Mesndinsesssw | eondhiersssen | ddeeniiiziesson
(Worst Case)
wieRimAudeyn Toonir 110 % | Weondt2.92 % | fewndvi460% | foonii277.45% | vosni12628% | veendransi s | doeniizseris | veenhizasraw | Wosndisosas | deandiisieew | foonii2mrasw | desndissrezu

8¢
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1 wrnnnynawnesi el winnpdzen zr winnnd 1wt ot unnin?
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(ss0 a8usay) Burkpingnstunmiugupae g

(352D 352g1) BURLNSMLELUR| MLLIURAL] ]
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A i o 3 a o a °
5. iemzUuu Prefix Mimmnzaugisveriimsanymlszansamlumaiam
voslsunsy Tavinsanninragueslszdninmmsiamsiuiu 4 nagu muiinonan
Tuunneumni

[ d’ do o 9/
1. #aguvesnm lumsdiviyanguaziiienianudeya

1,000,000
H Best Case
!00‘000 ] .AvmgeCu:
UWWC&
10,000 ——-——=
&
=
P
]
- 1,000
-
=
[ (ad
100
10
1

U Prefix

3 424 naguivesnaunaslumsilivilyngaede uazniehdmiudeyaTaoua Prefix

wudSuaou1d 8135V Sourec IP Address Taol¥uas1auasms iy

11005 1U 31N 4.24 Wy Tunsdl Best Case waguueanatlumsdsulynguaz

4 do 4 o NV S 4 - P a
weMvaInuYeyaseIMAMgANUNUUN 3 (4+4+4+4+4+4+4+4 Tn) TuvaiziTunsdl Average
] y ] " [] I
Case 1182 Worst Case Hagavesm lumamunguaziifoisainudeyaszimdmganduuun

1 (2424242+424242424242424 242424242 1A)



ot

£ 4
2. waguueaa lumsAunuaziion

g 3
ANVYBYA

250.0

200.0

1500

Jwnft x Tud

100.0

50.0

0.0

]ﬂl.ll.lll Prefix

P PR v . d d 1
IlJ‘n 4250 Naﬂﬂl‘UﬂﬂI.'J'f‘l'}lﬂﬁU1uﬂ15ﬂuﬂ1ﬂﬂll‘ﬂﬂlﬂ¢l Hazive

I.I,‘U‘Uﬂ‘;"‘i.uﬂatlu'lﬁ’ @150 Sourec IP Address

dAow o 9
nIAnuIDYa

¥

Tawia Prefix

20.0

18.0

16.0 1
14.0
12.0 4

10.0

it x lud

8.0 1

6.0 1-

4.0 1

20 ¢

0.0 -

Fuvu Prefix

o 4 Y v 4 d A do 4 9 =
Tl]'n 4259 Nﬁﬂm’“ﬂﬂ']a“ﬂﬂﬂ1uﬂ15ﬂuﬂqﬂﬂllﬂﬂlﬂﬂ laziuoan ﬂlnu‘"al{ﬂ 1uﬂ5ﬂl

Best Case Tasiia Prefix i3’ mﬂﬁuu'lﬁ’ M5V Sourec IP Address

4 . Z J
nns M Iugali 4.25 wuilunsdl Best Case naguusana lumsAunuaziion
Janudeyasziimmganguuui 3 (4+4+4+4+4+4+4+4 1in) Tuvaeilunsdl Average Case

» [
1Az Worst Case wagauaana lumsfunwmaziitoisaiudeoyassd

(7+7+7+7+4 1R)

IS
o

Adganluuun 8
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3. waguuearm lumsaumuazna lumsdiulyang

0.0000003 50000

0.000000300000 1

0.000000250000 -

T
|
|

0.000000200000 +—————— - e |

Fun

0.000000150000 -

il x

0.000000100000

0.000000050000

0.000000000000 -

Uiy Prefix

U 4.26 n paguveanausdelumsAumasuiniig tazausaslumsysuilyangsede

Taoud Prefix uuulsunlaou'ld dmsyu Sourec IP Address

0.000000000025

0.000000000020

0.000000000015 +-

it x A

W

0.000000000010

0.000000000005 -

0.000000000000 -

4 i ' =3 o o '
it 4.26 ¥ maguveanauRdelunmsumdeniiniia uaznaundslumsdiulyngsdodo

Tuns 9l Best Case 1a8111)4 Prefix uuuls mﬂﬁuu‘lﬁ' 81151 Sourec IP Address

9nns Mgl 4.26 wuirlunsdi Best Case waguusanarlumsdumiuazina
'Iuan%'uﬂiqnm:ﬁfiﬁhqﬂﬁ;ﬂuuuﬁ 13 (12+12+8 Ti) Tuvarzfilunsd Average Case
1az Worst Case naﬂmmmnaﬂumsﬁ'umua:naﬂunmJ%”uﬂ';qngﬂzﬁfi1¢"i1qﬂﬁ§ﬂlsuuﬁ
2 (3+3+3+3+3+3+3+3+3+3+2 1iR)
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ar

3 ]
4. wogavesna lumsdum nalunsiflsanguaziiensmnudeya

2.50000

B Best Case

2.00000 - .Avmgc Case

O worst Case

']
L]

150000 4 — ——————— - H

i x 3w x Tu

1.00000 +————

-
MY

0.50000 4 ———

0.00000 T T

1 2 3 7 6 8 9 4 5 10 11 12 13
iy Prefix

3 H ¥ o N 4 [ '
it 427 0 waguvesnaundulunsfumeAeuiining naundelumsilfnlyingdede uaz

‘g { o L} ar ﬂl s
ifefismniudoyalaoiis Prefix tunn)Sun/aould §msu Sourec IP Address

0.00035

0.00030

0.00025 1

0.00020

0.00015

Fwad x Twd x Tud

0.00010 +—

0.00005 1-

0.00000 -1

it Prefix

it 427 ¥ moguiveanaumdelunsAumdeuiinifia naundslumsivlngdede uaz
‘g ﬂ;v ~ ] ar 5 @
ifiefisafudoya Tunsdl Best Case Taouia Prefix nuvil§unfaould dmsy

Sourec IP Address

91003 M ug1ii 427 wuirlunsdl Best Case naguussalumsAum nalu

a z .N = I '. 4 1 - 1
msSuilgang uaziiendaiudeyaslimdigangiiund 7 (6+6+6+6+6+2 1in) Tuvuzi
Tun38l Average Case l1a2 Worst Case Haguvoaa lumsaumn narlunmisdiuilyng

i: 14.0 = l; 1 ﬂ!' -y
waztiiensanudeyavzlimdigan JUuuuN 2 (3+3+34343+3+343+3+3+2 i)
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31N 4.19 JUUVY Prefix Nimanzaud M Source IP Address Iaviinisanainyadmigaves

HOAM
o
=4
nidl
Hagw
Best Case | Average Case | Worst Case
o o - 4 -
1. nm'lumsﬂmﬂiqm,]uazld'nmmﬁuﬂaqn s | gluuun | gduuuina
A de I ] <
2. nmlunisfunuaziioivanudeya Wonm3 | gpluwuing | gluuun g
- o - <
3. nanlunsfurmuaznmlunslfudyang iz | pduwunz | gduuwn 2
. 4 do ] < <
4. nalumsdum nanlumslivlpnguasilefidaiudeoya | gluuui7 | phiowi2 | guvuii2

910715197 4.19 nu31luns 8 Worst Case VUL 1 (24242424242424242+
2424242424242 1in) JUUULN 2 (3+3+3+3+34343+3+3+3+2 Tn) oz iU 8 (7+7+7+7+4
fim) g auny Prefix fimungaudniy Source IP Address TAuRI5 U INHAYUSINIY 4
wagait Idvi e Tuundi 3 $9g3sveaimadns it lamari Whihnisnaaeslumsvaassd
423 die'l uenvINTITaNYTINSILA Prefix (i1 Block Wnam fu wselndifoanuseii g

Tusunsufidszantainlumsiiaudniinisus Prefix 1y Block filvuiauanaiany

4.23 minaassiadszansammaiinuvesidsunsy BIL fMugudeyangduau
1,000-10,000 9o
Taquszaerninaaes ienlSoufivussAnsnmlundasdudmsy prefix Tu
JUnuuAg Tasldgrudeyangsman 1,000-10,000 e
IBMINAR0Y
1. fmuagrudeyangau 1 Wad iy Source IP Address (via 32 1in)
2. MYUANITHUIYUIA Prefix $1uI 4 guuun 10 3uny Tunisnaas i
422 1dun
- JUNUUR 1 B Prefix (T 2424242424242424242424242424242 T
- guuii 2 usisvun Prefix i 343434343434343434342 T
- VNV 8 aisA Prefix i 747474744 T
- JUHUYR 9 1iswnn Prefix T 8+8+8+3 Tin
3. fmuaTIMIUNGIMINY 1,000, 2,000, 3,000, ..., 10,000 o
a. afngwdeyangdmivianarlunisiuiljang lunsd Best Case M Prefix
v 1 guuuii 2 iyl 8 wazguuui 9
5. afngmdeyangdmivianarlunisyusulganglunsd Average Case i
Prefix 3UuuYA 1 Ui 2 w8 wazgluuuii 9
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6. adngmdeyangdmiuianalunisisulianglunsdl Worst Case i Prefix

FUuuui 1 guluuui 2 guuui 8 wazguuuh 9
° ° d o " w 4 d

7. MMUASIUURNNANIIHY 100,000 LHNNA

8. afngwdeyauinfiadmivianalumsdumlunsd Best Case u Prefix
JUuuu 1 gUuuun 2 3Uuuuh 8 uazgdiuui 9

9. adngmdoyauinitadmsuianarlumsfunlunsdl Average Case fiu
Prefix 3UuUVN 1 gUuuun 2 guuuvd 8 uazgiuuui 9

y v 4 d o v w o "
10. asngmdeyaunnnadmiviaarlunmsAunilunsdl Worst Case fu Prefix

JUuuni 1 g 2 JUnuun 8 uazgduuun 9



HamIinaaod

4 - ' a a = a
MmN 4.20 auadolumsAunideuinifia (Funil) ¥ed Prefix JUNUDT 1 (2+2+2+2+242+42+2+2+2+2+2+2+2+2+2 1i)

g $naung (Vo)
ny
1,000 2,000 3,000 4,000 5,000 6000 7,000 8,000 9,000 10,000
Best Case (Ju1¥) 0.00000090841 7300 0.000000868418900 0.000000934728200 0.000000884875100 0.00000096792 1800 0. 100 0. 3974700 0.000001 150647200 0.0000009733 79000 0.000000970199800
Av-np(‘.llnﬁ\nﬂ) 0.000003546333900 0.0000063 12813500 0.000010926054700 0.000012427085300 0.000022443510700 0.000023153536800 0.00003 | 004483500 0.000053851597500 0,000037739164300 0.00004400889 | 600
Worst Case ﬁmﬁ) 0.000003896787500 0.000011123832800 0.000020024048000 0.000023467098500 0.000043494560100 0.000045224967400 0.000060812931500 0.000105309952000 0.000073964566100 0.000086260740500
0.00012
—— BesiCase
0.00010 | =T~ Aversge Case ,“\
= = = WorstCase / \
ARty / \ A
0.00008 R 7 (Wi ]
13 /
=
& 000006 - 7 ye
8 2l YR
ATTE Y W) -
0.00004 s e
/ > L
v __u
0.00002 — & Rl —~ —
-
o A
0.00000 “; + - = = g = Al
0 1,000 2000 3000 4000 5000 6000 7,000 8000 9,000 10,000 11,000
$1maung (V)

U 4.28 naundolunsAumesunniia (3uif) ves Prefix FUIUT 1 (2+2+2+42+2+2+2+2+2+2+2+2+2+2+2+2 i)

99



M3 4.21 nauadolunisfumideniinife (Gunil) ¥ea Prefix JULUUR 2 (3+3+343+343+343+3+342 1ia)

dmaung (Vo)

Uit 4.29 naundulunsfumasuiinia (uiil) ¥ed Prefix JUNDURA 2 (3+3+3+3+3+34343+3+342 1in)

a dnaung (o)
n
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
Best Case (Tu1f) 0.000000702837000 0.000000736930800 0.000000732350800 0.000000746400300 0.000000773743400 0.000000770883300 0.000000786747300 0.000000891121300 0.000000768673200 0.000000784432800
Average Case Gui) 0.000002481870100 0.000005476491300 0.000007229665 100 0.000010360857900 0.000015747821500 0.000015663583000 0.000019226494100 0.000037066874300 0.000025831555800 0.000028488583400
Worst Case (Tu1) 0.000003667296300 0.000009534942500 0.000013151176900 0.00001944 7490900 0.000029951932600 0.000029886736900 0.000037555438100 0.000073196596500 0.000050130497700 0.000055459041700
0.00008
—— Best Case A
0.00007 +— 7
- Average Case /
\
0.00006 +—— " == Worst Case 7 \
/ o "
-~ 0.00005 P DAY DA\ LV, —ai
=
=
= /
< 0.00004 \ ,‘
: A
=4 . By
0.00003 { - 7 _—
0.00002 "’ - - 2N <= | B
-~ | TERTN B
- ) .r/
0.00001 & el B e
s oo =
0 e L e
0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8000 9,000 10000 11,000

L9



I 4.22 naundolumsfumesuiinda (Guiii) vea Prefix jUuuR 8 (7+7+7+7+41in)

dmaung (Je)
mdl
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
Best Case (Y1) 0.000000555011100 | 0.000000583579800 | 0.000000586031800 | 0.000000581836000 | 0.000000574043900 | 0.000000579540600 | 0.000000593608800 | 0.000000636919100 | 0.000000577519600 | 0.000000572088500
Average Case (W7} | 0.000001513003200 | 0.000003195053300 | 0.000004349892900 | 0.000006069322600 | 0.000007608033900 | 0.000008897943800 | 0.000012889123700 | 0.000020251561300 | 0.000013890813500 | 0.000014597138800
Worst Case (Tu1fl) 0.000002126940500 | 0.000005109050500 | 0.000007194264200 | 0.000010235270200 | 0.000013535858400 | 0.000015350727200 | 0.000022128944300 | 0.000036729284000 | 0.000023585236800 | 0.000025765014700

0.000040

0.000035

0.000030

0.000025

0.000020

o (i)

0.000015

0.000010

0.000005

0.000000

—— BestCase A
—4— =

'““.‘""AmgeCm / \
Hoa—gd= —

/
o~ & e BN SN-" J LX)\ e Wi | _\_.FP_A_
A
i & Fans
. / \ L
- R /'/ Ly
- 7 - <
& __,,..—-."'
T = 3 -= _..,—""'. -
|E‘f_‘l""’

0

5,000 6,000 7,000
dmaung (Je)

1,000 2,000 3,000 4,000

8,000 9,000

10,000 11,000

71l 4.30 naundolunsfumiseniinda (ufl) vea Prefix JUUUUR 8 (7+7+7+7+41im)

89



il 4.23 naundslumsdumdsuiniig (3uri) ¥ea Prefix JUuuuf 9 (8+8+8+8 1ia)

U7 431 poundelunisfumasuiniia (3urh) vea Prefix JUIUVT 9 (8+8+8+8 1in)

dnmng (Ye)
mdl
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
Best Case (Tu1#i) 0.000000495296900 0.000000493740800 0.0000005 10685100 0.000000498820300 0.0000005 10790000 0.00000051 1846500 0.000000514933900 0.000000568141700 0.0000005 14578000 0.000000510410100
Avenge Cueﬁmﬁ] 0.000001402734600 0.000002498 1 86000 0.0000041 17437800 0.000004523089800 0.000007843125900 0.000007780956900 0.00001 1077597200 0.000017497247600 0.00001 1848972600 0.000014430385700
Worst Case (JuT#) 0.000001817826200 0.000003337243500 0.000005943245000 0.000006574957500 0.000012579565500 0.000012123821600 0.000018258340800 0.000029925070700 0.000019501263100 0.000024115579600
0.000035
=——— Best Case
0.000030 A
4] -~~~ Average Case / \
Y4
0.000025 +H = o = Worst Case y X 7
.2 S ”
E  0.000020 —_— - - —
2 A
< - .\
=4 thy F o WVeww - rue g2 "% |
E 0.000015 7 < = |
e -
0.000010 - PR AN AR 7 - —8 B
oA
o oo s i
0.000005 +———————— = s a1
=
0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000 11,000
dvaung (V)

69



M 4.24 aundelumaiiung (3uA) ¥ea Prefix JUNULT 1 (2+2+2+2+242+2+2+2+24242+2+2+2+2 i)

mung (Vo)
n3dl
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
B&GtCaseﬁu'lﬁ) 0.02054999 | 0.0411706 | 0.06083672 | 0.08156862 | 0.10161201 0.1208476 | 0.13998209 | 0.16163308 | 0.18169461 | 0.20315023
Average Case ﬁlﬂﬁ) 0.23951801 | 0.4820435 | 0.73038161 | 0.97180217 | 1.22245801 1.4617978 1.69234845 | 1.95881206 | 2.19813785 | 2.43321977
Worst Case ('-J'H'I'FI) 0.46006972 | 0.9301634 | 1.41094971 | 1.86763506 | 2.35029462 | 2.81094261 | 3.26757927 | 3.77640584 | 4.21531431 | 4.69061428
5.0
—— Bt Case /‘
45 1 -
""."“‘Avenpan "’
40 +
— A = Worst Case (u¥) K <
7
3-5 sl W ¥ TJIL JON i -~ A5 |
g 30 N 7
= -
€ 25 S —H
g 20 A Ao ,l""r
| K A
o s
15 g
- il = 2
1.0 - WA
F 4 o
P
0.5 & —fF
r - & & - &
0.0 > B RN e AL - .
0 1,000 2,000 3000 4,000 5000 6000 7,000 8000 9,000 10,000 11,000
S1aung (Vo)

JUN 432 naundelumsiiung Guifl) o4 Prefix JUNLLT 1 (2+242+2+42424242424242424242+2+42 1im)

0L



MINN 425 Naundylunsmung (3u1) vea Prefix JUIUUT 2 (3+3+3+3+3+3+3+3+3+3+2 1in)

$1m2ung (Vo)

JUN 433 naundslumsiniung Guii) ¥ee Prefix JUNUUN 2 (3+3+3+3+3+3+3+3+3+3+2 1iA)

. Swamng (Vo)
nIed
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
Beleaseﬁu'lﬁ) 0.01863881 | 0.03680328 | 0.0550382 | 0.07362969 | 0.09219449 | 0.10981332 | 0.12742779 | 0.14599372 | 0.16719462 | 0.18432149
Average Case 6“1‘71) 0.2683127 | 0.54902696 | 0.81934816 | 1.09426954 | 1.37502906 | 1.64532279 | 1.91410884 | 2.20039825 | 2.4776695 | 2.72437878
Worst Case (3141?1) 0.51968104 | 1.06092947 | 1.59082686 | 2.11566673 | 2.67048639 | 3.17954119 | 3.70256929 | 4.2724447 4.7882148 5.2792106
6 -
————Best Case
5 Yl | = '."'""Averlg:(hu -~ /‘
— A= WoCue e &
/f
4 - ——— ]
r'e
; @
& b e w
E -~ =% ! f'—‘-—l‘-—-’
2 T 8 T —
& e
-~ ,""l
1 ———-7l—~»i7-=l'
a” Y
0 e S
0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8000 9,000 10,000 11,000

IL



M9 4.26 naundelumsiiung (3u) ¥4 Prefix JUULUN 8 (7+7+7+7+4 1in)

JUN 434 naunaslunisiiung (3um) e Prefix JUUUUN 8 (7+7+7+7+4 1im)

. $mung (Vo)
nyal
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
BcstCasc(au'lﬁ) 0.0163778 | 0.03281976 | 0.0482946 | 0.06474425 | 0.08090921 | 0.09716805 | 0.11416817 | 0.12956269 | 0.14647907 | 0.16270239
AverageCase(aN'!ﬁ) 1.27618369 | 2.57319468 | 3.8364119 | 5.20304541 | 6.49950438 | 7.88037102 | 9.32550324 | 10.6606921 | 12.0546653 | 13.1987355
WorstCase(’.JNTﬁ) 2.5400075 5.13846383 | 7.63614587 | 10.3705423 | 13.0034952 15.720685 18.6683832 | 21.2231717 | 23.9783667 | 26.3305477
30
@ Best Casc
_A
25 1 +ch-e rv‘
— A= WorsiCase | A’,/
20 - — e
& pr7d
& | o B M o S \NJJ [(YORYN M £ SN B |
<11 L —a
g K 7 ¢ P
i - A X ) TOV L U0, £ i ey T § N
10 ;7& r""P
/,A’ -I""'"‘
s gl AT
EL O I
K _ &
-.f— - y . N
0 & $ s > 2 e v v
0 1,000 2,000 3,000 4,000 5000 6000 7,000 8000 9,000 10,000 11,000
§maung (Vo)

L



M3aN 4.27 naumdslumsmung (Ju1i) ve4 Prefix JUHLUN 9 (8+8+8+8 1in)

d12ung (e)

3UN 435 noundslumsinung (Guni) vea Prefix JUULN 9 (8+8+8+8 Un)

B d1:2ung (Vo)
nIal
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
Bcleaseﬁu'lﬁ) 0.01615715 | 0.03216772 | 0.04833122 | 0.06401482 | 0.08017437 | 0.09566002 | 0.11137505 0.129892 0.14399003 | 0.15948871
Average Case (Gui) | 2.12337707 | 4.18001028 | 6.48688211 | 8.49473512 | 10.7817607 | 12.9873302 | 152353907 | 17.6569753 | 20.0745386 | 21.888649
Worst Case (1U1) 4.1818102 | §.43977366 | 12.8296252 | 16.8866677 | 21.5852947 | 26.0059122 | 30.447958 | 353295042 | 40.1042642 | 43.9433329
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M13190 4.28 naundslumsaung (3IN) 03 Prefix JUNUUN 1 (2+2+2+42+242+2+242+2+2+2+2+2+2+2 1)

JUN 436 naundelunmsaung (3uai) ¥ea Prefix JUILLN 1 (24242+42+2+2+42+2+2+2+2+2+2+2+2+2 1iR)

J

- §12ung (Ve)
nIal
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
Best Case (3W111) 0.02275616 | 0.04552411 | 0.06878545 | 0.09106937 | 0.11367743 | 0.1362526 | 0.158233 | 0.18337504 | 0.20339128 | 0.22586284
Average Case (JUW) | 0.24134278 | 0.48701612 | 0.72748042 | 0.98238004 | 1.23083496 | 1.45117483 | 1.68809659 | 1.98610062 | 2.17708727 | 2.44541625
Worst Case (U#1) | 0.45929894 | 0.9214927 | 1.39891194 | 1.86288304 | 2.34655206 | 2.78556248 | 3.25094068 | 3.76120124 | 4.14306563 | 4.68545137
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M3 4.29 naundslunsaung (3UIN) ¥4 Prefix JUNVUTN 2 (3+3+3+3+3+3+3+3+3+3+2 1a)

Ui 437 naumdelumsavng (3uh) vea Prefix JUHLUN 2 (3+3+3+3+3+3+3+3+3+3+2 1ia)

$1mung (Vo)
nadl
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
BestCa.se(’Ju'tfl) 0.02089837 | 0.04219545 | 0.06302386 | 0.08499619 | 0.10466213 | 0.12678062 | 0.14759395 | 0.16676522 | 0.19054605 | 0.21874017
AverageCase(au'lﬁ) 0.27265933 | 0.55701903 | 0.83137788 | 1.10470956 | 1.38105702 1.668752 1.94341323 | 2.2194247 | 2.49844129 | 2.73329057
Worst Case (’J‘u'lﬁ) 0.52064089 | 1.05255486 | 1.59009681 | 2.10157903 | 2.66602289 | 3.17053947 | 3.67402274 | 4.27402634 | 4.80647279 | 5.26502045
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MR 430 naundslumsaung (GuIn) ¥4 Prefix JUHUUT 8 (7+7+7+7+4 1im)

JUN 438 naunaslumsaung (i) voa Prefix JUNUVT 8 (7+7+7+7+4 1)

dwaung (Vo)
nadl
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
Best Case (3U1H) 0.01886398 | 0.03809366 | 0.0569725 | 0.07670057 | 0.09389416 | 0.11246063 | 0.13329525 | 0.1487154 | 0.17064357 | 0.18777029
Average Case (Tul) | 1.27893106 | 2.59886827 | 3.84287066 | 5.21256014 | 6512212 | 7.89293398 | 9.35767183 | 10.6840394 | 12.2596356 | 13.2179888
Worst Case (JU11) | 2.54287028 | 530959548 | 7.6369264 | 103787658 | 13.0215241 | 1575825 | 18.6772931 | 21.2327598 | 24.3391743 | 26.3419495
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MIN 431 naundslunisaung uii) ¥ea Prefix ULV 9 (8+8+8+8 1)

Smung (Vo)
nydl
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
BcstCase(“Ju'l‘ﬁ) 0.01858516 | 0.03784375 | 0.05595893 | 0.0744499 | 0.09223149 | 0.11107135 | 0.12796161 | 0.15015855 | 0.16568282 | 0.18446746

AvemgeCasc(a'u"lﬁ) 2.12301113 | 4.17818671 | 6.48240025 | 8.45355502 | 10.761849 | 12.9530557 | 15.2477228 | 17.6419291 | 20.195339 | 21.8682144

Worst Case (319) 4.18348598 | 8.44792598 | 127749202 | 16.9788547 | 21.6127823 | 26.037913 | 30.4742588 | 35.2910205 | 40.523237 | 43.985987
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mnaf 432 ilefidanudoya (lud) voa Prefix JUNULT 1 (2+2+2+2+242+242+2424242424242+2 1)

$amng (Vo)
Data Structure
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
bil_table (‘1u#) 8,192 16,128 | 24,064 32,256 40,192 48,128 56,064 64,256 72,192 80,128
rule_table (1ud) 268,000 | 536,000 | 804,000 | 1,072,000 | 1,340,000 | 1,608,000 | 1,876,000 | 2,144,000 | 2,412,000 | 2,680,000
bil_table analysis (1u#) 8,000 | 16,000 | 24,000 | 32,000 40,000 48,000 56,000 64,000 72,000 80,000
bil_table + rule_table (1u@) | 276,192 | 552,128 | 828,064 | 1,104,256 | 1,380,192 | 1,656,128 | 1,932,064 | 2,208,256 | 2,484,192 | 2,760,128
3,000,000
—— bil_table > A
2,500,000 &
-==-B--==" bil_table (analysis) -
- -
2,000,000 4~ — & — 1
<l 7/ A = bil_table +rule_table | >
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4 4 deo o a
311 4.40 ileRdaunudoya (lud) ¥ea Prefix JUMIDT 1 (2+2+2+2+2+2+2+42+2+2+2+2+2+2+2+2 1i)
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' b4 (] ]
maah 433 iefidaRudoya (lud) Yo Prefix JUNDUT 2 (3+3+3+3+3+3+3+3+3+3+2 {i)

g (Vo)
Data Structure - W
1,000 | 2,000 | 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
bil_table (1us) 11,264 | 22,176 | 33,088 | 44,352 55,264 66,176 77,088 88,352 99,264 110,176
rule_table (1ud) 268,000 | 536,000 | 804,000 | 1,072,000 | 1,340,000 | 1,608,000 | 1,876,000 | 2,144,000 | 2,412,000 | 2,680,000
bil_table analysis ('h_lﬁ') 11,000 | 22,000 | 33,000 44,000 55,000 66,000 77,000 88,000 99,000 110,000
bil_table + rule_table (1ud) | 279,264 | 558,176 | 837,088 | 1,116,352 | 1,395.264 | 1,674,176 | 1,953,088 | 2,232,352 | 2,511,264 | 2,790,176
|
3,000,000
——&— bil_table A
/
2,500,000 =1 ==--B==="bil_table (analysis) ,/‘r
= b = bil_table + rule_table //‘
N 2,000,000 T 1 K
= ,
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$1uIUng (U8)

U 4.41 diefivanudoya (lud) voa Prefix FUUULT 2 (3+3+3+3+3+3+3+43+3+3+2 {im)
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4 4 do = a
m1af 4.34 iefivaAudoya (lud) ves Prefix gL 8 (7+7+7+7+4 1in)

o o

U 4.42 iilefidanudoya (luA) vos Prefix JUUULT 8 (7+7+7+7+4 Tin)

dmaung (Vo)
Data Structure
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
bil_table (‘l'lJﬁ'l’) 81,920 | 161,280 | 240,640 322,560 401,920 481,280 560,640 642,560 721,920 801,280
rule_table (11151() 268,000 | 536,000 804,000 1,072,000 | 1,340,000 | 1,608,000 | 1,876,000 | 2,144,000 | 2,412,000 | 2,680,000
bil_table analysis ('lmT) 80,000 160,000 240,000 320,000 400,000 480,000 560,000 640,000 720,000 800,000
bil_table + rule_table (11.:0{) 349,920 | 697,280 | 1,044,640 | 1,394,560 | 1,741,920 | 2,089,280 | 2,436,640 | 2,786,560 | 3,133,920 | 3,481,280
4,000,000
@ bil_tsblc
3,500,000 -} —&
===~~~ bil_table (analysis) -~
‘ 2,000,000 | — =& — bil_tsble + rule_sble "4 e
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g 2000000 _ &
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M 435 lefidminudenya (lud) vea Prefix 3UUUUT 9 (8+8+8+8 Tia)

o

UM 4.43 ilendaiudeya (lud) vos Prefix 3Uiuvi 9 (8+8+8+8 1)

$1M3ung (Vo)
Data Structure
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
bil_table (11]91) 131,072 | 258,048 385,024 516,096 643,072 770,048 897,024 1,028,096 | 1,155,072 | 1,282,048
rule_table (11|FT) 268,000 | 536,000 804,000 1,072,000 | 1,340,000 | 1,608,000 | 1,876,000 | 2,144,000 | 2,412,000 | 2,680,000
bil_table analysis (11]77) 128,000 | 256,000 | 384,000 512,000 640,000 768,000 896,000 1,024,000 | 1,152,000 | 1,280,000
bil_table + rule_table ('I'Uﬁ‘) 399,072 | 794,048 | 1,189,024 | 1,588,096 | 1,983,072 | 2,378,048 | 2,773,024 | 3,172,096 | 3,567,072 | 3,962,048
4,500,000
4,000,000 4| T T bl —A
~——1—— bil_uble (analysis) P
3,500,000 +— - o
= =k = bil_tsble + rule_table & 5
3,000,000 2¢ 11
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S 2000000 4o oo o e
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INTITHKANIINAGDS

1. lunismaaedivoldgudeyanguuia 1 Aad (I u Source IP Address
W iy 324) Taodmuagduuy prefix 4 3Uuuy w3vuifoudu fe gluvud 1
(2424242424242424242424242424202 T 0 ) JU U U A 2 (3+3+343+34343434343+2 T )

JUUUUN 8 (7+7+7+7+4 1) wazgUuuuf 9 (8+8+8+8 1im) mwdwy inmsnseinunluy

= a . - D & o v
N38l Best Case 115Un31923] Search Speed Complexity 11111 O = Fvzmuianlu

nﬁﬁ'um'um'Iﬂmnsm:'lﬁi‘fua;jﬁ'am'wm N mInHanIsnAanalumIs i 4.20-4.23 vy
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d & v 1 4
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(2424242424 242424242+ 24242424242 10) 1o UMV U 2 3+3+34343434343+343+2 1)

3 ]
seiims 1iten1ndifeaiu

4.3 manfSsuieudssansnmmsiianuvesTysunsy Linear Search T1suns

Bitmap-intersection ttaz1sun353 BIL
1 : @ 5 o J
Tumisnaaeadaui 2 szdamsnaassiuiau 3 msnaass laun
1. manfSeuisunalumsfunivealisunsy Linear Search Tal51nsy Bitmap-
intersection ttaz 11)sunsu BIL
2. minfSouimounarlunmsySurliingueaTasunsy Linear Search Tilsunsy
Bitmap-intersection a2 T1J5unsy BIL
b4 ]
3. nsufSeuiiouiiefisanudoyaveallsunsu Linear Search 115151 Bitmap-
intersection stag 11)sunsu BIL
: s v o L4
Taovia 3 minanesvzldgmdoyang s 1 Wad i1y Source IP Address (yu1a
32 iim) Tumsianalunsdunuaznmilumsdiulysngesiimsadoyadiv 3 nsdl
1Aun 1. N8l Best Case 2. Nydl Average Case llay 3. N3 Worst Case ¥ 1aa3u101u
240 4.1.1 TaodIdvaz180n Prefix 311 UN 2 (3+3+3+343+3+343+3+43+2 1) 910013
naaeai 4.2.3 lumsSouisvlsz@nsnmn13i19 1y 11 5un5Y Linear Search nag
- 3 5 2 A e = 22 o A o 4
T1sun3u Bitmap-intersection ¥9%idane3iudinianuan v.ieannilugduuuiil
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UszAnsmmiialagns 3 dnidinmaugaiy

43.1 manfFaumsunalumsAumvesIdsunsy Linear Search 1151053 Bitmap-

intersection ttazlsuns BIL

Jnguszasnmsnanes ienfSouifivunarlumsdumiveaTalsunsy Linear Search
Tal5un3w Bitmap-intersection az Tusunsu BIL Tasldgiudeyangs1mau 1,000-10,000 §e

3FEmInaaes

1. fmuagiudeyangsmau 1 Wad 1y Source IP Address (Vi1a 32 1)

2. fmuasmungeiiy 1,000, 2,000, 3,000, ..., 10,000 o uazadgmdeyang
dmivianamsdum
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Linear Search 1151051 Bitmap-intersection ttag T1/511n53 BIL
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5. adngwdeyouiniadmiuianalumsdumlunsdl Average Case fiu
11s5unsw Linear Search T1J51n5% Bitmap-intersection taz 11/51nsu BIL

6.  adfnugwmdeyauinifiadmivianarlumsAumlunsdl Worst Case v

T1/51n5U Linear Search 115unsu Bitmap-intersection a2 11s1nsu BIL
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H 1 v o a = 2
MInn 4.36 naundslunmsdumideunniia Guii) veeTUsunsu Linear Search

s103ung (Vo)
mdl
1,000 2,000 3,000 4,000 5,000 6,000 7,000 3,000 9,000 10,000
Best Case (3uf) 0.000000219241000 | 0.000000219779000 | 0.000000352989000 | 0.000000219810000 | 0.000000219725000 | 0.000000219815000 | 0.000000219738000 | 0.000000219882000 | 0.000000218167000 | 0.000000218022000
Average Case (W7#) | 0.000029708083000 | 0.000120042531000 | 0.000262070082000 | 0.000401971487000 | 0.000521931021000 | 0.000650210987000 | 0.000768350386000 | 0.000891421428000 | 0.001007041467000 | 0.001122755030000
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" : v 4 4 a . . .
M99 4.37 naundslumsaumaeuninma (3uri) vee1Usunsy Bitmap-intersection

iung (de)
ndl
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
Best Case (111i) 0.000001210873600 | 0.000001159453300 | 0.000001325511700 | 0.000001305046000 | 0.000001394850500 | 0.000001218475600 | 0.000001179282700 | 0.000001381370300 | 0.000001264424700 | 0.000001402583600
Average Case (1171) | 0.000001925517400 | 0.000002702050900 | 0.000003800378800 | 0.000003594157500 | 0.000005280228500 | 0.000006245130100 | 0.000007071371600 | 0.000007142301500 | 0.000007069760700 | 0.000006441874900
Worst Case (TW1fl) | 0.000001723022500 | 0.000002726447000 | 0.000004721465200 | 0.000003944437100 | 0.000007398797700 | 0.000008525021500 | 0.000010023626400 | 0.000010370529400 | 0.000009408770200 | 0.000007515166900
0.000012
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— A — Worst Case 4 A ~
0.000008 =~ > —-—L\‘m
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= o % - g |
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o
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v T ko 4 ¥ v —v
0.000000 T T T T T T T
0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000 11,000
§1mUNg (Ye)

/ { ' o a
Ui 4.49 naundulumsdunideniiniia (3unii) vos Tal5unsy Bitmap-intersection
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InszvinamInaaes

L. lunisnanesdiduldgrudeyangduau 1 Had iy Source IP Address
(W ity 32 Sa) Taoidon Prefix UMD 2 (3+3+3+3+3434343+4343+2 ia) dm funlSou
founarlumsdumdu Tdsunsudug vinmamaaoslumsiei 4.36,4.37 uaz 4.21 Tunsii
Best Case W31 Tlsunswoz M lumsdumindifioafuit s uaungdaus 1,000 - 10,000
%o TauTusunsu Linear Search a1 lumsfunundomiy 0.00000023 St Tusunsy
Bitmap-intersection HinanTumsAunundomafy 0.00000128 311t uas Tusunsy BIL Snan
TumsAuvundeniit 0.00000077 31

2. vnsuguil 4.48, 4.49 uaz 4.29 Wy lunsd Average Case 1Az N5 Worst
Case 115133 Linear Search T1511n 51 Bitmap-intersection itag T1)51un 33 BIL v fuua 18wy

¥ 14 J A o e;
Tumsldmmsfumgeiuiesmunggaiiy
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————Beut Caxc (BIL} /.
e g e (81} o D4
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-~
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—~ -~
= 0.0015 T — @ — wim o oo 5y -
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0.0000 i —————— |
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0 4.50 n DaundelumsAumdeniinda (Guri) vea Tusunsy Linear Search Talsunsay

Bitmap-intersection a2 11/5unsu BIL
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0.000060
0.000050 -1
o Gl 4 Bewt Case (8L phewnii 1)
o = A verage Case (BIL ikl 2)
=
3 — ok = Wors Case (BiL kvl 1)
C  0.000030 +
(E = Bcxt Came (Lincar Search)
< =3 Average Case (Linear Search)
0.000020 4--—-
= @ = Wors Cose (Lincar Search)
Best Cane (Bitmapr
0.000010 - e
—— e o Case (it Iersection)
0.000000 -4
0 1,000 2,000 3,000 4,000 5000 6000 7,000 8000 9,000 10,000 11,000
d13ung (¥e)

" _ a ¥ o a .
Uit 4.50 v naundelumsAumaeniinia (3u1M) ¥84115unTu Linear Search Tusunsy

Bitmap-intersection oz Tsinsy BIL Tasfmuanunu yannfiqamii
0.00006 3419

3. vinmsnfSouifiounaundvlunsfumasuiiniiadans lugaii 4.50 n uaz
4.50 9 NUIT$TUIUAG 1,000-10,000 0 11n5 81 Best Case Haamuirlumsdum G osd iy
vinuinludes 1dun 1. Tolsunsu Linear Search 2. Tdsunsu BIL uaz 3. TUsunsw
Bitmap-intersection A148 19y Tuvmiei1un3dl Average Case 1AZNTS Worst Case A2 111372
TumsAunmiSoadwuninuinles 18un 1. TUsunsy Bitmap-intersection 2. Tusunsy

BIL ttag 3. 115105y Linear Search AUA1AY

432 manSeumsvnailumsdivljangveslisunsas Linear Search Tsunsa

Bitmap-intersection uazlisinsn BIL

Sagiszasnnimanes sﬁmﬂ?umﬁunnaﬂumsﬂ%’nﬂimmaﬂﬂmnm Linear
Search 11/311n53 Bitmap-intersection taz Tulsunsu BIL Tas1¥g1udeyang$1uau 1,000-
10,000 90

IEMINAL

1. fmuagmdeyangsmau 1 Wad iWu Source IP Address (vu1a 32 Tn)

2. MUUATIIUNGIINY 1,000, 2,000, 3,000, ..., 10,000 U0

3. adngmdeyangdmiuianaimslfuilyanglunsdl Best Case fuTusunsy

Linear Search 11/511n153 Bitmap-intersection tta 11/sunsu BIL
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4. adngmdoyangdmSuianainisdsvlanglunsdl Average Case fu
T1/51n53 Linear Search T151n5% Bitmap-intersection #az 115153 BIL
5. adngmdeyangdmivianansySulyanglunsdl Worst Case fuTulsunsy

Linear Search 11/511n3% Bitmap-intersection tag 11/sunsu BIL



Han1INaaog

Mman 438 nauadelumsinung (3uri) veaTusunsy Linear Search

“ Sung (o)
nidi
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
Best Case (Fu1¥1) 0.01552583 | 0.03103093 | 0.04646674 | 0.06213695 | 0.07779185 | 0.0935079 | 0.10881675 | 0.1243516 | 0.13969717 | 0.15583927

Average Case (Tu1#1) | 0.01576908 | 003171288 | 0.04741614 | 0.0635825 | 0.07926956 | 0.09542625 | 0.11102308 | 0.12738304 | 0.14273167 | 0.15893497

Waorst Case (Ju1fi) 0.02188436 | 0.0564333 | 0.10388594 | 0.1641829 | 0.23731836 | 0.32282245 | 0.42117539 | 0.53555461 | 0.65602373 | 0.7943561

0.9
D
0.8 | il s e o A
— = P
0.7 ) b i b \ . SR T, Naade, W
r'Y
0.6 - P
T o5 {— ,,‘ »
a e
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@ 04 — e —
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03
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0.1
0 LS T T L T T T T
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d1maung (Vo)

UM 4.51 naundelumsivung (Guin) veaTusunsy Linear Search
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M3N 4.39 aundslumsmiung (3u1h) vee1sunsu Bitmap-intersection

$1ung (Vo)

ol
niw
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000

Best Case (3u111) 0.01792819 | 0.03592554 | 0.05401067 | 0.07178224 | 0.08958129 | 0.10287454 | 0.12308899 | 0.13968686 | 0.15308929 | 0.17491483

AvcragcCasc(au'l'ﬁ) 0.04566952 | 0.15382656 | 0.32454345 | 0.55743214 | 0.97847693 | 1.25090027 | 1.89169945 | 2.40544425 | 3.58299967 | 4.08655952

Worst Case (3U1h) 0.11741049 | 0.46257578 | 1.23300944 | 2.26406283 | 4.00614419 | 595918145 | 8.74125825 | 11.4144461 | 15.0929982 | 19.1319466

25

+AWCM

20 1

— 2 — Worst Case A

a1 (i)

0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000 11,000

sung (Ye)

JUN 4.52 naundelumsiiung (3uri) veeTusunsy Bitmap-intersection
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a 4 - ,
M3 4.40 naundvlunisaung (3uri) vea1usunsw Linear Search

$1M3ung (Vo)

UM 4.53 naundulumsaung (uai) veaTusunsu Linear Search

]
NI
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
BestCasc(a'H’lﬁ) 0.004127 | 0.008263 | 0.012598 | 0.016828 | 0.020908 | 0.025088 | 0.029196 | 0.033373 | 0.037296 | 0.041644
Average Case (’imﬁ) 0.004302 | 0.008786 | 0.013456 | 0.017955 | 0.022491 | 0.026885 | 0.031478 | 0.036232 | 0.040572 | 0.045326
WorstCase(%U'lﬁ) 0.010543 | 0.033807 | 0.069547 | 0.119025 | 0.179618 | 0.253506 | 0.340122 | 0.443663 | 0.551362 | 0.676888
0.8 -
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0.7 | ==l Aversge Case A
— o — womme =
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é o4 4 ¥
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M3t 441 naundelumsaung (uri) veaTsunsy Bitmap-intersection

U 4.54 nauadelunisaung (Guin) veelusunsw Bitmap-intersection

d§1ung (Ve)
nadi
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
BestCnseﬁu'lﬁ) 0.02058498 | 0.04307411 | 0.06465114 | 0.08542679 | 0.11317384 | 0.1354922 0.1660025 | 0.18293233 | 0.20888575 | 0.22244945
AvengCase(a'l-l'l'ﬁ) 0.04693288 | 0.1516784 | 0.31418322 | 0.53077262 | 0.93536968 | 1.19325691 1.8027124 | 2.23247709 | 3.23371121 | 3.74894549
WorstCase(’im‘ﬁ) 0.22049838 | 1.18381194 | 3.23247242 | 5.84201839 | 10.1171741 | 15.1295976 | 21.6526115 | 27.5161123 | 35.7819068 | 44.7316725
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04— = = 4 4- g
0 1,000 2,000 3,000 4000 5000 6000 7,000 8000 9,000 10,000 11,000
Smaung (de)
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JnsEviRanINAaa

1. Tunismaaead3doldgudeyangduau 1 ad iy Source IP Address
(W iy 32 §in) Taoiden Prefix MU 2 (3+3+3+3+3+3+3+3+3+3+2 Tim) dmFuniToy
HeunarlumsifulyangduTilsunsudug vinns i lugUi 4.51,4.52, 4.53, 4.54, 425 uae
437 wuhlunnnsdl T1sunsu Linear Search 115105 Bitmap-intersection taz Tusunsy BIL

a % 2 4, 4
il T lumsnanmsl§ulanggeiudiesnnung gaiu

25
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100.000

= Bow Case (BIL v 2)
———— Aversge Casc (BIL J1knnit 2)
10.000 1 — & — Wonst Case (BIL kvt 2)
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2. vinwamsnaaeddana lunsliulyang dansmlugyii 4.55-4.56 Fadeyan

]
ol

14 lumsnaaaalunid Worst Case v81T1)5unsy Bitmap-intersection vziludoyafifianuuy
wvaudeyalunsdl Average Case woaTisunsu BIL uazdoyalunidi Average Case v04
Tu/5un5U Bitmap-intersection - iiludoyaiiidnuazifvaiudeyalunsd Best Case ves
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ua:?ii‘hmuﬂg 5,000-10,000 ¥© ﬁmmﬁﬂunmﬁ'ungfﬁ'uqz‘iﬁmnnmn‘lﬂﬁou 1aun
1. Talsunsy Linear Search 2. Talsunsy BIL uaz 3. Tusunsy Bitmap-intersection A& 191

4, mﬂﬂmﬂ?umﬁuunmmﬁﬂ'lun"asanngﬁaﬂﬂﬂ‘lugﬂﬁ 4.56 0 UAT 4.56 ¥ WU
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Linear Search 2. T1/511n5% Bitmap-intersection uaz 3. TUsunsy BIL mudidy fismaung
9,000-10,000 98 Tinai2lunsavngiEvadduninunliies 18ud 1. Tusunsy Linear
Search 2. Tisunsy BIL uaz 3. Tysunsu Bitmap-intersection @u&1Ay Tunsal Worst Case
s maung 1,000 9o Hnrwidrlumsaungesdiwuninuinlides 18us 1. Tusunsy
Linear Search 2. 1151033 Bitmap-intersection #az 3. T1lsunsy BIL aAd @y uaziisuou
ng 2,000-10,000 ¥8 a3 lumsavungiSoadwuinuin lldes 18un 1. Tlsunsy

Linear Search 2. Tusunsu BIL ez 3. Tusunsu Bitmap-intersection AU&IAY

g ¥

43.3 rmlﬂ?umﬁuméaﬁ%’mnmaga-uaq'iﬂmmu Linear Search 1151033 Bitmap-

intersection #az115un33 BIL

Yaguszasnminaaey xﬁmﬂ?umﬁﬂunﬁﬂﬁﬁ‘mﬁn%gmaﬂﬂiuﬂsu Linear
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10,000 9i®

IEMINaasy

1. fmuagudoyangsuau 1 Had iy Source IP Address (Vi1 32 1in)

2. fMMUASIIUAGIMIINAY 1,000, 2,000, 3,000, ..., 10,000 V8

3. ﬁ%’ngm‘i’fagan;]ﬁ1H§'u’3'ﬂn1s°l‘i’ﬁ1‘fa?;ﬁ'mﬁm’fagaﬁ'uhhuﬂw Linear Scarch

T1/sun3su Bitmap-intersection tag lsunsy BIL
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1 ¥ 1 <
maaf 4.42 iiedanudoya (lud) veaTUsinsu Linear Search

JUn 457 dieRfaiudoyasan (lud) veeTusunsy Linear Search

§1ung (Vo)
Data Structure ~
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000
fw_rule (11]?{) 280,000 | 560,000 | 840,000 | 1,120,000 | 1,400,000 | 1,680,000 | 1,960,000 | 2,240,000 | 2,520,000 | 2,800,000
map_table (11}0'1() 4,000 8,000 12,000 16,000 20,000 24,000 28,000 32,000 36,000 40,000
kLt dﬂﬁ) 284,000 | 568,000 | 852,000 [ 1,136,000 | 1,420,000 | 1,704,000 | 1,988,000 | 2,272,000 | 2,556,000 | 2,840,000
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H P 4 4
maan 4.43 iiendanudoya (lud) veaTUsunsy Bitmap-intersection

S$1mung (Vo)

Data Structure
1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000

bitmap_tablc(‘luﬁ‘) 256,128 | 1,008,252 | 2,256,376 | 4,032,504 | 6,280,628 | 9,024,752 | 12,264,876 | 16,065,004 | 20,305,128 | 25,041,252

rule_table (lud) 268,000 | 536,000 804,000 | 1,072,000 | 1,340,000 | 1,608,000 1,876,000 | 2,144,000 | 2,412,000 | 2,680,000

search_table (11]#) 8,012 16,012 24,012 32,012 40,012 48,012 56,012 64,012 72,012 80,012
allocate_table (1”5) 8,012 16,012 24,012 32,012 40,012 48,012 56,012 64,012 72,012 80,012
range record (11]5) 19,980 39,980 59,980 79,980 99,980 119,980 139,980 159,980 179,980 199,980
WU (1119;) 560,132 | 1,616,256 | 3,168,380 | 5,248,508 | 7,800,632 | 10,848,756 | 14,392,880 | 18,497,008 | 23,041,132 | 28,081,256
25,000,000
20,000,000 e S res —— ]

SE 15,000,000 ———
=
& /
B
[}
MZ 10,000,000 /

5,000,000
0 ‘_/ \ . ; . \

0 1,000 2,000 3,000 4,000 5000 6,000 7000 8000 9,000 10,000 11,000

dmaung (Ve)

] ¥ ]
Ul 4.58 ilefidanudoyasou (lud) veaTisunsy Bitmap-intersection

2ol



103

Jinszrinan1INAana
1. Tunismaaedidoldgudoyangduau 1as (Hu Source IP Address
(W miu 3200) Taoiden Prefix 3Uunui 2 3+3+3+3+3+3+3+3+3+43+2 i) d My
= - A deo o - o A o '
nlSvuimsuiiendamnuveyany Tdsunsuduq anns i lugiln 4.57, 458 uaz 4.41 wun
T1/5unsy Linear Search T1/51n5y Bitmap-intersection ttag 11sunsy BIL szfiuur Tiduluns

-'-'f do d 9 d’ A o J
luﬂ“ﬂﬂlﬂﬂ\lﬂan\lﬂUluﬂﬂ1u1uﬂ§]q41]u

30,000,000
——@—— Linear Search / =
25,000,000 17— M — Bimspimersection o 7
==k - -pL /
20,000,000 2
~g /.l
< >
. 15,000,000 -~ = =\ X St SRS,
Ig /r
w3 !
10,000,000 4+ — 3 ___u_./_.,.l_'_ . .
P g
-
5,000,000 x- A7 .\ S-SR ¥ = A%
_
0 - = T T T T T T T

0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000 11,000

s1ung (Ye)

; ¥ de
Ui 459 uilenfmnudeyasou (lud) veaTsunsu Linear Search 115105 Bitmap-

intersection 1tag 11Js1nsu BIL

2 mnnmﬂ?uuLﬁumﬁaﬁﬁmﬁnﬂﬂ:gaﬁqﬂﬂﬂiuzﬂ'?'l 4,59 WS maung
1,000-10,000 98 T1lsunswy BIL uaz 11/s5unswy Linear Search ﬁléﬂﬁﬁ'ﬂnﬁuﬁagalnﬁ'tﬁmﬁu
Tuvme i Tsunsy Bitmap-intersection ﬁu’fﬂﬁﬁ'ﬂlﬁu%gaqqqﬂ Taviismaung i 1,000-
10,000 90 ﬁLéﬂﬁﬁmﬁuﬂagat‘s’uﬁ‘iﬁﬂﬂﬂﬁaa'lﬂmﬂ 18un 1. Tsunsu BIL 2. Tsunsu

Linear Search 1@z 3. 1151nsy Bitmap-intersection A& 1A

a d b
4.4 3!ﬂﬁ1$ﬂﬂﬂﬂ11ﬂﬂﬁﬂ\1ﬁﬁ“ﬂﬂ
- o J o a a o 9 -
ﬂ]i“ﬁﬂﬂiﬂ'ﬂﬂ‘“ulﬂuﬂ'li'.lﬂlli:’;ﬁﬂﬁﬂ'l'ﬂﬂ'ﬁﬂ1i1u1uﬂ’luﬂ1’luli']1uﬂ'ﬁﬁ.u'ﬂ"l
o o vy 4 do 4 w - 4 o
ﬂ’l’lluiﬂumiﬂiuﬂidﬂ;] llﬁ:ﬁﬂ1'51']““0ﬂﬁﬂlﬂﬂﬂﬂgﬂﬁﬂqT']J'il.iﬂ'l'llﬂ'ﬁ“ﬁﬂizlﬂ“ll“ﬂlﬂﬂ

A g = o ] 1
AUNg lﬂﬂ‘ﬂﬁﬂﬂ'JJl!.‘u’Jﬂﬂhl~1111'Ji]U"':llQll'lNﬂ'l‘iﬂﬂﬁENﬂBﬂlﬂu 2@ fie 1. NSULIYUIA

] []
A o

Prefix iNo v 1AM R 110 Tlsunsu BIL fidszd@niamlunmisdnudinga uaz 2. n1s



104

nSvumoudszansamnsiianuveaTusunsy Linear Search T15un5u Bitmap-intersection
waz Talsunsu BIL

vinmsAnulszaninmmsiauvesTusunsy BIL lumsnaaesi 4.2.1-4.2.3
annsaglgluiuumsin Prefix Amneaudmiundazdisasie i

1. Awanudalumsfum adsua Prefix 10§19 Block Voufigaiive 143
Uszaniamlumsdumgaga

o J 1o o o o
2. dwanundilumsiiudgang swiuegiudnvazveangiudiy Tavdmsy

]
A

npiifianyazifugaenisuia prefix 15 Block vwnadnfigaiteldtiyszansnmiuns
Ysuganggage dmsungifidnuus lidudae aasunis Prefix 11191 Block Youiiqa
wolifisz@nsamlumstiuanggaga

3. &nuileisaiudoya aasunis  Prefix 15U Block - vnAdniqaie 1R
szAngamluns Widensarudeyagaqe

HONIINITANYT NI Prefix 1111 Block vuama fu vie lndifsanuszmle
Tsunsufilsz@nEamlumsiemAndinsuvs Prefix i1 Block Aitlvuiauandafiy

dmsumsifSouiiomlsz@niaimnisiuvesusunsy  Linear  Search
Tulstn3 Bitmap-intersection taz Talsuns BIL #$1maung 1,000-10,000 ¥ dunsoaqyld
Fado kil

1. Tunsai Best Case BaamdalumsAumiGosdvuainuniies 1dun 1.
Tusunsy Linear Search 2. Tusunsu BIL uaz 3. Tusunsu Bitmap-intersection A @19
Tuvaiziilunsdi Average Case 1azns8i Worst Case finaunialunisguniiosdiguenun
Ties 1aun 1. Talsunsy  Bitmap-intersection 2. Tasunsu BIL uag 3. 13/5Un3% Linear
Search MUAIAY

2. Tunsdi Best - Case HanmmiFrlumsiiungSeadiduonunludes  14us
1. TU5unsu Linear Search 2. Tisunsy Bitmap-intersection ttaz 3. Tusunsu BIL awddy
un38i Average Case #i$1119ung 1,000-7,000 4o A2 lumsiiungFosdduninnnly
Vios ‘l8un 1. TUsunsy Linear Search 2. Tasunswy Bitmap-intersection oz 3. Tilsunsu
BIL A& 1AL ﬁﬁmmng 8,000-10,000 99 ﬁﬂﬂm’s"ﬂunmv‘iungﬁma’ﬁumnmn'l'dﬁ'nu
1Aun 1. Tsunsw Linear Search 2. Tasunsy BIL uaz 3. Tusunsy Bitmap-intersection
AWa19y lunsal Worst Case '?iimmnq 1,000-4,000 98 ﬁﬂ'nm%":'lumisﬁuﬂgﬁmﬁﬁu
vimnnlides  18un 1. TUsunsy Linear Search 2. Tu5unsu Bitmap-intersection 1Az

3. Tusunsu BIL muddy uazi$aung 5,000-10,000 4o Tnnmid lumsiungiS sedidy



105

vinnnTiiies 1Aun 1. Tsunsy Linear Search 2. Tdsunsu BIL uaz 3. Tusunsy Bitmap-
intersection AMUAIAY

3. Tunsdi Best Case innuiSilumsavngiSvadduninunluies 1dun 1.
Tusunsa Linear Search 2. Tulsunsy BIL uaz 3. Tusunsy Bitmap-intersection Audiay lu
n38l Average Case 71311214 1,000-8,000 ¥ w2 lumsaungSoadwusnunly
vioy 1Aun 1. Tsunsw Linear Search 2. T151N33 Bitmap-intersection taz 3. Tisunsy
BIL md1dy #i$1191ng 9,000-10,000 ¥ finni lumsavngiSosdrduainnnlihies
18un 1. Tsunsw Linear Search 2. TusunsuBIL uaz 3. Tusunsu Bitmap-intersection
AEWY Tunsdl Worst Case fi$1uaung 1,000 $o finnwi lumsaungiSssdrwuninnn
Tihiow 1Aun 1. TUsunsy Linear Search 2. Tlsunsu Bitmap-intersection llag 3. Tsunsy
BIL Mud1Au uazﬁs‘hmung 2,000-10,000 98 finamd 2 lumsavngiFvsdrwusinnnlyl
veu  lAun 1. Tusunsy Linear  Search 2. TtJsun3y BIL uaz 3. Tusunsy Bitmap-
intersection ANAIAY

4. dmsuilensafiudeyaivsdiwunnteslthon  1Bud 1. Tusunsy BIL
2. TUsunsy Linear Search taz 3. T1/51n33 Bitmap-intersection A1d1A Y

5. INHANINARBA 4.3.1-4.3.3 FisvssiinsAnulszAnSnmlumsiauves
Tsunsy Linear Search 115115 Bitmap-intersection a2 T1sunsw BIL Taofinisuioinwa

¥ ¥
puvalszaninimmsnauiiu 4 saguaminonanluumneuni fede T



106

o A dw d 9
1. waguvasnm lumsdivdjanguaziileidanudeya

2,500,000
—— Besi Case
+Aw€-e ‘
2,000,000 - 7
- "‘- Worst Case /
/
~~ 15000+ — ———— — :‘
= /
-2
" ¥4
w
S X
1,000,000 - -/ e
/7
v
500,000 - X
&
-
A o
0 - = T T T T T T
0 1,000 2000 3,000 4,000 5000 6000 7,000 8,000 9,000 10,000 11,000
$1u2ung (Ye)

1) ] . 4 1]
Wi 460 naguusaaundslunmsdivyjenguaziiensamudeyaves T sunsy

Linear Search 1314314 1,000-10,000 4

1,000,000,000

900,000,000 +— ‘

800,000,000

700,000,000

600,000,000

ud

500,000,000 4 -

-
IUMx

400,000,000
300,000,000
200,000,000

100,000,000

0 1,000 2,000 3,000 4,000 5000 6000 7,000 8000 9,000 10000 11,000

§1uung (Vo)

v [] ¥y
Wi 461 maguvennumdolumsiiulyanguazilensaiudoyaves Tsunsy Bitmap-

intersection N91UIUNG 1,000-10,000 40



107

16,000,000

~— ® — BestCase

14,000,000 - A
- - Average Case

12,000,000 “4_—-‘_\\':-'"(1-:

10,000,000

8,000,000

Wil x lud

6,000,000

4,000,000

2,000,000

0 1,000 2,000 3,000 4,000 5000 6000 7,000 8,000 9,000 10,000 11,000
Smamng (Vo)

H { o g .w
1 462 waguaeanaundelunisdiuljanguaziiefidanudeyavealusunsy BIL

N91UNY 1,000-10,000 ¥0

1,000,000,000
——— Bew Caxe ( BIL)
100,000,000 — B Avege e (BI)
' '* = Warn Case { BIL)
10,000,000 " Best Cane {Lincar Scarch)
—_— e Searchy
1,000,000 -t - Average Case (Lincar
— @ — wor Casc (Linear Search)
X 100,000 - st Cone (Pl
™
= e \veragr Case (Bitmap-imtersection}
x 10,000 -
= —— = = Woms Cane (Bikmmp-iricracction)
'_(m 4= -~ ——————— . —d Ly _ - —_—
100 ~ — - 2 S B
10
1 - T T T T T T T
0 1,000 2,000 3,000 4,000 5000 6000 7,000 8,000 9000 10000 11,000
$aung (do)

[) ] ¥ v
i 4.63 nlsouivuraguvesnaundvlumsySulenguasiiensatudoyaves
11/5un53 Linear Search T511n3% Bitmap-intersection taz T1sunsw BIL #i

$147UNg 1,000-10,000 Yo TaslHnasidauaenmsnu



o

v

4 do d
2. Nﬂﬂm‘lﬂ N 'ﬂu ﬂ'ﬁﬁ,UH'llm:ﬁlu an ﬁﬂlﬂnmﬂgﬂ

7,000
— @ — Besi Case
6’000 11 ““.""‘Avtnmc-e
5,000 = Worst Case
s
2 4,000
»”
=
= 3,000
qc

2,000

1,000

0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8000 9,000 10,000 11,000

Smung (Vo)

i 4 ' 4 do
i 4.64 naguivesnaundolumsdumdenimiianaziiondanudoyavos T sunsy

Linear Search 3142104 1,000-10,000 48

250

uA

-
HIN x

0 1,000 2,000 3,000 4,000 5000 6,000 7,000 8,000 9,000 10,000 11,000

$1mung (Ye)

v ] b 4 ]
i 4.65 maguvoanaundslumsdumseuinifauaziiionsanudeyaves Tusunsy

Bitmap-intersection 1$1143uNg 1,000-10,000 40

108



180

160

140

120

s
= 100
"
=
S 80
[ (nd
60
40

0 1,000 2,000 3,000 4,000 5000 6,000 7,000 8000 9,000 10,000 11,000

swung (Ye)

109

H 4 v d d ! do
Ui 4.66 naguueaauadelumsdumdsniniiauaziiiensmnudeyaveslisunsu BIL

N$112Ung) 1,000-10,000 Yo

10,000.00

———— e BIL}
=l Avenge Case (BIL)

1,000.00
= =il = wom CuseBIL)
=3 Bem Came (Linear Semch)
100.00 + = Averngs Case (Lintar Search}

— @ — Wors Case (Linear Search)
10.00

Bast Case

Fuit x Tud

Avernge Case (Binmap-

= === Wors Case (Biswap-insersection)

0.10

0.01

o 1,000 2,000 3,000 4000 5000 6,000 7000 8000 9000 10,000 11,000

$mung (de)

) = i v d d § { o
UM 4.67 WSvuiivuraguveanaundslumsfumaeninifauaziideiiaiudeyaves

Tusunsw Linear Search 11511053 Bitmap-intersection ttag 11/s1n sy BIL #1

$1m2ung 1,000-10,000 o Tasldnasidruasmsi



110

3. waguueanm lumsaunmaznarlumsiilgang

0.0018
—&— Bt A
0.0016 = 7
+AwC& 7/
0.0014 4
— A — WomsiCase 7
0.0012 - pa—— : : /‘
© /
2 00010 : [ & I
" ‘
- )
S 0.0008 - T 7
[ Lad /
0.0006 - Ny (o
7
e
0.0004 . e = - e —
-
0.0002 S — : N ; e
. ! :j
0.0000 +——— Ji———eifp= ""i
0 1,000 2000 3000 4000 5000 6000 7,000 8000 9000 10000 11,000
$mung (Vo)

H : J d ld' | or
Ui 4.68 naguusanausdelumsfumasuimianaznauedo lunisyinljingues

115133 Linear Search 18112140 1,000-10,000 40

0.00030
—@— Best Case
0.00025 1+ +Aw€m
ik — A

D000 o — Nt S N\ e S N N 2o Y Y |
= 7/
& f
w0000k o — OB o — — Rl R Y am N\ B AR .\ \ B § S
= /
- /

0.00010 4 - — o-2 . ‘—,—/——W— o o

&
g
0. 4 ] .
00005 /K
rad
0.00000 il "—"-
0 1,000 2,000 3,000 4000 5000 6000 7000 8000 9,000 10,000 11,000
$nung (de)

Ui 4.69 waguueanaundvlumsfumdsuiniataznaunaolumssinlganges

Tusunsw Bitmap-intersection I$142UNg 1,000-10,000 Vo



-
HUm

[ {ad

=

-
W

0.00035

— @ — BesiCase
"“".‘—‘AveugeCm

0.00030

0.00025

0.00020

0.00015

0.00010

0.00005

0.00000

1,000 2,000 3,000 4,000 5000 6,000 7,000 8,000 9,000 10,000 11,000

dung L1))

31 470 magavesnaundolumsdumadeninidanaznausaslunslsulyangues

Tusunsy BIL #191m3ung 1,000-10,000 4o

111

1.0000

0.1000

0.0100

0.0010

i it

0.0000

0.0000 -

0.0000 -|

0.0000

0.0000

0.0000 1

_. Bem Case ( BIL)
=l Average Coe B0}

— A~ Wom Case (D)

== === == Wors Casr (Bitmap-imersecrion)

1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000 11,000

$ung (Fe)

Wh an uSeuivuragueesnanndolunisfumasuinifauaznauniolunis

UivdzanguesTusunsy Linear Search T15unsw Bitmap-intersection taz

Tulsunsy BIL 191m9ung 1,000-10,000 9o Taulduasidiuasniiiu



112

- o ¥

¥ 3y A do d
4. naguuanalumsfum nanlumsisvlyenguaniiensanudeya

6,000
== @ - "BesCase
5,000 4+ -_Avmp(:m
— A — Worst Case /,
s 4000 - 8 st . /-
- /
=
w0 //‘— —
IE /
@ 2,000 | S — O —— Y S
Ve
s
1,000 e - e /{ .
_ &
_ —&
0 - iy — "" —l3 4'=.__—‘__,::gj_
0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000 11,000
$aung (¥e)

o

H ] v ¥ ]
Uil 4.72 wogivesnaunde Tumsfumaeninia nausdslumsil$ulang uaziilenia

s
inudeyavealalsunsy Linear Search 1142105 1,000-10,000 ¥o

‘
1]

fx'ly
.§ E
|
|
|
|
|
|
N
f
|

- -
IHM X IUM X

0 L L

0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8000 9000 10000 11,000

S1uung (Ye)

1 ] ] ¥y
U 4.73 maguveanamdslumsdumadsuninda nausdslunsilSulyang uaziienia

inudeyaveslisunsy Bitmap-Intetsection N§11UNLY 1,000-10,000 To



900

800

700

lud

400

T x i x

300

200

500 -

=l BeﬂClse

- Average Case

—— Worst Case

0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000 11,000

$1ung (Ye)

i 474 waguiveanaunaslumstumseuiimia naundslumsyiulgang uaziiion

Saunudeyaveslilsunsay BIL i$1maung 1,000-10,000 T

10,000.0000

100.0000

P
L]

10.0000

i x Ty

Jwifix i x

1.0000

0.1000

0.0001

0.0010

1,000.0000 4+ —-

0.0100 -—

e (BI)
——l— Average Cane (BIL)

m— =l = Wors Coue(BIL)
34— Bom Came (Limear Search)
== Average Case (Linear Search)
= @ = Wom Case (Lisew Sewrch)

4 Bewt Case (Biamagy Inscranciion)

Average Cane (Bisrag

T T T Wors Case (Bitmap- bstersection)

0 1,000 2,000 3,000 4000 35000 6000 7,000 8000 9000 10000 11,000

d$nung (de)

i 475 sSvuisuraguuesnaundslumsumdeniinifia nanndvlumsiiulyang

! do « ; ; : :
woztieNSanudoyaveaTusunsy Linear Search 151053 Bitmap-intersection

wazTilsunsu BIL idmaung 1,000-10,000 4o Tavlnasiduaem3a

113

vnnsMvenagulugii 4.604.75 aunsanfSouiisulsz@nsnmueaTulsunsy

A9 AR5 19N 4.44



114

MINN 4.44 nfSounonszansnmues 11sinsw Linear Search 1156033 Bitmap-

intersection ttaz 11/sunsu BIL Sosdraulsz@nsnmuninuinlhies Tau

Avsannuu iuveudunsmudasnogn

Hogu
nad nolummfudganguas | neltunsfunues nolumidunuo: nalunsdum natlumadiudanguas
iesmiudeya wiedmfudeyn nalumsliinijang ieiivmfudeya
1.Linear Search |.Linear Search 1.Lincar Search 1.Linear Search
Best Case 2.BIL 2.BIL 2BIL 2.BIL
3.Bitmap-intersection 3.Bitmap-i tion 3.Bitmap-inter 3.Bitmap-intersection
1.Linear Search 1.BIL 1.Bitmap-intersection 1.BIL

Average Case | 2.BIL

3.Bitmap-intersection

2.Bitmap-intersection

3.Linear Search

2.BIL
3.Linear Search

2.Linear Search

3.Bitmap-intersection

1.Lincar Search
Worst Case 2.BIL

3.Bitmap-intersection

I.BIL
2. Bitmap-intersection

3.Linear Search

|.Bitmap-intersection
2.BIL
3.Linear Search

1.BIL
2.Linear Search

3.Bitmap-intersection

DINANT 1N 4.44 WU IUNIE Worst Case Tu5insy BIL. vziiszdninmgeni

TUsunsy Linear Search azTalsunsy Bitmap-intersection 91NWARMEIUIU 2 Hagas TAu
1. waﬂm‘uamaﬂumsé’]’umuamﬁ'ﬂﬁ%’mﬁv%ua 2. waguueanm lumsAun narlu
msliulgang u.mmfaﬁ%’mﬁm’faga TuwsfiTysunsy Linear Search H)sedngnmganda
Tusunsudug ﬁwaﬂm‘umnaﬂumiﬂ%’uﬂqanguazn‘feﬁ%’mﬁm&”aga waz 11)sunsu Bitmap-
intersection HUszAnsnmgendi Tusunsudug  Ainaguveaarlunsdunuazinalums
Usu1lgang

nnmslSvuioudseaniamnsiiaunuTdsunsy Linear Search taz Tisunsu
Bitmap-intersection Wu3111/5unsu BIL Tivef/dedoy a0 luit

1. Tosupsw BIL - ezduwa Tiufesiinnuis lunsalSulgengganiilusunsy
Bitmap-intersection Lﬁﬂﬁﬁmqungqqﬁu ‘luﬂlmzﬁiﬂiunm Linear Search s lums
Ysurzanggandi Tsunsuduq luynnsd

¥
ar

2. WsunsuBIL  sxfiszansamlumsifidedisafudeyageniiTusunsy
Linear Search utaz 11/sunsw Bitmap-intersection

3. Tasunsu BIL azfiannmSrlumsdivdganggendilusunsy Bitmap-
intersection @ m%"ungﬁi’lﬁ'nym:mﬂmm (range) H?Blﬁﬁn'lﬂﬁ (net mask) ALY

4. idlefnrsanszAnsamite 3 41 wuh lsunsw BIL sziidszaniamlums

Maulaeswanga



115

td
faiusamnsoagl 1dhmssalszanuiiniianiungdi3s Bitmap Intersection
Lookup (BIL) Hisz@niamlumsyiiauna wenfSoumounulusunsy Linear Search Lay

] ¥
TU51n53 Bitmap-intersection Tavidu Tmmanudgiuasnnanunluanuiveil



uNnn 5

asiwanmsIdeuazveraueumy

ar o o : a0 w 9 o o
msvadszinuiniiamungilunsesiendiydmiumsimuanszuaves
d o A 1 oo ¢ o & 9 a wva ' : aa o 9
uRnAUUIA3 o B uAeTila FeesdesfiAnuvureInmsdemsniinnnageie
ot v o o = o o d d = ¥ Ao v et
vavengitlvuialug dninudwndimdumsiadsznmunninalsdediainsAumil
UszAniamgaga e lilfifanansznuaensessuunievio lasdsnlszdnsam
Tumsdsulzang uazmsldiilendafiudoyanaae
aw ‘sy Y o Qe o 3 o o a a
aIded Idinaueismsvesmsiadssinnuiniiaaung sz aniamga Tay
o Tasaadraveang 1¥eg1uz1v0401513 Bitmap Intersection Lookup (BIL) dhu5unisfium
' o o d L) 1
zudusaassvaanininaeoniily Block vuiadng 111R1veuaaz Block 11 Lookup Tum
° o Sl Vo 3 o= 2 Aaes
579 BIL table o iHaans 14111015 Intersection #2350 AND Aariu Tysunsuvaiizsns
wanaz Tassadavesngiive bisudou midtianus lumsfumngs Snanlumsilfu
aa v A do g @ o a o o aa v o aa o

Ugangnd nazldiilensamudoyad sinmsdnszioansinumsAumt sanesiumsiliy

b4 v . ¥

1jang uaztitensaudoya annsanaaaumsna luudazdidase i

v v d dod
1. panlumsAunInsuNNINg
D-W I
redde § m ) [’shif.’averﬂge +Pr Obfound (n) g m * t,.aj

2. nanlumsimungasde

4

search

4

‘ /4
taa’d = tprep +D- l:tconv+ Nnode . PMX Y (tsh[ﬁ'average + Naddress = tsel )}

.
o

A A 4
3. ifeNTamudoya
e L9 PMX
PMX
Tun15eBNILLNISNAGBUNBNATBLULUIAAGINE? TauLIn1snaaessamilu

N
Storage = -é— bytes

2 dau Taonrsmaaeadiuit 1 §lun1suale Prefix 151 Block 1@inq e 1d Tusunsy
BIL fszAnsamlumsinudiiga wazmsnaassdni 2 ifumsnSouioulssang
MMM3H1911v83 TIS1UNTY Linear Seasrch 11/511n5% Bitmap-intersection uag 11/sinsy BIL
Taoludaudi 1 921 mdeyangsuau 1 Wad 1y Source 1P Address (vu1n 32 1in) uaz
Source MAC Address (119 48 Tim) d2ud 2 vz 15 mdeyangsmau 1 Had il Source IP
Address (V119 32 Tn) Tnef3suideniissadngmdoyany nazgudoyauiniiadmsuns

ar 3 4 ar o "
FaUszimIuuues e iz aunugalszaanueIn 1 NABBARTNITNAADY
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vinmsAnulszaniammseiinuveslusunsy BIL aansoaguyduuunisui
Prefix vlﬁ’ﬁwiﬂnlﬂﬁy

1. 25U Prefix (T4 Block ¥u1AIM19 i

2. M5l Prefix i3l Block vuwimidneziinad ludmmsdsulyang dmsung i
%74 (range) W30 IHALAA (net mask) 1319 ua:é’mu‘fﬂﬁﬁ'ﬂnﬁu%’ﬂqa

3. M5ULI Prefix 151U Block vu1a Ingjaziinadludumsdum nazmsdiuilys
ng dmsungidianuus lidhuga

vinmssouioudseansamnisiaunuTysunsy Linear Search ttaz Tlsunsy
Bitmap-intersection W31 11/s5unsy BIL fidef/dedey daro il

1. Talsunsw BIL seiluua Wuiiesiinnus lumsdfvilganggandn T sunsu
Bitmap-interscction tiffi$ 1aunggediu luvusii lusunsy Linear Search vfinamualums
YiudgengqeniTilsunsuduq lunnnsd

2. TJsunsu BIL %zﬁﬂssﬁnﬁmw“lumﬂﬁ’f’xfaﬁ%mﬁui'anﬁqandﬂﬂsumu
Linear Search 118z 11sunsuy Bitmap-intersection

3. Tdsunsu BIL azding1nsalunisdsvd ganggandr 1 sunsu Bitmap-
intersection f?m%"un;]ﬁﬁﬁnym:ﬁ‘lmi’m (range) ¥301TIANIEAA (net mask) 1AV

4. diefivasamlszangamie 3§ wudh lsunsy BIL veiiszdniamlunis
i laysauddige

TaveInN15ANYT LABYIT 93] Complexity AIA1319% 5.1

" & i o o ad
MmN 5.1 Wisumoulssaninmasdum mslSuiliang uazmsSanudeya veeiinms

Linear Search 35113 Bitmap-intersection Uaz25n13 BIL

Algorithm Search Speed Complexity | Update Speed Complexity | Storage Complexity
Linear Search N - N
L : - D-N’
Soft Bitmap-int t D-|logN+
oftware Bitmap-intersection ( g WORDJ
. : . N - DN’
Hardware Bitmap-intersection D-logN +
WORD
D * W N D- D a W PMX
— cw—n). oo PMX — 2. N
Software BIL PMX WORD (2 w 2) oMX 2 PMX
D-W D-W pux
Hardware BIL 1 (2-W—2)- - 2™ PMX 275N

] v ac 4
TAa891nA1519% 5.1 WU2133n15 BIL 923 Search Speed Complexity 11U 815 a195

IRD O(1) FaTitlsz ANT M ga9135n130U9 UAil Search Speed Complexity UuwaHYINIS
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(PMX WORD

¢ & ¢ ¢ aa a . . ¢ @
garninsuazuuasans Iaoiims BIL v2ii Update Speed Complexity MduuyenNniIsias
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ad L o A -
$M15 Linear Search 1 Storage Complexity 11111 O(N) Faiilseansamganga uazisns
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MANUIN N.

ardamsiFaulysunsy BIL 11s5unsu Linear Search tag

Tilsunsa Bitmap-intersection

3
ar

1. fMdamsINLNULY Insert
-I|--insert <Ruleid> -a|--acction <Action>
[-p|--protocol <Protocol Number|Protocol Name>]
[-5]--source <IP Address|Host Name>]
[-d|--destination <IP Address|Host Name>]
[--sport <Port Number|Port Name>]
[--dport <Port Number|Port Name>]
[--smac <MAC Address>]
[--dmac <MAC Address>]

2, f’iﬁ'anmﬁunguuu Append
-A|--append -a|--acction <Action>
[-p|--protocol <Protocol Number|Protocol Name>]
[-5]--source <IP Address|Host Name>]
[-d|--destination <IP Address|Host Name>]
[--sport <Port Number{Port Name>]
[--dport <Port Number|{Port Name>]
[--smac <MAC Address>]
[--dmac <MAC Address>]

3. f'i'lf?mnn;]
-D|--delete <Ruleid>

4. fdamafum
-C|--classify <File Name>

5. fMdauaassIonang
-L|--list

v
o

o o ar
6. Mdaanannsyu lsunsy
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-V)--version -

»
s

7. frdaaadsns lFnumda Tlsunsy
-H|--help
8. pon1n 1sunsy

-Ol-quit



123

MANUHIN .

ﬁﬂ]ﬁﬂﬂﬂiﬁuﬂlﬂﬂﬂﬁlmﬁu Linear Search

uazl1suns Bitmap-intersection

0 N-1
—-> map table
i i i
i fw_rule
packet
w J Sl V) o0 g structure of Linear Search
- classify rule
rule database >
w—gp updatc rule
(mask/range)
e poINICT

| g T )

314 w1 aorilnonssuyedlUsunsy Linear Search

¥
anlaunssuuealilsunsy Linear Search Uiznauaioaiua1ae asae 1
1. Map Table
Aaa 4 a 9/ o o a
W Array 1 U@ wummwau“mﬂu struct fw_rule* ﬁmwmnmﬂmagmm fw_rule
A e
19 lumsusvilgang Tavdlszmemilu
struct fw_rule* map_table[Nmax];
o F
Mrual
Nmax fig $14UNYYIYA
2. fw_rule
iHudeyawiia struct dmsuiiuswesngismmsingmdoya Tavszmmily
struct ranges {
u_int32_t lower;

u_int32_t upper;



struct fw_rule {

1

long long ruleid;

int action;

char command[MAX_LEN];
struct ranges sip;

struct fw_rule *next;

° Y
fvualn

MAX_LEN fia $147UA280Y5g3qR

3. Rule Database

lugwdeyang Teudigduvusidadaniamuan n.

124

Bunueaian Hasusamminaning mieyaunniia ifuaaluivies
current = first
action = DEFAULT_RULE
While ((current !=NULL) && (found = FALSE)){
if (current->filed1= field1) {
action = current->action
found = TRUE
}
current = current->next;
}

3R Action NAY

517 v 2 danesiumsAunweelylsunsy Linear Search
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fusmrdsuesngaingudeyangrieninfauarzuy uasluiived

2. warnumneidavesngiisnn uaziusudasfadaslumioon i
3. if(search_rule(ruleid,&pre) == FALSE) {
4. newnode = (struct fw_rule *)malloc(sizeof(struct fw_rule))
5. newnode->ruleid = ruleid
6. newnode->action = action
7. newnode->field, = field,
8. map_table[ruleid] = newnode
9. if (first == NULL) {
10. first = newnode
1. newnode->next = NULL
12 } else {
13. if (pre =NULL) {
14, newnode->next = first
15. first = newnode
16. } else {
17. newnode->next = pre->next
I8. pre->next = newnode
19. }
20. }
D1 fes}
31U# 4.3 daneTnumsWungued1Usunsw Linear Search
1. fusrdaungenIdaniiniefauassun ituastuivived
2. 1ll]ﬂﬂ']'tu1’lu'lﬂﬁ'li"‘."~'l
3. if(search_rule(ruleid,&pre}= TRUE) {
4, map_table[ruleid] = NULL
5 if (pre == NULL) {
6. delnode = first
7 first = first->next
8. }else {
9: delnode = pre->next
10. pre->next = delnode->next
1. }
12, free(delnode)
13. }

317 v.4 dane3nunsaungveslulsunsy Linear Search
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1. intsearch_rule(long long ruleid, struct fw_rule **pre)
2.

3 found = FALSE

4 *pre = NULL

5. if (map_table[ruleid] != NULL) {

6 found = TRUE

7. }

8. r=ruleid -1

9. while ((map_table[r] == NULL) && (r > 0)}{
10. r-

11, '

12 *pre = map_table[r]

13. return found

14. )

g‘ljﬁ .5 Wandu search_rule v9411511N33 Linear Search

packet <field ><field ><...><field >

0 2Zn
search table I l I l ‘
> I N
i
range record o [minfies franged -
) 4 Lo Eﬁﬁ. Y
f
N-1

> Bitmap table

= e e

allocaic_table,

rule bitmap I I I I I I I

rule database

(mask/range) M
structure of Bitmap-Intersection
rule table L = P clussily rule
- updale rule
N1 —’ pdale rule

~~~~~~ -~ puointer

51 v.6 amilagnssuvealisunsy Bitmap-intersection
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- ° o o
D e S1uUIEAIRDINAA
4. Bitmap Table
aa d a o o 5
iy Array 3 {ia Triiadeyaiiu u_in32_t TN Bitmap Taodsemeniu
u_int32_t bitmap_table[D][R][B];
o Y
Mvuali
- o L o
D fie SugaaeiHan
[] ¥
R fiD $1uau39gaganiIiy 2:N + 1 Taohi N fie $1uungiavua
B A9 $1424 WORD %94 Bitmap
5. Rule Bitmap
o« Jdangy A . v o aa -
Wuradwin 14910M3 Intersection Bitvector AIUATIN AND lagdanainuaziaen
ngitiswuanudifngegaiiunadng
6. Rule Database
dhugdeyang Tasilisdadanianuan
7. Rule Table
iy Array 1 358 fwdiadeyaiiu struct rule dmiunuAmBATVOING oA
msinaghemuIngudeya Taoiszmmilu
struct rule {
long long int ruleid;
int action;
char command[MAX _ LEN]J;
B
struct rule rule_table[Nmax];
o 9
fmualn
MAX_LEN fio $142uf8nysgaqa

Nmax 19 $14IUNQYIGA
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ssusareiRaaveamninanIngwdeyauiiniia iiuasludrives
for (i=0; i<D; i++) {
id = binary_search(i,field,)
if (id '=(-1)) {
rangeid[i] = id
} else {

@301 Default Action NAY

1
for (i=0; i<N/WORD; i++) {
for (j=0; j< D; j++ ) {
111 Bitmap Tud i WORD # i 990 Bitmap table j naz
LUBAIAT ?'f'T; rangeid(j] 11 AND fiu
}
if (HOANT9INNTI AND = 0) {
framnomuyeanguindumistiantisuih 1 dausnly Bimap ua

13717 Action 970 rule table NAY

}

#4f11 Default Action NAU

317 4.7 dane3iumaAun1ves T1)sunsy Bitmap-intersection
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sufdavesnguingudeyanguionndguaszuy uaalutiines
mlanrmmnuidsvesngiiewn uasftusudazasaslumizeanud
i ruleid, Action un:t’i‘lé’am"lu rule table
for (i=0;i<D; i++) {
wisngdmiy field somiuy
for (A= ¥297 Trims afudaAn I range record) {
rangeid = search_range(i)
allocate_table[i].range[rangeid] = TRUE
newnode = (struct range_record *)malloc(sizeof(struct range_record))
newnode->min = lowerrange
newnode->max = upperrange
newnode->rangeid = rangeid
it @ lmiduduidavearaun) {
for (j = 0; j <= Rword ; j++) {
bitmap_ table[i][rangeid][j] = bitmap_table[il[old_rangeid](j]

H
setbitmap(i,rangeid,ruleid)
1M newnode 14 range record W31 field,

}
for (uvia:iuﬁﬁnﬁ'u‘ham"u‘lu range record) {

setbitmap(i,old_rangeid,ruleid)

}

11 v.8 danesnumsinungueslilsunsa Bitmap-intersection
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MANUHIN A,
v YV
ﬂ'lﬁTlﬂﬂi’N’Jﬂ!'l]ﬁﬂ‘“ﬂﬁﬂ‘l—!ﬁﬁlﬂﬂiﬂ‘i!!ﬂ‘iu BIL

NG IUToYangS1UIU 1,000-32,000 VD

= 4 a o d’ 9 ar = =5 r-‘i " c; =
il'lﬂﬂ']‘iillﬂi']ﬁ'ﬂ‘l]'i:ﬁﬂﬁﬂ'IWL‘!JB\WTN‘UEN'@ﬂﬂﬂi'ﬂﬂﬂ'lﬂ?llﬂtlﬂﬁ'l'ﬂu'll’ﬂﬂ 3 Tunsdl

PMX WORD
o oA = cg =1 9 a0 dy Y a 9}
IMUINUD N UAIFIvU fmuLi'ﬂumsﬂu'ms)znmqwu“luanytuzwqrdu LUAZINNTINADON

=t L. D'W N &
Worst Case 113511053 BIL 921 Search Speed Complexity 111V O(— ) HIVL

fla23 wuﬁufiaﬁmuuﬂgqa%’j’uTﬂsunsmsﬁuuﬂﬁnium's‘l‘j’s’nmmif’fmﬂqa‘?iyunimﬁm
fu nadunsaziinnuunisetraiiu1dda Taommiziismaunguiriy 9,000-10,000 4o
Tsunswezina lumsAumanifis mannguiiiy 8,000 4o dmsu prefix ynq vy
snfuitefigniig N laq dunimedzliuunnuduiusvesamlunsfumdeuiindia
Sunudaduicue A3dusehnsmanes Taoiininounggagaiiv 32,000 9o dane i

Sagilszaasmananes iednugdiuunawdiutvesnmumsfum fugm
doyang$1uaung 1,000-32,000 Yo

35mInaaey

1. fvuagudoyangiau | Has 1 Source IP Address (1A 32 Tin)

2. fMvuANTULI Prefix 1ilu 8+8+8+8 Tin

3. AIMUATIUIUNGIMAY 1,000, 1,024, 1,536, 2,000, 2,048, 2,560, 3,000, 3,072,
3,584, 4,000, 4,096, 4,608, 5,000, 5,120, 5,632, 6,000, 6,144, 6,656, 7,000, 7,168, 7,680, 8,000,
8,192, 8,704, 9,000, 9,216, 9,728, 10,000, 11,000, 12,000, 13,000, 14,000, 15,000, 16,000,
17,000, 18,000, 19,000, 20,000, 21,000, 22,000, 23,000, 24,000, 25,000, 26,000, 27,000, 28,000,
29,000, 30,000, 31,000, 32,000 90 uazadgMdeyangdmSvIanmMsAUN

4. fmuasULRMAAIAY 100,000 uiniiA

5. afugudeyauiniiadmivianarlumsdumlunsd Best Case

6. adngudeyauiindadmiuianarlunmsdumlunsdl Average Case

7. a¥ugmdoyauniniadmiuianalunmsfumlunsdl Worst Case



HanN1Iinaaad

maeh a1 nauedslumsdumdeuiniig (uif) ves Prefix JUNUUT 9 (8+8+8+8 Ta) $1umNg 1,000-32,000 T8

§1v7ung (Vo)
md
1,000 1,024 1,536 1,000 2,043 2,560 3,000 3,0m 3,584 4,000
Best Case (Wufl) 0.000000685552000 | 0.000000533303000 | 0.000000546460000 | 0.000000541936000 | 0.000000534179000 | 0.000000538B04000 | 0.000000562462000 | 0.000000546850000 | 0.000000544226000 | 0.000000534569000
Average Case (Ju¥l) | 0.000002660008000 | 0.000001377252000 | 0.000001927899000 | 0.000002092505000 | 0.000002109474000 | 0,000003210319000 | 0.000003471290000 | 0.000003182661000 | 0.000003620554000 | 0.000003759868000
Worst Case (IW#) 0.000004304974000 | 0.000002115682000 | 0.000003113409000 | 0.000003221227000 | 0.000003420011000 | 0.000005477965000 | 0.000005929252000 | 0.000005351579000 | 0.000006129224000 | 0.000006602022000
.
a '
M319N A.1 (AD)
417Ny (¥8)
md
409 4,608 5,000 5,120 5632 6,000 6,144 6,656 7,000 7,168
Best Case (3u1#) 0.000000530943000 | 0.000000541339000 | 0.000000548364000 | 0.000000542329000 | 0.000000575366000 | 0.000000547956000 | 0.000000538623000 | 0.000000547462000 | 0.000000554000000 | 0.000000543949000
Average Case (TU'fl) | 0.000003828268000 | 0.000004411202000 | 0.000005823716000 | 0,000004859363000 | 0.000006404395000 | 0.000006773546000 | 0.000005365813000 | 0.000007461326000 | 0.000009803634000 | 0.000006977223000
Worst Case (1ufl) 0.000006607133000 | 0.000007648644000 | 0.000010144678000 | 0.000008386949000 | 0.000011499545000 | 0.000012175796000 | 0.000009938101000 | 0.000013484317000 | 0.000018258045000 | 0.000012592112000
4 T
=
M990 A.1 (AD)
$aung (Vo)
md
7,680 ,000 5192 2,704 9,000 9.216 9,728 10,000 11,000 12,000
Best Case (W) 0.000000562851000 | 0.000000613154000 | 0.000000544827000 | 0.000000547210000 | 0.000000853210000 | 0.000000545652000 | 0.000000581986000 | 0.000000547367000 | 0.000000551854000 | 0.000000550369000
Average Case (Jul) | 0.000010034537000 | 0.000015728090000 | 0.000006215779000 | 0.000010769730000 | 0.000010482461000 | 0.000008935993000 | 0.000018245745000 | 0.000010774649000 | 0.000012694643000 | 0.000012634432000
Worst Case (Tu1i) 0.000018969285000 | 0.000030280931000 | 0.000011130737000 | 0.000020567216000 | 0.000019302492000 | 0.000017127415000 | 0.000035720951000 | 0.000019659012000 | 0.000023721602000 | 0.000023288746000
a Y
AN A1 (AD)
dnung (o)
md
13,000 14,000 15,000 16,000 17,000 18,000 19,000 20,000 21,000 22,000
Best Case (uil) 0.000000566808000 | 0.000000559544000 | 0.000000580949000 | 0.000000613847000 | 0.000000591591000 | 0.000000557446000 | 0.000000552578000 | 0.000000550944000 | 0.000000550512000 | 0.000000551052000
Average Case (J17) | 0.000021358113000 | 0.000022044943000 | 0.000023728664000 | 0.000030683942000 | 0.000030199267000 | 0.000022814005000 | 0.000021397859000 | 0.000022402255000 | 0.000028409594000 | 0.000024663752000
Worst Case (i) 0.000040827261000 | 0.000041691734000 | 0.000044322188000 | 0.000059287423000 | 0.000057448998000 | 0.000043160772000 | 0.000040395364000 | 0.000042482368000 | 0.000053268606000 | 0.000046863355000

el



M3 A1 (AD)

dung (Vo)
nidl
23,000 24,000 25,000 26,000 27,000 18,000 19,000 30,000 31,000 32,000
Best Case (1) 0.000000559215000 | 0.000000561046000 | 0.000000556918000 | 0.000000596239000 | 0.000000589488000 | 0.000000595788000 | 0.000000560290000 | 0.000000574800000 | 0.000000567075000 | 0.000000612384000
Average Case (JU'7) | 0.000028877588000 | 0.000037863782000 | 0.00002225234000 | 0.000044365253000 | 0.000035771876000 | 0.000049136858000 | 0.000036222822000 | 0.000055885475000 | 0.000050244026000 | 0.000060873755000
Worst Case (u1#) 0.000054786579000 | 0.000072807712000 | 0.000061739885000 | 0.000085810970000 | 0.000068161563000 | 0.000095282978000 | 0.000069177316000 | 0.000107584685000 | 0.000098194331000 | 0.000117002479000
0.00014
P —
| e B3t Case I 4 |
0.00012 ! — e
‘!"".""A\rmp(‘ui A /A |
! 1
u.000|oa~l_.._w“c“ — n- A ’ﬁ"i, _
"€ 0.00008 /A ot
=
| <
| E 0.00006
f 0.00004
|
0.00002
0.00000

Ui At naundslumsfumdeniinifa (Guii) ves Prefix JUiuvi 9 (8+8+8+8 Ta) $117uNg 1,000-32,000 40

i
L

3,000

6,000

9,000 12,000

15,000 18,000

d1aung (Vo)

21,000 24,000

27,000 30,000

33,000 36,000

tel
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JnTzviNaMIMAReS
< < . 4 = Y
1A A A1 wazglii o wuduliesaunggeiu Tusunsueziinua Iiuly
J 1o " a
m3ldnaimsdunigaiu Tagiiduaungiiafy 1,000-32,000 48 1dunsMezigduuy
ar s o ' -1 o o &

anuduiusveanarlunisdumdeuinfaiilunuuiFadu Faansoudasaums
auduRussenInswaung uazna lunisdum fiet,, = 0.000000002848N, R’ =

& a o a0
0.908279593734 Gaiiu lmwaundgmdafinarin
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minaassianalumsaumvesldsunsy BIL lagisemea
aumlsria register nazladszmanuls
a . d e . ] v
¥H0 register 1UHINTY classify NUFIMVDYANS

#1371 1,000-10,000 Vo

nnmMsnaassdaanslunaauan a. udhgduuvanuduiuivesnarlums
Sz Taodlednunggeiu Tsunsuezduua Wlumsdhansfum
gy et lsimueinguil a1 wusiidnaunguify 1,000-32,000 46 ¥unsmaiina
undsedruiinlise Fimahaumgssmanisziannmalsenmeiiusiuriia register
Tuilafdu classify vosTalsunsu BIL - Anfuiionageuduuigmidend 1 35S ahms
naapulSsudvuna lunisfumivealilsunsy BIL Tavseniaanls¥iia register az i
Ysemanulssiia register TuMandu classify ol
Tngilszasnmamanes enSoudiounarlunsdum Tasdszmadunlsyiia
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Abstract

Packet filtering firewall was main equipment which has
important function for network traffic control. This function compared
one by one betnween property of IP packet header and filter rule.
However when the rule was expanded that will decrease capability of
maintenance and verify. That result was reducing efficiency of filtering
packet. So this article will present filtering packet method that increase
performance of firewall when working with enlarge rules. The main
idea was rearrange new filter rule structure from rule list transform to
multi-binary tree and hashing table. That process will search rule faster
and minimize comparing condition in firewall process. Anyway in

create binary tree process we could reduce and cut off anomaly rules.

Keywords : Packet Filtering Firewall, Filter Rule, Multi-binary Tree,

Hashing Function
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Abstract: The Internet is a packet switched network which offers best-effort service, but current IP network provide enhanced
services such Quality of Services, Virtual Private Network (VPN) services, Distribute Firewall and IP Security Gateways. All such
services need packet classification for determining the flow. The problem is performing scalable packet classification at wire
speeds even as rule databases increase in size. Therefore, this research offer packet classification algorithm that increase classifier
performance when working with enlarge rules database by rearrange rule structure into Bitmap Intersection Lookup (BIL) tables.
It will use packet ’s header field for looking up BIL tables and take the result with intersection operation by logical AND. This
approach will use simple algorithm and rule structure, it make classifier have high search speed and fast updates.

Keywords: Packet Classification, Packet Flow, Firewall

1. INTRODUCTION

The packet classification nowadays becomes the important
tool of many applications, such as firewall and intemet router.
These applications will initially search by classifying packets,
detecting packets accorded to the determined condition and
high priority choosing the rule. Even though the internet is a
packet switched network which offers the best - effort service
(the sent-received rate never guaranteed), IP network can
provide many different services responding to users likes:
Quality of Service, Virtual Private Network (VPN) Services,
Distribute Firewall and IP Security Gateways. Rules updating
can be maintained by both network administrators and
Protocol, thus, the problem about packet classification is it
must operate on high-speed link bandwidth along with the
larger number of rules.

Many researches focus on solving packet classification
algorithms  problemssuch as[1], [2] These researches

proposed the method using High - Search Speed Complexity

that defined as O(D-logz-N+ N ]and 0(1) on
WORD
hardware but they still encounter such problems as:

1. Bitmap-Intersection method: Storage Complexity of this
method is O(D*N?) which waste too much space if the packet
classification algorithm have to work with many rules [1].

2. Ternary CAM method: Storage Complexity of this
method is O(N)and must be developed only on hardware;
nevertheless, this method use memory that has the amount of
Transistor more than the other, so it wastes more power [2].

Thus, this paper introduces packet classification algorithms
with high — speed searching rules: searching Speed

D-W N J
PMX WORD
appropriate software, spending appropriate time to updating
rules while Storage Complexity is defined

O(D.W . PMX -N)
PMX

2. RELATED WORKS

Complexity defined as on the

2.1 Meaning of Packet Classification

Packet Classification is mechanical method being used to
inspect network packets. This method works by comparing
data in header of packet more thanl field. For example,
compare from these fields: Source/Destination Network-layer
Address (32 bit), Source/Destination Transport-layer Port
Number (16 bit), Type-of-Service (8 bit), Protocol (8 bit) ,and
Transport-layer Protocol Flag (8 bit) then determine packet
action, let each flow packet be determined by the rule. Every
cach packet in the same current will perform the same action.
Instead of defining this process as“Packet Filtering”, this
paper prefers to define this process as “Packet Classification”
because the words “Packet Classification” is overall admitted
and ultimately define its process, moreover the word
“classify” denotes the action of every packet while the word
“filtering” denotes the action of only preferred packet [3].

IP Network services examples are: 1) Packet Classification
according to the rules method applied with Route Lookup
considering from Destination IP Address and determine the
suitable Next-hop, 2) Packet Classification according to the
rules method applied with firewall considering from Source
IP Address , Destination IP Address, Source Port, Destination
Port or any other field and determine action likes, ACCEPT or
DROP ,and 3) Classification according to the rules method
applied with Quality of Service considering from Source IP
Address and Source Port then determine Queue further.

2.2 Packet Classification Requirements

Packet Classification according to the rules method is the
significant tool that used to determine the flow of packets on
Internet that must operate on the high - speed link bandwidth
with the large rule. So Packet Classification applications must
show the best perform. The working procedure is then
determined by following conditions:

1. High search speed: Packet Classification according to
the rules method must operate on the high - speed link
bandwidth.

2. Low storage space: Good Packet Classification
according to the rules method must be capable to cooperate
with larger rule but use the low hard disk space.
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3. Less updating time Packet Classification according to
the rules method: While augmenting or decreasing rule, the
application that has high frequency of rule updating must
spend the high search speed also. The quickness of rule
updating shouldn’t be lower than the quickness of searching.

2.3 Convert rules to Prefix

Many Packet Classification according to the rules methods
must convert rule to Prefix Sets, determine Prefix size equal to
header field (W) of packet. Each set number is notmore than
2W — 2 [4]. For examples, determining each Prefix size equal
to 4 bits, rule no. 1 is4-7, thus, set of Prefix is {01**}, or rule
no. 2 equals to 1- 14, thus, set of Prefix is {0001, 001*, 01**,
10**,110*, 1110}

3. BITMAP INTERSECTION LOOKUP (BIL)

From the problems stated in the previous section, we
realize the importance of packet classification algorithms.
Then our approach offers simple packet classification
algorithms which can be used in multi - field searching,
moreover, this method can also work well on software and
hardware.

Figure 1 below shows an architecture of BIL method which
consists of following components: 1) BIL table with D tables ,
2) each table includes 2PMX addresses, each address includes N
bits (0 bits ups to N-1 bits called Bitvector), 3) each position
on Bivector is identical with rule contained in rule table, 4)
arrange rule by priority (descending),5) to augment rules, rule
will be defined as Mask orRange, and 6) convert rule into
Prefix in order to use for Set Bitvectorin BIL table and store
every action of each rule into rule table further.

BIL method divides header of packets into smaller block
then take the value of each block to look up in BIL table. The
result from looking up called Bitvector, take that Bivector to
be intersected with AND logic, and then the algorithm priority
chooses the most important rule as the arrows stated in Fig. 1.
Classify Algorithm and Update Algorithm will show in Fig. 2
and 3, and example of Classify in Fig.4

packet <field,><field,>=<.. ><field >
- - TR
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0 0 0| ]
BIL table e [— Eel‘d‘ field,
1ield',- \ = i}
prux .‘(! 2;:.,@.' “ 7oPNK g
., T V7 8,
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am>
N-1 ¥ 0
rule bitmap T T T | [ [ [ ]
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rule table

rule database

ge) -

N-1|

Fig. 1 An architecture of BIL

In defining this algorithm, we determine:
N isnumber of rules
D isnumber of header field

structure of BIL
[ — - clasalty rube
Lt I = update ruie

F; is number of bits in each divided header filed:
l1<=i<=D
WORD is bits size used in each processing
If F; has the same size in every field, each field is W bits,
since all bit size equal to D*W bit
Divide F; into P;; bit, determine

. .. . M
M; is Block divided inF; wherez P =F
iJ i

i

Consider any F; in only 1 field, where P;; of F; equal to PM;

bits, thence Mg =i
" PM,
Define PM; as PMX bit in every field and MX is Block

w
PMX

amount in each field, thence pgy — and the number of

the table is D°*MX

1. Read header field of packet and keep into buffer
2. for (i=0; i<D; i++) {
3, for (j=0; j<MX; j++ ) {
4. Divide header field of packet i into small block,
shift bit right had side bit by PMX bit,
record into memory
5 H
6. }
7. for (i=0; i<N/WORD; i++ ) {
8. for (j=0; j< D=MX; j++) {
9. take the header field to Lookup in BIL table and
take the Bitvector at position WORD i from BIL tablej
10 intersect by logic AND
10.  }
11, if(readout intersected by logic AND !=0) {
j2! calculate rule number of the first | bit of
Bitvector and Return Action value from rule table
13. }
14.}
15. Return Default Action

Fig. 2 Classify Algorithm

1. Read header field of packet and keep into buffer
2. translate the instruction of rule and record value of
each field into memory
3. record ruleid, Action and instruction into rule table,
definetmp=0andd=0
4. for (i=0;i<D; i++) {
tmp +=d, then convert rule value to Prefix (value/mask)
While (current '= NULL) {
d=temp
for (k=0;k < MX; k++) {
let dividing Prefix value (value/mask) be j member
of field i by shift bit right had side bit by PMX bit,
record the readoutas valueand mask
10. for (I=value AND mask ;l<=( value AND mask)+~mask; I++) {
i1, set Bitvector at address no.l, bit no. ruleid in BIL tabled
12. }
13. d++

R

Fig. 3 Update Algorithm
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Fig. 4 example of Classify

Our research shows that the quickness of searching, the
quickness of rule updating and managing storage space of BIL
program depend on specific Prefix size, so we concentrate on
the study of Prefix size that allow the program work best,
considering from the product of working performance which
are: 1) Product of updating time and storage space 2) Product
of searching time and storage space 3) Product of searching
time and updating time, and 4) Product of searching time,
updating time and storage space. The objective is to study the
influence each product on the highest and the lowest of the
graph that well affected towards the program’s working
performance.

4. EXPERIMENTAL RESULTS

According to the hypothesis mentioned earlier, we had
developed BIL program with gee complier on Linux Kemnel
2.4 operating system and had created rules’ database and
classifying packets which are suitable for evaluating the
program performances. These rule databases stored in script
file named “rules.db” and packet databases stored in file name
“dump.db” because it’s necessary to controlan interfere,
which could happen from network traffic and network
application or even from operating system’s Kernel, not to
affect the working performance of program. This procedure
allowus not to mistakenly measure searching time and
updating rule besides that we can test and compare working
performance of Linear Search program [4] and
Bitmap-Intersection program [1], we need to develop these
programs in the same environment.

We had designed the experiments into 2 sections which
are: Section 1 is to divide Prefix size into small Block (such as
dividing Source IP Address into 16+16 bits)to calculate the
precise value that allow BIL program work with the best
performance. Section 2 is to compare working performance of
Linear search program, Bitmap Intersection program and BIL
program.

The database used in section 1 is 1 field rule database and
let it be Source IP Address (32 bits) and Source MAC Address
(48 bits), The database used in section 2 is 1 field rule
databaseand let it be Source IP Address (32 bits). We
specially create database cases for measuring searching time
and updating time are: 1) Best Case 2) Average Case ,and
3) Worst Case

Experiment 4.1: Dividing Prefix sizes to calculate the
most effective value

Objective: To calculate the stable prefix size and
changeable prefix size which allow BIL program spend less
time in searching and updating process, moreover it
effectively use storage space for Source MAC Address (48
bits) where number of rules are4, 096 .

Experiment 4.1.1: Dividing stable Prefix sizeby using 1
field rule database as Source MAC Address

The result shows:
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Fig. 5 Average searching time per packet (second of time) for

Source MAC Address
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Fig. 6 Average inserting time per rule (second of time)
for Source MAC Address with logarithm scale
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It appears in Fig.5 that the quickness of searching time
relates to PMX size. The bigger PMX is determined; BIL
program spends lesser searching time in every case. When
PMXis increased to 16 bits, BIL program spends the less
searching time.

From Best Case studied in Fig.6, the bigger PMX is
determined; BIL program spends lesser updating time. When
PMXis increased to 16bits, BIL program spends the less
updating time. Moreover, when PMX is increased in Average
and Worst Case, BIL program spends more updating time as
well. When PMXis increased up to 16bits, BIL program
spends the most inserting time.

Fig.7shows that BIL program uses more storage space
when PMX extend to 16 bits

Table 1 Shows Prefix sizes suitable for Source MAC Address
considering from the lowest point of products

Cases
Progscs Best Case Average Case Worst Case
1 updating time x slorage spacc « Bits 2Bits 1Bits
2. searching time x storage space «Bits & Bits »Bits
3. searching time x updaling time 18 Bits 3Bits 1Bits
4 searching time x updating time +Bits + Bits 3 Bits
x slorage space

Considering from 4 products presented in section 3, the
result concluded from Table 1 shows that Worst Case that let
PMX is 2 bits, 3 bits, and 6 bits: is the most suitable Prefix size
for Source MAC Address. We had brought these products to
use in experiment 4.1.2 further.

Experiment 4.1.2 : Dividing changeable Prefix patterns
by using 1 field rule database as Source 1P Address

Determined 13 patterns of Prefix size:

- Pattern 1: let Prefix size be 2+2+2+2+2+2+2+2+2+2+

2+2+2+2+2+2 bits

-Pattern 2 let Prefix size be 3+3+3+3+3+3+3+3+3+3+2 bits

- Pattern 3: let Prefix size be 4+4+4+4+4+4+4+4 bits

-Pattern 4: let Prefix size be 2+6+10+14 bits

-Pattern 5: let Prefix size be 4+8+8+12 bits

-Pattern 6: let Prefix size be 2+4+6+8+10+2 bits

- Pattern 7: let Prefix size be 6+6+6+6+6+2 bits

- Pattern 8: let Prefix size be 7+7+7+7+4 bits

-Pattern 9: let Prefix size be 8+8+8+8 bits

- Pattern 10: let Prefix size be 9+9+9+5 bits

-Pattern 11: let Prefix size be 10+10+10+2 bits

- Pattern 12: let Prefix size be 11+11+10 bits

-Pattern 13: let Prefix size be 12+12+8 bits

The result shows:
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Fig. 8 Average searching time per packet (second of time) of
Prefix pattern 1 to 13, ordered by the quickness of searching
ascending according to Worst Case

Time (Second)
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Fig. 9 Average inserting time per rule (second of time) of
Prefix pattern 1 to 13, ordered by the quickness of searching
ascending according to Worst Case

15,000,000

Stornge (Byw)
E

Fig. 10 Storage space (bytes) of Prefix pattern 1 to 13,ordered
by the quickness of searching ascending
according to Worst Case

From the results are presented in Fig. 8, we find that Pattern
1 (2+2+2+2+2+242+242+2+2+2+2+2+2+2 bits) in Worst Case
spends the most searching time and Pattern 13 (12+12+8 bits)

spends the less searching time.
The results are presented in Fig.9 appear that pattern 13

(12+12+8 bits)in Best Case spends the less time in inserting
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rule and pattern 1 (2+2+2+2+2+2+2+2+2+2+2+2+242+2+2
bits) spends the most time in inserting rule. While Prefix
pattern | (2+2+24+2+2+2+2+2+2+2+2+2+2+2+2+2bits) in
Average and Worst Case spends the less time in inserting rule
and Pattern 13 (12+12+8 bits)spends the most time in
inserting rule.

It appears in Fig. 10 that pattern 1 (2+2+2+2+2+242+2+2+
2+2+42+2+2+2+2 bits)uses the smallest storage space while
pattern 4 (2+6+10+14 bits) uses the largest storage space.

Table 2 The suitable Prefix of Prefix pattern 1 to pattern 13
considered by the lowest point of the product.

Products e
Best Case Average Case | Worst Case
1. updating time x storage space Pattern 3 Pattern 1 Pattemn |
2. scarching time x storage space Pattern 3 Patiern B Pattern 8
3. searching time x updating lime | Partern 13 Pattern 2 Pattern 2
4. searching time x updating time Pattern B Pattern 2 Patiern 2
X storage space

Table.2 shows that Worst Cases at Prefix pattern |
(242+42+24242+2+2+2+2+2+42+2+2+2+2  bits), pattern 2
(3+3+3+3+3+3+3+3+3+3+2 bits), and pattern 8 (7+7+7+7+4
bits)are the most suitable pattern considering from all 4
products presented in section 3. In order to compare working
performance of another program in the 4.2.1~4.2.3
experiments, we choose Prefix pattern 2
(3+3+3+3+3+3+3+3+34342 bits) because pattern 2 is utmost
well balance.

Experiment 4.2: The comparison of working performance
of Linear Search program, Bitmap Intersection program ,
and BIL program

Objective: To compare working performance between
Linear Search program, Bitmap Intersection program and BIL
program using 1,000-10,000 rules for Source [P Address

Experiment 4.2.1: The comparison of time spent in
searching rules of Linear  Search  program,
Bitmap-intersection program and BIL program

The result shows:
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Fig. 11-A Average searching time per packet (second of time)
of Linear Search program, Bitmap-intersection program, and
BIL program.
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Fig. 11-B Average searching time per packet (second of time)
of Linear Search program, Bitmap-intersection program, and
BIL program operated with zooming in.

Fig. 11-Aand 1-Bprove that these programs identically
spend searching timein Best Case where algorithms are
1,000-10,000 rules. Linear Search program spends 0.00000023
seconds, Bitmap-Intersection program spends 0.00000128
seconds, and BIL program spends 0.00000077 seconds.

Both figures also show that each program tends to spend
more searching time when N is increased in Average and
Worst Case.In both case, these programs can be ascending
arranged as  follow: Bitmap-intersection  program, BIL
program, and Linear Search program.

Experiment 4.2.2: The comparison of time spent in
inserting  rules of Linear  Search  program,
Bitmap-intersection program and BIL program

The result shows:
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Fig. 12-A Average inserting time (second of time) of Linear
Search program, Bitmap-intersection program, and
BIL program.
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Fig. 12-B Average inserting time (second of time) of Linear
Search program, Bitmap-intersection program, and BIL
program operated with zooming in
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It appear in Fig. 12-A and 12-B that when N is increased in
Best and Average Case, each program tends to spend more
time in inserting rule at the number of rules is 1,000-10,000
which can be ascending arranged as follow: Linear Search
program, Bitmap-intersection program, and BIL program.

Experiment 4.2.3: The Comparison of storage space of
Linear Search program, Bitinap-intersection program and
BIL program

The result shows:
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Fig. 13 Storage space (byte) of Linear Search program,
Bitmap-intersection program ,and BIL program
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The experiment in Fig. 13 shows that each program tends
to spend more time in inserting rule when N is increased and
the number of rules is 1,000-10,000. BIL program and Linear
Search use the identical storage space but Bitmap-intersection
uses the largest storage space.

el e e bt
— el 1} e S

e . € e g i

Serand 1 Sacend T Byt

e B St

l—_—.—— s | b

Y
.
race
rasase
1o
an-
o
o
st

Fig. 14 products of searching time, updating time and storage
space of Linear Search program, Bitmap-intersection program,
and BIL program operated with logarithm scale

Figure. 11-A and 11-B shows that Linear Search program
tends to spend most searching time. Figure. 12-A and 12-B
shows that Bitmap-intersection program tends to spend most
time for inserting rule, and Figure. 13 shows that
Bitmap-intersection tends to use the largest storage space.

Table 3 The ascending results from the comparison of each
product of working performance between Linear Search
program, Bitmap-Intersection program, and
BIL program for Source IP Address

Products
Case updating time x searching time x searching time 3 .ml:::
slorage space slorage space wpdaiing time .
Best 1.BIL |.Linear Search 1.Linear Search 1.Linear Search
Case 2 Linesr Search 2BIL 2BIL 2BIL
3.Bitmap- Intersection 3. Bitmep-Intersection 3.Bitmap-Intersection 3.Bitmap-Intersection
A 1.Linear Search 1.BIL L.BIL LBIL
Cue' 2.BIL 2.Bitmap-1 i 2 Bitmap- 5 2.Lincar Search
3.Bitmap-1 i 3.Lincar Scarch J.Linear Search 3 Bitmap- i
|.Lincar Scarch 1.BIL 1. Bitmap-1 i 1. Bitmap-1
"é"'m“ 2.Bitmep i 2.Bitmay i 2BIL 2BIL
3.BIL 3.Lincar Scarch J.Lincar Search 3.Lincar Scarch

The results from Table 3 appears that BIL program in
Average Case proves more effectual than products of others
which are: Product of searching time and storage space,
Produce of searching time and updating time and Product of
searching time, updating time and storage space.

5. CONCLUSIONS

This paper introduces the increasing efficiency of packet
classification methods which are: 1) rearranging rules
structures into Bitmap Intersection Lookup tables (BIL), 2) in
searching method, dividing the header of packets into Block
then takes each Block tolook up inBIL, and 3) intersecting
the result by AND logic. These methods not only simplify the
working procedure of the program but also rules’ structure. As
a result, the program spend lesser searching time and has
appropriate interval to adjust rules.

Our experiments show that BIL program can work
efficiently where Prefix is3bits. And when compared BIL
program with Linear Search program and Bitmap-intersection
program, we consider that the program efficiency is related to
complexity as stated previously. Furthermore, BIL program
discernibly shows the best performance in Average Case
between any other programs.

Results may also pave the way to the further experiment
such as comparing the efficiency of other hardware internet
applications like firewall or router, etc.
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