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ABSTRACT

Nowadays the firewall load balancer can not migrate the connection (loads) from onc stateful
firewall to the other stateful firewall neither in case of one firewall fails nor in case of one
fircwall has the very peak load. This thesis proposed the method for increasing the cthiciency of
the hrewall load balancer in order to enable it to migrate the connection from one stateful fircwall
to the other statcful firewall. By this method the connection would be migrated without
concerning about those statetul firewalls come from the same vendor or concering about those
statetul firewalls can share the state table (session table) between each others ornot. In this thesis
we used the special packet called “the simulated packet” in order to fake the statetul firewall that
the new conneetion was coming to it. When the stateful firewall found that it would add the
information of that connection into its state table and then the traffics of that connection would be
allowed to pass through it. Upto this state the firewall load balacer would be able to migrate the

conncction to the new statetul firewall.
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At R Intemet Reliable Transaction 82 SECURE-VMTP SECURE-VMTP

29 IS0-119 IS0 Transpont Pratocol Class 4 K1 VINES VINES

in NETRLT Bulk Daa Transter Protocol M4 e Tip

i MEE-NSP MFEE Network Service Protocol RS NSENET-IGP NSFNET-IGP

2 MERIT-INE MERIT Intenmodal Protocol 86 nGe Dissinilar Gateway Protocol

i SkEP Sequential Exchange Protocol Lig TCF TCF

it i ‘Third Party Conncct Protocol 8% IGRP IGRP

is DR Inter-Domain Policy Routing Protocol 89 OSPF IGP OSPF IGP

i Xre XTr 90 Sprite-RPC Spnite RPC Protocol

A7 nnr Datagram Delivery Protocol 921 LARP Locus Address Resolution Protocol

K IDPR-CMTP IDPR - Control - Message Transport 92 MTP Multicast Transpon Protocol
Protocol

9 s P+ Transport Protocol 93 AX.25 AX.25 Frames

Rl n 1L Transpon Protocol 04 rip IP-within-1F Encapsulation I'rotocol
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int main(void)
{
init_session(); //a5iWasiiafiuiadiu
pthread_t id1,id2,id3,id4,id5,id6,id7,id8; //éulsd wiu thread

// éuds mutex 81wy synchronize thread
pthread_mutex_init(&fwsession_mutex,NULL);

' pthread_mutex_init(&fwbyte_mutex,NULL);

pthread_mutex_init(&fwpacket_mutex,NULL);
pthread_mutex_init(&sessioninfo_mutex,NULL);

local_ip=getIPAddress(local_dev); //au IP address waJ local interface

' remote_ip=getIPAddress(remote_dev); //a u IP address wav remote interface

local_mac=getMacAddressStr(local_dev); //au Mac address wav local interface
remote_mac=getMacAddressStr(remote_dev); //d u Mac address uav remote interface

pthread_create(&id1,NULL,&local,NULL); //#519 thread d@w¥u packet 21 local interface
pthread_create(&id2,NULL,&remote,NULL); //&%519 thread @ m¥u packet 21 remote interface

//d8519 thread dwiunsiadau firewall
pthread_create(&id3,NULL,&sendPing,NULL);
pthread_create(&id4,NULL, &receivePing,NULL);

pthread_create(&id6,NULL, &calculatePacketRate,NULL); //thread @ wm¥usrudeu packet rate
pthread_create(&id7,NULL,&calculateByteRate,NULL); //thread & m¥uduaa bit rate
pthread_create(&id8,NULL,&loadBalance,NULL); //thread @ wm3u load balance

printf("Load Balance Server Start.\n");
while(1) ;
return O;




void createSync(int sid,int fwid)

{

.2 Wan¥uamSuasia SYN unaiia

u_char *cp; libnet_t *I; libnet_ptag_tt; //a@5muladwiu libnet
char *payload="AAAA"; u_short payload_s=4; //a&519 payload uazwuis payload
char errbuf[LIBNET_ERRBUF_SIZE]; //&@579 buffer dwuiiu error

= libnet_init(LIBNET_LINK,remote_dev,errbuf); //&319 libnet descriptor dwfudviiaya
unsigned short sport=sessioninfo[sid].sport ; unsigned short dport=sessioninfo[sid].dport;
unsigned int sip=htonl(sessioninfo[sid].sip); unsigned int dip=htonl(sessioninfo[sid].dip);
//1d TCP header
t = libnet_build_tcp( sport,dport,0x01010101,0x02020202,TH_SYN,32767,
0, O,LIBNET_TCP_H + payload_s, payload, payload.s,l,0);
t = libnet_build_ipv4(LIBNET_IPV4_H + LIBNET_TCP_H + payload_s,0, 242, 0, 64,
IPPROTO_TCP, 0, sip, dip, NULL, 0, |, 0);
char *smc=sessioninfo,smac[sid]; char *dmc= sessioninfo.dmac[sid];
//1& Ethernet header
t = libnet_build_ethernet( dmc, smc, ETHERTYPE_IP, NULL, 0, |, 0);
int ¢ = libnet_write(l); //dv packet
libnet_destroy(l); /\v@30§ descriptor
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void *loadBalance(void *arg)
{
intijk;
while(1)
{
pthread_mutex_lock(&fwsession_mutex);
for(j=0;j<fwnum;j++)

{
if( fwstatus[j]l<=0) // nsdl firewall j down
x
for(i=0;i<MAX_SESSION;i++)
{
if( (sessioninfo[i].flag==1)&8&(sessioninfo[i].fwid==j)) //ns6l session i 14 firewall j |
{
k=getBestFirewall(); //w firewall Aazinn session
moveSession(i,k);//éu session i v firewall k
}
b
}
¥

balance(); //vi1 load balance firewall
pthread_mutex_unlock(&fwsession_mutex);
usleep(100000);



o QIJ v d't ] []
n.4 ﬁanmu‘]ummsn flﬁﬁii’)llﬂﬂ‘ﬂll

Int createSession(u_char *pk,u_char *ip_pk,u_char *tcp_pk,int stype)

{

inti;
u_int sip=getSourcelP(ip_pk);
u_int dip=getDestinationIP(ip_pk);
u_short sport=getTCPSourcePort(tcp_pk);
u_short dport=getTCPDestinationPort(tcp_pk);
int sid=getSession(sip,dip,sport,dport);
if(sid==-1)
{

for(i=0;i<MAX_SESSION;i++)

if(sessioninfo(i].flag==0) break;

pthread_mutex_lock(&fwsession_mutex);
pthread_mutex_lock(&fwbyte_mutex);
pthread_mutex_lock(&fwpacket_mutex); )
switch(algorithm) // session Twiazgnainaiag firewall avgaidanau algorithm Adols
{
case 1:sessioninfo[i].fwid=fwHashIndex(sip,dip);break;
case 2:sessioninfo[i].fwid=fwPacketCountIndex(sip,dip); break;
case 3:sessioninfoli].fwid=fwByteCountIndex(sip,dip);break;
case 4:sessioninfo[i].fwid=fwSessionCountIndex(sip,dip);break;
default:sessioninfo[i].fwid=fwRoundRobinIndex(); break;
}

sessioninfo[i].stype=stype;
sessioninfo[i].sip=sip;

sessioninfo[i].dip=dip;
sessioninfo[i].sport=sport;
sessioninfoli].dport=dport;
strncpy(sessioninfo[i].smac,getSourceMac(pk),17);
strncpy(sessioninfo[i].dmac,getDestMac(pk), 17);
sessioninfo[i].flag=1;
fwsession[sessioninfoli].fwid]++;
pthread_mutex_unlock(&fwpacket_mutex);
pthread_mutex_unlock(&fwbyte_mutex);
pthread_mutex_unlock(&fwsession_mutex);

return i;

}

return -1;
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void *calculatePacketRate(Void *arg) -

{

int pk,i;
while(1)
{
pthread_mutex_lock(&fwpacket_mutex);
for(i=0;i<fwnum;i+)
pk=fwpacket[i]-oldfwpacket[i];
oldfwpacket[i]=fwpacket[i];
¥
pthread_mutex_unlock(&fwpacket_mutex);
sleep(1);
by
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ABSTRACT

This article proposes the new algorithm for the
Firewall Load balancer in order to provide an
excellent high availability for firewalls. If a
Firewall on the network fails | the proposed
algorithm will allow the Firewall Load
balancer to send rcmaining traffics of running
connections via the other stateful firewalls
even thoug!, those stateful lirewalls corve from
multi-vendors. Without this algorithm | the
running conncctions will dic and clients have
to make new connections in order to retransmit
every packets again.

Keywords

Firewall Load balancer , Stateful firewall |
High availability.

1. INTRODUCTION

Nowadays stateful firewalls are the major
sccurity device that network administrators
deployed in their network in order to protect
hackers looking to cause damage to or misuse
resources of a particular area.

Because stateful firewalls sit on the data path,
they can limit nctwork performance and
scalability. They also represent single points-
of-failure that degrade network resource
availability. While most firewalls can be
deployed with commercially-available high-
availability but none firewalls from any
vendor can synchronize its session table with
the other vendor firewalls.

The Firewall Load balancer provides
scalability and fault tolerance for firewalls by
automatically directing user traffic to only
those firewalls that are functioning properly. It
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can mange multiple firewalls in active/active
configuration but it’s still not excellent yet.
The Firewall load balancer can not provide
the lossless high availability while a firewall
fails.

In order to provide the lossless high
availability, we propose the new algorithm for
the Firewall load balancer which extremely
leverages the efficiency of a high availability.

2. FIREWALL LOAD BALANCER

The Firewall Load balancer is a device that
provides load balancing, optimization, and
high availability for firewalls, within your
network. Using an advanced array of built-in
load balancing algorithms that monitor the
number of clients and the traffic load, the
Firewall Load  balancer  dynamically
distributes traffic evenly across the various
firewalls, while taking into account both
inbound and outbound traffic. The Firewall
Load balancer directly interfaces with multi-
vendor firewalls in order to provide
comprehensive load balancing and traffic
redirection while achieving high availability
and instantaneous failover if a failure should
occur. Because the Firewall Load balancer
performs ~ load balancing and traffic
management to the most available resource,
security resources are always optimized and
maximum performance is achieved. Some of
populated Load balancing algorithms are
shown below:

Cyclic - Traffic is distributed in round robin
fashion.

Weight - Traffic is distributed based on the
weight of firewalls.
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-Least number of users - A new session is
sent to the firewall with the least number of
uscrs.

Least amount of packets - A load balancing
decision i1s made based on the least number of

packets.

Least amount of bytes — Optimization
decision is made based on the Icast number of
bytes.

Hashing dispatch method - Optimization of
each security device is achicved using a hash
function to select the appropriate resource for
each new session. The input for the hash
function is determined by the Client Tablc
mode according to source and destination IP’.
This algorithm is particularly useful for high
traffic environments where traffic
management not load balancing is the primary
concern.

In additional to provide as above, the Firewall
Load balancer is also to keep track of all
sessions on cach of firewalls. This is called
session  persistence. It s critical that the
Firewall Load balancer keeps track of all
scssions becausce the reply packets must return
via the same firewall, otherwise they will be
discarded by the other fircwalls, Maintaining
session  persistence , 1L 1S neeessary  to
implement two Firewall Load balancers as in
Figure 1.

Fawrewmall
Load balancer

Figure 1 Implementing Fircwall Load
balancers

3. STATEFUL FIREWALL

Stateful packet inspection firewalls are based
on the filtering of packets at the network level
cxamining packet header fields: source IP
address, destination [P address, source ports,
and destination ports. This type of firewall
tracks outgoing requests and only allows
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responses to those requests back through the
firewall. This way, attempts to access the
internal network that have not been requested
by the internal network will be denied. The
stateful firewall keeps track of the outgoing
packets that it allows to pass and allows only
corresponding response packets to return. In
addition to the static rule checking used by
stateless firewalls, it will create a temporary
(time-limited) inbound filter for the
connection. This temporary filter will only
allow packets from the host and port to which
the outbound packet was sent, otherwise the
firewall will drop the packet.

@) SYNASK

=3 : H\l;!\\\bdﬂ
\

. P -
A T {»l-onbm!ﬂlvnlh(il]!\ﬂf
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. | Aa | HiTR | |
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\ v T A [P

Figure 2 Steps of a statcful firewall

Let us see how different packets are accepted
or rejected by the firewall according to the
figure 2. Consider the following sequence of
packets.

» A SYN packet sent from the client A to the
server B. Since this 1s a SYN packet, the
firewall checks the policy table to see if the
packet 1is permitted to go through.
Considering the rules in figure 2, assume
the packet is permitted. An entry for this
connection will be created in the session
table, and the packet will be transmitted.

A SYNACK packet is sent from the server
B to the client A. Since this is not a SYN
packet, the firewall will consult the session
table. It will find an entry for the
connection which the packet is belongs.
The entry will suggest that an SYNACK
packet is valid in this stage of the
connection: So, the session table will be
updated and the packet will be forwarded
to the client A.

Up to this state, a HTTP request packet can
be sent from the client A to the server B
and a HTTP response packet can also be
sent from the server B to the client A even
though there is no policy to allow from
Server zone to User zone. Same as
previous scenario.
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* The server B sends a SY.N packet to the
client A with source port 80. Since there is
no policy to allow the traffic from Server
zone to User zone so the packet will be
dropped

What if the packet is a UDP packet? UDP is a
connectionless protocol, it's stateless by
nature. There is no handshake to validate the
communication, there is no sequence in which
the packets must arrive. However, there is a
source and destination along with a sct of port
numbers. An entry is still created in the
session table for a UDP connection, bascd on
sonrce and destination [P and ports. Since
there are no FIN or RST flags to close the
connection, a connection must timeout to bc
cleared from the connection table.

4. LEGACY WAY OF HIGH
AVAILABILITY

The Firewall Load balancer ensures the full
availability and fault tolerance of firewalls,
load balancing and dynamically distributing
traffic  among  firewalls  to  puarantee
continuous  and  uncompromiscd  access
control. The Firewall Load balancer offcrs full
scalability and effective service growth across
any firewall OS and vendor.

The Firewall Load balancer performs health
checking and can determine if a firewall has
failed. If a failure 1s detected, the firewall is
taken out of service and no traffic is sent to it.
When a firewall fails, the connections on it
will die. The remaining traffics of those
connections will be unable to reach their final
destination any more. So, clients have to
retransmit all information for dead connections
again.

Why will not we send the remaining traffic
via the other firewalls?. Because firewalls in
the farm normally are stateful firewalls and
they also may come from several vendors.
When the firewalls did not come from a same
vendor then they will be unable to share their
session table to the other vendor firewalls. If
the session table is not shared , each firewall
will not know the state of running connections
in the other vendor firewalls. So, it will only
allow the packet which it is part of existing
connections it its session table | otherwise the
packet will be dropped (see section 3).
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5. PROPOSED ALGORITHM

As we ecver mentioned, the running
connections will die when a firewall fails. We
propose a new algorithm to the Firewall load
balancer. This algorithm will fake the stateful
firewall that it is having a new connection
coming to. When the stateful firewall sees the
fake SYN packet , it will add information for
this connection into the session table so that
subsequent packets for this connection will be
able to pass the stateful firewall. The steps of
the proposed algorithm are shown in Figure 3.

Firewall Load  Firpwalls  Firewall Load
balascer -, Babwcer

Create the SN E v

packet

Figure 3 Steps of the proposed algorithm.

* When a firewall fails and a failure is
detected, the Firewall Load balancer will
create the fake SYN packets for the dead
connections (The dead connection are
running connections in a failing firewall).
This fake SYN packet will use a source
address , a destination address , a source
port and a destination port of the dead
connection by using information in the
client table.

e The Firewall Load balancer chooses the
new stateful Firewall for distributing the
remaining traffic to, based on the selected
load balance algorithm which may be
cyclic , weight | hashing and so on.

e The Firewall Load balancer then sends the
fake SYN packets to the selected stateful
firewall.

e When the SYN packet come to the
Stateful Firewall , the stateful firewall will
keep track of the outgoing packet in its
session table and allows corresponding
packets to return

e Up to this state , the temporary inbound
filter is created (sec section 3). Both
outbound and inbound packets of this
connection will be allowed to pass the new
stateful firewall.

e The stateful firewall then forwards the
SYN packet to the next Firewall load
balancer.
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e When the SYN packet come to the next
Firewall load balancer , because this is the
fake SYN packet so the next Firewall load
balancer will drop it.

eUp to this state , the Firewall load
balancers at both sides of stateful firewalls
will be able to send the packcts to pass the
new stateful firewall. In order to maintain

"session persistence, both Fircwall load
balancers will always scnd  cvery
remaining packcts of this connection
through this stateful firewall until this
connection 1s finish.

6. EXPERIMENTS

We did two experiments , each experimcnt
used FTP (TCP) and TFTP (UDP) for
transferring files between five clients and two
servers via two Juniper/NetScreen Firewalls,
We started with 20 connections and expanded
to 40, 60, 80 and 100 connections respectively.
The first experiment used the legacy cyclic
algorithm and the second experiment used our
proposcd algorithm. After we switched off one
firewall . the results of cacly experiment are
shown n Figure 4,56 and 7.

st | EIR(TCP/P)|
I
] Completed reasosions i

e

|
|

5

|
|
|

Figure 5 Legacy algorithm with TFTP
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Figure 7 Proposed algorithm with TETP

With our proposed algorithm after. we
switched off one firewall |, all connections
were still progress until they finished but with
legacy algorithm the connection failed 50%.

7. CONCLUSION
The proposed algorithm will allow the
Firewall Load balancer to provide the lossless

high availability to the multi-vendor stateful |

firewalls. With the proposed algorithm, dead
connections in a failing firewall will be
allowed to run in the other vendor stateful
firewall by no need to recreate the connection
for retransmitting the packets again.
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