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ABSTRACT

Wireless sensor networks (WSN) have received a lot of attention recently due to their
enormous potential in  different applications. Many applications in WSN require time
synchronization. Timing-sync Protocol for Sensor Networks (TPSN) can synchronize a pair of
neighboring motes to an average synchronization error less than 20 ps. Also providing network-
wide time synchronization in a sensor network by a pair wise synchronization performed along
the edges of a hierarchical structure. However, the drawback of TPSN is cumulative
synchronization error that will be highly influenced by delays during synchronization along multi-
hops. When the error of each pair synchronized nodes is strongly affected by clock drift from
inside node. In.practical, node can have a bad clock (we called Fault Clock Node or FCN). For
example when node has low power energy the node’s clock may work abnormally, which could
cause high synchronization error and create mores time error along multi-hops tree.

In this research work, we  died factors of synchronization error and present fault-
tolerant time-synchronization protocol for wireless sensor network (FTTS-WSN) which works in
a way similar to NTP. The protocol is able to detect itself node in hierarchical tree by a statistic
method, then modified existing TPSN to avoid of FCN. Our simulation results show that the
average synchronization error using the proposed protocol is 1-2%, 4-6% and 4-6% less than
TPSN shortest tree fashion (parent selection algorithm by shortest level), in case of FCN has
clock drift rate x3, X6 and xio times of normal drift rate respectively and amount of FCN is 5-
30% from total-nodes. Also the average synchronization error less than 18-19%, 20-23% and 21-
23% compared with TPSN traditional (parent selection algorithm by randomize).
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Abstract- wireless sensor networks (WSN) have received a lot
attention recently due to their enormous potential in different
Aplications. Many applications in WSN require time
nchronization among all the sensor nodes. However, ill practice,
;twork do normally have some abnormal nodes (we called Fault
lock Node or FCN), which could cause high synchronization
Tor. this paper, we present a light-weight fault-tolerant time
nchronization protocol (l.iFTiS) which works in a way similar
mNTP. The protocol is aware of FCN and is able to detect its
lildren ill hierarchical tree. We also propose a light-weight
gorithm for selecting the best parent. Our simulation results
low that the average synchronization error using the proposed
rotocol is 5-31 % less than the existing algorithms e.g. TPSN etc.

eyword: wireless sensor networks, time synchronization,
mlt-tolerance.

t. INTRODUCTION

Time synchronization is a critical part of infrastructure for
ly distributed system. Especially, distributed wireless sensor
etworks make extensive use of synchronized time: for
sample, to integrate a time-series of proximity detection into
slocity estimate; to measure the time-of-travel of sound for
icalizing its source; to distribute a beamforming array; or to
jppress redundant message by recognizing that they are
uplicates of the same event detected by difference sensors. In
ddition to these domain-specific requirements, sensor network
aplications often rely on synchronization as typical
istributed systems do: for secure cryptographic schemes,
oordination of future action, ordering logged events during
[stem debugging, etc.

A. General clock definition [8]

Nearly all computing machines have a circuit for keeping
ack of time. Despite the widespread use of the word clock to
‘fer to these devices, is timer more meaningful the way they
‘ork. An electronic timer is a precisely tooled quartz crystal,
ypical crystal oscillators are accurate of the order of one part
1 lo4to 106 (+40 p.p.m ) [4] - that is, two nodes’ clocks will
ave a maximum drift 4-5 / or approximately 20 ms/hr. The
kew is the frequency difference between nodes. It will cause
Ifference in actual time between them, which is called offset.

B. Terms in time synchronization [8]

Accuracy refers to how well the maintained time is true to a
tandard time. To synchronize time means to set their time at a

975-1-4244-2858-8/08/525.00 ©2008 IEEE

particular epoch to be exactly the same. After time
synchronization, remain a tiny drift error accumulates which is
referred as synchronization error (SE).

¢ Performance metricsfor time synchronization

Two significant metrics to evaluate time synchronization
protocol are average synchronization error (ASE) and
transmission overhead (TX messages). ASE is an average of
time synchronization errors that still remain after time
synchronization of all nodes in the network. Most time
synchronization protocols will try to improve ASE ie.
reducing it. The second metric is the communication messages
created for time synchronization which causes an overhead. A
lot of transmission messages cause reduction in node life time.

D. Sources ofaverage synchronization error

Sources of ASE in wireless sensor networks can be divided
into two. First source of error is the synchronization error (SE)
between a pair of nodes.- . Ganeriwal et al. [I] proposed
TPSN and proved that two factors towards the synchronization
error are the uncertainty in communication delay and the drift
between the Iocal clocks ofE{alr nodes, expressed as SUC +PUC
+ RUC + RD. Here SUC, RUC, pIK and RD stand for the
uncertainty at sender, at receiver, |n propagation time and the
relative drift between two nodes respectively. The second
source error is the accumulated synchronization error through
the synchronization procedure, typically increase with more
hop counts [2], [3]-

E. Sensor nodes with abnormal orfault clock

A wireless sensor networks is typically made up of
numerous sensors which have different clock accuracies. Notes
abnormal clock behavior having high skew error are referred
asfault clock node (FCN). The high skew error in clock maybe
caused with due to hardware error or harsh environment such
as temperature, poor battery condition and shock at the time of
installation efc.

The hierarchical infrastructure is composed of parent nodes
and child nodes. When a child selects FCN to be its parent, we
refer this parent node as bad parent node (BPN). Any child
node synchronized with BPN is referred as inherited bad
parent node (IBPN). Additionally, any child node that inherit
from IBPN isalso called IBPN.

F. Significance ofbeing aware ofBPN/IBPN
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Total node synchronized

= 1 ERAH(SCRA+ E£Ab)+SErx+(SErc+ SEly))
4
= (17 +(17 + 17) + 17 +(17 + 17))/4

= 25.5 MS = 47 MS

Figure 1: Significant of Awareness and avoidance SPN/IBPN.

Total node synchronized
~(SEra;\ 2ratStab) +SErx+(SErx+SEx\))

= (17 + (17 + 17) + 60 + (60 + 17))/4

ASE = (SEra+ SEm+ SErx+ SEry)
Tota( node synchronized
~ ( Era+(SEra+SEas) +SErx +(5/Lat+S7Yhr
4
= (17 +(L7 + L7)+ 60+ (17 + L7+[7))/4

= 40.5 MS

(a) General case, (b) BPN/IBPN is cause to increase ASE, compared to

general case, (c) Aware and avoid BPN/IBPN can reduce ASE, eventually a new path may longer than old path.

First we will give two assumptions about FCN. (I)The FCN
RPN s identified by itself (2) All clock nodes have been
ifting in the same direction and error was a deterministic
lantity. Let us explain why we should avoid BPN and IBPN.
gure 1shows a WSNs topology. Node R this topology is
e root node. A. B, X, and Y try to synchronize time with R or

, own parent. Bidirectional arrows represent message
xhanges for offset and propagation delay estimation,
ssides, Dashed  line  represents  possible alternate

immunication paths. We assign SEJ as synchronization error
(tween node (and nodej. TPSN [1] was able to synchronize a
lir of nodes to an average accuracy of 17 ps. The
nchronization error would accumulate as hop count along
e synchronization path increases in multi-hop wireless sensor
twork. As in figure 1(a), if SEfot ~ 17 ps, then SEsy = (SEux
SEXr) = (17 + 17)» M ps.

Approximate of ASE for this network is the summation of
1 accumulated synchronization errors from every pair of
Jdes divided by the total node synchronized in the network.

shown in figure |, ASE is (SE™.,+ SERB+ SE/ork SE/tr) [ w-1;
hen =5, figure 1(a) show approximate ASE is 25.5 psec.
| figure | (b) node X was identified to be BPN and has
Inchronization error with its parent = 60 ps. Although all
tother nodes still have synchronization error at = 17 ps, the
SE in this case was increased to 47 ps, because of BPN
Inchronization errors and IBPN accumulated synchronization
Tors.  the worst case, when all the child nodes synchronize
ith BPN or IBPN, the approximate ASE would be very high.
1 figure 1(c), we show that if Y simply chooses B as parent
istead of X, the ASE will be reduced from 47 ps to 40.5 ps.

[ this paper, we propose a new time synchronization
Igorithm and protocol that can reduce ASE when FCN exists
1the network. Our method avoid BPN/IBPN by addition of a
ght-weight best parent selection algorithm, without increasing
verhead to the system. Only a small retransmission overhead
;needed when collision or lost reply occur. The results from
mulation show that our proposed protocol has ASE lower
lan several, existing time-synchronization protocols.

The rest of this paper is organized as follows. Section 2
discusses the motivation and related research in this area. Il
section 3, we describe our contributions and explain the
proposed algorithm. Section 4 includes the performance
evaluation of the proposed method. Finally, we conclude this
paper and describe our future work in section 5.

. RELATED WORKS

J. Elson et al. [5] propose Reference Broadcast
Synchronization (RBS). It is a ‘Receiver to Receiver’ model,
which synchronizes a group of receivers. Main idea is to
remove the uncertainty from sender side with explicit
broadcast manner synchronization error and to estimate the
clock drift of nodes with linear regression. . Ganeriwal et al.
[1], [9] propose Timing-sync Protocol for Sensor Networks
(TPSN) which is ‘Sender to Receiver’ model. A pair of nodes
exchange time message for calculating its offset. TPSN proved
that its accuracy from time synchronization is half compared to
RBS [5], but it must do timestamp at MAC layer when sending
a message. Ff. Kim et al. [2] propose a Cluster-based
Hierarchical Time Synchronization protocol (CUTS) by
clustering the network to decrease the hop count along the
synchronization path. . Hwang et al. [3] proposed a Reliable
Time Synchronization Protocol (RTSP) by maintaining and
updating information of candidate parent nodes. These two
papers propose methodologies to create hierarchical tree with
lower depth. Their experimental results show reduction ol
average synchronization error when tree depth is reduced.

HI. IDEA & PROPOSED ALGORITHM

A ldea

We supposed that if the wireless sensor network have the
knowledge of FCN or BPN, the system can maintain BPN and
IBPN states along the network. Consequently, nodes can
choose its best parent from its candidate parent nodes for
constructing hierarchical tree. Eventually, if the system can not
completely avoid IBPN, selecting the IBPN at the lowest level
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Fori=1 To A REPLY (number of parent candidate
received) DO

If NOT ((candidatefij.state = = BPN) OR
(candidatefij.state  (BPN))
(candidate[i],level is lowest)
first choice <r candidatefij’,

LI YA

Else
second_choice <r candidate[ij;
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Endif

Else It (candidatefij.stale is lowest inherit level)
third choice  candidatefij;

s -l Lyb"oer ol

Else
last_choice c- candidatefij; is last choice to be the
parent;
wit;ljUICL |, , hl-l mi. rev .1
I_ongest - Il to m |-V m V P REVE VAR 4
Endif
IggFfor .
hen\ *a.. . mu ow V'V . v

- 10 Pttt
Parent ID <rf|rst ch0|ce orsecond ch0|ce or
third_choice or lasl choice respectively;

Figure 3: A light-weight select best parent algorithm (LiF 1iS).

value equal or more than | received from the parent
candidates, then any child node can aware of BPN/IBPN and
avoid it. Therefore in this example, Y will choose B as its
parent node. Although in situations where BPN/IBPN cannot
be avoided, the shortest path to root node or lowest LV/BIL
value would still be a better choice. Finally every child node
will identify its parent node (Parent 1D) and construct the tree.
Figure 3 is the pseudo code for light-weight best parent
selection algorithm.
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New pérent connection,

V. CONCLUSIONS AND FUTURE WORKS

his paper, we proposed a fime synchronization, protoco
and a ongn% Qrchprsgw re ot FCN}an da avoh F A
prarent nodes an Inherite bad parent no es [t 15 based on
PSN protacol. The gr%oose algorithm_has lower. %verage
nchronrtatron err?( pared 10" the exrstrng algorithms, “at
tecost1 Very sma rlfreas In overheaq mf A0ES.

fhe future, we wi &) ore simu atro 0n various
soenarios. We also consider modifying our algorithm to work



en when parent do not identify Itself as FCN, so that time
nchronization works even if it is under attack.
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