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ABSTRACT

This project is concerned development of a wireless invader alert system for
home security. A sensor PIR-is used as detector for human invader movement unit. A

MQ-7, a smoke sensor,is also-included for detecting smokes as fire alarming unit. The
™

sensor units are based on the Nede MCU ' for connecting to a server via the wi-fi
network. . When an_invading object is detected, the alertinginformation will

automatically send to the user when any detector unit is activated via a web server.
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2.6 Network Platform for Internet of Everything

NETPIE(Network Platform for Internet of Everything) @ cloud platform ﬁg}ﬂ
ponuUUasitauty  iilesuaeliiAnnsdeansseninsgunsaiviathingsluiadets loT
Tneilusglovidotinfmuinazgnaimnssulve 817 NETPIE 9aelvigunsalanansnneiulelag
Q’ﬁﬁumlﬂﬁmﬁ’\na:iwqﬂﬂizﬁﬁu%sagﬁlmﬂz\ﬂuué physical uay logical #iBau NETPIE
library Wndalugunsad NETPIE wSumhiiguaniaifeuseliieuunlaiigunsaifuszeglu
wseterinladnunele wiowinssviuedeuiheluagladimunanunsadatymnaulalu
nMsagdosnaanuuunsidniegunsaiainssezlng (remote access) MeATuuULALTIY
msl4 fixedpublic IP wianswa port forwarding luisivinesuienisdedluamedeurudlv
u3n15dynamic DNS %aﬁqwuﬂﬁauﬁﬂﬂuddamu.asamm’mﬁwsjwaaiswlmﬁmwhﬁ”'u
NETPIE  gahelinmsdusuldnudululnsislasniseeniuulvgunsalgnfunuuasidng
USnslaednludf  (automaticdiscovery, plug “and play) NETPIE gneenuwuulvi
authorization/accesscontrol Tusgau fine erain

nanfeiaamsaseniuulfesimuemy - Adaliaviaeduddadslaiians
isli-iedlaluniseruniedsudeyauazdvsnd oz oy wilaviogniinoeunield
Foululafusy NETPIERanYnenssifucloudathaiaiilunnqssiuressyuy viliin
mmﬁﬂwjuuasmﬁaaﬁaqﬂumwmUﬁauaﬂmﬂ‘ﬁ lugasaqdagnaaniuuliinanunenain
fuiieliAnanaz loose coupling wagdpasiuse3nis asynchronousmessaging ¥7e
Ifunamosuilreliability.  geannsadilulddiuasfnnndeiiulaing Farfugiannll
Sulugesinatumsvengsftesulnaniiiuduluszuusndely uenanimauamaszdn
NETPIE library “Tuguuuu open-source iinWananansahluuiudssrelinseiuang
goamsldaulaodalanalihlldludwndsd e lnsuamanSaiiagliian community ¥
srnswiuinufegenadl s untdiivInTs loT vedlne”
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3.2 Block diagram
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3.4 n151@eulusunsy

Foulusunsuuy Arduino IDE Tagldnnwn Co+ udavhnasings Wanunsolday
Tuga ESP8266 1¢ itedannslyi Node McU viwniiidu ladiouduasyinnisdsdioyaszwing
ladlaus Nu @5nes veus Weulusunsuli

3.5 N1599NLUULNaII8 N
dmsulniaesly Power Bank Tunisaelwliiu Node MCU wag MQ-7 H1ude
Micro Usb 5V, 1A wagaulnaisvun 9V arelwWliiu PIR

3.6 N1SANAIUDSA Node MCU Tvidrunsaldsrunuluswunsy Arduino IDE

191707130 1vnan Lay fnnalUsinsy Arduino IDE

2. 17 Menu Fite > Preferences

_may26a | Ardune 164
fe) Edit Sketch. Tools Help . - ]
New: Cerl-N
QOpen. Ceri=0
Sketchbook »
Examples 3 Y
Close Crlew Ve 3
f Save ctil-5
H Save As.. Ctil+Shift S,
Upload Cul-U AN
Upload Using Programmer Ctrl+ Shift«U |
i Page Setup. Cerl=Shifte®
| Prot Crrl-P
|| | Peererences Crrl+Camma ||
;\ Quit CuI‘Q_
vl
n
f

gﬂﬁ 3.5 U7 Menu File > Preferences
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3. 1d URL >> aslu Addition Board Manager URLs: ﬁaﬁ udnm OK
http://arduino.esp8266.com/stable/package esp8266com _index.json

|| Sketchbook location: L

| €1 \Users\stk\Documents \Arduina  Browse ] f
Editor language: | System Defauit ~ | (requires restart of Arduino)
Editor font size: 12 | {requires restart of Arduina)

Show verbose output during: [ | compilation [ upload
Compiler warnings: [ None

[¥] Display line numbers

[#] verify code after upload

[7] Use external editor

[«] Check for updates on startup

[¥] Update sketch files to new extension on save (.pde -> .ino)
[7] Automatically associate .ino files with Arduing

[#] Save when verifying or uploading

Proxy Settings

Server (HTTP): Port (HTTP): 8080
Server: (HTTPS) Port (HTTPS): 8443 | h
| Paseword: [ N

Addunnd Boards Manager URLs: htw I;’udu-no espa,ss cnmlnadtane =-pa"sscm4 I

TR I T
c: uws\smuppo-uvznmwm 15\preferences. txt
1 Brduing s Mot running)

5'----'-—

(e ) @fﬂ

5UTl 3.6 14 URL 5> el Addition Board Manager URLs

u

4. WU7i Menu Tools >3 Boar: "sxxooec”. >> Board Manager... 1590 Type I Contributed
U7 ESP8266 uagnm Install

tch ﬁ Help

I Auto Format Crl+T
Archive Sketch

426 §  Boards Manager..
| FixEncoding & Reload -

stul ) . ) Arduino AVR Boards
e Serial Monitor Ctrl+Shift+M )
ko) Arduino Yin

Board: "Arduino Uno" 1 @ Arduino Uno

Port Arduino Duemilanove or Diecimila
ap Arduino Nano
. Programmer P —
i

Burn Bootloader rauino iega oriege

— Arduino Mega ADK

'51J 3.7 Menu Tools >> Boar:"xxxxxx” >> Board Manager

YU
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& a8 -l 1% EY v . 1 W e i b 1
5. SoAnMe ESP8266 tasasausasndn Ttalusunsy Arduino IDE fau waldutaduunlug
A . & TR < » 5
waalusunsy Arduino IDE Junnluy Tdnluf Menu Tools >> Board:”xooocx” 9
WU 3 Menu msuldonldau ESP8266 U Arduino IDE Yuynlidenldauuainsu

n [Took] Help
Auto Format Ctrle T
Archive Sketch

} Fix Encoding & Reload

Boaids Manager...
Arduino AVR Board
@  Arduino Yin
Arduwino Uno
Arduino Duemilanove or Diecimila
Arduino Nano

Arduino Megaor Mega 2560
Arduina Mega ADK

Arduino Leonarde

Arduno Micro

Arduine Esplora l
Arduino Ming

Arduino Ethemnet

Asdune Fio

Arduinc BT

LityPad Arduino USB.

LityPad Arduing

Arduing Pro or Pro Mini

Arduing NG or older

Asduine Robot Control

Arduine Robot Moter

ESPE2 toduie

Genenc ESP266 Module
OlimexMOD- WIFI-ESP8266(-DEY)
NodeMCU (ESPIG6 ESP-12 Module)

sU 3.8 Fonl#u ESP8266 U Arduino IDE



NNINAADILLASHANTINNE D

UNN 4

4.1 N1SNAAITASTEZIIINITVDUTULYDS PIR

18

& A ° a @ ¢
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PIR

E‘Uﬁ 4.1 HanIsNAARIIANIILEL YDA PIR

9@

0 23 45 135 157 180
5YHYATIAU(
0.5 Non-Alert |Alert Alert Alert Alert Non-Alert
1 Non-Alert |Alert Alert Alert Alert Non-Alert
1.5 Non-Alert [Alert Alert Alert Alert Non-Alert
2 Non-Alert [Alert Alert Alert Alert Non-Alert
2.5 Non-Alert |Alert Alert Alert Alert Non-Alert
3 Non-Alkert [Non-Alert |Non-Alert |Non-Alert |Non-Alert [Non-Alert

A15197 4.1 NaN1IVAaYInnITEeEYad PIR
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Voltage(V) I1(Ix) 12(1x) I3(1x) Avg
0.65 489 479 475 481.00
0.87 488 468 465 473.67
1.10 469 468 448 461.67
1,32 459 460 457 458.67
1.55 449 451 429 443.00
1.77 462 452 426 446.67
2.00 438 429 416 427.67
2.23 448 419 408 425.00

A1579% 4.2 A151UT U B UATY DA LATINRAZAIAURNAN SN MQ-7 dale

Lux Meter
Crunchy ByteBox
(34

e N

@QQ@

1,165 150l

Faaiwlausou Tudng (LX)
wianstaninviou (FC)

Settings i
g =% forlslwi

- Android 2.2 (Froyo) is no longer supported -
* Recording function: record illuminance and

yARoaIuoU
415,900, * ER

g‘l.lﬁ 4.6 Apps Lux Meter
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Statement

This manual copyright belongs to Zhengzhou Winsen Electronics Technology Co., LTD. Without the
written permission, any part of this manual shall not be copied, translated, stored in database or
retrieval system, also can’t spread through electronic, copying, record ways.

Thanks for purchasing our product. In order to let customers use it better and reduce the faults
caused by misuse, please read the manual carefully and operate it correctly in accordance with the
instructions. If users disobey the terms or remove, disassemble, change the components inside of
the sensor, we shall not be responsible for the loss.

The specific such as color, appearance, sizes &etc, please in kind prevail.

We are devoting ourselves to products development and technical innovation, so we reserve the
right to improve the products without notice. Please confirm it is the valid version before using this
manual. At the same time, users’ comments on optimized using way are welcome.

Please keep the manual properly, in order to get help if you have questions during the usage in the

future.

Zhengzhou Winsen Electronics Technology CO., LTD
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MQ-7 Semiconductor Sensor for Carbon Monoxide

Profile

Sensitive material of MQ-7 gas sensor is SnO, which
with lower conductivity in clean air. It make detection
by method of cycle high and low temperature, and
detect CO at low temperature(heated by 1.5V).The
sensor’s conductivity gets higher along with the CO
gas concentration rising. At high temperature(heated
by 5.0V),it cleans the other gases adsorbed at low

temperature. Users can convert the change of

conductivity to correspond output signal of gas
concentration through a simple cireuit.
Features

It has good sensitivity to carbon monoxide in wide range, and has advantages such as long lifespan, low
cost and simple drive circuit &etc.

Main Applications
It is widely used in domestic CO gas leakage alarm, industrial CO gas alarm and portable CO gas detector.

Technical Parameters Stable.1
Model MQ-7 L
Sensor Type Semiconductor
Standard Encapsulation Plastic cap Ll
o
Target Gas carbon monoxide =
Detection range 10~500ppm CO
!
Loop Voltage Ve <10v DC
5.0V£0.1V AC or DC (High tem.)
Heater Voltage Vi
Standard Circuit 1.5V+0.1V AC or DC (Low tem.)
[ ]
Conditions 60 5+1S (Hightem.),
Heater Time T,
90 5+1S (Low tem.)
Load Resistance Ry Adjustable
Heater Resistance Ry 290+30 (room tem.)
éensor-character Heater consumption Py <900mWwW
under standard Sensitivity S Rs(in air)/Rs(in 150ppm CO)z5
test conditions Output Voltage Vs 2.5V~4.3V (in 150ppm CO)
Concentration Slope a <0.6(R300ppm/Rsoppm CO)
Tem. Humidity 20°C+2C; 55%+5%RH
Ve:5.0V+0.1V;
Standard test
Standard test circuit Vy (Hightem.): 5.0V+0.1V;:
conditions .
Vy (Lowtem.): 1.5V+0.1V Figl.Sensor Structure
Preheat time Over 48 hours Unit: mm

NOTE: Output voltage (Vs) is Vg in test environment.

Tel: 86-371-67169097/67169670  Fax: 86-371-60932988 Email: sales@winsensor.com
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Basic Circuit

Vi AC or DC Vi

High voltage and| AC or
low voltage ch {Ew
can switch PR BT 4

Vi

Ve
DC 5V 5NN

+0.1V

Fig2. MQ-7 Test Circuit

Instructions: The above fig is the basic test circuit of MQ-7.The sensor requires two voltage inputs: heater
voltage (Vy,) and circuit voltage(Ve). Vy is used to supply standard working temperature to the sensor and it
can adopt DC or AC power. For this madel sensor, V}; should be at 1.5V 0.1V low voltage when detect CO
while should be at 5V=40.1V at non detection status(resuming period). Vg, is the voltage of load
resistance R, which is in series with sensor. Vc supplies the detect voltage to load resistance R, and it

should adopts DC power.

Description of Sensor Characters

19
A
i .y, —— GOMFE
i
L > 4 —5— DARE

ot iy

. . . . l
10 100 sr (ppm) 00 10000 20 -0 0 1w 10 0™ 4 0T

—m= || Hi

001

Fig3.Typical Sensitivity Curve

The ordinate is resistance ratio of the sensor (Rs/Rg), the

Fig4.Typical temperature/humidity characteristics

The ordinate is resistance ratio of the sensor (Rs/Rso).Rs

abscissa is concentration of gases. Rs means resistance in ; : :
. means resistance of sensor in 150ppm CO gas under different

target gas with different concentration, R, means . ) .
B E g tem. and humidity. Rso means resistance of the sensor in

resistance of sensor in clean air. All tests finished .
are nini 150ppm CO gas under 20°C/55%RH.

under standard test conditions.

Tel: 86-371-67169097/67169670 Fax: 86-371-60932988 Email: sales@winsensor.com
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45 - 3 i
| 44 //—""'— N : lsopm_-ﬁ—:k&;—. {RL=4. 7E)
35 : : 150ppm CO gas (RL=4.7k)
| / L : Upp
i | 1 z
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Fig5.Sensitity Curve Figh.Responce and Resume

Fig5 shows the Vg in CO gas with different concentration. Fig5 shows the changing of Vg in the process of putting

The resistance load R, is 4.7 KQ and the test is finished in the sefsor into target gas and removing it out.

standard test conditions.

5 =
e 3 —— N— . . ——— - LEL N T FLV. V. A0 RS WIS - Y — S -k I—
% 25 = -
i —¢—150ppm—E LR (RL=4.7K)
p . 150ppm COgas (RL=4.7k)
1 5 — = = L LA i | ——— —— . - wasl'. — . BE— -] - et c—
" . -9 L § . o
OS S— ——— I il T | SIS 1. L . S—— - il - —— — —e e S—
0 T T T
0 200 400 500 800 1000 1200 1400 1600

A\ N7 AS X)L TS5 S N / A

Fig7.long-term Stability

Test is finished in standard test conditions, the abscissa is observing time and the ordinate is Vg,.

Cautions
1 .Following conditions must be prohibited
1.1 Exposed to organic silicon steam

Sensing material will lose sensitivity and never recover if the sensor absorbs organic silicon steam.
Sensors must avoid exposing to silicon bond, fixature, silicon latex, putty or plastic contain silicon
environment.

1.2 High Corrosive gas

If the sensors are exposed to high concentration corrosive gas (such as H.,S, SO,, Cl,, HCI etc.), it will
not only result in corrosion of sensors structure, also it cause sincere sensitivity attenuation.

1.3 Alkali, Alkali metals salt, halogen pollution

The sensors performance will be changed badly if sensors be sprayed polluted by alkali metals salt

Tel: 86-371-67169097/67169670  Fax: 86-371-60932988 Email: sales@winsensor.com
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especially brine, or be exposed to halogen such as fluorine.

1.4 Touch water
Sensitivity of the sensors will be reduced when spattered or dipped in water.

1.5 Freezing
Do avoid icing on sensor’s surface, otherwise sensing material will be broken and lost sensitivity.

1.6 Applied higher voltage

Applied voltage on sensor should not be higher than stipulated value, even if the sensor is not
physically damaged or broken, it causes down-line or heater damaged, and bring on sensors’
sensitivity characteristic changed badly.

1.7 Voltage on wrong pins 1 6
For 6 pins sensor, Pin 2&5 is heating electrodes, Pin (1,3)/(4,6) are testing
electrodes (Pin 1 connects with Pin 3, while Pin 4 connects with Pin 6).If :
apply voltage on Pin 1&3 or 4&6, it will make lead broken; and no signal 3 4
putout if apply on pins 2&4.

Fig8. Lead sketch

2 .Following conditions must be avoided
2.1 Water Condensation
Indoor conditions, slight water condensation will influence sensors’ performance lightly. However, if
water condensation on sensors surface and keep a certain period, sensors’ sensitive will be decreased.
2.2 Used in high gas concentration
No matter the sensor is electrified or not, if it is placed in high gas concentration for long time, sensors
characteristic will be affected. If lighter gas sprays the sensor, it will cause extremely damage.
2.3 Long time storage
The sensors resistance will drift reversibly if it’s stored for long time without electrify, this drift is
related with storage conditions. Sensors should be stored in airproof bag without volatile silicon
compound. For the sensors with long time storage but no electrify, they need long galvanical aging
time for stability before using. The suggested aging time as follow:

Stable2.
Storage Time Suggested aging time
Less than one month No less than 48 hours
1~ 6 months No less than 72 hours
More than six months No less than 168 hours

2.4 Long time exposed to adverse environment
No matter the sensors electrified or not, if exposed to adverse environment for long time, such as high
humidity, high temperature, or high pollution etc., it will influence the sensors’ performance badly.
2.5 Vibration
Continual vibration will result in sensors down-lead response then break. In transportation or
assembling line, pneumatic screwdriver/ultrasonic welding machine can lead this vibration.
2.6 Concussion
If sensors meet strong concussion, it may lead its lead wire disconnected.
2.7 Usage Conditions
2.7.1For sensor, handmade welding is optimal way. The welding conditions as follow:

@®  Soldering flux: Rosin soldering flux contains least chlorine
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® homothermal soldering iron
® Temperature: 250C
® Time: lessthan 3 seconds
2.7.1If users choose wave-soldering, the following conditions should be obey:
Soldering flux: Rosin soldering flux contains least chlorine
Speed: 1-2 Meter/ Minute
Warm-up temperature: 100+20°C
Welding temperature: 250+10°C
One time pass wave crest welding machine

If disobey the above using terms, sensors sensitivity will reduce.
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HC-SR501 PIR MOTION DETECTOR

Product Discription

HC-SR501 is based on infrared technology, automatic control module, using Germany imported LHI778 probe design. high sensitivity. high
reliability, ultra-low-voltage operating mode, widely used in various auto-sensing electrical equipment. especially for battery-powered automatic
controlled products.

Specification:

- Voltage 5V - 20V
Power Consumption. 65mA
TTL output' 3.3V, OV
Delay time; Adjustable (.3->5min)
Lock time: 0.2 sec
Trigger methods' L - disable repeat trigger. H enable repeat trigger
Sensing range less than 120 degree, within 7 meters
Temperature: — 15 ~ +70
Dimension 32*24 mm, distancebetween screw 28mm, M2: Lens dimension in diametér 23mm

Application:

Automatically sensing light for Floor, bathreom, basement, porch, warehouse. Garage elc, ventilator. alarm, ete.

Features:

Automatic induction' to enter the sensing range of the output1s high, the person leaves the sensing range of the.automatic delay off high

output low

Photosensitive control (optional, not factory-set) can be set photesensitive control. day or ight intensity without.induction.

Temperature compensation (optional factory reset) In the summer when the ambient temperature risesto 30 * C'to 32 ° C the detection

distance is slightly shorter, temperature compensation can be used for performance compensation.

Triggered in two ways: (jumper selectable)
non-repeatable trigger. the sensor output high. the delay time 15 over, the output is autematically changed from high level to low level
repeatable trigger- the sensor output high' the delay period, if there Is human activity.in its sensing range. the output will always remain
high until the pecple left after the delay will be high level goes low {sensor module detects a ime delay period will be automatically
extended every human activity. and the starting point for the defay time-to the: last event of the time).

With inductien blocking time the default setting: 2.5s blocked time) sensor module afler each sensor-output (high inta low) followed by a

blockade set period of time, during this Uime period sensor does not accept any sensor signal. This feature can be achieved sensor output

time “and” blogking time “interval between the work ¢an be-applied to interval detection products’ This function can inhibit a variety of

interference in the process of load switching. (This ime can be set atzero seconds - afew tens of seconds)

Wide operating voltage range’ default voltage DC4.5V-20V.

Micropower consumption static eurrent <50 micreamps, particularly suitable for battery-powered automatic control products.

Qutput high signal easy to achieve docking with.the varjous types of circuit

Adjustment:

Adjust the distance potentiometer clockwise rotation, increased sensing distance (about 7. metérs). on the contrary, the sensing distance
decreases (about 3 meters).
Adjust the delay potentiometer clockwise rotation sensor the delay lengthened (300S). on the contrary, shorten the induction delay (5S).

Instructions for use:

Sensor module is powered up after a minute, in this initialization time intervals during this module will output 0-3 times, a minute later enters
the standby state
Should try to avoid the lights and other sources of interference close direct module surface of the lens. in order to avoid the introduction of
interference signal malfunction. environment should avoid the wind flow. the wind will cause interference on the sensor.
Sensor module with dual probe, the probe window is rectangular, dual (A B) in both ends of the longitudinal direction
s0 when the human body from left to right or right to left through the infrared spectrum to reach dual time, distance difference. the greater
the difference. the mare sensitive the sensor,
when the human body from the front to the probe or from top to bottom or from bottom to top on the direction traveled. double detects
changes in the distance of less than infrared spectroscopy, no difference value the sensor insensitive or does not work,
The dual direction of sensor should be installed parallel as far as possible in inline with human movement. In order to increase the sensor
angle range, the module using a circular lens also makes the probe surrounded induction, but the left and right sides still up and down in
both directions sensing range, sensitivity, still need to try to install the above requirements.
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1 working voltage range :DC 4.5-20V

2 Quiescent Current :50uA

3 high output level 3.3 V/Low OV

4, Trigger L trigger can not be repeated / H repeated trigger
5. circuit board dimensions :32 * 24 mm

6. maximum 110 ° angle sensor

7.7 m maximum sensing distance

Product Type HC--SR501 Body Sensor Module

Operating Voltage Range | 5-20VDC

Quiescent Current <50uA

Level output High 3.3 V /Low 0V

Trigger L can not be repeated trigger/H can be repeated 1riggef(DefauIt repeated trigger)
Delay time 5-300S( adjustable) Range (approximately .3Sec -5Min)

Block time 2.5S(default)Can be made a range(0.xx to tens of seconds

Board Dimensions 32mm*24mm

Angle Sensor <110 ° cone angle .
Operation Temp. -15-+70 degrees

Lens size sensor Diameter:23mm(Default)

Application scope

*Security products

*Body induction toys

*Body induction lamps

«Industrial automation control etc

Pyroelectric infrared switch is a passive infrared switch which consists of BISS0001 pyroelectric infrared sensors and a few external components. It can at
open all kinds of equipments, inculding incandescent lamp, fluorescent lamp, intercom, automatic, electric fan, dryer and automatic washing machine, etc.
It is widely used in enterprises, hotels, stores, and corridor and other sensitive area for automatical lamplight, lighting and alarm system.

Instructions

Induction module needs a minute or so to initialize. During initializing time, it will output 0-3 times. One minute later it comes into standby.

Keep the surface of the lens from close lighting source and wind, which will introduce interference.

Induction module has double -probe whose window is rectangle. The two sub-prabe (A and B) is located at the two ends of rectangle. When human body r
to right, or from right to left, Time for IR to reach to reach the two sub-probes differs. The lager the time diffference is, the more sensitive this module is. Wh
body moves face-to probe, or up to down, or down to up, there is no time difference. So it does not work. So instal the madule in the direction in which mos
activities behaves, to guarantee the induction of human by dual sub-probes. In order to increase the induction range, this module uses round lens which cz
from all direction. However, induction from right or left is more sensitivity than from up or down.
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