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Abstract

Cyber Security War game is a system that uses the vulnerabilities in a system for
generating content in the game and then publish it to players. In this game, the players could
be a person who don’thave network security backeround. Computer security has increasingly
become an important issue. Protecting a computer system from all intrusion attempt is virtually
impossible.The alternative is to identify components of the system with the highest probability
of being hacked. The administrator can then closely monitor the most vulnerable components
and decrease the risk of being compromised. This project consists of three parts -- the input,
the game and the report. The input takes attack graphs from vulnerability assessment tools. The
game then generates a scenario map for a turn-based strategy game from the attack graph. After
the players playedthe game,the administrator can inspect the statistical report, such as path
probability, sequence, attack type, etc. in order to identify the components that need to be

monitored and protected.
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Path Summary

Name Hits Avg. Hits AV AC AU Al ] Cl

Scan 6 03 Remote Med 1 None Partial Partial

CSRF 7 0.35 Remote High 2+ Complete Partial Partial
SQL Injection 7 0.35 Remote Med 1+ Partial Cemplete Partial

Waypoint Summary

Waypoint ID Play by Turn Score Status
1 iyochan32 35 7850 Win
1 vincerio 40 7350 Win
1 HANAHANA 17 25650 Playing
1 miyuki69 8 1200 Retired
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End-game POST wgAUUANTUABUNSIAUTRIIAY WavaTUIHlauaUIULEN
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Details

serviceName: ssh
Hits per play: 1.75
Average CI: 0.57
Average Al: 0.57
Average II: 0.57
Max Cl: 2

Max Al: 2

Max II: 2
Host machine:
172.17.0.11
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