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ABSTRACT 

Adaptive Intrusion Detection System (IDS) is a class of IDS that 

uses observed flows behaviors to detect malicious activities – 

usually with the aids of machine learning techniques. Most 

researches in this field focus on which features to be used or 

which classification methods to be employed. However, none 

have studied the impact of number of opted features on the 

accuracies of the anomaly detection or the smallest set of features 

that should be employed. This paper attempts to address these 

issues. We have applied feature selection algorithm, ReliefF [1] 

on NSL-KDD dataset [2] to select 10 most discriminative features 

out of 41 features. Then several machine learning algorithms are 

employed to classify normal and anomaly flows (both binary and 

multiple classes) using different set of features, each with 

different sizes. Experiment results show that >95% accuracies can 

be achieved with only 4-5 features and accuracy does not improve 

significantly after 6-7 features. We have also compared our results 

with other works and show that our work yields better results 

using the lower or the same number of features.   

CCS Concepts 
Security and privacy➝Intrusion detection systems • Security 

and privacy➝Artificial immune systems. 

Keywords 

Network traffic; NSL-KDD; intrusion detection system; machine 

learning; feature selection. 

1. INTRODUCTION 
Nowadays, computer networks, especially the Internet, play a vital 

role in every business and everyone’s lives. All kinds of data or 

transactions are stored or conducted online. Protecting those data 

and transactions as well as network infrastructures from 

unauthorized persons or malicious activities is thus a very 

important and tedious task. One of the most widely-used tools to 

help detecting such malicious activities is Intrusion Detection 

System (IDS). Traditionally, an IDS detects malicious activities 

by scrutinizing network connections or “flows” that are coming in 

or going out from the networks. If a flow contains known or pre-

programmed signatures, it will be marked as malicious or threats. 

Signatures could be known strings, binary sequences or behaviors.  

With precise signatures, the IDS can classify flows into exact 

services or protocols. However, the signatures must be specified 

and pre-programmed into the IDS beforehand. Thus, such method 

may not be able to detect unknown malicious flows. 

To address such shortcomings, a new class of IDS is introduced 

[3]. Such IDSs do not rely on known, predefined signatures, but 

rather on observed flow behaviors. We call them Behavior-based 

IDS or B-IDS. B-IDS observes flow characteristics or “features” 

such as number of simultaneous connections from or to the same 

hosts, average sizes of packets, flow lengths, etc. to classify 

whether the observed flows are malicious. One can also classify 

them into normal and anomaly, where anomaly could be 

malicious flows or “unsure” ones. It is left to the network 

administrator to further scrutinize the anomaly flows whether they 

are threats or not. IDSs that classify flows into such classes are 

called anomaly-based IDS [4]. Furthermore, flows can also be 

classified into set of services or protocols similar to signature-

based IDS as well.  

Behavior-based IDS can be divided into three main categories 

statistical-based, knowledge-based and machine learning-based 

[4]. Statistical-based systems capture and profile flow 

characteristics using stochastic processes. Knowledge-based 

system employs pre-defined set of rules to analyze the flow 

behaviors. Machine learning-based methods employ machine 

learning algorithms to learn and capture characteristics of 

different types of flows without human intervention. This adaptive 

ability allows them to learn unseen behaviors and classify 

unknown flows. Due to their adaptiveness, various machine 

learning-based IDSs have been introduced [4-10]. They have also 

been thoroughly evaluated and compared [4, 8-10]. Numerous 

kinds of features have also been studied and evaluated – either by 

measuring the accuracies of the classifiers employing different 

sets of features or using feature selection algorithms to measure 

their discriminability [4, 8-10].  

However, to the best of our knowledge, a study of relationship 

between number of features and classification accuracy is still 

missing. Without such knowledge, we might waste time 

computing too many features without improving any accuracy. In 

this regard, we would also like to know what the minimal set of 

features that yield desired classification performance is.  

To address those questions, we select top 10 most discriminative 

features from the total of 41 features. Then, we further sort and 

group them into 10 different feature sets, each containing 1 to 10 

features. Each set is used to build several flow classifiers using 

several machine learning algorithms, resulting in several 

classifiers corresponding to different feature sets and learning 
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algorithms. Impact of the sizes of the feature sets on the 

classification accuracies can be later analyzed. 

Machine learning algorithms considered in this paper includes J48, 

a decision tree algorithm [11], a rule- induction learner [12], 

Naïve Bayes, a classifier based on Bayesian method [13], 

Backpropagation-based Artificial Neural Network (ANN) [14] 

and Support-Vector Machine (SVM) [15]. To evaluate the 

performance of the learning algorithms, we extract 41 features 

from the flows in NSL-KDD dataset [2]. Then, a feature selection 

algorithm called ReliefF [1] is employed to select 10 best features 

according to their discriminability. The performances of the 

classifiers are evaluated on binary-class scenario (normal and 

anomaly) and multi-class scenario (normal and four attack types). 

Experiment results show that >95% accuracies can be achieved 

with only 4-5 features and accuracies improve only slightly after 

6-7 features. We have also compared our results with other 

adaptive IDSs that employ the same set of features and dataset. 

The remaining parts of the paper is organized as follows: In 

Section 2, previous and related works are described. Section 3 

provides descriptions the dataset, the feature selection algorithm 

and the machine learning approaches. Section 4 describes 

experiment process and methodology, followed by results analysis 

in Section 5. Section 6 concludes the paper. 

2. PREVIOUS WORKS 
In 2003, Early et al. employs machine learning techniques to 

classify flows into different network services. Statistics related to 

TCP flags are used as features [16]. Benferhat and Tabia proposed 

a combination of classifier decision tree and Naïve Bayes for 

anomaly-based IDS and re-analyzed the output results of the 

hybrid approach [17]. Pardhan employed two machine learning 

algorithms SVM and ANN to classify network traffic into 7 

classes: FTP, WWW, P2P, NetBIOS, DNS, Mail, and Telnet [7]. 

Pervez and Fraid presented a combination approach of intrusion 

classification on multi-class NSL-KDD dataset by employing 

feature selection and SVM. They have evaluated their method on 

feature sets of different sizes; 3, 36, and 41 features. Accuracies 

obtained from aforementioned feature sets are 91%, 99% and 99%, 

respectively [8]. Although they have evaluated their classifier on 

different feature sets, the number of features in each set is still too 

broad and only one machine learning algorithm is employed. 

Ingre and Yadav conducted a study of an adaptive IDS using 

ANN on NSL-KDD dataset. Their method yields 81.2% 

classification accuracy when using 29 features and evaluated 

against binary-class dataset. On multi-class dataset, their method 

achieved 79.9% accuracy with 41 features [9]. Yan proposed to 

integrate the entropy theory and SVM to detect network anomaly 

traffic. He employed six features including source IP, destination 

IP, source port, destination port, packet size, and packet type [10]. 

A network traffic classification method using the principle 

component analysis (PCA) technique together with six machine 

learning algorithms including Naïve Bayes, Decision Tree, 1-

Nearest Neighbor (NN), Random Forest, SVM and H2O (deep 

learning) was proposed by Miao et al. [18]. They also analyzed its 

performance based on two metrics including overall accuracy and 

F-measure. Boger et al. employed K-mean, an unsupervised 

machine learning algorithm, to classify network traffic into five 

clusters. Their dataset was obtained from the National Collegiate 

Cybersecurity Defense Competition (NCCDC) [19]. 

Frank carried out a survey of Artificial Intelligence methods 

which was used in anomaly-based IDS system [5]. He also 

presented a use case of feature selection to improve the 

performance classification of network traffic. In [4], Garcia-

Teodoro et al., conducted a review of the several anomaly-based 

IDS and discussed challenges and solutions to large-scale 

anomaly-based IDS deployment. 

Even though various researches on behavior-based intrusion 

detection are conducted, most of the works attempted to find the 

most effective features and classification methods. None has 

thoroughly investigated the relationship between number of 

features and classification accuracy. Using as many features as 

possible may not always improve the classification accuracy. 

Computational power and time would also be wasted. To address 

this issue, in this paper, the effect of number of features on the 

classification accuracy is examined. We will show that with 

properly selected set of features, combining with appropriate 

leaning methods, high classification accuracy can be achieved. 

3. PRELIMINARIES AND DATA 

ANALYSIS 
In the following, we will show whether the number of features 

used to build classifiers has any effect on the flow identification 

performance. We will also show what the smallest feature sets that 

yield certain accuracies are. We will start by describing and 

analyzing our datasets, features, feature selection and machine 

learning algorithms considered in our experiments. Then we will 

move on to our methodology, experiment settings and results in 

the next section. 

3.1 Dataset 
The dataset used in our experiments is called NSL-KDD [2], 

which is stemmed from DARPA’98 [6] packet traces. The 

DARPA’98 is consists of 4 gigabytes of compressed raw tcpdump 

traces captured by MIT Lincoln Laboratories. Total capturing time 

is seven weeks. The traces contain 5 million flows, each with 

around 100 bytes. During the Third International Knowledge 

Discovery and Data Mining Tool competition, a new dataset is 

extracted from original DARPA’98 traces to be used as a 

benchmark dataset. This new dataset is called KDD’99. Each flow 

in the dataset is labeled with a class and represented by 41 

features. In 2009, the dataset is revised and refined by Tavallaee et 

al. [2] to remove redundant instances and the instances whose 

features are missing. This refined dataset is called NSL-KDD. It is 

currently employed by many, e.g., [8] [9], as benchmark dataset. 

It is thus employed in our experiment as well. 

NSL-KDD dataset contains 148,517 flow instances, available in 

both binary-class and multi-class variants. For binary-class variant, 

the flows are labeled as normal or anomaly. For multi-class 

variant, the flows are labeled as normal or different type of attacks. 

The attacks, are shown in Table 1, are categorized into four 

groups as follows: 

Denial of Service (DoS): A kind of attack such that the attacker 

tries to exhaust the network resources or services of the target 

system, e.g. land, smurf, udpstorm. 

User to Root (U2R): The attacker attempts to gain access to the 

system as a normal users, then exploit the vulnerabilities of 

systems to gain access as super users, e.g. bufferoverflow, 

sqlattack, rootkit. 

Remote to Local (R2L): Such attack occurs when the attacker 

remotely send packets to the target machine trying to exploit 

vulnerabilities to gain access to the machine, e.g. ftp_write, 

snmpgetattack, xsnoop. 
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Probing (Probe): The attacker attempts to scan on the target 

systems and looks for weakness or vulnerabilities e.g. mscan, 

portsweep, nmap.  

 

Table 1. Attacks contained in NSL-KDD taken from [6] 

DoS  U2R R2L Probe 

pod 

land 

back 

smurf 

apache2 

teardrop 

neptune 

udpstorm 

mailbomb 

processtabl

e 

 

ps 

perl 

worm 

xterm 

rootkit 

sqlattack 

loadmodule 

snmpguess 

bufferoverflow 

 

phf 

spy 

imap 

xlock 

named 

xsnoop 

sendmail 

multihop 

ftp_write 

httptunnel 

warezclient 

warezmaster 

guesspasswd 

snmpgetattack 

nmap 

mscan 

saint 

satan 

ipsweep 

portsweep 

 

Number of instances of each class are shown in Table 2 and 3. 

 

Table 2. NSL-KDD in binary class 

Class  # Instances 

Normal 77,054 

Anomaly 71,463 

Total 148,517 

 

Table 3. NSL-KDD in multi-class 

Class  # Instances 

Normal 77,054 

DoS 53,385 

U2R 252 

R2L 3,749 

Probe 14,077 

Total 148,517 

3.2 Features 
Instances in NSL-KDD have the same 41 features as those in 

KDD’99. The features can be categorized into three following 

groups: 

Basic TCP/IP features: the individual TCP/IP connection.  

Content features: the content of individual connection is suggested 

by domain knowledge. 

Traffic features: is computed using a two-second time window in 

a certain of traffic connection. 

Table 4 provides short descriptions of all features. 

 

Table 4. Features description taken from [6] 

Features Description 

1. Basic TCP/IP features 

duration duration of connection 

protocol_type connection protocol (e.g. tcp, upd) 

service destination service (e.g. http, ftp, ssh) 

flag flag state of connection (e.g. syn, rej) 

src_bytes bytes sent from src to dst 

dst_bytes bytes sent from dst to src 

Features Description 

land 
1 if connection from the same 

host/port; 0 otherwise 

wrong_fragement number of wrong framgements 

urgent number of urgent packets 

2. Content features 

hot number of “hot” indicators 

num_failed_logins number of failed logins 

logged_in 
1 if successfully logged in, 0 

otherwise 

num_compromised number of “compromised” conditions 

root_shell 1 if root shell is obtained, 0 otherwise 

su_attempted 
1 if “su root” command attempted, 0 

otherwise 

num_root number of “root” access 

num_file_creations number of file creation operations 

num_shells number of shell prompts 

num_access_files 
number of operations on access 

control files 

num_outbound_cmd

s 

number of outbound commands in the 

ftp session  

is_hot_login 
1 if the login belongs to the “hot” list, 

0 otherwise 

is_guest_login 
1 if the login is a “guest” login, 0 

otherwise 

3. Traffic features 

count 

number of connections to the same 

host as the current connection in the 

past two-second 

srv_count 

number of connections to the same 

service as the current connection in 

the past two-second 

serror_rate 
% of connections that have “syn” 

error 

srv_serror_rate 
% of connections that have “syn” 

error 

rerror_rate % of connections that have “rej” error 

srv_rerror_rate % of connections that have “rej” error 

same_srv_rate % of connections to the same service 

diff_srv_rate % of connections to the diff service 

srv_diff_host_rate % of connections to the diff host 

dst_host_count 
count of connections having same 

destination host 

dst_host_srv_count 

count of connections having same 

destination host and using same 

service 

dst_host_same_srv_

rate 

% of connections having the same 

destination host and using the same 

service 

dst_host_diff_srv_ra

te 

% of different services on the current 

host 

dst_host_same_src_

port_rate 

% of connections to the current host 

having the same source port 

dst_host_ 

srv_diff_host_rate 

% of connections to the same service 

coming from different hosts 

dst_host_ serror_rate 
% of connections to the current host 

that have an “S0” error 

dst_host_ 

srv_serror_rate 

% of connections to the current host 

and specified service that have the 

“S0” error 

dst_host_ rerror_rate % of connections to the current host 
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Features Description 

that have the “rst” error 

dst_host_ 

srv_rerror_rate 

% of connections to the current host 

and specified service that have the 

“rst” error 

 

3.3 Feature Selection 
Machine learning algorithms identify flow types based on their 

characteristics or features. However, some features are redundant, 

not discriminative or do not work well with other features. Thus, 

simply adding features into consideration might not always yield 

better classification accuracy. Thus, finding the smallest set of 

features is essential. This is the goal of feature selection 

algorithms. Kira and Rendell proposed a feature selection 

algorithm called Relief on instance-based learning to update 

feature weight [20]. Relief selected feature sets based on a 

statistical method that does not rely on heuristics search. The 

complexity run-time is only linear time in the number of given 

features and the number of training data. However, it works only 

binary-class problem, limiting its uses. ReliefF, an extension to 

Relief that is applicable on multi-class problems is later proposed 

by Kononenko in [1]. It was one of the most popular feature 

selection algorithm [21] and due to its high performance [24]. 

Therefore, it is used in our experiments, to select most 

discriminative sets of features.  

The algorithm ranks the features according to their relevance 

score. The score of a feature is calculated from distances of 

instances within the same class and between different classes 

considering the feature. 

3.4 Machine Learning Algorithms 
Machine learning algorithms allow computer to learn relevant 

concepts without being preprogrammed. They can be divided into 

supervised and unsupervised approaches. On the one hand, 

supervised approaches predefine labels or classes to which the 

instances will be classified into.  On the other hand, unsupervised 

approaches let the machine define the classes by itself. In this 

paper, we focus only on supervised algorithms as the classes of 

the flows have already been defined. Five supervised machine 

learning algorithms are considered in our experiments: 

1) J48: A decision tree algorithm written in Java as part of 

WEKA machine learning framework [22]. It is a variant of C4.5 

decision tree algorithm proposed by Quinlan [11]. The algorithm 

is based on the concept of statistical property called information 

gain that measures how well a given feature separates the training 

examples with respect to the target class [23].  

2) JRip: An implementation of rule-learning algorithm 

called Repeated Incremental Pruning to Produce Error Reduction 

(RIPPER) [12]. RIPPER is an optimized version of incremental 

reduced error pruning (IREP) which is proposed by William W. 

Cohen. The concept of the algorithm is to generate the 

classification rule sets and prune their conditions to reduce 

classification errors and improve rules coverage [22].  

3) Naïve Bayes (NB): A classification algorithm that 

computes probability of an instance belonging to each class based 

on Bayes probability theorem [13]. The instance is classified into 

the class that is most probable. Despite its simplicity, NB provides 

the competitive results comparing to other complex learning 

algorithms [23].   

4) Artificial Neural Network (ANN): A computational 

learning method that replicated the nature of human brain known 

as neurons network [14]. Typical ANN is a graph of nodes, 

consists of three common elements [23]: 

a. Activation function that transforms neuron’s net input 

signal into a single output signal. The function resides in a 

computation “node”. 

b. Network topology that dictates the structure of neurons 

network, such as number of input nodes, hidden (middle) layers, 

output nodes and how the nodes are connected. 

c. Training algorithm specifies how weight of the input signal 

is set and updated. 

5) Support Vector Machine (SVM): A machine learning 

algorithm for classification problem which is based on statistical 

learning theory [15]. The background concept of SVM is to find a 

hyper plane with maximum margin to separate the data. In linear 

separable data, the hyper plane is a line. In, non-linear separable 

data hyper plane is a plane. Kernel trick [23] is applied to map 

data into higher dimensional. Well-known kernels are:   

a. Linear kernel 

b. Polynomial kernel  

c. Sigmoid kernel 

d. Gaussian RBF kernel 

4. EXPERIMENT SETTINGS 
The goal of this study is to find out whether only a few features 

are enough to identify which flows are anomaly or threats. We 

also investigate what is the smallest set of features that yield 

desired performance.  

As mentioned earlier, the dataset used in our experiments, NSL-

KDD, labels the instances in the dataset in two schemes: binary 

class and multi-class. To keep our experiment results comparable 

to other works, we will keep the original flow labels provided in 

NSL-KDD. Our experiments are conducted as follows. First, we 

will employ ReliefF to select the 10 best features out of 41 

features provided in NSL-KDD. Then we assign features into 10 

sets, each set consists of 1 best features, 2 best features, to all 10 

best features. Table 5 shows the best 10 features sorted by their 

ranks and the feature sets in which they are assigned to (marked 

with X).  

 

Table 5. List of features selected by ReliefF 

Rank and selected features Feature sets 

Rank Feature 1 2 3 4 5 6 7 8 9 10 

1st   service X X X X X X X X X X 

2nd   same_srv_rate  X X X X X X X X X 

3rd  dst_host_ serror_rate   X X X X X X X X 

4th  dst_host_count    X X X X X X X 

5th  count     X X X X X X 

6th  flag      X X X X X 

7th  dst_host_srv_count       X X X X 

8th  dst_host_diff_srv_rate        X X X 

9th  dst_host_ rerror_rate         X X 

10th  dst_host_ srv_serror_rate          X 

 

Then we evaluate all learning algorithms mentioned in Section 3 

using all feature sets to see how the feature set sizes affect the 

performance of the classifiers. To evaluate each algorithm, we 

divide 50% of our dataset and use as training set while keeping 

the other half as test sets. Each learning algorithm is training using 

the training set. The learner yielded by the learning algorithm is 

then used to classify the instances on the test set. Performance of 

the classifier is determined by the ratio of correctly classified 
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instances against all instances. The evaluations are performed in 

both binary and multi-class scenarios. 

Our experiments, including feature selection, learning and 

classification operations, are conducted on WEKA, a machine 

learning framework and toolset, version 3.8.1 [23]. The 

underlying hardware is Apple iMac Intel Core i5 with 4GB of 

RAM running MacOS 10.12 64-bit as operating system. 

5. RESULTS AND DISSCUSSION 
In this section, results of both binary and multi-class experiments 

are reported and analyzed. The comparisons between results of 

our proposed method and those of the previous works are also 

presented. 

5.1 Binary Class 
As shown in Table 6, J48, Naïve Bayes and ANN achieve 90% 

accuracy using only one feature, with SVM follows close behind 

at 89.9%. Accuracies of almost all classifiers, except Naïve Bayes, 

increase proportional to number of employed features. However, 

starting from 7 features, the accuracies of all classifiers do not 

increase significantly anymore. No algorithms can gain any 

improvements after 9 features. ANN’s accuracy even drops after 9 

features. Figure 1 provides a chart showing accuracies of each 

algorithm against number of features used. The highest 

performance each classifier can achieve along with corresponding 

number of features are listed below:  

• J48:  98.7% using 9 features. 

• JRip:  98.2% using 9 features.  

• NB:  92.9% using 3 features. 

• ANN:  96.6% using 9 features. 

• SVM:  94.3% using 9 features. 

Although J48 shows the best performance in our experiments, the 

performances other learning algorithms are not far behind. Both 

J48 and JRip show more than 98% correctness while ANN 

achieve more than 96%. It is also interesting to note that 

accuracies of Naïve Bayes are getting worse after 3 features. We 

believe this is because the selected features are not correlating to 

each other, resulting in inconsistent probability values. 

Table 6. Accuracy rate in binary class. The highest 

performance of each learning algorithm is marked in bold 

 Classifiers 

Feature set J48 JRip NB ANN SVM 

1 
90.0% 74.8% 90.0% 90.0% 89.9% 

2 
93.7% 92.8% 92.7% 93.6% 92.5% 

3 
94.3% 93.2% 92.9% 94.0% 93.0% 

4 
95.4% 94.6% 91.8% 94.8% 93.0% 

5 
96.6% 95.6% 91.6% 95.3% 93.5% 

6 
97.3% 96.4% 90.2% 92.9% 94.2% 

7 
98.0% 97.2% 90.3% 95.7% 94.2% 

8 
98.2% 97.9% 89.6% 95.9% 94.2% 

 Classifiers 

Feature set J48 JRip NB ANN SVM 

9 
98.7% 98.2% 89.8% 96.6% 94.3% 

10 
98.7% 98.2% 89.6% 96.5% 94.3% 

 

 
Figure 1. Accuracy rates line graph in binary class. 

 

5.2 Multi-Class 
Similar to binary class scenario, all algorithms except Naïve 

Bayes show performance gain when using more features. 

However, in multi-class case, only J48 gains more than 90% with 

two features followed by JRip and ANN with three features. After 

6 features, no algorithm shows significant improvement. 

Interestingly, Naïve Bayes manages to hold around 88-90% after 

just two features. J48: subset features 9 and 10 provide 98.6%. 

The following summarizes the highest accuracy of each learning 

algorithm and corresponding number of features. Detailed 

classification accuracies are shown in Table 7. Figure 2 displays a 

chart showing accuracies of each algorithm against number of 

features used. 

• J48:  98.6% using 9 features. 

• JRip:  98.4% using 9 features. 

• NB:  90.8% using 6 features. 

• ANN:  97.1% using 8 features. 

• SVM:  93.7% using 10 features. 

Our experiments show that certain accuracy can be achieved only 

small set of features. In case of binary class, 90% correctness can 

be obtained using only one feature. In the multi-class case, where 

four kinds of attacks are classified separately, 90% correctness 

can be obtained with only two features. More importantly, in both 

cases, adding more features into consideration would yield better 

performances up to a certain point. Thus, it is safe to say that by 

selecting a proper set of features (that could be very small) and 

learning algorithm, one can achieve desired classification 

performance without wasting computational effort to process non-

discriminative features. In some cases, adding more features 

might even lead to inferior results. 
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Table 7. Accuracy rate in multi-class. The highest 

performance of each learning algorithm is marked in bold 

 Classifiers 

Feature set J48 JRip NB ANN SVM 

1 84.1% 83.3% 84.1% 84.1% 84.1% 

2 90.5% 88.9% 89.3% 89.9% 88.7% 

3 92.1% 90.2% 88.1% 91.5% 89.3% 

4 93.6% 91.8% 90.0% 92.6% 89.4% 

5 95.6% 94.7% 90.3% 94.4% 89.9% 

6 96.8% 95.7% 90.8% 95.3% 91.7% 

7 97.6% 97.2% 89.2% 96.2% 92.3% 

8 98.0% 97.7% 88.9% 97.1% 93.4% 

9 98.6% 98.4% 89.0% 97.1% 93.6% 

10 98.6% 98.4% 89.0% 96.9% 93.7% 

 

Figure 2. Accuracy rates line graph in multi-class. 

 

This also holds true when comparing our results with previous 

works. As shown in Table 8, if J48 is employed as the learning 

algorithm, our method outperforms other works using only 3 

features. It is also important to note that  [8] and [9] used ~80% of 

the data as training set and only 20% as test set (as specified by 

[2]) while we use only 50% as training set. Their methodologies 

should yield better results than ours as they use more data to train 

the classifier. Yet, it is not the case. 

 

Table 8. Accuracies of our method compared to others 
 

Employed 
Classifier 

Number 
of 

features 

Accuracy 

(binary 

class) 

Accuracy 

(multi-

class) 

Pervez and 
Fraid [8] 

SVM 3 N/A 91.01% 

Ingre and 
Yadav [9] 

ANN 29 81.2% 79.9% 

Our 
Method 

J48 3 94.3% 92.1% 

6. CONCLUSION 
In this paper, we employ ReliefF, a feature selection algorithm, to 

select 10 most discriminative features from total of 41 features. 

Then, several machine learning algorithms, namely J48, JRip, NB, 

ANN, and SVM, are used to build classifiers using different sets 

of features each with different sizes. Experiments conducted on 

NSL-KDD dataset show that 90% classification accuracies can be 

achieved using only one and two features in binary and multi-

class scenarios, respectively. Performances of all classifiers, 

except Naïve Bayes, improve when proportional to the numbers of 

features used. However, in both binary class and multi-class cases, 

the accuracies do not significantly improve after 6-7 features and 

stop improving entirely after 9 features. Thus, we believe that 

large number of features are not necessary, only a few features 

with high discriminability are sufficient.  

To the best of our knowledge, investigations on the effect of the 

sizes of feature sets and classification accuracies similar to ours 

have never been carried out before in the literature. We believe 

that our works would lead to more efficient intrusion detection 

system and be beneficial in related areas especially behavior-

based IDS, malicious flows detection or traffic classification. In 

any case, despite promising results, there are still rooms for 

improvements. Our future work will include the impact of the 

sizes of feature sets on the unsupervised machine learning 

approaches. We will extend our analysis on other datasets as well. 

7. ACKNOWLEDGMENTS 
This study was supported by International College of King 

Mongkut’s Institute of Technology Ladkrabang, Thailand. We 

would like thanks to our college and colleague who greatly 

assisted this research work. 

8. REFERENCES 
[1] Kononenko, I. Estimating attributes: Analysis and extensions 

of RELIEF. Springer Berlin Heidelberg, City, 1994. 

[2] Tavallaee, M., Bagheri, E., Lu, W. and Ghorbani, A. A. A 

detailed analysis of the KDD CUP 99 data set. City, 2009. 

[3] Anantavrasilp, I. and Scholer, T. Automatic flow 

classification using machine learning. City, 2007. 

[4] García-Teodoro, P., Díaz-Verdejo, J., Maciá-Fernández, G. 

and Vázquez, E. Anomaly-based network intrusion detection: 

Techniques, systems and challenges. Computers & Security, 

28, 1 (2009/02/01/ 2009), 18-28. 

[5] Frank, J. Artificial Intelligence and Intrusion Detection: 

Current and Future Directions, 1995. 

[6] Stolfo, S. J., Wei, F., Wenke, L., Prodromidis, A. and Chan, 

P. K. Cost-based modeling for fraud and intrusion detection: 

results from the JAM project. City, 2000. 

[7] Pradhan, A. Network Traffic Classification using Support 

Vector Machine and Artificial Neural Network, 2011. 

[8] Pervez, M. S. and Farid, D. M. Feature selection and 

intrusion classification in NSL-KDD cup 99 dataset 

employing SVMs. City, 2014. 

[9] Ingre, B. and Yadav, A. Performance analysis of NSL-KDD 

dataset using ANN. City, 2015. 

[10] Yan, G. Network Anomaly Traffic Detection Method Based 

on Support Vector Machine. City, 2016. 

[11] Quinlan, J. R. C4.5: programs for machine learning. Morgan 

Kaufmann Publishers Inc., 1993. 

[12] Cohen, W. W. Fast effective rule induction. City, 1995. 

[13] John, G. H. and Langley, P. Estimating continuous 

distributions in Bayesian classifiers. Morgan Kaufmann 

Publishers Inc., City, 1995. 

[14] Lippmann, R. An introduction to computing with neural nets. 

IEEE ASSP Magazine, 4, 2 (1987), 4-22. 

83

This material is reserved for educational use only, not allowed for commercial use. 

Forbidden to modify the content, and cite the document when use. 



[15] Hearst, M. A., Dumais, S. T., Osuna, E., Platt, J. and 

Scholkopf, B. Support vector machines. IEEE Intelligent 

Systems and their Applications, 13, 4 (1998), 18-28. 

[16] Early, J. P., Brodley, C. E. and Rosenberg, C. Behavioral 

authentication of server flows. City, 2003. 

[17] Benferhat, S. and Tabia, K. On the combination of naive 

Bayes and decision trees for intrusion detection. City, 2005. 

[18] Miao, Y., Ruan, Z., Pan, L., Zhang, J., Xiang, Y. and Wang, 

Y. Comprehensive Analysis of Network Traffic Data. City, 

2016. 

[19] Boger, M., Liu, T., Ratliff, J., Nick, W., Yuan, X. and 

Esterline, A. Network traffic classification for security 

analysis. City, 2016. 

[20] Kira, K. and Rendell, L. A. The feature selection problem: 

traditional methods and a new algorithm. In Proceedings of 

the Proceedings of the tenth national conference on Artificial 

intelligence (San Jose, California, 1992). AAAI Press, [insert 

City of Publication],[insert 1992 of Publication].  

[21] Howcroft, J. Evaluation of Wearable Sensors as an Older 

Adult Fall Risk Assessment Tool. UWSpace, 2016. 

[22] Witten, I. H., Frank, E., Hall, M. A. and Pal, C. J. Data 

mining: practical machine learning tools and techniques 

(2017). 

[23] Lesmeister, C. Mastering machine learning with R: master 

machine learning techniques with R to deliver insights for 

complex projects (2015). 

[24] Zhang, M. and Sawchuk, A. A. A feature selection-based 

framework for human activity recognition using wearable 

multimodal sensors. In Proceedings of the Proceedings of the 

6th International Conference on Body Area Networks 

(Beijing, China, 2011).

 

84

This material is reserved for educational use only, not allowed for commercial use. 

Forbidden to modify the content, and cite the document when use. 



Presented by: Yoekleng Kuy (59610057)

Supervisor: Dr. Isara Anantavrasilp

A Study on the Effects of Minimal Sizes of Feature 
Sets on Intrusion Detection Performances

Master Thesis

King Mongkut’s Institute of Technology 
Ladkrabang,

International College

July 17, 2018

This material is reserved for educational use only, not allowed for commercial use. 

Forbidden to modify the content, and cite the document when use. 



Outline
1

v Introduction

v Related Works

v Methodology

v Experimental Setup 

v Results

v Conclusion

This material is reserved for educational use only, not allowed for commercial use. 

Forbidden to modify the content, and cite the document when use. 



Introduction
2

v Background

v Problem Statement

v Objective

This material is reserved for educational use only, not allowed for commercial use. 

Forbidden to modify the content, and cite the document when use. 



Background
3
• Computer networks or the Internet are quite important for all 

organizations i.e. university  

• There are large amounts of transaction data are generated 

across the networks

• Thus, safeguarding computer networks is a vital task

• The transaction data are known as “connection flows” or 

“flows”

• A “flow” can be classified into: 

§ normal: is a normal user activity

§ anomaly: is a malicious or an unsure flow
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Background
4

• Intrusion detection systems (IDS) are used to monitor on host or 

network for malicious flows

• Detection Methods:

§ Signature-based: uses pre-define rules or signatures 

§ Behavior-based: observes flow characteristics or “features” by 

employing machine learning algorithms 
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Problem Statement
5

• While, behavior-based IDS could use machine learning to 

classify malicious flows or threats based on “features”

• However, the mechanism of malicious threats are sophisticated 

to evade themselves from the detection mechanism 

• And, searching for a proper set of features and robust classifiers 

are still the concerning problems for detection performance of 

behavior-based IDS
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Objective
6

• The goal of our work is to find out what is the smallest set 

of features that should be employed to classify flows and 

robust classifier are revealed as well
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Related Works
7

Previous	works Proposed	Methods Classes
Early	et	al.,	2003 Decision	tree	(C5.0) HTTP,	FTP,	SMTP,	SSH	

and	Telnet
Benferhat and	Tabia,	
2005	

Decision	tree	and	Naïve	
Bayes

Normal,	DoS,	U2R,	
R2L	and	Probe

Pradhan,	2011 SVM	and	Back-
propagation	ANN

FTP,	WWW,	P2P,	
NetBIOS,	DNS,	Mail	
and	Telnet

Pervez	and	Fraid,	2014 Feature	selection	and	
SVM

Normal,	DoS,	U2R,	
R2L	and	Probe

Ingre and	Yadav,	2015 Back-propagation	ANN Normal,	DoS,	U2R,	
R2L	and	Probe
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Methodology
8

• The components of our proposed method consists of:

§ Dataset

§ Feature Selection

§ Feature Combination

§ Learners

§ Classifiers

§ Results

Dataset

Feature Selection

Feature Combination

Learners

Classifiers

Results
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Dataset
9

• Dataset: KDD [Tavallaee, 2009] is 

the benchmark intrusion detection 

dataset which are derived from 

DAPAR’98 packet traces 

• KDD contains 41 features and 

labeled with five classes

Class #	Instances
Normal 77,054
DoS 53,385
U2R 252
R2L 3,749
Probe 14,077
Total 148,517
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Feature Selection
10

• ReliefF [Kononenko,1994], feature selection ranks and elects 

the best 10 features out of 41 features in KDD dataset

• ReliefF algorithm attempts to compute and rank the weights of 

features according to their relevance score

• The score of a feature is calculated from the distances of 

instances within the same class and between different classes 

on considering feature
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Feature Combination
11

• After, feature selection is used to elect the 10 most relevant 

features 

• Then, we apply the feature combination function which is 

represented by this formula:

𝐶 𝑛, 𝑘 = &!
(! &)( !

																									(1)

• Where, 

• 𝑛	𝑖𝑠	𝑡ℎ𝑒	𝑡𝑜𝑡𝑎𝑙	𝑛𝑢𝑚𝑏𝑒𝑟	𝑜𝑓	𝑓𝑒𝑎𝑡𝑢𝑟𝑒	𝑛 = 10

• 𝑘	𝑖𝑠	𝑐𝑜𝑚𝑏𝑖𝑛𝑎𝑡𝑖𝑜𝑛	𝑓𝑒𝑎𝑡𝑢𝑟𝑒	𝑠𝑒𝑡	1 ≤ 𝑘 ≤ 𝑛	
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Machine Learning Algorithms
12

• Five supervised machine learning algorithms are employed 

namely:

§ Decision tree (J48) [Quinlan,1993] 

§ Sequential rule covering (JRip) [Cohen, 1995]

§ Naïve Bayes (NB) [John and Langley,1995]

§ Back-propagation artificial neural network (ANN) 

[Lippmann, 1987]

§ Support vector machines (SVM) [Hearst et al., 1998]
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Performance Measurement
13

• The performance of all classifiers are examined based on 

classification accuracy rate

• The accuracy can compute by this equation:

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝑇𝑁 + 𝐹𝑁										 2
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Experimental Setup 
14

• First, we employed ReliefF to select 10 best features out of 41 

features in KDD dataset

• Then, we process to sort the most discriminative 10 features 

along with classes and save it into new dataset

• Subsequently, that new dataset is divided into the other 1023 

subsets by applying the feature combination function
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Experimental Setup 
15

Feature Description
1.	service destination	service	i.e.	http,	ftp
2.	same_srv_rate %	of	connections	to	the	same	service
3.	dst_host_serror_rate %	of	connections	to	the	destination	host	

that	have	an	“S0”	error
4.	dst_host_count count of	connections	having	same	

destination	host
5.	count # of	connections	to	the	same	host	as	

current	connection	in	the	past	two-second
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Experimental Setup 
16

Feature Description
6.	flag Flag	state	of	connection	i.e.	S0,	RST
7. dst_host_srv_count count	of	connections	having	same	

destination	host	and	using	same	service
8.	dst_host_diff_srv_rate %	of	different services	on	the	current	host
9.	dst_host_rerror_rate %	of	connections	to	the	destination	host	

that	have	the	“RST”	error
10.	dst_host_srv_serror_rate % of	connections	to	the	destination	host	

and	specified	service	that	have	the	“S0”	
error
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Experimental Setup
17

• After that, decision tree (J48), sequential rule covering (JRip), 

Naïve Bayes (NB), back-propagation artificial neural network 

(ANN), and support vector machines (SVM) are employed

• We divide 50% of each subset and use as training set while 

keeping the other half as test set

• All classifiers built the classification models on the training set 

and evaluate on the test set.
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Experimental Setup
18

• Each classifier performance is measured based on 

classification accuracy rate

• Last, the experimental results are collected and analyzed. 

• Our experiments were conducted on WEKA experimenter 

version 3.8.2 [Witten et al., 2017]
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Results
19

• In the experimental results, 

§ First, we tried to identify the most discriminative set of 

features at each combination. 

§ Then, we arrange each most discriminative set of 

features along with each accuracy rate for all classifiers 

into one table

§ Last, we analyze and compare to find the best performance 

classifier

This material is reserved for educational use only, not allowed for commercial use. 

Forbidden to modify the content, and cite the document when use. 



Results
20
• The combination set of one feature, the most discriminative 

feature is {service}

Set of Feature J48 JRip NB ANN SVM
{service} 84.09 83.10 84.09 84.05 84.09
{flag} 82.58 82.27 82.58 82.54 82.58
{count} 78.02 77.26 77.92 77.57 76.81
{same_srv_rate} 82.02 81.96 82.02 81.60 80.31
{dst_host_count} 65.76 65.76 65.76 65.31 62.70
{dst_host_srv_count} 77.73 76.61 77.67 77.27 73.38
{dst_host_diff_srv_rate} 80.35 80.32 80.17 79.27 79.00
{dst_host_serror_rate} 76.74 76.61 76.72 76.67 75.62
{dst_host_srv_serror_rate} 76.11 76.11 76.09 76.10 76.03
{dst_host_rerror_rate} 60.05 59.27 59.91 59.05 57.14
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Results
21

• The combination set of two features, the most discriminative 

feature set is {service, flag} 

• The combination set of three features, the most discriminative 

feature set is {service, flag, dst_host_diff_srv_rate}

Set of Feature J48 JRip NB ANN SVM
{service, flag} 91.28 89.09 89.86 91.12 90.97
{service, dst_host_diff_srv_rate} 91.63 89.93 87.09 90.50 87.14

Set of Feature J48 JRip NB ANN SVM
{service, flag, dst_host_diff_srv_rate} 94.99 94.45 89.96 94.50 92.50
{service, count, dst_host_diff_srv_rate} 95.02 93.66 89.09 92.96 88.89
{service, dst_host_srv_serror_rate,
dst_host_rerror_rate} 93.35 92.27 90.91 91.81 89.53
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Results
22

• The combination set of four features

• The combination set of five features 

Set of Feature J48 JRip NB ANN SVM
{service, flag, 
dst_host_diff_srv_rate,
dst_host_count} 96.33 95.52 90.52 95.65 92.72

Set of Feature J48 JRip NB ANN SVM
{service, flag, dst_host_count,
dst_host_srv_count, 
dst_host_diff_srv_rate} 97.23 96.75 88.71 96.40 93.19
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Results
23

• The combination set of six features

Set of Feature J48 JRip NB ANN SVM
{service, flag, dst_host_count,
dst_host_srv_count, 
dst_host_diff_srv_rate,
dst_host_rerror_rate} 98.19 97.75 88.91 96.82 93.50

Set of Feature J48 JRip NB ANN SVM
{service, flag, count, 
dst_host_count,
dst_host_srv_count, 
dst_host_diff_srv_rate,
dst_host_rerror_rate} 98.52 98.11 90.13 96.74 93.41

• The combination set of seven features
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Results
24

• The combination set of eight features

Set of Feature J48 JRip NB ANN SVM
{service, flag, count, 
dst_host_count,
dst_host_srv_count, 
dst_host_diff_srv_rate,
dst_host_serror_rate, 
dst_host_rerror_rate} 98.56 98.35 89.63 96.75 93.53
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Results
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• The combination set of nine features

Set of Feature J48 JRip NB ANN SVM
{service, flag, count, 
same_srv_rate,
dst_host_count, 
dst_host_srv_count,
dst_host_diff_srv_rate, 
dst_host_serror_rate,
dst_host_rerror_rate} 98.64 98.44 88.91 97.11 93.62
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Results
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• The combination set of ten features

Set of Feature J48 JRip NB ANN SVM
{service, flag, count, 
same_srv_rate, 
dst_host_count,
dst_host_srv_count, 
dst_host_diff_srv_rate,
dst_host_serror_rate, 
dst_host_srv_serror_rate,
dst_host_rerror_rate} 98.58 98.34 88.93 97.44 93.65
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Results
27

• The arrangement of each most discriminative set of features 

along with each accuracy rate for all classifiers into one tableThe Best Set Features J48 JRip NB ANN SVM
1 84.09 83.10 84.09 84.05 84.09
2 91.28 89.09 89.86 91.12 90.97
3 94.99 94.45 89.96 94.50 92.50
4 96.33 95.52 90.52 95.65 92.72
5 97.23 96.75 88.71 96.40 93.19
6 98.19 97.75 88.91 96.82 93.50
7 98.52 98.11 90.13 96.74 93.41
8 98.56 98.35 89.63 96.75 93.53
9 98.64 98.44 88.91 97.11 93.62
10 98.58 98.34 88.93 97.44 93.65
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Results
28

• In consideration of feature sets, to the best of our knowledge 

7-{service, flag, count, dst_host_count, dst_host_srv_count, 

dst_host_diff_srv_rate, dst_host_rerror_rate} is the minimal 

sets that should be employed.

• Considering the overall performance J48 is the best classifier.
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Conclusion
29

• This thesis presents a study on the impact of minimal sizes of 

feature sets for intrusion detection performances

• Mainly, our aim is to figure out the robust classifier and the 

most discriminative feature set which is the smallest set that 

should be employed for classifying malicious threats

• KDD dataset, ReliefF feature selection algorithm, feature 

combination function, machine learning such as J48, JRip, NB, 

ANN, and SVM were employed in our work.
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Conclusion
30

• Experimental results show that 90% classification accuracies 

can be achieved using only 2 features

• Accuracies of almost all classifiers, except NB, increase 

proportional to number of employed features

• However, the accuracies do not significantly improve after 7 

features and stop improving entirely after 9 features
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Conclusion
31

• In consideration of feature sets, 7-{service, flag, count, 

dst_host_count, dst_host_srv_count, dst_host_diff_srv_rate, 

dst_host_rerror_rate} is the minimal sets that should be 

employed. Considering the overall performance J48 is the best 

classifier

• It is safe to say that by choosing a proper set of features (that 

could be minimal sets) and classifier, one can achieve desired 

classification performance without wasting computational effort 

to process non-discriminative features
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Conclusion
32

• More importantly, adding more features into consideration 

would yield better performances up to a certain point

• In some cases, adding more features might even lead to 

inferior results

• We believe that our works would lead to more efficient 

intrusion detection system and be beneficial in related areas 

especially behavior-based IDS, as well as malicious flows 

detection
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Conclusion
33

• Potential direction for future work should be investigate the 

impact of elected feature sets by employing unsupervised 

machine learning approaches and extend the analysis to 

another intrusion detection datasets
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Q & A
34

Thank for you attention
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