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ABSTRACT

This thesis proposes a sessionless authentication network access control which
provides ability of self-authentication to the standard IPvd communication. Unspecified
IPvd options are defined and used to carry important information for the purposes of
user identification, packet authentication, and security. The HMAC (Keyed-Hashing for
Message Authentication) is a key component that makes authentication mechanism
become sessionless. Application of sessionless authentication will provide data
integrity verification and data origin authentication features to IPv4 packets. The
significant benefits are information transmitting over the IPv4 network can be checked
for originality which will be safe from MITM (Man-In-The-Middle) attack and user

identification will be more accurate.
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CHAPTER 1

INTRODUCTION

1.1 STATEMENT AND SIGNIFICANCE OF THE PROBLEMS

Nowadays, Internet is becoming a part of everyday life. Many of communication
devices are connected on the Internet. In data communications, Internet provides
many benefits to the users. At the same time, there are some users attempt to do
damage in various ways on the Internet. In view of security, network access control is
required. Most commonly used network access control method is user authentication,
which is a method to verify an identity of the users before allowing network access to
client devices (authorized device owners). Network access control can be seen as one
of functions performing on network equipment. A captive portal [1] and a port-based
network access control (IEEE 802.1x) [2] are functions that are widely used in network
access control application. Captive portal (also known as hotspot service) focuses on
public access control, while port-based network access control focuses on access
control in an enterprise. Both access control features have user authentication
mechanisms on a basis of session-based authentication.

Session-based authentication is a method to verify user identity before allowing
network access based on general data transmission. The user authentication and
access control processes are independent. After passing the user authentication
process, the access control process remembers source addresses of authorized devices
and creates a session that allow only packets sent from those devices to access the
network. That means packets sent from client devices do not need to be verified about
the identity of the user, until the session expires or is terminated.

Regarding data encapsulation at network layer and lower layers, standard
protocol header is not designed to support any security. For example, the protocol
header does not have the ability to authenticate user, does not have the ability to
check an integrity of the whole packet or frame, does not have the ability to confirm
that the data is sent from the real origin, and so on. Therefore, controlling network

access with session-based authentication is not able to filter and prevent packets or



frames that are generated by using a technique of source address spoofing [3]. By using
such technique, malicious users are able to damage services or devices on the
networks by impersonating the identity of some authorized users. It is difficult to find
the responsible persons and it is a major problem without any easy solution.

The aforementioned problem brings about studying and applying a sessionless
authentication network access control that perform on a network layer. Unlike the
session-based authentication, the user identity is attached to the header of every
packets sent by device of authorized user. Those packets must be sent to the network
access control device to verify the user identity and gain access to the controlled
networks. Besides attaching the user identity, additional information is also attached
to packet header to make the packet can be verified about data integrity and data
origin authentication by itself. These features enhance security in network access

control application and provide high accuracy on user identification.

1.2 GOAL AND OBJECTIVE

Sessionless authentication network access control will enable built-in user
authentication feature on a packet transmission. User identification will be accurate
and reliable. Source-spoofed packets will be detected and denied by network access
control device as well as packets that are modified during the transmission. In addition,

it will be able to mitigate a replay attack.

1.3 HYPOTHESIS TO BE TESTED

Sessionless authentication can be done by using an HMAC. In term of network
security, HMAC provides abilities of data origin authentication and data integrity
validation. In packet communication, the HMAC and additional information can be
attached to the packet header in part of options. In network attack, a replay attack is

able to occur, the Unix time can be used to mitigate the replay attack.

1.4 SCOPE OR LIMITATION OF THE STUDY
The study focuses on how to implement the sessionless authentication network
access control for IPvd communication, in order to prove that each IPvd packet can be

authenticated by itself, packet authentication data can be put into the packet header



at client devices, client device users can be accurately identified at network access
control device, and source-spoofed packets or packets with modified data are not
allowed access to the controlled networks.

The study is a prove of concept of sessionless authentication network access
control. The experiment will point out how to manipulate packets, how to identify
users, and how to prevent unwanted packets. Some performance experiments such
as data processing performance and network throughput are not in the scope of the

study.

1.5 PROCESS OF THE STUDY

The study starts with finding out a possibility to manipulate IPv4 packets flowing
in the network stack of the operating system. Then, evaluate a free space of IPv4
options field and consider about which options should be defined and attached to
the field, what kind of HMAC can be used. Next, define procedures of manipulating
the IPv4 packet header and packet verification. After that, create relevant programs for
testing about sessionless authentication, between client device and network access
control device, within the experimental environment. Finally, collect and summarize

the results.

1.6 ASSUMPTION
The experiment of sessionless authentication network access control is in the
server virtualization environment. Source codes of programs used in the experiment

do not have any optimization and are not ready for production.



CHAPTER 2

LITERATURE REVIEW

This chapter discusses about related works that will be implemented in the
research methodology. Main topics include: sessionless authentication, keyed-hashing
for message authentication, Unix time, Internet protocol version 4 and its options,

packet manipulation program, and Linux Netfilter framework.

2.1 Sessionless Authentication

Authentication is the process of recognizing an identity of user. It is the
mechanism of associating a request with a set of identifying credentials. The credentials
provided are compared to those in a database of the authorized user’s information
within an authentication system. One familiar use of authentication is network access
control. A network that is supposed to be accessed only by those authorized must
attempt to detect and exclude the unauthorized, this can be done by placing access
control devices across the communication path. Access to network is therefore usually
controlled by confirming on an authentication procedure to establish confidence the
identity of the user, granting access established for that identity.

There are two most common approaches to authentication mechanisms, one of
them called session-based (stateful) authentication and the other one is sessionless
(stateless or token-based) [4] authentication. When considering network access control,
session-based authentication allows packets sent from authorized client devices to
access the controlled network, in this case client users have to pass authentication
first. While sessionless authentication filters packets attaching user authentication data
and allows access only packets having valid user authentication data to access the
controlled network. The difference between two authentication mechanisms can be

illustrated in figure 2.1.
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Figure 2.1 Difference between session-based and sessionless authentication

In term of security, sessionless authentication in network access control
application is considered it has more secure than session-based authentication.
Because all packets that are sent through the access control device must be attached
with user authentication data. The user authentication data must be valid and must
be verified in @ manner of packet per packet. In addition, sessionless authentication
also provides a data origin authentication and a data integrity check. These features
make possibility to identify client users more accurately and prevent changing
information during communication. There are a number of ways to generate and verify
user authentication data for sessionless authentication mechanism, one of those ways
is using HMAC (Keyed-Hashing for Message Authentication) which will be discussed in

the following order.



2.2 HMAC: Keyed-Hashing for Message Authentication

In a field of information security, an HMAC [5] is a specific type of MAC (Message
Authentication Code) that provides a data integrity check and a data origin
authentication. Its mechanism can be used with any cryptographic hash functions in
combination with a secret key. About the cryptographic hash function, data is hashed
by iterating a basic compression function on blocks of data. HMAC uses a secret key
for computation and verification of the MAC. In computer network, HMAC is used
between two communication points (such as between client and server) that share a
secret key in order to validate information transmitted between them.

Cryptographic hash function is a mathematical algorithm that maps data of any
size to a fixed size and it is designed to be a one-way function which is not possible
to invert. MD5 [6] and SHA-1 [7] are examples of cryptographic hash functions. An input
data to be computed by the cryptographic hash function is often called the message,
and an output is often called the message digest or the hash value. Normally, it should
be difficult to find same hash value from different message even a slight change,
however this situation is possible to occur which is called a cryptographic hash
collision. HMAC reduces the opportunity of such collision. Figure 2.2 illustrates how

does cryptographic hash function works.

Input Hash value (Digest)
' b
) Cryptographic 8beb a9c2 1da9 f18c
%y Hash Function 8273 15b7 392e abec
. v
{ '
bo Cryptographic 6538 B8554 4e62 2bac
y Hash Function cd4cc 0286 13al 358a
. v
y '
bo Cryptographic Fbes 7@6cd 9e4b 6ad2
y Hash Function ¥/ 8ae7 b832 ds2e 7346
o v

Figure 2.2 How does cryptographic hash function works [8]

HMAC definition requires a cryptographic hash function H and a secret key K. Let

M denotes a stream of data (message), @ denotes an XOR (bitwise exclusive OR



operator), and || denotes a concatenation. To compute HMAC over the message, the

HMAC equation is expressed as follows.

HMAC(K, M) = H((K @ opad) || H(K @ipad) || M)) (2.1)

In equation 2.1, an epad and an ipad are fixed and different hexadecimal constant,

opad is the outer padding value 0x5C repeated 64 times (64-byte string), ipad is the

inner padding value 0x36 repeated 64 times. The secret key can be of any length up

to epad/ipad byte string. The HMAC computation steps are as follows.

1.

Doy gy, X

Append zeros to the end of K to create a 64-byte string (for example, if K is
of length 20 bytes, then K will be appended with 0x00 repeated 44 times).
XOR the 64-byte string computed in step (1) with ipad.

Append the stream of data to the 64-byte string resulting from step (2).
Apply H to the stream generated in step (3).

XOR the 64-byte string computed in step (1) with opad.

Append the stream computed in step (4) to the 64-byte string resulting from
step (5).

Apply H to the stream generated in step (6) and output the result.

The result of HMAC computation will be denoted by HMAC-MD5, HMAC-SHA1,

etc. For clarification purposes, the HMAC computation steps can also be illustrated in

figure 2.3.
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Figure 2.3 Steps of HMAC computation [9]

Regarding network access control, HMAC is a key component for sessionless
authentication method, where the integrity of a packet is guaranteed through a code
representing the whole packet. However, HMAC is susceptible to replay attack. To
mitigate the replay attack, HMAC should be used with a Unix time, which will discuss

in the next topic.

2.3 Unix Time and Replay Attack Mitigation

A Unix time (also known as Unix timestamp or POSIX time) is a time measurement
system for describing a point in time, defined as the number of seconds that have
elapsed since 00:00:00, Thursday 1 January 1970 [10] at GMT (Greenwich Mean Time)
which is now referred to as UTC (Universal Time Coordinated or Coordinated Universal
Time). Each day is treated as if it contains exactly 86,400 seconds. In computer systems,
Unix time is widely used in many operating systems and file formats, datetime is
represented as a signed 32-bit number. For example, Sunday 1 July 2018 10:25:59 UTC
is represented by number of 1530440759 (1,530,440,759 seconds). The representation
will end after the completion of 2,147,483,647 (2°! - 1) seconds, because the signed
32-bit number will overflow and will take the actual count to negative number, which

will happen on Tuesday 19 January 2038 UTC. However, there are some workable



solutions that will extend the Unix time range, such as changing the data-type from a
signed 32-bit number to an unsigned 32-bit number on legacy computer systems and
using a signed 64-bit number that is available for computer systems designed to run
on 64-bit hardware.

Besides the time measurement system, the Unix time can also be used for replay
attack mitigation purpose [11]. Replay attack (also known as playback attack) [12] is a
category of network attack. In data communications on computer networks, a valid
data transmission is maliciously delayed or repeated by an attacker who intercepts the
data and re-transmits it. This is one of versions of a MITM (Man-In-The-Middle) attack.

The pattern of replay attack is shown in figure 2.4.

. g Data packet + HMAC / D .
/8 , [

Alice Bob

Sniffs whole packet

Eve

Replays sniffed packet

E

Figure 2.4 Pattern of replay attack

In the figure, Alice wants to prove her identity to Bob for gaining access. Bob
requires Alice’s credential as a proof of identity, which Alice dutifully provides (after
HMAC computation). Meanwhile, Eve is eavesdropping on the communication
(between Alice and Bob) and keeps the credential (MAQ). After the communication is
over, Eve communicates with Bob and uses Alice’s credential for a proof of identity.
Thus, Bob grants Eve (posing as Alice) access as well.

In order to mitigate the replay attack when using HMAC, the Unix time is inserted
as part of data (message) or secret key before entering the HMAC computation.

Considering figure 2.4, in a condition of time-synchronized environment, when Alice
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wants to communicate with Bob, she always includes her Unix time and credential
(MAC that is computed with her Unix time). Bob uses his Unix time to recompute the
credential for proofing Alice’s identity and only accepts communications that the Unix
time is within a reasonable tolerance. In contrast, if it is out of the reasonable tolerant
period, Eve cannot communicate with Bob by using Alice’s credential. Figure 2.5 shows

a benefit of using HMAC with Unix time.

Data packet + HMAC
(Unix time is embedded in HMAC)
- L] P
@ . D

Alice Bob

Sniffs whole packet Delayed replaying

Figure 2.5 Benefit of using HMAC with Unix time

User authentication using HMAC for identifying user credentials can be applied at
several levels of data communication. In case of user authentication at network level,

the user credentials can be attached to the packet header as options.

2.4 IPv4 and Options

When discussing data communications based on the OSI (Open Systems
Interconnection) model [13], the third network-layer protocol is the IP (Internet
Protocol). IP is the principal communication protocol for relaying packets across
network boundaries. By its routing function, IP enables internetworking and essentially
establishes the Internet. IP provides connectionless and unreliable packet delivery
because it treats each packet of information independently and it does not guarantee

delivery, meaning that it does not require acknowledgments from the sending host,
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the receiving host, or intermediate hosts. There are two major versions of IP, the first
version, IPvd (Internet Protocol version 4) [14] is the dominant protocol of the Internet
and the successor version, IPv6 (Internet Protocol version 6) [15]. In the next section
will discuss the IPv4 and will focus on its options.

IPvd is one of the core protocols of standards-based internetworking methods in
the Internet. It has the task of delivering packet from the source host to the destination
host based on the IPv4 address in the packet header. For this purpose, IPv4 defines
packet structure that encapsulate the data to be delivered and defines addressing
method that are used to label the packet header with source and destination
information. IPv4 uses 32-bit addresses which may be represented in any notation
expressing a 32-bit integer value. Most often written IPv4 address is in the dot-decimal
notation, which consists of four octets of the address expressed individually in decimal
numbers and separated by periods (dot). For example, the quad-dotted IP address
192.168.1.254 represents the 32-bit decimal number 3232236030 which in hexadecimal
format is OxCOA8OLFE, this may also be expressed in dotted hex format as
0xC0.0xA8.0x01.0xFE. IPv4 packet consists of a header section and a data section
without data checksum or any other footer after the data section. The IPv4 packet
header consists of 14 fields, the first 13 fields are required before sending the IPvd
packet, the fourteenth field is optional which also known as IPv4 options. The header

format of IPv4 packet is shown in figure 2.6.

012345670123456701234567012345%¢67

VER HLEN Service Type Total Length
Identification Flags| Fragmentation Offset
Time-to-Live Protocol Header Checksum

Source Address

Destination Address

1 Options and Padding

Figure 2.6 IPv4 header format [16]
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The packet header is 20 to 60 bytes in length and contains information essential

to routing and delivery. A brief description of each field is in order.

1.

Version Number (VER). The 4-bit version number field defines the version of
the IPvad protocol, which has the value of 4.

Header Length (HLEN). The 4-bit header length field defines the total length
of the packet header in 4-byte words. The IPv4 packet has a variable-length
header. The receiving host needs to know when the header stops and the
data, which is encapsulated in the IPv4 packet.

Service Type. In the original design of the IPvd header, this field was referred
to as ToS (Type of Service), afterward IETF (Internet Engineering Task Force)
redefined the field to provide DiffServ (Differentiated Services), which defined
how the datagram should be handled.

Total Length. The 16-bit field defines the total length (IPv4 header plus data)
of the IPv4 packet in bytes. This field helps the receiving host to know when
the IPv4 packet has completely arrived.

Identification, Flags, and Fragmentation Offset. These three fields are related
to the fragmentation and reassembly of the IPv4 packet when the size of the
IPvd packet is larger than the underlying network can carry.

Time-to-Live (TTL). Due to some malfunctioning of routing protocols an IPv4
packet may be circulating in the Internet, visiting some networks over and
over without reaching the destination. The time-to-live field is used to control
the maximum number of hops (routers) visited by the IPv4 packet.

Protocol. In the data section of an IPvd packet, called the payload, carries
the whole data from upper-layer protocol. The Internet authority has given
any protocol that uses the service of IPv4 a unique 8-bit number which is
inserted in the protocol field. When the payload is encapsulated in an IPvd
packet, the corresponding protocol number is inserted in this field and when
the IPv4 packet arrives at the destination, the value of this field helps to
define to which protocol the payload should be delivered.

Header Checksum. Due to IPvd is not a reliable protocol, errors in the IPv4

header can be a disaster. For example, if the destination IP address is
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corrupted, the IPv4 packet can be delivered to the wrong host. Therefore,
IPv4 adds a header checksum field to check the header.

9. Source and Destination Addresses. These 32-bit source and destination
address fields define the IPv4 address of the source host and destination host
respectively.

10. Options. An IPv4 header can have up to 40 bytes of options. IPv4 options can
be used for network testing and debugging. Although IPv4 options are not a
required part of the IPv4 header, option processing is required of the IP
software. This means that all implementations must be able to handle

options if they are present in the IPv4 header.

The IPv4 header is made of two parts which are a fixed part and a variable part.
The fixed part is 20 bytes long and the variable part comprises the IPvd options that
can be a maximum of 40 bytes (in multiples of 4-byte words) to preserve the boundary
of the IPv4 header. IPv4 options are divided into two broad categories: single-byte
options and multiple-byte options. The single-byte options contain a single octet of
option-type, while the multiple-byte options consist of an option-type octet, an
option-length octet, and the actual option-data octets. The IPv4 options field formats

can be illustrated in figure 2.7.

01234567

F| C Number

Single-byte Option

012345670123456701234567012345¢867

1
F| C Number | Option Length Option Data [N octets] i

Multiple-byte Option

F = Copied Flag, C = Option Class, Number = Option Number

Figure 2.7 IPv4 options field formats
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In part of IPvd options, the option-type octet is viewed as having 3 fields, first 1
bit contains a copied flag, next 2 bits contain an option class, and last 5 bits contain
an option number. The copied flag indicates that this option is copied into all
fragments on fragmentation, value of 0 means that this option is not copied, and value
of 1 means that this option is copied. The option class can be divided into four classes,
0 (00,) for control, 1 (01,) is reserved for future use, 2 (10,) for debugging and
measurement, and 3 (11,) is reserved for future use. The option number can be a
maximum value of 31 (11111,) in each option class. The option-length octet indicates
the size of the entire option which counts the option-type octet and the option-length
octet as well as the option-data octets. The option-data octets contain option-specific
data. Table 2.1 shows IPvd options [17] specified by IANA (Internet Assigned Numbers
Authority).

Table 2.1 IPvd options specified by IANA

Copy | Class | Number Name Description
0 0 0 EOL End of Option List
0 0 1 NOP No Operation
1 0 2 SEC Security
1 0 3 LSR Loose Source Route
0 2 4 15 Time Stamp
1 0 5 E-SEC Extended Security
1 0 6 CIPSO Commercial Security
0 0 7 RR Record Route
1 0 8 SID Stream ID
1 0 9 SSR Strict Source Route
0 0 10 ZSU Experimental Measurement
0 0 11 MTUP MTU Probe
0 0 12 MTUR MTU Reply
1 2 13 FINN Experimental Flow Control
1 0 14 VISA Experimental Access Control
0 0 15 ENCODE | -
1 0 16 IMITD IMI Traffic Descriptor
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Table 2.1 (Cont.)

1 0 17 EIP Extended Internet Protocol
0 2 18 TR Traceroute

1 0 19 ADDEXT | Address Extension

1 0 20 RTRALT | Router Alert

1 0 21 SDB Selective Directed Broadcast
1 0 22 - Unassigned (Released 18 October 2005)
1 0 23 DPS Dynamic Packet State

1 0 24 UMP Upstream Multicast Pkt.

0 0 25 QS Quick-Start

0 0 30 EXP RFC3692-style Experiment

0 2 30 EXP RFC3692-style Experiment

1 0 30 EXP RFC3692-style Experiment

1 2 30 EXP RFC3692-style Experiment

There are some unspecified option numbers that can be used for experiment. In
order to use such option numbers in packet transmission, a packet header must be
modified before sending the whole packet to networks. Due to it is beyond the scope
of standard function of the operating system, the third-party program is required, called

packet manipulation program.

2.5 Scapy: Packet Manipulation Program

Generally, data communication between hosts based on TCP/IP (Transmission
Control Protocol/Internet Protocol) model, network operations on layers lower than
the application layer (programs that work with computer networks) are taken by the
operating system in part of network stack. On each layer, data is encapsulated,
protocol header is labelled by using standard default values. In order to manipulate
the header, for example, inserting additional information into the protocol header, or
modifying original information in the protocol header, these demands need additional
network manipulation programs. In case of IP, it may be called packet manipulation
program. There are several programs for manipulating the packet. One of programs

that performs very well on a lot of computer network specific tasks is called Scapy.
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Scapy [18] is a powerful interactive packet manipulation program. It is able to

forge or decode packets of a wide number of protocols, send packets on the wire,

capture packets, match requests and replies, and much more. Scapy can easily handle

most network tasks like scanning, tracerouting, probing, unit tests, attacks or network

discovery. Scapy is Python program [19] that enables the user to describe a packet or

set of packets as layers that are stacked. Fields of each layer have useful default values

that can be overloaded. For IPv4, within Scapy shell, after executing Is(IP) commmand,

the header information that can be manipulated by Scapy is displayed as follows.

Line Command and Result
1 >>> 1s (IP)
2 version BitField (4 bits) = (4)
3 ihl BitField (4 bits) = (None)
4 tos XByteField = (0)
5 len ShortField = (None)
6 id ShortField =" (1)
7 flags FlagsField (3 bits) = (0)
8 frag BitField (13 bits) = (0)
9 st ByteField = (064)
10 proto ByteEnumField =~ I§0)
11 chksum XShortField = (None)
12 src SourcelPField (Emph) = (None)
13 dst DestIPField (Emph) (None)
14 options PacketListField =4 ] )
15 >>>

As the result, Scapy is able to manipulate all fields of IPv4 header. Within the IP

structure, each field has a data type and a standard default value. In case of

manipulating IPv4 options, it can be done with the following example.

Line Command and Result
1 >>> ip4hdr=IP ()
2 >>> ip4hdr.show2 ()
3 ### [ IP 1##+#
4 version= 4L
5 ihl= 5L
6 tos= 0x0
7 len= 20
8 id=1
9 flags=
10 frag= OL




17

11 ttl= 64
12 proto= hopopt
13 chksum= 0x7ce7
14 src= 127.0.0.1
15 dst= 127.0.0.1
16 \options\
>>> ip4hdr.options=IPOption ('%s%s%s'% (
17 "\x7a\x06\x01\x02\x03\x04"', '\x01', '\x00"

))
18 >>> ipé4hdr.show2 ()

19 | ###[ IP ]###

20 version= 4L

21 ihl= 7L

22 tos= 0x0

23 len= 28

24 id= 1

25 flags=

26 frag= OL

27 ttl= 64

28 proto= hopopt

29 chksum= 0xfbd2

30 src= 127.0.0.1

31 dst=127.0.0.1

32 \options\

33 |### [ IPOption ]###
34 | copy flag= OL
35 optclass= 3L

36 option= 26L

37 length= 6

38 value= '"\x01\x02\x03\x04"
39 ###[ IPOption NOP ]###

40 copy flag= OL

|
|
|
|
|
|
41 |  optclass= control
|
|
|
|
|

42 option= nop

43 ##4#[ IPOption EOL ]###
44 copy flag= OL

45 optclass= control

46 option= end of list
47 >>>

In the example, ip4hdr variable is defined to contain fields of IPvd header.
Running an ip4hdr.show2() command displays the detail of IPv4 header with sensible
default values (depends on each system). An ip4hdr.options=IPOption() command is
used to modify data in the options field. In the example code, three options are added
into the IPv4 header. The first option, the value of option-type octet is Ox7A
(01111010,), meaning that, this option will not be copied on fragmentation, it is

assigned to the reserved class, option number is 26, this option has 6 octets (bytes)
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long, and actual data consist of 0x01, 0x02, 0x03, and 0x04. The last two options (a
single octet of option-type) are NOP (No Operation, 00000001,) and EOL (End of Option
List, 00000000,), respectively. When running the ip4hdr.show2() command again, the
detail of modified IPv4 header is displayed. Because the added IPv4 options have total
8 octets long, plus 20 octets of original IPv4 header, therefore the values of ikl (Header
Length) and len (Total Length) are changed, and chksum (Header Checksum) is
recalculated.

The example described above, packet is generated and modified by Scapy
program, but in real work Scapy will be used to modify packets generated by other
applications. Hence the packets must be intercepted and redirected from network
stack to the packet manipulation program. The next topic will discuss about how to

intercept and redirect the flow of packet within operating system.

2.6 Linux Netfilter Framework

In computer security, a packet filtering framework (also known as host-based
firewall) is an important part the operating system that monitors and controls incoming
and outgoing network traffic of host computers, based on predetermined security
rules. In the next order will discuss about packet filtering framework on Linux operating
system called Netfilter.

Netfilter is a very important part of the Linux kernel [20] in term of security,
packet mangling, and manipulation. The front-end for Netfilter is iptables, which is a
program that tells the kernel what the user wants to do with the packets arriving into,
passing through, or leaving the host. Most used features of Netfilter are packet filtering
and network address translation, but there are a lot of other things that Netfilter can
do, such as controlling network traffic flowing between network stack and application
within the same host, this feature is needed to work with packet manipulation program
(Scapy). Netfilter has a few tables, each table contain a default set of rules, which are
called chains. An overview of how packets travel through the tables and their chains

is shown in figure 2.8.
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Figure 2.8 Tables and chains in Netfilter framework

As shown in the figure, there are four tables named raw, mangle, nat, and filter.
Each table has different functionality. The raw table is used before any other tables in
Netfilter. Due to Netfilter can be seen as stateful firewall, which means that packets
are inspected with respect to their state. The raw table allows Netfilter to work with
packets before the kernel starts tracking state of the packets (can be seen as stateless

firewall). The mangle table is used mainly for mangling packets (alter packet headers
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in various ways). The nat table is used mainly for NAT (Network Address Translation)
purpose, by changing the source and destination addresses of packets. The filter table
is used mainly for making decisions about whether a packet should be allowed to
reach its destination. In part of chains, each of Netfilter tables are composed of a few
default chains. These chains filter packets at various points. Matching rules in the
PREROUTING chain apply to packets as they just arrive on the network interface.
Matching rules in the INPUT chain apply to packets before they are given to a local
process (network-related application). Matching rules in the OUTPUT chain apply to
packets after they have been produced by the local process. Matching rules in the
FORWARD chain apply to any packets that are routed through the current host. The
last chain, POSTROUTING, the matching rules in this chain apply to packets as they just
leave the network interface. A brief explanation on how Netfilter works is as follows.
1. The userinstructs the kemnel about what it needs to do with the packets that
flow through the host using the iptables program.
2. The host then analyzes the P headers on all packets flowing through it.
3. When looking at the IP headers, the kernel finds matching rules (including
how to proceed with a packet), if any packets match the matching rules then

the packet is manipulated according to the matching rule.

For example, in order to redirect outgoing packets from network stack of the host

to packet manipulation program, the following iptables command is needed.

Line Command

# iptables -t mangle -A POSTROUTING -o ensl60 \
-j NFQUEUE --queue-num O

By using the command above, packets that are being sent to physical network
(via network interface named ens160) are intercepted and redirected to the user space
program via NFQUEUE number 0. NFQUEUE (also known as Netfilter Queue) is an
iptables command target that delegate the decision on packets flowing in a kernel
space to a user space program. In part of packet manipulation program, Scapy is used

as a library for providing packet manipulation functions. The following source code is
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an example of packet manipulation program written in Python that communicates with

NFQUEUE and displays packet information.

Line Source Code

1 #!/usr/bin/python

2 import socket

3 import nfqueue

4 from scapy.all import *

5 def callback fn(payload):

6 data = payload.get data()

7 packet = IP(data)

8 packet.show?2 ()

9 payload.set verdict modified(nfgqueue.NF ACCEPT,
str(packet), len(packet))

10 def main () :

11 g = nfgueue.queue ()

12 g.open ()

13 g.bind (socket.AF INET)

14 g.set callback(callback fn)

15 g.create queue (0)

16 try:

17 g.try runf()

18 except KeyboardInterrupt:

19 g.unbind (socket.AF INET)

20 g.close ()

21 main ()

On a host that is running packet manipulation program (with the code above),
when a user attempts to send an ICMP (Internet Control Message Protocol) packet out

to the destination, the program displays packet information as follows.

Line Result
1 ##4[ IP J#4#4
2 version = 4L
3 ihl = 5L
4 tos = 0x0
5 len = 84
6 id = 41433
7 flags = DF
8 frag = 0L
9 ttl = 64
10 proto = icmp
11 chksum = 0x464a
12 src = 122.155.203.222
13 dst = 8.8.4.4
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14 \options\

15 | ###[ ICMP ]##+#

16 type = echo-request
17 code =0

18 chksum = 0x3db

19 id = 0x584

20 seq = 0x1

Linux Netfilter framework and NFQUEUE are suitable for packet customization
during transmission and other experiments about networking. The condition is that
they must be used with NFQUEUE compatible programs in order to modify packet
header, drop packets, accept packets from and return packets to network stack. In

case of Scapy, these functions can be done by calling the call-back function.



CHAPTER 3

RESEARCH METHODOLOGY

This chapter discusses about how to implement a sessionless authentication
network access control. Firstly, unspecified IPv4 options must be defined to be
compliant with the requirements of user authentication, data origin authentication,
data integrity verification, and replay attack mitigation. The main equipment used in
the experiment is divided into two parts: a client device which is a user device that
need access to controlled networks and an authenticator which is a server computer
that perform as network access control device. The experiment is in a virtualization
environment. The test packets will be captured by a sniffer and will be used as the

results of the experiment. The details discuss in the next order.

3.1 IPv4 Option Specifications for Sessionless Authentication

In part of IPv4 options field, new IPv4 options are defined on the basis of using
the reserved option classes and the experimental option numbers. Thus, option class
1 and 3, and option number 26 to 29 are suitable for research and experiment. IPvd
option specifications are as follows.

1. User Identification Option. This option is used to identify client device users
that need to send packets to restricted networks, pass through the
authenticator. Identification information of each user is mapped with a secret
key and is stored in a user account database. In action, identification
information is the index of the secret key that is used as one of input data
for HMAC computation. The user identification option is a multiple-byte
option, which is not copied on fragmentation and is set to option class 3 and
option number 26, total length of the option is 6 bytes, there are 4 bytes
space for containing the user identification data. The structure of user

identification option can be illustrated in figure 3.1.
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012345670123456701234567012345¢867

UID Length = 6 User Identification Data >>>

<<< User Identification Data

O|1|1|1|1]|0|1|O0| = OxT7A

F = 0, = The option is not copied on fragmentation
C = 11, = Option Class 3

Number = 11010, = Option Number 26

Figure 3.1 User identification option format

2. Timestamp Option. In term of replay attack mitigation, this option contains
the Unix time of client devices, it will be compared to the Unix time of the
authenticator. Packets received by the authenticator will be processed in
next steps only if they have reasonable time value. The Unix time is also part
of input data for HMAC computation. The timestamp option is a multiple-
byte option, which is not copied on fragmentation and is set to option class
3 and option number 27, total length of the option is 6 bytes, there are 4
bytes space for containing the Unix time value. The structure of timestamp

option can be illustrated in figure 3.2.
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012345670123456701234567012345¢867

Timestamp Length = 6 Unix Time >>>

<<< Unix Time

0|1|1|1|1]|0|1|1| = Ox7B

F = 0, = The option is not copied on fragmentation
C = 11, = Option Class 3

Number = 11011, = Option Number 27

Figure 3.2 Timestamp option format

3. Packet Authentication Option. The purpose of this option is to provide data
integrity check and data origin authentication for packets. The packet
authentication option is a multiple-byte option, which is not copied on
fragmentation and is set to option class 3 and option number 28, total length
of the option can be either 18 bytes or 22 bytes, the length of option-data
can be either 16 bytes for containing HMAC-MD5 or 20 bytes for containing
HMAC-SHA1. HMAC computed by client device will be compared to HMAC
recomputed by the authenticator (by using input data from the same packet)
for packet authentication. The structure of packet authentication option can

be illustrated in figure 3.3 and 3.4.
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012345670123456701234567012345¢867

PA-MD5 Length = 18 HMAC-MD5 >>>

<<< HMAC-MD5 >>>

<<< HMAC-MD5 >>>

<<< HMAC-MD5 >>>

<<< HMAC-MD5

Oj1|1)1|1)1|0|0| = Ox7C

F = 0, = The option is not copied on fragmentation
C = 11, = Option Class 3

Number = 11100, = Option Number 28

Figure 3.3 Packet authentication option format (MD5)

012345670123456701234567012345¢67

PA-SHA1l Length = 22 HMAC-SHA1l >>>

<<< HMAC-SHAl >>>

<<< HMAC-SHAl >>>

<<< HMAC-SHAl >>>

<<< HMAC-SHAl >>>

<<< HMAC-SHA1l

Oj1|1)1|1)1|0|0| = Ox7C

F = 0, = The option is not copied on fragmentation
C = 11, = Option Class 3

Number = 11100, = Option Number 28

Figure 3.4 Packet authentication option format (SHA1)
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When combining all new IPvd options with the fixed part of IPv4 header, the

overview of IPv4 packet can be shown in figure 3.5 and 3.6.

012345670123456701234567012345¢867

VER HLEN Service Type Total Length
Identification Flags| Fragmentation Offset
Time-to-Live Protocol Header Checksum

Source Address

Destination Address

UID Length = 6 User Identification Data >>>

<<< User Identification Data Timestamp Length = 6

Unix Time

PA-MD5 Length = 18 HMAC-MD5 >>>

<<< HMAC-MD5 >>>

<<< HMAC-MD5 >>>

<<< HMAC-MD5 >>>

<<< HMAC-MD5 NOP ‘ EOL

Figure 3.5 IPv4 header with options (MD5)
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012345670123456701234567012345¢867

VER HLEN Service Type Total Length
Identification Flags| Fragmentation Offset
Time-to-Live Protocol Header Checksum

Source Address

Destination Address

UID Length = 6 User Identification Data >>>

<<< User Identification Data Timestamp Length = 6

Unix Time

PA-SHA1l Length = 22 HMAC-SHAl1l >>>

<<< HMAC-SHAl >>>

<<< HMAC-SHAl >>>

<<< HMAC-SHAl >>>

<<< HMAC-SHAl >>>

<<< HMAC-SHA1l NOP EOL

Figure 3.6 IPv4 header with options (SHA1)

In the figure, due to putting IPv4 options must be aligned on a 32-bit boundary,
therefore the options field must be padded with NOP and EOL options respectively.
In part of HMAC computation, data in immutable fields, a value of Unix time, and IPv4
payload data are used as input data in a form of concatenation. The immutable fields
of IPvd header consist of the version number field, the header length filed, the total
length field, the identification field, the protocol field, the source address field, and
the destination address field. The secret keys for HMAC computation are referenced
by the user identification data. Regarding the header length field, when choosing
HMAC-SHA1 for HMAC computation, the length is longer than choosing HMAC-MD5.

3.2 Network Traffic Control

About the Netfilter framework that is mentioned previously, almost all research
methods are conducted on Linux operating system. After defining the new IPv4 options
for attaching to IPv4 header or removing from IPv4 header. To make it work practically,

IPv4 packets that are being forwarded inside the Linux kernel, must be sent (forcing)
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to the packet manipulation program. The Netfilter framework is used to accommodate
this requirement. In the experiment, there are two main scenarios for controlling the
flow of network traffic: controlling the direction of IPv4 packets of client devices before
sending to the network and controlling the direction of IPv4 packets flowing through
the authenticator before sending to packet’s destinations.

At client device, IPv4 packets are generated by local process. Then the packets
are forwarded through chains and tables of the Netfilter framework as follows: OUTPUT
chain of raw table, OUTPUT chain of mangle table, OUTPUT chain of nat table, OUTPUT
chain of filter table, POSTROUTING chain of mangle table, and POSTROUTING chain of
nat table. After that the packets are sent to the physical network. At POSTROUTING
chain of mangle table, an outbound traffic is intercepted and redirected to the packet
manipulation program via NFQUEUE for attaching IPv4 options to outgoing IPv4 packets,
then the modified packets are sent back to such chain and table via the same
NFQUEUE and are forwarded along the normal flow. Network traffic control at client

device can be illustrated in figure 3.7.

Loecal Process Packet
+ Manipulation
Routing Decision Program
l ~ return
raw table !
OQUTPUT chain (#FQUEUé)
i redirect v
mangle table 4 mangle table
OUTPUT chain "| POSTROUTING chain
nat table nat table
OUTPUT chain POSTROUTING chain
filter tab}e Packet out
OUTPUT chain

Figure 3.7 Network traffic control at client device

At authenticator, IPvd packets can be forwarded through itself in two modes:
route mode (the packets are routed to other networks) and bridge mode (the packets

are bridged to the same network across the authenticator). However, in Netfilter
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framework, network traffic of all modes is forwarded through chains and tables in the
same manner. IPvd packets received by inbound network interface are forwarded
through the following points: PREROUTING chain of raw table, PREROUTING chain of
mangle table, PREROUTING chain of nat table, FORWARD chain of mangle table,
FORWARD chain of filter table, POSTROUTING chain of mangle table, and
POSTROUTING chain of nat table. Finally, the packets are sent to the physical network
by outbound network interface. At POSTROUTING chain of mangle table, only
outbound traffic is intercepted and redirected to the packet manipulation program via
NFQUEUE for verifying IPv4 packets and removing IPv4 options from the valid packets,
then the packets (without IPvd options) are sent back to such chain and table via the
same NFQUEUE and are forwarded along the normal flow. Network traffic control at

authenticator can be illustrated in figure 3.8.

Packet
Packet Manipulation
comes in Program
»
return
raw table
PREROUTING chain (%FQUEU%)

l redirect v
mangle table L} mangle table
PREROUTING chain "| POSTROUTING chain
nat table filter table nat table
PREROUTING chain FORWARD chain POSTROUTING chain

Routing/Bridging mangle table
Packet t
Process FORWARD chain acket ou

I )

Figure 3.8 Network traffic control at authenticator

3.3 Packet Manipulation and Operations

In part of packet manipulation, redirected IPv4 packets are modified or verified
by packet manipulation program which is a program written in Python. The Scapy is
imported as a library in the program for providing packet manipulation functions. At

client device, packet manipulation program is responsible for attaching IPv4 options to
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the packet header. At authenticator, the program is responsible for verifying IPvd

packets sent by client devices, dropping invalid packets, and removing IPvd options

from valid packets. A manipulation of IPv4d packet header at client device can be

described as follows.

1.
2.

Receive the packet from the NFQUEUE.

Change the header length (HLEN) value to the original value plus 8 (32-bit
boundary) in case of using HMAC-MD5 for packet authentication data, or plus
9 in case of using HMAC-SHAL.

Change the total length value to the original value plus 32 (bytes) in case of
using HMAC-MD5 for packet authentication data, or plus 36 in case of using
HMAC-SHAL.

Compute the HMAC using the secret key mapped with the user identification
data and the message consisting of value of header fields and data as follows:
version number, header length, total length, identification, protocol, source
address, destination address, payload, and Unix time.

Attach the user identification option, the timestamp option, and the packet
authentication option (HMAC-MD5/HMAC-SHA1) to the IPv4 packet header.
Recalculate the header checksum.

Send the packet back to the NFQUEUE.

When the IPvd packets sent from the client devices arrive at authenticator, those

packets must enter the packet verification process before forwarding to the packet’s

destinations. A manipulation of IPv4 packet header at authenticator can be described

as follows.

1. Receive the packet from the NFQUEUE.

2. Drop the packet if the number of attached options is less than 3 (User
Identification, Timestamp, and Packet Authentication).

3. Drop the packet if the option number is not 26 or 27 or 28.

4. Drop the packet if the value of timestamp option exceeds the acceptable
period of the authenticator (+1 second is assigned in the experiment).

5. Find the secret key associated with the user identification data in a dictionary

(array variable), search for secret key from an external database in case of it
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is not found in the dictionary, keep the secret key in the dictionary if it is
found in the external database or drop the packet if there is no secret key
found.

6. Compute the HMAC using the secret key in the dictionary in the same method
as the client device. The value of option length (packet authentication
option) is used to select the corresponding HMAC for computation.

7. Compare the computed HMAC to the value of the packet authentication
option. Drop the packet if both values do not match.

8. Remove all attached options from the packet and change the header length
to the value of 5.

9. Recalculate the total length of the packet and the header checksum.

10. Send the packet back to the NFQUEUE.

3.4 Experimental Environment
The experimentation of sessionless authentication network access control is a
simulation of packet transmission. Several forms of IPv4 packet are sent from the client
device to hosts in the Internet (the controlled networks). An authenticator is placed
across the communication path. It is able to work in both bridge mode and routing
mode. An operating system running on both client device and authenticator is Linux.
The basic specifications are as follows.
- Operating system: Ubuntu Linux 18.04
- Network interface card: 2 for authenticator, 1 for client device
- Programming language: Python
- Additional programs (software package name) required for implementation:
iptables, bridge-utils, python-scapy, python-nfqueue, python-sqlite, and
tcodump.

The overall experimental environment (bridge mode authenticator) is shown in

figure 3.9.
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Figure 3.9 Network topology and devices for the experiment (bridge mode)

In bridge mode, network interface cards of the authenticator are bridged, the
name of bridge interface is br0. There is only one private network in the network
topology. IPv4 packets sent from client devices will be forwarded through the
authenticator before they are routed to the Internet. Netfilter iptables commmands used
for intercepting and redirecting packets from kernel space to packet manipulation

programs on the client device and the authenticator are as follows.

Line Command (Client Device)

# iptables -t mangle -A POSTROUTING -o ensl160 \
-j NFQUEUE --queue-num 0
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Line Command (Authenticator)

# iptables -t mangle -A POSTROUTING -m physdev \
--physdev-out ensl60 -j NFQUEUE --queue-num 0

In routing mode, functions of sessionless authentication network access control
still same as bridge mode. There are two networks between the authenticator, routing
function is an additional task of the authenticator in this mode. For tasks of packet
manipulation, iptables commmand used on the client device in bridge mode is used on
both client device and authenticator in the routing mode. The experimental

environment (routing mode authenticator) is shown in figure 3.10.

NAT Router

Internet

1e.1e.10.1/24
Net: 10.10.11.6/24, Next-hop: 10.10.10.2

E Analyzer:2

GW: 108.16.10.1
1e.10.10.2/24 10.10.11.1/24

Authenticator
ens160 ensl6@

Client ﬁ

) "  Devices |
16.10.11.11/24 16.10.11.12/24
GW: 10.10.11.1 GW: 10.10.11.1

Figure 3.10 Devices and network topology for the experiment (routing mode)

In the experimental environment of both modes, analyzer devices are placed on

both sides of the authenticator. Captured packets on the analyzers and packet
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manipulation program output displayed on the Linux console are used as an

experimental result.

3.5 Experimental Scenarios Simulation

The following are main scenarios which will be simulated to see the action with

the IPv4 packets on both client device and authenticator and to test about features

of sessionless authentication network access control.

Test of general packet transmission: at client device, the packet will be sent
to the destinations without any IPv4 options.

Test of IPvd option numbers validation: at client device, the packet will be
sent to the destinations with incorrect option numbers (number 26, 27, and
28).

Test of timestamp validation: at client device, the packet will be sent to the
destinations with a value of timestamp option that exceeds the acceptable
value configured on the authenticator.

Test of secret key management on the authenticator: at client device, the
packet will be sent to the destinations with user identification data that is
not in the database.

Test of packet authentication: at client device, both valid packet and invalid
packet (using a wrong secret key in HMAC computation process) including

options will be sent and forwarded through the authenticator.



CHAPTER 4

EXPERIMENTAL RESULTS AND DISCUSSION

4.1 Experimental Results of Bridge Mode Network Access Control

In the experiment of general packet transmission, IPv4 packet (with identification
value 15238) sent from the client device without attaching options required for
sessionless authentication network access control is dropped at the authenticator. The

experimental results are shown in figure 4.1 and 4.2.

Source Destination Protocol Length  Info
18.16.18.11 8.8.8.8 ICMP 98 Echo (ping) request 1id=8x824f, seq=1/256, ttl=64 (nc response found!)

I |Frame 3@: 98 bytes on wire (784 bits), 98 bytes captured (784 bifs) on interface @
I Ethernet II, Src: Vmware_9c:38:6f (@@:0c:29:9c:38:6f), Dst: Vmware_90:0d:33 (8@:8c:29:90:8d:33)
4 Internet Protocol Version' 4,)Src: 18.10.19.11, Dst: 8.8.B.8
8188 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 34
Identification: @x3b86 (15238)
Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: ICMP (1)
Header checksum: @xdafe [validation disabled]
[Header checksum status: Unverified]
Source: 18.16.18.11
Destination: 5.8.8.8
[Source GeeIP: Unknown]
[Destination GeoIP: Unknown]
I Internet Control Message Protocol

-

-

[ R R

Figure 4.1 The detail of captured packet on the analyzer 2

SRC Address: 10.10.10.11
DST Address: B8.8.8.8
HDR Length (before processingl): 5 [32-bit words]

ALL Length (before processing): 84 [bytesl
Identification: 15238
Authentication: DROP (the amount of required IPv4 options is not enough)

Figure 4.2 Packet manipulation program output displayed at the authenticator
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In the experiment of IPvd option numbers validation, IPv4 packet (with
identification value 45822) sent from the client device with options: 0x74, 0x7B, and
Ox7D is dropped at the authenticator because the option 0x7D is not defined to use
with sessionless authentication network access control. The experimental results are

shown in figure 4.3 to 4.5.

SRC Address: 10.10.16.11
Packet DST Address: 8.8.8.8
Packet HDR Length (before processingl: 5 [32-bit words]
Packet ALL Length (before processing): 84 [bytesl
Packet Identification: 4582Z

User ID Number: 56601420 [Integerl, 035fab4c [Fixed HEX]

User Unix Time: 1539200073 [Integerl, Sbbe5449 [Fixed HEXI]

Packet AUTH Data: 83ec14dbb?f0dacf5065772cdcbaS5?dcbbb063c2 [HMAC-3HA1]
Packet HDR Length (after processing): 14 [32-bit words]

Packet ALL Length (after processing): 120 [bytes]

Figure 4.3 Packet manipulation program output displayed at the client device

Source Destination Protocol Length ' Info
16.10.10.11 8.8.8.8 . | ICMP_ 134 Echa (ping) request id=0x@2e8, seq=1/256, ttl=64 (no response found!)

Total Length: e
Identification: @xb2fe (45822)
I Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: ICMP (1)
Header checksum: @x91b7 [validation disabled]
[Header checksum status: Unverified]
Source: 18.18.18.11
Destination: 8.8.8.8
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
4 Options: (36 bytes), Mo Operation (NOP), End of Options List (EOL)
Unknown (8x7a) (6 bytes)
Unknown (8x7b) (6 bytes)
Unknown (@x7d) (22 bytes)
- No Operation (NOP)
I End of Options List (EOL)
- Internet Control Message Protocol

i

PO OO E D
S E DO DO ® O
+
[ I )

1 Biﬁgn-ﬂsnnu

Figure 4.4 The detail of captured packet on the analyzer 2
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3RC Address: 10.10.10.11
DST Address: 8.8.8.8
HDR Length (before processingl: 14 [32-bit words]

ALL Length (before processingl: 120 [bytesl
Identification: 45822
Authentication: DROP (there is IPv4 option using an invalid option wnumber)

Figure 4.5 Packet manipulation program output displayed at the authenticator

In the experiment of timestamp validation, IPv4 packet (with identification value
52707) sent from the client device with Unix time 1539268282 (Ox5BBF5EBA) is
dropped because the Unix time of client device is not in the range of acceptable time

difference (+1 second). The experimental results are shown in figure 4.6 to 4.8.

SRC Address: 10.10.16.11

DST Address: B.8.8.8

HDR Length (before processingl): 5 [32-bit words]
ALL Length (before processing): 84 [bytesl]
Identification: 52707

User ID Number: 56601420 [Integerl, 035fab4c [Fixed HEX]

User Unix Time: 1539268282 [Integerl, SbbfSeba [Fixed HEXI]

Packet AUTH Data: 4bBae?ccl?910a4aed49b0f79b005d1cbechbde?626 [HMAC-SHAL]
Packet HDR Length (after processingl): 14 [32-bit words]

Packet ALL Length (after processingl: 120 [bytesl

Figure 4.6 Packet manipulation program output displayed at the client device
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Source Destination Protocol  Length Info

10.16.108.11 8.8.8.8 ICMP 134 Eche (ping) request id=8x@42c, seq=1/256, ttl=64 (noc response found!)

Total Length: 128
Identification: excde3 (527@7)
Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: B4
Protocol: ICMP (1)
Header checksum: @x5cld [validation disabled]
[Header checksum status: Unverified]
Source: 18.16.18.11
Destination: 5.8.8.8
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
4 Options: (36 bytes), No Operation (NOP), End of Options List (EOL)
Unknown (8x7a) (6 bytes)
Unknown (8x7b) (6 bytes)
Unknown (@x7c) (22 bytes)
I Mo Operation (NOP)
I End of Options List (EOL)
- Internet Control Message Protocol

-

22 @c 29 9@ @d 33 88 ec 2

9 9c 38 6T 88 @0 42 @0  ..)..3.. ).80..N.

80 78 cd e3 40 80 48 @1 5c 1d Ba Ba @a @b 83 68  .x..@:@: Mo ......

2020 @8 @8 7a @6 @3 5F ab 4c 6 5b bf Se balr i CBECIRENT [~ 5
4b 8a 7 cc 17 91 @a 4a e4 %b @f 79.b8 85 dl €6 K......D ...y...

c6 dc 76 26 @1 @0 93 98 e4 bc 94 2c 89 BL b3 Se  ..vE&.i.. ...,..."

bf 5b @@ 8@ @@ @2 d3 38 @5 @2 B2 A8 82 80 18 11 o PR TV
12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 S £ SR
22 23 24 35 26 27 28 29 2a 2b-2c 2d 2e 2f 38 31 THIEL () *+,-./ 01
32 33 34 35 36 37 234567

Figure 4.7 The detail of captured packet on the analyzer 2

SRC Address: 10.10.10.11
DST Address: 8.8.8.8

HDR Length (before processing): 14 [3Z2-bit wordsl

ALL Length (before processingl): 120 [bytes]
Identification: 52707

—— IPv4 Option: Timestamp ——

Unix Time on Client: 1539268282

Unix Time on Authenticator: 1539268280
Authentication: DROP (different time is more than acceptable value)

Figure 4.8 Packet manipulation program output displayed at the authenticator

In the experiment of secret key management, IPv4 packet (with identification

value 31807) sent from the client device with user identification value 56601429

(0x035FABS5S5) is dropped at the authenticator because there is no secret key related

with this user identification data in the database. The experimental results are shown

in figure 4.9 to 4.11.
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SRC Address: 10.10.10.11

DST Address: 8.8.4.4

HDR Length (before processing): 5 [32-bit wordsl
ALL Length (before processing): 84 [bytesl
Identification: 31807

User ID Number: 56601429 [Integerl, 035fab55 [Fixed HEX]

User Unix Time: 1539269236 [Integerl, Sbbf6274 [Fixed HEX]

Packet AUTH Data: 84cd13d44b931b53e2aB81398fb87d346444353e38 [HMAC-SHA1l
Packet HDR Length (after processing): 14 [32-bit words]

Packet ALL Length (after processing): 120 [bytes]

Figure 4.9 Packet manipulation program output displayed at the client device

Source Destination Protocol  Length Info
10.16.18.11 8.8.4.4 ICMP 134 Echo (ping) request id=8x@43b, seq=1/256, ttl=64 (noc response found!)

Total Length: 128
Identification: exvc3f (318@7)
Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: B4
Protocol: ICMP (1)
Header checksum: @xdba? [validation disabled]
[Header checksum status: Unwerified]
Source: 18.18.18.11
Destination: 8.3.4.4
[Source GeeIP: Unknown]
[Destination GeoIP: Unknown]
4 Qptions: (36 bytes), No Operation (NOP), End of Options List (EOL)
Unknown (8x7a) (6 bytes)
Unknown (@x7b) (6 bytes)
Unknown (@x7c) (22 bytes)
[ No Operation (NOP)
I End of Options List (EOL)
I Internet Control Message Protocol

-

8@ Bc 20 98 @d 33 @8 @c 29 9c 35 6 B8 @@ 4e B8 ..)..3.. ).80..0M.

00 78 7c 3T 40 09 40 01 ' db a7 Ba @a Ba @b 88 08 x| ?@.@. ---.-.-
2020 04 @4 [ENIIEITIETNEE 7b @6 5b bf B2 74 7c 16 F'I {.[.bt]
84 cd 13 d4 b9 31 bS 3= 2a B1 39 8f b8 7d 34 64  ..... 1.3 *.9. . }4d
44 35 3¢ 38 @1 09 98 99 ab 1b @4 3b 00 @1 74 62 DS3B.... ... 3..th

bf 5b @@ 9@ 8@ @@ 55 17 @1 €0 20 20 @0 °e 10 11 | ey -
12 13 M5 1877 18 19%—1a-Ab,1c\1d. 16 #1500 23" @ .....[[c5 N !
22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 38 31 TREEL () *+,-./01
32 33 34 35 36 37 234567

Figure 4.10 The detail of captured packet on the analyzer 2

SRC Address: 10.10.10.11
DST Address: 8.8.4.4
HDR Length (before processingl): 14 [32-bit wordsl
ALL Length (before processing): 120 [bytes]
Identification: 31807

—— IPv4 Option: Timestamp ——

Unix Time on Client: 1539269236

Unix Time on Authenticator: 1539269235

—— IPv4 Option: User Identification —-

User Identification: 56601429

Requesting key from extermal database

Authentication: DROP (there is no key associated with this user)

Figure 4.11 Packet manipulation program output displayed at the authenticator
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Experimental results of packet authentication are shown in figure 4.12 to 4.18.

SRC Address: 10.10.10.11

DST Address: 8.8.8.8

HDR Length (before processing): 5 [32-bit wordsl
ALL Length (before processing): 84 [bytesl
Identification: 49322

User ID Number: 56601420 [Integerl, 035fab4c [Fixed HEX]

User Unix Time: 1539271069 [Integerl, S5bbf699d [Fixed HEX]

Packet AUTH Data: 5f5544fb?cbcBbcfBd06722cd?dBelZ2ffble0f1b [HMAC-SHA1]
Packet HDR Length (after processing): 14 [32-bit words]

Packet ALL Length (after processingl: 120 [bytes]

Figure 4.12 Packet manipulation program output displayed at the client device

Source Destination Protocol  Length Info
10.16.18.11 8.8.8.8 ICHMP 134 Echo (ping) request id=8x@847b, seq=1/256, ttl=64 (no response found!)

Total Length: 128
Identification: Bxc@aa (49322)
Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: ICMP (1)
Header checksum: @xf787 [validation disabled]
[Header checksum status: Unverified]
Source: 18.18.18.11
Destination: 5.8.8.8
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Options: (36 bytes), No Operation (NOP), End of Options List (EOL)
Unknown (@x7a) (6 bytes)
Unknown (@x7b) (6 bytes)
Unknown (@x7c) (22 bytes)
I Mo Operation (NOP)
I End of Options List (EOL)
- Internet Control Message Protocol

-

[N

@@ Gc 29 9@ @d 33 @8 @c 29 Oc 38 6T @5 @0 4e 0@  ..)..3.. ).B0..N.

@@ 78 c@ aa 4@ 80 48 @1 T7 &7 @a @a @a @b 83 @8 LK. . 0.01 [Cor UL LS
98 88 7a @6 83 5T ab 4c_7b 86 5b bf 69 9d [HET ..z.._.L%)[.:L.JA
: G b cf _8d 06 72 3c d7 di el 2] 1. .../

< @1 @3 83 @@ 23 b2 @4 7b @8 @1 od 69 !#{1

bf sb @@ @@ @@ ee af 39 @5 @2 2@ @@ 6@ @0 18 11 ol . O, . .. £

12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1T 20 21  ........ .ouuns !
22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 3@ 31 UHERA () T+,-./ 01
32 33 34 35 36 37 234567

Figure 4.13 The detail of captured packet on the analyzer 2
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SRC Address: 10.10.10.11
DST Address: 8.8.8.8
HDR Length (before processingl: 14 [32-bit words]
ALL Length (before processingl: 120 [bytesl
Identification: 49322

—-— IPv4 Option: Timestamp --

Unix Time on Client: 1539271069

Unix Time on Authenticator: 1539271069

—— IPv4 Option: User Identification —-

User Identification: 56601420

Key in dictionary is used for HMAC computation

—— IPv4 Option: Packet Authentication --

Client HMAC Length: 20 [bytes]l [HMAC-3HA1l

HMAC Value: 9c?8fabfB8009cB4ab?caalfiBo42Z2a?a251c31ed [Authenticator]
HMAC Value: 5f5544fb?c6cBbcfB8d06722cd?dBelZ2f fbled0f1b [Client]
Authentication: DROP (packet authentication fails)

Figure 4.14 Packet manipulation program output displayed at the authenticator

As shown in figure 4.12 to 4.14, IPv4 packet (with identification value 49322) sent
from the client device is dropped at the authenticator. The HMAC value of both sides
does not match. This may due to there is a modification of data or there is an incorrect

HMAC computation.

In case of sending IPv4 packet with options containing correct data in the
conditions of sessionless authentication network access control. The experimental

results are as follows.

SRC Address: 10.10.10.11

DST Address: 8.8.4.4

HDR Length (before processingl): 5 [32-bit words]
ALL Length (before processing): 84 [bytes]
Identification: 25697

User ID Number: 56601420 [Integerl, 035fab4c [Fixed HEXI]

User Unix Time: 1539272142 [Integerl, Sbbf6dce [Fixed HEX]

Packet AUTH Data: baeZ3ab59e91950f79180fZeZZ298ba?c5d11b440 [HMAC-SHA1]
Packet HDR Length (after processing): 14 [3Z2-bit words]

Packet ALL Length (after processing): 120 [bytesl

Figure 4.15 Packet manipulation program output displayed at the client device
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Source Destination Protocol  Length Info
10.16.108.11 5.8.4.4 ICMP 134 Eche (ping) request id=8x@48b, seq=1/256, ttl=64 (noc response found!)
8.8.4.4 10.16.10.11 IMP 98 Echo (ping) reply id=8x@48b, seq=1/256, ttl=118 (request in 8)

Total Length: 128
Identification: @xB461 (25697)
Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: B4
Protocol: ICMP (1)
Header checksum: @x22c@ [validation disabled]
[Header checksum status: Unverified]
Source: 18.16.18.11
Destination: 8.8.4.4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
4 Options: (36 bytes), No Operation (NOP), End of Options List (EOL)
Unknown (8x7a) (6 bytes)
Unknown (@x7b) (6 bytes)
Unknown (@x7c) (22 bytes)
I Mo Operation (NOP)
- End of Options List (EOL)
I Internet Control Message Protocol

-

88 @c 20 98 @d 33 88 Bc 29 Oc 35 6f @3 @@ 4e @8 ..)..3.. ).80..N.
@@ 78 64 61 40 @0 48 @1 22 P @a Ba @a @b 08 08  .xda@ @ T.......
2020 @4 @4 7a @6 @3 5 ab 4c 7b @6 5b bf 6d ce ::\:5: Vol L v i o dll
0030 - o 7516 of zc 22 98 ba Qi vt
2848 4 91 @@ @5 @@ 29 61 @4 8b @@ @1 ce bd R ... m

bf Sb @2 @0 @@ @0 70 76 od G0 G0 08 @0 @80 1@ 11 ~--.pV S, ... ]
12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 o e £ .
22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 38 31 THIEL () *+,-./01
32 33 34 35 36 37 234567

Figure 4.16 The detail of captured packet on the analyzer 2

SRC Address: 10.10.10.11
DST Address: 8.8.4.4
HDR Length (before processing): 14 [32-bit wordsl
ALL Length (before processingl: 120 [bytesl
Identification: 25697
—— IPv4 Option: Timestamp ——
Unix Time on Client: 1539272142
Unix Time on Authenticator: 1539272142
—— IPv4 Option: User Identification —-
User Identification: 56601420
Key in dictionary is used for HMAC computation
—— IPv4 Option: Packet Authentication —-
Client HMAC Length: 20 [bytes] [HMAC-SHA1l
HHAC Value: baeZ3ab59e91950f79180f 2e2298ba?c5d11b440 [Authenticator]
HHAC Value: baeZ3ab59e91950f79180f2e2298ba?c5d11b440 [Clientl
Authentication: ACCEPT
Packet HDR Length (after processingl): 5 [32-bit words]
Packet ALL Length (after processing): 84 [bytesl

Figure 4.17 Packet manipulation program output displayed at the authenticator
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Source Destination Protocol  Length Info
10.16.10.11 5.8.4.4 ICMP 98 Echo (ping) request id=8x@48b, seg=1/256, ttl=64 (noc response found!)
8.8.4.4 16.10.10.11 ICMP 98 Echo (ping) reply id=8x@48b, seq=1/256, ttl=118 (request in 18)

3 |Fr‘ame 1@: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
- Ethernet II, Src: Vmware 9c:38:6T (@@:8c:29:9c:38:6T), Dst: Vmware_98:8d:33 (@@:8c:29:98:8d:33)
4 Internet Protocol Version 4, Src: 168.10.18.11, Dst: 8.8.4.4
e1ee .... = Version: 4
. @181 = Header Length: 2@ bytes (5)
Differentiated Services Field: @x8@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 84
Identification: @x6461 (25697)
Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: ICMP (1)
Header checksum: @xb627 [validation disabled]
[Header checksum status: Unverified]
Source: 18.16.16.11
Destination: 8.8.4.4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
I Internet Control Message Protocol

-

-

eaea 29 9@ @d 33 ee ac 6f @3 B
2a18 54 61 48 8¢ 48 Al Ba Ba
8026 ¢k 88 29 51 24 8b 6d bf
2838 [ 76 2d e 88 eo

8848 B 19 1a 1b 1c 1d

8858 b
Be6e

Figure 4.18 The detail of captured packet on the analyzer 1

As shown in figure 4.15 to 4.18, IPv4 packet (with identification value 25697) sent
from the client device is allowed access to the controlled networks (the Internet). After
passing the packet verification process, all attached options are removed and

forwarded to the connected physical network.

4.2 Experimental Results of Routing Mode Network Access Control

In routing mode of sessionless authentication network access control, the
experimental results of general packet transmission, IPv4d option numbers validation,
timestamp validation, secret key management, and packet authentication are similar
in case the packets are dropped. In case the packet is authenticated and authorized,

the experimental results are shown in figure 4.19 to 4.22.
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3RC Address: 10.10.11.11

DST Address: B8.8.4.4

HDR Length (before processing): 5 [32-bit wordsl
ALL Length (before processing): 84 [bytes]
Identification: 47867

User ID Number: 56601420 [Integerl, 035fab4c [Fixed HEX]
User Unix Time: 1539279947 [Integer], S5bbf8c4b [Fixed HEX]
Packet AUTH Data: 27046d449e??901d0d7ab82cealb6425d4 [HMAC-MD5]
Packet HDR Length (after processing): 13 [3Z2-bit words]
Packet ALL Length (after processing): 116 [bytesl

Figure 4.19 Packet manipulation program output displayed at the client device

Source Destination Protocol  Length  Info
10.10.11.11 3.5.4.4 ICMP 13@ Echo (ping) request id=ex®853c, seq=1/256, ttl=64 (no response found!)
8.8.4.4 19.10.11.11 ICHP 98 Echo (ping) reply id=8x@853c, seq=1/256, ttl=117 (request in 33)

Total Length: 116
Identification: @xbafb (47867)

I Flags: @x@2 (Don't Fragment)
Fragment offset: @

Time to live: 64

Protocol: ICMP (1)

Header checksum: @x9171 [validation disabled]

[Header checksum status: Unverified]

Source: 18.18.17.11

Destination: 8.8.4.4

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]

4 Options: (32 bytes), Mo Operation (NOP), End of Options List (EOL)

Unknown (8x7a) (6 bytes)
Unknown (8x7b) (6 bytes)
Unknown (@x7c) (18 bytes)

> No Operation (NOP)

I End of Options List (EOL)

- Internet Control Message Protocol

@2 @c 29 19 16 31 @@ @c 29 9c 38 6T @5 @2 4d @@ ..)..1.. ).B0..M.
90 74 ba fb 42 00 48’91 91 71 Ba Ba Bb @b 08 B8  .t..E.H. .q.....-
adiM?a 86 83 5f ab 4c 7b 86 5b bf

8c 4b 3‘{\: z.. | |
—~— = a )
o7 =b 82 ce a1 bo 42 sl vy .. ...

@ ®
@ &

[
@ ®

@1 8@ @3 8@ @4 33 @5 3c 8@ @l 4b 8c bf 5h ee ee - . B0 L .,
82 8@ 1c d@ @5 @0 @2 88 82 8@ 10 11 12 13 14 15  ......e. svunowes
16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 veeaaaed 2 LTHER
26 27 28 29 2a 2b 2c 2d 2e 2f 3@ 31 32 33 34 35 &' ()*+,- .fe12345
36 37 &7

Figure 4.20 The detail of captured packet on the analyzer 2
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SRC Address: 10.10.11.11
DST Address: B8.8.4.4
HDR Lewngth (before processingl): 13 [32-bit wordsl
ALL Length (before processing): 116 [bytes]
Identification: 47867
—— IPv4 Option: Timestamp —-
Unix Time on Client: 1539279947
Unix Time on Authenticator: 1539279947
—-— IPv4 Option: User Identification --
User Identification: 56601420
Key in dictionary is used for HMAC computation
—— IPv4 Option: Packet fAuthentication —-
Client HMAC Length: 16 [bytes]l [HMAC-MD5]
HMAC Value: 27046d49e7?7901d0d47ab82cealbb425d [Authenticator]
HMAC Value: 27046d49e?77901d0d7abBZ2cealbb425d [Client]
Authentication: ACCEPT
Packet HDR Length (after processing): 5 [32-bit words]
Packet ALL Length (after processing): 84 [bytes]

Figure 4.21 Packet manipulation program output displayed at the authenticator

Source Destination Protocol  'Length Info
10.16.11.11 3.8.4.4 ICMP 98 Eche (ping) request id=8x@853c, seq=1/256, ttl=63 (reply in 14)
8.5.4.4 19.18.11.11 P 98 Echo (ping) reply id=ex@53c, seq=1/256, ttl=118 (request in 11)

[ |Frame 11: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
I Ethernet II, Src: Vmware 19:16:27 (88:0c:29:19:16:27), Dst: Vmware_90:8d:33 (80:0c:29:90:8d:33)
4 Internet Protocol Version 4, Src: 19.19.11.11, Dst: §.85.4.4
8188 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
- Differentiated Services Field: @x@e (DSCP: CS@, ECN: Not-ECT)
Total Length: B4
Identification: @xbafb (47867)
I Flags: @x@2 (Don't Fragment)
Fragment offset: @
Time to live: 63
Protocol: ICMP (1)
Header checksum: @x5f8d [validation disabled]
[Header checksum status: Unwverified]
Source: 18.16.11.11
Destination: 8.8.4.4
[Source GeoIP: Unknown]
[Destinaticn GeoIP: Unknown]
> Internet Control Message Protocol

2006000
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Figure 4.22 The detail of captured packet on the analyzer 1

IPv4 packet (with identification value 47867) sent from the client device is
allowed access to the controlled networks (the Internet). After passing the packet
verification process, all attached options are removed and forwarded to the connected
physical network. There is a result differed from bridge mode is that the Time-to-Live

value is reduced because of the routing process.
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4.3 Experimental Results of Performance

In term of performance, the RTT (Round-Trip Time) is used as a performance
indicator in the experiment. RTT data is collected by sending/receiving ICMP (Internet
Control Message Protocol) packets between client device and NAT router. There are
two experimental situations: situation 1, the sessionless authentication is deactivated,
and situation 2, the sessionless authentication is activated. Results of performance

testing are shown in figure 4.23, 4.24, and 4.25.
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Figure 4.23 Result of ICMP RTT when the sessionless authentication is deactivated
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Figure 4.24 Result of ICMP RTT when the sessionless authentication is activated
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4.4 Discussion

All illustrated experimental results can be described that IPv4 packets sent from
client device are forwarded to its destinations by the authenticator only when
important IPv4 options are attached to those packets. Unique packet authentication
data (HMAC) is computed at client device in a manner of packet per packet before
sending the packet to the connected network, it is consistent with a mechanism of
sessionless authentication. All IPv4 options must have information as they are defined
to use in the sessionless authentication environment, otherwise the authenticator will
drop the IPv4 packet with invalid option. In case of replay attack, IPv4 packet sent from
client device may be copied and sent again within the network, the timestamp (Unix
time) can be used to mitigate this attack, the authenticator will drop the replayed
packet having timestamp that is not in the acceptable time tolerant. If there is a
modification of data (such as timestamp, payload, value of fields of the IPvd header,
and so on), the IPv4 packet will be dropped in the process of HMAC comparison
because the modified packet will result different HMAC value when recomputing the
HMAC at the authenticator. IPv4 packet with option of unknown user identification
data is also dropped due to the authenticator cannot find the secret key associated
with unknown user identification data, if there is no secret key, HMAC computation
process will not be performed at the authenticator. Sessionless authentication network
access control is able to perform on both bridge and routing mode of IPvd packet
transmission and support both of HMAC-SHA1 (results in bridge mode) and HMAC-MD5
(results in routing mode). About routing process, the Time-to-Live value of IPv4 packet
header is decreased, the reason is to prevent [Pvd packet from traveling on the network
too long, IPv4 packet with zero value of Time-to-Live will be automatically dropped
at the router. Finally, sessionless authentication network access control increases the
RTT (can be seen as network latency) in the communication path which the effect of

packet manipulation process.



CONCLUSION AND SUGGESTION

CHAPTER 5

An implementation of sessionless authentication in IPv4 network access control

application provides the benefit of being more stringent in identifying users before

allowing access to the network. The unspecified IPv4 option parameters can be used

effectively in the standard IPv4 communication. The use of HMAC in conjunction with

the Unix time is able to protect the source-spoofed packets or packets that are

modified during the transmission and is able to mitigate the replay attack in the

network. Table 5.1 shows the comparison of network access control applications

between session-based authentication and sessionless authentication.

Table 5.1 Comparison of network access control applications

Sessionless

Features 802.1X Captive Portal
Authentication
Supported mode Bridge Bridge/Routing Bridge/Routing
No (check only
Per-packet user authentication No Yes (0x7A4 option)
source address)
Replay attack mitigation No No Yes (0x7B option)
Data integrity validation and data
No No Yes (0x7C option)
origin authentication
Require additional packet Yes (using Scapy
No No
manipulation process and Netfilter)
MD5, +32 bytes
Packet overhead No No

SHA1, +36 bytes

As shown in the table, although the sessionless authentication has more

overhead, but when considering in authentication performance and security, the

features of sessionless authentication make the user identification more precise and it

is difficult for unauthorized users in attempting to send packets to the Internet.
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In term of development guidelines for sessionless authentication network access
control to be more effective in the future, there are two possible issues that can be
developed. Firstly, the ability of replay attack mitigation might be upgraded from the
level of mitigation to the level of protection. Secondly, the IPvd option parameters

might be inherited to use with IPv6 communication in part of extension headers.
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Abstract—This paper presents an application of Internet
Protocol Options for enhancing self-authenticated feature to the
Internet Protocol. The options consist of Keyed-Hash Message
Authentication Code and timestamp. In the network access
control system, local network devices needing to access protected
networks have to attach the options to packet header before
sending to destination through a network access controller or
commonly known as a gateway. Internet Protocol packets with
options are verified on the gateway, the Keyed-Hash Message
Authentication Code is used for checking integrity of data and
the timestamp is used for replay attack mitigation. Packets
passing all processes would be allowed to access to the protected
networks. The design of self-authenticated Internet Protocol
provides a protection of sending source spoofed packets from
local network causing damage to other networks and also
provides high reliability of source identification.

Keywords—Internet Protocol Options; Network Access Control;
Source Spoofing; HMAC

L INTRODUCTION

NAC (Network Access Control) is a part of computer
network security that attempts to verify an identity of the
source before allowing to access to destination network. In
order to verify the identity, an authentication is highly
imperative. Currently, Captive Portal technique and IEEE
802.1x standard are authentication methods for controlling
access to networks and being widely used in many places such
as academies, organizations, Etc.

Captive Portal has offered the first use in the Stanford’s
SPINACH project [1]. It is a web-based authentication service.
This technique focuses on the user-friendly network access
control. Captive Portal is used at many Wi-Fi hotspots, and can
be able to control wired network access as well. Despite this
technique provided convenient network access control, it is
susceptible to source address spoofing. It is vulnerability that
malefactors can access protected network easily without
passing the authentication process.

The IEEE 802.1x is a standard defined for port-based
network access control. It provides the authentication
mechanism to client devices needed to connect to the network.
The TEEE 802.1x consists of three components; a supplicant,
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an authenticator, and an authentication server. A supplicant is a
client network device needed to connect to any network. An
authenticator is a network device, such as an Ethernet switch,
wireless access point performing like a security guard for any
protected network. Usually a supplicant is not allowed to
access to the protected network through the authenticator until
the supplicant’s identity has been validated and authorized by
the authentication server. The IEEE 802.1x normally provides
a highly secure authentication mechanism, especially to any
wireless network. However, it cannot prevent the traffic
manipulated by source address spoofing on the wired network
[2]. This problem occurs the same as it does with Captive
Portal network access control.

Source address spoofing is the creation of frames or packets
with forged source addresses, for the purpose of concealing the
sender’s identify or masquerading as another computing
system. Data communication, being based on the protocol not
supporting the origin authentication, cannot detect and prevent
traffic generated by this technique. Hence it is a problem
without an easy solution [3].

The aforementioned problems can be solved by replacing
the currently used network access control methods with an
implementation of self-authenticated IP (Internet Protocol).
Local network devices needing to access protected networks
have to attach specific IP options to IP header before sending
IP packet to destination through a gateway. The IP options
consist of HMAC (Keyed-Hash Message Authentication Code)
and timestamp. The HMAC is calculated by using some
important fields in IP header, higher layer data in IP packet,
timestamp, and key as input parameters. At the gateway, IP
packets with options are verified, the new HMAC is calculated
by using the same parameters as the senders, and is compared
to the attached HMAC, IP packets with HMAC and timestamp
corresponding to the new HMAC and timestamp on gateway
would be allowed to pass through gateway to the protected
network. With using the self-authenticated IP, source address
spoofing traffic can be detected and protected. Moreover, the
local network device or network user identification could be
considered as highly reliable.



II.  LITERATURE REVIEW

The design of self-authenticated IP is the application of
several theories which are described as follows.

A. Internet Protocol and Options

Internet Protocol is the principal communication protocol
for carrying datagrams across network boundaries. It has the
task of delivering datagrams from the source host to the
destination host, based on the IP addresses in the IP headers.
The IP standard is described in RFC (Request for Comments)
791 [4], the IP header format is shown in figure 1.

012345670123456701234567012345637
B e T e L R T e e e e St e L s Tt Tt e e e St et S Sk st ot o
|version| IHL |Type of Service] Total Length |

+-mm - Tt oo mm +---—— e L EE L LR T +
| Identification |Flags| Fragment Offset |
oo oo mm +---—— e L EE L LR T +
| Time to Live | Protocol | Header Checksum |
e et et et EE e B +
| Source Address |
e e E e +
| Destination Address |
e e +
| options | padding |
B e S P o —m S — e +

Fig. 1. Internet Protocol header format.

In part of IP options, it is a field in the IP header which may
be required in some communication environments. The option
field is variable in length. There are two cases for the format of
an option; a single octet of option-type, and multiple octets of
option-type. The single octet of option-type indicates the end of
the option list or it may be used between options, to align the
beginning of a subsequent option on a 32-bit boundary. The
multiple octets of option-type can be divided into three parts as
shown in figure 2.

01234567012345670123456701234567
Bt e e T e e g o e e e
| oOption-type | Option-length | option-data (variable) |
oo oo mmmm e Fommmmmm oo Bt +

B + 1= copied Flag (1 bit)
111 2 | 3 | 2 = option Class (2 bits)
+-+-+-+-+-+-+-+-+ 3 = Option Number (5 bits)

Fig. 2. Internet Protocol option field format.

According to figure 2, the option-type octet is viewed as
having three fields; 1 bit for copied flag, 2 bits for option class,
and 5 bits for option number. The copied flag indicates that this
option is copied into all fragment IP packets on fragmentation,
the option is not copied when use value 0, and the option is
copied when use value 1. The option class indicates the general
category into which the option belongs, there are only four
values for option class; class 0 for control, class 2 for
debugging and measurement, class 1 and class 3 are reserved
for future use. The option number specifies the kind of option,
there are some numbers defined in the RFC and there are also
inactive numbers. For the last two parts of the option field, the
option-length octet counts the option-type octet and the option-
length octet as well as the option-data octets, and the option-
data octets contain the actual data of each IP option in the
option field.

B. Keyed-Hash Message Authentication Code (HMAC)

In order to check the integrity of information transmitted
over unreliable networks, mechanisms that provide the
integrity check are often called HMAC [5]. HMAC is a
mechanism for message authentication using cryptographic
hash functions. HMAC can be used with any iterative
cryptographic hash function in combination with a secret
shared key. Most commonly used hash functions are MD5 [6]
and SHA-1 [7]. Equation (1) describes the definition of
HMAC.

HMAC(K, m) = H((K @ opad) || H(K @ipad) || m) (1)

Regarding the equation, H is a cryptographic hash function,
K is a secret shared key, m is the message to be authenticated, ||
donates concatenation, @ donates exclusive or (XOR), opad is
the outer padding, and ipad is the inner padding. The operation
of generating HMAC is illustrated in figure 3.

Key XOR Key XOR
[[Key ® opad ]
[ key ® ipad | "message || ist hashing
[ Key ®opad | hasH 1 | 2nd hashing

Fig. 3. Generating the HMAC.

The iterative hash function breaks up a message into blocks
of a fixed size and iterates over them with a one-way
compression function. For example, MD5 and SHA-1 operate
on 512-bit blocks. The size of the output of HMAC is 128 bits
in the case of MD5 and 160 bits in the case of SHA-1. The size
of a secret shared key must be less than or equal to the block
size of each hash function. The strength of the HMAC depends
upon the cryptographic strength of the underlying hash
function, the size of its output, and on the size and quality of
the secret shared key.

C. UNIX Timestamp

The UNIX timestamp is a system time defined as the
number of seconds that have elapsed since 00:00:00 UTC
(Coordinated Universal Time), Thursday, 1 January 1970. For
example, timestamp number 1451017392 represents 04:23:12
UTC, Friday, 25 December 2015. The standard UNIX
timestamp data-type that represents a point in time is a signed
integer, traditionally of 32 bits, meaning that it covers a range
of about 136 years in total. The maximum representable time is
03:14:07 UTC, Tuesday, 19 January 2038. One second after
that maximum time would be overflow. The timestamp is
widely used in UNIX-like and many other operating systems
and file formats.

In data security, timestamp is combined with a hashing
mechanism to guarantee that the data has not been modified
during transmission. The sender and the receiver use HMAC
generated by actual data, secret shared key, and timestamp to
ensure that transmitted data is not corrupted or modified. The



timestamp is used, along with some threshold, to ensure that
particular packet cannot be used more than once, for example,
using timestamp in [8]. In replay attack mitigation, if the
threshold (acceptable time lag, in seconds) is small, then the
replay attack is almost impossible.

III. DESIGN AND EXPERIMENTATION

A. Self-Authenticated IP Option Field Format

In the design of option field format for self-authenticated
IP, the reserved option classes and the inactive option numbers
are used. Two new IP options is inserted in the IP header
before sending IP packet out, one is an option containing a
HMAC to be used to authenticate IP packet itself, and the other
one is an option containing a timestamp to be used to prevent
replay attack. The self-authenticated IP option field format is
illustrated in figure 4.

01234567012345670123456701234567
L e T e e e e e e e Lt st St ot S s S L e

| TS (0x7A) | Length = 6 | TS Data 1-2 |
e e B R EEEEEE P mmmmmmm s o mmm e +
| TS Data 3-4 |  HMAC (Ox7B) | Length =22 |
e e e mmmm e e mm S +
| HMAC Data 1-4 |
B it o b i R +
| HMAC Data 5-8 |
B e mnti b L bl o e I aDEly i 5 +
| HMAC Data 9-12 |
Tt e e e +
| HMAC Data 13-16 |
B e +
| HMAC Data 17-20 |
e e e e R R O e - R TR g i~ AT — v +

Fig. 4. 1P option field format for self-authenticated IP.

In figure 4, the timestamp (TS) option uses hexadecimal
number 0x7A for option-type, which is 01111010 in binary
number, meaning that this option would not be copied into all
fragments on fragmentation (0), this option is in the reserved
option class 3 (11), and this option uses inactive option number
26 (11010). The length of the timestamp option is 6 octets
including 1 octet of option-type, 1 octet of option-length, and 4
octets of timestamp data. The timestamp data is a hexadecimal
number converted from represented number of the UNIX
timestamp.

The HMAC option uses 0x7B for option-type having the
same properties as the timestamp option, but the slight
difference is an option number, which is an inactive number 27
(11011). The length of the HMAC option is 22 octets including
1 octet of option-type, 1 octet of option-length, and 20 octets of
calculated HMAC SHA-1 (160 bits). In part of calculating the
HMAC SHA-1, an IHL field, a Total Length field, an
Identification field, a Protocol field, a Source Address field,
and a Destination Address field in the IP header, higher layer
data (IP payload), and timestamp are concatenated and used as
input parameter of the hash function. The secret shared key is
one of input parameters separately. It is used both on a network
device and a gateway, the source address in an IP header is a
pointer to the same secret shared key.

B. Traffic Flow and Operations

The self-authenticated IP is implemented on an open-source
operating system, which is Linux. In term of system operations,
it can be viewed into two parts, which are kernel space and user
space. The kernel space provides abstraction for security,
hardware, and internal data structures. The user space refers to
all of the code in an operating system that lives outside of the
kernel, such as shells and applications. About network traffic
flow on Linux, it can be operated in both kernel space and user
space, normally network traffic is operated in the kernel space,
but it can also be operated in the user space, depending on the
security policy.

The implementation uses Netfilter framework to bridge IP
traffic between kernel space and user space via the Netfilter
queue (NFQUEUE), to modify IP options in the IP header by
the specific program running in user space, before sending the
modified IP packets back to the kernel space and then to the
network interface. This operation can be illustrated as shown in
figure 5.

User Space

Local
Process —

NFQUEUE

[t ]

v NIC
Fig. 5. Self-Authentication IP traffic flow on local network device.

In the figure 5, the NFQUEUE is used to bridge outgoing
IP packets generated by local network device at Mangle table,
POSTROUTING chain. This operation is controlled by the
Netfilter’s [PTable command is as follows.

[1] iptables -t mangle -A POSTROUTING -0 <out_if> ! -d <int_net> -j
NFQUEUE --queue-num <g_number>

The IP packets destined other than local network (int_nef)
are bridged to user space via NFQUEUE (q_number, start with
number 0 or higher). Then, the modified IP packets are sent
back to kernel space and sent on wire by an outgoing network
interface (out_if).

At the gateway, for incoming IP traffic, IP packets destined
other than local network (int net) are received by an incoming
network interface (in_if) and are bridged to user space via
NFQUEUE (g number A) at Mangle table, PREROUTING
chain. In the user space, IP packets are verified, and accepted
or dropped by an IP header manager program. Accepted IP
packets are sent back to kernel space and are routed to the
destination, therefore these IP packets will become outgoing IP
packets. For outgoing traffic, IP packets are bridged to user
space again via NFQUEUE (g _number B). The IP options are
removed and sent back to kernel space. Finally, authenticated
IP packets are sent on wire by an outgoing network interface
(out_if). The IPTable commands are as follows.



[1] iptables -t mangle -A PREROUTING -i <in_if> ! -d <int_net> -j
NFQUEUE --queue-num <g_number_A>

[2] iptables -t mangle -A POSTROUTING -0 <out_if> -j NFQUEUE --
queue-num <g_number_B>

Traffic management at the gateway can be illustrated as
shown in figure 6.

User Space

MANGLE

User Space

NIC]

Kernel Space

¥ NIC
Fig. 6. Self-Authentication IP traffic flow on gateway.

In a part of inserting, removing, or modifying IP options in
the TP header, Scapy [9] is one of useful tools for this
operation. Scapy is a powerful interactive packet manipulation
program written in Python. It is able to forge or decode packets
of a wide number of protocols, send them on the wire, capture
them, match requests and replies, and much more. In the
implementation, the pseudo code of IP option insertion is as
follows.

1] def callback(i, payload):
2] data = payload.get_data()

3] pkt = IP(data)

4] pkt[IP].options = IPOption("%s%s%s%s"%("\x7A\x06",
ts_data, "\x7B\0x16", hmac_data))

pkt[IP].ih1 +=_7

6] pkt[IP].Tlen = len(str(pkt))

7] del pkt[IP].chksum

8] payload.set_verdict_modified(nfqueue.NF_ACCEPT, str(pkt),
en(pkt))

9] def main(Q):

10] q = nfqueue.queue()

11] q.open()

12] g.bind(socket.AF_INET)

13] q.set_callback(callback)

14] g.create_queue(0)

15] try:

16] q.try_runQ

17] except KeyboardInterrupt:

18] g.unbind(socket.AF_INET)
q.closeQ)

19]
20] mainQ

In the code, the fs data variable contains the current
timestamp, and the hmac_data variable contains the calculated
HMAC. Firstly, traffic flowing in kernel space are captured
and sent to user space by using an nfqueue.queue function. In
the callback function, the pkt variable contains IP packet
extracted from the payload variable. The pkt[IP].options is a
pointer that points the IP option field position in IP header.
New IP options are inserted in a form of char data-type,
including the s data and the hmac data. The length of the
new inserted IP options is 7 words (1 word is equal to 32 bits),
therefore the IHL value in the IP header is increased, from 5
words to 12 words (5+7). Finally, the values of total length and
header checksum fields are recalculated, before sending
(reinjecting the modified IP header to the kernel space) to
destinations.

For HMAC calculation, given an icv variable contains
calculated HMAC, a pkt variable contains IP packet data, a ts
variable contains timestamp data in hexadecimal value, and a
key variable contains secret shared key based on source IP

address of each IP packet. The procedure for calculating the
HMAC can be written as shown in the following pseudo code.

[1] def gen_icv(pkt, ts, key):

2] ip_pkt = str(pkt).encode(“hex”)

[3] icv = hmac.new(key,””,hashlib.shal)
[4] icv.update(str(pkt[IP].ih1+7))

[5] icv.update(str(pkt[IP].Ten+(7%4)))
[6] icv.update(str(pkt[IP].id))

[7] icv.update(str(pkt[IP].proto))

[8] icv.update(str(pkt[IP].src))

[9] icv.update(str(pkt[IP].dst))

[10] icv.update(ip_pkt[pkt[IP].ih1*4%2:])
[11] icv.update(str(ts))

[12] return icv.digest()

Input parameters used for calculating the HMAC SHA-1
consist of some data fields in IP packet, the pkt/IP].ihl
represents the Internet Header Length data, the pkt/IP].len
represents the Total Length data, the pkt/IP].id represents the
Identification data, the pkt/IP].proto represents Protocol data,
the pkt[IP].src represents the Source Address data, the
pkt[IP].dst represents the Destination Address data, the
ip_pkt[pkt[IP].ihl*4*2:] represents data in higher layer, and
timestamp data.

For incoming packet processing at the gateway, IP header
fields are classified and stored in variables of the IP header
manager program similar to outgoing packet processing. After
receiving IP packet, the timestamp option is checked and the
HMAC SHA-1 is recalculated and compared with the HMAC
option in the received packet. The process of IP packet
verification is described as a flowchart shown in figure 7.

Read IP Packet
from NFQUEUE

Get IP Options:
Timestamp & HMAC

Not
Match

Timestamp
checking

Match

HMAC
recalculating

A 4

‘ send IP packet to ‘

o e Drop IP Packet

Fig. 7. 1P packet verification process.

In the packet verification process, firstly, timestamp data in
the timestamp option is checked with timestamp on a gateway.



IP packets with timestamp does not correspond to timestamp of
the gateway would be dropped. Secondly, IP packets passing
the timestamp checking are brought into the HMAC calculation
process. HMAC data in the HMAC option is compared to the
new calculated HMAC on the gateway. IP packets with HMAC
does not correspond to the new HMAC would be dropped. TP
packets passing all verification processes are sent back to the
kernel space. For outgoing traffic, accepted IP packets are sent
to the IP header manager again, self-authentication IP specific
options are removed before sending the IP packets to network
interface.

C. Experimental Environment

Because of the self-authenticated IP is implemented on
Linux. The experimental environment requires few personal
computers, for running IP header manager programs and
capturing sample IP packets transmitting over Ethernet
network. Detail of the experimental environment is shown in
figure 8.

Analyzer

Protected ) ¢

\ Network

Router Gateway

Local Network
Device

Fig. 8. Experimental environment for self-authenticated IP.

In the experiment, an eth( interface on local network device
is connected with a managed switch. In order to communicate
with the protected network, local network device need to send
IP packets to a gateway (Network Access Controller), the
packets are received by eth/ interface of the gateway. IP packet
that passing the timestamp checking and the HMAC comparing
are routed to the protected network via eth( interface of the
gateway. The managed switch copies IP packets generated by
local network device to other port connected with an analyzer.
IP packets captured by the analyzer are used as an experimental
result. Network configurations in the test environment are as
follows:

1) Local Network Device:
a) eth0 IP Address: 172.16.0.2/24
b) Default Route: 172.16.0.1
¢) DNS Server: 8.8.8.8

2) Gateway (Network Access Controller):
a) ethl IP Address: 172.16.0.1/24

b) eth0 IP Address: 10.0.0.2/30
¢) Default Route: 10.0.0.1
d) DNS Server: 8.8.8.8
3) Router:
a) Local IP Address: 10.0.0.1/30
b) Global IP Address.: Assigned by Service Provider
¢) Default Route: Assigned by Service Provider

d) DNS Server: Assigned by Service Provider

The experiment is a proof of self-authenticated IP security
concept. The results are described in the next section.

IV. EXPERIMENTAL RESULTS AND DISCUSSIONS

During the experiment, the self-authenticated IP enabled
device communicated with the protected network, by using
ICMP (Internet Control Message Protocol). The ping program
is executed on the local network device with destination IP
address 8.8.4.4. The analyzer captured related IP packets. On
the analyzer console, the specific IP options is discovered and
displayed in the sub-tree menu as shown in figure 9.

No.  Source
1.172.16.0.2
28.8.4.4

Dectination Protocel Length Info
8.8.4.4 ICMP 126 echo (ping) request dd=0x042d
17516 0. 2 ICMP 98 echo (ping) reply id=0x042d

& Frame 1: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits) on
+ Ethernet II, Src: 00:0c:29:27:05:f7 (00:0c:29:27:05:Ff7), Dst: 00:0c:29:f4
= \Internet Protocol version 4, spc: 172.16.0.2 (172.16.0.2), Dst: 8.8.4.4 (
version: 4
Header Length: 48 bytes
® Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00: Not
Total Length: 112
Tdentification: Oxed77 (60791)
/@ Flags: 0x02 (Don"t Fragmemnt)
Fragment offset: 0O
Time to live: &4
Protocol: IcMP (1)
@ Header checksum: Oxeba7 [validation disabled]
source: 172.16.0.2 (172.16.0.2)
pestination: 8.8.4.4 (8.8.4.4)
[Source GeoIP: Unknown]
[Destination GeoIP: unknown]
B options: (28 bytes)
unknown (0x7a) (6 hytes)
unknown (0x7b) (22 bytes)
# Internet control Message Protocol
00 Oc 29 f4 5c 8a 00 Oc 29 27 05
00 70 7740 00 40 01 b ‘a7 ac
1 3

: L ESERT ()
%310 701 234567

Fig. 9. Specific IP options displayed on an analyzer console.

The analyzer classified the specific IP options into two
options, but there is not a detail for each option because the
self-authenticated IP options are non-standard IP options
defined in the RFC. But it confirms that the specific IP options
are really added in the IP header before sending IP packet out
on a wire.

At the gateway, in part of incoming packet processing,
when add the code pkt/IP].show() in the IP header manager
program, it allows the program to display a detail of the
specific IP options. The detail of the options of the same IP
packet captured by the analyzer is shown in figure 10.



#t[ IPOption IH##
copy_flag oL
optclass 3L
option Z6L
length b
value "UnxabRuwx1f’

###[ IPOption l#i#
copy flag
optclass
option
length
value

" 5-A\xbCFGANXCZNxI7RNx0b6NXBINxIBBU . "\ x 97 \x0bT,\xd3"

Fig. 10. Specific IP options displayed on Linux console (Scapy).

In the detail, each option has option-type, option-length,
and option-data corresponding to the design of option field
format. In term of security, the IP header manager program on
local network device has been modified to simulate sending
some unusual IP packets to the gateway. The conditions and
results of the simulation are list in table 1.

TABLE L IP PACKET VERIFICATION TEST RESULT
Item Condition Accepted | Dropped
Sending IP packet with IP ogiorg SO X

corresponding to timestamp and HMAC.

Timestamp option on local network device

3 |is increased/decreased before calculating .
the HMAC.
Using different secret shared key for

4 |calculating the HMAC of the same IP .
packet.

Input parameters for calculating the HMAC
does not meet the specifications.

Sending [P packet to protected_network
6 |without adding the self-authenticated IP .
options in the IP header.

Information in the table can be ensured that source spoofed
packets or packets that have been modified during transport are

unable to reach their destination, because it is dropped when
checked at the gateway.

V. CONCLUSIONS

The self-authenticated IP provided high security for
Network Access Control. With the design based on IP options,
it can be implemented with the standard IP communication
without any effect. In the real implementation, the secret shared
key can be mapped with a user and a source IP address.
Therefore, accessing to external network or protected network
with a strict inspection would make high accuracy in user
identification, in case a problem occurs and requires to check.
In the overall, self-authenticated IP is a lightweight method to
prevent an unauthorized access to external networks using the
source address spoofing, which is the major problem in
controlling network access.
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Abstract—This paper presents an enhancement of IP (Internet
Protocol) standard to support user authentication within the
protocol itself. The options field in an IP header is used for
carrying specific data to add the ability of self-authentication.
The specific data consist of a user identifier, a timestamp, and an
HMAC calculated with important data in the IP header. The
major purpose is to verify a device owner or a computer user in a
local network in real time, before allowing access to restricted
networks or the Internet. By this enhancement, the users can be
authenticated at IP layer, without needing an additional user
authentication process. The self-authentication ability provides a
prevention of sending source-spoofed IP packet and also provides
a high reliability of identifying the user. In addition, this ability
does not require a creation of specific connection and an
exchange of security parameters.

Keywords—Network Access Control; Source Address Spoofing;
IP Options; HMAC; Self-Authentication

L INTRODUCTION

Nowadays, Internet almost become a basic requirement of
daily life. A lot of devices online on the Internet. Regarding
computer network security, identifying a device owner or a
computer user is an importance. In order to control accessing
the Internet, a NAC (Network Access Controller) is used to
meet this demand. On an IP network, the NAC provides a
function of source address filtering. IP packets with a source
address of an authorized device are allowed to access the
Internet. Although NAC is a useful tool for identifying the user
before accessing restricted networks or the Internet, but its
common function is susceptible to a technique of sending a
source-spoofed IP packet, it helps unauthenticated users easily
access their destination without passing the user authentication
process.

The aforementioned problem encourages an enhancement
of IP standard. A self-authentication ability is added to the
protocol. It involves a use of undefined IP options, and an
application of HMAC (Keyed-Hash Message Authentication
Code) and timestamp. The benefits of this enhancement are
user authentication can be performed at IP layer without
needing additional processes, sending the source-spoofed IP
packet can be prevented, and reliability of identifying the user
is increased.
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II.  LITERATURE REVIEW

A. Source Address Spoofing

In term of computer network security, the creation of IP
packet with a forged source address for concealing the sender
identity, is called source address spoofing. Source-spoofed IP
packets travelling on an IP network cannot be detected and
protected. It may cause damage to various services on the
network. Most importantly, source address spoofing is a
problem without an easy solution [1]. Traditional NAC such as
Captive Portal [2] still use the source address filtering function
to control accessing restricted networks, hence it will consider
the source-spoofed IP packet as a normal IP packet. Both types
of IP packet are finally allowed to access the restricted
networks.

The source address spoofing issue may be mitigated by
using a communication tunnel. In this scenario, tunnel is a
transport protocol for carrying the regular protocol. The tunnel
is designed for providing data origin authentication and data
integrity verification. These interesting functions make more
reliable communication at the [P layer.

B. Origin Authentication and Integrity Verification

Data origin authentication is an important property. It
makes the receiving party can verify the source of data and
ensure that the IP packet originate from an expected sender.
Data integrity verification is also important one that makes sure
about IP packet has not been modified during transmission.
Using the two properties, the source-spoofed IP packet can be
detected and protected.

There are several protocols providing data origin
authentication and data integrity verification. Most commonly
used protocol is an IPsec (Internet Protocol Security) [3], in a
functionality of AH (Authentication Header) [4]. However,
IPsec needs extended authentication process, a communication
session need to be maintained, and it is a host-to-host security.
But for NAC application, it should be host-to-any security, the
data origin authentication and the data integrity verification
should be performed without maintaining any session or state.

C. Stateless Authentication Mechanism

An access control system with session maintenance, the
period of communication depends on the session. If the session
expires, communication will stop and require re-authentication
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to continue. In the other hand, the stateless authentication
mechanism does not maintain any communication session.
There is an agent program installed on a device or a computer.
It attaches sufficient user credentials to the IP packet, the
credentials is used for verifying the device owner on the NAC,
this mechanism may be called self-authentication.

Creating the credentials for stateless user authentication, the
HMAC [5] is commonly used. HMAC is a mechanism for
message authentication. It can be used with any iterative
cryptographic hash function, in a combination of message
(data) and secret key. The HMAC definition is described in
equation 1.

HMAC(K, m) = H(K @opad) || H(K @ipad) || m)) (1)

In the equation, H is a cryptographic hash function, K is a
secret key, m is the message to be authenticated, || represents
concatenation, @ is an XOR digital logic gate, opad is an outer
padding, and ipad is an inner padding. The strength of the
HMAC depends on the strength of underlying cryptographic
hash functions such as a SHA-1 (Secure Hash Algorithm) [6],
the size of its output, and the quality of the secret key.

Using the HMAC for stateless authentication mechanism
may not secure enough because it is susceptible to a replay
attack [7]. To reduce the possibility of the attack, a timestamp
is required. The sender and the receiver use HMAC with
timestamp to guarantee that the IP packet has not been
modified during transmission and cannot be used more than
once. An example case has been described in [8]. The
timestamp is often used with threshold (acceptable time lag), if
the threshold is small, the replay attack is almost impossible.

D. Internet Protocol Options

IP options is one of fields in the IP header [9] which may
be required for some data communication environments. The
IP options field is variable in length. There are two types of the
options; a single octet of option-type, and multiple octets of
option-type. The single octet of option-type indicates the end of
the IP options list or it may be used between IP options, to
align the beginning of a subsequent option on a 32-bit
boundary. The multiple octets of option-type can be divided
into three parts as shown in figure 1.

BIT
©12345670©1234567012345670©1234567

Option-Type Option-Length Option-Data (variable)

1 is Copied Flag (use 1 bit)
2 is Option Class (use 2 bits)
3 is Option Number (use 5 bits)

Figure 1. Multiple octets of option-type format

Regarding the figure 1, the option-type octet is viewed as
having three parts; 1 bit for copied flag, 2 bits for option class,
and 5 bits for option number. The copied flag indicates that this
option is copied into all fragment IP packets on fragmentation,
the option is not copied when using a value 0, or is copied
when using a value 1. The option class indicates the general
category into which the option belongs, there are only four
option classes; class 0 for control, class 2 for debugging and
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measurement, class 1 and class 3 are reserved for future use.
The option number specifies the kind of option, there are both
defined option numbers in the IP standard and undefined
numbers. The option-length octet indicates how many octets
are used in each option. It counts the option-type octet, the
option-length octet as well as the option-data octets. The last
option-data octets contain the actual data of each option.

III. IMPLEMENTATION OF USER AUTHENTICATION IN AN

INTERNET PROTOCOL

A. Self-Authentication IP Options

In the design of self-authentication IP options, the reserved
option classes and the undefined option numbers are used.
Three new IP options are attached to the IP header; a user
identifier option, a timestamp option, and an HMAC option,
which can be illustrated in figure 2.

BIT
©12345670©12345670©12345670©1234567

Version! IHL |Type of Service Total Length

Identification Flags Fragment Offset

Time to Live Protocol Header Checksum
Source Address

Destination Address

UID (ex7A) Length = 8 UID Data (octet: 1 to 2)
UID Data (octet: 3 to 6)
TS (ex7B) | Length = 10 TS Data (octet: 1 to 2)

i . 4
TS Data (octet: 3 to 6)

TS Data (Byte: Length = 22

HMAC (@x7C)
HMAC Data (octet: 1 to 4)

HMAC Data (octet: 5 to 8)

HMAC Data (octet: 9 to 12)

HMAC Data (octet: 13 to 16)

HMAC Data (octet: 17 to 20)

Figure 2. Self-Authentication options

In the options format, the user identifier option (UID) has
value 0x7A, that is 01111010 in binary number, so that this
option is not copied to all fragments on fragmentation (0), the
reserved option class 3 (11) is used for this option, and the
option number 26 (11010) is assigned for this option. The total
length in octet is 8, including 1 octet of option-type, 1 octet of
option-length, and 6 octets of the user identifier data. NAC will
use this option to find the corresponding secret key for
generating the HMAC. The timestamp option (TS) has value
0x7B. It has property like the UID option, except using option
number 27. The total length in octet is 10, including 1 octet of
option-type, 1 octet of option-length, and 8 octets of the
timestamp data which is a hexadecimal number converted from
an integer number of the UNIX timestamp. The timestamp is
used to compare with the timestamp of the NAC for replay
attack mitigation purpose. The last HMAC option has value
0x7C. It has property like the UID option, except using option
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number 28. The total length of this option is 22, including 1
octet of option-type, 1 octet of option-length, and 20 octets of
HMAC data calculated with the SHA-1 hash function (160 bits
of output).

In HMAC calculation, the Identification data, the Source
Address data, the Destination Address data in the IP header, the
timestamp in the TS option, and the secret key corresponding
to the UID option, are concatenated and used as an input
message of the hash function.

B. Data Flow and Operations

The self-authentication is implemented on Linux. In order
to control the flow of IP packet and manipulate the IP header,
Netfilter framework and Scapy [10] program are applied. The
Netfilter framework provides IP traffic control on the
experiment computers. The POSTROUTING chain mangle
table of the framework is mainly used to do mangling on IP
packets. At this chain and this table, the IP packets are
redirected from kernel space to user space by NFQUEUE (the
Netfilter Queue). Scapy is a powerful interactive IP packet
manipulation program written in Python. It works on the user
space, and it can inject the IP packet back to the kernel space.

The self-authentication ability focuses on an outgoing IP
traffic. In the implementation, IP packet flow on both client
device and NAC are shown in figure 3 and 4.

P

Local IP Header
Process Manipulation
t ‘ User Space
(7 ™ Kernel Space
mangle ‘mangle | |
OUTPUT POSTROUTING |
- '
nat il | ( Aeseirtegliy | | (NfnEEfN
OUTPUT OUTPUT POSTROUTING
= '
NIC
(Packet Out)
Figure 3. 1P packet flow on client device

IP Header
Manipulation
User Space

Kernel Space

NIC mangle "
(Packet In) POSTROUTING
|
p L
mangle filter nat Wy
PREROUTING FORWARD POSTROUTING
nat mangle NIC
PREROUTING FORWARD (Packet Out)
Figure 4. 1P packet flow on NAC

On client device, the IP header manipulation program
attaches the UID option, the TS option, and the HMAC option
respectively, to IP header generated by local process. The IHL
value in the IP header is increased to 15 (1111), as well as the
Header Checksum value is recalculated. Finally, the modified
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IP packet is injected back to the kernel space and sent out to the
network. At the NAC, IP packets with self-authentication
options are verified and forwarded to another network. An
action on IP packet on the NAC is described in figure 5.

Receive IP packet
from NFQUEUE

Extract self-authentication
options from IP header

Find the Secret Key on
database and cache it
for future use, return
empty key if not found

Find
Secret Key
from UID

Not
corresponded

Compare
Timestamp

} Corresponded

Recalculate HMAC with the
Secret Key

Not
matched

Compare
HMAC

O

y Matched

Remove all IP options and
send back to kernel space

i
Drop invalid
IP packet

O

Figure 5. Self-Authentication verification

N

IV. EXPERIMENTATION AND RESULTS

The experimental environment consists of four computers,
two network switches, and one Internet router. The computers
work as a client device, a NAC, and analyzers. The test IP
packet will be sent from the client device. IP packets passing
the network switches are mirrored to the analyzers. The
captured IP packets on the analyzer are used as an experimental
results. The network topology is shown in figure 6.

Analyzerl Analyzer2

NAC

Router

Switch Switch

y =3 ) Client Information E
IP: 10.100.1.3/24 | |
&_\/J GW: 10.100.1.1

Internet

Client Device

Figure 6. Experimental topology

The client device has one NIC (Network Interface Card),
named ensl60. The NAC has two NICs, named ens/60 (router
side) and ens/92 (client side), an operation is in bridge mode.
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In order to redirect IP packets to the IP header manipulation
program, the following iptables commands are executed on
both client device and NAC console.

# # IPTables command for Client Device.
# iptables -t mangle -I POSTROUTING \
> -o ensl60 -j NFQUEUE --queue-num 0

# IPTables command for NAC.
iptables -t mangle -I POSTROUTING \
-m physdev --physdev-out ens160 \
-j NFQUEUE --queue-num 0

V V3

After sending the test ICMP packet from the client device
(10.100.1.3) to the destination (8.8.8.8), Captured IP packets on
the analyzerl and the analyzer2 are decoded as displayed in
figure 7 and 8.

Protocol
eMp
ICMP

Mo, Destination
8.8.8.8

16.106.1.3

Source
116.106.1.3
2 8.8.8.8

—

Identification: @x28de (18462)
Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: ICMP (1)
Header checksum: @x4113 [validation disabled]
18.106.1.3
Destination: 8.8.8.8
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
v Options: (48 bytes)

Source:

@@ Bc 29 c2 @3 of @@ @c 29 3c b3 ad @8 @@ 4T @@

s 7c 2 13 @a 64 O, 88 88
8020 @8 1 62 32
@038
@840

B8 8@ a3 al B8 11

80 o 8b b2 5 @0 00 6B 34 95 B9 B 0O BY

Figure 7. IP packet decoded on the analyzerl

Pratocol
TCHP
ICHP

Destination
8.8.8.8
16.1668.1.3

Source
116.106.1.3
2 8.8.8.8

—

—

Identification: @x28de (10462)
Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: ICMP (1)
Header checksum: @xf654 [validation disabled]
Source: 18.1ee8.1.3
Destination: 8.8.8.8
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Internet Control Message

-

Protocol

6016 60 54 phLgLl: 46 60 46 @1 f6 54 8a

226 @3 @3 @8 @P a3 al @8 11 @e 81 9d
@@ 8@ 34 95 @9 @0 60 60 06 60 10
16 17 18 19 1a 1b 1c 1d 1le 1f 28
26 27 28 29 2a 2b 2c 2d 2e 2f 3@

36 37

@8 88
ea e
14 15
24 25
34 35

Figure 8. 1P packet decoded on the analyzer2

IP packet with identification number 10462 is sent from
client device, the self-authentication options are attached
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correctly as described in the section of implementation. After
passing verification on the NAC, self-authentication options
are deleted and the IP packet is forwarded to another network
side. In addition, when considering about the mentioned
network access control, the key features of each access control
application can be compared and shown in table 1.

TABLE L A COMPARISON OF ACCESS CONTROL APPLICATIONS
Access Control . Captive
Features IP options | IPsec AH Portal
Access control ability Yes Yes Yes
Source-spoofed IP packet prevention Yes Yes No
Data origin authentication and data Host-to- Host-to- No
integrity verification Any Host
Not require session maintenance Yes No No
Not require security parameter Yes No N/A
exchange
V.  CONCLUSION

The implementation provides a new mechanism for
verifying an identity of the device owner or the computer user.
It is especially suitable to use with network access control
application. The key feature is a design of self-authentication
options. User authentication at IP layer can be performed by
NAC which can be placed anywhere on the communication
path. Without needing the additional user authentication
process and there is no session to be maintained, it makes data
communication more smooth and seamless. For security
awareness, it also provides a mitigation of replay attack and a
prevention of sending the source-spoofed IP packet, therefore it
make identifying the user more reliable and it makes user
authentication mechanism look different.

REFERENCES

C. Manusankar, S. Karthik, and T. Rajendran, “Intrusion Detection
System with Packet Filtering for IP Spoofing,” International Conference
on Communication and Computational Intelligence, India, December
2010, pp. 563-567.

G. Appenzeller, M. Roussopoulos, and M. Baker, “User-Friendly Access
Control for Public Network Ports,” INFOCOM IEEE, vol. 2, March
1999, pp. 699-707.

S. Kent and K. Seo, “Security Architecture for the Internet Protocol,”
RFC 4301, December 2005.

S. Kent, “IP Authentication Header,” RFC 4302, December 2005.

H. Krawczyk, M. Bellare, and R. Canetti, “HMAC: Keyed-Hashing for
Message Authentication,” RFC 2104, February 1997.

D. Eastlake and P. Jones, “US Secure Hash Algorithm 1 (SHAL),” RFC
3174, September 2001.

P. Syverson, “A taxonomy of replay attacks,” IEEE Computer Society
Press, 1994, pp. 187-191.

D. Denning and G. Sacco, “Timestamps in Key Distribution Protocols,”
Communications of the ACM, Vol. 24, August 1981, pp. 533-536.

J. Postel, “INTERNET PROTOCOL,” RFC 791, September 1981.

P. Biondi, “Packet generation and network based attacks with Scapy,”
CanSecWest/core05, France, May 2005.

[1]

(2]

[10]



User Authentication in an Internet Protocol

Parinya Thamthawornsakul

Suvepon Sittichivapak

Department of Telecommunication Engineering, King Mongkut’s Institute of Technology Ladkrabang

Abstract

This paper presents an enhancement of IP (Internet Protocol) standard to support user authentication
within the protocol itself. The options field in an IP header is used for carrying specific data to add the ability of
self-authentication. The specific data consist of a user identifier, a timestamp, and an HMAC calculated with
important data in the IP header. The major purpose is to verify a device owner or a computer user in a local
network in real time, before allowing access to restricted networks or the Internet. By this enhancement, users
can be authenticated at IP layer, without needing an additional user authentication process. The self-
authentication ability provides a prevention of sending source-spoofed IP packet and also provides a high
reliability of identifying the user. In addition, this ability does not require a creation of specific connection and

an exchange of security parameters.
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1. Introduction

Nowadays, Internet almost become a basic
requirement of daily life. A lot of devices online on
the Internet. Regarding computer network security,
identifying a device owner or a computer user is an
important thing. In order to control accessing the
Internet, a NAC (Network Access Controller) is used
to meet this demand. On an IP network, the NAC
provides a function of source address filtering. IP
packets with a source address of an authorized device
are allowed to access the Internet. Therefore prior to
such authorization, the device owner or the computer
user has to pass the authentication process first,
which is done by submitting user credentials such as
a username and a password.

Although  NAC is a wuseful tool for
identifying the wuser before accessing restricted
networks or the Internet, but its common function is
susceptible to a technique of sending a source-
spoofed IP packet. This technique helps an
unauthenticated user easily access restricted networks
or the Internet, without passing any user
authentication process.

The aforementioned problem encourages an
enhancement of IP standard. A self-authentication
ability is added to the protocol. It involves a use of
undefined IP options, and an application of HMAC
(Keyed-Hash Message Authentication Code) and
timestamp. The benefits of this enhancement are user
authentication can be performed at IP layer without
needing an additional user authentication process,
sending a source-spoofed IP packet can be prevented,
and reliability of identifying the user is increased.

2. Literature Review
2.1. Source Address Spoofing
In term of computer network security, the
creation of IP packet with a forged source address for

concealing the sender identity, is called source
address spoofing. Due to the IP standard has not
designed for providing data origin authentication and
data integrity verification, a source-spoofed IP packet
travelling on an IP network cannot be detected and
protected. It may cause damage to various services on
the network. Most importantly, source address
spoofing is a problem without an easy solution [1].

Traditional NAC such as Captive Portal [2]
still use the source address filtering function to
control accessing restricted networks. An access
controller monitors and filters only IP standard
packet. That means NAC will consider the source-
spoofed IP packet as a normal IP packet. Both of IP
packets are finally allowed to access the restricted
networks.

The source address spoofing issue may be
mitigated by using a communication tunnel. In this
scenario, tunnel is a transport protocol for carrying
the regular protocol. The tunnel is designed for
providing data origin authentication and data integrity
verification. These interesting functions make more
reliable communication at the IP layer.

2.2. Data Origin Authentication and Data

Integrity Verification

In term of reliable data communication,
transferring information with security awareness is
significance. Data origin authentication and data
integrity verification must be fully applied on the
tunneling protocol.

Data origin authentication is an important
property. It makes the receiving party can verify the
source of data and ensure that the IP packet originate
from an expected sender. Hence, the source-spoofed
packet can be detected and protected. Data integrity
verification is an important one that makes sure about
IP packet has not been modified during transmission.
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It is the assurance of accuracy and the consistency of
data in the IP packet.

There are several tunneling protocols used in
computer network security. Most commonly used
tunneling protocol supporting both data origin
authentication and data integrity verification is an
IPsec (Internet Protocol Security) [3], in a
functionality of AH (Authentication Header) [4].
However, the IPsec requires an extended user
authentication process before establishing the tunnel,
there is a session that need to maintain. This can be
viewed as a complex mechanism. To suppress the
complexity, data origin authentication and data
integrity verification provided on the communication
tunnel should be performed without maintaining any
session or state.

2.3. Stateless Authentication Mechanism

In network access control system with user
session, a period of data communication depends on
such user session. If the user session expires, the
communication will ~ stop and require re-
authentication process to continue. In the other hand,
the stateless authentication mechanism does not has a
session manipulation. An agent program installed on
a device or a computer attaches sufficient user
credentials to the IP packet, which is used to
authenticate the device owner or computer user on
the NAC. The mechanism may be called self-
authentication.

To create user credentials for stateless
authentication, HMAC [5] is commonly used to do
this. HMAC is a mechanism for message
authentication. It can be used with any iterative
cryptographic hash function, in a combination of
message (data) and secret key. The HMAC definition
is described in equation 1.

HMAC(K,m) = H((K@opad)||H(K@ipad)||m)) (1)

In the equation, H is a cryptographic hash
function, K is a secret key, m is the message to be
authenticated, || represents concatenation, @ is an
exclusive or (XOR) digital logic gate, opad is an
outer padding, and ipad is an inner padding. The
order of HMAC calculation is illustrated in figure 1.

Padding Preparation

Key XOR Key
Key @ ipad Key @ opad

HMAC Calculation
[ Key @ ipad I

Message

[ 1st Hashing Result ]

[ Key @ opad I 1st Hashing Result ] ‘ Hash

| 2 Hashing (HMAC) |
Figure 1 HMAC calculation

The iterative hash function breaks up a
message into blocks of a fixed size and iterates over
them with a one-way compression function. The
strength of the HMAC depends on the strength of
underlying cryptographic hash functions such as a
SHA-1 (Secure Hash Algorithm) [6], the size of its
output, and the quality of the secret key.

Using the HMAC for stateless authentication
mechanism may not secure enough. The mechanism
is susceptible to a replay attack [7]. By this attack, an
attacker is able to duplicate the IP packet with user
credentials of an authenticated user, transmit the IP
packet to the same network. To reduce the possibility
of the replay attack, timestamp is required.

The sender and the receiver use HMAC with
timestamp to guarantee that the data is not corrupted
or the data has not been modified during
transmission. The timestamp is often used with some
threshold to ensure that particular IP packet cannot be
used more than once. An example case has been
described in [8]. About replay attack mitigation, if the
threshold of timestamp (acceptable time lag) is small,
the replay attack is almost impossible.

2.4. Internet Protocol Options

IP options is one of fields in the IP header
[9] which may be required for some data
communication environments. The IP options field is
variable in length. There are two option formats
defined in the IP standard; a single octet of option-
type, and multiple octets of option-type. The single
octet of option-type indicates the end of the IP
options list or it may be used between IP options, to
align the beginning of a subsequent option on a 32-bit
boundary. The multiple octets of option-type can be
divided into three parts as shown in figure 2.

BIT
©1234567012345670©1234567012345617
+=F=4-4 -4- 4 tt=tmt-t -t
Option-Type Option-Length | Option-Data (variable)
=ttt + + F=t- -

1 is Copied Flag (use 1 bit)
2 is Option Class (use 2 bits)
3 is Option Number (use 5 bits)

Figure 2 Multiple octets of option-type format

Regarding the figure 2, the option-type octet
is viewed as having three parts; 1 bit for copied flag,
2 bits for option class, and 5 bits for option number.
The copied flag indicates that this option is copied
into all fragment IP packets on fragmentation, the
option is not copied when using a value 0, and the
option is copied when using a value 1. The option
class indicates the general category into which the
option belongs, there are only four option classes;
class 0 for control, class 2 for debugging and
measurement, class 1 and class 3 are reserved for
future use. The option number specifies the kind of
option, there are both defined option numbers in the
IP standard and undefined numbers. The option-
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length octet indicates how many octets are used in
each option. It counts the option-type octet, the
option-length octet as well as the option-data octets.
The last option-data octets contain the actual data of
its option.

3. Implementation of User Authentication in
an Internet Protocol
3.1. IP Options Design for Self-Authentication
In the design about the new IP options for
self-authentication ability, reserved option classes
and undefined option numbers are used. Three new
IP options are attached to the IP header. The first
option is a user identifier, it is used as an index for
finding the corresponding secret key. The next option
is a timestamp, it is used in replay attack mitigation.
The last option is an HMAC, it is used for data
integrity verification of the IP packet itself. The new
IP options can be illustrated in figure 3.

BIT
12345670123456701234567801234567
4L et Ly - W

Version| IHL |Type of Service 'I.'Dtal Leng‘!‘:l‘?
Identif:i.cat:i.on> 7 Flags i ‘Fr‘agmen‘;: Vl;F;‘se;-
Time to Live F;l.‘ot‘;col ;I;;;ar Chechsum i
1] e i (507 L
T Dest:inati;n Addr‘ess )
- *1 touz)P
e

- s P
UID (@x7A) | Length = 8 UID Data (octet:
By e e e ¥ ==
UID Data (octet: 3 to &)
LY S . N |
TS (8x7B) | Length = 1@

TS Data (octet: 1 to 2) |
. e .- i

TS Data (octet: 3 to 6)

TS Data (Byté:r? toiB) .

+

HMAC (@x7C) | Length = 22
g $14 -8 oy L .
HMAC Data (octet: 1 to 4)

HMAC Data (octet: 5 to B)

HMAC Data (octet: 9 to 12)

- 2 ~—are
HMAC Data (octet: 13 to 16)

+-+-3 + +-

HMAC Data (octet: 17 to 28) |
+-+ -+ - 4

Figure 3 IP header with self-authentication options

In IP options format, the user identifier
option (UID) is defined as a hexadecimal number
0x7A in option-type octet, that is 01111010 in binary
number, so that this option is not copied to all
fragments on fragmentation (0 value of the first bit), a
reserved option class 3 (11) is used for this option,
and a number 26 (11010) is assigned for this option
number. The total length in octet of this option is 8§,
including 1 octet of option-type, 1 octet of option-
length, and 6 octets of the user identifier data. NAC
will use this option to find the corresponding secret
key for generating the HMAC.

The timestamp option (TS) is defined as a
hexadecimal number 0x7B in option-type octet, that
is 01111011 in binary number, so that this option is
not copied to all fragments on fragmentation, it is in

the reserved option class 3, and a number 27 (11011)
is assigned for this option number. The total length of
this option is 10, including 1 octet of option-type, 1
octet of option-length, and 8 octets of the timestamp
data which is a hexadecimal number converted from
an integer number of the UNIX timestamp. The
timestamp is used to compare with the timestamp of
the NAC for replay attack mitigation purpose.

The last HMAC option is defined as a
hexadecimal number 0x7C in option-type octet. It has
the same properties as the previous two options, and a
number 28 (11100) is assigned for this option
number. The total length of this option is 22,
including 1 octet of option-type, 1 octet of option-
length, and 20 octets of HMAC data calculated with
the SHA-1 hash function (160 bits of output).

In HMAC calculation, the Identification
data, the Source Address data, the Destination
Address data in the IP header, the timestamp data in
the timestamp option, and the secret key
corresponding to the user identifier option, are
concatenated and used as an input message of the
hash function. The procedure of HMAC calculation
can be written in the following pseudo code.

def gen icv(packet in, ts_in, key in):
icv = hmac.new(key in, ””, hashlib.shal)
icv.update (str(packet in[IP].id))
icv.update (str(packet in[IP].src))
icv.update (str(packet in[IP].dst))
icv.update (hex(ts_in) [2:])
return icv.digest()

The input message that is used for
calculating the HMAC contains both of persistent
data and dynamic data. The packet in[IP].id
represents data in the Identification field, the
packet_in[IP].src represents data in the Source
Address field, the packet_in[IP].dst represents data
in the Destination Address field, the ts_in represents
the timestamp data in form of hexadecimal number,
and the key_in represents the HMAC secret key.

In addition, the self-authentication options
might be adapted to use with IPv6 (Internet Protocol
version 6). The options format look like the format
used on IP (version 4). But there are some differences
about the option-type octet and the IPv6 header that
is used for carrying the self-authentication options.
For option-type octet, the format is changed but it
still can be defined within 1 octet of option-type, by
following the IPv6 standard [10] in part of Type-
Length-Value (TLV) encoding. About IPv6 header,
there is no IP options field in the header. Hence, self-
authentication options will be carried by one of IPv6
extension headers called Hop-by-Hop options header.
It carries optional information that must be examined
by every node along a delivery path of IPv6 packet.
The options header is identified by a Next Header
value of 0 in the IPv6 header. The design of self-
authentication options for IPv6 can be illustrated in
figure 4.
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Figure 4 [Pv6 header with self-authentication options

3.2. Data Flow and Operations

The Linux operating system is used in this
enhancement. In order to control the flow of IP
packet and manipulate the IP header, using a netfilter
framework and a Scapy [11] program is the right
solution. The netfilter framework is used to provide
IP traffic control on the host. The POSTROUTING
chain mangle table of the framework is mainly used
to do mangling on IP packets. In the operation, the TP
packets are redirected from kernel space to user space
at this point (chain and table), by using the
NFQUEUE (the Netfilter Queue). Scapy is a
powerful interactive IP packet manipulation program
written in Python. It works on the user space, and it
can inject the IP packet back to the kernel space.

The self-authentication ability focuses on an
outgoing IP traffic, an original IP packet is
transmitted from client device in a local network
through the NAC before reaching the destination. At
the client device, the IP packet is redirected to the
user space, then the IP header is modified by the IP
header manipulation program, the modified IP packet
is injected back to the kernel space, and is sent out to
the network. The IP packet flow on the client device
is shown in figure 5.

( \ £ 3
Local IP Header
Process Manipulation
\ ‘ /N 1 ‘ : User Space
s Y 4 3 Kernel Space
mangle mangle
OUTPUT

POSTROUTING
Z N J

( N 3\
nat filter nat
OUTPUT L OUTPUT ) POSTROUTING

L 1

NIC
(Packet Out)

Figure 5 IP packet flow on the client device

At the NAC, the IP packet is received on an
incoming network interface, then will be bridged to
an outgoing network interface. The IP packet is
redirected to the IP-header manipulation program on
user space for verifying the self-authentication
options in the IP header. For any valid IP packet, the
self-authentication options are deleted from the IP
header, and the modified IP packet is injected back to
the kernel space and is sent out to the network. The
IP packet flow on the NAC is shown in figure 6.

A XY D R
IP Header
Manipulation
User Space
( 0 V¢ - —_— Kernel Space
NIC __mangle -

(Packet In)
k y,
|

POSTROUTING
. J

[ mangre 7 | [ filter /) nat
L PREROUTING FORWARD ) POSTROUTING

.
| 'y |

s : Y == N -
~«nat W0 || @ mangle NIC
PREROUTING FORWARD (Packet oOut)

3 o _d

. ol T

Ve

|
Figure 6 IP packet flow on the NAC

For the operation of IP header manipulation
on client device, the particular program running on
user space deletes all IP options (if any) in the
incoming IP packet, then adds the UID option, the TS
option, and the HMAC option respectively. After
adding self-authentication options, the IHL value in
the IP header is increased to 15 (1111 in binary), the
Header Checksum value is recalculated as well.
Finally, the modified IP packet is sent back to the
kernel space.
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An action on IP packet on the NAC consists
of self-authentication verification and IP header
manipulation. All actions are described in figure 7.

Receive IP packet
from NFQUEUE

Extract self-authentication
options from IP header

Find the Secret Key on
database and cache it
for future use, return
empty key if not found

Find
Secret Key

Not
corresponded

Compare
Timestamp

Corresponded

Recalculate HMAC with the
Secret Key

Not
matched

Compare
HMAC

Matched

Remove all IP options and
send back to kernel space

Drop invalid
IP packet

Figure 7 Self-authentication verification

In part of self-authentication verification on
the NAC, self-authentication options are extracted
from the incoming IP header. The particular program
will find the secret key corresponding the UID option
in the cache. The timestamp is firstly checked. The
HMAC is recalculated with obtained secret key and is
compared with the HMAC option. IP packets that do
not pass timestamp checking and HMAC comparison
are dropped.

4. Experimentation and Results

There are four computers, two network
switches, and one Internet router in the experimental
environment. The computers work as a client device,
a NAC, and analyzers. The test IP packet is sent from
the client device to the Internet. IP packet passing the
network switches is copied and sent to the analyzers.
IP packets captured on the analyzers are used as an
experimental result. Figure 8 shows the experimental

topology.

Analyzerl

Analyzer2

Switch Switch

Client Information [::]
IP: 10.100.1.3/24
GW: 10.100.1.1 > a

76

Internet Client Device

Figure 8 Experimental topology

In the figure, the client device has one NIC
(Network Interface Card) named ens160, the NAC
has two NICs named ens160 (router side) and ens192
(client side). The NAC operates in bridge mode, the
two physical NICs are member of the bridge. In order
to redirect IP packet to the IP header manipulation
program, the following iptables commands are
executed on both NAC and client device.

# # IPTables command for Client Device.
# iptables -t mangle -I POSTROUTING \
> -0 ensl60 -j NFQUEUE --queue-num 0

# # IPTables command for NAC.

# iptables -t mangle -I POSTROUTING \
> -m physdev --physdev-out ensl160 \

> -j NFQUEUE --queue-num 0

After sending the test ICMP packet from the
client device (10.100.1.3) to the destination (8.8.8.8),
Captured IP packet on the analyzerl and the
analyzer2 is decoded as displayed in figure 9 and 10.

Ma, Source Destination Protocol
—n Y 19°186:1. 3 8.8.8.8 ICMP
-— 2 B.8.8.8 10.196.1.3 ICMP

L Identification: ox23de (16462) ,
Flags: @x82 (Don't Fragment)
Fragment offset: @
Time to live: 64
Protocol: IfMP (1)

» Header checksum: @x4113 [validation disabled]

Source: 16.166.1.3
Destination: 8.8.8.8
[Source GeoIP: Unknown]

03 cf 88 @c 29 3c b3 8d @3 68 Af @6

b2 58 @8 5]

Figure 9 IP packet decoded on the analyzerl
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Mo, Source Destination Protocol
—= 1 10.168.1.3 8.8.8.8 ICMP
-— 2 8.8.8.8 18.1086.1.3 ICMP

 Identification: @x28de (10462) ,
Flags: @x@2 (Den't Fragment)
Fragment offset: 8
Time to live: 64
Protocol: ICMP (1)

Header checksum: @xf654 [validaticn disabled]
Source: 18.168.1.3
Destination: 8.8.8.8
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Internet Control Message Protocol

@ale ea 54 (5 48 @0 40 81 f6 54 Ba 64 81 @3 63 68

Ba B3 @3 @3 9@ a3 al @8 11 @@ @1 9d 8b b2 58 @0 @8
88 68 34 95 69 60 66 60 66 80 16 11 12 13 14 15
16 17 18 19 1a 1b 1c 1d 1e 1f 28 21 22 23 24 25
26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34,35
36 37

Figure 10 IP packet decoded on the analyzer2

In figure 9, the self-authentication options
are attached to the test IP packet (ICMP) sent from
the client device. The identification number of the IP
header is 10462. The self-authentication options
including UID option (0x7A), TS option (0x7B), and
HMAC option (0x7C), as described in the section of
implementation, are inserted into the IP options field.
After passing the self-authentication verification, the
self-authentication options are removed and sent on a
wire as shown in figure 10. In another view on the
NAC, the IP header manipulation program running in
verbose mode also displays the same information of
the test IP packet, which is shown in figure 11.

363636 36 3656 226 3 23 ] 30 5696 36 36 36 26 36 36 3 2636 1636 36 236 ] 6 FEI I HIE MM MMM A
IP packet from: 10.106.1.3 to: B8.8.8.8
Identification: 10462 (0x28de)

000001

1488096157 |

889e9a492e03cb4f 3dd74845f 827439446 7ef 95

UID Value:
TS Value:
HMAC Valu

Figure 11 Test IP packet displayed on the NAC

In another one experimentation, the NAC is
placed between routers. The test IP packet is sent
from client device and is routed to an Internet router
by an internal router. Network configuration and
iptables commands used on both client device and
NAC same as previous experimental topology. IP
packet passing the network switches and the NAC, is
copied and sent to the analyzers. IP packets captured
on the analyzers are used as an experimental result.
The experimental topology 2 is shown in figure 12.

Internet Analyzerl Analyzer2
NAC
e W =3
=] —
Switch Switch
IF1

Internet Router Internal Router L
Network: IF1: 192.168.8.2/24
10.100.1.8/24 IF2: 1@.100.1.1/24
Next Hop: GW: 192.168.0.1

192.168.8.2

IF2

Client Information
IP: 10.1@@.1.3/24
GlW: 10.1@0.1.1

Client Device

Figure 12 Experimental topology 2

About results of sending the test IP packet
from client device, self-authentication options
inserted in the IP header are decoded and displayed
on the analyzer2, as shown in figure 13. After passing
the verification process on NAC, the self-
authentication options are removed. The same IP
packet without any IP options is decoded and
displayed on the analyzerl, as shown in figure 14. All
operations and  results like the previous
experimentation. But there is one thing different, the
TTL (Time-to-Live) of the test IP packet is
decreased, from value of 64 to 63, because of the
routing process.

Na, Source Destination Protocol
—wil ] 36, 16811 53 8.8.4.4 ICMP
—  28.8.4.4 18.108.1.3 ICMP

Identification: @x2d96 (11678)
> Flags: @x@2 (Don't Fragment)
RLeggnt_off=cte @
Protocel: ICMP-(1)
Header checksum: ©x33b@ [validation disabled]
[Header checksum status: Unverified]
Source: 19.186.1.3
Destination: 3.3.4.4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
v Options: (48 bytes)
Unknown (@x7a) (8 bytes)
Unknown (@x7b) (1@ bytes)
Unknown (@x7c) (22 bytes)
Internet Control Message Protocol

88 Oc 29 c2 83 cf @8 ec
7c 2d

2628
@a3e
2840
@E56 @@ @1 49 92 4e 59 48 @6
@3 @2 12 11 12 13 14 15 16 17 18 19 1a 1b 1lc 1d
le 1f 20 21 22 23 24 25 26 27 2B 29 2a 2b 2c 2d
2e 2f 3@ 31 32 33 34 35 36 37

@8 6B @6 cc Bb B0 60 B8O

Figure 13 IP header with self-authentication options



Ladkrabang Engineering Journal, Vol. 34, No. 2, June 2017 7

Mo, Source Destination Pratocel
— 1 16.166.1.3 3.8.4.4 ICMP
«— 2 8.8.4.4 16.166.1.3 ICMP

a1ee .... Version: 4

. 8181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x@@ (DSCP: (5@, E(
Total Length: 84
Identification: @x2d96 (11678@)
Flags: @x82 (Don't Fragment)

Protocol: ICMP (1)
Header checksum: @xf6a@ [validation disabled]
[Header checksum status: Unverified]
Source: 16.1e8.1.3
Destination: 8.8.4.4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Internet Control Message Protocol

Figure 14 IP header after passing the NAC

In case of reliability test, the IP header
manipulation program running on client device has
been modified, to simulate sending of some IP
packets through the NAC. The conditions and results
of the simulation are list in table 1.

Item Conditions Accept| Drop

Sending packet with self-authentication

! options corresponding the design

Timestamp option on client device is
2 |increased/decreased before calculating )
the HMAC

Using different secret key between
NAC and client device for IP packet

3 with same UID in self-authentication $
options

4 Input parameters for calculating the s
HMAC do not meet the specifications

5 Sending packet without attaching the <

self-authentication options in IP header

Table 1 Self-authentication verification test results

In addition, when considering about the
mentioned network access control which are Captive
Portal, IPsec AH, and self-authentication options, the
key features of each methods can be compared as
shown in table 2.

Method 1P IPsec | Captive
Features options AH Portal
Control accessing networks Yes Yes Yes
Anti-spoofing Yes Yes No

Lo Host-to- | Host-to-
Per-packet self-authentication Any Host No
Not require for autheptlc_atlon Yes No No
before data communication
NOF require for session Yes No No
maintenance

Table 2 A comparison of access control applications

5. Conclusion

User authentication in an Internet Protocol
provides a new mechanism for verifying an identity
of device owner or computer user. It is especially
suitable to use with network access control
application. The key feature is a design of self-
authentication options. Data communication at IP
layer can be controlled by the NAC which can be
placed everywhere on the communication path. It is
similar to IPsec AH but it also works on LAN.
Without needing additional user authentication
process and there is no session to be maintained, it
makes data communication more smooth and
seamless. For security awareness, it also provides a
mitigation of replay attack and a prevention of
sending source-spoofed IP packet, which make
identifying the user more reliability. The
enhancement makes user authentication mechanism
look different.
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Python Source Code

- Packet manipulation program for a client device

#!/usr/bin/python

import socket
import nfqueue
import hmac
import hashlib
import time

from scapy.layers.inet import *
user_hmac_type = 1

user_id_number = 56601420
user_secret_key = "P@ssword"

def int_to_hexstring(integer_in):
num_hex = hex(integer_in)
num_hex_str = str(num_hex)[2:]
num_hex_str_zfill = num_hex_str.zfill(8)
return num_hex_str_zfill

def gen_icv(packet_in, unix_time_in):

if user_hmac_type ==

icv = hmac.new(user_secret_key, "", hashlib.md5)
else:

icv = hmac.new(user_secret_key, "", hashlib.shal)

icv.update(str(packet_in.version))
icv.update(str(packet_in.ihl))
icv.update(str(packet_in.len))
icv.update(str(packet_in.id))
icv.update(str(packet_in.proto))
icv.update(str(packet_in.src))
icv.update(str(packet_in.dst))
icv.update(str(packet_in.payload))
icv.update(str(unix_time_in))

return icv.digest()

def nfqueue_callback(payload_in):
data = payload_in.get_data()
packet = IP(data)

## Displaying packet information ##
print ""

print "Packet SRC Address: "+packet[IP].src

print "Packet DST Address: "+packet[IP].dst

print "Packet HDR Length (before processing): "+str(packet[IP].ihl)+" [32-bit words]"
print "Packet ALL Length (before processing): "+str(packet[IP].len)+" [bytes]"

print "Packet Identification: "+str(packet[IP].id)

## Preparing authentication data ##

user_id = int_to_hexstring(user_id_number)
opt_id = user_id.decode("hex")

unix_time = int(time.time())

user_time = int_to_hexstring(unix_time)
opt_time = user_time.decode("hex")

print "User ID Number: "+str(user_id_number)+" [Integer], "+user_id+" [Fixed HEX]"
print "User Unix Time: "+str(unix_time)+" [Integer], "+user_time+" [Fixed HEX]"

## Packet manipulation ##

del packet[IP].options
if (user_hmac_type == 1):



packet[IP].ihl += 8

packet[IP].len += 32

opt_hmac = gen_icv(packet, unix_time)

packet[IP].options = IPOption("%s%s%s%s"%("\x7a\x06"+opt_id, "\x7b\x06"+opt_time,
"\x7c\x12"+opt_hmac, "\x01\x00"))

print "Packet AUTH Data: "+opt_hmac.encode("hex")+" [HMAC-MD5]"

else:

packet[IP].ihl += 9

packet[IP].len += 36

opt_hmac = gen_icv(packet, unix_time)

packet[IP].options = IPOption("%s%s%s%s"%("\x7a\x06"+opt_id, "\x7b\x06"+opt_time,
"\x7c\x16"+opt_hmac, "\x01\x00"))

print "Packet AUTH Data: "+opt_hmac.encode("hex")+" [HMAC-SHA1]"

print "Packet HDR Length (after processing): "+str(packet[IP].ihl)+" [32-bit words]"
print "Packet ALL Length (after processing): "+str(packet[IP].len)+" [bytes]"

del packet[IP].chksum
payload_in.set_verdict_modified(nfqueue.NF_ACCEPT, str(packet), len(packet))

def main():
q = nfqueue.queue()
q.open()
q.bind(socket.AF_INET)
q.set_callback(nfqueue_callback)
q.create_queue(9)
try:
q.try_run()
except KeyboardInterrupt:
q.unbind(socket.AF_INET)
q.close()

main()



Python Source Code

- Packet manipulation program for an authenticator

#!/usr/bin/python

import socket
import nfqueue
import hmac
import hashlib
import sqlite3

from scapy.layers.inet import *

time_diff = 1
secret_keys = {}

def gen_icv(packet_in, unix_time_in, hmac_len_in, hmac_key_in):

if (hmac_len_in == 18):

icv = hmac.new(hmac_key_in, "", hashlib.md5)
else:

icv = hmac.new(hmac_key_in, "", hashlib.shal)

icv.update(str(packet_in.version))
icv.update(str(packet_in.ihl))
icv.update(str(packet_in.len))
icv.update(str(packet_in.id))
icv.update(str(packet_in.proto))
icv.update(str(packet_in.src))
icv.update(str(packet_in.dst))
icv.update(str(packet_in.payload))
icv.update(str(unix_time_in))

return icv.digest()

def get_key_external(user_id_int_in):
conn = sqlite3.connect("secret_keys.db")
c = conn.cursor()
c.execute("select db_key from skeys where db_id=:uid", {"uid":user_id_int_in})
row = c.fetchone()
if (row is None):
conn.close()
return None
else:
conn.close()
return str(row[0])

def nfqueue_callback(payload):
data = payload.get_data()
packet = IP(data)

## Displaying packet information ##
print ""

print "Packet SRC Address: "+packet[IP].src

print "Packet DST Address: "+packet[IP].dst

print "Packet HDR Length (before processing): "+str(packet[IP].ihl)+" [32-bit words]"
print "Packet ALL Length (before processing): "+str(packet[IP].len)+" [bytes]"

print "Packet Identification: "+str(packet[IP].id)

## Checking and gathering valid authentication options ##

options_count = len(packet[IP].options)

if (options_count < 3):
print "Authentication: DROP (the amount of required IPv4 options is not enough)"
payload.set_verdict(nfqueue.NF_DROP)

return

check = 0



opt_num_sum = ©
user_id = 0
user_time = 0
user_hmac = ""
user_hmac_len = 0

for i in range(®, options_count):
if (packet[IP].options[i].option == 26):
check += 1
opt_num_sum += packet[IP].options[i].option
#print packet[IP].options[i].value.encode("hex")
#print int(packet[IP].options[i].value.encode("hex"), 16)
user_id = int(packet[IP].options[i].value.encode("hex"), 16)
if (packet[IP].options[i].option == 27):
check += 1
opt_num_sum += packet[IP].options[i].option
#tprint packet[IP].options[i].value.encode("hex")
#tprint int(packet[IP].options[i].value.encode("hex"), 16)
user_time = int(packet[IP].options[i].value.encode("hex"), 16)
if (packet[IP].options[i].option == 28):
check += 1
opt_num_sum += packet[IP].options[i].option
#print packet[IP].options[i].value.encode("hex")
user_hmac = packet[IP].options[i].value.encode("hex")
user_hmac_len = packet[IP].options[i].length

if ((check !'= 3) or (opt_num_sum != 81)):
print "Authentication: DROP (there is IPv4 option using an invalid option number)"
payload.set_verdict(nfqueue.NF_DROP)
return

## Verifying authentication options ##

auth_unix_time = int(time.time())

print "-- IPv4 Option: Timestamp --"

print "Unix Time on Client: "+str(user_time)

print "Unix Time on Authenticator: "+str(auth_unix_time)

if (abs(auth_unix_time - user_time) > time_diff):
print "Authentication: DROP (different time is more than acceptable value)"
payload.set_verdict(nfqueue.NF_DROP)
return

user_id_string = str(user_id)
print "-- IPv4 Option: User Identification --
print "User Identification: "+user_id_string
if (user_id_string in secret_keys):
user_key = secret_keys[user_id_string]
print "Key in dictionary is used for HMAC computation"
else:
print "Requesting key from external database"
user_key = get_key_external(user_id)
if (user_key is None):
print "Authentication: DROP (there is no key associated with this user)"
payload.set_verdict(nfqueue.NF_DROP)
return
else:
secret_keys[user_id_string] = user_key
print "Found, key is added into dictionary"

print "-- IPv4 Option: Packet Authentication --
if (user_hmac_len == 18):
print "Client HMAC Length: "+str(user_hmac_len-2)+" [bytes] [HMAC-MD5]"
auth_hmac = gen_icv(packet, user_time, user_hmac_len, user_key).encode("hex")
else:
print "Client HMAC Length: "+str(user_hmac_len-2)+" [bytes] [HMAC-SHA1]"
auth_hmac = gen_icv(packet, user_time, user_hmac_len, user_key).encode("hex")

print "HMAC Value: "+auth_hmac+" [Authenticator]”

print "HMAC Value: "+user_hmac+" [Client]"

if (auth_hmac != user_hmac):
print "Authentication: DROP (packet authentication fails)"
payload.set_verdict(nfqueue.NF_DROP)
return

else:



print "Authentication: ACCEPT"
## Removing all IPv4 options ##

del packet[IP].options
packet[IP].ihl = 5
packet[IP].len = len(packet)
del packet[IP].chksum

print "Packet HDR Length (after processing): "+str(packet[IP].ihl)+" [32-bit words]"
print "Packet ALL Length (after processing): "+str(packet[IP].len)+" [bytes]"

payload.set_verdict_modified(nfqueue.NF_ACCEPT, str(packet), len(packet))

def main():
q = nfqueue.queue()
q.open()
q.bind(socket.AF_INET)
q.set_callback(nfqueue_callback)
q.create_queue(9)
try:
q.try_run()
except KeyboardInterrupt:
q.unbind(socket.AF_INET)
g.close()

main()



Python Source Code

- User management on an external database

#!/usr/bin/python

import sqlite3

conn = sqlite3.connect("secret_keys.db")

#conn.execute("create table skeys (db_id int primary key not null, db_key text not null)")

user_id = 56601420
user_key = "P@ssword"

c = conn.cursor()
c.execute("insert into skeys (db_id, db_key) values (?, ?)", (user_id, user_key))
conn.commit()

conn.close()
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