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ABSTRACT

Network-based intrusion detection system plays an essential role in protecting threats
and providing the security for today's computer networks. Effective intrusion detection
methods are various, such as traffic or internet networks. These methods are able to
recognize the intrusion patterns and detect the network effectively when encountering
abnormalities. The objective of this research was to propose the development of two
models with different strengths. The first model is the hybrid learning model with its
capacity to perform highly effective intrusion detection and to conduct correlation-
base feature selection. The second one is the incremental learning model with its
capacity to learn new and incremental data and input without any effort for calculating
incremental data with previous data as well as discarding previously learned data. For
this reason, the model is a single element as a mechanism for making decision of all
data. In addition, pearson correlation feature selection is also conducted for this
model. The experimental results indicated that two proposed models could be
applied to improve classification performance with higher accuracy than other
methods. When the efficiency of instruction detection at a class level was considered,
the proposed models had the highest accuracy. Besides, when the proposed models
were tested with other network intrusion detection datasets, they had the highest
efficiency as well.
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o =i -] ] o) d‘ g 12 -l -u& v a
wiss ihdeyadiuiiluassastiadnldled Social Network 18duse dnsditeravilinnsinen
Anudulivszauaudnse desluil (Pfleeger and Pfleeger, 2012)
o Lﬂ'ﬁﬁqiﬂga“lﬂué‘mﬁﬁﬁw%
v oa v - n\l i
wWhedeyalaenszuiunsvsslusunsuliiiang
vadaa £ v o v | Vv o - vy ral £
hilavsintistoya usanunsahtisdeyadulddefinuliiians
wﬁ‘luuawﬁmnwaua‘imﬂsvmmlm Wy svesteyaliuifiou 13e ununyeIngu
TsAfishw -muﬁ‘lu‘n'rm'uauaiﬂamsmwﬂﬂa ummm‘lﬂaﬂivmm
o) Qﬁluuawmsauﬂﬂwssaumimmnmamwawa:Ha Ly gﬂa;‘{ammﬁumiﬁ’mm
NANA UL 3NN5AUTINAINTS Ludy
-: (7] - ald L7 & o 2 - |73 1
wennil Avanamduq Aty Aduamegliasaumagnilawels gnalug
srudeyagnAvesivlesiviedufooulal msinlafddenines (Key Logger) iilasnifiv
s ] L4 ;2 & ] a 1 o a = o v
A uuuAvUIILeT (Web Browser) vofldeu soredaswanunduludadlaud vialy
annsaidfiseyadiiale sy
« ‘ = = Y v » v
2.1.2 anuauysal (Integrity): anefis e mmmmmmaas uu N5ulseiuls
'nm'iaummavnnufﬂﬂﬁlmawuawﬁm'mu in15na1797 msaumﬂmmmauumma
ansaumaty fasu wavus anysal warliidewne (Whitman and Mattord, 2012) & mmmm
wmww“;'[wm'saumﬂ'mmmmaw'mmaminniwmma la¥a (Virus) 1353 (Worm) Tnsdu
(Trojan) ua Tau3s (Malware) wm’lmauawgnmmnmm’dwauawnnur'fl‘unm“lﬂmn-uana
Ay m’mmswuﬂ,umsauamwauaLﬂwaua'ﬂgnuf'ﬂ'uwsa"l.uuuﬂa nslenanduwes (Hash)
-uaaawUumumauQﬁmaﬂwawauauan~1mmwua*uaaﬂma"mmumumnmanunwauaau
amqaum muumnwaua‘lmgnurﬂmﬂa ﬂuwaamamﬂmmammm L:Jau'ﬂUmmmms
ﬁaﬂwuawdmﬂ1aanmwumnmanumwua*ﬂmnwauamuaw
du s 1
2.1.3 anuniauly (Availability): nunedls auaunsavesszvy fsuuseruladn
l/:i - n{ 1 5 d‘ ¥ v - ' d
ansaumaszgnlililagfnidnsiviniy Jsiesawnsoldldna sanatuasiinmuindetionns
w14 (Stallings and Brown, 2015) m'lummwsau'lmmmﬂﬂwauauasmms (Services)
Fevzdadlduldnanaiian s.nu*umh.,awﬁmwuwaqwamams‘lwusmwm Services way
Services zspsliuinisagvanysailuaunaifveniuld (Pfleeger and Pfleeger, 2012)
wa - v v w v
Waviunevesanunsauly awUsenaulumeRmuantRulssemsidouriuiu 1iun aussouy
& a a = a ' = 1%
(Capacity) Usg@ndnwina (Useansnn) numeanuiianais (Fault Tolerance) wagldanuls
s & Eg was 0o g v - | )
(Usability) visvsatiJunauaudidivinlvansaumaanunsadinundeuld Lsammgﬁﬁ %4
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Tolerance
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= wa o o as
JUN 2.1 quanv@ndouviviuvesauniould

wilutaquu wdnnisves CIA-Triad suliiiiswerensinwamuasndy esn
mslinuasaunalutegtuiiveviniiniredu Snsdanudemefifumnniy wu nns
vinane msulue M‘%aﬂﬁqngﬂﬁwéﬂﬁ'ﬁmuéﬁu \Juiy (Whitman and Mattord, 2012) 34
N159818NENN15184 CIA-Triad panluifiududn 2 Wade (Whitman and Mattord, 2012)
il

2.1.4 mugnsied (Accuracy) wieda gldnuszdedddiuarsaumnaiigniosmui
mands dufeusmndeianananslnefidilonislidlefny iy L:Jacﬂm"nunaumumn
Lﬂimiummquamium (Automatic Teller Machine: ATM) udanuanweadulutydlunsaiu
aamuuﬁawuag uumwawmmsaumvﬂuqnmaq’luwumau'lmwmmsﬂssmaua 39919
AawanannwinaluduneuhGudhenfiduls

wiaszuunsnunadsuuiulsduesming sy NUIAMTAUINTALAL LYY
AnRanaravi lduanssadnnsadsanianan Wy

2.1.5 anuluvesun (Authenticity) wanes rﬁ‘lmwuavmm‘lnsum‘saumﬂmmmn
uinudu Wildldasaumafidiumnanunaay maﬂsmkum‘lwn fDLINYU NN
Sudady Foyaidsandumsluaiarens maamwauawnnmaamwm nsdin ey
Yo laun n1svhdidaiuses (e-Mail Spoofing) m‘lumsaw gUaauulasunasiiun Tny
1vinsuuulng vrsawawamJa'lewmwaaﬂma"l"ﬂwaﬂ’nmwmﬂumﬂaammamuﬂn
tUuwaﬂamawuﬂ'amuwana sy

2.2 52UUATIIUNITYNGN

N13M3293UN15YN3N (Intrusion Detection) Ae ﬂiumunﬁ'Lun'nsmﬂmmLavquwm
vosdslaundlunisesasindetne (Traffic) 16 arfu IPUUATITTUNISYNTN (Intrusion
Detection System: IDS) Nni‘lmﬂiama'lun1smsaaaauawmuﬂmwnamauammmau’iwwm W
FTUUNTIV 19Y awﬁ'lun'mmnw’ﬂmuaqmm (Anther Permission) msidsuudasen S3ans
laglaild$uaygn (Unauthorized Registry Change) %38 nstnelngfianung (Malicious
File Manipulation) {usiu (Rhodes-Ousley, 2013)



faifu eSevnouiiames Fdndudediszuunsndumsyngn islaunsafomiu
a7293u wazudadoulfiugouassuuld wileufussuuudafousadsy Sssudadiowded
wndslnl ieldnsuuaztestunnudenelfegraiuriaed uansiumivssssuy
p3IRFUMSYNIN Fagudt 2.2

Smart Phone

JUR 2.2 dunmisvasszuunsandunisyninlueiedae Tulassadrsvenniavne

2.2.1 UszianuasszuunsIaduNIsyYNgn

2.2.1.1 s¥UUATIRIIUMTYNINNIUATENE (Network-based Intrusion Detection)

Wuszuuilasanduunaifin (Packet) fayafisudslussuuinodneld uasiiase
Foyaluunafiotiugin Wuguuuuvesmsyngnuieli minlvfesudadouriud fesruuiey
annsadesiuindetelivatsinios wu Junguuaaaisswitng (Server Farm) GEGIER
\3BIUIMIgNIE (Server Host) ipenatosfuedesneldiasdnsl

2211 ixuumiw%"Uﬂ'ﬁqn‘i‘ﬂﬁ”amﬂ%'ad (Host-based Intrusion Detection)

L‘T‘Jusswﬁmwi’umsqnjﬂ vuiAseneuiameslea (Host Computer) 1n3puden
Tnenss Feaedpadiansseuunnadumsynindendes 1ifindesneuimosluusasaios
WerssTinspiusedinisldauessyuy (System Log) WMAN15BIUULATR (Event) uay
UseimnuUasnibvennies (Security Log) Lﬁaﬁmsmwﬁumalﬂa"l,m‘]sswmwﬁumi
ynyncheiaIestnsaeulsiinsldnuiifedy wnnwiindunsyngnvdela

«

2.2.2 5lumsnsaadunisyngn

2.2.2.1 5¥UUATIIVUNITYNTAUUVENLULIDS (Signature-based IDS) 1HudsAS
a € al v aa Ao 1 o= a o = Y v
Ansgiiinsgeunslinuiitalunnguuuuiifley Sendndenilvinmsasndulasléng
(Rule- based Detection) lngazldnisiuseuifisuguuuy (Pattern Matching) WHNITIN
fintuluszuu Augndeyavesguuuunisynin (Signature) ey mnwuininansaiena
pRfugUuuuresgukuumsyninlaglugiudeya ssuufieznovavssudrudaiowiud wans
Y =
PaguUN 2.3



9IUUBLUE

13

d = al -
JUN 2.3 Fmsveensaaduntsyngnuuudniuiees

2222 'i.,uumﬂﬁumwﬂinuuu n329AwlaUnR (Anomaly-based IDS) 1y
';ﬁm'icﬂ's'awuu.avLm:.maumﬁunsnwmaauuauummumn winnsallagitlsiung Aiijuuuy
wqmn's'sa.u:uau‘uuaan‘l.ﬂmnmmmsmmmmm’nﬂnmmsvuummﬁmumsunimmumw
Auliung azaunsainsgiuazudasoulalurieniig uwmamawluumwaua%ﬂ
Lum'as dmiusSeuiisumgmsnilaq wissuuerituneuidlunsiuinin mmmimwuuu
dohnsevirieanuuda mmauau’lﬂmﬁmummm'mmusﬂwummaﬂnm nIaltnely
Un@ damanuieildiditeliung seuuasamaduiazudaiiewiuil LLamamgUw 24

LYdtmau (Alert)

JUN 2.4 Fnrsvesdunisyngnuuuasraanuliung

2.3 wallansvinuiiesdaya (Data Mining Technique)

walamainilesdeyaiifinasgulumsiinneideys uadldfunhovns Gond
Cross-Industry Standard Process for Data Mining #38 CRISP-DM @ ¥un1swaiunduanain
EIL%&'mcyﬁ"mmﬁaﬁaua (Data Mining) 'lu’i'J A.fl. 1996 wWisuialioulufiuii@en  (Blue
Print) a’msmmmumuawaua fituneuianun 6 funay (Shearer, 2000) u,amsim 2.5
Fasoluil
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Understanding Aﬁm--t l_lnders'landtng

Data
Preparatlon
4
\

Deployment

\

31]171‘ 2.5 n32UUN15 CRISP-DM

2 3.1 Vnﬂ'zu'mw'ﬂﬁﬂuﬁnﬂ (Business Understanding)

Fumounsni] Lﬂuwmaumsmmmwﬂﬂﬂmmnﬂiuaaﬂuasmmmaqmimam‘l:da
JUsuunsuitgmimsgsiamewiiosfaya

2.3.2 viaudladaya (Data Understandmg)

‘uumaumﬂumimmwwﬂanwaua Wususinteya Anvideya ssytgma
Uszillupuninvestayaltiadin LLa.,wmim'mwml'1LUu'Lumsuwayalﬂ'lmﬂwwmma’lw
UNEIU

2 3.3 m'sqmmsﬂwaua (Data Preparation)

Fumouil LUumim'sﬂm;auamu‘l.mtlumauawanmsnuﬂﬂlﬂuﬂﬁaﬁqLm'umam Ty
Funousieluld szfpslinisviauazendoya (Data Cleaning) iy nmsvilviyalvegly
JUnuuReiy viensihAndenauanee udy

2.3.4 MFASIUUUINAD9 (Modeling)

fumpuiiazsifiunsaianuuiiass Tngidenlduvusiassfivunsauainvainvany

mmmwa’lﬁlmmmawmwaﬂ Tudunevidenaiinistounduluvilusumey MIVAATEUTRYA
Lwaaﬂmsnu’uauamqmu’lmmm.,aun"uLtmavl.wmuﬂﬁ"'l%‘lmaﬂm'w
2.3.5 MsUseiunuudNaes (Evaluation)
%zumauﬁl,ﬂuﬂ15’3’@Uszﬁ1ﬂ%mwmaqwaé’wﬁ‘ﬁ'“ammw“lé:"iwﬁﬂfnw'n%‘aﬁa WAYMIINU
Toqusvandmidludunouusnvdelsl viadionanuinfidussavsamigshiffiomendels)
nawringuszasdorsioidoulutunsurieuninilelilsnaswindesnisnewinlule

2.3.6 Msuuuvuinaaslulyd (Deployment)

Humeuilifumsiuuusasdlulénudde wu ldfudeyaisaamsiianeiinis wie

lfuszuvesulatass Wudu



2.4 Suneudsildluuise

2.4.1 avdunusSvo LN Sau

avdunusvauieIdu AonsinArAuudeuswesnnuduRussenineduls X wae
fMuus Y nudBnisususiusau (Covariance) vesviasdmsforanmvosrndosuy
UM5§1U (Lena and Margara, 2010) Huszdnsnmlunsmaruduiusvesdeyanisyngn
(Eid, Hassanien, Kim and Banerjee, 2013) WAAINISAIUIMAIANNTTT 2.1

MVUA X = (X1, %z, 0, X } WBEY = {31, Y5, s Y }

l i (Xl'".x) Yi-Y (2‘1)
JERA O[Sl P2
ryy Aomduusvansavduiusdadegseving -1 fla 1

Txy =

2.4.2 Sequential Incremental LDA

° o = o 1Y) ' dal o ' -

AMuAlA X = {x1, %3, ..., Xy } ADIYAVBITBYAMIBLN NUIWIU M nau uag N Ao
o o i v 1 v i ' ' .
uvedeyamiodne. I y Aedeyalwiidhun leeddenguidu k, f Eigen space Tuina
lvi As Q' = (Sw’,Sb", % N + 1) wNUTUUTIINAT Q LHiy LLavmnmaua'qu ydmsung
AunnAal 7 " AUTOATUIUAIANNNS 2.2 malﬂu (Pang, Ozawa and Kasabov, 2005)

F = (Nx+y)

(N+ 1) (2.2)

o ad . v [ a v '
duiu Between-class Scatter Matrix Sb’ 61 k = M + 1 Judayalwmifidunlungy
AItuREANIMLarUTUUTIA Maaunis 2.3-2.4
=Zez1ne(Xe = 2V - )+ (- ) - &) (2.3)

Sb' = ¥itin, (o — ) (% — &)"7 (2.4)

o n, ﬂa'inu'm'uawamamamq'luﬂau C wdsniidoya y Usng, n-nc Wo 1 < c <
M, —1L1.IEJC—M+1LLEIV Xe = yLi.J'eJc—-M+1
o 1< c< My sp wUTuUTIENNIs 2.5

Sh' =3l in (x. — )&, - %) (2.5)

lunsiin . = (1/(nc + 1) (nc% + y) wae n/=n, + 1 &1y wirdu Class c; fatiu &’ =

X U8 n;=n,'

dm3U Within-class Scatter Matrix Sw &1 y ﬂaﬂau'l,ml Favuneda k fig (M +1) ﬂa:u
ety n13USUUe Within-class Scatter Matrix axlifpadsunvasingfaunis 2.6



Sw' = IZC b Y= ZM+1ZC EE—-l X (2.6)

lunsdlfl 1< ¢ < M avUiulss s, luauns ssuanants Proof lu Appendix.

Sw'=3elicen Te + i (2.7)
Te=Zi+ - B0 - 8)T (2.8)

A8
syt deyail 2 nquavsiluil

= [(1,2),(23),(3,3), (4,5, (5.5)]
= [(10), (2,1), (3.1), 3.2), (5,3), (6,5)]

Vi —r _ (NX+y)
WIANRAY NaNNS (2) X' = N
o —r _ (0+(1,2) B
A 1 (1,2) == = (1,2)
i ﬁ 2(23) 7 = (1*(1(,14-1()2,3)) o (1,2):(2.3) (3 5) _ (1.5,2.5)
o (3.3) 7= (z*(l.s(,jfz;(B,B)) _(3.5);(3.3) (6 8) = (2,2.67)
ﬂ'qﬁ 4(4.5) 7 = (3*(2,2(.36:1;—(4,5)) _ (6,8):(4,5) (10 13) _ = (2.5,3. 25)
" or _ (4%(253.25)+(5,5)) _ (10.13)+(5,5) (15 18)
A 5 (5,5) X = e = - = (3,3.6)

ﬁJ’lﬂm’JEJEJ’Nm’ﬁmu'JmmmaEJ (Mean) wuu Incremental Learnlng ENU %T.‘UF]’]
Mean 91ndunaunouvtiundumseldvud WU AuIAnd 5 ftdn Mean 99nAnT 4 n
lrururelaviui lmmﬂumaamwanahmLtmmmﬂLwam'iammaammamma oty
A1 Mean ﬁ\lﬂmﬂmsmum %1 WU (3,3.6) uazAunantuiieatuiuan C, mlﬂmxcz VO
(3.33,2) uavA1 Mean sauviavun ' 1y (3.18, 2.72)

NAI9INLARAT Mean MNTUILAWINAT SH’ 29naNNS (2.9)
Sb' =Y n'(x, - %)(%, - 7)) (2.9)

¢ o o i i " < 1 i =
Felumsda ssuenduanudu 2 nau Idun b’ veangudl 1 wag sb’ vesnguit 2 wids

WnaansusIuiu lny

0.0324 —0.1584

b'ei = 5% [(3,3.6) — (3.18,2.72)] * [(3,3.6) — (3.18,2.72)] T - 5"[ 0.1584 0.7744
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0.1620 —0.7920

SV'a =1 07920 3.8720

Sb'c; = 6 X [(3.33,2) — (3.18,2.72)] * [(3.33,2) — (3.18,2.72)]
0.0229 —0.1101

=6X|_01101 05289
Sh! =[0.1350 —0.6480
€27 1-0.6480 3.1104
AaTU
Sh’ 0.1620 —o.79zo] [01350 —0.64807] _ [0.2970 -1.4400
—0.7920 3.8720 0.6480 3.1104 -1.4400 6.9824

YU WA Sw’ NENNTT (2.7) ezdimsAunnasuyul e
L]

Ny = _
2L=Ek+nk+10’—xk)(}'—xk)T

il 1= (537) + [(12) - ) « (12 - )] =[]

U 2 = (IL) [(@3) - a2) «(@3) - 1.2)] = [0.5 0.5

= 05 05

i 3= () + (G2 - 1529) + (B9 - as2)| = [13 | 05

« % 4 o, 015 05 05 05)_2 1

ol souft s axdlen [ sesrl oz oal= s ol

38UT 4 = (337) [((45) - 2,.2.667)) * ((4,5) - (22:667))] = 3, 4995 igggg

o ¥ S 3 3.4995 2 171_[15 45

AIUU IBUN 3 LUAN [3'4995 4.0822] ¥ [1 0.67] - [4.5 475

A Peolvrogthe [s5 25

v ¥ 4 a3 35 5 10 8

ol ol 4 axdlen [ o B bie h 75] s 5]

o xsien s’ veangy C1 [180 782] ﬁuﬂuﬁﬁ’mﬁ;u C2 wiufu vldnadnsen
N e Y-

sw' voangu €2 [0 7]

dlafuanuen Sw’ avum aeilen sw’ = [10 8 ]+ [17'33 161 - [27'33 24

8 7.2 16 16l L 24 23.20
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0.399 —0.4128]
04128 047

INTU 1A Weight (w) el

ALY AwdlAn Sw' 1 = [_

w=Sw’'"1%Sb’

_ [ 0.399 —0.4128] . [ 0.2970 -1.4400

~ 1-0.4128 0.47 —1.4400 6.9824

3 [ 0.7214 —3.4628

—0.8090 3.8832

INUUTIMIAT Max Eigenvalue oy

0.9789  0.6655

0.2039 —0.7463] uay Eigen value =

Eigen vector = [: [g 4.6?)47]

- [N . - ° v ™ o - P v a w P
iiolann Eigen Seanunsadwingnvesdoyalmily Wisuifeugauedoyaiudeguil 2.6
wazuangnvastayalvidsgui 2.7

i L 1 i i L L L L
15 2 z5 3 s 4 4s s 55 L]

JUN 2.6 ynvasdayaiiudounisAaiuan

-

o8l
osl

04l

pz}

o .. e . * ¥ He ¥

ozl

Fren

28 -

o8}

S N N s

JUN 2.7 avesdayalmindanisduau
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2.4.3 N15W15EEENMUUIIMIATIula (Mahalanobis Distance)

msmszegnauailula fe aszeninseniansgaluiuiivarefuls 1y
?Jﬁm'iﬁii'muhLtasgﬂﬁmﬂﬁtﬂuﬁwmumﬂ MIANINILAUAIA d AB Szegnauianly
{a x Aodoyasedrdlaqiifesnisiasverving uas p Aernadeunasnduioya fet s
ABAlAEEUT (Covariance) (De Maesschalck, 2000) WARAINISANUIBIFIGIENNTS (2.10)

d(x, 1) = /(x — TS 1(x — ) (2.10)

2.4.4 MIlFeuuvunay

nseuiuuunanduiBnnsily Base Leaming w3a Weak Learner snduanlaiaa
naneluwawdidlmdssinannlunismedimey (Dietterich and Thomas, 2002) fregns
nsadsluiea uanaiagul 2.8

o Base Learning =
Training Data —b-—>

Base Learning

Training Data

Base Learning @@=
Training Data [——*

o ax o )
EU‘W 2.8 ?ﬁﬂ'li?]a@ﬂ'ﬁﬁyuauu‘u WA

MeE19 1y Hnaeu (Training) yadaya Iris Faiinnsl4 Base Learner 1y Naive Bayes N5l
manm 2¢lY Naive Bayes Tumstinasuyadioya Fisher iris $1u7u 10 luiea Feluusazluna
wlidmeusenu erameneuadeiudie visunnsnaiutne dsluveiiaafes IWides
Prannielilddneuidisniudmeuanyine (Final Output) 3nnsAILT LA wans
fregnslidsstannn 3 seidou (Record) faguit 2.7

1. Setosa

2. Versicolour
3. Versicolour

1 Setosa

2. Versicolour 1. Setosa

3. Setosa 5
2. Versicolour

1. Setosa 3. Setosa

2. Setosa

] 3. Setosa |

= a
Ui 2.9 msliidesdhannvesmsiSeuiuuuway

o l v o o o = P W
ﬁ]"lﬂEUVI 2.7 WUMHAANY Y4 3 ANRAU UNITNENLANANNU
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° - = £ v oo v o £ o
- meugavievesdeyad 1 A Setosa HuxNAsliELaNNNAaW 71 1,2 uae
3

o v v = - . o a o ) -
- ANMBUEANIBYBITBYAN 2 AB Versicolour Wun1 M IRL# NN INNadw 71 1
WAy 2

o v v a P o v o [ v ¢
- AMMBUEAYNEYDITBYAN 3 AB Setosa TWNIIINMTIAALITNININWAGY 71 2 uay
3

ArmusiugilunismsduunsaensiSeufuuunauiu Jusgfu Base Leamer wagsiuau
Tuaaitivun mindmualiflueady 10 dufle ewiisuau 10 nadwii udrdaik 10
wadwinidesihannitelilfifissmmeuaninemmeudeindu duu afleuiinisme
vareFmeuiisentsAuianaazuannsTfidssdieunn wagman Base Learner T2y
wiuglunmssuunBaiilihaeugaefanuuiugigs lunemssiudhy mn Base Learner
Lislennuuaiugrlumsduun wifidwaulueaun Tilsildmnefvinaediussansamlunns
vnssuuniin madmadw Aliuiugunlidsshannddeiu Julnlarmeugaving
nnnslfdesthannitiuiugdnlulumadieiu

wiffinsldmaFoufuvunay luteqiu iflewniiussavinmgs uiildedeludums
ldnarlunisuszananauin insizdssandonisilnaeusinuanslua (Ren, 2014: Kumar
and Selvakumar, 2013; Kuncheva nd Rodriguez, 2014) iisl¥ilfidnnougavinedseramans
fumsUssgndldiuunsnuitlifidesindesnan

2.4,.5 Adaboost.m1
Adaboost.m1 Ag MsiTeusuuUNaNLUUWTEY FeRauIN191n Adaboost WUURRLT
mmsmuunlmmaaaaanau 198 Adaboost m1 ezanunsaviing msdwun Tduumanengu
wardalinsiuarimin (Weight) Funnsinaniiy (Galar et al., 2014) Adaboost.m1
ANIIAUIUARANATS (Error) IMAMBUFAVINEVDI Weak Learner YNTBUVBINITATUIN
mAfiAWINNT1 0.5 9zdaundululy Weak Learner vnastinasulval auninegldaraiu
- L7 1 = ar U 2 & < & = YV al 173 -:J
Wawann Woend1 0.5 agUTuuyeen Distribution uidslvdesthannlaluiige
AVUA LA
VBYAMIIU M VBUR X = {(x1, ¥1), ., (Xm» Vi) }
£ AD ANANURANATA
< i A
B #o AN
4 = d‘ 1
lnef y; Ao Yongu y,€Y = {1, ..., k}
T A9 F71UIUSDUVDINITIUTA
D @8 @1 Distribution

ﬁmmammsunaau A8 Weal Learner U&7 ﬁ]maamu'smmmwwmwmmmﬂsq Wa394
“Ll‘i‘U‘lJNm Distribution Lile AL aINMIAIRBY feaunIshi 2. 11-2.14
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= Zi:ht(x):ty D¢ (1) (2.11)
ntuf e g
—
B = -2 (2.12)
i UFuU§9A1 Distribution
) = 2e@ o (B if he(x;) = y;
Dera(®) = Z x{ lother:avise l (2.13)

vnstidesdrannien Final Hypothesis

Hex) =" %gr_, log(ﬁl) [he(x) = y] (2.14)
yec t

2.4.6 BnsAmiFenguanvazuunugvsIAuTITLS

msvhdniFenaudnvaruuUIE MsAmdenauanyuruuug Y sA LTS Ty
'Jﬁm'svmaﬂumi’[.«mmaanﬂmaﬂwmvmmmmﬂm’l,umiﬂwmmmﬂmmuﬂmaﬂwmv
Famumiedunaiiuyseans amlumsmednouiazansy amm‘iumsﬂssmawaums
ATIASENNTT 2.15 (Hall, 1999)

Merit, fiofn Amuduiusseninnudnune

k  fedunuretasduszney

Tor ﬁaf‘hLaﬁwmmmé’uﬁ’uéndmaaqﬂé’ﬂwmaﬁ (feS)

Tp s fipAadvese Inter-Correlation Between Components

kfcr

Merits = JE+R(k=D)7ff

(2.15)

2.4.7 FnsitldiFeudiouyszavsamw

2.4.7.1 Naive Bayes

Naive Bayes LUu'Jsmsmﬂ“lﬂ'a'muwumuimawqwgmaa Bayes’ Theorem (Jensen,
1996) tﬂuaﬁﬁlﬂwmmuau’tunﬁwmnnwauaﬁlmﬂﬂmﬂau FaflaunislunisAuanen
Aruandu (Probability) faunis 2.16 fsialui

C; A ngulag

X Av {J’ay}aﬁﬁmmiﬁmuﬂ

P(G|X) = P(Ci)l'[;;:(};’(xklfr) (2.16)

[ [] 1 1 ::’ ¥ = 1 ) n‘ -n‘ o
waamnmu'ammmmmﬁ]xrﬂumnaumiuua’a ELABDNAN ﬂ’J"IﬂJu'l’i‘m‘.’-Lﬂﬁﬂﬁﬁﬂ%‘jﬂLﬁUﬂﬂmﬂU

U
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24.7.2 k-NN

k-NN Lﬂu’lﬁﬂqsLLUﬂﬂﬁﬂJﬂ@NﬁIﬂﬂ?ﬂi“EJ‘“WN?JH'J'N 3”%11\3’0@1.|aﬂﬁ]@~3ﬂ"5'71']u']ﬂﬂU
‘Uﬂuaﬂaﬁlﬂalﬁaﬂ"\ﬂu’Ju k‘UaﬁJa ﬂ’lﬂau‘ﬂadmiw’lma ﬂaﬂ"lﬁaUWlﬂﬁnu’Juﬂﬁu mn‘ﬂaﬂ
hamlﬂlﬂunﬁmiaammmugﬂaﬂ (Eucledian Distance) s¢nin9ynassynlunisAiuin
(Galit, Nitin and Peter, 2010) flauns 2.17 fasieluil

dx,y) = \/(xl =712+ (= y2)% + -+ (xp — yp)z (2.17)

2.4.7.3 Decision Tree

Decision Tree indnn1sdiuun aanedulassadresulddnaula dasldeusgig
unsvianeg Lﬁaamnmvam%mwaaﬁﬁmsﬁma tLa“mminLLUamwwma'lﬁnmqlﬁ‘[madw
Fan1sadreluimaves Decision Tree ayﬂmaaﬂﬂmanvmvmummanwuﬁﬂunaumnwam g
ulnuauugn (Root Node) vasduliiaaniufiay mﬂmanwwaunﬂlﬂLiaaqmumﬂu
(Quinlan, 1996) flaun1seuans 2.18-2.20 faseluil

P, AinFnAnaninasiiiuves Field D fungu ¢

A" Entropy anaunsiasialuil

Info(D) = ¥™, P, log,(P,) (2.18)

Info,(D) = Xy 2L « ID; (2.19)

A1 Information Gain @3 Field A 1y

Gainy = Infop — Info,D (2.20)

2.4.7.4 Multilayer Perceptron (MLP)

Multilayer Perceptron (MLP) Juisnisuilaves Neural Network fifinns Map L4
Wuandunaay (Input Space) Ut uBaauaLs (Hidden Space) uwdrdsoonludaiui
d@wan (Output Space) ¥ m'uuammama Output ﬁ].,Liwamu’lanamawaua 1ng MLP
mmsmiauma aaulﬂﬂaumaﬂﬂaaulﬂ Lauamaﬂuu:uumsmmummauamuwﬂ Faudy
wmamﬁ wumﬂmmuaﬂumsmmu HNSAUIURIENNTS 2.21-2.25 (Simon, 1998)

n A A8RIINSITEUS (Leaming Rate)

x; Aevayaund (Input)

yie Aedeyavud (Output)

w;j fiD hwitn (Weight)

6 foafn Bias

8, A Error Gradient



17

e winuagdnsnsiseug
Ye = E; 1ijx[ + 9 (221)

dwmiunadwilvua k 9zA AN Error Gradient &,
O = (ytarget - J/k)J’k(l —¥i) (2.22)

d w3y Hidden Node j fiuaa A1 Error Gradient &

(Sj = O](l — oj)zk ij(s.k (223)
YA Weight 990
Wy = Wji + AWji (224)

2.4.7.5 Support Vector Machine (SVM)

svM 1 iuAsnssuundseianifinisldsyunu (Hyperplane) fnzauiigalunis
muunmauawummmumnlm (Brereton, 2010) lngsn1ssuuni@adu (Linear Classifier)
quﬁn'ﬁwlmsumiaamuamamwmwLLasUszqﬂm"Lmnwwaﬂnwmamu HaunsAuIn
FRALNTT 2.26-2.28

x e Yoya

w e A ey

b A FA
lunsdifl x Ao Yoyaveangu +1

wlix+b > +1 (2.26)
Tunsdlil x Ae deyavasngy -1
wlix+b< -1 (2.27)

dl' L4 1 J -d'd 1 A 1% a‘ 2 & ar U e
LBABINITMNAT Hyperplane iwangau 7lan Margin niefigavsldlsidunisindula

f(x) = sign(wtx + b) (2.28)

2.5 Adeifeades
inideldtinisAnmnisFeufueaniesililunisasafunsyngnuaneduneuis
léun maFeuiuuvldiidasu (Unsupervised Learning) (Syarif, Prugel-Bennett and Wills,
2012: Kumar and Chacko, 2016; Bohara, Thakore and Sanders, 2016) 9¢ L"Llumi'wmnau
(Cluster) lnglifin1sszywa (Target) 1inou uay nsdeuiuuuiifasy Favgviinisiindeu
Yoya eadlumalumsiuierou u,a';mmmwama‘lwu'lwumaumaau (Testing) 591
WmLL‘U‘UmiLiEJmLLUUﬂQNaEm (Semi-supervised learning) (Ashfag, Wang, Huang, Abbas
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and He, 2017), (Gao, Huang, Gao, Shen and Zhang, 2015), (Wurzenberger et al., 2017:
Xue, Shang and Feng, 2010: Yuan, Kaklamanos and Hogrefe, 2016) fia8nuUszinnuilads
ﬂvmem;aqnuﬁanwwlﬁmmauauwﬂau Tﬂwmmwﬁjanau waglinswdengu daudu
wmamﬁ'waaifvmwnmsaumuulmuwaau waznsSeuduuvifasuduiuidenlunis
RPIRICRRTY) uanmnumuminamuuuwau (Jabbar, Aluvalu and Reddy, 2017; Kumar
and Selvakumar, 2013; Miller and Busby-Earle, 2017) l'zﬂuma'lumsmumﬂwmas] luina
Lwam'[.%'[.um'i'[,mﬁmmamﬂmmamma'u Lﬁu'sﬁmsmﬂsvﬁwﬁmwaq \fesarniinasleien
vimiin (Welght) AuAmauudIaily Tideedhaunn Tamamaunnmaamnmnu Weak
Learner mmummmvaunwaua wilun1sldauasauueiatie sndunisiinnisenig
Uizmamawmaq’lmﬂ’nms's'[uﬂﬁmﬂﬂwmmnqﬂ

vannateisRefinaaun wereweziiinyseansamlunisnsiaduie Wnany
gnAss uazandnsin1sududeufiinnana (False Alarm Rate) @9iivatea1uideain
warnrateau dnstdnsiauiudulusuunas Suaioudunisirnuaiunsoves
waeq38n1s wvhousiuitelifivssansnmlunisasedugege wuiilloids oatti
and Verma, 2010) 184 LDA Tumisviimsanduaugaidnume fuyadeya NDL-KDD 9101y
vin1sduundis Neural Network Sawuinanunsnansiuaugadnuasadld vilidnanly
mMsfnasusi wasiilszAvsamgelunisduunynussianvesnisyngn WuiReaiu muﬁ%’a
(Aburomman and Reaz, 2016) 1#fin1s14 PCA wae LDA Iwam'imﬂmmﬂau (Class-Pair)
agldvis PCA uaz LDA mm‘umﬂmanwmmmwammnmaanﬁ mnuumﬂmaﬂwmvﬁlﬂm
UMY SVYM namsnaasImui awnseuiuugadssansawls uen9Ind SeifuuAniiy
Usedndn1wved LDA 189 Aee1u3de (Saad, Khalid and Mohamed, 2015) léWaiun Direct
LDA 1agn1sUsuu§anIsAuimen S, uag S, Feteiiuyssavsnnueesnsinisnsiadu
(Detection Rate) uazansnsimsudafoufinanainas. liiitesving LDA Selddaasunis
Taufuuu DoS wag Black Hole Attack ¥84n1580a150UY Self-Driving and Semi Self-
Driving Vehicles luia38%1t VANETS (Alheeti, Gruebler and McDonald-Maier, 2017) s
Usgdnsnmdnd1 QDA Benliimsvihmsdnidenaudnuasiuyadeyanisynn Feieiy
UszAnBamveanisduuniaidued ad (Sathya, Ramani and Sivaselvi, 2011), (Datti and
Lakhina, 2012) Ssusnanagdriiindseavsnmuda adunisamaailunsussananadn
e stwv‘lumﬂﬂumumamaamauamsamuﬂsmmmnaamusvwmwm‘umsumsn 39
mL‘UummLaamwaamaﬂmaﬂwmswmﬂtuu,a~mmsnmmw1ﬂmnmLuammmsunsﬂs"w
T

n_

Uaquu ¥ ‘uumamﬁwmwmmvuﬂm‘smaﬁmumsunqﬂ fonslndiAssaninnislday
X

FWINTU ABNSITHUWUULANTY 9150 Incremental Learmng wsigamnsnieuinindeya
yualugifuuuy Dynamic Stream udaegumLiieUs glovilunisisous (Learning)
Lmemmmau'lﬂlmmalﬂ (He, Chen, Li and Xu, 2011) mmﬂumsmmﬁmmiunjﬂuu
m‘m‘swslmamawmulmaan Iududeufianisiuiumsadaiiudsundasiununan
g eriailes Wevhnsieaule w L"Ja’ﬂ,ﬂ‘] ulusrdediinnsiuazaseduléin Wunisyn
snv3ely (Bhosale and Ade, 2015) CRRRTOL (Jin, Ding and Huang, 2010) ﬂ'lﬂu"n,aua
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Weight ILDA (WILDA) Wot1u1ldfuseuy Online Hand-Written Chinese Character
Recognition & WILDA IhiuAsidilsiamsiFousiiiuturesdoya lneiidunounisduan
Weight 984 S,, uag S, %aavamﬂcymL‘%iaqmﬂ%'ﬂu%’%’auaﬁﬁwﬂwﬂ %qmﬁﬂﬁﬁmm
gndeesnasléd glunisvnaasamuin WILDA mm'smmﬁagmmﬂmﬂm ummmg}ﬂmaamwu
Ltauuﬂiuammwmamﬂ ILDA uaﬂﬁmnu gafianuide (Pang, Peng et al., 2015) fivaun
ssuueaulayd FNTAE lun1smsiadunisyngnuuuiaatase Taeldwdnnis FincLDA Tunns
Fou udald kNN lumsifudureuisvesnisdadulaiilimsynsavielsl wuissuud 1614
AMNANNIAYDY Chunk LDA lun1siSeuiuuuesula anunsaldanuldese inuszansam
lumsasandunsyngnladueei

msiinusEdviamlunisamatudy ?Jaumaum‘%au‘ifa:;;a fiamdAy varenuide
ladmsinmsAndennudnuuy fedsn1siumneafy Wy 9uise Ui Jeong, Choi and
Jeong, 2016) 1414 Discrete Wavelet Transform (DWT) Tun1sifinuseansnim wdald ipca
Tun1s9i Factor Analysis 41u3dsiilalddmsu Visual Comparison YDIAUANBAUL A1 T
gidelevinnsvaasauIsuiiisunts Projection yadaya NSL-KDD sewineinisld DWT uae
Taily DWT wuan ansly pwr uuwsvawamw‘lumsmmwmmw weidlunangu laun R2L
n3399ule laiRdn Luaemmﬂuﬂiumwaan1iuﬂiﬂmnhmmuaauvﬂu‘l.u“uauawmﬂ'lmy el
dlold DWT mmsﬂmwwiﬂLLauuUimWﬁmwaqLuauﬂﬂwmaaum n1si3ouiuaunios
'Jﬁﬂ’}i‘r]‘lJ“] wanani g98in151% Chi Squared Attribute Evaluator 'lumsmmiﬂmaaﬂ
AuANBAUY LaIN1597UUN ¢e LDA wae Logistic Regression (LR) Wu3n Waaesisnisdl
Uszansamlumsamaduldifauuunaengs uazuuvaeIngu fawirimugniosasgs
n31 Naive Bayes usig193¢laigandn SVM uag C4.5 uwiiinsuszsnanaiivingiSvM ann Jail
auwngadlumahluiaulvaunsansiafnmueiotelduuunainse (Real-Time) lu
UAR (Subba, Biswas and Karmakar, 2015)

Lashkari, Draper-Gil, Mamun and Ghorbani (2017) la@n®¥1n13a1537uun v84 Tor
Traffic wae Nontor Traffic ilaidunismsavasuienssutasinunulasadslunisldam
vosldnu FufiflmuSouiisulseansamunnissuun #e Artificial Neural Network
wae Support vector machine Iﬂﬂwﬂjﬂ%’aua UNB-CIC Tor Network Traffic Tun1snnaes
NANISIVENUI ms'lmﬁmsﬂmaaﬂmuanwcuuuuwumuﬂuawnuauwuﬁ denAuanume 16
mmu 10 AMENYE mﬂuumm'imu,uﬂma Artificial Neural Network wuniusgansaw
geiign Tnedien ANYNABIZITY 99.8% U19aATElRAINA AR UNI995299U Tor vy
1A381UUY Real-time ins1zidaiiuindufeanamfisnuinisnsadu Mdadreany
deveae1aunn (Ghafir, Svoboda and Prenosil, 2014)

Abdelhamid, Ayesh uag habtahb (2014) #il#Waua Multi-abel Classifier based
Associative Classification (MCAC) Tun1s3ruunnaslaufiuuy Phishing Taeiinasld chi-
Square Lﬂmﬁmﬂumsmmsﬂmaanﬂmanwmu mswmaaﬂmﬂsaumaunumsﬁauma
1A30435N158Uq Wudn TunewdT MCAC fldnnnugniesgeigauazaunsansavdulseam

“Suspicious” e m‘l.mmwnsnﬂnmw'luaa’lwauammuﬂnaauaﬂma
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euiulein mATeinuInesmswmunTunewiBitaliuysravsnwlun1sn ey
NSYAJN LLavlmLaawru'lunnﬂanﬁﬂ’lumiwwmmamaﬁs“a ndldanlel Tnennsldnisisens
uuuwamaymmamt.wumumu'l.mﬂwmama Tor euaL'Uuﬂﬁunsnwaummmavn'ﬁhum
duqanelu m'swmmum:uL{]mmmwamuﬂs zansnnlung L'iauimwmmulﬂmawmaua
'Lvm‘mummﬂuﬁamamaLuaalu‘[uma uaraINIsTIMUNYSY anmmwnin‘lmamm
Uszansninenaie LUwumamﬁwmmmmaaamm'iuﬂiﬂﬂjmuiwu“lmﬂsamamsq'luamﬂm
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ASN19A UL

Tuunilsziauauumanissidunsise dwumsimuntuneudslmilunisnsadu
NSYNJNLATETLABNANDS WU ﬁwﬁuu%’?ﬁﬁuLﬁulﬁuuﬁumwmmﬁLﬂswvﬁﬁa A3
NLLUUML‘UGL&HLLUULW&JWI&JIQLLﬂ“‘ﬂ’ﬁL'iEJuiLLU‘UN?IiJ em~Lﬂwumamﬁwuﬂﬁmmuuuwumu
waqmmammwmu Faviidunaunisiudunsite mnn'i“mumsmmuawauar-mn
nm'ﬂ'ﬂuww 2

3.1 ﬁ'lﬂ'.lwl,{l"fl%’lus“sﬁﬁl (Business Understanding)

nsfudedeyamauniedisluleqiu ﬁmiﬂuﬂwaaﬁaﬁﬂﬂﬂﬁ“lu'sij'mn'ri%‘uﬁa
1INUY fﬂqimaﬂnmmn‘uauannammmamqu,ava naeasaluseRuniiaIedl tu
winedsdRaunimantiy nﬂaammLLauaamwalﬂLuammmimﬂanmmawaaﬁ‘lmm iy
finsdslwdlfaiudennuarusinisdedinussulatl (Social Network) m'lm'ﬂmwuﬂ'nu
Twaalﬂa“lasﬂaaat,ﬂiaﬂuwaﬂ Jwiu nsdliJuguassarenismsiadudie Firewall w3e IDS
Lummnnm'ﬂ-ﬂuﬂmﬂaa ssL lumsiudstaya Jvilvliawnsanensialdlaednely
FEVINMTA uanmﬂuﬂmmmniwsuﬂnm (Application) 8nunnune Adhswalunisdaus
ﬂauqn'l.mﬂwaqmwaasgqn';naaaqﬁluwwizmﬂ

M3l4 Tor lunvsSudedoya WunsidhsiaieUatunasiivniusiase (Hidden
Services) finduiaTesiousnvoafland 14Untmuinsteuszdulanfiszuuitmune il
Aeans vililiansofianuuasunzseslandls lunsdidnanudemetuiuunszuy
W 19 Tor udavinnislanddae Distributed Denial of Services (DDoS) w3e 14 Tor S9u/u
m‘sm VPN avLauaumimwa"memu m'lvimisuawana‘lwmvuumnunmsminaau
WTERLLNTY LLaﬂwumaumwmwm Tor Faguil 3.1

e mmwmmwmam"’lw mmmsnmmawmiunsmﬂ'ﬁama Tor wagnsiy
a’m‘i’iunmmwalumssuawauaanwmasﬂLLUUImﬂwumamﬁwmmua%mn'msamw
meuwawaua’iﬂq fu mmuwm‘[ﬂaLuaumsrmumaw~1mmmsmmzumﬂummwaa
Iumawwumu,avLuamaua'lwmeua.,mmsmﬂu'ima"lmvaum1ﬂmm'smmmaﬂmﬂ Tai
mmumaﬂwauaLmLwaﬂiw'sﬂmmammmmuaun'm'sauil,muunaaumlﬂ Wil s
mim'i'r«aaaumsun'sﬂwmt.auamLvm'1~mesLﬂwumau'zﬁmwusvuummwumsunqnwmac
LsaumavmsnmmmwmﬂnmmaammwunTs'L‘mumsamaﬂaummm wonanilenAded
auwwuwumamﬁuuuwaummmummmmm’tumimLLun?Ja:uamwnsmmamalmamau
Uszansnm mmawu'ﬁmmunﬂsvmmmmwmnmauama‘m Tor fifinsidnswante
FugDUTUTY
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EQ How Tor Works: 1 {'c.”_.,.um. - Ef) How Tor Works: 2 I-{:: Tor node. L
=it =
Alice Alice
- A .= S N B
Stap 1: Alice's Tor Step 2: Alice's Tor client \‘
client obtains a list picks a random to
of Tor nades from + _ destination server. Green
I-Mmg.%g'ﬁ:“ Exe~ BB
o — 9 5 b Dave = o s

Step 3: It at a later time, the

—
user vislts another site, - n i3
Alice's tor cllent selects a - L " L
second random path. - el —4 : Jane
Again, green links are K\r :
encrypled, red links are In I
the clear. .
= . .. n‘, - | mErsiTee
— V. == $

JU 3.1 M3vi9uYes Tor Services

3.2 viaudnlataya (Data Understanding)

foyafililunismaass Wudeyafignadriunniadetruiailousss Ineldiedaatioly
nsafranTetnelily Tor (Nontor) wazaraiaTetine Tor Fun (UNB CIC, 2017) Tedl 8
msldauluiaiedie Taun nsldiuiusiwes Browsing) deyaides (Audio Streaming)
Yam11udruda (Chat) Yoyaidle (Video Streaming) Biud (Mail) n15Insdeide s
\n3eU18BuMBiiie (Voice over IP: VoIP) n1581UUY Peer-to-Peer (P2P) uaz nisaslnd
(File Transfer)

lunsiiudeyasewintanissudezldaeniuad Wireshark wageonsiuas TCP Dump
lunsifiuteyanuideilsldgadaya UNB-CIC Tor Network Traffic Fefmunlddanieon
Toyald 2 guuuu loiun

- foyail 1 Tor Scenario A Baifiunuuasangu I¥un Tor uag Nontor

- ‘i'J'aiuJaﬁ: 2 Tor Scenario B Eﬁ'atﬁmwwmanfcju Town Browsing, Audio Streaming,
Chat, Video Streaming, Mail, VoIP, P2P waz File Transfer wanis16azidonsan1sned 3.1
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= ' . .
M5199 3.1 nguvastayalugiudeya Tor Scenario A uaz Scenario B

Scenario | #duil ng U313 (Services)

" 1 Tor 8 Usslanueauinig
2 Nontor Normal
1 Web Browsing HTTP, HTTPS traffic
2 Email SMTP/S, POP3/SSL
3 Chat Facebook, Hangouts, Skype, IAM, wag ICQ
4 Audio-Streaming Audio Applications Uu‘ffaga Streaming

? 5 Video-Streaming HTML5 and flash versions

Skype file transfers, FTP over SSH (SFTP)

6 FTP and FTP over SSL (FTPS)
7 VolP Facebook, Hangouts and Skype
8 p2p Bittorrent

3.3 MmsdanmIsudaya (Data Preparation)
lumsdawIoudeyaiinisdanisivarfigyme (Missing Values) wagnisdaiden

VGG

3.1.1 damsteyagawie (Missing Values)

g1udeya Tor # Missing Values $1u3u 6 Records lu Scenario A @83 Scenario
B Tﬂﬁ%’agaqumaﬁaﬁu%‘ﬂ%’m‘sﬂi:’,mmmﬁ"lnﬁtﬁaqﬁu%’aa&aﬁlhjqzy'ma (Nearest Non-
Missing Value)

3.2.2 manmsAnRenAan e

mu‘ia‘l’aﬁlﬁ‘lﬁ'awé‘f’uﬂ’uﬁ‘uuuLﬁa'i'éi’u 'Lumsﬁwmsﬁmﬁanﬂmé‘num"Lﬁaammﬂu

Qe

h 2

umamﬁﬂumi

’L‘tiﬂﬂur’l'U‘Uallaﬂ’]'iUﬂ'iﬂvLﬂﬁJﬂ‘J“ﬁ“ﬂﬁﬂWW mmuauumwaua Tor 'iI’IﬂNWGl.IU’l

mnwm 27 ﬂman‘umv maaa Scenarios LLﬁmmmﬂw 3.2 ﬂma}vmmmmiﬂmaamwdw

maal.waar-}maﬂwmsmummauwuﬁﬂuqqLwa'[,wuﬂizaﬂnﬁmw'lumsmLl.uﬂ LALANNITENNS
Uszuanasnaie

M13199 3.2 FOUAZAUNUIBVDIAIAN Y

o o o a

Aeun AREN WY AIUNUNY
1 Source IP wuneaulaNsunig
7 Source Port WULLAYNDIAAUN
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o - o '
M990 3.2 ‘UaLlﬁZﬁ'ﬂ"ﬁJ“ﬁJﬁﬂ’Uaﬂﬂmaﬂﬂm&’ (n9)

dduil AuANEE AMUNNY
3 Destination IP mnelavlefivaieni
4 Destination Port MgEINBINUaEN
5 Protocol lslnmea 1w TCP UDP w38 ICMP ({usu
6 Flow Duration srazaT UM
7 Flow Bytes/s Srnuluivesdayaludunouds
8 Flow Packets/s Suuunafinvestoyalutuneuds
9 Flow IAT Mean Awdeveaailumsdslufiavndlafiamanils
s auunmsgurasnatiumsaduiianisle
10 Flow IAT Std firmanils
11 Flow IAT Max Agegnvesnarlunsadlufiamalaiianemils
12 Flow IAT Min Avgavesatlunsdslufimmslafianiamis
13 Fwd IAT Mean Aedsvesalunmsasiudnonih
14 Fwd IAT Std Ardudsauunasguvesalunisadiudameh
15 Fwd IAT Max Angegavasarlunisasludnamii
16 Fwd IAT Min Fshaaveamluntsdsludrenih
17 Bwd IAT Mean Aedgvesiatlunisaendy
18 Bwd IAT Std dudsavunmsgiusesialumsdingu
19 Bwd IAT Max AFNgAYRIIAT UM SAINAY
20 Bwd IAT Min Fsgavesialuntsdandu
21 Active Mean $uunaiiviinu feuasvgaile
22 Active Std Adudauunasgiuvesanivhon nousznyaiis
23 Active Max Suaunagegaiivinnu Asusevyails
24 Active Min Funamgaiivinny feuayvenile
25 ldle Mean nanaduivgadnousznduayha
Fhehun‘.'imLuumm'sgfmfumnawﬁmqﬂﬁadamzné’um
26 Idle Std e
27 ldle Max hangeanivgaiisieurgndusyha
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3.3.3 uawlaya
'Lum'smiﬂnmauamvmmmn1‘5u,ﬂawauawag’luwuuwammaman'um Tudy
Faavideliauisodrlulflunsiunaudstuneuisiviausls Mo wu Wslneoa

(Protocol)
TCP Falianunsahludnald Sawvautiu 1
UDP Falsiaursathluduald Saudandiu 2 Hudy
ICMP Faliausathludunald Saandu 3 Qudy

3.4 N135d319UUT1889 (Modeling)

lumAdeasiinsadrawuudians 2 wuu As wuusiassiiviaueie wuus aeens
L‘%ﬂu%'muﬁ'ﬂﬁ’u'ﬁguuuuLﬁutﬁu‘léiﬁm%'ur-nmﬂa anNLvOUATEUY uuﬁumwaan'ﬁ"‘amsﬁvﬁ
ﬂaﬂwuuummmuuuummmulﬂ Faudunvusrasslunissiuun mamsmwmwnsnuu
wumu-umm‘muusuumwumﬂm uay u,'uumaaamswausuuunawmn Hybrid
Adaboost.m1 Faduwuusiasslunissiwun Lwams'aﬂaumwnqnUuwuﬁ'm-umﬂ'm'wui
wuukay fiseasdonsselul

3.4.1 u,'uumaaamsﬁausmumnwuu,'uumumu‘lﬁﬂwiumwﬂaannwm
30U uuwugw-ummsqmsnmmansmmumL%atﬁmwu il

-uumauu sxflnaousismsBouinuddutuuuindnlddmiunnuasadoves
\A38Y1Y Uuwumwaam's'nﬂiw wmaﬂiuuuumwnauunmwumﬂm Lua"lm'uauawmums
Andenauanuuzaudiy Junauiee Wlm'muwaadae?wm‘ﬂnaaumusaaau 70 uag
Yoyadmiunaasvasuilufosar 30 Jsludruvesnisiinasu Tnunisneass 2 diu A
nAaBIAILYAtBYa Tor Scenario A wiluiunuresnsinssuunuuvasngy (Binary
Classification) uay yataya Tor Scenario B aztJuMIuNu283n15¥A53ILLARLUNENE
nay ﬂv'lwauammuﬂnaaﬂﬂawmawaqm'sL'mu'su.'u'uquLmu“lm.,mn'ﬁsum-uauawa.,
1 Record tihlvitmaiieu] lunsdluuvasengu uamwumamamsﬂw 3.2

mnwm 3.2 mumaums‘iﬁlnaawauamsmmma.,Lsnmumnmwauamav 1 Record
vm's'm u.mmﬂanmﬂﬂ MnuszAnaiefunouiaitiaue Tnedusy AMIUANRAY
waqmaaanau D Ugrrack WY Hnornat wudimAnlFuduenifivliauasfuls auuidn
vauausnmmumﬂanau Normal et -vauawmmfulmvnnmul"a’[.umuui #9 1Wulue
wls#i§svinAe Normal ua..mamauawammmmm \unqu Attack Yeyail duaaildes QN
mu‘["ﬂumuﬂs mLUuLUumuUsmmmﬂa Attack 'luwmauummmmm Scatter Matrix (S)
'umu.maznquuanmu‘hmamam'wummmm Sw sioly uanafagui 3.3
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Training Stage Testing Stage

attack (x- #atmck)
nornat (X, Bnornat)

Sb]_'. Ser
Hattack: Bnornal» A1

Ui 3.2 mﬂhu.unu:uuaaanejnﬁ'au#unau%%‘ﬁﬁmﬂua

Faty Lﬂaﬁmséw{fanaL%mﬁﬂmmnﬁu ﬁanu-gﬂmaﬁﬁ"’umau'i‘éavﬁwmaﬂﬁwﬁ
Lﬂammmmul"ﬂumuﬂsm’lﬁmmmmaww 9N3U 3.3 Ag no. n 1 aggnihanlginnuse
Tnefilsifinsideyaidu ssmuaadn iy Amnadeyad@iuil 500 (n) wmnau Normal
ﬂ-‘uwauamnul"ﬂumt.l,ﬂiwmm:ummmw 499 (n-1) aFuiausaud fady Toyalaqi
WHUILIAIUIILED asazmlumnaummmman umnmqmﬂmsaiwiuLﬂaﬂmmmauﬁ
uuuuwaawﬂﬂ PINuT I Sby' Swy " Ay ma"LUwummmwmmulé‘Luwﬂ‘]‘uaua A
lmmnmimmm'lwumau‘i]naauﬂa A9 Sby', Swy', 44 Fapriunldlede A nadeug
wnwauaﬂnaawauaammaum Tunsneds mnmmmuuswnwanaw 450 fa.lmm
Sby'. Swy', 24 wmmwaua 450 Records menmanamwuﬂ 10,000 Yoya Hadouious
uiladwuil 10,000 '«Naa.,'me Shy', Swy', 4, wmmu'uana 10,000 ﬁm.,mm'l'ﬁ'lm

Hatatck Sattack

(No. n)
Hnornal Snormal

(No. n-1)
(No. n)
(No. n-1)
Attack
Normal

(No. 2)
(No. 2)
(No. 1) (No. 1)

= ° - ' ° & '
‘?U‘VI 3.3 NMSATUIUNBLNUAN M UAE § 3INN1TATUIN VDINNdRINgU
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dmiuiunsunismeaey wgwdeyandimaasudiuifiay 1 1spese wwuiy
N A Ay UAEA fnornar WO Haratc msﬂﬁ 3.3 aggnunanlglunisAnnndiig nsm
'ivUvmammaﬂuuaimwaumvgnmmmmﬂa
- AT 1 YeyamiuImITEeEn1aseninangy Normal 10el4AN pyormar Wae 4, 1HAN
SEUYWN Dpornar
- a2 ToyamuINMTEELiNsEnInengy Attack 10819AN parrace Wae A, MiRszaEYing
Dattack o o
N0 WIBUABUIIANTENIN Duornar W% Dagrack AVNUI8INTunguidy

<

wseillsseeialndngn 19U 61 Dareack < Dnorna MUl dayatiugAongu Attack vi3e
Tor HuLY

< ' ' .
E‘U'{I 3.4 NMIRITTUSHNTENIN 2 nay

Tunsdimsduunuuumansngu uamﬂv’umaﬁ%ﬁﬁﬂﬁ 3.5 avnudn lutumeulnasuasiinng
11 Incremental Learning Wudrdudu ieriinissnun Witunnngu vesnisyngnlu
Scenario BIma’Lumﬂwuuuaﬂ radwiunsduuvasingy Jsfinaoy Tmasmnau il
U3 mmmnwaﬂnaumummu'ﬂuusn mmau%‘lummwuu %vmuaunumsmmsmuunuuu
gaangudafinaannusenis 91wy Luammmiﬂﬂaawaua'lunauau'nmaa Aavaudh
mmm'[,umﬂwunmw adlumuddiuauds nguansine aﬁmumumumww 3.6
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Training Stage Testing Stage
Dataset
v
I
Sby ' Swy', Ay * Yy dattack (%, F’attack)
’
.u’atmck: P'nornai Attack T_YPE 0 dnomal (x, U nornal)
v . v
1 I
SPz »SWy . Aa dattack type 1 (% W Aveack type 1)
H attack type 1. Attack type Other attack #1 Doinier areanies O 1 other abgasi
! o
H other attack 1 2
y y 2 o )
’ [ k
Sby', Sws' . A3 Attack type Other attack dmmc i (x: Aesask bmRd )
I
K attack type 2. other_attack 2\ X, 1 other_attack 2
#’othe'r attack 2
r
Shy_,', Swy_," Lot v v j,mack type n(—: (3? H attack ty;ve n—1)
X,
H attack type n-1. Attack type n-1 Attack typen wetack type n\Ys K attack typen
]
K attack typen

= o . & ada o
E‘U'ﬂ 3.5 ATVIUUNUUUVAIUNAUAIYVUADUITNUNLEUD

Laily ngu ¥@3 Attack type Usziam NN Y84 Attack type Ussinnusn

Shy' Swy' 4, s »
u Attack type 1 Other attack #1 Attack type 1( H ik type 1)
i dother_attack l(xa H other attack 1)

I
H other attack 1 v

L

o 1)
JUT 3.6 61 utufl 2 vaslaseadng

wmsmsﬂw 3.6 mnamwuuuamvsm nauu.a'ﬂ %30 Type 0 wiludiuveangu
Attack u‘u mwmamawwnnau laily ﬂau Type 0 mammﬂwunﬂm nmﬂnaawaua
Iﬂﬂﬁ%ﬂm‘uaaﬂan 72 Wia'ua'n Attack Type 1 (‘wi‘l‘unau) way Other Attack Type#1 'uu
i}.,munqummnummaamwm

vy ARINMTITOUS TAUA Sby', SWy", Ay, i seeack type 1 WY Wother attack 1 MDY
Fi'l’?i%’i?mw'\..aaanau Iuﬁﬂﬁu‘ﬁ"’uﬂu’uq Ao Attack Type 1 uag Other Attack Typet#1 &9ein

v

1 UaY S IAIUIUUY m'sLitm'mumwumulm Lnuldﬁ'msumims"av‘wﬁammaﬂuua'lu
a’wmwuwawumauwmaauanmﬂ ﬂ‘lL‘UUﬂUL‘i‘QU‘] udreuduuuy Tree hINgY V89
Ussavnisynsngaving s.m'Lummwuammmvmuuﬂmaamuqaaanammuu uanafagUi

L 4
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y

Sby_q' SWp_1" A, d alx =
n-1 n-1+n-1 Attack type n-1 Attack typen Attack type n 1( H Attack typen 1)
K attack type n—1:

dattack type n(x' u’attack type n)

#'attack typen
< 0w &
3U# 3.7 drdvtugaiinelaseadig

ﬁm'z‘mwﬁ 3.7 ﬁ'}ﬁu'usuaﬂﬁwu mi‘i’lnaamﬁaﬁwsmﬁaﬁaq 2 Ny Lﬁaqmnlﬁﬁntiuﬁu'lﬂ
an m*s‘ﬂnaauwuuuﬂmwuanau Attack type n-1 uag Attack type n Wity deauised
FunerisfiinauevsFuIme Sb’ WUUADINGYN lagasAUINTEWING 2 Twum’tm‘luumav
a'\ﬂu'uwadmuiu WANPIIINATTATUINAURTUY DY Sequential Incremental LDA 'naum's
e‘iwsumsmmxﬂuuuwmanau Favimnzaunit lunisduuniiiansaiie aaangulag
fu mﬂwuwmaqﬂnaawana Wanwiaaunsi 2.29

Sb’ = §=1(f'1 S f’z)(x_’l E= f’z)T (229)

v
s

quu mumaums‘é‘lnaamnm’tum']mmu-uu ImuaiideInssuun @ Aangu la udlunsd
-uumaumsmaaumwauawmaau maua'l.m‘]m].uLsumulaaqmu’lumsmmsuavmqmu.m
é’ Futuuuan aq’lmsaqummﬂwuammﬂ minwuieyalaqiy dneglu naula fiey
uun 1'1-uauauu LUUﬂ']‘iUﬂiﬂﬂ‘iulﬂ‘V]uU‘]
3.2.4 vaaeumevayadmiunaasy uavﬁ'xmmﬁwiuﬁwﬁmw
'quumaumsmmaau shdeyavaasuiivIoall smesoutuduneyisiinaue
Imﬂmw“lmmﬂmsmmm'lwumauﬂnaau lunA Max eigenvalue (A) wazA1 Mean (u)
voausaraTUTL ﬂ"mm'l'ﬁ‘lumsmmmumaumﬂwwLsau%'l.ﬁ'lm faauns (2.30)

dle,p) = J(x —@)TA 1(x — p) (2.30)
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Dataset

AMNTEEEYNITY Class Type 0 wialy
v Y ild => pau Type 0 uddlaily WA

Attack Type 0 anudnly

v
v v AMNUTEBYYNINY Attack type 1130l
Attack type 1 Other attack #1 01l => mavu Attack type 1 usiglaly 1u
T AIuaudalY
y v
Attack type 2 Other attack #2

Y

v

Attack type n-1

Attack type n

AMINMTEEEINI  Attack type n-1
<+— %32 Attack type n

=
U 3.8 wnaumsms"uwmm.wammunawawayamﬁau
Tunsadrdutuvasduls

A915MuNgUT 3.8 ﬂauawmaauavmmsus.uavma‘lﬂaLauaumﬂammummmamw
mauauuqm"aumqlna Attack Type 1n Immsumuavmummwumﬂaﬂ MINTLUENT]
e denlnd Type 0 flazmou Type 0 Fudl wimnlnangu Attack Avedpedaluduin
seluddutudnlutuie Attack type 1 teginAsresvinelng Attack Type 1 niold mn

'l.nanmmsnmaunan Taviudt winnlyly ﬁ].,maaacﬂ.’dmmmmuamwunmm‘saa‘]aum

amwuammwae Tree ﬂa'lsmwﬂamﬂumsaaumnlﬂ'luwnumaaﬂ 2 naulaqiifags

wm'sm'flua'mwul,ﬂmnu I.Lﬁﬂ\ﬂﬂ'ﬁﬂﬁ]ld'ﬂu%ﬁ‘l_m 39
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JUT 3.9 nMsmszezvineszning 2 ngulundazarfutuveshuld

a v a & Wve w @ - & aal o
nsdsuguuuiutladmiunsnTatunsyninieietis uaadunouisauguil 3.10
Avun v

Sb' =Between-class Scatter Matrix
Sw' = Within-class Scatter Matrix

- -
g = Auedey
A = Max Eigenvalue
x =4oua
v
yi = 3wungy

n = dwuteya
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Input: Training set = {(xl_yl), (x;_‘yz), - (xnyn)}, with class label y; € {1,..,k} of
training dataset
Output: Incremental Hierarchical Learning for Network Security based on Incremental Linear
Discriminant Analysis Model
Fori=1,..,n// nis number of samples
Fory =1,...,k // k is number of class label
If class label belong to any k class. Then
Update’, §b' and Sw'
Else
Update @', Sb" and Sw' for other k class
Calculate max eigenvalue for any k class // for binary classification
If class label belong to any k — 1 class
Update ', Sb' and Sw'
Else
Update @', Sb' and Sw' for k class
Calculate max eigenvalue for any k class // for binary classification
End
End
End
Model with max eigenvalue of every class label for hierarchical distance measure

d(x, 1) = y/(x — @)TA"1(x — )

End

- 7 a .
UM 3.10 YunuiEnsFeuuuuiiaAnle

3.4.2 wUUA1adY Hybrid Adaboost.m1

WUUY1a89983 Hybrid Adaboost.m1 azfitumeunisdnnisiudeyalunszuiunis

v
s as

Preprocessing inflauuuudrasdsudmudrdutunvuiiiniiuld duansdunsuvas
LLUU'\TﬂaaqﬁagUﬁ 3.11 uag 3.12

Stage 1: wamstunoumsdanIudoya Fadumsamstutoyauariinislditnis
ﬁ’mLé'anqmé’nvmsuuﬁugwwaammé’uﬁ’uﬁ"lumsﬁﬂLﬁanﬂmé’nwmz \osaniiaany
wnzanlunsidenaudnungdmivyadeyanisyngn

Stage 2: ¥innsEinaousiae Weak Learner yatunawds Insagadraluinauasiiuen
AmBU (Hypothesis way Weight) 13 1wu Tunisnaaesil 5 Weak Leaner ¢ kNN, C4.5,
LDA, MLP uag SVM &s9edlen Hypothesis wa Weight siaviia 5 A vausias Weak Learner
uamafagul 3.11

Stage 3: ynmsIidsadraunnifianAl Final Hypothesis 91ANN9 Hypothesis way
Weight filgfann Stage 2

Stage 4: IATILMUTEANEAMT LFINMSIINTTILUN



Dataset

.

- Preprocessing

- Correlation-based feature selection

A

:

'

* (Weok leamer)

.

y

Training with
k-NN

Training with
Cas

Training with
LDA

v

v

Training
with MLP

Training
with SVM

.

v

!

Dataset Testing with Adaboost.M1 Vote

Datasets

.

Final Hypothesis

v

Evaluate performance and
compare the results

5UTl 3.11 wus1aes Hybrid Adaboost.m1
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Final
Hypothesis

JUN 3.12 mslWidesd1euInain Weak Learner

=l @ ] o s b ' & aa o
MMIIYUIFUUURANETITUNITATIIIUN IYNINATBULY LLﬁﬂ‘lJUFlﬁU"JﬁW'}NEUW 3.13

AUUALIA

X

m oy o3
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Yoda
v

NGy

] 2

ey
FIUIUSOUVDINISTIUTY

Error



B = Weight
D = A1 Distribution

Input: sequence of m example ((x1,¥1), ..., (Xm, ¥m)) Wwith labels y; €
Y={1, .., k}
Weak learning algorithm Weaklearn
Integer T specifying number of iterations / Weak Learner
Initialize Dy (i) = 1/m for alll
Dofort=12,..,T
1. Call Weaklearn providing it with the distribution D,
2. Get back hypothesis h, = X - Y

3. Calculate the error of h; : & = Xip,(x)2y, De (@) if £.>1/2then set T =
T—1
and abort loop
4. Set ﬁt = Et/(l - St)
T . N _ D@ (B if he(x;) = y;
5. Update distribution D;: Dy 44 (i) = = % { 1 SR
Where Z, is a normalization constant (Chosen so that Dy, will be
a distribution)

Output the final hypothesis: hgy, = “rﬁg‘”‘ Dty )=y logﬁit

JU 3.13 SureuABFENTBLSULUNEL

3.5 n1sUseLliunuul1and (Evaluation)

AT 184 Split Test lunsudsteyadueenun $esas 70 uar $esax 30 lng
Joyaluduiosas 70 av‘l'ul.ﬂwauaﬂm‘su'uumaummnaau u,av'*uauasaaa., 30 Wudeya
dwiutuneunisnaaou m’lumwmam wVNTdueBnI 3 afa iteyhmssuun udhie
AATIEUSEANS AW Tﬂaumazﬂswqwm&aanm anihdayanaunt ndulusuliuuuiia
nouwdSeguesnulvl evihasu 3 afaudr SahAusransimssildunmaaioite
Wuwau 1ﬁmsmnaﬂLUums{]amunsmwamanaaanmu,m doyanaasuameiutoya
Aldasraluina wsawauawmaauu,mnsmmn'uauaw‘l'uas'lﬂmmamn mm‘lmmmvw

UsgAvsnmesninuiliannsadetold wansiaguil 3.14

< uudayanavun >

U 3.14 $ru2unmsuts Split Test

34
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o o &J v o ' a o . » o = =
mu’m&u‘lﬂmmmmﬂizawﬁmwmnm 5719 Confusion Matrix 'NQSQFIL‘U'SEJUWIEJU
o a0 Y P el i ' i . v o oa F
Ameuminngld dAunguiuuin (Positive) uaznguiiuau (Negative) uda343iAs siAn

ONUTIIN wamnmiﬁwmaﬁmmgnﬁaa (Ture) M3adANURANAIR (Flase) wWaAAINIAITIe 3.1

ﬂ'ﬁ‘\aﬁ 3.3 Confusion Matrix

Actual Value
Predict Value — X
Positive Negative
Positive True Positive: TP False Positive: FP
Negative False Negative: FN True Negative: TN

) o a a o " o i
True Positive: TP ey &ivhweidunguuan wae nansvihuadunguuan

True Negative: TN yaneda dsmvinnganguau uaz nansvinedunguay
. = y = o = ' o , g
False Positive: FP yunefis &imvinneilunguuin way nanmsvinedunguau
i - + a o ) ' o [ '
False Negative: FN wunefis dwivinnailunauay wag wanisviuedunguuan

ArflFlun1sdeseldun Armnuustiug (Precision) Ararls (Recall) ANN
(f-Measure) uazﬁhmwgnﬁaa An15AuaInn1sUIA1TuA1519 Confusion Matrix
ot i 4’
famelul

e ! @ | i o = Vv - ° v - =t
Precision LUUﬂ']'i’)ﬂ']ﬂﬂ’]ﬂ')'lllLLNUEJ']’L‘Uﬂ"I‘Jﬂﬂ‘ﬂﬂl.lua'ﬂﬂu'li] 'LUQWU?U‘UEJMUaVlQﬂﬂQE)?JﬂﬂJ'I
VIV

Precision = e (2.31)
-7 s 1 = W - ] 2 o o 2 .y.r
Recall |.1Jum'i’mmﬂ'nua'lmin'luﬂ'a'sm‘uamvawau'lﬂ 'lummwangamnuwmmwm
TP
Recall = —] (2.32)

=3 o Y : ' ' - ' - o
F-measure \UuAMMULanInNNauNUssEnINeAn Precision WazA1 Recall {WaMIANYNADY

Tnes7u
2xPrecisionxRecall

f = MRS m- Precision+Recall (2.33)
Accuracy Wumsindrmiugniadlassmvesmavihueynnguuestoya
TP+TN
Accuracy = TP+TN+FP+FN (2.34)
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3.6 NM3dwuuINaaslUlY (Deployment)

wdnitlély Feufaudduiuuuuiudnuuiuguremsiinneitansiuuud
Baduuuuiiadnld lunismsaedudeya Tor udatiu sstgiudeya Tor lunaasuiile
WisuiisuuszansamlunisnsiaduivisnisvesnisiSouiveaniosdusg 1y Svm
Decision Tree MLP k-NN wa Naive Bayes Jusu uenannil Snhiunewds i luneasufy
gudeyanisyngndu Aifussanvesmsyngnuanateiuly munsyngnldlutiogiu iy
NSL-KDD SAME Spambase waz Phishing lasilunstudunavesuseansnmlunisnsiadu
AflnunAmaeietny Mansoamsdumsyngnusaandunlddeviel
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NANISIYUAZN159AUSIINE

Tuunfiasinausnanisiseflanisnisadunuise Ltﬂaa‘ﬂuwamﬁ%’amnmsﬁﬂuiuw
Wanduld waznamsIdeanmeseuiiuunauiivhdensioluil

4.1 yadaya Tor

- = 17
M19719% 4.1 FaTRYAYNYBUA Tor

" Scenario A Scenario B
VUG : - . .
nau U nau I
Tor 5631 Audio 505
Normal 41853 Browsing 1,123
Chat 226
w File-Transfer 605
Yoyannanu :
N Mail 197
P2p " 760
Video 612
VOIP 1,604
Tor 2413 Audio 216
Normal 17937 Browsing 481
Chat a7
w File-Transfer 259
Yalanagaau
v Mail 85
pP2p 325
Video 262
VOIP 687
37U 67,843 57 8,044

a | & 2/ @ -
mamwa;&a‘lu‘qmay‘a Tor WamInIn1318en 4.1
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1 Source P  Source Port Destination IP Destination Protocol Flow Durati Flow Bytes/ Flow IAT Me Flow AT Stc Flow IAT Mi Flow IAT Mi Fwd IAT Me: Fwd IAT Std Fwd IAT Ma
1 108010 44816 82.165.251.100 L 6 176437 0 176437 0 176437 176437 0 0 0
3 108010 42566 173.194.123.70 80 6 25449 0 25449 o 5449 25448 0 0 0
4 108014 58724 74.125.226.3 80 & 25263 0 25263 0 25263 25263 o o 0
5 108014 58724 74.125.226.3 80 6 5359 0 25359 L] 25359 25359 o o o
6 108.0.14 33015 216.58.219.237 a3 6 26060 0 26060 0 26060 26060 0 o o
7 108014 53931 173.194.1235 443 6 25459 o 25459 o 25459 25459 L] L] ]
8 108.0.14 57281 173.194.207.188 5228 6 38298 0 38298 o 38298 38298 L] o 0
9 108.0.14 33015 216.58.219.237 443 6 mo 0 mao ] mzo 1m0 o o o
10 108014 53933 173.194.1235 443 L 25999 0 25999 ] 25999 25999 L] 0 o
11 108014 57281 173.194.207.188 5228 L 38322 o 38322 0 38322 38322 o L] o
12 108.0.14 33015 216.58.219.237 43 6 25835 0 25835 0 25835 25835 [} o 0
13 108014 53933 173.194.1235 43 L] 25557 L] 25557 0 25557 25557 ] o 0
14 108014 57281 173.194.207.188 5228 L] 38287 o 38287 ] 38287 38287 ] o 0
15 108014 33015 216.58.219.237 443 L] 26015 o 26015 o 26015 26015 o 0 ]
16 108014 53933 173.194.1235 443 L] 25307 o 25307 (1] 25307 25307 ] 1] ]
17 108014 33015 216.58.219.237 443 L] 25950 [} 5950 ] 25350 25350 L] ] ]
18 108.0.14 53933 173.194.1235 443 [] 25612 0 25612 0 25612 25612 L] ] []
19 108014 57181 173.194.207.188 5228 6 39183 [} 39183 ] 39183 39183 0 ] L]
20 108.0.14 57281 173.194.207.188 5228 6 38807 o 38807 o 38807 38807 o -] []
21 10.80.14 57281 173.194.207.188 5228 L] 38997 0 38997 ] 38997 38997 [] ] [
12 108014 57281 173.194.207.188 5228 [] 39058 [} 39058 [} 39058 39058 ] ] [}
23 10.8.0.14 32818 173.194.1215 443 6 31349 ] 31349 ] 31349 31349 [ [ o
24 108014 34564 173.194.1238 443 6 25435 ] 25435 [ 25435 25435 [ 0 [
25 1080.14 57281 173.194.207.188 5228 6 39120 o 39120 o 39120 39120 [} 0 o

= s .
JUT 4.1 dregndayaluyadaya Tor

aw = 1] a a Yy
4.2 Han15wNSITBUFLUUINILALLA
4.2.1 wanmsAndeNAMANYMEYBIYATELA Tor Scenario A ¥eIN1sI3EUSUUURILRY

ludunsumaimsfndenaudnuay Wldaduiusuuuiieidulumsdaden 1
Snuviavun 28 Audnvardslunismaassazuensewine Tor Scenario A Fuduyadaya
wuuaBInguuay Tor Scenario B axiluyadaya uuuvatengu ldgusiungulaenudnuaus
y93msynInTinuRendie iy imuzaudenisianguisaty (He, G. Y., Yang, M., Lau, J.
and Gu, X., 2015) fle nguit 1 1éun Browsing nquil 2 ldur FTP uae P2P nquil 3 léu
Audio ua VOIP uaz ngufl 4 luA Chat Email uae Video wanisvinaaswuin yadoya Tor
Scenario A lnfmidenanan vz ladiuiu 9 audnvue MNNTEEEIRUAMT Y
Audnwneiifimuduiusiuannnlutos ud3vheaadnuoe mmuuwmaamwumamﬁ
Mhiauaiieguatnadnvnlatraivililisussansnmgeiian uamadensedt 4.1

ATl 4.2 qmanvmmﬂmmanuﬁ'aﬁqmwmaua Tor Scenario A ¥23MsiFsuiuuy

Wandsld
vy | dmunves 4 AUNNEY
Yonuan v
ARANYAIY
1 Flow Packets/s Suuunainvasioyalutuneuds
2 Flow Bytes/s fulusivestoyaluduneuds
3 6 Flow Duration srEnaTluN1Tal
4 5 PBretocsl Wslamea Wy TCP UDP 3o ICMP
19 Bwd IAT Max AEEAUDIAUNNTAINAY
6 Source IP mneiauleNunig
2 Source Port MUULAUNDIAAUNI
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o ) o o ° o .
5199 4.2 audnwuziidnidenuardmivvesyateya Tor Scenario A vaInsiEus
wuuwanauld (sa)

_ AgnveIalunisadluiamala
8 12 Flow IAT Min - o
AEnnanis
' Po] \ a
AaasvawIalunsalufiemale
9 9 Flow IAT Mean - 2
Airmnanils

ludiuves Scenario B ladnidanamudnumz 1131u7U 11 AudnwaLIIANSIS B

o a - A @ 2 ¥ = o @ ' 5 a
AuANEuEAUANBMENIANUFITUSTuInInlUley udiTvhgudnvusivatiunaaaui
n‘: oo L] o ! @ - o Va1 - P L =l
Tuneuisiiauaiiegraiiaudnuurlavsivilvlidssdnsnmgeiign uanadamisiai
4.2

o o o e e o .
A397 4.3 quaneziiandenualdmiuyataya Tor Scenario B vasn1sissuiuuy

anAula
Y 'Y a = [y
afu | andnwusn | Jenmdnvuy ALY
2 Source Port MUELAUNDIRFUNTY
2 Aggnuasatlunsdsluiianialaiena
11 Flow IAT Max o
Wil
3 15 Fwd IAT Max Argegavasar umsdslutiami
4 19 Bwd IAT Max AgegauasaT lunsaINgy
5 18 Bwd IAT Std | awissuuninsgruveanatlunisdaindu
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6 AdulswuunIgIvTsatlunsasly
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8 AdudssuuInsgIvaatlunsasly
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Hemnsladiamanis
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4.2.2 Yszansnmuesmsdiunngumensiieuiuuuiudale
4.2.2.1 mswWIsuiiguusednsnw

Tun1svmaesaziUSouiisuuszandamlun1sviinissuuneqsdn Precision
Sensitivity Specificity f-Measure uazA1rgNFDs laevinisvaasaiu Tor Scenario A g
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¥

Yoya Sadunuuasangu waz Tor Scenario B yadayaduduuvunatsngu dnnsviinng
$uun zuvseenidu 3 wuugssunnsaiy il

- msld ILDA Sufufuntsmszeznamnenatlula Wunisneassiidesnis
Wibuiieunsly ILDA wuudaAndiTimsvauly Samfumsmszegmmanataluda

- msld ILDA nn Audnvazfunsnaassiidesnsiuisuiisunisly ILDA Aifing
Uiuugeen S, Tunnaadneagsuiunmamsseznanetailuda

- Fasiiiaueivihmsiadenaudnwugseanduiuuuuiesdu Wunsmaass
fispensiwFeudisunsly ILDA fifinnsusudgedn S, wasvhnsdndenqaudnune

Y <l d a P aa =
RAAINANITNAADIAIAIGTIIN 4.3 WA 4.4 LUENITUINITIY 4.3 WU I5015

thiaeiireugniesgeiigaidiuiesar 86.14 ganiiSnsuuulidnidonamudnuay el
Youar 58.71 uavsniigaAeisnis ILDA wuuALANINGRRILITINAUMIMSEEEMaANENAY
Tuia fdr¥evay 28.74 eResansenguwudn ngu Tor uagngau Non-Tor Tuisnasi
thiawefiAusvannmgerigautuiy fionsana f-Measure ngu Tor fifnsasas 57.97 uas
ngu Non-Tor fifn¥ewar 91.70 dludwisnsduiiiuieuifisuariidussavsamideunsn
FYNGUUBUNIINUAWTU

= = a . 1) ag d o o adc
19199 4.4 ﬂ']7llﬁﬂulﬂﬂu‘lh'ﬂa“ﬁﬂ"lw53“11\111149\3'“'35 NUNEUDNUITNITUDY ILDA
g - Pt "o af = s "
AdLAU Liﬂz']ﬁﬂ'\imuﬂqn']7ﬁﬁkﬁaﬂﬁ‘mﬁﬂ\9m3ﬂa‘1qﬂ{|’a¥a Scenario A

/M3 ngu
514 ILDA wuusadnsanfufunismseoenig
wealula s A
Precision 14.27 100
Sensitivity 100 19.15
Specificity 19.15 100
f-Measure 2498 32.14
Accuracy 28.74
514 ILDA vinAaudnwuy Tor Non-Tor
Precision 223 99.99
Sensitivity 99.96 53.16
Specificity 53.16 99.96
f-Measure 36.47 69.42
Accuracy 58.71
FBsiinausiivhnsdndenandneazdie
sw et for i
Precision 44.68 97.42
Sensitivity 82.52 86.62
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ﬂ. ) £ ) z e ﬂl o o aa
M15190 4.4 MsiTeuliisulsEansamseninatuneuds Muaueiuisnisves ILDA
Aufy uarasnsitlivinnsdnidenaudnunsvesyadaya Scenario A (sia)

Specificity 86.62 82.52
f-Measure 57.97 91.70
Accuracy 86.14

Po a 1 e i 0 o ad ¥ a
M990 4.5 n"t‘SLU?UULﬁUUUiza‘wﬁmwww:N'Jﬁmiﬁml.ﬁuan‘ll'lﬁn'l'ﬂlm ILDA A41ad

uarasnsiilivinnsAaidenauinunsvesyadaya Scenario B

Methods Ny
N3l ILDA saufufumsmiszeenig w . " o w
\rsnanlua nauvi 1 | nauwn 2 nqun 3 nguv 4
Precision 50.31 87.58 70.21 45.32
Sensitivity 51.35 66.44 77.52 49.1
Specificity 87.36 96.99 80.32 86.64
f-Measure 50.82 75.56 73.68 47.13
Accuracy 64.39
M3y ILDA nnAndnwuy nauil 1| nauil 2 ngui 3 | nauil 4
Precision 50.31 85.49 71.4 48.13
Sensitivity 51.35 66.61 77.96 52.03
Specificity 87.36 96.39 81.31 87.35
f-Measure 50.82 74.88 74.54 50.00
Accuracy 65.13
Bsihiausiivinnisdaidon AUl 1 | nawi 2 nauil 3 | nguil 4
ANANYEIBAVEUNUSWUUINY SdU
Precision 55.6 98.55 97.72 19.37
Sensitivity 78.38 93.32 1537 81.31
Specificity 84.41 99.56 98.94 94
f-Measure 65.05 95.86 85.48 78.23
Accuracy 81.63

915091379 4.4 wuth Bnsiduaveiimeanugniesgeiigaiiuiesas 81.63 g
nivisnsuuvhifaidenaudnume Jalln¥esay 65.13 uarsiianfiei3ns ILDA wuudady
nngiamunTmiunsmszesmaneantula frieser 64.39 Wefinsansengunui

Wansimhaueiiduszavsnmgeiignlunnngusuiy fiansandn f-Measure nau
neufl 1 evieray 65.05 nquit 2 Aferar 95.86 nquil 3 Aratar 85.48 uay nquit 4 fien
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fivieduunlddoeu warusiufunguildosgursdu

- dwutuit 2 Suunnduit 2 waenquithilenguil 2 Taenguil 2 wanasnanduns
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3V 4.3 deyaillegnaniifveandgu 2 uaz laildngu 2

L. 3 -‘ o 1 4 1 I 1 1 4 U d
- ANAUYUN 3 LUNNGZUN 3 uﬂanuﬁ‘luhnquw 3Iﬂﬂﬂqu'ﬂ 3 LAAYNNANAULAY
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UARIAIFUN 4.4

U7l 4.4 deyaiiiegnaniivesngu 3 uas lilingu 3
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Ul 4.5 doyaiilagnaniiivasng 4 uas laildngu 4

j
o w aw o

- dduduil 3 Suunngudl 4 uaznguitlildngud 4 Tnenduil 4 uananaudung
uamasagUTl 4.5

9n3UT 4.4 wuih nguit 3 Ae Chat Email uag Video wui1 msnseanesvesdeya
Tuwundunsoiaiifiszoevinvastoyarsudransyaned inznquAsudreduiou uwiady
Fwmidluiudunsafgrenailonniingugssuzuulunguideaty

deteyaldignudewdu 1 ffud mnudahnsmszszmansiailula wansd

- ' ar ' 4 L 1 4’
U3ean5AN wazAIAY Error AIRBNNSIN 4.6 fameludl

d ] o a 5 -
A13797 4.6 nsilisuiiisuuszansamsslundararduruvasyadaya Scenario B

ANUTEANSA N L
nau 1 Tailangu 1
Precision 0.56 0.94
Sensitivity 0.78 0.84
Specificity 0.84 0.78
f-Measure 0.65 0.89
Accuracy 83.21
Error 16.79
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d = = ] o o 5 & ]
M13197 4.6 MsTeuiiisuuszansamstluudazdrduruvesyadaya Scenario B ()

AUsEANS W e
gy 2 Tadlangu 2
Precision 0.99 0.98
Sensitivity 0.93 1
Specificity 1 0.93
f-Measure 0.96 0.99
Accuracy 98.05
Error 1.95
AsEAvEAm nga 3 Tailaingu 3
Precision 0.91 0.87
Sensitivity 0.76 0.96
Specificity 0.96 0.76
f-Measure 0.83 0.91
Accuracy 88.39
Error 11.61
AUsEaAVEAm nau 4 Tadldngu 4
Precision 0.84 0.96
Sensitivity 0.81 0.96
Specificity 0.96 0.81
f-Measure 0.82 0.96
Accuracy 93.70
Error 6.30

RTUIATT 4.5 wudh ednmAUsEavBnmunmuTnduTe AR Uty wu
whavdduduiiaseavsnmgaiudosas 80 mdrdudy uazdwuduil 2 e Aranugn
Fosgedian Ao $ouar 98.05 fid1 Error 1.95 sevasnAedduduil 3 nquil 4 Ae Sovay
93.70 i Error 6.30 AN ddutuil 3 nau 3 Aedouay 88.39 ff1 Error 11.61 wagdrdy
Huil 1 ovay 83.21 fie Error 16.79 Mgy lun1sRersanen f-Measure uonsiengu il
AsEavsnmsenguiinalulufimmadieaiu
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4.2.3 Wisuifieuuseavnmiuisnisdy

dlevhnslieseivsyandam Wewieuifisuiuisnisdunildlussuunsiadunis
yngnnuittumeuisiiiaueiidussansamgeiianlunsasedunisyngnynussianae
nquuardiAUsEAnEanTIugaigndnie uaniiansneil 4.6 dmiugateya Scenario A
way M3 4.7 dmdugadoya Scenario B

M15799 4.7 nsilisuiiisuusEansamlunsiinisiuunvasyadaya Scenario A

/Mg Uszansnn Tor Non-Tor
Precision 44.68 97.42
- Sensitivity 82.52 86.62
/NN
" Specificity 86.62 8252
UEUD
f-Measure 57.97 91.70
Accuracy 86.14
Precision 11.86 100
Sensitivity 100 0.07
Decision
Specificity 0.07 100
Tree
f-Measure 21.21 0.14
Accuracy 11.92
Precision 10.86 87.49
Sensitivity 36.3 59.9
Naive )
Specificity 59.9 36.3
Bayes
f-Measure 16.72 111
Accuracy 57.11
Precision 16.55 97.66
Sensitivity 93.49 36.6
k-NN Specificity 36.6 93.49
f-Measure 28.12 53.25
Accuracy 43.35
Precision 16.02 89.48
Sensitivity 32.78 76.87
MLP Specificity 76.87 32.78
f-Measure 21.52 82.70
Accuracy 71.65
Precision 3.03 86.63
SVM
Sensitivity 3.73 89.93
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aTeil 4.7 nMsiSsuiiisuystansamlunisinissuunvesyadeya Scenario A (o)

Specificity 83.93 3.73
f-Measure 334 88.25
Accuracy 74.42

MNANT 4.7 wudh Bmsiiiauesiriszdvnmgdign sesannde MLP e
Amugndesiasay 71.65 Naive Bayes fiA13ouay 57.11 kNN fid13osay 39.11 waz SVM
fifnay 3333 auddu WeRasuAY f-Measure wensInguWUI1 FBnsiitiauedirigs
Aaelunnnauiruriu

- o a o o .
A15799 4.8 WisuisuysEansamlumsvinnisduunvesyadaya Scenario B

/s Usednsnw nau 1 nay 2 nau 3 nau 4
Precision 55.6 98.55 97.712 75.37
- Sensitivity 78.38 93.32 75.97 81.31
’iﬁm'i‘w Specificity 84.41 99.56 98.94 94
ULEUD
f-Measure 65.05 95.86 85.48 78.23
Accuracy 81.63
Precision 60.53 72.48 78.44 74.4
Sensitivity 76.51 67.64 80.18 56.31
Decision
e Specificity 87.57 91.79 86.81 95.63
f-Measure 67.59 69.98 79.30 64.10
Accuracy 72.01
Precision 60 73.41 78.13 73.14
) Sensitivity 74.84 67.12 80.29 57.66
:aa;\:: Specificity 87.57 92.23 86.55 95.22
f-Measure 66.60 70.12 79.20 64.48
Accuracy 71.85
Precision 55.13 66.87 75.98 51.14
Sensitivity 59.25 57.02 87.93 40.54
k-NN Specificity 87.99 90.97 83.37 91.26
f-Measure 57.12 61.55 81.52 45.23
Accuracy 66.00
MLP Precision 66.49 62.93 80.31 67.38
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M3l 4.8 WisuiiuuszavBamlunsinnisduunvasyadeya Scenario B (sia)

BM3 Uszdnsnm nay 1 nau 2 nau 3 nau 4
Sensitivity 50.73 90.62 91.25 48.76
Specificity 93.63 89.89 86.61 914

MLP f-Measure 57.55 74.28 85.43 56.58
Accuracy 112
Precision 63.42 99.38 92.68 55.87
Sensitivity 66.32 82.53 77.08 84.68

SVM Specificity 90.47 99.84 96.36 84.91
f-Measure 64.84 90.17 84.16 67.32
Accuracy 77.65

- I o a o a0 = = e i
PNATNA 4.8 wuin BmsidnaueiiAnuszdnsnngaiga sesaunAe Decision
Tree fAAugNAeY fosar 72.01 Naive Bayes dAiouay 71.85 k-NN dr1¥esar 66.00
a1 v - o w d a '

MLP uA1508ay 53.28 wag SVM dAay 46.64 muainu Wan1suinn f-Measure wansie
U ! - A o ) A J 1 d U - = !
nguwuin In1smiausiagenianluynngu sniu nquin 1 SAusednsnmisenin
Decision Tree uag Naive Bayes \iiganguide) wisedvnsnmlngsiudinsgendi $191nn1s

= 4 - ' = a a o o o [ v &
AnTwilsgdninmaznuin SYM Hussansamenngalulunmsiinisdiuun medeya Tor
e o )

nlinmsanaedy

4.2.4 WivuisuUszavsnmileldgrudeyanisynyndu

Tumsveaes ldUszavsnmuesismsiiaueiudeyanisyngninetnneuiianes
TugUuuudug 1dun gadeya NSL-KOD iunsyngnuuieiedieiifiussianvesdsinund
loiuA nasufiasnislduinisuuunseane (Distributed-Denial of Service) AM1syNNAILNTS
M3I9ABUTEUY (Probing) A15138nU3N15528¢lna (Remote to Local) wazn1suauldans
498AYBITLUY (User to Root) fianluyadeya SAME 1unisynynssuudjiavu
InsdnviiadouiiszuudfURnisusunses (Android) fuf 5 finguund uaznguliund
Phishing Dataset {Jun1sdssavmnevasnuaisglinumenisvedoyadiudmediug Ingu
Phishing wazlallingu Phishing uay Spambase (ugadeyanisdwavuivensniuglds
sEnIngu Spam uay lily Spam uay UNSW-NB15 (UNSW, 2018) uteyanislaufivu
wiateUsenauludie 9 Uselanweanisyninges 1eun Fuzzers, Analysis, Backdoors,
DoS, Exploits, Generic, Reconnaissance, Shellcode wag Worms dnan15.UssuLigu
UsgAvisnmdasnad 4.9
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= = a o o .
Ml 4.9 Wisuiisuusznsawlunsitnisduunvesyataya Scenario B

38M13/ A1RNRADY

NG Bnsi
Y - c4.5 Naive Bayes | k-NN MLP SVM
NSL-KDD 75.71 74.73 68.12 71.38 70.16 70.86
SAME 96.04 95.38 93.23 95.38 92.65 92.57
Phishing 91.05 89.93 87.13 83.54 91.19 71.30
Spambase 85.00 82.61 43.36 72.83 78.11 84.86
UNSW-NB15 85.02 ¥3.71 82.02 66.80 69.54 75.17

NNAITN 4.9 wui1 Bmsiduaueiidanugndes gefian 4 Tu 5 yadeyaildlu
nMsTeuiisu laun NSL-KDD Dataset fifinAdnugnees Sevay 75.71 yateya SAME fifn
AUQNADY ToaY 96.04 Yavaya Spambase NAIAIAIUYNABY Touay 85.00 uay
UNSW-NB15 fifnAnanugneiesiaeay 85.02 Tudiuvesyadeya Phishing iA1Augnees
fovaz 91.05 31 MLP Hermnugndiasgeiigailiuiosas 91.19

mninsanAmsUIsudioy fMeasure ¥o9iBmsiinausilSeuiieuiuisns
¥ IFuuanaInsdug uunmunguYeIsyngnNUIY dmsugadoya NSL-KDD A
f-Measure lun13n5193ungu Normal DoS U2R way R2L légefign wsingy Probing m52adu
1#laifiiin Taw Decision Tree fiAigefignlunismmadunisyngnnguil uinmsulasdar
gnéfeadiansgaiignag uanadeguil 4.6
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Ul 4.6 Wibuifipusn f-Measure vaayadaya NSL-KDD

a v | e a o a - T
f1snyavaya SAME wuinismsiminaueilen f-Measure gangalunnngy dalag
druluglinnguiuiesar 90 Faudynisnisazasiadularngeudisnisminauadnad
a a o o P d A i 5 a/ =l 14 a = 2, 1
UsednBnmigaigaagidlonnsansenguiidiannsnFeuiuuuinaiulagndaey
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d = 1
JU# 4.7 Wisuiiguen f-Measure ¥83yadaya SAME

a v L. | e a o - a | y
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n&au Phishing fifnsfigeienas 2.86 m'qmlauau wi3sn1s MLP ﬁluummmqﬂmmqmqmn
gy Lme"mwmsru'ﬁ'wnauwmnﬁmiwmLauamﬂaa"um f-Measure Migafign Normal
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3Ul 4.10 WSsuiisuan f-Measure vasyadoya UNSW-NB15

MnmsiassiaUseaniamfunisyngnedaduqnudn funeuisiiiae i
Uszansnmlunisyinnsdnuun Tmmmaaﬁamﬁaﬁmimmnmm’mmnﬁm Famniie1san
A f-Measure WUNATUNGY Usuﬁmﬁmwmmmaau.uummi.,mmaqmwn;n’luw'qmaua
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4.3 HAN1TIVBNIIFTEUTUUUNEY

4.3.1 wamsynmsfndenaudnuuzvaayateya Tor Scenario A UBINTSITHUFUUY
G

ludunounisvinisdadenguinunzldliisnsdndenauinvaruuiiuguves
audiniuslunisAndionauanuae ddunisveassazuensewing Tor Scenario A dudiunp
daya wuuaeInguuas Tor Scenario B xiuyAdayaLULAIENGY NANTNAADINUI 49
doya Tor Scenario A lafnldanaudnwuzunlaiuiy 5 Aaudnvy uazyadoya Tor
Scenario B ‘lﬂﬁmaanﬂmanumvmlﬂmum 6 AL 1NN3ITsERURMAn YA
AuAnwsAiirdiusfunnlutes ua'mmnmanwmvma'muwmaaunwumamﬁ
Mminausieguainpudnulatheiivilifiduszavinimgeiian uanademsnait 4.10

4.3.2 UssEnBnmeaen1sduunnguaIen1siseuuuuNay

ilevhmsiirseivseansam ewSouiieuiuisnsdugildlussuunsiadunis
yn3n wuiumeudsiiiniaue faustavsnmasiigalunisassdunisyngnynuszsansie
nay uazilFussAvsnmsangeiigadniy wansdamsnadl 4.11 dwiugadoya Scenario A
WA M3 4.12 dwuyedeya Scenario B
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M3t 4.10 wansAnFenquinyz B vesYataya Tor Scenario A dwFunsiduud

WUUNEY
o s A o LY d
. APuNUBa & . afunees | o L
YAVDURA o TYOAUaNWIUY ‘tjﬂ‘lli)lluﬂ i ‘uaqm Nty
ol AANYIUY ' AAANYY
2 Source Port 1 Source IP
. 5 Protocol @ 2 Source Port
2 7 Flow Bytes/s g 7 Flow Bytes/s
§ 14 Fwd IAT Std § 11 Flow IAT Max
< 17 Bwd IAT Mean 7 16 Fwd IAT Min
20 Bwd IAT Min

= = a .
A5199 4.11 wansiFeuiiisudseansamnislunisiuunvesyadoya Tor Scenario A
dmiun1siFeuiuuunas

i . MSINNIMIIIU | False Positive . Y
0N19 ﬂE}lI . mm’mgnmaa
(Detection Rate) Rate
Tor 15.64 1.13
k-NN 37.36
Non Tor 98.87 84.36
Tor 11.87 0
ca.5 11.95
Non Tor 100.00 88.13
Tor 17.43 0
LDA 43.85
Non Tor 100.00 82.57
Tor 43.07 0
MLP 84.32
Non Tor 100.00 56.93
Tor 8.62 12.02
SVM 84.13
Non Tor 87.98 91.38
385 Tor 99.97 0
. 99.98
UNAUD Non Tor 100 0.03

< | aal - a a o ) | v
NN 4.11 wudimsidiaueiivsedvinmdudnsinisnsiedungy Tor Wudeway
99.97 uardnsIN1IMTINTUNGN Non Tor WuFese 100 fArmnugnieaiu 99.98 Fegeiian

=4 5P g o a o o 4 = 1
93aIAB MLP 1Ammuganes 84.32 uay SVM 84.13 muainu avigane C4.5 IA1Adny
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ABSTRACT

A hybrid machine learning is a combination of multiple types
of machine learning algorithms for improving the performance
of single classifiers. Currently, cyber intrusion detection sys-
tems require high-performance methods for classifications
because attackers can develop invasive methods and evade
the detection tools. In this paper, the cyber intrusion detection
architecture based on new hybrid machine learning is pro-
posed for multiple cyber intrusion detection. In addition, the
correlation-based feature selection is adopted for reducing the
irrelevant features and the weight vote of adaptive boosting
that is adopted to combine multiple classifiers is concentrated.
In the experiments, UNB-CICT or network traffic dataset is used
for evaluating the performance of the proposed method. The
results show that the proposed method can achieve higher
efficiency in every attack type detection. Furthermore, the
experiments with Phishing website dataset UNSW-NB 15 data-
set NSL-KDD dataset and KDD Cup99 dataset are also con-
ducted, and the results show that the proposed method can
produce higher efficiency as well.

Introduction

In recent years, many applications of computer and network technologies
have been used and added in daily life, including the use of data privacy,
government data, or business data. Cybersecurity has become more impor-
tant to prevent intrusion into systems. In the past, setting up a security
policy on a firewall may not have enough protection against these intru-
sions because the invasion of new forms has been developed, including
using the weaknesses of the operating system, including the settings in
communication between networks. However, we can detect the malfunc-
tion as well as prevent the intrusion by using the Intrusion Detection
System (IDS) (Anand and Patel 2012). Presently, intrusion focuses on
commercial interests because there are many activities that are security
risks, and important activities such as transferring money online, sending
important files through emails or social networks, etc. Although there is

CONTACT Ployphan Somnsuwit € ployphan.en@gmail.com
© 2019 Taylor & Francis
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the use of https protocol, that does not mean that it can be protected
completely, for example, website phishing activities that trick individuals
into registering personal information, DDoS attacks to stop services of
target machines, etc. One major attack that evades firewalls and IDS/IPS is
Tor or “The Onion Router” which is a distributed overlay network
designed to anonymize TCP-based applications like web browsing, secure
shell, and instant messaging (Dingledine, Mathewson, and Syverson 2004).
This is a service created to allow people to surf the Internet without
revealing themselves. The user will need to connect to a network of
other middleware that will hide the IP address from the website visited
as a private route, so no one can trace your usage, even with Tor users it
can be hard to detect. Currently, this is a challenge for these securities.

Machine Learning has been made for practical usage to enhance the
detection capabilities of IDS, but still cannot detect them all. There still
exist some errors (AbdElrahman and Abraham 2014; Amer, Goldstein, and
Abdennadher 2013; Mascaro, Nicholson, and Korb 2014; Sagha et al. 2013;
Sheykhkanloo 2014). Moreover, hybrid and ensemble systems are also used
to increase the capability of the traditional IDS. The research (Aburomman
and Reaz 2017) on the detection of abnormalities found that the ensemble
implementation of IDS detection enhancements has been developed in two
ways: the homogeneous ensemble method and the heterogeneous ensemble
method. In the homogeneous ensemble method, a weak learner is used in the
same way, but heterogeneous ensemble method will choose a different weak
learner. Both methods must boost the weak learner to combine decisions to
achieve better final results than the single learner. This is achieved when
testing by doing the classification in each research by using the different
methods. Voting found that homogeneous ensembles can frequently classify
some classes into which the difficult class is. For heterogeneous ensemble, it
has low false alarm detection but both still have the same disadvantage which
cannot detect the new irregularities.

Therefore, through these studies, we can see that machine learning is
widely used in classification problems. The problem of multiple intrusion
detection can be considered as a multiclass classification problem. So, the
objective of our research is to develop new effective Adaboost algorithm to
classify multiclass intrusions by using UNB-CIC Tor Network Traffic dataset
(UNB, 2017). In addition, a new hybrid classifier is developed for IDS dataset
in which features are collected by correlation-based selection. The selected
features will be trained with multiple weak learners and build a strong
hypothesis by voting.

The rest of this paper is arranged as follows. “Review of Related Work” is
a section describing recent related researches. “Ensemble Learning” and
“correlation-based feature selection” are described briefly. Concepts of the
two algorithms are proposed. “Proposed Method” presents an algorithm
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and proposed hybrid method. “Experimental Results” section shows our
experiment. The final section is “Conclusion and Future Work”.

Related Work

Based on the research in the past, many current researchers have developed
various studies to detect malfunctions on network-based investigations and
applied a variety of machine learning techniques in anomaly detection
(AbdElrahman and Abraham 2014; Amer, Goldstein, and Abdennadher
2013; Mascaro, Nicholson, and Korb 2014; Sagha et al. 2013; Sheykhkanloo
2014), mostly to improve classification efficiency. For example, Hussain and
Lalmuanawma tested various methods of hybrid systems with different
feature selections with a 4.5 weak learner which was adapted to the
Adaboost algorithm. The experiment showed that the wrapper method and
Adaboost with decision tree with weak learners gave the best efficiency
(Hussain and Lalmuanawma 2014). Wahba et al. proposed hybrid feature
selection methods by combining correlation-based and information-gained
in selecting relevant features and classification steps using Adaboost.M1 with
Naive Bayes weak learners, the result showed a good detection rate and a low
false positive rate (Wahba, ElSalamouny, and ElTaweel 2015). Aburomman
and Reaz proposed a novel combination of multiple experts (SVM, k-NN,
PSO) into one ensemble algorithm, they combined all results from different
experts by using a weighted majority vote. The result showed that the novel
approach gave better accuracy than other methods (Aburomman and Reaz
2016). Michael et al. proposed supervised machine learning with meta-
classifiers, the results showed that the bagging with REPTree weak learners
was more capable in predicting than other meta-classifiers (Michael,
Kumaravel, and Chandrasekar 2015). Nejad and Abadi developed a security
system with IG and GR feature reduction and applied features in Adaboost
methods, IG and Adaboost with random tree gave the better performance
than other methods (Nejad and Abadi 2014).

Other machine learnings and hybrid methods were improved perfor-
mance of Adaboost such as SVM (Ren 2014), Neuro-Fuzzy (Kumar and
Selvakumar 2013) or new weight vote framework (Kuncheva and
Rodriguez 2014). In addition, classification is conducted by using
Adaboost.m1, which is a multiclass boosting tool which is used to improve
classification methods and show satisfactory performance more than other
ensemble methods. Most of this research tries to improve the performance
of Adaboost methods with several weak learners, but most of these are not
effective to detect multiclass intrusion (Zhang and Xie 2010). However,
there are various intruding ways and behaviors that avoid network detec-
tion, and conceal or prevent communication in order to make it difficult
to trace internet activity or fraudulent websites, etc. Thus, some studies
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made efforts to develop detection algorithms: Hodo et al. presented the
process of classification of Tor Traffic and Non-tor traffic to monitor the
activity and security of the user’s usage. The researchers have compared
the quality of classification with Artificial Neural Network and Support
Vector Machine using UNB-CIC TOR Network Traffic dataset and
resulted in the usage of Correlation-based feature selection (CFS) and
can select 10 features then classify them with Artificial Neural Network.
The results of this study had an accuracy of 99.8% (Hodo et al. 2014). The
research of Ghafir, Svoboda, and Prenosil also presented a methodology
for detecting Tor by applying our methodology on campus live traffic and
showed that it can automatically detect Tor connections (Ghafir, Svoboda,
and Prenosil 2014b). Some studies use hybrid feature selection with
Mbox2xml tools to extract features, then use Bays Net Algorithm as
a Classifier to analyze whether this is phishing email or not. Results
found that when select features are left to only eight features and accuracy
in classifying is as high as 94% (Hamid, Abawajy, and Kim 2013) as with
the research (Abdelhamid, Ayesh, and Thabtah 2014) developed a Multi-
label Classifier based Associative Classification (MCAC). This was used to
classify phishing using Chi-square feature selection method to select fea-
tures for the test compared to other machine learning and found that
using MCAC has a higher accuracy and can detect a new class called
“Suspicious” that was not originally in the training data set.

Ensemble Learning

Boosting is an important method in ensemble learning, Boosting is the
method which was involved with the creation of different ensembles from
many weak learners that were combined these weak learners into a single
strong learner. The idea of Boosting, when we have distribution from
various weak learners may have the answer of class that is correct or
incorrect. Boosting can combine them to achieve single strong learners
which is the final correct answer, according to the following procedure
(Zhou 2012)

Adaboost.M1 is an extension of the original adaptive boosting method. It
is extended to multiclass boosting with a different weight changing mechan-
ism (Galar et al. 2014). The key idea of Adaboost.M1 is that it will update the
distribution weights of samples that are classified by the current hypothesis.
In Adaboost.M1, the weak learner requires errors less than 0.5% before
adding to the ensemble. Adaboost.M1 will concentrate on difficulty classified
instances by increasing weights of incorrectly classified samples. The details
of this algorithm are shown in algorithm 1.
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Algorithm 1: Adaboost.M1

Input: sequence of m examples (X1, y1),..., (Xm, ¥m), X; € X, with labels y;
€Y={1,...,k}
Weak learning algorithm (Weaklearn)
Integer T specifying number of iterations
Initialize D, (i) = 1/m for alli
Dofort=12,..., T
1. Call Weaklearn and provide it with the distribution D,
2. Get back a hypothesis hy : X — Y
3. Calculate the error of hi: & =}, 14y, De(i) if &> 1/2thenset T =T — 1
and abort loop
4. SetB,=¢&/(1 —¢&)

5. Update distribution D : Dr. (i) = %2 x {’3‘ 1’f o’:;f:ﬂfﬁ o »

Where Z; is a normalization constant (Chosen so that D;,; will be

a distribution)
Output the final hypothesis: hg, = arg;r\::ax 2 thy(x)=y Iog{}(

Correlation-Based Feature Selection

Correlation-based feature selection (CFS) is a principle of screening and
ranking subgroups according to the relationship between features and classes
by the good subgroups of features, it will have a high correlation with a class
that will be selected for using in predicting the answer for class. In the case of
features which have no correlation in redundant information should be
eliminated as well.

Network Traffic dataset contains attributes that are correlated with each
other, so we need to select only the high relationship features by using
correlation-based feature selection. Correlation-based feature selection eval-
uates subsets of features by considering the individual predictive ability of
each feature along with the degree of redundancy between them. Subsets of
features that are highly correlated with the class while having low intercor-
relation are preferred (Hall 1999).

The correlation can be calculated as

k?‘cf

VE+ Kk — )rg

Merit, =

(1)

where

Merit; is the correlation between the summed components and the outside
variable.
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k is the number of components.

7 is the mean feature-class correlation (feS)

7 is the average inter-correlation between components.

The heuristic metrics 7.; and 7; are computed as the symmetrical uncer-
tainty (SU)

H(X) + H(Y) — H(X, Y)

SU = 2.0 x [ 5 3 5T} )
where H(X) is defined as entropy that can be calculated as
H(X) ==Y p(x)log:(p(x)) (3)

Proposed Method

The proposed model will use five machine learning techniques as weak
learners to build the model and combine the model to be the final hypothesis
with Adaboost.M1 and then evaluate the efficiency of the algorithm and
comparison. The processes of training the proposed model are consisting
of four stages which are data preprocessing, hybrid weak classifier training,
strong classifier training, and performance evaluation as shown in Figure 1.
The first stage is the data pre-processing. Firstly, some symbolic features
must be converted to numeric features such as Source IP and Destination
I because they cannot be calculated by machine learning algorithms. Then,
the correlation-based feature selection is applied for selecting the relevant
features in the dataset in order to reduce the number of features. The second
stage is to train various classifiers with the training set. In this stage, five
classifiers including k-NN, C4.5, MLP, SVM, and LDA are adopted to build
the weak classifiers. Each classifier is effective for detecting each type of
intrusion. The third stage is to build a strong classifier by Adaboost.M1
(Freund and Schapire 1996). The final stage is to evaluate the performance
of the classifier. The main idea is to build a strong classifier from various
types of weak classifiers by adopting Adaboost.M1 (Galar et al. 2014). In
Adaboost.M1 algorithms, the weak classifiers are the same type, and the
strong classifier is built by the combination of the same weak classifiers. In
our proposed method, the combination of the same type of weak classifiers is
changed to the combination of various types of weak classifiers.

After learning processes, B,will be obtained from every weak leaner as
B, — Bs. After that, B, is sent for calculation in the testing process. Testing
data will be exploited to classify it with five weak learners to get a hypothesis
h: from h; — hs. In this process, 8, and h; will be employed to vote with the
method of Adaboost.M1. The proposed hybrid machine learning for detect-
ing cybersecurity intrusions is shown in Figure 2. This new model is designed



Dataset

Y

Correlation-based feature selection

v &
Training with Training with T"*";"BBA with Training with Training
- X ? viith SV
k-NN C4.5 Weak Learner MLP wi M

v

.

.

.

v

Adaboost. M1 Vote

v

Final Hypothesis

v

Evaluate performance and
compare the results

Figure 1. The learning processes of proposed hybrid machine learning.

......... Stage 2

NIAIVT 'S ONV LIMNSNHOS 'd (%) 89%




APPLIED ARTIFICIAL INTELLIGENCE (&) 469

Final
Hypothesis

Input

Figure 2. The proposed hybrid machine learning model.

to increase the efficiency of cybersecurity threat detection according to the
ability of hybrid machine learning algorithms and correlation-based feature
selection as mentioned above.

Experimental Results

Our research dataset was created from real-world traffic, defined as a set of tasks
that created users, including Alice and Bob, to use different applications such as
Skype, Facebook, and so forth to capture the traffic that occurs during eight
service communications, which includes audio, browsing, chat, file transfer,
mail, P2P, video, and VOIP (Lashkari et al. 2017) used in the dataset for
experiments which contain two scenarios: Scenario A and Scenario B, in
which both scenarios are different. Scenario A has two classes which are inter-
ested in classifying normal traffic and Tor traffic, but Scenario B is interested in
classifying characterization of all eight services of Tor traffic as mentioned
above. The details of the two scenarios can be found in Tables 1 and 2 as follows.

In addition, experiments will use the cybersecurity dataset to confirm the
performance of our proposed algorithms, with a variety of attacks and dataset
with traditional and existing intrusion including Phishing website, UNSW-
NB15, NSL-KDD and KDD Cup’99.

Data Preprocess and Feature Selection

In the pre-processing step, the text features that are converted into numeric
features are proto, service and state. In this process, the correlation-based

Table 1. Number of data in Scenario A.

Class No. of data Description
Tor 8,044 Tor Traffic
Nontor 59,790 Normal Traffic

Total 67,843 Tor and Normal Traffic
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Table 2. Number of data in Scenario B.

Class No. of data Description

Browsing 1,604 HTTP and HTTPS traffic is generated by the user with two web browsers;
Firefox and Chrome.

Email 282 Traffic sample created with Thunderbird client, both Alice and Bob accounts
using Gmail in which the clients will send of SMTP/S and received with
POP3/SSL.

Chat 323 Send Instant Message and specify a chat label for applications such as I1CQ,
Skype, IAM as well as Facebook and Hangout (on the web browser).

Audio m The traffic of the streaming data that is labelled as audio is stored in Spotify.

File Transfer 864 The traffic used to receive and send files, FTP over SSH (SFTP) and FTP over
SSL (FTPS).

P2P 1,085 The traffic sharing using a protocol like Bit Torrent, which in order to
generate traffic download the .torrent file and then capture the session
traffic.

Video 874 The traffic of the video data that is labelled Video, which will be collected
from YouTube and Vimeo Services.

VOIP 2,291 It is a VOIP application that is stored from Voice Call from Facebook, Skype
and Hangout Application.

Total 8,044 All classes ofTor in Scenario B

feature selection is applied to select the relevant features, because it is an
effective way to detect intrusion (Bahl and Sharma 2015; Eid et al. 2013;
Nguyen, Franke, and Petrovic 2014; Shahbaz et al. 2016; Zhang et al. 2017).
After pre-processing, we divide the UNB-CIC Tor Network Traffic dataset
into Scenario A and Scenario B to the training dataset and testing dataset of
70:30, which gives the amount of data for both scenarios shown in Table 3.
There are six features selected from this process, to be found in Table 4.

Performance Evaluation

In the experimental results, the comparative efficiency between single classi-
fiers and the proposed multiple classifiers are done by using efficiency:
precision, detection rate, specificity, FPR, f-Measure, and accuracy. Tables 5
and 6 shows confusion matrix of Scenario A and scenario B. Tables 7 and 8
show the efficiency analysis value from the confusion matrix from both
Scenario A and scenario B. Based on the analysis, the analysis yielded
100% efficiency for Scenario B, which means that it is very efficient to classify
Tor traffic. Comparing performance with other machine learning methods
has been made for regular classification finds that the method we offer for
detector intrusion efficiency is higher than Scenario A and Scenario
B between weak learners before a vote and model and after a vote, as
shown in Tables 9 and 10, which is most efficient when compared to other
methods of Scenario A and scenario B.

In addition, our research offers comparisons with other Intrusion Datasets.
The results show a comparison of Phishing web performance (Abdelhamid,
Ayesh, and Thabtah 2014) in Table 11, UNSW-NB15 (Moustafa and Slay
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Table 3. The details of the dataset for the Training dataset and the Testing dataset.

Scenario A Scenario B
Class Class No. of data Class FUIU
Training Tor Traffic 5631 Audio 505
Normal Traffic 1853
Browsing 1,123
Chat 226
File-Transfer 605
Mail 197
P2pP 760
Video 612
VoIP 1,604
Testing Tor Traffic 2413 Audio 216
Normal Traffic 17937
Browsing 481
Chat 97
File-Transfer 259
Mail 85
P2pP 325
Video 262
VOIP 687
Total 67,843 Total 8,044

Table 4. The six features from the feature selection process.

Number of features in Features Number of features in  Features
Dataset dataset name Dataset dataset name
Scenario A 2 Source Port Scenario B 1 Source IP
5 Protocol 2 Source Port
7 Flow Bytes/s 7 Flow Bytes/s
14 Fwd IAT Std 1" Flow IAT
Max
17 Bwd IAT Mean 16 Fwd IAT Min
20 Bwd IAT Min

Table 5. The confusion matrix of our proposed method

Scenario A.
Predict Class
Actual Classes Normal Tor
Normal 17937 0
Tor 5 2408

Table 6. The confusion matrix of our proposed method from Scenario B.

Predict Class
Actual Classes Audio Browsing Chat File-transfer Mail P2p Video VOIP
Audio 216 0 0 0 0 0 0 0
Browsing 0 481 0 0 0 0 0 0
Chat 0 0 97 0 0 0 0 0
File-transfer 0 0 0 259 0 0 0 0
Mail 0 0 0 0 85 0 0 0
P2P 0 0 0 0 0 325 0 0
Video 0 0 0 0 0 0 262 0
VOIP 0 0 0 0 0 0 0 687




Table 7. The efficiency of all classifiers when training with UNB-CIC Tor Network Traffic dataset for Scenario A form this table between weak learner before vote

and model after vote.

Classifier TP FP FN ™ Precision Detection Rate Specificity FPR f-Measure Accuracy

k-NN Normal 17,759 178 167 2,246 99.01 99.07 92.66 7.34 99.04 98.03
Tor 2,246 167 178 17,759 93.08 92.66 99.07 0.93 92.87

c45 Normal 17,916 21 32 2,381 99.88 99.82 99.13 0.87 99.85 99.74
Tor 2,381 32 21 17,916 98.67 99.13 99.82 0.18 98.90

LDA Normal 17,100 837 1391 1,022 95.33 9248 54.98 45.02 93.88 89.05
Tor 1,022 1391 837 17,100 4235 5498 92.48 7.52 47.85

MmLP Normal 17,536 401 742 1,671 97.76 95.94 80.65 19.35 96.84 94.38
Tor 1,671 742 401 17,536 69.25 80.65 95.94 4.06 74,52

SVM Normal 16,591 1346 53 2,360 92,5 99.68 63.68 36.32 95.96 93.19
Tor 2,360 53 1346 16,591 97.8 63.68 99.68 0.32 77.14

Our Approach Normal 17,937 0 5 2,408 100 99.97 100 0 99.98 99.98
Tor 2408 5 0 17937 99 100 99.97 0.03 99.49

NJAIVF 'S ONV LIMNSNYOS 'd (%) 2zv




Table 8. The efficiency of all classifiers when training with UNB-CIC Tor Network Traffic dataset in scenario B from this table between weak learner before vote
and model after vote.

Classifier TP FP FN TN Precision Detection Rate Specificity FPR f-Measure Accuracy
k-NN AUDIO 166 50 37 2,159 76.85 81.77 97.74 2.26 79.23 91.83
BROWSING 425 56 78 1,835 88.36 84.49 97.07 293 86.38
CHAT 84 13 9 2,306 86.6 90.32 99.44 0.56 88.42
FILE-TRANSFER 236 23 31 2,122 91.12 88.39 98.93 1.07 89.73
MAIL 61 24 8 2,319 71.76 88.41 98.98 1.02 79.22
p2p 317 8 7 2,080 97.54 97.84 99.62 0.38 97.69
VIDEO 240 22 23 2,127 91.6 91.25 98.98 1.02 91.42
VOIP 686 1 4 1,721 99.82 99.42 99.94 0.06 99.62
4.5 AUDIO 212 4 0 2,196 98.15 100 99.82 0.18 99.07 99.46
BROWSING 478 3 5 1,926 99.38 98.96 99.84 0.16 99.17
CHAT 97 0 1 2,314 100 98.98 100 0 99.49
FILE-TRANSFER 259 0 0 2,153 100 100 100 0 100.00
MAIL 84 1 3 2,324 98.82 96.55 99.96 0.04 97.67
pP2p 324 1 0 2,087 99.69 100 99.95 0.05 99.84
VIDEO 262 0 4 2,146 100 98 100 0 98.99
VoIp 683 4 0 1,725 99.42 100 99.77 0.23 99.71
LDA AUDIO 107 109 120 2,076 4954 47.14 95.01 4.99 48.31 74.72
BROWSING 267 214 119 1,812 55.51 69.17 89.44 10.56 61.59
CHAT 97 0 25 2,290 100 79 100 0 88.27
FILE-TRANSFER 248 i 64 2,089 95.75 79.49 99.48 0.52 86.87
MAIL 53 32 28 2,299 62.35 65.43 98.63 137 63.85
P2pP 324 1 7 2,080 99.69 97.89 99.95 0.05 98.78
VIDEO 12 250 0 2,150 4.58 100 89.58 10.42 8.76
VOIP 687 0 254 1,471 100 73 100 0 84.39
(Continued)
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Table 8. (Continued).

Classifier TP FP FN N Precision Detection Rate Specificity FPR f-Measure Accuracy
MLP AUDIO 190 26 144 2,052 87.96 56.89 98.75 1.25 69.09 89.97
BROWSING 332 149 24 1,907 69.02 93.26 92.75 7.25 79.33
CHAT 97 0 0 2,315 100 100 100 0 100.00
FILE-TRANSFER 259 0 & 2,149 100 98 100 0 98.99
MAIL 79 6 2 2,325 92.94 97.53 99.74 0.26 95.18
P2pP 323 2 19 2,068 99.38 94.44 99.9 0.1 96.85
VIDEO 208 54 5 2,145 79.39 97.65 97.54 246 87.58
VOIP 682 5 44 1,681 99.27 93.94 99.7 03 96.53
SVM AUDIO 216 0 324 1,872 100 40 100 0 57.14 81.97
BROWSING 167 314 28 1,903 3472 85.64 85.84 14.16 49.41
CHAT 97 0 3 2,312 100 97 100 0 98.48
FILE-TRANSFER 235 24 23 2,130 90.73 91.09 98.89 1 90.91
MAIL 5 80 3 2,324 5.88 62.5 96.67 3.33 10.75
pP2p 322 3 2 2,085 99.08 99.38 99.86 0.14 99.23
VIDEO 260 2 12 2,138 99.24 95.59 99.91 0.09 97.38
VOIP 675 12 40 1,685 98.25 9441 99.29 0.71 96.29
Our Approach AUDIO 216 0 0 2,196 100 100 100 0 100.00 100
BROWSING 481 0 0 1,931 100 100 100 0 100.00
CHAT 97 0 0 2,315 100 100 100 0 100.00
FILE-TRANSFER 259 0 0 2,153 100 100 100 0 100.00
MAIL 85 0 0 2,327 100 100 100 0 100.00
P2pP 325 0 0 2,087 100 100 100 0 100.00
VIDEO 262 0 0 2,150 100 100 100 0 100.00
VoIP 687 0 0 1,725 100 100 100 0 100.00
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Table 9. The performance of the proposed algorithm compared to doing Classification with
other methods of Scenario A.

Classifier Intrusion type Detection Rate False Positive Rate Accuracy
k-NN Tor 15.64 113 3736
Non Tor 98.87 84.36
4.5 Tor 11.87 0 11.95
Non Tor 100.00 88.13
LDA Tor 17.43 0 43.85
Non Tor 100.00 82.57
MLP Tor 43.07 0 84.32
Non Tor 100.00 56.93
SVM Tor 8.62 12.02 84.13
Non Tor 87.98 91.38
Our Approach Tor 99.97 0 99.98
Non Tor 100 0.03

2015) in Table 12, NSL-KDD (UNB 2018) and KDD Cup’99 (KDD Cup 99
1999) Table 13 shows that the algorithms we present are effective in classi-
fication. In the case of the UNSW-NBI15 dataset, the NSL-KDD dataset, and
the KDD Cup’99 dataset, we will use the database for training and for testing
the original file created by the developer.

In Table 11, classification with the website phishing dataset showed that
the proposed algorithm had the highest efficiency of 97.54%, with a detection
rate of phishing class of 100% as well as the UNSW-NB15 dataset. As shown
in Table 12, even with the classification of many classes and invasions were
different, the way we present still gives the highest performance in the NSL-
KDD and KDD Cup’99, there are five types of invasions that are similar, even
NSL-KDD is a modified version of the KDD Cup’99as shown in Table 13.
The algorithm we are presenting can also detect both dataset intrusion and
capture well on every dataset presented.

Furthermore, we tested the procedure with the ensemble method to test 50
models by applying C4.5 as a weak learner; it was found that Adaboost.M1
had an accuracy of 76%. According to the analysis, it was found that our
proposed method was regarded as an incorporation of effective procedures,
but it required only 1 model to vote with the method of Adaboost.M1. This
resulted in the most effective experimental result, and it was substantially
different from other methods.

Conclusions

In this paper, the new hybrid machine learning for cybersecurity threat detection
is proposed. This new hybrid classifier is the combination of C4.5, MLP, SVM
and LDA based on adaptive boosting. The UNB-CIC Tor Network Traffic
datasets are used in the experiments for evaluating the performance of the
proposed model. In addition, the experiments, correlation-based feature selec-
tion method is applied to all datasets in order to reduce redundant features.
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Table 10. The performance of the proposed algorithm compared to doing classification with
other methods of Scenario B.

Classifier Intrusion type Detection Rate False Positive Rate Accuracy
k-NN AUDIO 66.24 28 66.79
BROWSING 57.84 10.72
CHAT 16.05 3.6
FILE-TRANSFER 4242 8.41
MAIL 27.69 2.85
P2p 87.22 0.54
VIDEO 43.42 7.46
VoIP 82.90 112
Cc45 AUDIO 57.41 3.02 73.51
BROWSING 72.40 14.65
CHAT 53.53 0.27
FILE-TRANSFER 100.00 7.99
MAIL 100.00 0.47
P2p 86.79 0.15
VIDEO 49.55 223
VOIP 85.52 0.12
MLP AUDIO 67.02 6.37 60.98
BROWSING 52,00 1.89
CHAT 6.45 3.9
FILE-TRANSFER 61.46 8.65
MAIL 53.85 2.8
P2P 80.60 0.05
VIDEO 36.28 3.86
VOIP 98.91 16.09
SV™m AUDIO 32.90 3.24 7417
BROWSING 83.28 10.15
CHAT 39.53 27N
FILE-TRANSFER 100.00 8.15
MAIL 97.44 1.98
p2p 99.38 0.19
VIDEO 99.13 1.56
VoIpP 77.22 0.59
LDA AUDIO 43.45 6.75 26.87
BROWSING 57.99 15.17
CHAT 59.32 2.63
FILE-TRANSFER 28.27 8.83
MAIL 21.43 3.42
P2P 23.98 0.09
VIDEO 0.00 11.65
VoIp 0.00 30.68
Our Approach AUDIO 100 0 100
BROWSING 100 0
CHAT 100 0
FILE-TRANSFER 100 0
MAIL 100 0
P2p 100 0
VIDEO 100 0
VOIP 100 0

Tables 5-6 show the confusion matrix and Tables 7-8 show the efficiency of our
proposed model including precision, detection rate, false positive rate, f-mea-
sure, and accuracy. It was found that the algorithm we offer has a high



Table 11. The efficiency of all classifiers when training with Website Phishing Dataset in case of weak learner before vote and after vote model.

Classifier Detection Rate FPR f-Measure Accuracy Classifier Detection Rate FPR f-Measure Accuracy
k-NN Normal 87.23 0 93.18 80.3 MLP Normal 85.99 11.65 84.11 78.08
Suspicious 2533 3.63 35.85 Suspicious 7.14 7.1 9.19
Phishing 100 25.86 80.79 Phishing 92.23 15.49 88.12
Cas Normal 89.53 4.27 91.66 89.66 SVM Normal 85.64 1.38 91.48 82.02
Suspicious 61.11 5.15 44.89 Suspicious 26.67 4.34 3517
Phishing 92.13 6.32 93.21 Phishing 98.73 22.18 84.55
LDA Normal 80.9 8.77 84.21 8251 Our Approach Normal 94.25 0 97.04 97.54
Suspicious 0 7.71 0.00 Suspicious 100 1.06 93.11
Phishing 85.27 10.99 87.82 Phishing 100 2.99 98.56
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Table 12. The efficiency of all classifiers when training with UNSW-NB15 dataset in case of weak learner before vote and after the vote model.

Classifier Detection Rate FPR f-Measure  Accuracy Classifier Detection Rate FPR f-Measure  Accuracy
k-NN  Analysis 14,02 0.2 231 90.97 MLP Analysis 0 0.82 0.00 50.19
Backdoor 34.19 0.61 19.58 Backdoor 0 0.71 0.00
DOS 63.03 2.28 59.42 DOS 3571 496 0.48
Exploit 94.31 3.82 83.42 Exploit 46.31 9.47 41.55
Fuzzers 76.94 1.65 78.08 Fuzzers 2.19 7.87 241
Generic 99.96 0.06 99.87 Generic 39.25 3.38 55.25
Normal 99.69 1.27 99.06 Normal 93.47 28.64 67.05
Reconnaissance 8252 038 86.81 Reconnaissance 1.76 4.25 017
Shellcode 98.95 0 99.21 Shellcode 0 0.46 0.00
Worms 100 0 98.85 Worms 0 0.05 0.00
ca5 Analysis 85.25 0.76 14.09 89.28 SVM Analysis 0 0.82 0.00 27.59
Backdoor 57.45 0.68 857 Backdoor 0 0.71 0.00
DOS 51.32 1.53 59.70 DOS 0 497 0.00
Exploit 73.98 3.63 75.41 Exploit 0 13.52 0.00
Fuzzers 75.6 2.64 70.75 Fuzzers 16.57 m 28.03
Generic 99,52 0.51 98.90 Generic 90.59 21.65 13.49
Normal 96.18 1.95 96.90 Normal 90.71 3267 58.04
Reconnaissance 96.35 0.65 90.44 Reconnaissance 0 4.26 0.00
Shellcode 77.22 0.16 70.32 Shellcode 0 0.46 0.00
Worms 75 0.02 63.16 Worms 0.11 0.02 0.22
LDA Analysis 0 0.82 0.00 66.51 Our Approach  Analysis 27.53 0 43.17 97.84
Backdoor 0 071 0.00 Backdoor 100 0.61 2413
DOS 13.86 433 15.92 DOS 100 0.58 94.07
Exploit 476 9.38 4236 Exploit 100 0.65 97.85
Fuzzers 27.36 7.29 2.55 Fuzzers 100 0.04 99.77
Generic 92.57 41 89.10 Generic 100 0.04 99.92
Normal 66.84 10.97 76.87 Normal 100 0.02 99.98
Reconnaissance 0 4.25 0.00 Reconnaissance 100 0.36 95.72
Shellcode 0 0.46 0.00 Shellcode 100 0 100.00
Worms 0 0.05 0.00 Worms 100 0 100.00
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Table 13. The efficiency of all classifiers when training with NSL-KDD dataset and KDD Cup'99 in case of weak learner before vote and after vote model.

Dataset Classifier Detection Rate  FPR  f-Measure Accuracy Dataset Classifier Precision Specificity FPR  f-Measure Accuracy
KDD-Cup'99  k-NN Normal 79.96 1.84 85.85 91.13 NSL-KDD  k-NN 98.71 99.03 097 99.06 99.17

DoS 99.96 17.36 96.13 99.79 99.89 0.11 99.85
Probe 29.74 0.09 45.10 99.71 99.97 003 9983
R2L 100 0 93.94 98.72 99.81 019  97.30
U2R 71.19 1.97 67.54 98.51 100 0 99.25

45 Normal 96.01 19 94,00 97.64 c4.5 99.23 99.41 059 9877 98.8
DoS 99.93 0.05 99.95 99.71 99.85 015  99.79
Probe 97.99 0.14 93.82 98.76 99.85 0.15  98.82
R2L 80 0.01 77.04 95.36 99.32 0.68  96.58
U2R 7495 0.7 80.71 86.57 99.96 004 8722

LDA Normal 7858 6.63 75.17 86.21 LDA 89.01 89.52 1048 7832 7291
DoS 88.57 1143 92.62 68.89 86.08 13.92 7713
Probe 39.95 0.93 3513 70.22 96.48 3.52 76.27
R2L 45.16 0.01 42.42 321 90.36 9.64  36.25
U2R 19.34 5.24 0.57 41.79 99.83 017 4590

MLP Normal 94.18 6.27 82.03 86.53 MLP 77.14 84.96 15.04 8551 71.72
DoS 98 9.25 97.29 89.26 94.01 599 8021
Probe 8.46 04 15.17 834 97.63 2.37 5045
R2L 0.38 0.02 0.73 0 87.19 12.81 0.00
U2R 100 5.26 0.02 0 99.7 03 0.00

SVM Normal 81.27 0.23 89.30 94.46 SVM 94.72 95.88 412 9291 66.02
DoS 99.69 461 99.00 15.38 70.48 2952 2663
Probe 78.27 033 77.08 97.6 99.71 029 9200
R2L 3.55 0.01 6.64 74.73 96.35 365 79.02
U2R 84.65 3.84 42.32 29.85 99.72 0.28 0.65

Our Approach Normal 99.78 0 99.89 99.96 Our Approach 100 100 0 99.99 99.99
Do$S 100 0 100.00 100 100 0 100.00
Probe 100 0.01 99.66 100 100 0 100.00
R2L 100 0 95.52 99.97 99.99 0.01 99.98
U2R 100 0.03 99.69 98.51 100 0 99.25
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performance for classifying different types of Tor in scenario B dataset results up
to 100%.

However, the overall efficiency was satisfactorily high. The experimental
result, compared with efficiency between machine learning as weak learner
five methods: k-NN, C4.5, MLP, SVM, was LDA and our approach before
voting and after voting with adaboost.M1 found that our proposed model had
the highest efficiency. This means that high detection accuracy and low false
positives are ideal for further development for real-time intrusion detection. In
addition, compared with other intrusion databases such as Phishing website
dataset UNSW-NB15 dataset NSL-KDD dataset and KDD Cup’99 dataset, it was
found that our proposed model still had the highest efficiency in detecting errors
compared with other methods. Additionally, it was compared with other
research (Hodo et al. 2014) studies that employed UNB-CIC Tor Network
Traffic datasets and the result found was that our research had higher efficiency.

Efficiency compared with the experimental work presented in the report,
CFS-ANN was used for 99.8% accuracy. However, the research was 100% for
Scenario B dataset.

According to all experimental results, it could be confirmed that our
proposed model not only had higher efficiency in detecting intrusion than
other methods, but it also had efficiency in detecting new intrusions that
have never been found in the system. It is suitable for detecting abnormalities
in the current situations where new abnormalities are hidden in the network
and they are harmful to implementation.
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Abstract. A cyber-attack detection is currently essential for computer network protection.
The fundamentals of protection are to detect cyber-attack effectively with the ability to
combat it in various ways and with constant data learning such as internet traffic. With these
functions, each cyber-attack can be memorized and protected effectively any time. This
research will present procedures for a cyber-attack detection system Incremental Decision
Tree Learning (IDTL) that use the principle through Incremental Linear Discriminant
Analysis (ILDA) together with Mahalanobis distance for classification of the hierarchical
tree by reducing data features that enhance classification of a variety of malicious data. The
proposed model can learn a new incoming datum without involving the previous learned
data and discard this datum after being learned. The results of the experiments revealed that
the proposed method can improve classification accuracy as compare with other methods.
They showed the highest accuracy when compared to other methods. If comparing with the
effectiveness of each class, it was found that the proposed method can classify both
intrusion datasets and other datasets efficiently.

Keywords: Cybersecurity, IDTL, incremental learning.
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1. Introduction

At this current time, the internet has become an important part of people’s routines and is utilized for business
communication, online social activity, education, medicine, public sector support, etc. Once any of these
aspects becomes significant, they are always prone to malicious activities and data theft because any important
information stored in organizational networks can be a target of ill-intended individuals attempting to access
and misuse these pieces of information. Cyber- attack detection systems are designed differently depending
on system vulnerabilities and intrusion intentions such as phishing website, password guessing, spam,
distributed denial of service (ddos) attacks, access to observe activities of a target, Elevating Privileges Access
Attacks and so on. Currently, new technology is planned and designed to monitor network attacks, for
example, cloud computing [1] or Internet of Things (IoT) [2], etc. Especially in current intrusion to
communication by secure traffic there is an inadequate transmission of data to the communication, such as
chat, file transfer protocol (ftp), p2p or tor traffic etc. It is difficult to detect when sending data over the
network. And the intruders are now trying to develop a way to overcome the security of data traffic for
commercial purposes, or maybe in an attempt to scramble and test the system's capabilities.

They can be classified into 2 major types — Anomaly-based IDS and Misuse-based IDS [3]. These 2
features have both pros and cons. Misuse-based IDS can detect intrusion accurately by memorizing patterns
or dataset rules. Despite highly accurate detection, it is ineffective against newer intrusion due to its limited
dataset or unfamiliarity to some systems. Anomaly-based IDS can detect intrusion through analyzing statistics
of the normal behavior of users. In the case of any significantly unfamiliar activities contrasting from normal
behavior, it can immediately detect them. Therefore, this feature can detect newer intrusions but holds a
higher rate of false alarm.

Many previous studies attempted to use algorithms in order to function as anomaly-based IDS
detection by presenting procedures to enhance detection features while lowering mistakes and speeding up
the processor. In fact, it is compulsory to immediately notify of intrusion [3]—[7]. Linear Discriminant Analysis
(LDA) is another important method of feature reduction that has been practiced for many years. This method
is utilized effectively in IDS by combining preprocesses and classification of intrusion [8]—[12]. Many previous
studies had applied LDA with other machine learning to enhance IDS together with newer intrusion datasets.
Likewise, some studies developed and improved LDA algorithms [11], [13] to make the application more
effective and more suitable such as Incremental Linear Discriminant Analysis (ILDA) [14] This method used
incremental loading for processing. Similar to LDA generalization that models specific processes when
finishing without reusing, it is considered as a method suitable for modern IDS. Some studies might classify
data by using distance function for clustering as well [15]=[17] that benefits detection of a newer intrusion
when a large number are hidden in other intrusion datasets. It’s because of using distance function without
forming a model resulting in newer intrusion detection.

And cyber attack detection on the current network within the system should be able to incrementally
learn behavior of the normal user and then continuously learn the types of invasion that can be detected
immediately. This is a different point from traditional machine learning in traditional Anomaly-based IDS,
which uses the model to detect abnormalities. Over time, the model will be updated to the new version. The
learning model can’t be detected immediately. It is a challenge to develop a network intrusion detection
system that is currently in use. It can be incrementally learned behavior with usage and risk of invasion at any
time through the data into the system and can be classified as the invasion types that are found in the current
system effectively.

In relation to these previous studies, this study aimed to develop intrusion detection procedures
through Incremental Decision Tree Learning (IDTL) to classify data in order to enhance the effectiveness
and the suitability of the framework for detection on network traffic. To incrementally function, a framework
is provided to build models and classify intrusion datasets of the classified structure in a binary hierarchy.
Development and improvement of Incremental Linear Discriminant Analysis (ILDA) with using
mahalanobis distance to measure distance to classify. Similar to the combination of supervised learning and
unsupervised learning, it can detect intrusions that the model is familiar with and other unfamiliar intrusions.
The objectives of this study are as follows.

1. Some features, out of the high number of features on network traffic, were selected through
Pearson Correlation, as many features may not benefit the overall classification measurement.

2. Provide an IDTL structure for binary hierarchical cyber-attack detection and development and
improvement from ILDA using mahalanobis distance. The procedure launches increment learning of the
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data to form a constant, one-time, and immediate model without restoring the data to re-calculate with other
data.

3. Effectiveness of other procedures of intrusion detection were also compared and analyzed.
This study, therefore, is broken down as follows: Section 2: The review of related studies, Section 3: Theory,
Section 4: Materials and Methods, Section 5: Results, Section 6: Discussion and Section 7: Conclusions.

2. Relate Studies

Many researchers have tried to study machine learning used in a variety of algorithm-based intrusion detection.
They may come in the form of unsupervised learning [15]—[17] clustering without target specification and
supervised learning that is used for training to model in estimation before new data estimation. Semi-
supervised learning [5], [13], [18]—[20] is another type involved in function estimation on labeled and
unlabeled data, falling between unsupervised learning and supervised learning, and Ensemble Learning [21]-
[23] which uses many classification models to vote on an estimation. However, even if the ensemble has to
build multiple models for high-quality voting, it may not be suitable for intrusion detection on an always-
available network.

Many mentioned procedures attempted to enhance detection by increasing accuracy and reducing
false alarm rates. Therefore, many studies applied many methods called Hybrids [24]—[26] which are a
combination of methods to improve maximum effectiveness of intrusion detection.

The study [10] used LDA to implement feature reduction and NDL-KDD dataset before
classification on neutral networks. It was found that it could reduce features resulting in lower training time
and highly effective classification of intrusions. Likewise, the study [25] functions both PCA and LDA to run
feature extraction by finding class-pair that both PCA and LDA could pinpoint the best feature value. The
feature was later classified through SVM. The result of the test found that it could improve efficiency. In
addition, there were more ideas to improve LDA effectiveness. As shown in the study [26], Direct LDA was
developed by removing S_b eigenvectors, corresponding to the eigenvalues that were equal to zero or close
to zero and kept the null space of S_w, to enhance effective detection rates and lower false alarm rates. Not
only did LDA prevent DoS but also black hole attacks of self-driving communication and semi self-driving
vehicles in VANETSs [27]. LDA was more efficient than QDA. It has been stated that feature selection and
dataset intrusion could enhance effective classifications [9], [28]. Many researchers emphasized this point, as
it could lower data insignificant for calculation, enhancing effectiveness and reducing time consumption. To
function in real life applications, a lot of data on networks running through IDS should be significantly
feature-selected so that it could detect an intrusion immediately as it occurs.

Currently, the procedure suitable for intrusion detection that is similar to real life application
conditions is incremental learning because it can learn from large-scale dynamic stream data and build up a
knowledge base over time to benefit future learning and decision-making processes [29]. While, intrusion on
incoming and outgoing network traffic is essential to have statistical calculation of constant timely changes
to make a decision at a certain moment ensuring if it is a detected intrusion [30]. The study [31] presented
Weight ILDA (WILDA) to function with online hand-written Chinese character recognition. WILDA is a
method to recognize the issue of an uncertain number of incremental data through methods of weight of
S_wand 8_b calculation to reduce the problem of lower accuracy found in a small proportion of increment
new samples. In the test, WILDA was found to solve this problem by increasing accuracy and holding higher
efficiency than ILDA.

Besides this, there is another study [32] developing online system FN'TAE that can detect real-time
intrusion through FIncLDA as a learning model and k-NN as a decision agent to make decisions regarding
intrusion detection. This system can utilize chunk LDA for online learning and can be applied to increase the
effectiveness of intrusion detection. To increase effectiveness of intrusion detection, preprocessing is
important. Many studies tested feature extraction or feature selection through different methods as found in
the study [33] using Discrete Wavelet Transform (DWT) for effective enhancement and iPCA in conducting
an interactive factor analysis. This study used them for visual comparison of various features and the
researchers comparatively experimented data NSL-KDD projection during DWT and non-DWT usage. It
was found that using DWT made a clear separation among the attack categories in some classes, for example,
R2L which is unidentifiable with raw features. However, R2L can be identified with DWT and is effective
with a machine learning test. Additionally, another study [14], [34] used Chi Squared Attribute Evaluator to
select relevant features for classification through LDA and logistic regression (LR). It revealed that both
methods could perform well on multiclass and binary classification. Despite higher accuracy than Naive Bayes,

ENGINEERING JOURNAL Volume # Issue #, ISSN 0125-8281 (htp:/ /www.engj.org/) 3



DOI:10.4186/¢j.year.vol.issue.pp

it cannot be higher than SVM and C4.5 having a low computational overhead that is higher than SVM is
considered more appropriate to the development of real-time network monitoring. Adding Tor dataset
indicates the current significance [37] and discussed Pearson [35].

As shown in the previous studies, this study is interested in developing each procedure of cyber-attack
detection to be effective through IDTL based on Sequential Incremental LDA (ILDA) and mahalanobis
distance integrated with classification of Tor traffic datasets, which is an invasion of hidden services and
other cyber-attack datasets. It aims to be more effective and function in Incremental Learning that can
increment numbers of new datasets for modeling constantly as well as efficiently classify each attack type.
The model is extended by Incremental learning which will probably be applied with real cyber-attack
detection on a real network in the future.

3. Theory

3.1. Pearson Correlation

Pearson correlation coefficient is to determine and measure of the strength of the association between
the variable X and variable Y based on the method of covariance of these two values, divided by the product
of their standard deviations the following values are calculated in EQ.(1). [35]

LetX= {xl,xz,...,xn}and Y= {Y1‘YZ' ...,yn}

Bep = ?:1 (X;—X) . Yi=¥
JEraxz [on oy

1

Iy is correlation coefficient whose value is between -1 and 1.
3.2. Sequential Incremental Linear Discriminant (Sequential ILDA)

Let X = {x1,x3,...,xy } be a set of training samples with M classes and N be the number of training
samples. Let y be the new incoming datum with the class label k, the new eigenspace model,

Q' = (Sw',5b", %, N + 1), must be updated by using only the old {) and the new incoming datum y. For
the new mean parameter X', it can be calculated as EQ.(2). [14]:

= _ (NZ+y)
TN+ @

For between-class scatter matrix Sb’, if kK = M + 1 representing a newly introduced class, are shown in Eq.
(3) and Eq. (4) [14]

S =Flin @ -2)x -%)" + @ -x)(y-x)T 3)
Sb' = F¥htin,' (x; — )k, — x)7 C)

where n is the number of samples in class ¢ after having data y appeat, n.S/=n. whenl1<c<M, n.,=1
whenc=M+1, and X, =y whenc=M+ 1.

When 1 < ¢ <M then Sb’ is updated using the Eq. (5) [14]
Sh'=3M . n' (% —x)x. - %) (5)

where X; = (1/(n¢ + 1))(ncXe +y) and n¢'=n, + 1 if y equals class ; else %' = X, and ne =n;
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For within-class scatter matrix Sw, if y is a new class which means k is the (M + 1) class. Therefore,
updating within-class scatter matrix is not changing as in the Eq. (6).

Sw' = 24=1Zc +2k = Zy:ll Xe= 2?:1 e (6)

In case that 1 < ¢ < M will update s,,, as in the equation shown at the proof in the Appendix.

Sw' = Zf:l,c:tk e+ Zk’ ™
T =i+ O — B — %" (8)

3.3. Mahalanobis Distance

Mahalanobis distance is another interesting measure of the distance between two points in multivariate space
as defined in equation (9) where d is mahalanobis distance, x is the observation and p is the mean of samples.
S is the covariance, it can be displayed as EQ.(9). [36].

d(x,u) = /(x = p)TS1(x — p) ©
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