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The goal of this research is to improve the run time performance of Network
Intrusion Detection Systems (NIDS). The system performs intrusion detection by matching
specific intrusion patterns with the incoming network packet data. Since the numbers of patterns
is large (up to 2000) and keep increasing leading to huge search time. In this paper, we proposed
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Breakdown by protocol:
TCP25 (18.248%)
UDP: 28 (20.438%)
ICMP: 6 (4.380%)
FRAGS: 0 (0.000%)
ARP: 61 (44.526%)
IPv6: 0 (0.000%)
IPX: 0 (0.000%)
OTHER: 17 (12.409%)
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ﬂj;]‘ﬁ 1 : alert tcp lany any -> any 80 (msg:"SCAN - Whisker Stealth- IS search97 access
attempt”; content:"/search97.vts"; nocase; flags: PA;)
ﬂi;]‘ﬁ 2 : alert tcp 'any any -> any 80 (msg:"SCAN - Whisker Stealth- BigConf access attempt”;
content:"/bigconf.cgi"; nocase; flags: PA;)
ﬂg‘ﬁ 3 : alert tcp !any any -> any 80 (msg:"SCAN - Whisker Stealth- Shopping cart access
attempt"; content:"/quikstore.cfg"; nocase; flags: PA;)
m;]‘ﬁ 4 : alert tcp 'any any -> any 80 (msg:"SCAN - Whisker Stealth Mode 8- Order log access
attempt"; content:"/admin_files\\order.log"; nocase; flags: PA;)
ﬂ;]‘ﬁ 5 :. alert tcp 'any any -> any 80 (msg:"SCAN - Whisker Stealth- WS_FTP.INI access
attempt "; content:"/ws_ftp.ini"; nocase; flags: PA;)
ﬂ;]‘ﬁ 6 : alert tcp !any any -> any 80 (msg:"SCAN - Whisker Stealth- Order log access attempt";
content:"/admin_files/order.log"; nocase; flags: PA;)
ﬂg]‘ﬁl 7 : alert tep !any any -> any 80 (msg:"SCAN - Whisker Stealth Mode 8- wrap CGI access
attempt"; content:"/cgi-bin\\wrap"; nocase; flags: PA;)
ﬂg]‘ﬁ 8 : log tcp lany any -> any 80 (msg:"ColdFusion-display";flags:PA;
content:"cfdocs/expeval/displayopenedfile.cfm"; nocase;)
ﬂ:g‘ﬁ 9 : log tcp 'any any -> any 80 (msg:"ColdFusion-evaluate";flags:PA;
content:"cfdocs/snippets/evaluate.cfm"; nocase;)
ﬂ;]‘ﬁ 10 : log tcp 'any any -> any 80 (msg:"ColdFusion-Example-beaninfo”;flags:PA;
content:"cfdocs/examples/cvbeans/beaninfo.cfm"; nocase;)
ﬂj;]‘ﬁ 11 : log tcp 'any any -> any 80 (msg:"ColdFusion-Example-cfappman";flags:PA;
content:"/cfappman/index.cfm"; nocase;)
ﬂf,]“ﬁ 12 : log tcp 'any any -> any 80 (msg:"ColdFusion-Example-parks";flags:PA;
content:"cfdocs/examples/parks/detail.cfm"; nocase;)
ﬂg]“?‘li 13 : log tcp !any any -> any 80 (msg:"CVE-1999-0455 - ColdFusion-exprcalc";flags:PA;

content:"cfdocs/expeval/expreale.cfm"; nocase;)
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typedef struct _RuleTreeNode
{

RuleFpList *rule_func;

int head node number;

nt type;
u_long sip; /* src [P */
u_long smask; /* src netmask */

u_long dip; /* dest IP */

u_long dmask; /* dest netmask */
intnot_sp flag; /* not implemented yet... */
u_short hsp; /* hi src port */

u_short Isp; /* lo src port */
intnot dp flag; /* not implemented yet... */
u_short hdp; /* hi dest port */

u_short ldp; /* lo dest port */

u_char flags; /* control flags */

struct _RuleTreeNode *right;

OptTreeNode *down; /* list of rule options to associate with this rule node */

} RuleTreeNode;
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typedef struct _OptTreeNode
{

/* plugin/detection functions go here */

OptFpList *opt_func;

/* the ds_list is absolutely essential for the plugin system to work,
it allows the plugin authors to associate "dynamic" data structures
with the rule system, letting them link anything they can come up
with to the rules list */

void *ds_list[512]; /* list of plugin data struct pointers */

int chain_node_number;

int type; /* alert, log, or pass */

int proto; /* protocol, added for integrity checks

during rule parsing */
int session_flag; /* record session data */
char *logto; /* log file in which to write packets which
match this rule*/

char *message; /* alert message */

int response_flag; /* flexible response on alert */

struct OptTreeNode *next;

} OptTreeNode;

51N 4.9 Tns539319999 Opt Tree Node
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