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ABSTRACT

In computer systems, information such as as image, audio and text is represented in
digital form making it possible for economical duplication. As a result copyright-violated or
modification of content to distort information is greatly simplified. This thesis presents a new
method to check an authenticity of digital image, based on the concepts of digital signature and
image watermarking. A digital signature, created from some image features such as its mean,
standard deviation and correlation, is embedded into an original image by digital watermarking
technique based on spread-spectrum principle. The applied watermarking technique is robust
against common image modifications such as brightness adjustment, JPEG compression or
additive noise. This thesis proposes a technique to verify each part of modified image based on
neighboring block relative similarity measure. The method can identify individual blocks that
have been altered. In addition, the problem of a short signature key size due to limited embedding
bandwidth has been addressed. The use of partial image authentication have been proposed to
alleviate the problem. Experimental results show that this method can authenticate most of the

sample images correctly.
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udlvisidTnandes  usezgaud luvhane IdilledmmsudlosSinennn  awdsuiiting1e
! 3 A o o 1 dy
miveuvayaieInglszaenineglulsziani
a . = 1 9y o o a §
2.1.2.4 MSINUNNIUIME (Caption) J,ﬂumwaumagamwm f1oF1un TN Fo
Y - |d¥ ) o o 9/ 2 g/ 1 9 =y [
mas dude Alidusugliumsiafulududeya dedosdoudoyatSunamnn uaz'li

v 1 g/ Y KX Y Y1 'y [
ADIMIANUNUMUABMIYALN Jv ansaidtadoya’ldde uasludeaudunudy

2.1.3 imnilamsveudeya
a ' ) 4 aa 3/ = v A
2.13.1 mauamsyouveya ludfeainoaunudenny (Text) viins Wi
Joyadiufinindensdunn wudidnuszdesins Tasmsiugoshnesenind niedesin
a y o St e R R I YV o 2 4 a4 qu
VINUMIYIING  Ipulianunumuneuddwemsgaud lviene  Snuumunilsiels
% a4 Aaw 1 o a4 v Y A gy o
aladgmsdouifdnvazmme  wumsldduadoufiunudnld  wioldmsagumsin
Aumiagthlse Teadn Tuh Idanumueaie lunni@y
2.132 mygeudeyadmiudeidnea iflesmnanuannsalumsiuile
= ¢ = 1 A 1 [ a
IHYIVDINYLY UATWADINUDIBUAZTNANVDNUANIAU 1TssunIudifieSuanioos
a/ k4 " =1 @ 1 1 T EY 1 L) 1
aunsagndunanyld oo lsimmdsiidesinlumsdoudoyney Tasldnuunndaves

Y] = ) ar & 4 ar 3 e o o o 1 n’:
ANuAs nie leanbazveuradaypdee sy ldnmemanduius fumniy



2.1.33 msgoudeyadmivglnmaiaea T 2 uwamandn Aemsues
1 a o ' 1
amlroglugUuuunnud (Frequency domain) 3elugduvueuséuesmanuanawvans

1A (Spatial domain) 92na1 Iavazidualuiadesde 11/

2.2 JUmnAdnea

1
A o

an a 3 EY =
jnmasaeaisuinslfouniusnlsznadunsasssi 1920 121 iiledag

W 1 ' [} o a di ) :
Uszasandnlumsdeeyaglmuimisdoiuiiussuumondaldiives Bartiane iSox
J ar _y o é 1 1
ssninaeunouiuiwein fummaynsueauaudin - Fiwaaszoznmmedadeyann
a W A A 12 o 9/ o g v an Ay A a o aa
Ay 3 Jumaoiios Lt 3 ¥1Tus Taeldgunsalidhsitadineanduniaasinsesfiuiiuuas
t:i ¥ c; yz 1 9 ar T o 1 yq'
apalatem juusailiiuannsodanmls 5 sefunnuaie wasiannsudanmldi
15 szAuANUaIN Wannmslumsdemsmmuuuataoaidomioanaunseis 35 Jdoun
A a Yo o J 2 A A _“a = o =} =
Wenouiunos lafuladuiusulimsdszunnanmainoa Tnsnouiumes 1) 1964 fims
v 1 ¥ v
ldnouriunes lumsdouumuiugammuosgnmmwidanninuueinsa Loy
{l’ vy 3 aa Yy 4 Y o aa o & & & s
Wuawnmsldnugdnmaiaea lduifodesiudialsesriumnin Walursmsunnd
a o w4 a =] aat
nssuamilaonssy mweuas Tawan Tasmwizluiliudaiugadumesida Afins

c; 9 1 an Y ‘3,
sanuldouveyavnmsluglvesginmdtaeaiuinniu

-
>

0,0 O,N-1

i gxy)

M-1,0 M-1,N-1

i 2.1 dredrmsunuginmuuu@saea

Calt

JnmaTaoad 1 lumsisuiithedennumnelundves  Herdusnnuately
WNAEeIUA [18] Tﬂuﬁgﬂmwwmuuaﬁfmazuumau M X N 399 (Pixel) UNUAIY
Hefdu g(x, y) Taofi x € 0,.... 11 uae y €0,..., N-1 ﬁmﬁm‘iugﬂﬁ 2.1 Myvesilenduiay
Aifiavesgnmatnenzgauaadiumsmnudyisedios  nmasaeaansafingaly

a A 4 1 a 1 1 o ] q'.‘:'
venwasniununzanudszydaga lunw uazdveauuaInfermanuadenssdumiaiy



A o

aw dy a2 ' o d { 1 a
TuaiveisgldnmiidonSeaunuuninamdioves au dad nSeiagiitedeselusssy
E4

= e { s = A
@ Tavszudasliiduginmiuuanudusedudini 256 sz daud 0 89 255 Faunu

o = ' A
Yoyanisiuauvia 8 dndonilaganm

2.2.1 maudlugam
2211 msudlygnm  Wunszusumsihlddeyalugdnmiinsa/don
was (171 FenyBiawe lums1dauginm o I¥gnmilgunmatu niedtomounsly
st IAnsodedsinnaran 1wy

o 9

1. msﬁuamanmmuqmtﬁﬂ (Lossy compression) Wunszuaumsan

[

A Yo T

Usnadeyaginm Bnsiduiiinunsnaedenisiiudadoyagnmuuy JpEG
2. m3U5uanudunuadng (Brightness adjustment) ¥alinmilanse
anunniu Tasmsuannieavszdunnuaineesnnggaluginim lulSuradimiiu
3. M5UFuAMUUANAN (Contrast adjustment) 1% 3aglunmilay
e
wudamnau Taoldmsysumsalasunsuseduanuainuosgann
4. MIANAYYIUTUNIU (Noise adding) HFyaasunuunguia
z:? o a A aa 1 4 o 1 a I oA V.. i
lugdam  dnesifadlonmaineamounsiudenuueundon  umsAuiHIodariug
Teyaaang
k4 u 5 a
2.2.1.2 maun lvdaeuuaszinwIaowaul (mage modification) 1Ha91n
= Ay = vy Y A a oM
anuvalvvesynaaiimundosmaasunlowd ladeyagunminedadonunnumnoves
s i ldgsuRemsdnleda vieud luiousudeanuiudives nmsudlufnezfiums

idnaguinnmduduumuiniaiulugUnm nieaudagiising lugunwialy [14]

2.2.2 MILENANYMULIRWIZUBINTN

v
s - @ &
MILYNANYULIANWIE (Feature extraction) [21] Lﬂumuﬂauwuﬂuﬂssmums

g
as

il dmfudssnaragam BSaquszasdiftentannuminuuesgnmliminga
dwmiumsdszinanalavneuiiunes  msuondavazmmzvesglaminaouwy
VOUATD LT (Region boundary) I[§Uv0Y (Edge) Sy (Texture) 50 31 Tns9919
(Skeletal shape) 1Tjudu c?‘iq“lumﬂ%’a']uiJzﬁmﬁﬂmﬁ@ﬂi%ﬁ'ﬂymzmww“lﬁ’mm:ﬁuﬁ’mmLmi
azdszmnuandeinly dmdvanaieiidonlddnumzmweiitoni nsuidagauuuy

=1 ° r @ o o i o = =
Uaon (Block scaling) LAasmMUIUAIRNNUTUNUTISHINNUIABDN ﬁﬁ‘]ﬂﬁglﬂﬂﬂiuﬂ‘ﬂﬂ 3
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o
2.3 MenInea
a ar d 9/ : an
2.3.1 HEITN!!QZ’JFIQ‘]J?&'I?Nﬂﬂ']icl‘liﬁ'lﬁu']ﬂilﬂﬁm

. aa 2 v 4 '
gHININDN (Digital watermark) wmﬂﬂweuamgﬂmﬂuﬁﬂﬂhgﬂmw

QU

qv‘

an a u’z a 1 ;\J 4 a o o 1 o W L4
avnen Iaglszasdduaulumsgoumniniednilosdudnt Tavinmsgoududnvaives
b
Wivesglamasld MTamumunudenisudlavimiegs demfimslFamamiasaealy
o g g oy o a
anyugdunnIY Jeneagszinnvesmeild 3 dszian awdaglszasdvesmslden
3
Aail
y 5 Py Y A
2.3.1.1 DUHIMUNIUG (Robust watermark) mumﬂs:mﬂugﬂhmaﬂﬂﬁm
a a :\( [={ i 1
avansanuiludwesglnm [3][8] danudmmusiemsudi/dounlasglnwgs wazon
L ¥ ¥ 3
aomsauimme amwhszniionnszdunaninmnlade  uamsiziennieiaisaini
] £ ' 1 3
Tagnanides luidgdnmdomoiuildon  Tasnaliidenantaaoihdsaea  sinee
PR 2
nuedeaeinlszianil
: 5 3| ¥ 1 A
2.3.1.2 M1 uf512 N (Fragile watermark) iluaiohfidiodeomsgamionse

gnaviiay maﬁywﬂizmﬂﬁyazgﬂsﬁauiﬁﬁqmmﬁu"lﬁmn uAvzgalAountaaudla 1dde
Saquszasdlumsldoumoinlszoni ﬁmﬁa“l%’mnﬁaudwgﬂmwgugﬂuﬁ”lmﬂﬁau
udaannmwduniiunse i 7]

23.13 moiAulsizng (Semi fragile watermark) awhssaniivanim
vineilude 2.3.1.2 Sndunileifoiumehifaumumu szt A113090
uflwidouas 18 Taofideamnsonstanuaeinld [20] 22] Saqilszasivesns 1daui
wufide weldaswaouinmgaudlunlBounasudnvas lathanndeudfivala Saa
agfumaiinlunmsadumumh i lianumumudensanumsudludszanla msdeu

b
w o 1

ot lunuiteiiidaglszmdiaogluameinlsznni
2.3.2 IEmsveuamhAdneauvvasamlaniy
o) & a 1 v Vv a
noufFuilufingmveunaiamsaeudoyaldgniaus Tnsunanusnisg
[ ¥ 1 = 1 = 1 9) s =1 c; 1 cl 9

avnuwsnaneluyell 1996 (51091 nanfamsadoudeyafsneanomsiuaildainmssu
o L 4 o A " v oo 4 1
Buduvosiledduiugiu B, dhdudewime C (Carrier) waansvin 1918 dofiveuidy s (Stego)
o s 4 3 = o o aa a o
dmsudegdam B, Cunz S1iu gnilewlugluuvvesilediu 2 4 vesifag (x, ) ms

) ' Y
gounsomslfountasludowimzunu'ldaail

Stego-Image(S) = Original Carrier Image (C) + Modifications (M) 2.1
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Tasf  Modifications = 2 m, B(x,y) o m, € {-M, -M+1, ..., M-1, M}

v w akl Ao a o d Aa kY 3 :’
Tayfudanesiuiilszdnsnmge wazlundeuldlumsadaanni

aa | = a A = 9/ Y ) 1 4
Avmea U unnamatiamlsaanlady delims ldausuesuwsnanslunumsdoans
weang  Javmwizlunzaaniy unfafeNIINdIdyanudeanuay Uiy

ar & a 1o o o ° 3 9 ' a ad Hy
YNUIUNIUG TN wisdsvesdyauduie lHondemsasiety  33msiife

E
]

Ll Y] g 4 P =t
ﬂ']'iﬁﬂ'iﬁﬁllﬁuhlﬂﬁﬂcﬁlﬂﬁlu [19] Tﬂﬂlﬂi?ﬂﬂﬁlﬂﬂﬂﬂqu
kY :’ Y o ' =
Yoy {w}, w, € {-1, 1} 9w 1d5UM5n3200 or i Taoudaz w, 9UNI
¥ Vv

qhﬁ’u cr ﬂg

B} =W, s W Wy, oy Wy oy Wy, ey Wy, LWy

1 1

£
nniuhmnswiunwauRy ¢ Tnoldgas

5;=¢;+ QL b p, (2.2)

= A - ' H
Tavi s Aemwignaeumen
A w = P~ 4 g
p, € {-1,1} fedyanwsunuisuiaumduiu o

A W a " a Y o aw :‘nn
o Aedwlslumsdsunuenydge anuduidvesarnidiaea

(j+)er-1 (J+1)er-1 (Jj+1)er-1 5
Wy= Y.PS = D PC+ Y plab =A+craw, 2.3)
i=j-cr i=j-cr I=j-cr
(J+D)er-1
A =mean,(s;) > p, =0 2.4)
f=j.cr

v
Msueneieon NN IWI 14 lnsmnihdyanasuniuioy (py) W Tugian
s { ] :’ o d { =Y ' Y 1 9
AunwignrauaIu naamﬁ“lﬁﬂzgﬂwmsmmumﬁuwmammnqumuﬂ'sﬁmnqum
o ~ s a0 =] 1o
wlsnnaunisi (2.2) TaeAnatiusnoeinyszainantlu o mzutunasuvosmdyau

= A = 4
iﬂﬂ?ﬂkﬂﬂﬂﬂhﬂ'ﬂﬂﬂﬂlﬁﬂﬂﬂﬂ

v v
o s L3 =

aatiuseusadanausnng 114 azild'la w, UAUszanauiiiy o *ol
4 1 f oA 1 e nw A P e
* m, FUTEINTOMA m'; fuud1dTasmsasianuasemuses w, Taofiawiiinen

svierld (m’) szimAsimnn ldnnaunish 2.5
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m', =w', = SIGN(w) = {-1, 1} 2.5)
£ e as 3/
2.4 msuazeeastiaaunuuldaemsisee
wa o sy LY 1 1
doulilulseiamans  uyudldtimsldismadhsvadeyalumsdsdoniuin
@ dwdyglwdq(d [ Y @ o A A ¢ dad 0 g
s dunaudhuiutludy dwdaisddla nin ewmndns Isu ndadyder Ga13 H35dede
anwaulasrhnvaredu ldudies Taonldoudadaus A 1 D @ B w/auwiiv E nas
MmBnyIwae 1B (Shift by 3) Ui fot1ary doamsdideniny “Hello I Miss
s 1 s & 1 1 =711
You” Taudhswenilu “Khoor L Plvv Brx” dudfuaeldimsanas13nenudaing 143509
ay 1 o o Y o [ a
“Shift by 3” #llumsdedennuizimsneasialasidounduly lddennudy
¥ '
amungumadunzaeasiaduuuuaady  dedidrsimdenldmanauadudh
as g v a 1 Hq 9 ar dy A &
ianaznyuaiildlumsoeasia wudnguenldlumsaeasiadesmion wiegnutasun
v lfdsiaduediatioae wumsiduinzoeasiauuy DES 121dnszurumsifen

¥ H
Musnouduazoeasiaudnsmveanueildrznfudu nSemaithswauuy “shift by
dyo w

4 4 s & o 4 ot 1 A’.‘ 1
37 azldmsdon lliazidoundy Faszuumsidunzoeasianddnuazuilifuidsniuh

o i Y . A =q ¥ kY ar v o
Wuszuunauaduda (Private-Key systems) 1i1o31nanauai lfazdossnuniuanududiu

3 o 4 =

= 9 o A -~ o o 1 o Y r:d =

UN A mgmz‘uaqquml“luﬂ"aswmaznamﬂﬁﬂmuaunumﬂm'mﬂﬂ TTUVHINFDDN
y & @

BNl M UELoATH AU UANNINS (Symmetry cryptography)

1 & ! a o o 9/ 1
yroeulsemisnilsvesszuunguadiuiife sSutludesdimsanauazdaeunaun

dllws)wdi

duildiusenieddsdeiudSudadudeuiiveSudamasiu medweunaueiidesily
@ < [y { 4 [y = o @ 4 a wa
Uneansuazillunnwdumniiga  iedestuyananamnhlildneasnia  delumalfia
Y o 3 1 ar g a d a s 4L g as o 1 Y]
uaaih ldnnamn wumsSudadeyanedidanseinmd Gutuiimsililaeads
UUIAAYDITEUUNYLIEFITME (Public-Key system) M191nAINAAN U155
madunzaeasiady ldngualumsdhsiady lmdeusunaunddiuldoeasita Taoi
1 o 1 a 9 [V 1 =i 3 g @ e kY
Timmsaszdrmammavesnyuaildlunsaeasianinavesnaue i 16 wady 14
& 3 o o 9 =) 1 @ o A P v 3
m3aldgnannumalumsimaun) 33msldou Aedeiusmuaunzdasounaueiilgeh
@ o { [ Y 1o o = @ {
s llddndainmsdunid TaoldfududenlnBadunnudy yanaficwannse?
' ¥ ¥
e lddhsvald mozhngueildidsdmiuliannselflumsooasiald sxiifived
o = g o ) @ 1 3 = [ w 1 1w v
Suiifunguadmiuldosasiadu 1wy fiaunsafunazaeasiainmsnngdediand
=y gdy 4 e d’. at s 1 Y
18 uwfafignieruelau Diffie 1az Hellman 11 1976 $935msi 185umsvousuiniedod

4 o a ¥ @ 1 =
gamsilszgnaldmuuuiiat 1aTmsWeutulawl) 1977 Tay Reverst, Shamir iay
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Adleman ldunaimsiduazaensWauuy rsA Fulussuumadhsianuunaueasisusi

'
o w adaa g

) 1 1 =i 4 Yt aa 2 a 1 Y
:.f! ) uﬂﬂNLLWiﬂ'ﬁ'lU“ﬂf]:ﬂ “]f\i(!’lﬂﬂj'lllﬂ‘mﬂ'l'jkﬁuﬂ'ﬁﬁﬂ'liﬂu TZ]ﬂ‘Hﬂ?U?ﬁﬂﬂﬂﬂlﬂuLlﬂBﬂJﬂﬂﬂUiu
v ¥
o 1 ar ar ] [] = —aq 9 1
msfmasane19ni 1y §20619091 Merkel-Hellman Knapsack 330134 14 ugnveanamg
=R ad .
mnmmﬂ&ymmaﬂmmmuau (Subset sum problem : NP Complete) 5015U89 McEliece G[‘?)"
a w o a A aa a4 Y o
‘Y]f]‘kl;]ﬂ’l'iuﬂﬂ\iﬁﬁﬁllﬂ‘llﬂﬁﬂﬂi"l HI9I5N15U0N ElGamal ?'Ill‘wuﬂ'Iuiﬂ'ﬂ']ﬂﬂ'l'illﬂ‘ﬂfyﬁ"lﬁﬂﬂﬂ'l
_ 11 4 [:] Y3 o r e r Qr é = o
stuuuy ludelssuuanuiiia dmsuIsmntuazooasiaduuuy RSA $931u5350 181
4 ydy 9 = a 3 & ° _
wszynaldil TanguinndamanUuNUg MU IUIURIIE (Prime number) A3
Y o 4 da 1 '
wondtlseneuiaauntvualvauin (6]
Y = @ o EY @ oW =]
"}’T'ﬁﬂﬂ'ﬁﬂﬂﬂl‘ﬂN‘I'T’ﬂ‘ilﬁ'lﬂﬂnjﬂlﬂﬁﬂ"liﬁl’]Llﬁgﬂﬂﬂ'ﬁﬁﬂﬂULLUUf]ﬂJLL%ﬁWﬁTimzﬂﬂ

]
s ~

ﬂ o @ = 3 3/ @ 9 g o 9 ]
ANHMUST u‘Wﬂﬂ‘HH‘I’I’NLﬂU? wmﬂunmﬂnswﬁﬂ’JUQﬂgsmmmsmzuummm"lmwuazvln

[~ [

£ 1 1]
uanudy widmiuduneumsnoasialasyanadudi Lilinauedmiuneasiavesdsy

9 u

= v v & o W ¥ @ = Y @ o ulsu ' W = °
Qﬂﬁ'ﬂ\illﬁ’.}‘uu‘ﬂgﬂ'lllﬂﬂ'lﬂ ANHUSNNITIVITH AN ?’N']UHWHW?ﬂﬂﬂ'ﬁﬂﬁiﬂﬂuﬂﬂﬁ‘ﬂﬁ’mﬂ']

¥

nly =] 1w I~1 = ] 1 o w = c? 1 o ar b
AvINl BenNanyuzuman) drod1veslasFumufedt] wuiaiFy 1) = x* mod
o 3 o w o [~ [l o
Taofmuald »n Wunaguuesiiduawz p uaz ¢ uazld b Wudwauduoan udmani
o = Y 3 Aad o o ) =Y 3
Handumanod Tl ddumsdwazaeasdaidiu szdeeidtmsudacilessunsuld Tazty

LY 1 @ o A gu g v Aq Y s o as a
Asues liemsaneasald mshgfuganudunlslumsoeasva (pauadmiunsasie)

3/
=1

o 1 s ] é
wi lddwil Wivumieunudldrnnlszgna (Trapdoor) Faflunay

LY

& 1 9
BB INNT00AT

ot ! 4 A 1 d:!yl ¢ o = [ i
au misenilenduniidnyaeruiia Aandumadenlszqdy (Trapdoor one-way function)

ar " dao A f g ad & a W w
ndedeilenduionnilfduiugmuesdtmsuuy RSA Fawzoiueluidedaly

2.5 IEMSIMAZDATHAGUUDY RSA

v o a gy

G'f'}amaﬁ%'ﬂ1sﬁyu1%1ﬂ%aﬁmmﬁﬂﬂtﬁﬂﬁmﬂ{muﬂuﬁi'mﬂuﬂﬂﬂu‘Iﬁ’uﬂ' Revest,
Shamir 1ag Adelman [4] ldgnilsemsimounsluil 1978 3%‘msﬁyﬁ1§ugmmﬁﬁwmmmq
adlamnans lugumaudduny  fuismamadassneusmaummz  I¥faduiumsma
ANAMaAS mod TumsAuIal (ﬁ'_‘lumif‘immﬁ1ﬂ'ﬁhmumyﬁmﬁamﬂmims) SLTREIR
WaZDBAsALY RSA F9waziBuaded

fmual e wny o Fugueitlithuazosasianuaidy donw p szgridhaa
Tab

C =P 'mod n. (2.6)

MInoAIHaM 14 lay

P =C’mod n. (2.7)
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s

a o o a s 1 1 o w " as
NANQENNAdamans  ddutiumsuegda: lilinadeswunoundelunisen
o o LY @ o T ' o Y v o A 1w W =
EGE 'Vl’l(l‘ﬂLﬁ1’ET“Il!'Iiﬂﬁﬁﬂﬂ']u“r‘iuﬁ‘llﬂdﬂ'lﬂﬂﬂ’lﬁ\‘l ellng d ulﬂiﬂﬂll‘ﬂNﬁaWﬁﬂLﬂWﬂuﬂQﬁuﬂﬁ“ﬂ
2.8
d evd de
P=Cmodn=(P) modn=(P") modn. (2.8)
v

A:i 3 g a dy - o [~ 14 v 6w w 3/
ﬂ\muqmu!,l,im“l‘mmam@mwﬁu azuaﬂymmﬂuﬂmmmsaﬂa"uammu”lﬂ wue
¥

U
' v 2

= =1 o Y Y ar 9 w d o )
asnauaisgiienmnsorh 1§ lansmsiduesmsoeasia dsiidss Tomiadanadmsums

,

2.5.1 9ane3NuANTHa RSA
{ o o = '
2.5.1.1 e ldlumsidisdadsznoudsimauduassdfie (e n) uaz
a 3/ LY | 3 & 1 [ ' clsJ [~1 °
Ay ¥ lumsaeasiadie (d ») dunouusniie M3 n dn¥ALYeIA n Hazilusiuau
I~ ::;.d 1 = s o 1 =
wuhilvnalvgun  ienmsguitvessummizassmie p uaz ¢ lasdnfuds p
uaz ¢ TuuAnzdezifludiavdszina 100 wdn wagarldunm » ssflvwiadszana 200
ar Yy = :b -] d‘ Idy 1 [ 9
nan aunsouny ladasavg 2 e 512 da Fednwouilvaiuvesa » wileeiuls
ac dy o o Bh:!.c'\ 43’
IsMstiasanennnsneasid laaoevy
¥

2.5.1.2 MU e szgadenlasldan (p-1) * (g-1) wvimssuIsma
o v o & . . YV Yo oot wal 14 o W
TUURWIZTUINT (Relative prime) 1A 1A MmN ¢ NTnaausd lifidlsznevudauiy
' 2 awa g " e A Lo
M (-1 * (g-1) Felumaliatuezinenmdmumwiziiivinalungniha (-1) uas

v
(g-1) "isg)
U o o o o =1 P Y

2.5.1.3 MIvmued 4 mgmﬁuumﬂummummmx (e*d — 1) NM1INW

o a 4 = ]
(p-1) * (g-1) a3y lunnndinmans amnso@oueglugiues e * d =1 mod (p-1) * (g-1)
Tawison d iuﬂuﬁ’sﬂmmﬁu Y93 e (Multiplicative inverse of e) Hould Extended Euclidean

Algorithm [15] Tumsmiaves 4

252 f28819MIMUIUVBIOANBI NN RSA
2.5.2.1 aUYAMIAUIUNRYIIA 8 10 180N p = 11 Ay ¢ = 23 aldem
n=p*g=253

2.5.2.2 MUAUM (p-1) * (g-1) = 10 * 22 = 220 Sumwzhilvualngla

AIWIIN 255 (BNvIa 8 1a) N lNiidseneusauny 220 Ao 251 921871 e = 251
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2.52.3 mimves 4 Taeld3snsmaim I (e*d — 1) m3daw ((p-1) * (g-1))
sy Wil @ Tawidy 71 w118 (251 * 71) -1 = 17820 Fam3fu (p-1) * (g-1) fitieh
220 1Aasda (81)

2524 Faiuazld i1 e = 251, d = 71 waz n = 253 Seansauansldnud

¥
pg1aMsazneasid doya P = 100 Aegie 1

AREILARRYo! C=P" mod n
C =100"" mod 253
c=78
AS00ATHE P=C'modn
P=78" mod 253

P=100

¥
nndeduiing ldnuuedmiudsiadio (e, ») = 251, 255) nauvdmiuaeasiia

q o

.
A o Y

r ] 4 [~ a
A0 (d, n) = (71, 255) Tunsainimadsiaden @wu P = “RSA” iWeuaudlusyia AscI
o o CY - | a
14 82, 83, 65 uazrhwdhswaez lddeanudhsiadu 21, 61, 241 TumslFussaviaves
o a 2 1 ;’f A o oA 1 A A v
e, d uaz n aziud g 512 O wiewnnimiumennulasadoitidede'ld
a wa o w o d o =
Tumaliidudinisonfasi iy e uag @ MIAUTUMSLUY 2 = x* mod »)
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% rsa : Encryption/Decryption Function (RSA Algorithm)

& Cipher = rsa(Plain, Key, Modulo)

% is RSA encryption/decryption for Plain text with Key and Modulo
% Cipher : MxN doubles : Cipher Text

% Plain : MxN doubles : Plain Text or Message

% Key : Positive Integer : Key for encryption or decryption

¢ Modulo : Positive Integer : Modulo

function Cipher = rsa(Plain, Key, Modulo)
Cipher = ones(size(Message)) ;
KeyBinary = dec2bin (Key) ;
KeyBitLength = length(KeyBinary) ;
for index = 1:KeyBitLength,
Cipher = mod(Cipher.*Cipher, Modulo);

if KeyBinary(index) == '1°'
Cipher = mod(Cipher.*Message, Modulo);
end; % if

end; % for
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madl 41 wefiFudnnuianainvemsideya & Sauden vnmeiAtaen Tunm
“Twin”
BLOCK CR WATERMARK AMPLITUDE
SIZE BIT 3 4 5 6 7
20x20 50 28.90% 10.24% 3.03% 232% 1.02%
40x40 200 2235% 5.24% 0.84% 0.34% 0.00%
60x60 450 15.43% 1.47% 0.12% 0.07% 0.00%
80x80 800 7.36% 0.76% 0.09% 0.00% 0.00%
100x100 1250 1.54% 0.06% 0.00% 0.00% 0.00%
120x120 1800 0.78% 0.00% 0.00% 0.00% 0.00%

: sd & - s 4 By
maen 42 wesudanuianarnvesmsddoya 8 da/awden nnammhataea Tunm

“Baresi”

BLOCK CR WATERMARK AMPLITUDE
SIZE BIT 3 4 5 6 7
20x20 50 30.12% 11.03% 3.54% 2.40% 1.10%
40x40 200 22.01% 4.77% 0.75% 0.28% 0.00%
60x60 450 16.11% 1.71% 0.14% 0.08% 0.00%
80x80 800 8.39% 0.86% 0.08% 0.00% 0.00%

100x100 1250 1.48% 0.03% 0.00% 0.00% 0.00%

120x120 1800 0.46% 0.00% 0.00% 0.00% 0.00%
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(a) (b)

3U7 4.26 (a, b, ©) AMNMIATIVADUNIW “Baresi” A3 AUBYALLUL JPEG Nseay
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a

EY k4
a o [ 3 o o a ) = 3/
MNVUADU 2 Muﬂﬂuﬂﬁﬂﬂ13ﬁ1ﬂ15ﬂu1NH%Uﬂﬂﬁﬂﬂﬁﬁﬂﬂﬁﬂiﬂi%ﬁTﬂﬁiﬂqﬂ

function Result = trim(Right, Down)
[Row, Col] = size(Right);
Block = zeros (Row, Col);
for &+ L B Row,
for ¢c = 1 : Col,
Lines = Right(r, ¢-1) + Right(r, c) +
Down(r-1, c) + Down(r, c);
if Lines = 1 then
Right(x, ¢) = 0
Down(r, c) = 0
elsif Lines >= 3 then
Right (r, c-1) = 1;
Right (xr, ¢c) = 1;

Down(r-1, c) = 1;
Down(r, c) = 1;
Block (£, €} = 1y
end if
end
end

for r = 1 : Row,
for ¢ =1 ¢+ Col,
if Block({x, e) =
Right(r, c-1)
Right (r, ¢) =

1,
= Right(r, c-1) + 1;
Right(r, c¢) + 1;

Down(r-1, c) = Down(r-1, c) + 1;
Down(r, c) = Down(r, ¢) + 1;
end if
end
end

for r = 1 : Row,
for ¢ = 1 : Col,
if Right(r, &)1,
Right (rr C) = O;
end if
if Down(r, c)>1,
Down(r, c) = 0;
end if
end
end
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msnil 4.3 Wisuiivusandiumsasindeuifianainssnieiimsasnaeuglamuuy

UnAuazuy UMMz NS IHSUMNWARIUATE LIS US TR

SEAUMTUTUMIANNENY

Line Error Detection Rate (%)

Full Image Authentication Partial Image Authentication
1. 5 szAuANNEINg 0.0% 00%
2. % 10 sgAUANNEIN 0.2% 0.0%
3. 120 s¥AVAINANS 1.2% 0.4%
4. 1 30 szAuANNAI 3.5% 1.2%
5. 1 40 szAUANNAIN 8.5% 6.5%

M 4.4 nfFoudisudandmmsasivdeviifanainssnhedtamsasanaeugdamiuy

UnAuazuuummEa U NS UMWNHIUNTZUIUMTUSUAIRNILANA1A LA

FEAUMIUTUAAMIUANA AT

Line Error Detection Rate (%)

Full Image Authentication Partial Image Authentication
1. % 5 szAuauaing 0.0% 0.0%
2.1 10 3zAUANNAIN 0.6% 0.2%
3. £ 20 szAuAaIg 3.4% 1.8%
4. 1 30 sgAUAINTIN 10.5% 6.7%
5. 40 szAUAMNAING 23.5% 14.0%

mandl 45 WSoufivusandimnisasaeuiia HANDIATENIITMIRTRTUFUNMMIDD

UnAuazunmmzdmdmsuamiiinsivdyyiasuniy

seAudyInTunIulunm

Line Error Detection Rate (%)

Full Image Authentication Partial Image Authentication
1. FYYIUTUNIU 5 0.0% 0.0%
2. TYYIUITUNIU 10 0.2% 0.0%
3. Ty IUIUNIU 15 0.6% 0.2%
4. TYYIUTUAIU 20 1.9% 0.8%
5. FYYIWTUNIU 25 2.3% 1.2%
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MmN 4.6 nSuiivudandiunsasivaouiiianainsznieitnmsaseaeuginiwiy

UnAuazuuummWIZaEINEHTUMHNRIUNTZUIUNM ST USALUY JPEG

sEAUMITUdAzUNMIUY JPEG Line Error Detection Rate (%)
Full Image Authentication Partial Image Authentication
1. JPEG 90 0.0% 0.0%
2. JPEG 80 0.0% 0.0%
3. JPEG 70 1.8% 0.2%
4. JPEG 60 3.5% 1.3%
5. JPEG 50 5.6% 3.0%
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13, 14, 16, 18, 20
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5. AundsngUnImiarua 20 2w 87.26%




UNN 5

ajilwanisIdauaz vorauouns

& va o S P Vet Y = Y
mmmﬂﬂmfmumm“lﬂmaagﬂmwmmamaniﬁumsuﬂ"lmﬂaaum_lawwa
1 Y] w A AN 1o 9 A sy 4
ANUAI9Y099AN N 1A Tuszaunilen lush Ifaanwnseanunueveanwiidesmsdoveos
é ==Y = .é 1 1 o 9 %)
nae antszmisninglnmataoalUSnadeyaun Falirzaindemsthamduatiu
o = 9 an { ]
1 lumsnlSeuiey m“lﬁmﬂﬂiymmmmsmmﬂﬁaummgnmwmgﬂmwmma il
amnsaldmsnfSeuivudeyaluszduiamiloudeyadtaoalszinnonld
ar ar an d aa @ 1
AITIUMIShEIANNYasafvvesdeyadtaea Tasldmuoduasneaiuduiiuumg

o

Ay v @ 1 Q@ ad £ aa U ! i o yn 9/
ﬂ‘ﬂ”lmumsUammuﬂmﬁmﬁmwaamagaﬂmaa‘nuwﬁana ua liansmimnlela

2)

s

Y] Y A o "y oy a A A P Yt
vieyaginmlalasase ieannilymainandedu wuafaduuenmilonnilae1d3s
k)

1] o =11 ‘é [-¥] 1 T s E=Y=% (-} 1
N1IHDUAYNIAINDA maﬁmﬂﬁj’f’amﬂueammswmaﬂugﬂmwmman Tagimsyeudoya
[ cv 4 1 4 a a (X=1 T
dyanvaivedaslfluam  weldndesduiniuansnruiiudives udffigaseulu

= o 2 o l:‘;) Y A Yaw o 1 =1 P
msnavimenseiidaeuium 1dde Fagisomuiweseiiuuimelumsiauinsasin

aa @ o kY g aa = o
aougUnmaTnea lavdsvlpsduneumsademedtuainea s lUfenszuiumsidunas
Y
d an o a o =Y (] o A
ATIADUMBIFUATADATIMTUFUN N Tﬂﬂﬂi:gﬂmmﬂuﬂmwauawumwaamiugﬂmw
e 9 A a a B}
nlslumsnmsasavaeunnugndesvesglammwetniilsednsaimla
Tk act ' 9 aa Ao 7 A ]
ATl Imiuaueiimsgeudeyansluginmaiaen  agussasdifioldniae
o aa g) [ @ a d
AoUANNYNABINBIZUA TN Iﬂﬂﬁ%'wmumummaamﬂmayaaﬂymzmmum‘umm'nﬁ Hag
T a [ ° 1 = g/ 3 aa
toulugdnmlasldmatianuuanlsaanlansy Wumsinaauvosiimsldaoduisaea
& & as Y] ) 3/ an gq 91 w
mLﬂummgmﬂumaﬁmﬁﬂmmmﬂaaﬂﬂwawagmmumma 1szyna lesauny

=Y 1 .;v w & {’] a 1 k1 YA w 3
watamsyeumuihuuuasamlaady datluismsseudeyaasluamldianuuzadie
ar as o Yo lt:‘:l”d‘\d ar 1 cay
AUTYNUTUNIU M IRIDmMIasnaeuiuyIvudl §35msdede 11

9/ @ :!' 1 [~ 3 o a 1 -
1 aiednvazmwiznngUawiudaiuuden  wagldmanuduiusvessunis
1 [~ .:{ (K F= @ an o I Yo Py
vesuaazyaennegtIuAsaiY lunmsunuziniwaiaea wﬂw"1ﬂaﬂym$mw1zmmgﬂmww
o 1 1 =1 a w v do [] g/ lr.g r ar 1 -
anTounudurdsvesuaazvaennduwusnueaglunmld was lidusunmsdsuannuiia

- [ ] o 3 = Y

HIOAIINAINUDININ mazgnm”lﬂ“[mﬂ‘%‘uumuuiumsmai}ﬁaummgﬂmm
= o a 3/ a 3 = & aa 9/ kY
2. Imsianyazmwizvesglnmauatuinaiaiuameduainea uazldnisdn
Y

ar ° 4 aa ~ [ o

SHanQUIMsIsMsuuY  RSA  ldamwdudtaeaiiinnudasadouazii iy 1faseaey

3 an B
ANUYNABIvaIgUNINATADA 1A



67

= r g an [ :?1’ = o an ) =
3. umscnﬂuawwuﬂﬁmaasammﬁlummﬂmnuﬂngﬂmwmmaa Taalamaiin
w & aa & da a a ' a )
wuvmseaansy Fadudtmsuiendlssansamuazanununiugomsalaeunlaud
o 9 1 A o d aa :i 1 o 9 =
lugs Mldondemsaunsevavaesuainoa Tag# Livh W5 nmderne

g/ o '

4 ) 1 = 1 =:n o ' Y y =,
HOHUINDIANYULIAUYDUILIAAAIE mimszynalds il HIRUAIANTD
14 o @ d? dy 9 k4 aa 1 =
ms“lﬁwmmswmmwuaxmmmiwsawummgﬂmawmgﬂmwmmaaamauﬂsz
a a g1 a =} =1 aa a 9
antnwm  Tavauisassy lanusnalansovdenlavesnwiniimsn/douunlawdly  uag

[l ¥
ausoasvasumwidumsud lulasiimsdng ldnmnnawiu uazvinsanismaneg

kY
@

= oo = o 3
WoamsoIneuazagwalanail

5.1 aglwamside
7 ! Yo = 79 3 S aa ' Y
nnlsg lowinamaeg 1asuluunh 1 ansodszgndldmuduaineasuiuns
¥ 1 "
FoumuaTaea owasedouanugndesveszdnnld uaziievnmsnanswds ma
o o o v A Y ad PRy 3 dy
manaaeauisensvldnuthnineinneld 3msasnasuivannduiiawisensiaey
v @ a A [
snmau dad wiedngdavesld TavasansnaoumsTegnieqamulveeingluzl
£ -:? 1w =] Hq @ kY @ 4 ar = o
AN gauegnuvwiavesuaenilylumadnsie  Fevnavesiagiegimsasaouly
9 = (=1 ' = a 3 ] 3 9/ 3 a
awazaoaiung ldn lunhamevesuden aziiuse lummsouen @ hmsudlviube
::%, a d v o ' 3 Y 1 Y P
yunvaenla  Dadeiilinadomsasanaeuinldunnnunumudensud lunlavuulasgl
ad dyd 1 9! Y /] 3 s A o Yt
M Asmsiianunumusemsud lvgdamiludayazaieg uanaduly Fahldtan
mzaulumsldnsnaeunnugndsvesdoyaiiriumsnlasuudawd luTas3insaen
P w P Ja o Yy a a =1 T
Ty mnmamsnaaesluunii 4 §33018nTnneiiazagdueniiusaidulnga my
3/
ar d o 1 o a
anwazmsudluginmld 5 dszaudee il TaoSsadrdunuanumumiueinunla
3/
oy
' " ¥
L. MawuTYynusunIu mawudyanasunivaslugdam maud lvdnuuedl
= A &4 a an o 9 [
nnnnaurgaeslsemsie  wiufannmsulasnnmatneailuewdenuduasndu
< aa = ) = T a o A a d Y ) 4
Wunwaiaeadnafmie  wumsiuinmesnmuniosiu  udraununduydulvg
aa P o oA o e a ' ¥an P a
ATNDADNATINILS dmdnsemstiufannIsmsaeuaisihalnoalos FunAiin
v A EY aw dy o LY ;vqn o o o ar o @ o
alsamaniunldluanidtedl  whldownhaieealdnyaziudygiusuniumds
1 [ ¥
woueglujnm  naramsnaasaiiothjUnmidainihdtnen adumsaeunNgn
Y v A 9 o o Y 4 1 3 t:ly 0 :’ @ Y
apsvesgnmiiun  axldnaawinigndes  100%  Femsgeumwthilansavhaiuld
4 1 ]
Uszanm 4-6 n¥ lavldmdwesdyarasuniumidei unsdiddyanusuniulunwia

aa o aa 3 g rw o w o
%1ﬂﬂ15llﬂﬂ\1ﬂ*ﬁﬁ@ﬁ-@u’]ﬁ@ﬂ-ﬂ?ﬁ@ﬂ uuﬁuagﬂﬂﬂ‘lﬂﬂﬂ]ﬂ\ﬁﬁﬁyﬂgﬂlmﬁﬂﬂqullﬁ?ﬂﬂ'l‘ilﬁlﬂlmQ‘U'FJQ



68

s 1 @ Aoy a Y & v A o s

ganasunIniunsueausnmd iddunavlndifes o v3e'lil Faduanusuniund

Aundelndifivs 0 1uez lufinansgnudemmi@inea A¥1ANaN1INARBINITATIVABL Y

w d 4 ar 1 1A

TdnaansgnAsuiiedayamsuniuiia L 20

a 1 ] 9 [ dyd @ 1 1 Py

2. madfumanuade maud lvdnvasiidumsdSumanuainuemng vad

é 1 1 3 _a U 1 d‘. o dy = = =] s U A & d? 1
Tunm e hifimansgnureameh@inea sunhmfdSuivzifulasifadmilsdsiuegiv

) i " 1 1 4 3 an o
sUnmdwindunmiiinnuaimSeiliamndeoud lnu ualaemdoudaglamaiaoani

v
LY

EN S "y oA a A gony o Aa ad b e
rumsdTuudesmanuanaiunseamie 19 Idnmaliaunmaduiy sl ldanih
aa = P 9/ Y eu r 1 1T a
Avaeaiimsnlasuulas wanmsasvdevusy Inkagndes 100% iieszauasdsuail lufu 25
STAVANUITY
) ] ] ] 9 :’J]cj a
3. m3dSumanuuandvveanuade maud lvgUnmuuuiiumsdiugunm
Vet ot :%J @ a U 1 g @
voagUnmininnuganuiu L’flum'iﬂsuafcﬂmmm‘ummﬂ:nmmwgwmw“lwnsmmmm
] A 1 : an 3 4 Y I ' ]
PUIUMIETY  FINANTTNUADMIWINIATABANN  YUBYHUANUUANAIIYDIAIAINA TNV
MwpeUarrnamslsua  Tevazdeshiifumanuunnaisvesdnyazmmniz luasianms
- a & oa 2 y A oy o o A P P
Wisueugadludunoumsnsaouaisdl lagnmsud lanyauziloziinosiduansasie
kY v A @ = 1 a @ g/
aou lagnasuionisUsuail ldinuuanay 15 seAuanud
) ! a o 4
4. msfudadoyanmuuy JPEG Lﬂummr"‘f"l*-uﬁmﬂmﬂmmﬂawlasum“Mag‘ﬂ
& slu'a ad Jo Y 9/ o 9 :J an :-i
M dganylanaly F3mstiildgunmvesgilnindesas wazazatgdeyaawiataeahn
] ] o clwd? 1o a r=1 s a = Y
ousylugUnm  mahmeiivegiuszaumsiudavesdaneshy  wamsnaaeauansld
=] 1 o ) 9 ) P 9/ [ ~ Y]
wunmsasdougUnimawnsoi lagndesdszuna 95% fummnldsedumstivda 8-10
o Y = ] 3 ¥ @ 3/
(@MSUMSTUORRAATEAD 1-10 91nu1n TiTiaw)
Y, = o 9 e w oy
5. maud lwdeuuasiagluam  msudlunuuiifianunanvanouazdudon

| el & ' o v A Y VoA ' 9 ' @ 9 =
NIBoU ¥ llmunsodinaniesyy lddaeuniiduaeustislsthe ualaoialdudqesiing

o

s

- 1 = 4 1 [~ @ o ] a a
Tideyanieingiioglunmiimsnlfouwnlas lihnzdumsadudumis au niemuuson
d;.’ e; T 4§ Y w Af d‘ I 9/ d%‘ d‘.
WuhueamesgUam lunisnaneedeldisnmsanuiunuisauvesnn uazdonunui
1 73 1 lé 3 = W nv aa {
AIUVRINN IR UDNTIUNTIIY winansznuiudeyameiatneauasgiamanniigalu

addq ¥ T ql: 9 1 a = 9 P
UFIAITN IINAADY LANHANITATIVADUTTY 'dm1ﬁaszu"lﬂ31gﬂﬂ1wusxamuaﬂﬂ1ﬂui_m

3 P ) s 2 ' a & dd [ Yy A
gaud v Fsnnugndesvesmsasiedeutin duegiudSinaiuiingoudluluam sedesd

a I 1 =
ﬂ'iiJ']ﬂ.l]thmﬂ’J'l 85% VIVHIAUDDN

g) an _ Fl 1 o v as
mMInsaeUANNgNdesvesslnmaTaea  Ngnud lulaslisrdunimduniiuly
S 3 = u’j 1 3 = 4 @ [
ﬂmﬂ?wmuuuu Lﬂ‘14‘U‘14Gl’t‘)'uﬁEﬂﬂﬂ@ﬂ']ﬁLLHﬂLLUSIﬂUﬂBMW’JLﬂ@i LLﬂSUQﬁ?N’E]'IﬁUﬁ'IUﬁ’]‘UﬂQ

o v - ' v ' P [ 3 o { 3
wypdlumsdndulooignasshimmilaiumsud lutiu gaviIdamuniwfeunlasdady



69

o o q ¥ = A = & ' o q VA o
AsenIh Iinidomensenfasuulasanumunevesgdnmmiely  ldTinginasinig
= { ] 1 @ 3 v w ] Y L] o ) a [l
Wosani hiiueumed Jududayanauandreiull edielsimuaeuiunesmusatae
o A 9 o ° ' A oa < Al 9
\1mmﬂmﬁjaaﬂugﬂﬂmeuau31mmumwnﬂﬁaugﬂmwﬂium3amwﬂumasmmmﬂgmma

o LY o Y 1 g = a a a cg
ya W‘i&lﬁﬁ'lll'l'iE‘I‘ﬂ"Illﬂ?JEJ'N'S'J@L'E'JLLﬁg'U‘]_J'igﬁ‘ﬂ'ﬁﬂTWN"lﬂUQ"Uu

¥ o [ [
5.2 UalaHRNUZAIHIUMINMIIUDIMIAA
] ¥ ]
nAnamMInAaes WuIIEmMeh IdWawniidedinaalsems uazligahasdsy
3 b4
Ugalifiszdninmanniude lsndail
¥ ¥
1. dediinveunailnmsseumeruuuanlsamiansy MRt mstiannsn
asdvaeugUnwirumsud v A lidudewnmin wumsdfudnnuaiaesglam uie
9 ar =] 9 Y w A o L A A a ad 1 uy -
MIITHANNLUY JPEG 1uau gaselinnumuiae luidelimstanitmsaeuaisim
Ussaniam@du i limusoassaeunnugndeveszdnmaiaeaigoud lu/dou
V) Yo Y & 4
udaslAlddudoumntaiu
aw :?‘ 3/ Ey a d Ao LY 1w u’j &4
2. lwnwdvsiilimadisvauaeniidfmuavamedahiunuasisgnm des
' A o 9 @ A a 2 a = = A d
ligmnzeudeoi W dfunwidsneaziBoags danaSnuvesnwornziiswazidoafian
A Mmoo w Y A o o ¥ v o A 4
niolug limhiu ewzdesiimstsuvinavaenldulsiusidoniveagam Fegam
4 ¥ Y o d ¥ a4 o A g
wilen mwnsaldmsdhsiaudenlanaiss awnalumwidoadu e liamsonsieaousy
= Yely ] zg Y o o 1 ] a 19 a
azivavosgiamladanguinniy - Fiveiinnuniuinhziinglddeyavnavesuienly
1 a [ A o 1 3 an A A
unazusnuasludnvazmmnznh lladuaugudiaea orudumadenniiaiduly1é
w =) 3 ar a %
3. diuljamatialumsidisvanuuemsisusvesdeyadnumzimme 1140y
§ ‘y y o W o " LY
nayueiitivinang i Wesnndeinavessuiauden uazanugannlunmsidunzoeasia
3/ £ e 1 aw A 9 < g w
voya laglanuamsisuznlvuialng Tums3teiiaeldnguuvinamnneildlunsg
d'! = 9 1 3/ =Y P
naaes  WalundalumsUiulysdely  erdesinisanvinanauefiminzaylums
o a A
Uszgnaldauesednaae
= s 3 Eg an 4 o Y g o
4. AsimsiaTuaBUNIATNAIUANNGNABIYEI UM NATAeR M TAE1Y
a v a r 9 o 1 v a 3
ansannsauazdadu ldhnmgoud lu luundesluszavla Tdheuasdanutiy o1
=t 3 o =) w 1 = o
unmsasuuitasanieaums lumsiamanuasunlasvesgnmesauududuaviiy

anasguldlumsnlfoufousogameian 18



(1]

[5]

(6]

70

PNE15919949

Aura, T. “Practical Invisible in Digital Communication.” In Proc. of the HUT Seminar on
Network Security 95, Espoo, Finland. Telecommunications Software and Multimedia
Laboratory, Helsinki University of Technology, November 1995. pp. .

Bender, W. et. al. “Techniques for Data Hiding.” IBM System Journal., vol.35, no.3&4,

1996. pp. 313-336.

Chang-Hsing, L. and Yeuan-Kuen, L. “An Adaptive Digital Image Watermarking Technique for
Copyright Protection.” IEEE Transactions On Consumer Electronics., vol.45, no.4,
November 1999. pp. 1006-1015.

Charles P.Pfleeger. Security In Computing. 2™ Ed. Prentice Hall, Inc. 1997. pp. 91-95.

Comiskey, B.O. and J.R. Smith, “Modulation and Information Hiding in Images.”

In Proc. of Information Hiding, 1" International Workshop, Cambridge, U.K.
Lecture Notes in Computer Science, Vol. 1174, 1996.

Douglas, S.R. Cryptography Theory and Practice. Florida : CRC Press, Inc. 1995.

Fridrich, J. “Image Watermarking for Tamper Detection.” IEEE International Conference On
Image Processing., vol.2, 1998. pp.404-408.

Fridrich, J and Goljan, M. “Robust Hash Functions for Digital Watermarking.” Information
Technology : Coding And Computing., 2000. pp.178-183.

Hartung, F. and Girod, B. “Watermarking of Uncompressed and Compressed Video.”

Signal Precessing, Cambridge,U.K., vol. 66, no. 3, May 1998. pp. 283-301

[10] Information security committee electronic commerce and section of science & technology,

American Bar Association. “Digital Signature Guideline.” [Online].

Available : http://www.abanet.org/scitech/ec/isc/digital_signature.html. August 1, 1996.

[11] Ingemar, C. J. et. al. “Secure Spread Spectrum Watermarking for Multimedia.” IEEE

Transactions On Image Processing., vol.6, n0.12, December 1997. pp. 1673-1687.

[12] Jain, A. K. Fundamentals Of Digital Image Processing. New Jersey : Prentice-Hall, Inc. 1989.

[13] Koch, E. and Zhao, J. “Toward robust and hidden image copyright labeling,” IEEE Workshop



71

on Nonlinear Signal and Image Processing., I. Pitas Editor, 1995. pp.452-455.

[14] Lynn, P. A. Digital Signal Processing With Computer Applications. New York : John Wiley
& Sons. 1994.

[15] Manber, U. Introduction To Algorithms (A Creative Approach). Addison-Wesley Inc. 1989.
pp. 294-297.

[16] Piva, A. et. al. “DCT-based Watermark Recovering without Resorting to the Uncorrupted
Original Image” IEEE International Conference On Image Processing., Firenze, Italy,
vol.1, 1997. pp.520-523.

[17] Porat ,B. A Course In Digital Signal Processing. US. : John Wiley & Sons, Inc. 1997.

[18] Rao, K.R. and Hwang ,J.J. Techniques & Standards For Image, Video & Audio Coding.
New Jersey, US. : Prentice-Hall International, Inc. 1996.

[19] Rodger, E. et. al. Digital Communications And Spread Spectrum Systems. New York, US. :
Macmillan Publishing Company. 1985.

[20] Schneider, M and Chang ,S. “A Robust Content Based Digital Signature for Image
Authentication.” IEEE Transactions On Image Processing., vol.3, 1996. pp.227-230.

[21] Umbaugh, S.E. Computer Vision and Image Processing. International Ed. NJ., US. :
Prentice-Hall International, Inc. 1998.

[22] Won-Gyum, K. et. al. “An Image Watermarking Scheme with Hidden Signatures.” IEEE

International Conference On Image Processing., vol.2, 1999. pp.206-210.



HANUHIN

72



73

HANUIN .

menalUsunsu

minaaesiiluaddy 18ssynd19Tsunsy MATLAB §u 53.129215a (R11.1)

[} o aa v aa
euTdsunsy Tumsinszuaumsaduaoduainea uazdeudeyaaluzilnmiinea sou

s
NamsnsnaounNugndesusaginimdinea

1 { 1 =1
1.1 ﬂTS“H"IﬂMﬂaUﬁJBQﬂWWLLUQL‘ﬂHUﬁﬂﬂ

function Result = Block (Picture,BlockSize,Row, Col)
Picture ((Row-1) .*BlockSize+1:Row.*BlockSize,
(Col-1) .*BlockSize+1:Col.*BlockSize) ;

Result

function Result = bavg(X, BlockSize)

[Row,

Coll

BlockPerRow
BlockPerCol = floor(Col / BlockSize) ;

Result
for r
for

end
end

e

zeros (BlockPerRow,
1

1
Result(r,c)

size (X) ;

BlockPerRow,

BlockPerCol,
round (mean2 (block (X,BlockSize,r,c))) ;

floor (Row / BlockSize);

BlockPerCol) ;

o w ¥ a
N.2 MINIANUTUWNUTISHIIUADN

function code = encode (X, Y)

Eatio
X
if x <=
elseif
elseif
elseif
elseif
elseif
elseif
elseif
elseif
elseif
elseif
elseif
elseif
elseif
elseif

else code

R R A -

=32
<=

similar(X,Y);
int8 (round (ratio*100)) ;

code = 0;
-24, code = 1;
-16, code = 2;
-12, code = 3;
-8, code = 4;
-4, code = 5;
-2, code = 6;
0, code = 7;
2, code = 8;
4, code = 9;
8, code = 10;
12, code = 11;
16, code = 12;
24, code = 13;
32, code = 14;
15; end;



function Result = Relate (feature)

[m,n] = size(feature);

Result = zeros(m, n);

feature = cat(1l,feature(m,:), feature);
feature = cat (2, feature(:,n), feature);
feature (m+2, :) = feature(2,:);
feature(:,n+2) = feature(:,2);

for r = 2:m+1,
for e = 24n+1,
Result (r-1,c-1)
Result (r-1,c-1)

encode (feature(r,c), feature(r,c+l));
bitshift (Result(r-1,c-1),4) +

encode (feature (r,c), feature(r+l,c));

Result (r-1,c-1)
end;
end;

1}

bitrotate (Result(r-1,c-1),r+c-2,8);

n.3 M voensHanQUIRITITULIUY RSA

% rsa_pq(bits) : find the optimal p and g for data [bits] bits.

% [p,ql = rsa_pg(bits)
% P : prime number p
% g : prime number g

function [p,qg] = rsa pg(bits)
MaxModulo = 2."bits;
prime_table = primes (MaxModulo) ;
len = length(prime table);
i = floor(len / 10);
% find prime number "p"
p = floor (MaxModulo / prime_table(i));
while ~isprime(p) & i<len,
i i+ 1;
p = floor (MaxModulo / prime_table(i));
end;
% find prime number "qg"
g = prime table(i);

Il

[}

% rsa key(p,q) : generate Key for RSA Algorithm

% [PrivateKey, PublicKey, Modulo] = rsa_key(p,q)

% PrivateKey :

% PublicKey :

% Modulo

function [PrivateKey, PublicKey, Modulo] = rsa_key(p,q)

Modulo = p .* qg;

prime_table = primes (Mecdulo);

len = length(prime_table) ;

Pg_ = {p-1) .* (g-1);

% find Private key

i = len;

while mod(p_g ,prime_table(i)) == 0,
i=1-1;

end;

PrivateKey = prime table(i);
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% find Public key

PublicKey = prime table(floor(len/3)) ;

while mod(PrivateKey.*PublicKey-1,p g ) > 0,
PublicKey = PublicKey + 1;

end;

% rsa : Encryption/Decryption with RSA Algorithm

% Cipher = rsa(Plain, Key, Modulo)

% is RSA encryption/decryption for Plain text with Key and Modulo

% Cipher : MxN doubles : Cipher Code

% Plain : MxN doubles : Plain Text or Code

% Key : integer+ : Private key for encryption or Public key for
decryption

% Modulo : integer+ : Modulo in algorithm

%
function Cipher = rsa(Plain, Key, Modulo)
Message = double(Plain);

mx = max (max(Message)); % find largest value of message
if length(factor (Modulo)) ~= 2

error ('RSA Modulo error ! : Modulo is not factor of 2 prime number')
elseif mx > Modulo

error ('RSA Mcdulo error ! : Modulo is less than some value of
Message ')
else

Cipher = ones(size (Message)) ;
KeyBinary = dec2bin (Key) ;
KeyBitLength = length(KeyBinary) ;
for index = 1:KeyBitLength,
Cipher = mod(Cipher.*Cipher, Modulo);

if KeyBinary (index) == '1'
Cipher = mod (Cipher.*Message, Modulo) ;
end; % if
end; % for
end; % 1if

v
N4 MIinsnmImeriaInealuglnim

% Correlation Function
function result = Corr(X,Y)
[m,n] = size(X);

d = m.*n-1;

X_ = mean(mean (X)) ;
Vx = (X - X );
Sx = sgrt(sum(sum(vx.”*2)) ./ d);
Y = mean(mean(Y));
Vy = Y - Y _;
Sy = sqgrt(sum(sum(Vy."*2)) ./ d);
if (8x.*Sy) == 0
result = 0;
else
result = (sum(sum(Vx.*Vy))./(Sx.*Sy)) ./ d;

end;
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noise) ;

detect (img,

= size(img) ;

function Result

N]

(M,

size (noise) ;

[m, n] =
d

a
b

10;

M-m+1;

N-n+1;

round (b / d));

zeros (round(a / 4),

Result

noise) ;

_1) r

j:j+n

corr(img (i:i+m-1,

¥}

Result (x,

o w
CRWIETUNANTD

SHUNOUDNYY

=

n.5 M3l

compare (X, Y)

function Right

= glze(X) ;

[m,n]
comp

to,o0,1,1,2,2,3,3,4,4,5,5,6,6,7,7;

0,0,0,1,1,2,2,3,3,4,4,5,5,6,6,7;
1,0,0,0,1,1,2,2,3;3,4,4;5,5,6;

1,1,0,0,0,1,1,2,2,3,3,4,4,
2yl 0,005 11,2 24,3, 8,4,

’

6 .

167
=

5
5

’
’

5
4

2,2,1,),0,0,0,31,1,2,2,3,3,4,4,5;

5
5
6
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X+1;

ght

= R
v

ht = Y+1;

19

1.+

i
for j=1:n

for

ght(i,3));

comp (X Right (i,j),Y Ri

end;

end;
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ABSTRACT

In this paper, The problem of image authentication
by means of digital watermarking is considered. A
new image verification scheme based on the test of
relative similarity between neighbouring blocks of
image is proposed. The method differs from other
work which uses similar measure in the way and
image signature being tighly tied with each part of
the image to be verified. In addition, due to limited
bandwidth available. Our proposed scheme can
deal with this bandwidth authentication region
tradeoff, by allowing for variable size regions of
authentication. Experimental result are included.

1. INTRODUCTION

Digital watermarking is a way of embedding
digital signal into a ‘host’ data in such a way that
human perceptual property of the host data isn’t
significantly altered. This technique is widely used
for copyright protection, authentication, tamper
detection depend on the implementation and the
requirement. The propose method is focus on
digital image, the most proliferate media being
copyright violated and easily forged.

Main problem in this research topic is the binary
definition of digital security technique is too strict
and not well adapted to digital image. In real world,
image pixel values can be changed by many of
manipulation such as brightness/contrast, format
conversion, compression, etc. But the actual
semantic meaning isn’t modified.

Most methods currently proposed to provide
image authentication are based on a fragile or
semifragile watermark. The basic idea is to insert a
watermark that is easily destroyed or altered as a
result of image manipulation. By extracting the
damaged watermark, it is possible to detect data
manipulation. The major drawbacks of these
approaches is that it is difficult to distinguish
between malicious and common manipulation. And
it is easily for malicious party to remove it from
host data before manipulation. By adding back the
watermark into the modified host data, alteration
can not be detected.

There is a alternative approach[1][2](4], A
watermark is used as a means for embedding digital

signature which is generated from image features.
The modified version of standard digital signature
scheme is applied for signature generation and
verification process. The main advantage of those
methods is that they allow for a more robust and
precise detection the tampered region. Our method
is different from one cited in some ways. For
example, the use of relative similarity between
features corresponding to adjacent blocks of image
for signature construction and verification are
detailed here. In addition, the proposed method
allows for a detection resolution to be varied across
the image.

This paper is organized as follows; an image
authentication scheme based on relative block
similarity measure is first described in Sect.2 In
Sect.3, a spread-spectrum based data embedding
scheme(3] developed for image authentication is
detailed. In subsequent section, some experimental
results are given. Discussions and concluding
remarks are provide in Sect.5.

2. PROPOSED SCHEME

In this paper, we consider the problem of
grayscale image authentication. Here, an image is
regarded as authentic if its appearance is visually
the same as the original created image. Inevitably,
the definition is subject to individual judgement.
However, given the purpose of image under
interest, as well as their context, it should be quite
clear what one means by saying that two images are
identical or different. In this paper, we are only
interested in fact or information an image convey to
us, not its esthetic aspect.

Feature ) x
Extraction [I
Some Feature
Mean, SO, DLT...

(a) Digital Signature Watermarking
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Figure 1
Proposed image watermark scheme

Figure | shows the basic idea of our method.
First, we extract features from the original image,
encrypt and then hide them using a robust and
invisible watermark technique. Then, in order to
check whether and image has been altered, we
simply compare its feature with those of the
original image recovered from the watermark.

2.1 Feature Extraction

The choice of image features used will directly
affect the type of image alterations that we wish to
be able to detect. Additionally, those features will
depend on the type of image under consideration.
The features are typically selected so that invariant
properties are maintained under weak image
alterations (lossy compression), noise (watermark)
and broken for malicious manipulations.

Figure 2
Image Blocking (20x20 pixels).

To achieve these requirements. We first select
the significant region or interested object to be
protected in image. Then divide it into non-
overlapping blocks (Figure 2). For each block,
calculate the mean of pixel luminance. Instead of
constructing  the image’s signature directly, we
propose to use a feature set obtained by comparing
block mean luminance of center block with these
of eight adjacent blocks (Eq. 1). The relation
between each pair of comparison is quantized to
one of represented by 16 different levels. (Eq.2).

Fo,:': fo_f;

max(luminance)

(m

350

0 F,=-032
1 f,,£-0.24
2 . 20T
encoa’e(.fnﬁ) = (2)

13* f,, <024
14 f,, <032
18 fye038

2.2 Watermarking Technique

In this section, we describe method to embed
the feature obtained from previous topic. We
combine the 36 bits feature with watermark header
(block-size, block-coordinate), as shows in figure 3.
We can adjust the block-size and position of feature
relative with the watermark. So the final feature
will be 48 bits string. It will be encrypted by
Private-Key encryption such as RSA. Then this
signature is embedded into original image. A bit of
signature is spreaded by pseudo noise modulation.
This technique make the signature more robust
against image manipulation. The large spreading
code has more robustness but the limitation of host
size or image resolution is the trade off. We find the
smallest spreading code size in our experiments and
found that the appropriate size is 140x140 or
160x160 pixel. (Eq.3). The watermark appearance
look like weakened noise in protected image
(Figure 4).

101001010...01001 1000 0001 0001
(a) () (c) (d)
Figure 3
Feature Structure

(a) Relative Block Feature (36 bits)
(b) Feature Block Size (4 bits)
(c) Vertical coordinate of feature (4 bits)
(d) Horizontal coordinate of feature (4 bits)

Define :
I’ : Matrix M x N represent Watermarked Image
[ : Matrix M x N represent Original Image
P;;: Pseudo Noise |P € {1,-1}, Mean(P) = 0
S : Scaling Factor
D;: Signature | D € {1,-1}
W : Matrix m x n represent Watermark

W=D;*P;*$s
F=1+W 3)

Note the here * denotes an element-wise matrix
product.
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Figure 4
Protected image that contain 3 watermark (show by
3 rectangle.

Figure 4 shows an example of watermark image.
Solid line and dot line show the positions of
watermarks and features in the image. Three
regions of image is protected, the ball, the player on
the left, and the one on the right. The feature
position is identified in signature. The ball and on-
the-right player watermark is top-left feature. The
on-the-right player is center feature.

2.3 Watermark Detection

In verification process, The viewer uses pseudo-
noise sequence that is same as the one used duries
watermarking process. While sliding through all
regions of image, calculate the correlation between
pseudo-noise and image pixels. The region that
containing watermark  will response with high
value of correlation. (Figure 5)

ey Figure 5
Correlation of image regions and pseude-noise

Then, the signature will be recovered by noise
re-modulation. Then it will be decrypted by public
key and this decrypted feature will be compared by

the feature extracted from verified image.

3. EXPERIMENT RESULT

Figure 6 shows our results using the previously
described technique. In this example, the original
image has been protected using the block mean
luminance. We have removed the ball by cut and
paste, Figure 6(b). Figure 6(c) show the regions that
have been identified by our proposed method.

(b) Tampered image (Remove Ball)
Figure 6
The Inzaghi Image (400x300 256 grayscale)
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c'i“region (#1).

(e) Detection of-alt'e-red region (#2)
Figure 6 (con’t)

4. CONCLUDING REMARKS

In this paper, the image authentication method
based on relative similarity of neighboring block
features has been proposed. Details on the
construction of a signature representing the image
have been provided. The proposed scheme has the
advantages of being able to identify a modified
portion of the image. Specially, it is suitable for the
image that contains many objects. The significant
region will be protected with the secure and robust
watermarking. The method allows for more
flexibility ‘in trading between image quality
degradation, security and tolerance level, and the
data embedding capacity. Experimental results have
been provided to demonstrate the performance of
the proposed works.
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