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ABSTRACT

This cooperative educational was supported by Siemens Limited Thailand
Department of Digital Factory / Process Industries & Drives. In topic "SIMATIC HMI in
Industry 4.0" was commissioned to study the HMI (Human Machine Interface) product, a
display unit. The SIMATIC HMI Comfort Panel is used for functions that are compatible
with the industrial 4.0, such as the Smart Server / Smart Client function to control the HMI
screen via the device, Using the OPC UA Server function to bring machine-level
information to the information level, SIMATIC HMI application is consistent GMP standards
for the pharmaceutical industry, to create a light show by OMAC standards for food and
beverages. To make document for introducing new technologies. For users who want to

apply to automatic control systems in the manufacturing
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AN30%0 WInCC Runtime Advanced wiaulusugnd w3y Power Tag 128, 512,
2k, ak, 8k war 16k (Winffldrufndeiunseuiunis)

WinCC Professional @ wiunislaaiu Panels way PCs @2g WIinCC Runtime
Advanced %39 SCADA System mlaeanals WinCC Runtime Professional WinCC
Runtime Professional tJuszuu SCADA dmsulassadrsdaudszuy Single Station 1U
JUEISTUU Multistation 5235 Standard Clients %38 Web Clients

@N1N50%8 WinCC Runtime wipuluaynmdmsu 128, 512, 2k, dk, 8k, 64k, 100k,

150k 256k wag Power Tags (Winilduinmaiunsguiunis)

2.1.2.2 Options @ 43U WinCC Engineering wag Runtime Systems

s do & o ) - ) - o A A a | v
'WQﬂ?ju‘V]"U'—]Lﬂua’lﬂ3Uﬂ75ﬂ1UﬂﬂLLaﬁm3?ﬁ]ﬂaULﬂiﬁ]ﬁﬁ]ﬂiﬁiﬂIiQGTU C‘YJLaE]ﬂLWﬁJL@ﬂJ"Uﬁ“U']EJGLWﬂqﬁJ']?ﬂ

SIMATIC Panels 1718& WinCC Runtime Advanced wag WIinCC Runtime Professional il

L € o = ﬂl Q‘ L= A = 1
Tgnuisiduluvnnsdiieifindssdninmuesnuiiiey

HMI)

1. Option &13U Basic Panel

- WinCC Smart Server (Remote Operation)

2. Options &1%13U Comfort Panels W@y Mobile Panels

- WInCC Audit (Audit Trail uae Electronic Signature d1miunsldieuiifivedaiv)

- SIMATIC ProDiag (5euuiA3asias Plant Diagnostics @Sy S7-1500 wag SIMATIC

3. Option dM3U Multi Panels

o

- WIinCC Audit (Audit Trail uag Electronic Signature dwiumsldnuiiiideddu)
4. Options d@1%13U WinCC Runtime Advanced

- WinCC SmartServer (Remote Operation)

- WinCC Recipes (Recipe System)

- WinCC Logging (Logging @ w3U Process Values wag Alarms)

v o oW

- WIinCC Audit (Audit Trail d1v¥unisldnuiiddediu)



- SIMATIC ProDiag (55uUuIR3aeMag Plant Diagnostics d1135U 57-1500 waz HMI)

5. Options #@1%15U WinCC Runtime Professional

- WIinCC Client (Standard Client @wsusguu Multi Station)

- WInCC Server (WinCC Runtime difiustasdu Server)

- WIinCC Recipes (Recipe System, Formerly WinCC/UserArchives)

- WinCC WebNavigator (Web-based Operator Control W&z Monitoring)

- WIinCC DataMonitor (N15uanana wazn1sUseiiiy Process States way Historical Data)

- WIinCC ControlDevelopment (Extension by Means of Customer-specific Controls)

o € e’d:vl =3 I
- WebUX (jUuuumsitnuusriwesidudasy uarnisuanmaruniaiv)

- SIMATIC Information Server 2014 (M53l@31g3 wazs1891U78LA Historic Process b

@ 1
VIULLAELUSLYDT)

- SIMATIC Process Historian 2014 ({@$Wlasiiuanisdmivdaninuuazdeya)

. . o A 1 s =l
- Industrial Data Bridge (nN15A1%uan15WaLABAY Database wayszuuled)

- Redundancy (tAnAMunTonldeumI8 Redundant Server)

- SIMATIC ProDiag (5¢UULA3DIUAY Plant Diagnostics #w5u S7-1500 wag HMI)

Specification: Basic Panel 2" Generation

KTP1200BasicDP KTP1200Basic KTP200 Basic KTPT700BasicDP KTP700 Basic KTP400 Basic
Size 12 12 L r ¥ o 47
Color 65,536 85,538 65,538 65536 65,538 65,538
Resolution 1280800 pixel 1280800 pixel B00x480 piael 800x4B0 pixel 800x480 pixel 480x272 pixel
Backlight 20,0000 (dimmabie) 20.000h (dimmable) 20,0000 (dimmable) 20,000h (dimmable) 20,0000 (dimmabie) 20,000h (dwrenable)
Functionkeys 10 10 8 8 8 4
Memory 10M8 10M8 10MB 1088 10M8 1048
Clock Yes (6 weeks backup) Yes (6 weeks backup) Yes (6 weoks backup) Yes (6 weeks backup) Yas (6 weeks backup) Yes (6 weeks backup)
Ethernet 1 1 1 1
RS485 1 1
use 1 (up to 16GB) 1 (up fo 16GB) 1 (up 1o 16GB) 1 (up 1o 16GB) 1 {up 1o 16GB) 1 (up 10 16GB)
SDCard
Printer No No No No Ho No
Maximum PLC connection 1 prolocal (4 PLCs) 1 protocol (4 PLCs) 1 prolocol (4 PLCs) 1 protocol (4 PLCs) 1 protocol (4 PLCs) 1 protocal (4 PLCs)
Marine Approval oK
Hazardous area NO
Ambient condition/ %RH 0-50 *C / 90%, no condensation
IP {frontrean P65 1 IP20
Muttilingual 10 languages
Web-browser Yes
No.of recipe 50
No. of user groupluser 50150
Alarm Yes ( Bit message =1.000 / Analog message = 25 / Message buffer = 256)
VB Script o

U

2.2 Specification: Basic Panel 2" Generation



Specification: Comfort Panel - Standard

TP2200 Comtort TP1900 Comfort TP1500 Comfort TP1200 Comfort TP900Comfort TP700Comfort KTP400 Comfort
Size 25 185" 1547 121" L i 43
Color 160 16M 160 160 16M 166 16M
Resolution 19201080 pixel 13661768 piel 1280x800 pixel 1280x800 pixel BOOKABO pixel 800x480 pixel 4B0x272 pixel
Backlight 30,000 (dimmabie) 50,0000 (dimmable) 80,000 (dimmable) 80,000h (dimmable) 80.000h (dimmabile) 80,000 (dimmable) 80,0000 (dimmabile)
Function keys 0 0 0/3% 0/34 026 0/24 48
Memory 24MB 24M8 248 12M8 12MB 12MB 4MB
Clock Yes (Bweeks backup) Yes (Bweeks backup) Yes (Bweeks backup) Yes (Gweeks backup) Yes (Bweeks backup) Yes (Bweeks backup) Yes (Bweeks backup)
Ethernet 2 (2 switch + 1 free) 2 (2 switch + 1 free) 2 (2 switch + 1 free) 12 switch) 1 (2 switch) 1 (2 switch) 1
RS485 1 1 1 1 1 1 1
USB /USB mini B 21 21 21 2n 2.1 211 11
SD Card 2 2 2 2 2 2 2
Speaker Yes Yes Yes Yes Yes Yes No
Max. PLC connection >=8 PLCs (No of devices of each protocol varies per protocol, please use TIA fo configure & check) 4PLCs
PROFINET Yeos Yes Yos Yeos Yos Yos Yos
IRT Yes Yes Yes Yes Yes Yes No
MRP Yes Yes Yes Yes Yes Yes No
PROFIBUS Yes Yes Yes Yes Yes Yes Yes
MPI Yes Yes Yes Yes Yes Yes Yes

OPC Server/ Client
HTTP Server/Client

Yes / Yes (can be used w parakel with the process knks lo SIMATIC S7 or non-Siemens PLCs. )

Yes / Yes (can be used in parakel with the process links 1o SIMATIC S7 or non-Siemens PLCs )

g'ﬂﬁ 2.3 Specification: Comfort Panel - Standard

&
213 ﬂ’l‘i’h’ﬁﬂ‘mﬂ'ﬁ&lwug’m (Basic programming)

Tunswivvtnasunlulusunsuanunsavile 2 35 A

2131

A5LAL HMI fn838Iuy Drag&Drop

1. Ui Devices & Networks

2. @an Network View

; o A &
3. Fensures HMI munidesnts (unildendu HMI aue 7 i)

4. RNUUaINan luNung? fAagun 2.4

o | < 1% VT < & Y o o ~
5. NAVATIVBUENEAIAINUINY 0181NETIILUUAWAUED AIgUN 2.5

‘gﬂﬁ 2.4 i HMI fae3suuy Drag&Drop

D e oy e
AU & AN x e LEERQ Fee o YRR X ”
R - o - e« e P
s < - -..l vnes ] - = ",
| I . i il -s "
gh Devices & networks i
L‘ R T _‘..--'
i i - 3 v I3
H - iflan
" : i
i 3 &
! ;
I L B ik : F :
g E E e & T LS tprtios  [Ntote b ] agnes B
& — . 5
1 s |
H g st ’ X
.
| s
! 3
e — B g




G o e [k ot o [ s

| e \7 ilinny dloginaalifouseduduuda I

gﬂff’i 2.5 ANsa319 Connection T3 HMI

2132 iy HMI feduuu Wizard

ey el .
1. eulvamani Add new device

a & -
2. AanLaany HMI

v

walwnuaunsal

q

(GN]
See

1 af 123 44" = :
4. \Gonjuvas HMI anufigeans (unildendu HMI vua 7 9)
5. \@en versions Mfiugunsnd
o - = : "
6. VIATDINUBYNW Start device wizard

7. Aan OK

UM 2.6 N15uiy HMI saesiuy Wizard



8. g‘LJﬁ 2.7 Ms@d314 PLC Connection
. il
8.1 mANY Browse
< 4 L% Y d 1 s 2/
8.2 1aan PLC wmaawrz’immamamwuwa HMI

8.3 LfanLATamINegn

8.4 Aan Next

o o ¢ v e 1
gU‘w 2.7 N15a@524 Connection A5 UY Wizard

9. U7 2.8 war 2.9 n15a¥ne Screen Layout

Y

9.1 1d@n Background color

9.2 L ADNANUVAINADINTS

JUN 2.8 N138373 Screen Layout fe3suuu Wizard

10



9.3 @1U03 Header \dan Browse
= o v
9.4 \Fengulonpunifasns

9.5 AdN Open

9.6 AAN Next

< 1 2/ aal "
JUN 2.9 N138374 Screen Layout 835K UY Wizard

10. 57l 2.10 msa¥s Alarm
10.1  1HonFULUUNITUARNaTDY Alarm

10.2 AAN Next

& T unacknowledged alarms
& T pending alams )

-l I Y aa .
gﬂw 2.10 M5a519 Alarm a7g73suwuy Wizard

11



= )
11. 3U% 2.11 n13a379 Screen
111 vhnsadram Screen aufideens
11.2  Aan Next

o a¥unioanasiivdoutad daluid
o Hedoiljunnitoves Screen

A %) v aa X
JUN 2.11 M5d379 Screen MEIBUUY Wizard

& "
12. U 2.12 n13&374 System Screen
o
12.1 \fen System Screen lagnaidonifuiaiasmnegn

12.2  @an Next

v SIMATIC PLE [ @ Disgnosties 16

<[] | Project information | gioyassaziionuas Pt

- m | Vrer administration | 11111¥01 User Adminscration

- EJM""""" FoyarionzBemvonzuy

= Twamarham
< [E1] vifterent jobs mnnlRaun
- wgam T

o B S

— < [6] B

A 1% 19 a 3
JU# 2.12 N385 System Screen mgguuy Wizard

12



< o
13. 3U 2.13 n19d319 Buttons
& yooa % a4 o & a
13.1  enduiagldnuuuminae lasanlunwsesulanin

13.2  @&n Finish

2.1.3.3 HMI Basic Object

rd

25 -i/

| L=
xoqjoo) 2)

3Uf 2.1 M3l Basic Object

13



2.1.3.4 Create Button

L | optioms
gl el Frus @ [ =]

Elemerts

buton is “not pressed”

InvemBTaTag
Reserde
ResatbinTag
Sethn
Setfionlag
Sets iowhil

v [l PLC_1 [CPU1214CACID...
] Q Program blocks
(3% Technolog

gU‘?‘i 2.15 N5 Create Button

14



2.2 1A39918UaYN1580475 (Network & Communication)
2.2.1 Ethernet Protocol : OSI/ISO
E]dﬁﬂ‘imm‘ij‘m’is‘w’iwﬂ‘izwm (The International Organization for Standardiza-tion)
& o | i ) ° R 1 I
wiefientgeqin 1SO lawaun Model aasn1svinuuussuunIstedunduiins grunans Tu
v avd v o oa < = = ° & v a av d a
UagtuldifiededsmsfieansuasiUSouifisunsvihauuueietis  dudavatnq  USeniings
€ A 1 & =3 v a oo & al i I =
guUnsanse Software Ae 9 FusnAgRInNEnmUIIATEIUNIYUAYEIBIANgUAlLLAAZE LTS
4:’{" -] v 41. v = o 1 1 /0 ¥
Model  #ignhuildunieuiieuielidnlanareduismsiauveadazdnldietu  uay
d o s 1 = Y 1 . <l
Model fifaananfieilizanin Open System Interconnection (OSI) 0S| Model 1t Model
Yy a o Y ) A v o 1d W =
fldgradelunisioanswiniu dagtulaniedetneldldeuuy TCP/IP undn udiidawnis Ol
Model ms1zmsuuaiu Layer duanansaneadunimningguesmsinuuuadetieiues
L8 = d 1 5 = 4..-; ig:' A
0SI Model 1481989n1580@15 (Reference Model) witeanidutu (Layer) Inaiifa watud
" i ! " .
1 849u7 7 (Layer 1 - 7) 1o Layer 1 agagdiuanian uasiSestuluauiia Layer 7 usiaz Layer f

P — 4 o ) <
i.l’UEJL‘iEJﬂGI’IllEULLU‘Uﬂ']'iﬂaa’mLﬁsrl’liWN'lu ﬂ\j'g‘l.hﬂ 2.16

Layer / Application

Layer 6 Presentation

Layer 5 Session

Layer 4 Transport

Layer 3 Network

Layer 2 Data Link

Layer 1

Physical

5U# 2.16 OSI Model 7 Layer

15



Ul OSI Model fiazudaidu 2 nqulug fie
- Gus Layer 1 - 4 1389071 Lower Layer

- s Layer 5 - 7 158091 Upper Layer

Application

Upper Layer Presentation

Session

Transport i

Lower Layer Network

Data Link

Physical
5U# 2.17 OSI Model Upper/Lower Layer

2.2.1.1 Layer 1 (Physical Layer)
5 1 = o le A 1 1 )
Juduarsanaziimsivunauanifviamenmesssniamiilideudesswineey
¢ o ] e [ oy 2/ 3 L% | =l
wasvisdesszuy Wy aneiilifuddeyamniduuuilvy dedefllilumsiudidoyaiims g
pgls  Avmilumsivddeyaduiile  dyrauililunisiudddoyatisusiedls 14
wsasuliivinlns

W L4

A = at [ = 1 L
doyalu Layer 71 1 fazupsinuunissudidayafiarDnsuwanuly

DH NH TH Data DT

;:;‘U‘i?i 2.18 n1sdetoyauu Physical Layer

16



ngULanstiansasdayauY Physical Layer uandliiiuin dayavzadusgialsiniy A
'«asgﬂLLﬂaaLfJuﬁmumvnmLﬁada"l,Ué'faUmavm wdsanenafasthdyaansuinulandudy
ToyaiiteddliiaTes Client solu gunsaising qiidmnuanusalunstwidyaaly Wy Card
LAN (NIC) @18 UTP @18 Fiber vidawnideu sdosing q RJA5, RIL1, RS323 Adaeglu Physical
Layer

2.2.1.2 Layer 2 (Data-Link Layer)
& oo o 0 Y 1Y A 9 .
uduivhmihiidmuaguwuuvesnisasdoyadnu Physical Network Teeld Physical
} 2 = A v Gl! = =% o s ot
Address §198a7lagfiuntanazatenis Jeide MAC Address saudisiinmsmsideunazdnnisiu
s 1w o < ] al 1 = <& [ -
Error 'Lumssuawaya VOLANYNFIVY Layer 2 1313¢L38N10 Frame WIUU Layer 2 Nagukuawty
LAN ag WAN
UagUuuu Layer 2 LAN inflouldinaluladiiuy Ethernet wnfige diu WAN Aaziivaiy

wuukanAanuly Wy Lease Line (HDLC , PPP) , MPLS , 3G Lazdy g

46-1500
Bytes
Data

Preamble Destinatio Source
n Address Address

=l 1w
UM 2.19 Frame NM3aavaya

LAN dafinsuusgeseaniliu 2 Sublayers @

- Logical Link Control (LLC)

EEE 8022 Gaazlviuimsiu Layer duuulunisdnlddyanaly msiu-dedoya s
WmsgId IEEE802  udazeygeliaminonssuves AN fidnsfuanansavihansauiule
WNeA I Layer anuuulidududoansiuin Physical Layer Tdansdyanussianlalunissu-
deloya sz LLC aziuRavaulun1suiyu Frame vayalvanunsadilulaluane dyqraszan
Wl warlisndusosaulaideyaardeiuieiotiouuulvu wu Ethernet, Token Ring uaglsl
Indusesgiinsdwiudeyalu Physical Layer agldnissudedoyanuula LLC %Lﬂuﬁﬁ’ﬂmiﬁrad
wianidldtavun

- Media Access Control (MAC)

IEEE 8023 Mmusumsiinsedoansiu Layer 1 uaziuRnvoulunissu-dedeyaliidusa

wazgnAed lnedin1ssy MAC Address vasaunsalinsedty eldonedslunisdstayaainaumsly

17



S3UaeM19 19U 3INAUNIIEINAIN MAC Address 1unalat AAAAAAAAAAAA dslumtanemng

Wu1eLaY BRBB:BBBB:BBBB Lﬁ'aﬂmﬂmqlﬁ%’uﬂagaﬁ%ﬁdﬂmd@m Lﬁaaaﬁlﬁmaméﬂﬂgﬂﬁa&

Uu Ethernet (IEEE802.3) Lfiafmﬁwﬁlua’1'5%’Uﬁmﬂuanﬂﬁ%'u-eia‘ﬁ'auualﬁﬁﬂL%QLLaxQnﬁm AN
finsnsvaevtelianainlumsdidayasie 5136091 Frame Check Sequence (FCS) waedy
a39aeuiy Physical seddesdygumdendmivdidoyaluy driveddeld Slddnendesse
nalnfis§iniuludie CSMA/CD

CSMA/CD Al nalnnisnsisaeunsvuifuvesdeya uu Ethernet difnsimsvuiuifinty

v @ 1

s . . d' v 7 U 1 dl 1 ]
fufazdadyayia (jam signal) senluiislivnaungnditoya waidusennal (back off) iaddlnal

8/
as

A3

[&])

2.2.1.3 Layer 3 (Network Layer)

vhmthiidedayathanedots vie d1u Network Tasdsdoyasinu Internet Protocol (IP)
Tnefinnsadnaiogiumn (Logical Address) iileld8nsBannandstioya 3ondn IP Address foyaign
dunannfumaitslugsuaremaiiilldeguuaioteodotu suduazdosfngunsaliivhanuy
Layer 3 ufifie Router w38 Switch Layer 3 lagld Routing Protocol (OSPF , EIGRP) Wiewn

wumasaradstayatiu (P) tua3enely

Ll

|
]

192.168.100.0

-

—
&

10.10.10.0

|

Connected {3, /10.10.100 Fa0/1

Learned | 192.168.100.0 Fa0/0 100.0.0.1
sUit 2.20 msdedayatuieiotie

Taen15va1uee Internet Protocol (IP) 1Hun15¥191uuuy Connection-less wuneAL
1P lifinnsesaeudeyadndsluticlatenaluy  udifursneneuddeyasenlumeniy
WIUNANER (Best-Effort) insizasiiu Jeyandwaniuudilifislarenns dumsfaylifias &

q

18



deluuindeyaliitiavanavnae Heiuvnsazdesinisadslulug vu Layer 3 3adl Protocol 8ndflaiie

% ' =laia i ' = 1w & ' v o v
Iﬂﬁi’ai}ﬂavﬂﬂmF.I‘V]’NEN:J‘U’JGI@QIVI&JHE)HM%EN‘UEJQJUEH yuFa ICMP LLW@%QWUQSW@QL{JHQUL‘%EﬂIﬁ

Protocol Aillag

2.2.1.4 Layer 4 (Transport Layer)
vvihiusdeusetiu Upper Layer lumsldom Network Services #19 q 58
Application A14 9 31nAUNISlUgIUa18M14 (End-to-End Connection) luusiay Services 19 Tneld

Port Number lun1sdstoyaves Layer 4 agldausii Protocol 2 617 fim TCP uag UDP

e LR P S B R L R R D e R
il LG ENERE TN
Appication ALy B B BAR 0 el g o s ia)
Layer n P P P P
e S
¢ Port
______ @ Numbers
Transport Protocols
Layer
Network
Layer

gﬂ‘ﬁ 2.21 msiieusafiu Upper Layer

dladayagndanldenuiy Services Telnet ludwarevnsgnasasunil Layer 4 flagvhnns
w831 Telnet g Port Number 23 u Port Number #ild@asialumuanenia udilwiunisfiag

Random Port Number fuun s lilanenisanunsanaunduinlaiiudennu

Jatjudennfion port 23
o8!! 14 service Telnet 1liae

Scr Port 1024
Dest port 23

Src Port 23
Dest port 1024

PCA

gﬂﬁl 2.22 A5 Services Telnet

19



ar 3 a

_— do o
Transmission Control Protocol (TCP) dlaaudnwaieidnfiny fa

e

s "o s = 5 1% al ] I

- RUUIVBYAIINTEAY Application Tvivuanawuienazdduuunsaane (Segment)
= 8/ . a 1 o = Qs [~ . . .

- UM3a31 Connection NUNBUNILUNTITUANUBYANU (Connection-oriented)
] 17 =\| s o [

- §imsle Sequence Number WWBIRAINUNITASUDYE

1 A 1 =f <y 1
- fimsnsdeuindeyanddluiisuaeniavieli (Recovery)

U TCP NauaradauatuaeiadvinnIsnsiaaaunaud Uaneneaiunsafnnals laaazyii

U
v = | ' v Yo 1 o ol v '
nsasnsiendasenigduasysuneuy legldnaln Three-Way Handshake welviuuladn

2 A = v

ToyaidsannsnadifiagiulLuey

SYN + ACK (eg)

ACK (Toin azdofiannncn:) 3o

31]17{ 2.23 naln Three-Way Handshake

8NN Three-Way Handshake wan TCP §siinaln Flow Control lilemuANn1sastoy

4 U

[ % 1 - ]

Waindymuuaiadnesgninsfidouasty wienaln Error Recovery Tunsaifideyauisdiu

JA0g :
wiglUaaizds Alivinnisdsunival (Retransmission)

deanunsnvinsdnassavsaudadinvestoyasenidudiug (Segmentation) feufivzdta
Uil Layer 3 uazdoyaiignuuseenagldddumneautilu (Sequence Number) iitalsivanemis
Wdeyaluusznaufiulaagiagniias

i
=i @ @

User Datagram Protocol (UDP) dinauanuniznddgy 79

=l

- hifinsa$e Connection Auneuiiaziinisiuditayariu (Connectionless)

LI 2/ 4:1

=
- ARYaMIEmINNYIBIUIAVER (Best-Effort)

U

- lifinsnrnasuiteyafiddlufeuanemaviseld  (No Recovery)
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1o '

v [y 1 1 P ' .
vl UDP ag@33v1uny TCP LWi"\ﬂﬁJﬁﬂ'ﬁﬁ'ﬁNﬂ']'iL‘U@iJﬂE)ﬂUﬂEJu NUIALINAN Services

v 1 1 L% = 2/ Add ] 1 1
a9 Tdesnu UDP Aaggnadseanluviuiinisanuneneuiidngn (Best-Effort) uaglidiinnsaalal

Y q
o £ =4 1 1t = v
\ietayageyne (No Recovery) vizodslifisuanennsdneng
Y ol o [ ) _ :11!/ 1 &al I
ﬂJEJﬂﬂBJJﬂ’]"]Ni’JﬂLTﬂUﬂWiﬂQ“Ual‘ijﬁ LNSIEREUY Services MUURIY UDP Adunn 11e Lo

TFTP , DHCP , VoIP uagdu 9 1dusu

2.2.1.5 Layer 5 (Session Layer)

o v o < ' . d a v Y
MAUWMAIUANNITDURAD Session WWaAAFRBIINAUNNNUUAIBNS

)2 \1 Session 1 : Src Port 1027 , Dest Port 23

et TELTH
8| Session 2 : Src Port 1028, Dest Port 23

“

Ul 2.24 msfndesewinsdiunaiutatema
detsdumsiaansindeludiuateniaiae Port 80 (iU Internet Explorer) Hefumnsfiag
vinsfesolusanenia Taennsadne Session Fuan 1y Session 71 1 dwu Layer 4 lag
Random Port fiumeduunfu 1025 delumdanemnadae Port 80 s2uinedl Session 1 [fuey
iieseludaanevnadnaiie Port 80 (1UA Goosle Chrome) Hafiumefiasyinisadne Session
7l 2 Fuwn dau Layer 4 Tag Random Port fumstunnidu 1026 dslumuansmade Port 80
udusaz Session Heanene fagneundunndae Port filsdiunisdann vilaninsauen Session

ganla Weaisndsdayauuniatiy

2.2.1.6 Layer 6 (Presentation Layer)

Ymthilunisudavdetiaue Structure, Format, Coding #14 queatoyauu Application
fagdsandunmsludniaens Weglusuuuuitdumaasaems aansadnlaléfy 2 f
Computer @uannld ASCIl Format fnagfeseiu Computer Mainframe agldwin EBCDIC
Format 34 Layer 6 fiag¥n13 Reformat Joya Faanunsaviliie 2 wiesanunsadile Format

o - o @ Y
Jeyanardeansiule
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2.2.1.7 Layer 7 (Application Layer)
yhnthiiRndeseninagld (Usen) fu Application #lduuuiadethe Ly Web Browser

(HTTP), FTP, Telnet tJusiu asUfifia Application MFaueiu Network

2.2.2 Ethernet Network: |IEEE802.3 & IEEE802.11
2:.2.2.1 |EEE8H23

ARNIATIUAINadUTUIATEUETEBEINALAZ AT TEAUWDY (LANs and MANS) Tasld
CSMA/CD 1Huismsiinfieildsaniiu Tslnnea IEEE 802.3 (Ethernet) wagguiuumsudmiuns

< Y o & 1 - a 2 v
ﬁ@ﬁﬁiﬂal‘.}aiﬂﬁﬁgﬁuaﬂﬂﬁﬂUUﬁﬁ*’\]ﬁ]ﬂN“ﬂiﬂULWﬂi’mL@']U‘igl,ﬂ‘lﬂLLaSLWﬂUﬂﬂ@ﬁﬂ?iﬁ@ﬁWiﬂ?ﬂﬂJai&ﬁ

e
MAC vianetaya

mmgmﬁﬁiwmm‘sﬁﬂmuﬁumﬂ@mﬁ’uaamuuﬁmmu Half Duplex uaz Full- Duplex
Avuali IEEE 802.3 viaululvue Half Duplex w38 Full Duplex lunanlafls Tng CSMA / CD
THlunsidrduedetne LAN Aldsauiy

1A5g1U IEEE 802.3 1huannsgiudmiu 1-Persistent CSMA/CD LAN fa Liloannil
oansasdoya Sussmoug aedyyuiielinnlidsandfaselufosqaunan azd
waznrinefavasdeyauaeiuil uinwnanaesanniadeyaumseuduuuey dygyruania
nssufussihefamgnsemenaiiguuagnsevhauduneudslg
Half Duplex Operation

Hunisindedomsuuuvndlanievil nsharedoasuuuiliunsfndedoa sl

Vos o =3
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Carrier Sense: nouazdstoyaszmsrondenanimsastoyagnlveguield
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T ailldnuiidsdeyamariaziivaanainissaidusuuan (Random Time) Al fundvann
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IEEE 802.3 FRAME FORMAT

lnswaiiewos  Frame weyasusnasyiu EEE 8023  AevwiFududnoduiiGenn
Preamble siiruem 7 ludusazludeeiifoyamilouiuminie “10101010” Warunsidhsa
wuuuwaes I W LEE s uAmABLATAA 10 MHz Wunan 5.6 ps elwatenis
annsoddaslurdyyraundmiudads uazneluazduludBuveansu(Start of Frame) wagdle
ouyady 10101011 WeiumsuenmdunisSunuvounsa

wiazilsuazUsznevlumeueninsaaoaiufe uweawmsavosdwazveiu  Fedeq

]
Y e

wesasaiivadu 2 wio 6 ludild Pdnasgavasuonnsalatamadu “0” dwmSulananis
S Ay O o o & o < ) =
sasumuazilu “17 dmiudareneilungy muneenuindeyanasluazgniulaevnaniiniely

nau Msdnvaeiisendt dafuaan)

Bytes 7 1 20r6 2o0r6 2 0-1500 0-46 4

* Destination address | Source address * Data pad | check

I
Start of Frame Length of

delimiter Data field

5UM 2.28 Tasearsunanisy 802.3

1nsgIuAensaediayaves IEEE 802.3

unsgIunnsasdeya IEEE 8023 Aenanimsdsdeyaszastoyadioniunii 10 wne
Unnedunfienuinnsgiu 1BASES finsasteyasnemuduiios 1 wnsdadeduniiudiissey
nsadldlnananunnsgruifeliuiunnsgu

108ASES: (lunsaseyalaglvanvasdoyauuu RG - 11 wiseanelauonBeauuumn
AUYTIGIFATBATNLNUA 500 AT (1640 W) anansnnass Transceiver Tuusdazianiiunligaan
100 ¢ Swrugeaaves DTE luszuuiieunefe 1024 ¢ srezsinasewing DTE aadlidingt 2.5
wnT Nsasdeyalyisuuaiuun

10BASE2: 1Hunsasdeyalaslvansasdoyauuu RG - 58A/U 11 wivanslauanifvanuy
Unatiules mmengsgnveasnuunnadliiu 200 was (600 WA) aunsanasa Transceiver Tu
uinzlnuAliEEn 30 fuaysvagvinaseninei Transceiver fulwnuuun aadlisiindt 0.5 was

nsaveyalyisuuaiuun
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10BASE-T: luangasteyauuy 20 fis 24 AWG UTP viseaeasdayauvundnindeuasly
FIeunBLUY RJ-45 Srarvinesenineda Transceiver fugufasenldiiu 100 was (328 Wa) §u
1 fhslaaniylumoayliiiu 1023 anni

10BROAD36: lemeastoyauvvaelawanidea (RG-59/U CATV Type) ATINENIENEATDT
bNLUUA 3600 LRI 'L’tjmsﬁa{l’aa,ujauw Broadband

10BASE-F: lvaneasdeyauuulauna (Fiber Optic)

1BASES: Tyanuastoyanuugdnindeifinruenivessniuusligsga 500 was dedeya
M 1 wnzdnseiuii
UINIFIUVDY LAN

LAN vpaiaasidluiuvilululagtuldnvuensnsauaduonidu 3 mnsgiulug 4 Ae
Ethernet, Accent Waz Token-Ring deusiazuuuiisneazidondil
1. Ethernet u1w337u IEEE 802.3

Twnsmeansuvulalasiingunamvseluslanoaluy  CSMA/CD (Carrier Sense  Multiple

Access/Collision Detection) 151 Mbps finsmeaneag 3 wuu Ao 1) Thick (nAsgu 10

=

i = o 1 o’al i o é‘
Base 5) lwans Coaxial mu’m‘lwfﬂmmﬂu IﬁBLLmazﬁgﬂ%uaUﬂimﬂﬁamﬂ Transceiver {udaltou

1
@

uazan Transceiver Hoanlufisnise LAN aglvanedu 9 #i3enan AUI cable 3nfiwila 2) Thin
(@m3g1u 10 Base 2) lway Coaxial vuadnlasieiu leidrensaanduaise LAN Tnelinesd
Transceiver-Twisted-Pair (1195§7u 10 Base T) lvanealya (Unshielded Twisted-Pair w38 UTP)
adwanelnsdnyisssum  meanvianen 1ATes Ly 8 u3p 16 ieTeadiunasisiuans (Wiring
Concentrator #30 Hub) iiniuanednume Star Tu 9nduiweinfuaisuuy Thick wie Thin
WelToulesseninausias Hub Bnfinilsvdontanasswing Hub feany UTP
2. Arcnet

lynnsmeaneuy Star Aelvany Coaxial WUy RG-62 (milouillyneasveaiommuimnsa) Tes
yeRaafugUnsaisinasfiFona Hub &1 Hub Hanunselestueadutuqlddnge Tasding
inaummIelustaneadunuy Token-Passing Wi Arcnet fmanuisa 2.5 Mbps 3es1nin Ethernet
wiazgunsalag q Alsiargnnindasiduiu widagdulifeuleiuas
3. Token-Ring (11#3g1u IEEE 802.5)

ﬁmm%ﬂmamsa%aqumn BM lymsmeansuuy Ring Aetlunawmnuiessnuyniadosay
ATUTEU uiluneufufasmeans 2 Tranfunaessmasfliiona hub wie media Access Unit
(MAU) iindudnuaigadion wuu star 3u (winldasgeds 4 aswundady ring og) lungunam

#3alUslaAoa LUy Token-passing A uisa 2 4dla Ao 4 Mbps Waz 16Mbps

26



2222 IEEEalZ,1 ]

msgIunanvesszuunienglsaeuargunsalinsevisliany fie umsgIu IEEE 802.11
L‘Tjummg’luiwmﬂ%a!ﬁ'}ﬂlﬁaﬂﬂ“ﬁgnﬁmum%ﬂﬂa Institute of Electrical and Electronic
Engineers Jadusspnsimunmsgiuieaiunisdoasvesgaamnssunonin wos Tnsluaiu
11AsgIU IEEE 802XX tusnifueafenfumsioaskiuniotns 1wy IEEE 8023 Afaunasgu
veuAiatisuuy Ethernet Taulusuden IEEE 802.11 fazdunisdeasiuinietrousidunuuls

& & a & | da & o o w
AYUULDY AMIZIU I[EEE 802.11 UULiﬂJﬂigﬂ?fﬂﬁjﬁﬁLLmU A.A. 1997 NqﬂiﬁquWLﬂﬂmUﬁﬂﬁﬁm@ﬂqﬂﬂ

'
= = o I

) v o P
Tugnuwmalulad Famvuassuumsdsduaianisanusa 2 Mbps waglainswamuiSesun ney
=l 1 & = = 1 =Y u'j @ al o =
UFIUEDYRYMIEBNUAY 9 d3U AR a, b, ¢, d, e, f, g, h Way | TnourazsiantunLiianwuense
R INTeITIgasBunaneiuly Famasann 9 nqudesidl ImsWmwininsgiu IEEE 802.11 Tusiu
1 :? =3 v o A o o _ _ s
fnqauEsaduLadslalinsiieunsgiunwauas awandausuaznanoanJunEn oum
o i = s dl o 1 _ s A s U 1 = o a
ganndmie Inendndumusnfioaninsdmiedundaduniinuleongudes b Juilwie
' ada & 4 ]
UINSFIU IEEE 802.11b Tuu A.#.1999 drumrmdnisuly iewmu Ae 2.4 GHz Taefiaaunsqlunis
) | v 1 v ' a w el = & - v
Su-detoyagegaegi 11 Mbps lanwainnsundadiamngudu Jadunauiunesgiuldsunis
o 2 A w - | = O o =l < =2 =l
vonFuuazilunginunniigaludaell antudenudie nay a feenmudgegeiis 5 GHz uazd

= o A o i i v W
A§IEeEnd 54 Mbps Tusilliiien a sxiind b uay c azeenuilmiluouiannuidnys

q

k2
s |

wirgduagiunumsgruveanaulavinasanoufszeonlasou tasliuswumuionys

M3l 2.1 LemIu1msTU IEEE 802.11, 802.11a, 802.11b, 802.11¢

27



802.11

802.11a

802.11b

802.11g

Standard Approved

Gulsznald

July 1997

nsng A 2540

September 1999

Aueu 2542

September 1999

ffuge 2542

Draft stage Completion

Expected in 2002.

Available Bandwidth

e
wauAl1mdnansalvle

83.5MHz

300 MHz

83.5MHz

83.5MHz

Unlicensed Frequencies of
Operation

o
¥29a1udfausalule

2.4-2.4835 GHz

DSSS,FHSS

5.15-5.35 GHz,OFDM

5.725-5.825 GHz,OFDM

2.4-2.4835 GHz

DSSS

2.4-2.4835 GHz

DSSS, OFDM

Number of NonOverlapping
Channels

o w Y e a
ey uiiluivdeuiu

3 Indoor/Outdoor

4 Indoor (UNIIT)
4 Indoor/Qutdoor (UNII2)

4 Indoor/Outdoor (UNII3)

3 Indoor/Outdoor

3 Indoor/Outdoor

Data Rate per Channel 8msn

N9EIvaLanavYas

1, 2 Mbps

6,9, 12, 18, 24, 36, 48, 54

Mbps

1,2,55, 11 Mbps

6,9, 12, 18, 24, 36, 48, 54

Mbps

Modulation type DQPSK(2 Mbps DSSS) BPSK (6, 9 Mbps) DQPSK/CCK OFDM/CCK (6,9,12,18,24,
vilnvasnisuengiatu DBPSK (1 Mbps DSSS) QPSK (12, 18 Mbps) (11, 5.5 Mbps) 36,48,54)
4GFSK (2MbpsFHSS) 16-QAM (24, 36 Mbps) DQPSK (2 Mbps) OFDM (6,9,12,18,24,
2GFSK (1MbpsFHSS) 64-QAM (48, 54 Mbps) DBPSK (1 Mbps) 36,48,54)
DQPSK/CCK(22, 33, 11,
55)
Compatibility 802.11 Wiiii-Fi5 Wi-Fi Wi-Fi at 11 Mbps And
AL Auld below

1. Wwm337u IEEE 802.11

Wmsgu IEEE 802.11 willoufuunsg u IEEE 802.3 Ethernet slafuiaTodns LAN wuuly

a1y ay

IEEE 802.5 dwiuiA3ot1y Token Ring agnalshimunnsgiu IEEE 802,11 9ssA

au’La‘LUﬁ'szﬁumaqmaaaﬁsﬁwaq ISO Model (R@ Physical Layer uag Data Link Layer ) ey

virln Application, Network OS, Protocol, T3uiis TCP/IP la qfinmuanansalesuuy 802,11

Compliant WLANs léidneq wuiienfulsauuy Ethernet Tngvig ldanmsgiu 802.11 dlunisds

doyeyrauuundwingiinud 2.4 GHz daduanud ISM (ndustrial, Scientific and Medical)

1w 8 [ =] 1 o o [ 5 o | e
awmmawaa&a‘tmmUam'm';mmﬂaumam A 1 uay 2 MbpS EVUU Imﬂmmmummmaammﬂm

“ﬂé’ﬂagj 2 guluy AB DSSS (Direct Sequent Spread Spectrum) wag FHSS (Frequency Hopping

Spread Spectrum) FYRARALINAIINTIUIBNUNMIS NsAdIM 2 JUuuuarldannuning

VOIOIFY YU (Bandwidth) Mun nnsasdyg MUy Narrow Band wavinludtyaiadinaim
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LIININNITIBHDNITATIVIUNINATMUYU Narrow Band #AU81unvsiaisnisinalilunisia
5 (d‘ =:l -] =Y 1 as s
nmunslenuangunsaldn q NazuvinlussuuinUgw Tnenisdsdygaunuy FHSS dygimay

as e

o v al d & o v v e = 2
ﬂiﬁiﬂﬁ‘\]’]ﬂﬂ’l71]ﬂ‘WLNl‘L]EJ\‘1’EJﬂﬂ??ﬂﬂﬁﬂ@lﬂ@'ﬂﬂ“ﬂlﬂﬂ?ﬁﬂﬂhLLEFJ‘ENR]Siﬂ‘ULﬂWWBGD'iUﬂUGYJﬁ&L‘VI

U

[
@ e '

WU a@unsasdg Uy DSSS aziin1sas Chipping Code lUfu&ununnuuAayaTsig Feaeil

e

v oW oW W & A

lmzisunuMaaniuiaeg@dures  Chip  dwsunislsnussuuniatisuuulsaeyniud
=i e 1 d 1 A dy Eil el OJ oo
DSsS fippuantiFilaniiunagin Throughput fisnnndn eds qilesiildinsiaunauldsnsns
defoya 11 Mbps sunsasuuy DSSS wastduinmsgiuilanauyes WLAN winfumdssessu
WNSF 802.11b ( dwmndededeyage 11 Mbps ) danunsavhausiudundadundsiheuiv
WIAS g1 DSSS wuuinn 802.11 ( dnsidstnedena 1 uar 2 Mbps ) lausiseuy FHHS azgnluiu
cdao w 1 & & N : AHL I o [ o I
gunsainiimaedailu Application Mloaulugum  wu Insdwilsareaud 2.4 GHz usagly
NuImuRdnSm DSSS luld
2. 4wIgu IEEE 802.11b
= g < " v v [ <
wmsgiu IEEE 802.11b  Fulunmsgrusruuiaiednglsamenlasunmseeusunniaalulan
=l - al 1 ﬂl = = s o L) l=l
wWs1zdnsUaMNaUNNATEIUBULAEINEN MO BN NI BULAIUINLAZ LN S MR BTN
UM IEEE 802.11b Wuangalasunisaadelviinn Wi-Fi lagldiunissusesuinsgiunazinug
= 1 =l " N R “ = L/ =]
wazidunlaungy WECA 13e wireless Ethernet Compatibility Alliance #iUsznausiizaun
910

- a el @ ' i .
Nﬁmiuqmﬁmnsmaauﬂ'gLmai‘tjamama 3com, Cisco Systems, Intersil, Agere Systems,

el

Nokia wa Symbol Technologies Faagtufidefiaindnainuismene q 8121 110 vismdndau
aghuasgil dwiusieasBuadunuantives IEEE 80211b azammnsniu-defoyaldiae
ﬂ’]’l‘JJL%?q\‘]Ejﬂﬁ 11 Mbps Ima%mmﬁﬁu%mﬁ 2.4 GHz Tuwatinnsasdyaimuuy DSSS lnee
munudiladu 1SM (ndustrial, Scientific and Medical) Band ainsefuauiaiideutnasiae
yiléiites 11 Mbps Wt Werfisuifuszuu LAN wuufiaefiunasgrudagdu agitsesu 100 Mbps
uavaNaMNAsEIUAMANSY 1 Gbps fdudufiveuiuuariouluauinniudos q Az IEEE
802.11b ﬂ?uﬁiau%ﬁm’iﬂmnlajLﬁaam'}ﬁguﬂﬁum’m?ﬁmqﬁ 2.4 GHz 7 IEEE 802.11b lvagiudsd
gunsaidu qillvnusgsovatseiin lwu wnlilasw wie nsdwislededannilgunsaivanil
vieweylng 9 fuiaSetne IEEE 802.11b Avghilvanuiilunmssuddayasias uigamuifenis
lyanuinduingiireudnediios 2.4 GHz duvilu IEEE 802.11b fszsemnslunisinnessaring
gunsalraudhalna vilwyaiasenelsanauuy IEEE 802.11b lisidudesiionsudsdynu wiod

LS8N Access Point %38 Hot Spot 1ntin dweusgndaailydiglan
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3 Mg EEE 802.11a

UM5§IU IEEE 802.11a TinTUNEIN1TINNAIAYRLATE I IEEE 802.11b Tnenansinin IEEE
802.11a flgawauiivilena IEEE 802.11b assirnuiilunisivddeyatuasiiind Ao whld
geqatie 54 Mbps uaz$and1 IEEE 802.11b Tuynszeznie (mmbwensse  wglsaneyn

o & = d 4 a 1al a4 g aa

WnsgIuIzanaudlesrermannty) laelinnudriuingegn 5 GHz Fulugrupnudingues
Unlicensed National Information Infrastructure (U-NII) Band #iAn3indndvedainudivisnas 300
MHz Tasudaty 3 sedu sedivaz 100 MHz Ao @, Uhunans uazas Fewsazseaudseiuinng

Y] I

awmm’meLLasﬁ”maaLmﬂmaﬁ’u

a o 8 dd o =t o w
- EIUAUATTAUAT (Low Band) B1uANNNYINGIMAIN 5.15 §18 5.25 GHz Masas gedn

WINAU 50 mW

- uAudsERUULna (Middle Band) enuaaudiivihenuenn 5.25 & 5.35 GHz #e
MAENEFANIAY 250 mW

- mummﬁw@fuga (High Band) 81uAMNATY9IUAIN 5.725 9 5.825 GHz e

geaamniy 1000 mw

o w 1 4 <l ol 1 oar E=) <
iﬂﬂﬂ?ﬁﬂﬂd‘lﬂqxﬁ‘ﬂﬂﬂLﬂ'ﬁ@ﬂiU-ﬂﬂﬂmmﬁm‘Uaﬁﬁa‘ﬁUULﬂ‘i@‘m&fl’iﬂ’lEJLLﬁ%?i’Nﬂ'J'WlIﬂ 58 GHz %

as a

Wluanunspdsduanadasanussiintemsuiatudnoimsuisld  awunislvaunelueiais

<

wlsanilugnuanuisedutunaniuage slusudnmanusalyeldie 3 e anud udlgm
Bewamngmnaieiuaduauiiszdu 5 GHz Alusouglsuasysumadiuiivermuadeudis
w3eAsa Ae luglsuidsniwennassiudusewing IEEE way European Telecommunications
Standards Institute (ETSI) anulutszmadiuoynalvlaldiamssmunnuisiniu

sriumslvaulugruanudiiunas  wazinddanunieesdyaasiuiumiiu 200

MHz anansodeteyalamednsnigaants 54 Mbps ladusalatlamdnnsdedyaiuniuiden

' v

ol o =] = \lﬁ

Tnednsudwin qnsen 9y Lﬁaﬁﬂ‘ﬁmmmmuﬁ’uﬁ%mmama‘?’m"dmﬁmm’lmwmam’lLiaqdﬁu

muitldsuounlularaseuiifingns assawuanislenuld 8 8 vesdaalngliiudout
uslasyaadyIuIAINNTIWMIAU 20 MHz I’Uﬂﬁilaﬂ@l,a“ﬁ}mmu OFDM (Orthogonal Frequency
Division Multiplex)  Tumsasdyradadunainnisasdyasuuendudunuides |
(Narrow-Band  Subcarriers) warilnnuniudasesefuunazanuigesasiinuniiamiu 300

[

o L7 A 1 L2 dl 1 o gl
KHz dmu 52 %09 dyauenuddesdyngiunnungesasinisiuwasdtayalasasivuuy

]
s s = =

iy ausudygraaslasudeyariuansendiy  Jalufiminearuindeyadiasasiiauisivg
wazmeansamrsiledlunisasdyain wey avduiedesiunisagmevesdeya (Data Loss
Feature) 34y Forward Error Correction (FEC) wnlUlu 802.11a medaaziiianizly 802.11a

wnrfu (lawulu 802.11b)
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4  UwI§7U IEEE 802.11¢

Hunnesguiimidsegssninnisiann - wegmainazaansenmanaldludisaned 2002
qeusiuves IEEE 802.11g Afonnslindumnuding 2.4 GHz Sudunduansisueldsuougalily
nulalaglianguinewmiiouninsgu IEEE 802.11b usldinaluladuy OFDM lumsdeadayayie
vilidAnsagegaunnndt 20 Mbps wileunnnsgiu IEEE 802.11a gauiuiidrdnyues 802.1¢ fide
annsaldnusiuiy 802.11b Afegudle

Tassadmsvhauvesssuuiaetielsans Tussuuiafednelsany IEEE 802.11 tuay uusse
sutureanaluladoonidu 4 sedu tule PHY (Physical Layer %39 %umamw), MAC (Media
Access Controller w?aﬁamuauﬂﬁwﬁﬁaﬁa), OS (sguuUfjuRnig) wazApplication (WonwaLATu)
Tny PHY viodumenmiduiifeaiuvesensauasiuus wmsgrueendu a, b uez g laemniden

I = [V 1 dl = = a4 Y] a 1o [ % as M v
cmaﬂuumﬂum'l,mmmiaaamiﬂulmgrsaaL‘m‘wLﬂumwmwmqﬂuaasmmmaiuawa:&aﬂululm Tae

2w
P a

Uagiuluauves PHY degviadu 4 w1msgu Ao a, b, ¢ way IR (Burlsiisn) aruneanie MAC
ﬁ‘j ] = o ot o =4 1 o 8 <
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vosumanwaudenuilaidunshauimanvesteruuaamzres OPC Classic lunsoud
veela
Fmsuvunasseiuiivssadmnsvesteimuauuuia:

- Aanuwhiiisuiuvealendu: Yeya COM OPC Classic ﬁewmwgnﬁiaﬁu UA

=4 =3 & &l 2/ A
- anududaszreuwnaneii:  nlulasreulvsawmesiileglulaswaieiugussuy

.3
Aa1In

- AuURennE: NMSNTIHE, N15TUTRIRNNYNABY UALNIIATIVEBY
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Functional Equivalence

OPC UA ls¥umsesnuuuniilelfmunsaifiuussdninmuasiindnriuanansnves
YorimmuAan OPC Classic lu OPC UA fiflsriduiisuniniy OPC Classic undsilmnuaunsa
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Vendor Information Model

2 - Information
Models

E'Llﬁ 2.29 Information Modeling

2.3.3 OMAC (PackML)
ISA-TR88.00.02 (PackML)

)

HNAR 2 siewustulsraunisainisidaun PackML  TuniseenuuuwayasnanInddinsagi
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4 v X s,
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v a

ANAALATEIUTIAMSITIIULNANUIINTLENU PackML/ISATR88.00.02 Tnaanenin finusives

Y

wiadlilennuwiiian uasnansuuuuaumavsneile 1y PackML/ISA-TR88.00.02 OEM av
WUAY:

© AnseenuuY, Msad wasnsEuaumsMSimns Uiy

- manedeurdnsusinietularsseznatlunisadunsiiguas

- msnevdvsIRenAnAsiLazsaunsTIsERuiE Y

- anmlgaglunissulseniu

8

- msinausugnAladeTy NMuATymvaIMsvIswagn1sUSNsaEAINgTY

@/

- msWaAasweilnd o 153y

s

- landndueiniianningy

41



Busiildany

OEM fifesmsTdsuuuuves PackML dwiuddansanugiaiesinsiiaesaniunisaifiuans
Tuguit 230

1. PackML Gateway Unit/Machine

2. Full PackML Compliant Unit/Machine

= Unit [ Machine

Uned for controliing machine operations PackML
(drives, valves, E-cirouit, et ). The
whtware code can be structured Machine
aceording to Make2Pack (154/Oraft- State
$6.00.05-201] [Rel 588-5]) Manager
Unit/Machine
Control view

E‘Uﬁ 2.30 PackML Interface vs State Manager

ar Y | 2 o w a w - a
TUsunsudnn1san urnsanna PackML aglddmsunisdoalsiulasosain HMI wIeszuu
173 dI as na' v u'/ - -al - L3 d' o/ Qs
mMeuen TiieFuanuiiusiy, ven, waadansn wiswdsullamiiivesvauases NS
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N1SAEUIY 1115030 LASIAS19M 1L Make2Pack (ISA / Draft 88.00.05-2013)
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PackML State PackML
manager State
Gateway manager

PackML
asfzte @ PackML/ 15A TR88.00.02

manager B Make2Pack / ISA 88.00.05-Draft

"Other code” - Legacy equipment

Unit Unit
Machine's Machine’s
Existing code Existing code

Integration levels A B C

gﬂﬁl 2.31 PackML Implementation Types
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Mettler-Toledo
Tom Dorward, Product Manager, Mettler Toledo
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Usendanaiuaziduves Mettler Toledo
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dielsifulumudermunuesgnén viesudusosiionansiisndudesndadesiumsaue
shsiaunsgIuLazufinuesgni visdeifouandiifiudsiinaniunazldsusud Sunsn Tukaus
Mettler Toledo's AUy PackML tenansfintaanaaaaiu PackML wnsgrundugiudmiuns
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Axon
Christopher Thomas, Director of Controls Technology
Ken Nyren, Engineering Manager, Axon
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Axon Hulumaafifvun uaaeInmMIBuduLaLSAFUAIDIAaTanaY 40% mauil 80%

10ATDY Axon aansaihndunildivsuazldunsgiulunn quases
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2.4 SIMATIC 10T 2040

2.4.1 WUIRAUDY SIMATIC IOT 2040 (SIMATIC IOT 2040 Concept)

wAndaust SIMATIC 10T hiauelegiuiidustavsnndauanzvinsauazBavguiianusn
Weulusunsueae Arduino, node.js ¥3a python iangdmsu developer ﬁﬁaam‘iﬂ’nuﬁmﬁﬁju
PBITTUVINTY

SIMATIC 10T 2040 «Ju Open industrial I0T gateway Miatiuayuisines wagiininngu
Tmifidesnsdla 0T (ndustrial internet of things) lnewenain protype WaILAE
opensource 9MNUBIABENN Arduino, Intel Galileo 3o Raspberry Pl Lﬁaﬁﬂﬂﬁmﬂ‘ff\imﬁﬁa

1072040 lailai PLC (Programable Logic controller) Lwilﬂuauawamﬂ‘] IOT application
wu iiudeyasnn PLC wialwuweiaingaludldlulan Tnasiosnsawrdifiundu Arduino shield 14

SIMATIC 10T2040

- Intel Quark X1020 processor

- 1 GBRAM

- 2 x Ethemnet interfaces

- 2 xRS5232/422/485 interface

- Battery-buffered real-time clock

Top view
Front view
Bottom view
@ Openings for push-in lugs for wall mounting Securing device
@ Markings for the installation of antennae ® RESET button for the CPU
@ Power supply connector (® USER button, programmable
@ COM interfaces (RS232/422/485) (@ Ethernet interface 10/100 Mbps

® LED display, see section "Motherboard (Page 49)" @ Ethernet interface
10/100 Mbps, prepared for POE

Cover on left @ UsB Type Micro B
@ Cover on right ® USB Type A
JUT 2.32 Unanainterfaces ve4 SIMATIC I0T2040
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3.2.2.1 Faceplate with UDT
3.2.2.2 GMP
3.2.2.3 OPC UA Server
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3.2.2.6 PDF View
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3.2.2.1 Faceplate with UDT

v . =~ ~ o o v o
Faceplate 1Uumsa$e Graphic User Interface wnsgrudunnielduiutoyah

willouriuma1eqga Tun1s monitor %38 control Taffe YeUszndaailunis Engineering uas

< =l [
WunasgIuneIny
MACHINE 1 MACHINE 2
MODE STATE MODE STATE
L1 1 6 | L1 19 |
Product / hour Product / hour
-]
Energy (kWh) Energy (kWh)

Taelunismeamazdoulusunsunaaaunisiaaruaiunsavinla st

EJ s 1 2/
5UN 3.3 fee9msld Faceplate

10T_PWA-Box-1 » HM_1 [TP700 Comfort] » Screens ¢+ Faceplate OMAC

V)BT USK:E: Arjbs s =t —2 H

adn Faceplate duuvudan

MODE

STATE

{00000000 | {o00noooo |

Product / hour

Energy (kWh)

o

MACHINE 3
MODE STATE
L 1 [ 8 |
Product / hour
Energy (kWh)

MODE STATE

|oommooo | Ionﬂoooon I

Product / hour

" 00000000

Energy (kWh)

h o

n Copy Ctri-C
W 159 Create faceplate
3 Delete ‘___J Del r
Ahgnment >
fa] Add type x

Gt
- o Define the properties for the new types
Ar

e selecine clgecss sl be siored a1 me s o the Mrary

A

Ev Tpridy P vanon auBer e (omment b e
bt e
e
o i i — ;
ct 1
5 cr W Amundoli faceplate
{gqFr

—mm

zgw

AanAmiiaInsimun nduadnen

U7 3.4 158379 Faceplate

1. @591 Faceplate AULUUTULN

2. anmguauisiensadinlu Faceplate > Alinun

3. \dan Create faceplate 9 ntuarinATuan

4. mvuateln Faceplate 31ntiuAan OK
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" . e . e g
5. dydnual EIV002Dnwerkl \jayanils version fifdsgauile

U
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= LU Project library
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9. MNUUARN OK

10. agwuUdnd UDT Ieigniiiandnan

Project libeary ¢ Types » Faceplate_OMAC » V0.0.2

Thiz type version it currently in the *inwork” state
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Project library » Types » Face

paniowiu Property |~

Graphic lists. | Texts Tla_Jquaqﬂ |
Type

* Properses_Facepiste

faceplote_OMMC L T g

&
ﬂu‘brwm L.l o E‘
~ P “libary 4 MODE STATE
11 : ouonnom
- aAanwdon Edit types
-
I Add new type Product I hour
> r‘ Eaceplate QUAC
Wala o I:fv 00000000
Open i -
I o [Poperties | Everts | Tage | Scipts | Teints
TUPICITE T voo -
Check consistency Math operatons _E e
L Releaze version if copies £ » Growp
113 Duzcard change: snd delete verzicn b VO heid_t
et » VO Seld 2 -
| X cut X B > ¥k RRIT
g Copy g 20T - g » Okl s .
.‘ IJ j - Qg :EJ E ¥ Pecwngh 1 :.:ﬂﬁ_’lmh
% Delete pei [NéSwitches E b Tefeld 1 LNachiperd
| 57_1200_1500 3 » Texield 2 | Curmbachs peed
¢ Crozsveference nformation  Shik-F11 | 57_300_400 » Testbeld 3 Productht
& oo CulsP ctions = E RN Lpreduciout
" 7 1 LProducReiecT
& Print preview ig-andcontrol-objects = e | Meintenanzerrcde
' Propernes At-Enter [tationtemplates ) b Urreducsonhiode
° 14 ﬂ ¥ I Merusiicde
aidda [uiu tag fisgun UDT visnum Laaenpeun
LEqupmentfault
B I_Steppeditate
<l > LideState
\\ LS pendedSue
becutestate
< L

1&on UDT fuduidun

bl ‘/r

VDT Faceplete VOO.1

Type

(Vo Facepls. l
a verd |
a ‘—: D
@ Bool
4@ Raol
4 Beol
Q ool
@ ool
- kool
Q Pool
a tool
4 Bool
4 Bool L] 2!
4 Beal
Q tool v

Simt
Trme_O4 Dy
Tmer

(124 —
¥Etring ¥

JU#t 3.7 msudly Faceplate

11. A@NY91 Faceplate fidesnisuiile > don Edit type

12. AANLWBLNY Property mgﬂﬁ 3.7 Jupoudl 12

° | s [
13. ¥inNssaen UDT Alsnuidnun

14. 92U5Ing) tag Megun UDT isvun

plate_OMAC » VO0.0.2

\ﬂ Ths tpe version s cumently i the "in wed” stite
L T —

Project
¥ seveproject 5

Xiwe X oz 5

Edit View Insent Online Options Tools Window Help

[0 E R coonine F coottice fo [ [F 2

B

Adn release the version

Product / hour

foooo0000 |

[Toon—

l RET
Hame. Dymamiz_
b Group -l I_Stoppediiate
| b voBed 1 | croscare
! BN 15 J| Drag and drop posiectay
- | frecuteinne
| ¥ Appearsnce '\ |_Aboneditate
b Chamcsemscs T ) I |_Heldziate
» Flashing 5 I__,w__v. Red_Emergenct
* Geners! ' \ | Yeliow_Abnormal
node . 4 ¥ Blue_Mardatery
Process wive a Green_Harmal
O play ormat w White_Mewws!
Format pamem cute
Field bengmn T b Mode
‘ “haw leading seros e b Product out
‘ b Lageut »  Enemgy
¥ lme: -l
! <l " 3 <

Poperties | Events | Tags | Scripts | Testiists | Graphichists | Texts | Languages |

Trpe
Q tool
Q tool
€ Bool
@ tool
€ Bocl
& Bool
Q@ pocl
@ Bool
@ tool
O Bocl
a el
am

@ Dint
am

4 Real

ﬁ.’mtﬂaﬂﬁu'lﬂm'hna‘n

A~ LU Project brary
- 9 Type:

ot | LFec
~f = §vooi
b a) 4 Math operations
» Tl Master copies

o LT —.

T =)

w [E] Faceplate_OMAC
__.vOﬂ!
: TEPH

Seme oge  TEETIETS
]

wxdanadiuh dydnsainlfvniudide
uaasinihu version al#ldud

rv—

D opten rumsers m e pnper
[~ LA U

e W' fmundadmiu version 0.0.2 J

U7 3.8 N3A%A" Faceplate

51



15. ¥MN156A3AT property 1A8N1Sa1NKATINAT process value vedufay object lufs UDT tag #

ABINS

& a . < ' 2
16. NUUAAN release the versions L‘WE!LﬁUﬂ’T‘iLLﬁﬂ\‘]’]’]Lmeﬂg"ﬂﬁu

o o ) Y] . I
17. NMvuAYe Faceplate d1w3U version Tul

18. AdN OK Agwud dydnuwalmumii versions azdsududilonansindu versions ldauls

V002
wan =1

- a: oi s % s
19. adan® D iwendulunidindn

i . Al Options

: T LYY P - #H Ubrary view &
~_ Project library
=10

Project kbeary

IOT_PWA-Box-1 +

HMI_1 [TP700 Comion] » Screens +

t—s o BrEr@: YRR

) Drag and drop
N hper

I Add new hype
£ v [ raceplate O

Lyvoo2

~ Giobal libraries

LD~

» 6 e
* [ Mazter copies

b 4 Common dats
» [0 Languages B reton

E‘U‘ﬁ 3.9 n13l91uU Faceplate

Qhoperties % into_ | U Diagnostics_

1 LU sunronzand 5 (‘-v:
b L1 Omve_Lib_5 | Properties I Interface 1|:.-'n'u|.m [ lwnl } Texts 1
» (L) Drve _Lib_57_300,_: Juc
» L_rtmruuhm: tsE y
¥ (L Momitaring-a nd-cantrol Hame Dynemaaten
¥ LU Documentation temph = Proparses_Faceplate
¥ L1 WA faceplate_OMAC
- [ ket (@ s0ugnestesingcatoriag

i la.

4 Tag_Screntimber

20. lumsld4u Faceplate asnsaanuavInnvtisimvinleldiay fgui 3.9

21. 31nUuYiN1TAEN Faceplate NMBIN15AIAINOU > (@8N Properties > Interface

22. TWian# Dynamization > denguuuuiliu HMI tag wailudunsuiivzwuindeldil tag Iiden 3

Aol tag T HMI tag nau

52



i
|

. Y Device configuration
H . Onbine & diagnostics
| = g Program blocks

I I Add new bhack

| & Main [0B1]

SR GEEEE
Default tag table
A Nome o Data nype Connection LS nome Acug A
O Teg tcreenbiumber Uint 4 dnternaleags) | Undeine bl
= <Add ew>

@[~ faceplate_OMAC_bne_! |

'
@ Mchipeed word ]
@ LCumdchspeed o ]
a 1_Productit ool '
a L ProductOUT oot »
WhMags  [SSytemuags | Qs | PeduareEct Beal "
="l @ | \sintenancebiode ool »
4 @+ Lfreductionbode ool v
Qs Lsnubede Bost "
Home 0. Dawtype Accesib. Neme o Oots type Connection ACname nC g A a-ns I_SatenFaul Bool (]
MO b OMAC ne 1 "UOT Face. |1 Tue @ Teg tereenumber Ui <nternal g ehon @s | Equipmentauk Boal ]
(4 b OMAC fine_2 "UDT Faceplat.. True @+ faceplate_OMAC_line_1 UDTFaceplste [ WM _Conne [ PoABox 100 foceplate OMAC_line_1 ] @ Lseppedsute Bosl ¥
Qb OMAC hne_3 UDT Faceplet True Qb feceplate_OUAC_lne_t | VDT Faceplute HA_Connecba. Pk Box_101 faceplate CMAC_line_2 @ desue ool '
Q¢ laceplate OMAC Ime 3 _va_rm.lm HM_Connectio. PWASox_101 faceplete OMAC_line_3 @s | Swpendedsisie Bool ¥
add e Qs LBeaslute oot ’
a- I_Aboredstate Bool ¥
Qs LHeldsue Boot v
a-s Ped_Emergenct Pool ]
@s  vellow Abnomal Boal 3
<] > a-s Blue_hwndaton Bool '
a-e Green_Normal Beal '
Qs white_Neursl ] '
as  Suwe nt )
a-s Mode Dt '
Q@ Podutout " '
as  Energy FReal '
q‘ b faceplate OMAC fine; UDT Faceplate '
< -

U 3.10 nsufi HMI tag

23. ynsiiin HMI tag Taensudilulu Program block 40 PLC > 1den data block #il4 UDT fladns

1 4 n’:’ v 1 ol d
13 > ntuainudnnsuuntnag HMI tag GNEUVI 310

10T_PWA Bax1 ¢ HMI_1 [TP700 Comfor] + Scre

B I USA:FE: As

ens ¥ Faceplate_OMAC

X4l

Q Poperties  [“linfo L] % Disgnostics |

{ Poyarion..] imowizce  [onimations= | Events =] Tusins |
tsE
Hare e vaive Dymamizatien
* Moperties_fueplate
faceplate_OMAC [fecepiare_onc_tne_* o ad
: p QU Properties |Winfo L] % Diagnostics |
| Properties l'lmmne | Animations | Events | Teats |
OMIAC. [ ateplata Fostancel i acoptate DAL — B=E
h&gn’iie{’l Intertace Lrninuumi [ivents | Teas | Hame Sannc vaive Dpremuaten
BsE 7 i i :

\ fax eplate_OMAC Taceplate_OMAC_lne_t 1
= W asmuindl HMI tag Thiden e -
v Peperer_oceplare

feceplate_OMAC i ¥ 1. @

@ BOugnoimiinducaterlng
4 facepiate_OMAC_ine )
4 faceplote_OMAC_bne 2
3 faceplane OMAC_line 3
4 Teg_Screentiumber

31}171' 3.11 \Jousie Faceplate fu HMI tag

24. ndusnfvtnaely Dynamization a8l HMI tag TuxnIiidenliuainagun 3.11

83



3.2.2.2 GMP (Good Manufacturing Practice)

uumae HMI Comfort Panel fiflsAduniaenndosiusnnsgiu GMP (21CFR11) Fadu

19 = = P o 21
HIATTIUATUB TN TR T YN Falu 1ms1N 11.50 ANFRN RNk mwum'h’n

s 2/ L7 s 1

= a a ed Y oy o = ' o '
(a) U“LW]ﬂE]LéﬂVIi@uﬂﬁwaququm@QNT@HaWLﬂﬂ'ﬂ‘U@\jﬂUﬂ']'ﬁaQuqﬁﬂﬂﬂaqﬁsﬂ\ﬁﬁgqaﬂqqmﬂWu’n

dastaluil:
4w a4 o
(1) Fogasanuilnde
o o o A
(2) WwlazaIMYNTasaIeiete

| wa v a < & & 2 a
(3) Anuvane (WU nsnuunseyll®, Anusulinveu wienislilwgwe) Adeateaiv

[
ALY U

- -:nil/ 2/ =l [} = ar
k)  semsnssylilunssa a) (1), @ () uae (a) (3) vemuInilagivainismuauuiieaiv

v 2 a oo

a | = wa ¢ l o o et
tuiinddinvsslinduazazsiududiumilivesgluuulaflimumudanunsasuldandudn

SaAnsatnd (WunsuansRanIBLlEnnseindusonisiiuvean)

[

nsldiaridu GMP Taanadasiuunsgiuanunsavilans

10T_PWA-Box-1 * HMI_1[TP700 Comfort] » Screens » GMP

asha HMI tag uazasuntiiasduan

10T_PWA-Box-1 » HML_1 [TP700 Comfort] » HM tags * GMP [4]
d et
GWP
Name o Dats type Connection
€@ DATAL! Lot Zntermal te
a DATA_2 <internal tag
@ DATAZ anter
@ DA _ Bool Itag
[mdn&( S
< L] 14 Properties [‘_'.alnio L;I';'gDiaqnoﬂln
Properties Animations | Events | Texts | ;
13 Propeny st General
\ " T '
§ ! ) atramihaadwinwdombs mapping HMI tag Camtes Process Format
Appesrance
Characteristics Tag: DATA1 N - | Dizplayformat: | Decimal -
Layout " PLCtag: A Decimalplaces: ©  [3]
Tex format =
Flashing 4 Address: int H
Fiemine Laadinn same: 1

5UN 3.12 Msdaewminaemuandmsu GMP

Y

1. @579 HMI tag uay wi9eduniiodnassnisideay GMP

54



™

mﬂ—l S O Fa

IOT_PWA-Box-1 * HMI_1 [TP700 Comfort] » Runtime settings

S ERRT T
g1 W Add new device

' e‘ 15an Good Manufacturing Practice

Good Manufacturing Practice

‘ Device: & networks

jc popamc]

Runtime settings

% Online & disgnos tics

User administration
Language & font
OPFC settings

¥ Runtime zettings

J" Tag settings

> ) Screens
W Add new screen
] Faceplate_OMAC
] cwe

T T

GMP (Good Manufacturing Practice)
e — | l gmm:m»af ]

@

Enable Configuration conforms to GMP

» @ Screen management
v g HMtag:

& Showalltags

I Add new tag table

% Default tag table [5]

B e is) b
w . Detalls view

gﬂﬁ 3.13 n13eAn GMP lu Runtime settings

v oa a & i i
AULUAAANY Runtime settings

a o 9 y
ANVl Good Manufacturing Practice

. o : A
MiAsaInegny Configuration conforms to GMP

1d0n HMI tag fistasns _ -
! GMP
Hame o Dats type e PCname MCug A
4@ DATALY int (&) anternal tag>[o] et =] ]
o DAY L TriemaTtag>
4 DATA Int <internal tag>
4@ DATAM Bool <nternsl tag>
| <Add news»
<] Skl
S s T LT —— -
HMLTagl i | dPoperties  [*info B]% Diagnostics | c:"""" Ll
. antermaliag
|| Properties | Events [ Texts | DRl R X R e ip )
dnternattag
GMP (Good Ma Enable GMP relevant ety
Genenl ]
| Good Manufacturing Practice { T T TR =%
| I_"IB ——— ,) @ idongUuuy GMP —
fon G fa - &mu;. Hl_nzmm l 1'.,.7{"“_ e E)
1don Good Manufacturing Practice | [iene = | Al Eond Voo Prscka)
? [ Acknowtedgment & Genenl
TLRpTe ] Electrenic signature i Good Manuf acturing Practice
Good Wanuleturing Pra t Iﬁm g M G ievan
i Uinearicaling [ commentrmsued
\c‘-h.tﬂ " ' Confemation tpe:  Becron pnanure I
Witicle sna

5Uf 3.14 msiiarn GMP Tu HMI tag

Danthsng HMI tag Fusn > Adin HMI tae Aidosmsasliilu omp

\Fon Properties > Good Manufacturing Practice

o =
MATBIVNNEYNN GMP relevant

\fanguuuu GMP

55



Devices

- g HMng:
%@ Show all tags
I Add newtag table
5% Default ag table [5]

w \don Historical data

b Becipe:

10T_PWA-flox-1 + HM_1 [TP700 Comfort] » Historical data

] AvditTrai

Neme [Path
e i Audittiail \Storage Card USB [w]csv file (ssanled |0 1
eadolna Soniui
FonAulna

WSonguuuulnd

~|

Bl Historical data

¥ 1R ScrpE
T scheduled tasks
) Cycle:
» (a3 Reportz
14} Text and graphic ists
fi Uzeradminiztration
» 1 Ungrouped devices.
» s Common data
b & Documentation settings

owh. Enabl Forcn. Bypas.. Logal./
@ @ 0 B8 W

-0 X
S Audit Trall |

[l=Datalogs 32 Alarm logs.

iy

1dan Audit Trail

| Properties | Events | Texts

|'dProperties  ["Winfo 1] Diagnostics |

General

General
- Name
Setting:

= AuditTrail

| Datalls siswr

Neme
B Avdamad

Storage location
Storage locanon
Path:

Free storsge tpace limitin M8 10

SUT 3.15 msdaen Audit Trail

9. suanini Historical data agUsNguueemsgy 3.15

10. AaNYT Audit Trail andunvuealng

SIEMENS

u

b
Av a

SIEMENS

g‘lh?i 3.16 NAgeUHaNtW GMP

.

O

, WUAAAY, JUWUULHE auAueDenIs

SIEMENS

11. viimsvnaaeulusunsy laenisasaldeusn DATA_1 Tunisiddsuwdasaasusinguinenalild

oA (WU NMINUNIUNTEUSIR, ANUTURAYEU MSoMViaNe) FansanuiininsgIu GMP

(21CFR11) ANUUA

12. n9vi GMP vinliletudindidnvseiind@adulumuiuinsgiutinue

56



Name Date modified Type Size

AuditTrail 30/10/2560 18:32 File folder
. Alarm_log_10 25/7/2560 0:20 Microsoft Excel Co... ) KB
B. Alarm_log0 6/10/2560 14:27 Microsoft Excel Co. 1KB
B Alarm log1 6/10/2560 1428 Microsoft Excel Co. 1 KB
| AuditTrailo 7/11/2560 11:02 Microsoft Excel Co.. 3 KB g =l S o e
a L : E 4 dna & €= ox g 2
LE# a g = rl
y - = - TR I ws m NYHRQUELL SeqUkuu o) . Mevy
: 44 7u- T e A € ¥ Fumusmdaflinn: % 1 % e Seuu thunaw ud - N L g
i ey 3 Rk wad
gy Anofiniiissagpnsienuindnindhguandidhogams Les) isdmeRaofnnd ] vinulilupendidexcet bslowaniln Dufinidu.
2 S S
A B c [}] 3 F G H
Runtime start of WinCC Runtime Advanced V14.0 + SP1 on HMI device
0 7/11/2560 10:57 -7:00 System Application AnnThanutchaporn. Project: 1OT_PWA-Box-1.HMI_1 - 0’ Build 2, created yin/Xs.
with WinCC Advanced V14 SP1
9 7/11/2560 10:57 -7:00 System Application Change to operating mode 'online'. EHK/aw
10 7/11/2560 10:57 -7:00 System  User inistrati User adk tration imported successfully. SUIEG
11 7/11/2560 11:00 -7:00 Tag: DATA_1 Change of the tag value 'DATA_1' from '0' to "SO". change data 1 10 50 q07+yp
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Trust Server Certificate
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File View Server Document Settings Help

DPPBE =" XYW, X <
act Q Aattrbutes

4 [l Project GQ\ ®

Attribute  Value

OPC UA Server for WinCC Panel RT - Basic128Rsal5 - Sign & Encrypi

Docume;
Data Access View

References

<[] al@frovad - )

Reference Target DisplayName

I WinCC RT Advanced

Source Server g
2/26/2017 2:41:46.232 AM AddressSpaceM... Siemens OPC W7, Browse succeeded.
2/26/2017 2:41:46,165 AM AddressSpaceM... Siemens OPC Browse succeeged
2/26/2017 2:41:46.132 AM Server Node Siemens OPC U... Revised values: SessionTimeout=100000, SecureChannellifetime= 3600000
2/26/2017 2:41:46.132 AM Server Node Siemens OPC U... Successfully connected UA server.
2/26/2017 2:41:46.094 AM Server Node Siemens OPC U... Connection status of server ‘Siemens OPC UA Server for WinCC Panel RT - Basic128Rsa15 - Sign & Encrypt’ chan...
2/26/2017 2:41:46.093 AM AddressSpaceM... Siemens OPC U... Register for ModelChangeEvents failed: ¢ Monitoreditems returned BadFilterNotAllowed for item 0
2/26/2017 2:41:45.683 AM Server Node Siemens OPC U... Used UserTokenType: Anonymous
2/26/2017 2:41:45.683 AM Server Node

P = )
UM 3.25 nsiiieusodusa

d 4 ) @ =
11. inousadniaarusingfagun 3.25

Eile  View Server Document Settings Help

N 3 ~
D BBE = X428 X »
Pro B X Data Access View © Atrbutes
4 [ Project | = Server Node Id Display Name Value | o[Fn @
4 [ Servers | Siemens OPC U... NSA{Stnng|Barg... Bargraph 7] | Attiibute  Value
12 Siemens OPC UA Server for WinCC Panel RT - Basic128Rsa
4 1 Documents {
I3 Data Access View

7 No Highight
© o Server
4 L WinCC RT Advanced
+ 2 Tags |
B ] ODiagmﬂk—dr\ilt-or_bi—_/
@ Bargraph |

¢ i3 Targetinfos

®0

Timestamp Message

2/26/2017 2:45:21.468 AM DA Plugin Siemens OPC U... Call Republish failed (ret = BadUnexpectedError)
2/26/2017 2:45:21.468 AM DA Plugin Siemens OPC U... Calling Republish with sequence number 16
2/26/2017 2:45:21.468 AM DA Plugin Siemens OPC U... Call Republish failed (ret = BadUnexpectedError)
2/26/2017 2:45:21.468 AM DA Plugin Siemens OPCU... Calling Republish with sequence number 15
2/26/2017 2:45:21.468 AM DA Plugin Siemens OPC U... Call Republish failed (ret = BadUnexpectedError)

3UT 3.26 M13gdiayaain HMI tag s OPC UA server

U

& 1 & =] ! 19
12. »d1m19 Address Space 93UT1n4) tag Misnuaviaguu HMI Comfort panel @13715081N1A34

o v ) v . ¥
tag NMDIN1TUIENTIR1S Data Access view Lo
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] Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* bl
I DBE =" X2 B ¥ <«
Pojed  &x| DotaAwessVen O Atrbutes 8 x
+ 3 Project * Server Nodeld  DisplayNap e Deatyg & R b @ o
4 3 Servers {1 Siemens OPCU... NS4iStringlBarq.. Barars' ¥ Int16 Attribute  Value

13y Siemens OPC UA Server for WinCQ
4 1 Documents
3 Data Access View

4 3 WinCC RT Advanced
41 Tags

" @ @DiagnosticsindicatorTag
8 Bargraph

) Targetinfos

iiiarnann Tag uw HMI wapuly fuu UaExpert fas
wapulusho vinTwazennlunsgauuu realtime snndu

V1 TOUX (.90 A VA g
7 10:05:17.909 AM DA Plugin
710:05:17.909 AM DA Plugin
7 10:0%:17.909 AM DAPlgn

>

U 3.27 nsAsuuuasd1ain HMI Comfort panel

a‘ 1 d] i :{ 1 v o o
13. 1n§UN 3.27 iuIiieA191n Tag vu HMI Wiesulu Aruu UaExpert fasUaeulde il

a¥ANluN1IRAIMUY realtime u1nTu

3.2.2.4 Send E-mail

Handunisaediaaunsanimuazideulusunsunaaauls

ar

1don Device configuration
\_ O errctponior—)

%! Online & diagnostics
Y Runtime settings
~ |8 Screens
W Add new screen
] 01_Screen?
[ 02_Screen2
b [} Screen mansgement

~

'

2
g1t
21 W Module
- HMRT1 |
TP700 Comfort |
Is |
it
{* ~ HM_1IE_C.
! » PROFINE...
1] - HM_TMPL
~ |
<[ m] 3| [100% ¥ i @ [<]n] B

|G properties  [*iiinfo i3] %! Diagnostics I e

'Z. Cennections
2 HM alarms

» g HMtgs i

\don Ethernet addresses

Jem constants ll’em [

T |

o Recipes General
W Historical data -

» [15) seripts Operating mode
] Scheduled tsks [ » Advanced opticns
) Cycles ~1 v MPIDP Interface [X2]

v | Details view

Infarmation

R Nochewworked
[ Addnewsubnet | Enable Use router uazsiafn
2 TWmssriu router #ld
8 Set IF sddress in the project
Wwoddess: 192 1681 2 || #——

subnetmask: | 255 .

& use router
Router address: _7_95_ 1 _e_g__ A

() IP address iz set directly at the device

———T T

U 3.28 M3saAnsly router

1. audamany Device configuration

2. \@9n Ethernet addresses

173
] o

3. lumsldeuiandudediuaszdodimesansiild router faguil 3.28
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’ v _Jtestiend email ~ :;‘:’m I Reniae okl
= ke Sm@nserver
:7 Add new device Gond Manlscuuing Practics i sun

H -a 1dan Runtime setting fistration Readivrite tags
| L Opers:
I 4 ool ST l.bm - te az OPCUA server
| ¥ Runtime settings L] OfCiettings 7] HT® channel server
| =i Tag semings -
5 O Screens (7] Web service s0AP
E I Add new screen
S I opc ua server
I : ] Rostzcreen § | Disgnostics

7 send email t | u‘@

[ cmartserver

4 A’
» &) Screen management (
SMTP Communication
v g g SIS
2 Connectons Servername: smtp gmad com
£ A alarms v 57 i
| Details view ctax Name ofsender: Thanuichapern
5 ek E-mail address: thanutchepermpnl6s 8gman com
thanutchapompn3639@gmail com
Hame Pascword: | +oeoe
& Secure connection required (S5L)

‘gﬂﬁ 3.29 N15R3AT SMTP

v A a . i

AULUAAANY Runtime settings

= .

L8N Services

MsaeAludIu SMTP Communication Lty
Server name: smtp.gmail.com

Port: 587

Name of sender: XOOOOKXKX

E-mail address: xxxx@gmail.com
Login: xxxx@gmail.com
Password: XXKHHXHK

Tudumausdsluillunisadrautinvedmsudadiug

SR % Optons »
U] B I USA+E: At s gt s —32 EedsfRsSs s Fr el & L :¥ [0 [Dari dehuitvaiugv] _JE_'
] E = VJSaii:objncli E
a3 l/O filed A wmsunsiloudaya
: /AASQ@MEA L
=y 3
:
E.
Drag and drop _:-
&
v 5 om B 13
EE'—I o3 L0 G2
TR 10 '
atiadunn Send ‘ = |contoh .
suna Sen Nl e 2a M= M b A
; v i €] ) L—_ 1 8 & * = v

JUN 3.30 asmthsadmsunisldileidudsdiua
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1. @319 1/0 filed dmsunsUaudeya

} 2 1 4 1 =
2. aidunauieldlunisdeBiua

[ Dwicn R

|25 BT USANstF: Ass gs

w Mapping tag T /O filed |

v i) Screens
I Addnew screen

] ope ua zerver
] Reet sereen

] Davtalle sk

Setting event vaalunm
| Properties | Animations | Events | Texts | T
L1 TBE X
-orr
B press = SendEMail

Release Address [emai 1..[al

Actrate b Subject subject

Deactivate y Text mezzages

Change 11 Return address
- 4 <Add function>

QI Q’.‘l’ 1 1 -] s 1=l
UM 3.31 msmipjunadmvsuaniua

o P | o v [T .

3. ynsiaeusa HMI tag 1adeligndu 170 filed
o g:’ I 1 s d

4. MNIPIYUNARIFUN 3.31

5. nagaunsitulanTudsdiua

€ C' @ Secure  hitps//mail.google.com/ 10/ #in 15090357 10

Google

Back =
Gmail ~ - s ] 0 [ |
To
[thanutchapornpn3639@gmail.com E=S test send email woo »
Sl b b Wnbias {85) thanutchapornpn3639@gmail.com

’tst send email Starred tome «

Sent Mail test send emai by HM! comfort TP700
Messages

Drafts (2)

test send email by HMI comfort TP700 Unwanted =
More =

4.4 GB (29%) of 15 GB used
Hanage

JUT 3.32 nsvaaeunisdediua
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3.2.2.5 Smart server La¥ Smart client

[N

WaNdu Smart server aunsamsAiazi@sulusunsunnaaulaneil

& Siemens - C:\Users\User\Desktop\Product Refresh\All-in-one\All-in-one
Project Edit View Insert Online Options Tools Window Help
OF 3l seveproject & X 15 Ty X ) Mg (=

jne o¥ Gooffline | Ay I B | 3 ] (1] 12 12 [<searchinproece |
Aan Services P20 [TP900 Comfo R e

| Devices | T

i = 4 Aol

Y 2 services w mAan Enable Sm@rtServer

= K::::d Remote control

w [ i A n
" Atinone = fe e P (@ somsmersener J

ﬁ Add new device

Alarms
D & networks.
= d" A,?::.i; i User administration Read/write tags
Tl All-
Language & font M Operate as OPC-UA server

» 4. PLC_IP10 [CPU 1511C-1 PN] 0P settings
¥ 1 HMI_IP20 [TP900 Comfort] = M HTTPchannel server
Y Device configuration Tagsetings "] Web service SOAP
¥/ Online & diagnostics R
( ¥_Runtime settings ]
(' ~ |7 Screens L Diagnostics
B Add new screen p 4 HTML pages

w Aan Runtime setting

A Q’:" 1 A _-y &
JUn 3.33 N3RsANNaLAlYIIU Smart Server

1. AAn% Runtime setting
. _
2. PAANY Services

o a o
3. VMLATDINUNEYNN Sm@rtServer

Tutumausaluazidunisasanswaniudnsunisldeu Smart server @slunnssaasiianiu

SIEMENS SIMATIC HMI SIEMENS

Double Touch # WinCC
Internet Settings

e » Tedord  Soeersew Sevce
Settrgs

Commes...

1. AAN? Setting

2. suilian@nil WInCC Interet Setting faguft 3.34
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SIEMENS

SIMATIC HMI

@ #on Remote | D @€ ¥ g

Mouse  Network and Network 1D or
Dakup Co.

Emal | Teinet | Web Server | Remote |

Cershoate |
Caciey o8

| Server |poling | Query | Admnatraton |
Incaming connectons

[ERuE——  Charge settngs of e
Smgriterver

‘ RIS

Password dmsu control & view.

Password @& msu view only.

s resmerse

[ 5tart sutomatcaly afier bocting

[] Close vt Rustne

&

SUN 3.35 N13RsAn SRy

2 a
3. L8@nn Remote
4. \@9n Change settings

5. MINNSAISVARIURNUADINTG NUUARN OK ﬁagﬂﬁ 3.35

SIEMENS

SIMATIC HMI

) = D @ 33
Certficates  Date/Time Dsplay 4 Y2 Network and Network ID oP

Dabup Co...

L. O 4

Transfer volume &
Sounds

The remotng server needs a restart.
Should this happen automatcaly?
[ —

Dswxnmrlh'hm g

1don Yes

JUN 3.36 MIaAnTIaRTY

6. wndin1saulviviins Restart Tiden Yes Aaguil 3.36
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nsléanusiig Smart Client aansavinlé 4 suuuudsdl
1. Smart Client vu HMI Panel
2. Smart Client UU Internet Explorer
3. Smart Client vy Smart Client software
4. Smart Client uu VNC software

14

NI3L9TUEIY Smart Client Uu HMI Panel @unsavinlagail

Project! » HMI_1 [TP700 Comtort] b Screens »

1dan Properties Ssoncian i ——— BRI S Froperties

[ Animations | Everts | Tens |

v |Elements

S

> ’ i
F hpery b Geneni w \don Properties
Layout : 2

Sealing Connecton type:
Micellaneous

Security 4

B connectonsun
Address forSminServer: | 19216803 r
a Shared

TP port no.

I Address prevew: | 192168035800

| i Uau IP Address w4
| 2 g
e — m@n&wer oans
( lou Password THnsariy  fug e
W fisitiuu Sm@rtServer _/Z whorme. e O] encnprcommunicasin

‘LJ“ﬁI 3.37 ﬂ’l‘smm Smart Client Uy HMI Panel

’ 7
a1n X annsuuntiee
\d0n Properties
= s = %)
5ien Properties yuang
Uau IP Address v84 Smart Server ARB4N15

Uau Password Tvnsaiunaslivu Smart Server

SEMEINS

Test by HMI Comfort
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nslga1uRIY Smart Client Uy Internet Explorer anansavinlasiail

VNC Authentication

T

1
Thumsgres [2C¥2D0 79 84 3C 30,06 C3 39 36 5C.CB 72 DI D2 T80T A |
W

x|

as

|

A

R T e
e A& s 1921680 o- o].}s-mmsm@rxmbem. ]
cxscsnmn| ovasms | casmows | sen] sena cor o | manwsn | ~
saram
| L
|
o] ALARM TREND
Mukiinguat e
|
P Focrplate. Uscr adiman
B Web browser
i y tmal
ProDig
| :
¥ m Mo Cammen v

gﬂﬁ 3.39 Smart Client v Internet Explorer

{Wa Internet Explorer

W28 http://IP Address:5800

Uou password > OK wdsagiiunmiaoauilusunsulivu HMI Fsamnsaniuaueiy Smart

Client Tognslailanadu View only Tudumay Settings ﬁ\‘lgﬂﬁl 3.39

4. Internet Explorer ilduazdiosiinishng JAVA

2/

AIMATURNIY Smart Client Uy Smart Client software @1uisayvinlassil

"
New Sm@rtserver Connection

2.l |

Sm@nserver |[EFA[ETE
Connection profie

=] | [ comeat |

}\ " Low-bandwidth connection
% (% Defauk connection options ﬂJ
" High-speed network Listening mode

1. Waluswnsy Smart

¥
BN Es dRmA = %

SIEMENS

Standard VNC Authentication X" ]

Sm@nserver Host

[1s276803

User name: |

o]

Password: I"‘“"I

Cancel |

=

3U 3.40 Smart Client U Smart Client software

Client » ﬁum

2. Yo IP Address uay Password figald antuadn OK ﬁ'&guﬁ 3.40




N15LEUEY Smart Client Ul VNC software @nunsavinlagail

UltraVNC Viewer - 1.2.14 X
B
( host:display or host::port )
Quick Options
@ Auto (Auto select best settings) | Connect
QULTRA  (>2Mbit's) - Exp |
Ouan (> 1Mbit/s} - Max Colors Cancel

(OMEDIUM (128 - 256Kbit's) - 256 Colors
(OMODEM (19 - 128Kbit/s) - 64 Colors

O slow (< 19kKbit/s) - 8 Colors
CIMANUAL  { Use options button ) >

[CJview Only [JAuto Sealing [_] Confirm Exit = ©r

VNG Authentcation 1921680 5900
Faspword
[Juse DSMPiugin | Mo Flugin detected... v
[ Proxy/Repeater ‘

1. 1920 x 1080 & 0,0 - 32-bit - 60 Hz v

[Jsave connection settings as default Delete saved settings

[ LT - o b
eMBd 007 192.168.0.
e

Main Mend e

Mukfngual Aramation
Popp Facrphan Usew ademiny
W becmrses
Schadule Report et
Profug
Duagrostec
el v Mo Cameva vew

gﬂﬁ 3.41 Smart Client U1 VNC software

1. Waluswnsy VNC B Juun

2/

2. Uou IP Address uag Password finsly 91ntuadin OK figuil 3.41

3.2.2.6 PDF View

Taieved

‘
T

POF View Juiaidufifindiuanlusuwes HMI Comfort Panel 1@umseulvdunuana

pdf MnuheanuInslulazaeuen

-

BT USNKN:E: As 2 g2 Te—z P2 BellleD: Jh2ld

Lol SIEMENS

(1) Drag and drop

U1 3.42 115979 PDF View
[POF | v
21N — UTINUUNUND
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) = =] B I U SAN:E: Asos gfs S —3 Ass Rl Ss Figald

¥ _] Quick progremming guide
W #dd nevs device
gh Device: & nezworks
* 23 HMI1 [TP900 Comfort]

Compile and Download =
T = AdAnil PDF view

2l izterical data i
» (§) Senpe: -t a
T] scheduied tasks - ' | \dan Properties :
Sea Prspemes J G Properties |4 info 4| % Diagnostics |
P(openies. “Animations [ Events i Texts |
i Uzer adminiztration v .
<| n 55 Propeny st General

36 Dlaballe e

_ ’ | == R @" \don File fidosnsitin ‘
1don General l rile name: [Raznror por ]

File name tag 3
Hame Securnity

d Plug

Ldddsmrs

5Uf 3.43 n3iern POF View
Adndani PDF View

\den Properties

= v

\§an Properties Miyugne

\don General

& . o v a P = P ¢, I3 -
\den File Mdesn1silin Tasliguuuuiu “\Neglvd \ Yalwdves PDF.pdf
Compile and Download ﬁdgﬂﬁ 3.43

3.2.2.7 Media Player

Media Player {Jun1sg1uld Audio #i58s5u .mpa .mp2 .mp3 .wav wazlnd Video #i

58430 .mpg .mpeg .mpv .mpe wmv .asf .avi 3nuueauIineluLazatguen

St =t PO Brllirme Frhelg
SIEMENS

TeneuaY | veqmee

medn]

s e |

w Drag and drop ' >

e Le]

o U]

Hama

gﬂﬁ 3.44 N15979 Media Player
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S =

¥ _] Quick pregramming guide
IV 2dd new device

SIEMENS . =~~~ TTrrmmmmmmmmTmmmmmmmmmmmmmmmmmmmmmmmmm—————

dh Devicez Enezwerk: RN Root screen o [ LB e
~ T HMIL1 [TP00 Comfont] et el
BY Device configuration i RSt — B . T

Wk Compile and Download

W Add new screen
7] Foot zcreen
- -m Screen mansgement
» B Template:
» -g Pop-up screenz
» 7 Shde-n screen:
2. Global zcreen
EJ Permanent area
v g M tag:

"2e Connectien: P i " :
=2 Ha larem: \don Properties | 0000 L
,'J Recipes PTTTTN CIYTTYITR

W Hiztencal dats

IBPfopem'es Iylnia L‘[XJ Diagnostics _'

» ) Scripts | Animations Events | Texts
3] scheduled tazke [ l s l - L ———
v | Details view General
Y TE} """"""""""""" Media 5 ) don File faziau J
W 1don General J ey i [ ashindeo wmy
Hame . "
l Y Numberofreplays: |1 - P Specifies ot

;g“dff’i 3.45 nnsar Media Player

AANEDNT Media Player
\aan Properties
\don Properties ﬁqu%wa
\di9n General
A ? o v - a =1 sl ¢, I3 ; - ; o
\den File NAamaUa lagiiguuuuilu “\Neglwd \ Yelwdvas video %5e audio.analwd’
Compile and Download ﬁ\‘igﬂ‘ﬁ' 3.45
3.2.2.8 SIMATIC I0T2040 Setting up

Tumssuduldany SIMATIC 10T2040 Stunousi

‘ ; i ﬂﬂ&! W|n32 Dlsk Imager C @ Secure https /‘supportindustry.siemens.com/c:
[snemsns 1

Win32Diskl...

> > Product Support
ﬂﬁnl’dalﬁafﬂﬂﬂ'IMSQB Entry type Downlead Entry (O 108741789 Entry date 11/22/2018 k(1)
%4 Win32 Disk Imager - 10 R " . Piises
SIMATIC I0T2000 SD-Card example image
_Image Fie Devica. Entry  Assocaled product(s)
1 |e IID‘J -
L To realze your first automation tasks with the SIMATIC 10T2000. you can use this SD-Card example mage for commissioning
toe = You can tnd a descnpton absu the ST-Card Image i the SIATIC 1012000 Forum
Bl spmon ity Download Image file it
FProgress 7120357 340905C2 300 462 ICEEN0AT a2 1S
37131845338 36080300 3AB63 0200120268
™
Waiting for a tasic

e
ecially Open Scurce Software (*0SS") included in this

g‘d‘ﬁ 3.46 ¥11n13 Download Image file
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1. ¥n1ARRAlUTUNTN Win32 Disk Image wieldlunisidou Image file asuu Micro SD card

o

2. \UnlUsunsu Win32 Disk Image > Aaniledulng & f93 U7l 3.46

%2 Win32 Disk Imager - 1.0 @l 1#on Device was SD card

v
o e A A " el o ——
a8 P _ge.fmg?u?99_Exampie_lmage_vz‘l.:!,'emmplrvz.I.J.MCJ & |[og ~

- w e liwulwd TWigonduanasiiypideendu “ .+~ - M
e ‘\. o — None ~ | | Generate | Copy
S
[‘7’ [[] Read Only Allnrated eartitions
ot Gt 5 : " ? i | Progress @ 1dan Write
- % [l w \don * iot2000-example-image-iot2000.wic " "1, -
P . 0 g
# i e = L"‘"‘*‘ - “ Cancel Read Write Verify Only Exit
P J eanpe V21l VI 108
e =]
[—_ Waiting for a task.
Fie mame txampie V211 s | muam:ﬂ‘fmnr\(o-' o dece B

o
o

gﬂﬁ 3.47 JumpuNITWEY Image file asuu Micro SD card

v 1 oA 1 Ej i
3. dlinuld WidenUugnasiyuarsuandu « x*
: + H TP =
\dan “ iot2000-example-image-iot2000.wic ” 1Wa# Download waniuled
\d@an Open

\i®n Device ¥84 SD card

gy m B

w@an Write

14 SD card i write image file
uwradluTugodd SD card s

B el

i if mar

m-lun - ;—dn

ST

5Uf 3.48 Msld Micro SD card waznsifousiaans LAN

8. 1d SD card 71 write image file udraslUludasld SD card e

9. Liaureany LAN U Port X1P1LAN
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| &2 PuTTY Configuration ? x |
| & 1921682001 - PuTTY - [u] s

Session Basic options for your PuTTY session

1
| |
Category. |
Loggng ‘

Specily he desENaBon You want 1o connect o

oo addiass)

. £
192 168.200 1 2

OTeinet ORlogin @8SH (O Serial

Load. save of delele 8 siored session

10 be the server.
The new a2 kcey fingerpr

Saved Sesmons

Save the connection completely, hit

|
Detauh Setings Load i
‘ the ONLY guaranteed safe

low IP Address uf2nm Open

| TR T TNV WTOny
|

| ]\.

|

] [
=l = s

JUN 3.49 Aaaalusunsy PUTTY dvsusaan SIMATIC 10T2040

1%
o o ar |

10. ¥nsRadalusunsy PUTTY dwdusedn SIMATIC I0T2040 > flau IP Address w&ane Open

11. AaN Yes

[
s

Junausaluitunisssatasldlusunsy PUTTY

:gtmﬁqzm_-mm_s. &

3

&P 192168.200.1 - PUTTY

B

2 192.168200.1 - PuTTY

root@192:~# passwd

) Password asliuanalwifin
dmdunsis Password TAuwW “passwd” udana Enter New password: (W14 password othalo 5 fdnws)

Re-enter new password: (114 password 4h)
passwd: password changed. (uanin password anulapuusa)

3U#l 3.50 msldimdaitonarn Password iU SIMATIC 10T2040

1. Tuns Login 11la SIMATIC 10T2040 194 login as: root

'
as

2. d1m5un19603 Password TARLNATES passwd aandunm Enter

3. wPudennurazuil 3.49 iielviese Password
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[

N15649A1 IP Address @unsavinlanail

1| & 1921682001 - pury Y -

root@192:~# nano /etc/network/interfaces

#wmdunsea IP Address TwAuw “nano /etc/network/interfaces”

3 ) uladeAsuusonudr Tinm ctri+x ooan mnuans
wasuuladlusunsuazanuin v save ‘luu
mingoansiufinnsdsuulading y

Ao e 1Hiilwe Tiha Enter Livuinaa n

rave modified buffer (ANSWERING "No® NWILL DESTROY CHANGES) II |
¥

5Ui 351 nmsldddailassan IP Address 1¥ifu SIMATIC 10T2040

MNISAUAATES nano /etc/network/interfaces
% w ) A4 o
2. UTNHUOANAIFUN 3.50 LWamsan IP Address
d & A % o v .-_-I P ' W
3. WeamAnseusasual Tvine ctrlex Wooan winunnisiasullaslisunsuagaiuanlil save win
Apanstuiinnsilasuntadling y lidudinna n

4. nm Enter

N1sAeALAlUSHATY AutoStart

A0 - PTTY 3 (s] X 1521682001 - PuTIY o x

anlmngwiisinasagui 1 ' 9 U7 Software > Enter

FRATAP 1072000 Setap LRI

&P 192.168200.1 - PuTTY & 1

LQa999033aqu 0TI 00 Felar LIIWIIFNI

Betworking | metvorking

Feripherals

Ul Manage AutoStart Options

Set Package Mepository
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Technical information

Technical Support

Markings and symbols

Abbreviations
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APPLICATION EXAMPLE 12/2016

SIMATIC 10T2000 - GETTING
STARTED

SIMATIC 10T2000 GETTING STARTED WITH ECLIPSE PLUGIN / V2.0 /
DOCUMENTATION

HTTPS://SUPPORT.INDUSTRY.SIEMENS.COM/CS/WW/EN/VIEW/109744106
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< IEEE

IEEE Standard for
Information technology—
Telecommunications and information
exchange between systems—
Local and metropolitan area networks—
Specific requirements

Part 11: Wireless LAN Medium Access Control (MAC)
and Physical Layer (PHY) Specifications

IEEE Computer Society

Sponsored by the
LAN/MAN Standards Committee

3 Park Avenue |EEE Std 802.11™-2007
New York, NY 10016-5997 USA (Revision of
15 hune 5007 IEEE Std 802 11-1993 )

97



Application example » 12/2016

SIMATIC IOT2000 S7-
Communication

SIMATIC 1072020, SIMATIC 10T2040
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(PackML)
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Implementing ISA-TREE 00 02 (PackiiL)
How OElis Turm Promisa intc Senafits

99



AMARNUIN A

Wanaunsldeu (Tips and Trick)

100



SIEMENS HMI Comfort panel

fngenaity for life How to set date and time

= turadisnarar i HMI Comfort panel
LRTITUR AT

1 unFufiwsnFuneens | Stop Runtime )

2 tifianfl Setting

1 1 Double touch 7 Date/Time

Jer Date/Time

4. srunnguiiin r.m.'.\:{uffm.w’:;ﬂ

5 Wafranun it wlvdaiifien Apply

HMI Comfort panel

Ingesity for bife  How to set Password of Sm@rt Server

turssfissamsuar ity HMI Comfort panel
amteding

1 wiffutuandusesse ( Stop Runtime )

2 Widenf Setting

3.1 Double touch f
WinCC Internet Setting

¢ 1:ﬂnr5v-’ﬂﬁ-:».".m..z:i'.ﬁ‘urhzu
en Remote

= U ifier Remote ,
s : 5 Men Change setting

Change setting |

& sawrods Password W 2 uwy fe
*  View only
* View and Control

anwasedfs Password Wannsdasined |
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HMI Comfort panel
SIEMENS P
byessuby fortaps How to link tag to alarm text

n1 link tag dlulu Alarm Text #q\8Tau

— .

e
8 Araiog slam 1 [[RECETCR]

=
<Add tews

field ED'"
—r T

. :::fwum @"i $enTag fhanaraziatu I
5 :::-q o Alarm text
U ungerine

Aa Crange tocapita lemens

=i

sl Alarm text |
\hanaz Flashing 1

rpee—
R P g e

SIEMENS

SIEMENS HMI Comfort panel

lngenuity for Life How to resize screen

dobsnmasfoumonatione wu s TP1900 Widu TP700
whaksanslli resize screen inliley

I
@‘ fan Options

T

u@‘ Jen Settings

By WorerEe——
- o LY (1990 Combent]
[T ee—
[
T e amags

@_ fien Visualization [l — ¢
o, [

- :‘-“:—‘-‘-‘-‘0] fen Fit to screen

@, \fer Resize screen T

HMI TP1900 HMI TP700
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lngeumvity for Life How to use Pack & Go

Pack & Go fs Option fisseifiiwtun download utivae Taglidesidilsunm
TIA Portal Wincc software swso create pack & go ufz download as
HMI Panel t:hu Application fiatsnt pack & go

How to create Pack & Go

How to download to HMI panel e =

o‘ ‘4 IP Address = . :
ol fenloading |
T Lo

’EI L o

°' Run Appllcatmn Pack & Go

.J Extracl flles |

rigey

HMI panel

SIEMENS
lingesuity for Life How to Backup and Restore

Backup fluniz Backup wiirssuu HMI Panel snaglupuuunnd .brf unzanun
I brf Wl Restore nauinas HMI Panel judusfu Endalh

How to Backup

| Create new project ula | §

| fivat Add new device | e
]I Truiflernfuldandy HMI | Fen HMI Device maintenance

#eannrax Backup | .
- —

_°J e Backup

~ o Fen path furr save as
o | Start search ukafare | —— e
e /. ‘ fifiwsnne Backup l [===

o, dun start backup [==1]

— o

I §
DR E a:1idana .brf amnindinly Restore

3 D amfive HMI Panel juifivatuld
-
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SIEMENS

iglsitsfi i How to Backup and Restore

How to Restore

Create new project whs |
vanar Add new device

—oJ Tufenjutinneiu HMI §
RN~

#esmirs: Backup

— —]

°\ FerinidF Backup %
Nt R e Y

j Start search uhufarse 1_
—— | fidearst Restore

|
(Fommst | o; 2o Start restare _

[ | —

mz Restore azintibutselucunideatuduntinesi Backup fuan

SIEMENS HMI Basic panel

Ingesuity for life How to a reset factory settings of
b Basic Panel 2nd Generation

Requirements

1. USB headluuuy FAT32

2. USB huuflu USB version 2.0 ys #and
3. HMI image file fizailu Version V14,
4. Recovery file annm download Wi

Eneratian-basic-panelsMdti=0RIcren-WW

-
oi Unzip Recovery file
| | A ——

Copy HMI image file astu "SIMATIC.HMI\Recovery\" vu USB (idana fwf)

Note: smwnzouwt HMI image file 15 egu
"Programs\Siemens\Automation\Portal V14\Data\Hmi\Transfer\14.0\Images"

. o | derpnendose HMI Basic panel |

3

| er—

° Shut down HMI |

f . .
° LSRR HMI ol ommiuneuill |

)
° | Switchon HMI |

@) swsenis

o

fer Service &
Commissioning
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