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ABSTRACT

Nowadays computer threats are varied and happened quickly. Such as Denied-of-
Service attack, compromise system by website hacking, advance persistent threat and one
type of attack that causes harm to organize is a rogue access point. An inside information
could be stolen if employees not aware of this attack. Wireless penetration testing could
help employees aware and avoid using the wireless networks which not secure.

WiFi Pineapple is a collection of tools for wireless audit platform, the main feature is
creating rogue AP and capture packets on the network, additional modules can be installed
by download from a repository or write own module.

There are many packets on network traffic which difficult to find interesting
information. So, the module can search patterns to meet more needs, the results will show

in a webpage on the device.
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2.1 WiFi Pineapple TETRA
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WiFi Pineapple TETRA

The amplified, dual-band (2 4/5 GHz} powerhouse

6th generation WiFi Pineapple software featuring PineAP, web
interface and modules

‘Ij-Li.E.i.|--d.iS(;l;été..2- 45 GHZ laf‘lg-"g:"n Aihe?os 2 2 Mif:;l;i)l l‘a?l‘dI(;lS;? -
T dcieadSqbikpanglies
Upto BOOmW .ﬁlerl r;déo‘ W ;tirﬂwinclucrired antennas
- Viﬁtregrréted F’:ﬁwer over USB Ethernet Port
Integrated PO“»-“J‘E?I' ovér USB Senéi F’ort
"~ Onbosrd NAND Flash (2 GB)
USB2 O Hostand RJ4767 éhemet Ports

-l
nnif 2.1 sreasBeasniaung

WiFi Pineapple 191w guussuuyufifings Openwrt Tasatuisaisunldniu web
interface finauantAnsn 9 il

- Dashboard LLammwwudnﬁqﬂﬂm"LﬂL%mm'a WiFi Pineapple ®¢ wag WiFi Pineapple
109 nsrnedyga Wireless Tudelatihs

v . -l . B A
- Recon AWM Access Point 28U 9 waz Client devices viagsau ¢



- Module d@wiuaniilluaniasfinde module @310 Official website
’ § & w a - Y i v W 8

- PineAP 1Jusenduasvdn uwﬁmn'szmﬂazyzgm Access Point Waganau Access Point
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9 .

p a a " o o " Z

- Tracking iwamamu Client devices WUURNWIZLANEA MTIUADNU Access Point Tona

wavad Probe request Taanunting

Tutumaurasnisfings ansaAnwiiuduleain WiFi Pineapple Wiki @

2.2 OpenWrt
= - = 4’ . o o a u"
OpenWrt P i seuudi@n1suuy Open source fiuguunan Linux &miufindiauy

guUns8] Embedded 41m3n Router Wolddan1s Network traffic Ingsaensiu Command-Line

v
o

= 3 ' - ' e
interface %38 Web interface lnaigansiiIsmng 9 %Qnmﬂmﬂﬂumu Package manager N%871

opkg

2.3 ngrep command

ngrep 8831310 network-grep ABAIAIUL linux AldAuMdpAMLAIY pattern Aifaviun
fidnwarnsvhausdeadsumds grep MdAumdaruan STOIN vie STOOUT iiieusirnas
ngrep AwAUMAIA Network interface ¥3831n PCAP file

wisdimesiiinauls lwa

-q (quite) iiedeunadniiligonis

i (case-insensitive) fiuv pattern #ifmun TagliaulamfuidndoRunlng

-d (device) fivium Network interface fiunefiagld@um

W AvuasUuuureswadns lneflanlidenld lawn normal, byline, single, none
Frethepdaiilddum TCP connections Afif131 “index” 970 Network interface eth0

Inedau packets dudiliifieades

79814 2.1 N15IYIUAIES nerep

User@Host:~# ngrep -qg -d eth0 -W byline ‘index’




@ root@ubuntu-312mb-sgp1-01: ~

root@ubuncu-512mb-sgpl-0l:~# ngrep -q -d ech0 -W byline ‘'index’
interface: eth0 (188.166.176.0/255.255.240.0)

match: index

T 161.246.11.235:52586 ~> 188.166.177.132:80 [AP]

GET /index.php HTIP/1l.1.

Host: 188.166.177.132.

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:57.0) Gecko/20100101 Firefox/57.0.
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8.
Accept-Language: en-US,th;q=0.7,an;gq=0.3.

Accept-Enceoding: gzip, deflace.

Connection: keep-alive.

Upgrade-Insecurs-Recuasts: 1.

P w ' o &
AN 2.2 f29819n15199UAIRS nerep

2.4 Languages and Frameworks

mmué’nﬁlﬂumiﬁwuﬂmq}auu WiFi Pineapple l9uA PHP, HTML, Javascript Tae/ld
AngularJs framework %8WaLUN

AngularJS Ae framework dwiuiiaunuendindulutls Client Tuguuuuaes Javascript

e L2 [J u'} 1 A’ ar
PHP A® mmm?jﬂixmac@ammaqmawm

#0819 2.2 11958uvas PHP waz Angular)s

root@Pineapple/# php-fpm -v

PHP 5.6.17 (fom-fcgi) (built: Oct 28 2016 05:45:39)

Copyright (c) 1997-2015 The PHP Group

Zend Engine v2.6.0, Copyright (c) 1998-2015 Zend Technologies
root@Pineapple:/# head -n 5 /pineapple/js/vendor/angular.min.js
2%

Angularl)S v1.4.5

(c) 2010-2015 Google, Inc. http://angularjs.org

License: MIT

*/
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ngrep MlAEuUBLLE? ansanTialalaeurid

A29819 3.1 UANIDTYUVDY ngrep

root@Pineapple:~# ngrep -V
negrep: V1.45, SRevision: 1.93 $

3.2 N1582NUUY
FURBUNISIFENTY Module ¥83 WiFi Pineapple lanweagnadl
d - = =3 1 1 ] ot
1) Wellnlugavierdntusine 9 Angular)S 9xds request TUSa PHP
o w | v v o wvy & PV VP (Y v &
2) PHP Ussananamas 1y uansteniiy, Suddeliilomds dilnadns NAANSIEYN
danauluds Angular)s dnseu
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v a0 v o v
ynlugala 9 azuszneulumie 4 Inandndu leun 1) module.html Usznaulumsaiwn HTML
lduansnauuminniu 2) module.info UstnaulushofaeaziBuavedluga wu deluga neitu
Fogau Aedune Tugluuy JSON 3) modulejs awaglulnawmes js/ FdldifiulAnues Angular)s

¢ & v Y 7
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Samat

| b module.js
I'— module.html
I‘-— module.info
I

L module.php

Toevn 9 lugaszgnifiulilu /pineapple/modules/

mwausaveslugaiineiaun liud & pattemn #ldnsesdeyaiivarnvarsuazarunsa
Yuiinusedinisnsenenly iendoudnglumendsls dufuidldeenuuuliinaiifuyaves
pattern #il¥fumdoniny sraylulwamed profiles/ uazUszRvesnsnadnsianun azogly

awmas log/

3.3 N1SAMTUNIS

WiFi Pineapple 14 ﬁiuﬂaﬁ‘ﬁma%du@,a'[uLﬁaaﬁulﬁw%'anﬁ’u‘[ﬁmﬁaatha Fo91 Module
Maker sanansanniifivanuazindaliniy Web interface Taanaslufl hitp://172.16.42.1:1471
Fafu Default IP w03 WiF Pineapple 184 LLazﬂﬁﬂ"LﬂﬁmH
Modules > Manage Modules > Get Modules from WiFiPineapple.com
waziden Install # Module Maker ndsmniianiiinanuasfinsnaSouionuds awldlwdnusheth

| & & . o {% O
#1 3.2 uaiilevvaslnd module.info azgnimununly aanmsaasly Module Maker




« [can D 17216424 14 ' O o B

WIiFi Pineapple

Dashboard
Available Modules
Recon
Module Version Description
Profi
) Dwall 11 Display's HTTP URLs, Cookies, POST DATA. and images from browsing clients as a stream Wall of Sheep style
Chents Meterpreter 10 meterpreter configuration utility
Modules » Deauth 14 Deauthentication attacks of all devices connected to APs nearby
Manage Moduies Evil Portal 21 An Evil Caplive Portal
CredentiaiSearch SSLspit 1.0 Perform man-in-the-middie attacks using SSLspiit
Fiters Site Survey 12 WiFi site survey
PineAP eftercap 14 Perform man-in-the-middle attacks using ettercap
Trackng nmap 14 GUI for security scanner nmap
Logging Status 11 Display status information of the device
= ¥ &1 a &
NN 3,1 Web interface % 'ﬁmnﬂ&lgﬁ

“"title”: "CredentialSearch”,

"description”: "For searching credentials in HTTP base on ngrep",
"version": "1.8",

"author™: "Metasit Rinthon"

—

- &
A 3.2 Wamveelnd module.info

A ar a Q‘." v ! d

Wornuaemnlumsianluga dsiuldesing q Jsesaanilvanufiulilueies Local
= 1t
deneu

| « v i - =

Tuduvedlwd module.html 2¢14 Bootstrap Tunismnusis uazillesninlugagniieulneg
AngularJs faulng HTML elufiedunann Angularss smuseenegy 3.3 Aeldnilddien title
way version 910 AngularJS wnamsnavuvtiiu laemsisenld tag <div> #a8 arsument ne-

controller="ControllerName” Tnel1iléail ControllerName #o CredentialSearch_Controller

<div class="panel panel-default" ng-controller="CredentialSearch_Controller">
<div class="panel-heading">
<h4 class="panel-title pull-left">{{title}}</h4>
<span class="pull-right">{{version}}</span>
<div class="clearfix"»</div>
<fdiv>
</divy

At 3.3 1ifoun module.html undau



¢ & . - o o S
IWamAulAnues Angular)S Ae js/modulejs 13u31nA15158ndW ATy built-in AP
i W ' e .
registerController(); Au5UM@e4 3.4 ¥Bves Controller Aa CredentialSearch_Controller a
. al o L7 ! N
dependencies Mdinazisunty laka Sapi uag $scope
a W Ao - - 2 s ) '
WuduUsnelu scope ilidiadn title uwaz version Men1sUsEAIAFILUITALAIBES

v 1
ATUAN

#in9E9 3.3 Usemanduus title wag version Tu AngularJs

Sscope.title = response.title;

Sscope.version = "Version "+response.version;

n1sdatayaluds PHP virlelaesunldfeddu Sapirequest() lnuazds request 1U8s
module.php ¥a=3U response U1AMUAAT Sscope.title Tdu response.title wagfivunan

. & .
$scope.version Wiu response.version

registerController('CredentialSearch_Controller', [‘$api', '$scope', function($api, $scope) {
/* It is good practice to 'initialize' your variables with nothing */
$scope.greeting = "";
$scope.content = "*;
$scope.title = "Loading...";
$scope.version = “Loading...";

/* Use the API to send a reguest to your module.php ®/
$scope.getHeader = (function() {
$api.request({

module: 'CredentialSearch', //Your module name

action: 'getHeader' //Your action defined in module.php
¥, function(response) {

$scope.title = response.title;

$scope.version = "Version “"+response.version;

1)

I3 H

$scope.getHeader();
1)
- & . -ln[v . .
AT 3.4 W1 module.js Nivudany title uay version

ludruveslng api/modulephp azUszneulumelin PHP vienuafilugaionldau
a v v v - & w v o
LBusun1gn15a319 class 11 extends 11910 Module #asaesvylinigly namespace N%a

u v & o )
pineapple kayaie method Fuunielglunisdnnig request
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<?php namespace pineapple;
class CredentialSearch extends Module

{

public function route()

Fe
;

switch ($this->request->action) {

case 'getContents': /f If you request the action "getContents" from your Javascript,

this is where the PHP will see it, and use the correct function
$this->getContents(); // $this->getContents(); refers to your private function
that contains all of the code for your request.
break; // Break here, and add more cases after that fer different
requests.

case 'getHeader':
$this->getHeader();
break;

AWl 3.5 method route() #ldaanas request

v e 1 P g o " | o - AJ nl
Rnsusegslugui 3.5 9 awviaunn 9 action #5uN191n Javascript #wnguil 3.4

Ao getHeader \ila PHP 198 getHeader axvinsidluuszananalufed®u cetHeader()

private function getHeader()

{
$modulelnfo = @json_decode(file_get_contents("/pineapple/modules/CredentialSearch/module.info"));
$this-»response = array('title' => $moduleInfo->title, 'version' => $modulelnfo->version);

bt
¥

Al 3.6 Haridu getHeader()

4 & 1 2 d o
ioWerdy getHeader gnuszinana 2glugulng moduleinfo @udu JSON wainun
wUaandu ndamntul title waz module @@ response naululy Angular)s

v , -y o
TAnludiuvesnisuans title way version viavua Judulunmgun 3.7

<?php namespace pineapple;
class CredentialSearch extends Module
r
1
public function route()

{

switch ($this->request->action) {
case 'getHeader':
$this->getHeader();
break;

3
J

private function getHeader()

$medulelInfo = @json_decode(file_get_contents(“/pineapple/modules/CredentialSearch/module.info”));
$this->response = array('title' => $modulelnfo->title, 'version' => $moduleInfo->version);
}

e

AW 3.7 PHP code ldudns title uaz version

1A



A a « & a N R v o a1 &
dialpulwaianuaiaglduans version uag title AsULED (HTML, JS, PHP) d1susiasnms

nsdwlvaalnavianue TulUsh WiFi Pineapple #1umnemds scp ™ uu linux

ar 1 o @ o o
A29819 3.4 AMEY scp tiasnlviaald

root@Pineapple:~# scp -r CredentialSearch/ root@172.16.42.1:/pineapple/modules/.

Tusiaun Aen1insiaaeugilugaiisnidnivanlutu uanwmaldgndewiold Taanis

WAlUR http/172.16.42.1:1471 Faduntih management vaa WiFi Pineapple n&wnfidandu

v v as = i Y 1al a v | |
Fouies Widunafiuy Modules Ifilugadalwifiisuivaieluusngegvisll

¢ c @ ® 172.16.42.1:1471/: v @

¥ Y » =

| WiFi Pineapple Q-

Dashboard

CredentialSearch Version 1.0

Recon

Profiling
|
| Clients

Modules «

Manage Modules
] CredentiaiSearch

Filters

= el
A 3.8 Tugalwmintiuidaun

awnudluga CredentialSearch Us1ng¥uun wisuiuuans title uay version laagn
gneas
vasnfiaindwmveslugaudn drusewn fe @wfiiend Control fivihiidadn WiFi

'
s

Pineapple ffd3 ngrep Ansalivzoli ddasaliud? azanunsaSunmshauldngiud

12




Controls

ngrep tool

. Installed |

ATITI:_S.Z-?‘VI::]V.I“‘] m

A 3.9 wiae Controls

ednun A Profile selection fiwtidinAlalusing Tuiinlusivg wavaulusing lag
s 1 d Hy,l d s = = = ]
Walrdailouiudnduy Pattern Misrarldfum yaaseifinnstudin wiedenTuslndlnmi axidy
= ' 3 - 1 . - o
nsasuLUaAn SrootScope.profileData 1Walw registerController dutsenldeu

SrootScope.profileData vunefis Teyaves Profile Wu 9 lngaruisatuiinliluguuuy

Regular Expression 16

Profile selection
Profile default »

Name default

Save Profile | Déié_fé'lﬁ'fdﬁje

user=|user_id=|username=|usr=|usr_id=(id_name=|login=|password=|pass=|pwd=|email=

AW 3.10 wiieng Profile selection

- ¥ Y a v 1 al | al v &
LUB\T‘U']ﬂWENﬂ']'i'i‘U'HE]ﬂ'anlW@qﬂ'lﬁﬂUW']N']uVi'NL%Ui“ﬂﬁiﬂﬂﬂ@ﬂqﬂﬂﬂﬁ MaUY Network

o

. a cal i | o oA & @ ° 1
interface WAEWITIHRDTBDU q QggﬂﬂWWUQ‘LﬁQJ‘LWLLmﬂ Iuﬁ?u‘ﬂ@ﬂﬁqﬁﬁ‘ﬂ@gLUGQWﬁQﬂWiW?QWuUﬁ

219/ ngrep wazArildAumMIIIIEIn SrootScop.profileData sUwuvvesdudulumy

L 1 1] 4’
fhethasaludl
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#0819 3.5 A1d9 ngrep Tildau

root@Pineapple:~# ngrep -i -d wlan0 -W byline "ProfileData" -O output.pcap >> output.log

wadnsaINMTTuAIEs ngrep Axgniufinaslululwdieglulwawmes log/
DY) a s v o v e ' 3 o I~ I3
MUIANANT Aa Output Inthfiansnadwslaoniserulngd Inedaniunaifiaselng
i < s a ¢ o ° P a ¢
angafieglulwaines log/ Tnedileidu Auto-refresh Muuanandiensunn q 5 5undt Ind PHP oz

vimsendlnely log/ nase

Qutput Auto-retresn [l oFr

SR ER, m

ngrep s not running

Al 3.11 wiieine Output

o v ; %) ¢al o a «
gavinefiantieg History Sluanalwdniuiinlily log/ Tnvaunsordnieniiivanlng

aulnd warveulwauy Browser ldiae

History @
' Refresh History |
Date Action
2017-12-12 09-54-28 View Downlead E

AW 3.12 wlieing History

Heridustosun Agnusemalilu method route() éun
1) getHeader() T¥ana title uag version

2) getProfiles() Wuanssede profile avun

3) showProfile() [§uanuile profile fignidan

4) deleteProfile() Tau profile

5) saveProfileData() T4dudin profile
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6) refreshStatus() leiansnaludruvemiiisig Controls

7) toggle() Wallnnsvirauvedluga

8) handleDependencies() s1vaeuiniieiesiie ngrep Anmeliudolal

9) handleDependenciesStatus() ms2apUM&ding dependencies RRVEGIH
10) refreshOutput() 145 insunadnsvesnssuAds

11) refreshHistory() Wamsysnedslndusyiansna

12) viewHistory() lgalvduseiinisvinau

13) deleteHistory() ¥aulnduseiRnsvirau

14) downloadHistory() TdmilvaslwduseiBnisyianu
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a &
4.1 wan1sAnnsluga
O a a & A oal 3 v X v oA .
wiiniawlvanlwdvianuanedesiuluga Iuludanes /pineapple/modules/ vu
o 5 v g ~ [ i il
WiFi Pineapple 138usaual 1305y Web interface wile5au sgdunmiiuii flugalnive

CredentialSearch Lﬁ'mﬁmﬁumg Modules fiagu

« ¢ o QD 17216421
WiFi Pineapple
Dashboard

CredentialSearch
Recon

Profiling Controls

Clients

Modules ~

Manage Modules

History @
CredentialSearch

E Refresh Histo

Date Action
PineAP

2017-12-12 09-54-28 View  Download (8]
Tracking —
Logging
Reporting Output

=l o a '
A 4.1 uanslugaiiiudaning

A 2
felmsfnaslugaiaivauysel wienldoruud,

4.2 wamsldauluga
w91 Module w@iuiuudos dusianAenisadresdyga Wireless Juun Taonis
a . vo o | . YA |
Uiy Networking Wiiia3amunagnluges Hide open AP san warsstadygialutes Open

é‘ﬂl.dl U L 4 v
AP SSID Tufiflsisdoi Roguel l@5auaalving Update Access Point



Access Points

Access Point 11 v
Channel

Open AP SSID Rogue

Hide open AP [

Management AP android-4fddap
SSID
Management AP sescesesoses
Key
Disable [

Management AP

Update Access Point

a .
ﬂ’lﬂﬁ 4.2 udAIN13AIAT Fake AP

] = 5 7 1y [ ' | Al ar Z - '
Tudureaies Client device loisednag avwuinildnyaa Wireless 38 Roguel Tna

e

2
5
g
=

Network 4
Connected

VPN Connection

DO

android-4f4dap
Secured

Rogue1
Open

CSAG

Secured

Sentry

AW 4.3 Fake AP fluanquu Client device
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< ' o . v . . < W o v 2
WaveassUdasdmygad Wireless wazlel Client device Wousaidnun danalainlumin

¥
Dashboard 9¥2u71 i 1 currents connected

U 17216420 40k

3 hours, 53 minutes

Landing Page Browser Stats

No Landtng Fage Browser Stafs Avasabie

@B %

Notifications

Ne Notifcatons

-l &
AT 4.4 w1 Dashboarduanesnuiu Devices

v 1) v al o v X 1o v oo v I
vy it lugafiasaun Tddduiiiadenis viseraszdenanlusivg

I A4 & @
waznay Start elsuAnnIastoya

CradontialSearch

Controls

Hislory @

Date Actien

2017-12-12 09-54-28 view

Output

ngrep is not runaing...

Ratresh History

Profile selection

Version 1 0

usersjuser_idsusemame - s =just_il«{d_name=I0gin=|passwo

al =
AW 4.5 Web interface vaslugafinfoulda

Auto-retresh [ orF

0

| v a a a v o '
Tudauveamiiinng Output 8133¥RIsNTA Auto-refresh iialiAudayaiidsaguuy

Bealny
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Output

Filter

Connection: keep-alive.

Content-Length: 110,

Cache-Control: max-age=@.

Origin: http://188.166.177.132.

Upgrade-Insecure-Requests: 1.

Content-Type: application/x-www-form-urlencoded.

User-Agent: Mezilla/5.@ (X11; Linux x86_64) ApplellebKit/537.36 (KHTML, like Gecko) Chrome/62.2.3202.84 Safari/s:
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8.

Referer: http://188.166.177.132/wp-login.php.

Accept-Encoding: gzip, deflate.

Accept-Language: en-US,en;q=0.9,th;g=0.8.

Cockie: wp-settings-1l=mfold%3Do%26hidetbX3D1%26editor¥30tinymce%261libraryContentX3Dbrowse%26advingDetails¥3Dshal

log=username8pwd=passwordliwp-submit=Log+Indredirect_to=http%3A%2FX2F188.166.177,132%2Fwp-admin¥2F&testcookia=1
BERER

<

P Y =l
NN 4.6 NAAWSUDY Packets AINTD998ANN

| -y do w o
luduves POST Data %Lﬁumanawmﬂzy o log=username&pwd=password %4734

v

v e v o

umAuEene ntUsIWE

] v . ] s a, 17 i a
Tudauvesmiwing History agwutnfliseinailaldon 1 a5t uazannsana View tieg

1 4

1Y) Y o [P
fouvas enm Download et uTinlng wazne Delete pauuseianiale

History @

Refresh History

Date Action

2017-12-12 00-54-28 View  Download

= 3 .
2T 4.7 wanavitindng History

' dl 4‘ A’I s e/ H
wiildn Tugana$eduiidivanszeznaildlunismeseunaendold wazde

INAMUAEAINABNITIGITUKIY Web interface Bngae
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5.1 djUnavaslasesu
wiesInnsvaaesailugaiieAnAsuy WiFi Pineapple TETRA Tudiuveanisuaniua
1 = n‘:« 13 o fal -3 L4 ] = s 1
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lafitgm wazawsodlvidauluduneuseluvesnmnasunessuulsidusd e

as

= i @ = o v o ° & v v .
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5.2 Yaidusuu

5.2.1 MInauda

o i Tugaaunsansesguuuuvestenamiitiun 16ann Network interface it
og1aifien Judunisvheuuuu Stand alone WildiAsidasiulugadu q luvasitluga SsLSplit
Faflanuaunsosudenrmuulusinnoa HTTPS 14 11a@NINUINAINAINS0T8eluga

e dyve o & v sial vy
SsLsplit siulugaigdaviniuudumn asamsansasdennuinaulusinrea HTTPS 16 Tl
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nmsfeulan msandululugiuuy Minimunlugaeudy 9 Bou Wosniifiauuiamn

| v W v o v o oa ' 1ad ¥ Ao A % ‘o &
sio latnlaladne wazmsyinmsnssaeuldendeu lusinsendeu viedeuldnlng iy

20



v =
L@NE19914994

WiFi Pineapple. 2017. WiFi Pineapple - Home. [Onlinel.

Available : https://www.wifipineapple.com/

WiFi Pineapple. 2017. WiFi Pineapple WiKi. [Online].

Available : https://wifipineapple.github.io/wifipineapple-wiki//#

Wikipedia. 2017. OpenWrt - Wikipedia. [Onlinel.

Available : https://en.wikipedia.org/wiki/OpenWrt

Tecmint. 2017. 10 SCP Commands to Transfer Files/Folders in Linux.

[Online].Available : https://www.tecmint.com/scp-commands-examples/

21



AMARNUIN N

¥ - &
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v < v a d vy W - 1
WNlUT http://172.16.42.1:1471 kaIARAVIY Network 9gWUNUVUIANAININY NANUY

Access Points WiFi Client Mode
Access Point Interface wlan2 Scan
Channel

Accaess Point Connect

Cpen AP SSID Rogue1

b Password

Hide OpenaP [ BSSID: 99 FC 11 Ad EQ 71

$SID: CSAG

Channei: 13

Signal Strength: -50 dBm
Quality: 60/70

Sacurity: \WWPA2 PSK (TKIP. CCMP)

Management AP androd-44dap
ssiD

AP
Key

Disable u]
Management AP

Update Access Point

=
A 0.1 iy Network

Tunseu WiFi Client Mode Wiinn1sidewste WiFi Pineapple 41y Access Point 81 14
\Un Mobile Hotspot Tfu WiFi Pineapple 1ilal# Client devices Mifausiaifu WiFi Pineapple
annsneengdumesinle

Tunsou Access Points Tiuundaves Open Access Point waztiAResvineuiin Hide
Open AP 80N \lBNnszednyaas Wireless fiad1atusn @ Management AP manefa Access
Point ndewils fl3dmiudhdnniswin WiFi Pineapple Armuansafiiie Hans Access Point

azl9 Network Auae Interface fiu

aa | e v o | o ¢ - R
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Bulletins

Firmware 1.1.0 - Buffalo Bulldozer 2016-08-23

This week sees a major milestone for the project with the release of Buffalo Bulidozer - a rock solid firmware
serving to synchronizing a stable base for both the NANO and TETRA Update today and enjoy the latest
enhancements to the PineAP engine. improved performance and new features in Recon mode and updales to the
base. Learn more from the full release notes on the forums and update over-the-air from the advanced page

Project Update 2016-03-02
The 6th Generation WiFi Pineapple platform and ecosystem are developing nicely Here are some quick insights
New first-party module DWall Based on feedback from Renderman. DWall has been developed to display real-
time HTTP URLs, Cookies, POST DATA. and images from browsing clients as a stream It's in the style of "Wall of
Sheep” and should be useful in demonstrating the security and privacy concerns associated with plain-text HTTP
traffic

New Website! After a long needed refresh, WiFiPineapple com has received a complete makeover From the new
site you'll be able to find our blog. resources such as downloads and modules, an FAQ and of course links to our
bug tracker. the forums and wiki

A dralt of the official WIFI Pineapple User Manual is now available for review and comment This will eventually
become avallable as a PDF download, but until then | invite you all to review and comment on the living Google

ﬂ"l'ﬂﬁ n.2 ﬂi?ﬂﬂﬂﬂﬂ'ﬁlﬁﬂﬂﬁiﬁ)']ﬂ Bulletins

Y v = a
Tunaudaun Wenidlvanlugafisgldau Tawnisideniuy Modules > Manage Modules

a_a — o 1 a a v
AEN? Get Modules from WiFiPineapple.com wdtntiulidenlugadifosns udane Install

Yo o 1 " al v o " as
iy Fitters 14 wunArinazeyg el Client devices il MAC address Tathaidewsieriu

WiFi Pineapple ¢ uazaveygalsk WiFi Pineapple nsgane SSID delasanlulaiha

Client Filtanng ~

Dery

SSID Filtering ~

Mode Switch Deny Mode Switch

mwﬁ' n.3 sy Filters

| . =i $ 1 d o &
gavheludiuvesiay PineAP finsssriithanulagisil
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Configuration ~

[ Allow Associations
[ Log Probes
[J Log Associations

PineAP Daemon Disabled Switch Beacon Response Inlerval

Capture SSIDs to Pool Broadcast SSID Pool Interval

Beacon Response

Broadcast SSID Pool Source MAC 000000000000
Target MAC ~ FF FF.FF FF FFFF

Save PineAP Settings

Notice: In order to use some of these features, PineAP must first be enabled
= y
a0 n.4 1Y PineAP

- Allow Associations

U AL Client Devices 1Wousn Access Point deduusnviionin Open AP #llddaanly
Ty Network
- Log Probes

fiutudin Probe request 984 Client devices
- Loeg Associations

\iutuiin iile Client devices ymsidlausioru Access Point 1 9
- Capture SSIDs to Pool

tufinnn SSID Adndulls Taetufinlily Pool (lgausvasdiiiewrde ssiD uldanu
MEUFY)
- Beacon Respense

\dlo Client devices 4 Probe request n 9 98nU1IEl Access Point ﬁ%‘awaag‘u?nm
lngsauvidelal aveugalil WiFi Pineapple seunduluing WiFi Pineapple 1efie Access Point
i Client §990
- Broadcast SSID Pool

BUYIAI WIFi Pineapple nszanedtyeias Wireless #he SSID ﬁag’l,u Pool ¥1a%um
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