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ABSTRACT

In the recent years, the demands for wireless services are increasing rapidly. The Global
System for Mobile Communication (GSM) is one of the fastest growing of telecommunication
industry. However, wireless mobile systems are more vulnerable to fraudulent access and
eavesdropping. This research proposes new security method based on secret key encryption for
GSM networks with strongly subscriber identity confidentiality. In order to reduce network traffic
and better call setup time. The proposed encryption is developed from RC4 algorithm always
produces bit sequence of evenly distributed 0’s and 1’s. Furthermore, The proposed stream cipher
has more the number of bits that differ in the plaintext than the GSM stream cipher, but also has
less computational time. The proposed approach is simple and it can be very useful for present

and future wireless communications.
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A: Transmission Rate between MS and MSC
AB: Access Burst

Ack: Acknowledgement

ACM: Address' Complete Message

ANS: Answer Message

AGCH: Access Grant Channel

AuC: Authentication Centre

B: Transmission Rate between MSC and HLR
BCC: Base transceiver Station Color Code
BCCH: Broadcast Control Channel

BCH: Broadcast Channel

Bm: Mobile B Channel

BSC: Base Station Controller

BSIC: Base Transceiver Station Identity Code
BSS: Base Station Subsystem

BTS: Base Transceiver Station

Cyos | Costs without Security

w

Cp; oposed * Costs with Proposed encryption

C 45 Costs with A5 encryption

GSM T
Q Astli, Authentication Cost for GSM Scheme

Proposed L
@ AuttI: : Authentication Cost for Proposed Scheme

C1: Majority Bit of Register R1
C2: Majority Bit of Register R2
C3: Majority Bit of Register R3
CCCH: Common Control Channel
CI: Cell Identity

COUNTM: Mobile Counter

D: Data Size

DB: Dummy Burst
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DCCH: Dedicated Control Channel

EIR: Equipment Identity Register

FAC: Final Assembly Code

FACCH: Fast Associated Control Channel

FB: Frequency Burst

FCCH: Frequency Correction Channel

FDMA: Frequency Division Multiple Access
FN: Frame Number

GMSC: Gateway Mobile Switching Centre
GSM: Global Systems for Mobile communication
H: Header

HLR: Home Location Register

IMEI: International Mobile Equipment Identity
IMSI: International Mobile Subscriber Identity
ISC: International Switching Centre

ISDN: Integrated Services Digital Network
Kbps: Kilo-bits per second

Kec: Cipher Key

Kc [DATA]: DATA encrypted with Kc

Kec [n]: n-element K¢ vector

Kc [N]: K¢ with selected 8-bits Key Number
Ke [M]: Message M encrypted with Kc

Kc [TMSI]: TMSI encrypted with Kc

Kc [TMSIn] : new TMSI encrypted with Kc
Ki: Authentication Key

Kp: Proposed Key

Kp [IMSI, NJ: IMSI and N encrypted with Kp
Kp [RANDM [N], N]: RANDM [N] and N encrypted with Kp
Kp [TMSIo, LAlo, NJ: old TMSI, old LAI and N encrypted with Kp
Kp [SRES [N]]: SRES [N] encrypted with Kp
Kp [TMSI, N]: TMSI and N encrypted with Kp

Kp [TMSI]: TMSI encrypted with Kp
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LA: Location Area

LAC: Location Area Code

LAI: Location Area Identity

LAIn, LAlnew: new Location Area Identity
LAlo, LAlold: old Location Area Identity
LFSR: Linear Feedback Shift Register
Lm: Mobile Low-Rate Channel

M: Message

ME: Mobile Equipment

MCC: Mobile Country Code

MHz : Mega-Hertz

MNC: Mobile Network Code

MS: Mobile Station

MSC: Mobile Switching Centre

MSIN: Mobile Subscriber Identity Number
MSISDN: Mobile Station ISDN Number
MSRN: Mobile Station Roaming Number
N: 8-bits Key Number

NB: Normal Burst

NCH: Notification Channel

NCC: Network Color Code

NSS: Network and Switching Subsystem
OMC: Operations and Management Centre
PCH: Paging Channel

PDN: Public Data Network

PLMN: Public Land Mobile Network
PSTN: Public Switched Telephone network
R1: 19-bits Register of Threshold

R2: 22-bits Register of Threshold

R3: 23-bits Register of Threshold

RACH: Random Access Channel

RAND: 128-bits Random Number for GSM network
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RAND [n]: n-element RAND vector

RAND [N]: RAND with selected 8-bits Key Number

RANDM: 64-bits Random Number for Proposed Scheme

RANDM [n]: n-element RANDM vector

RANDM [N]: RANDM with selected 8-bits Key Number

SACCH: Slow Associated Control Channel

SB: Synchronization Burst

SCH: Synchronization Channel

SDCCH: Stand-alone Dedicated Control Channel

SIM: Subscriber Identity Module

SNR: Serial Number

SP: Spare Bit

SRES: 32-bits Signature Response

SRES [n]: n-element SRES vector

SRES [N]: SRES with selected 8-bits key number

Tp, oposed - Encryption/Decryption time with proposed algorithm for 64 bits of data
T, 5 Encryption/Decryption time with A5 algorithm for 114 bits of data

T : Proposed Encryption/Decryption time

crypt *
T ang : 128-bits Random Number Generating time
T andm : 64-bits Random Number Generating time

TCH: Traffic Channel

TCH/F: Full Rate Traffic Channel

TCH/H: Half Rate Traffic Channel

TAC: Type Approval Code

TDMA: Time Division Multiple Access

Ti [X]: X-entry of i -level Table

TMSI: Temporary Mobile Subscriber Identity

TMSIn: TMSInew: new Temporary Mobile Subscriber Identity
TMSIo: TMSIold: old Temporary Mobile Subscriber Identity
VLR: Visitor Location Register

VLRn: new Visitor Location Register

VLRo: old Visitor Location Register
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oMC iuniasauaimhinlumsasiedey, uaaea, 1azAuauMITaILYY

A " 3 [ = o 1 o B o [ 1 = 1 P
(A3 0UENINA InuTams ouNanguaen nez 16 lumsasnniudivd szneudisg lumsovion



Y = = hl 1 Y Y a Y 3 1 =) o 9
Tasunnudsmionse lindoulumsliuioms nsUsudsamnniwesaagneluszunld
a 1 =) = a 1 a 1 e o
gnAoamnzay msfinmuimsiaznisean luSoninuA1SAsuAg 19 43 OMC azdoari
= 1 Y] 9 =1 ] dy @ A o o g} -::I [ 1
MIAAADAUFIMTOYAVDUATOUI HBNINT OMC Hallfendulumssrusudeyaiomnua
9/

ANAA1NE) (WU TOARNUAANDIAYBITZUY TDAYDINITVINITBYA (Traffic) Tuin3 o410 1o

1 lumsdsulselimseaoiidszdnsnmae T

2.2.4 grudeyavoUn3IeUY
¥y
FudoyaveUATOVIY GSM fiNanua 4 d2ufD Home Location Register (HLR),
Visitor Location Register (HLR), Equipment Identity Register (EIR), l21¢ Authentication Centre

=) 3/ ] =] dy
(AuC) 510azIRUAYBITIUTOYAA19Y HAsAD 111

2.2.4.1 Home Location Register (HLR)
o a g Ao o { (P=1 & 1
HLR ilugmdeyamnudoyavesdldniianuaziions lilimsnasuuastions
(Permanent Data) 154 H1101a U333 1% (Subscriber Identity), 152 Av0941%, ninoiay
o o 3q 9/ & o o 9 o g o ! Ao
InsAnnveaf 14 uonnil HLR dunudeyasins1a (Temporary Data) Y03 19119841
o [ ° oA 1 ar 3q Y o ) 1
Wy dumdaneglagiuvesdly uazvimsdivlgegmdoyaligndes (Update) agiaue
= d} 1 as o Y { =1 2 o T 1 4:45 [V
Tavdnaudamitaniovis Insdwniindous (PLMN) 923 HLR 11967 Usn9190110A19 1962

¥
T8turuiwand1dlunsedn

2.2.4.2 Visitor Location Register (VLR)

VLR ifugnudoyaiifiudoyadanin (Temporary Data) voulfum g dogluii
mstan1sves MSC Taviln@udamila MSCozil VLR nilsiaust VLR 81es095ums1danann
ndmita Msc %uﬁ’uﬁmau;j‘l%’“lu MSC 1304 Tnsfniiadiouii (Mobile Station, MS) 9fiade
1 VLR 'rthaﬁfluﬁumﬁaﬂ%’uﬂ;a%ﬂyaacjmmiﬂumwwzadwﬁla%’ayjmﬁmﬁuﬁagﬂﬂi;ﬁ"u

o i a oo o [ '
w0314 VLR szyhmsuanudoudoyaniy HLR Aduiludesldlumsianisaian

2.2.4.3 Equipment Identity Register (EIR)
d ¥ ad g o o & A4 A < °
EIR (ugudayaiinudoyavosginsel Insawmndouhn lasvzinunmoaulses
ar o o o A ~ 2 . % A o =] a er 9/
#2u939UnIal INTAWNINADUN (Mobile Equipment Identity) tWodam3ouusmaseduldau
o - - N s o o o A A A
ainsal InsAwnindeundIns v lunsdinednsal Insfmnindouiiggnionsognlainssy
& Ao 3 q Vg ¥ Y o @ & A ddgw
wonInilnTevIedaInIous i linudidnyazvesgunsal InsAnnnasun 14

P Sl Y W
PONNLITNA ALY



2.2.4.4 Authentication Center (AuC)

£ 4

< P =] Ho0 & @ @
AuC ugmdeyafiohaezniiudeyaniniudeldlunmssauiniulasasoves

40 9 ad P

A 1 yvq ¥ Y kY @ oW 9/ @ ar
Lﬂ'i’El"U’lElLLﬂSch‘b' Yoyanlylumsdiuaznoasviaay AUA ‘Vlcl“lfcl.uﬂﬁﬁﬂHTﬂ'ﬂiJﬂﬁBﬂﬂﬂ

U

yq 9 v g 39 ¥ a e i ;
vean lFudazau deyah ldaseaeudldusnmsnuniedis (Authentication) TuaIuvDIN3
Yy o v ak &gy Y i ad a ¢
aindeyalumsinmanuilaesade sanesnuilduazdeyamen Ndludunaiaziovinao:
Y \ 1 o o 1 = a I~1
doensafiuszn g lunazauiumaeiluniede Tavndudagiudeya Auc wwgnionnily

o w & 9
Handunilalugudoya HLR

; .
2.2.5 1A304INANNADOUTN (Mobile Station, MS)
v o 1 A o o 5 G
mulu MS vzutuili 2 daufo gUnsal InsAWN (Mobile Equipment, ME) 1oz
J ¢ A 3 ' o - as
AU15ANIANITUNI “Subscriber Identity Module (SIM)” Tudauuss ME sghiniiilunssy
[ A a 1 a J A Ao = = faig YVa 1w Yq Y o
dendauImgsznin Insimnindeunnuanigiu soudegunssinlddaderugld wu drlng,
v ' o o @
fluna, TulasTvu dau st vesd Idvznunineaulsed1diveef19 (Subscriber Identity),
a = - 9 ° ' 4 o g o v yq y
Yszianvesuimsfiameibon1¥au, dumismasegiuvesd1d, vansma Insdwivesd1d

Y o ak dq o @ o
5 LLﬂ?‘,‘Uaiﬂﬂllazﬂﬁﬂ@iﬂuﬂi“ﬁiuﬂ‘ﬁiﬂ'ﬂ’]ﬂ'l’lllﬂaﬂﬂﬂﬂ

2.3 dnvazvesvoyalunievis GSM

9) Y a =1 [l aa o o @ 9/
Yoyaveed 1FUTMaInTee GSM Niinnudidglunssansuazaiugunis 19

E e

usmsvesd 14 lunSeaviisane 11l (3]

2.3.1 International Mobile Subscriber Identity (IMSI)
oglFamaioulFusmatuniesis GsM fUfAmMsIATev18 (Network Provider)
veimuaninumulsz$1aa 190U 195901 “International Mobile Subscriber Identity (IMSI)”
&4 IMST ui1@ 64 Tavegaifi1ilu st vesd1duazgudoyn HLR, VLR, uaz Auc mafls
inseveIznIudoyanieqvesd1dldninmsii ivst lddumdeyavesdldngmdoya
ivst ifhudesynuin 64 Tnazilsznevdaedeya 3 doudail
1) Mobile Country Code (MCC) iflustafiszytlszmeagiiduuivesdld fvun 12 O
2) Mobile Network Code (MNC) iffustafiszinsotioluine (PLMN) fifl4ameiou
a2w fivuia 12 O
3) Mobile Subscriber Identity Number (MSIN) iumsnoiaviszs1iavead 1 dudazanly

IATBUI GSM HU1I9 40 D
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2.3.2 International Mobile Equipment Identity (IMEI)
=1 o w ' o o A Ao w <] P
IMELilunineaviszidiveaudazginsel Insdnvindouniianyasidununsauh
=) o a y & o a o a y =
Foadiin 11)iTevs (Serial Number) Tag IMEI 9zgniivua laodnanginsal Insdwiindou
=3 4 a wa 1 (=
wazazlda dnneiionsnzidoudUfiansiniea1s (Network Operator) IMEI g gauti iy
3 ngunwlugdoya EIR Ao
... oA & v & A Ay Yo a v Yy A ]
1) White list Ao gunsal Insawmiadeunn ldsumsameibougadeanioniog 14
I A o o A o o E " c: = ar
2) Black list fin gUnsal Insfmindouningnszivldau Tae list Haggnuandoun

1 9 (A wa A ! Y o
ser IR QUAM T 0UIBAIYIY
v d =

3) Gray list fie gUnsel InsAniindeuinifasdulumsiau g vieldaendusm
daly
Y a y g L woA
MELHudeyauiia 64 Tavzilszaoudaodoyn 4 daudail
1) Type Approval Code (TAC) iilusiafiszaysemegiiduuvosdld fivuia 24 da
[={ o - ] =
2) Final Assembly Code (FAC) ilusanszyniaviouuie (PLMN) 409814 Jvuia 8
in
L [~ o w yvq 3 ¢ A ' =)
3) Serial Number (SNR) luninuiavilseiravos laudazauluniois GSM v
24 1in
4) Spare (SP) Y19 8 U
A a A oy ) yq ¢
IHOADUAUDIUUINNINARYBAUATOVIY GSM NADamsuLiaeng suazgnsal
Tnsfwviindouiesnaindu vutomuilszidives Insdmwiindounuasdldindudaszan

i Ml ldzausofanedems Tavlswrindesiiavesglnsainlddoms

2.3.3 Temporary Mobile Subscriber Identity (TMSI)
A ggapy A Aoy g A 4w v ¢ A dygy nve
Lll‘ﬂﬁdi‘ﬁulﬂlﬂﬂﬂUﬂlﬂWMTBgiuwu1’1ﬂ']'ii]ﬂﬂ'l'i‘ilﬂﬂ‘ljllﬁ'lﬂiﬂiﬁﬂ‘l’l!ﬂﬁﬂu'ﬂ ﬁi‘]ﬁlﬁ ATl

= d‘l fT~ o o q..t d‘.o [V Y a 1 éf d'
T™MSI 9119 32 Tave I umnanvdszidirinsivesnuvusiideldusnmseg luiuin

[ v d 4 i <
M3vansveguay Insanmadouniiue TMSI sxgniny 131u stm vesdlduazgudeya

VLR

2.3.4 Mobile Station ISDN Number (MSISDN)
MSISDN ifuninoaa Insdwivesgnsel Insdwiiaaoud Tavgunsal Tnswy
2 o A ' vg Y v o v o o
INDOUNLANLIATEIVLEIW MSISDN 910 SIM ¥ef 1% Asiunioaa Insfnwnuoaginsal
TnsAndindoufiemsonldon T siv Ausseegluginsal Tnsdwiiadowi MSISDN
a o 9 3 9 [ ar c;y
yua 64 Tnazgninu13lu SIM, HLR, uaz VLR Tagazilszaoudledaya 3 daudsil

[~ v A ~ = 5/ a 2
1) Country Code (CC) Lﬂuiwmsxuﬂszmﬁw Ms asnzifion auia 12 Gamilou IMSI
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= A ]
2) National Destination Code (NDC) 1ilus a3z 1n3 o9 1y (PLMN) aoly
Yszmand1damaidioudls fvue 12 damilou MsI

3) Subscriber Number (SN) iHunsno@yInsimid 14 fivuia 40 Ta

2.3.5 Mobile Station Roaming Number (MSRN)
VLR 92MM3f1mMua MSRN vz1sgnaudiedoya 3 daumijen MSISDN fie CC,
[~ o o S ug o .3{ ~ a A
NDC, uag SN ilurinuav Insimndnsvasigldegluiufinisdanisves Msc ofing
s o v J | {
300 (Call) 1131 MSRN szgnlFlumsnudumalidegunsel Insdmsiinfouivesd 19

MSRN 9z 1310 SIM, HLR, uag VLR

2.3.6 Location Area Identity (LAI)

Tuusing LA w03 MSC a¢dl LALfumnoavlszirdivesaues LaLidudeyavuia
40 Tinvzilsznevdaodoyn 3 daudadl

1) Mobile Country Code (MCC) sﬂmﬁ'ﬁﬁszuﬂﬁzmﬁﬁgﬁmm Location Area 33117 12
aumilon IMSI

2) Mobile Network Code (MNC) ifluswiaiiszynfodinTuine (PLMN) voa LA fiviia
12 Jaunilou IMSI

3) Location Area Code (LAC) ilusraminuavilsz$idavesusas LA Tuniodo GsM
Huue 16 U

2.3.7 Cell Identity (CI)

1 g/ d 1 o = o a !
ﬂ?ﬂclu LA 91499 fl]$ﬂ5$ﬂ@‘].fﬂ'3f]t“]fﬁﬁﬂ’]ﬂ"] Tﬁmma:maaumzmaﬂﬂsz%m’maatmax

1
ar

ot 1o = a
AdN WEIAY, CI Hvue 16 16

2.3.8 Base transceiver Station Identity Code (BSIC)
oI AINITOUUAURVINATEN I BTS 18 luudas BTS efiiauilsesidveaiumes
A a A ) ' A
9 BSIC v119 6 1 d91)sznevaiedoya 2 daude
1) Network Color Code (NCC) iHlusviaanielu PLMN vu1a 3 1a
2) Base transceiver station Color Code (BCC) Lﬂﬂiﬁﬁﬁ%ﬂd BTS ¥41@ 3 U lae BTS #

s

agannuvzAellsiadnuanaeiy
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2.4 InssarvesvoIdyaIIng
030410 GSM1%1na TuTadmMs#oa151UY Time Division Multiple Access, TDMA 1)
Frequency Division Multiple Access, FDMA 32ufusildsuilunozdeaiifledsuniianudu

k) o Tt or a A o ya VA 1 v Y o & 1
mau”lumﬁimmmmaﬁiymuwmwqmamﬂwmeﬂamiszmwﬂﬂnﬂmmaw [4]

2.4.1 mﬁilm'ﬁ'\‘iffﬁy_ﬂg]m (Channel Reservation)
IN30U10 GSM 9£11n15904 (Reservation) 2 LLmJﬂ’ﬂﬂJaﬂ ﬁu?‘nq (Radio Frequency
Band) Y410 45 MHz ﬁ’maﬂﬂugﬂ‘ﬁ 23 UOUAINA 890-915 MHz dm3unsdearsein
TnsewiindeufideaoiigiuGont “ﬁ'mumummﬁ'}yu (Uplink)” HAZLOUAIND 935-960 MHz
dmfumsdomsnnaniigudeinsinindeuiont “Fyanuras (Downlink)” udas
UoUANAYIA 25 MHz grutaiiu 124 FoednyanuAaz FaIFYaIMTYUIA 200 kHz TUud
AFOITYYINVUIA 200 kHz f‘:ﬂzgmmuﬂu 8 791981 (Time Slot) 3030071 “1W5U

TDMA” hiaz Tuusag 5299113099 Burst Joyavuin 156.25 daniosianaias 1526

ms (576.9 ps)
-l- 60 MHz
f et T T R ey
-+ 124 59.8 MHz o "
wkkz 193 A e g \
_L 59 e . \ .
122 ¥~ Downlink BTS
P 050.4 Mz
Z 0 o,
separation : 4.615 ms
35.6 MHz —
2 1|2|3| 4| 5|6[%2|8
35.4 MHz
1
935.2 MHz
L 93 15
Mt Data burst ,15625 bits period = — ms A576.9u s
—“— 915 MHz 2
- 124 9148 MHz
200kHz
X 123 914.6 MHz Delay
122 014.4 MHz " 3 time slots i : 2|3 4v5 6178
45 MHz °
separation : L 465 ms
890.6 MHz
2 e
1 o:m{*l\t.t\ﬂ_':z
8002 MHz. .. v B
i SOOMEz

=

51U 2.3 MyvesvesdyaInuIngueunioi1u GSM



2.4.2 Yoadayanauailou (Logical Channels)

13

GSM TeunauuesedyaIaueion (Logical Channels) 13 2 nqufio Aeadayan

PR PREP ‘131}?)‘1;1@ (Traffic Channels, TCH) amzﬁﬁmﬁ'iymuwmﬂﬁmuau (Signaling or Control

Channels) 29493 11A15199 2.1

M15199 2.1 AT 1TOIT YR IMAL DU

Group Channel Function Direction
Traffic Channel Traffic Channel | TCH/F, Bm Full rate TCH MS<—>BSS
(TCH) TCH/H, Lm Half rate TCH MS<—BSS
Broadcast BCCH Broadcast Control MS<«—BSS
Channel (BCH) FCCH Frequency Correction MS<—BSS
SCH Synchronization MS<«—BSS
SDCCH Stand-alone Dedicated Control | MS<—>BSS
o Dedicated Contro
Signaling and Control SACCH Slow Associated Control MS<+—>BSS
Channel (DCCH)
Channel (Dm) FACCH Fast Associated Control MS<—>BSS
RACH Random Access MS—BSS
Common
AGCH Access Grant MS<«—BSS
Control Channel
PCH Paging MS<«—BSS
(CCCH)
NCH Notification MS<+—BSS

2.4.2.1 YoIdRYYINUNITV9195U0YA (Traffic Channels, TCH)

Yo o d'i v g 9 ~ 9 1 @ dy 1
TCH gnl¥dmiumsaeasdoyavesdld wu v, doya, Fax soednanmiies lu

94 ) A w A ° ] da  a o
1%ﬂ@ﬁ1imﬂ¥ﬁ!ﬂﬂ?ﬂl’ﬂ’]iﬂ'@]ﬂﬂu N1 UY TCH ﬁ1ﬂ15ﬁﬂ141uﬂﬂ'ﬂﬂlﬂﬂ D INATINGY

FaunzuRninaaingse TCH 01990 1HuuniAus (Full rate TCH, TCH/F) (G011 “Yosdayana

1 ﬁé & = 1 1
Bm (Mobile B Channels)” nsooul¥nTanila (Half rate TCH, TCH/H) 158071 “U04

dyn191 Lm (Mobile Low-rate Channels)” A 18AUAUA158DAUUUYBIT 181084 ISDN [1]

24.2.2 ﬁiadﬁ'tyzymamuqu (Signaling and Control Channels, Dm)

- Ay A A iy e o & 4 W a A
m‘ﬁmmma:ﬂwamm@mwﬂm‘raﬁmﬂaauwuuummfonﬂummaanmiﬁams

FoyaNeINUNMTAILAVUAZNITIANITAI (Signaling Information) ABUT1911A 1ATDANETA

] a

wienresdgauingfozlddemsdeyamsniuauaieniond “vesdayniai Dm (Mobile D

"

Channels)” aanaadlums1en 2.1 Taouald Ju 3 nuvde




14

1) Broadcast Channels (BCH) Q,ﬂcl%IﬂU BTS Tuﬂnﬂ'aﬁ'iy,mmmaﬂﬁ’ﬁu MS ﬁ
oylumadmsianisues BTS Tnodoyailasviuosmiousumun munsnumidonls 3 os
ﬁ’)ﬂgmﬂmﬁ@ Broadcast Control Channels (BCCH), Frequency Correction Channels (FCCH), 1iag
Synchronization Channels (SCH)

BCcH Mdsdapanito W Ms niudsdeyaifvatumisseanily Bss s nin
mv1lsz§riaveantitenuden (LA, CI, BSIC) @9u SCH uag FCCH I dadioyainuaiuns
¥1 Synchronization 5217114 MS 1 BTS Tae SCH 14 umavhIfisudoyadi ms 185uidhiu
fumlsudioyail BTS d4 (Frame Synchronization) uag FCCH 1 lumsvldanutuesdes
Yanwi Ms i$1fufunImveaTesdyiaii BTS fnuald (Frequency Synchronization)

2) Dedicated Control Channels (DCCH) gﬂ%’f’ﬁdﬁ'ﬁyﬂpmﬁw1ﬁmmzﬂnaﬁagﬂ
Amuald MS ustenld 3 ve9dyq 1A Stand-alone Dedicated Control Channels (SDCCH),
Slow Associated Control Channels (SACCH), 1182 Fast Associated Control Channels (FACCH)

3 =

spccH l¥aadoyaiforfunmsdanisaies semi1a MS /1 BSS, SACCH

L)

3/ = Qs Y

pnlddadeyaifortumsimlsz@nsamues TCH uaz sccH Foyaiideziussanuios
fufdsvesdayanaunssasdauvesdaiinanata (Bit Error Ratio), nazgan1e FACCH 14
dadoyaifuatumsadien1sinde (Connection) HuFoIFyN I TCH

3) Common Control Channels (CCCH) gn 9 lunmsanaufioafiumsidhis (Access)
1nTRUIL A1 Lrisdon 1A 4 fﬁmfr’iyiymﬁa Random Access Channels (RACH), Access Grant
Channels (AGCH), Paging Channels (PCH), Lifi¢ Notification Channels (NCH)

RACH Qﬂi%ﬁ\‘lﬁmﬂﬁmm“ﬁlmﬁﬂ MS doemsazvalduimsaiegfumsevis 1wy
msveldwesdya s SDCCH, AGCH gnl¥dadaanaviaslay BTS1$1n15904904

a

dyanainglinudldudidadeyaudalidlamuiesduaansmuald Taeru AGCH,

q

PCH gnlddedgya st Ias BTS 101in15:50n14101171 MS (Call Termination) luiasadves

9 1 o y =] i
BTS, uazgaiie NCH gnlddadyanmviauiensiSonidunguidranm (Broadeast Call) MS

2.4.3 ¥OIdYQIUMYNW (Physical Channels )

s

Foadaanamunwrounionis GsM utai 2048 lonlofisudeiisevvesag
190 (Period) WD 3 $2T1a 28 W17 53.76 Tunft Tunstaz lewlesilsuezdsznoudavgies
Failsznoudaomlsu TDMA 1326 waufigranauisu 6.12 Turit a1 Tusaiedinlsy
Usznaudaefadisy 2w fie 51 Wad@msy waz 26 Tadmlsy Tunisyifosinsues

szneude 51 Tafinsuves 26 Yadmsu wie 26 Tadmlsuues s1-adimsy daaaslugii
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o w w a v a ' o d
2.4.A uag 2.4.B mud1ay 1av 26 Safimsuves 51 dadsuoz 15 lumsdedoyaiiiiy
o = Ay g ¥y 14y o o a o o
dyaanduansedoyavesd 159 linerdesnumsniungy uazTav 51 Tadsuuns 26 Tad

Y1y = o
Lﬂiu%giﬂiﬂﬂﬁiﬂy‘]mﬂﬂ’)ﬂ“ﬂﬂﬁﬂiﬂﬂu

3:28:53.76  (H:M:S) 3:28:53.76  (H:M:S)
NG A
%5 "
Hyperframe [ 1 [ 2 | see [oar]aas] [ ]2 ] ses [2047 2045
Superframe [ 1] 2 [eee ]2 | [1]2] eee T s
[1]2] eer [a]s] [1]2]eee]%]
[1]2]3T4]5[6[7(s] [t]2]3T4fsT6[7[s]
[ Burst=15625bits | | Bust=15625bits |
(&) (B)

31N 2.4 Tassasravsudeyaveuniois GSM

@ a ns.: Y A ] o o v A
ﬂ'IEJclLIMﬁﬂW‘ISM‘VN 21y ﬂ&ﬂi&ﬂ’ﬂﬂﬂ"lﬂt?‘lih TDMA MU 8 ¥391707 ATy 51 Uaw

M FUTBIWD WA 235.4 ms 1AL 26 Tads Ui 121998110 120 ms

2.4.4 Burst
9 A ] g a ] Y] 1 1
Burst U93a00A38Y10 GSM uiiuily 5 wila Tnoutismmanyaznisdsliluges

Teyay1046i199 Burst Nnyiiavzlvinaminude 156.25 Un asaaslugili 2.5

3 tail bits 8.25 bit
guard
1 sisnaling bit period
(stealing flag)
r y Y.
. 26 bit traini ) ]
Normal Burst |3| 57 data bits ssomenas 57databits  |3|825

Frequency Correction Burst |3 142 fixed bits 3 81"3

39 data bits |3 |8.25;

64 bit training sequence

Synchronization Burst |3 39 databits | (gynohronization sequence)

26 bit trainin o

Dummy Burst |3 sequence & 3/8.25;
A Burst 41 bit training i
pesssBaret | 8 | ™ equencs 36 databits |3 6825 |

317 2.5 Uszinnuoa Burst JoyalunTouis GSM
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Normal Burst (NB) gn14lumsdedoyaves TCH uagdayalunsnivauaieg saiu
£ 1
[ @ = 2 o 1 = ' '
Jo30u03 RACH luudag Burst 111921] Guard Period iTudanieg hiiinsdadoyavos Burst
Ed

e a A w ) =] TR o a . 3
11149 Tail bits 3 UANDYATINILDLNIWUBY Burst nia 111 0 19 3 U Stealing Flag (SF) 1%

d . . ~ [} o
sz1tludoyalunsnauny (Control Data) Training Sequence (TS) U117 26 Un lFusnd 1wy

Q

A o a Vo 4 o { a =
yoadoyandumzuonanuusvesdyynn Idsuiedondyauiusaigalunsdl

FryanauAumaunaIuduN1e (Multipath Propagation) ludauvesdeyaficdanseves NB
vzudailu 2 dauqag 57 On Tao NB sQnder1u TCH, FACCH, Liag SDCCH

Frequency Correction Burst (FB) Qﬂ’s’hiﬂﬂ BTS Lﬁ‘ﬂﬂﬁ)ﬂiﬁ MS N3 ﬁﬁﬂﬂlléﬁcl%
Ms vz 185 udedaanalaoldanuifinseiu idesnndnsldmarwaidlumsdedayan
&4 FB azgnaslav BTS A FocH iy Ms

Synchronization Burst (SB) ﬁ)xgn‘l%’ﬁmﬁamﬁﬁﬂﬁ'mﬁuﬁ’tgapmmm MS 1519
fu'ldfun1saadayannuee BTS (Synchronization) ¥ SB asgndaku SCH

Dummy Burst (DB) %Qﬂi%ﬁdﬁ’]ﬂ BCCH !.fll’E] BTS 13T Burst éuq%ﬁ& ﬁﬂifu BCCH
12A099 Burst 88191100 1 Burst taue vh1¥ MS annsodamdsdyanaves BecH 14 33
msffﬁuniw “Quality Monitoring”

Access Burst (AB) 1290a9H11 RACH 1ilo MS ssvhmsfnsesuniotiolay AB vzil

Guard Period 11101 Burst ?J!‘L!f]

2.4.5 MsusinyesdygouaiouasluresFyaamumn
=4 ' as [ ar ' =
msuinsesdyaaaiouatlugesdyanumsanmluniedis GSM 1 2 uumy

@ a A =1 @ a =1 v a
‘U‘H’]ﬂﬁJ@ﬂlJﬁﬁLw‘ill A9 NIUAN 26 VamnsuLazMsun 51 Yaamsy

2.4.5.1 PISUIN 26 Wamwlsy
] w = I~ 4 @ (] s
upazisy TDMA 26 isuasgniladmanyandya ouaiou 2 ¥eedgya uio TCH

1B SACCH aauuyodaaamuniwadndlugli 2.6

1 2 . 13 14 25 26
TC1 | TC2 | eee |[TC12| AC |TC13| »ee |TC24|IDLE/AC

TC=TCH (Traffic Channel)
AC=SACCH (Slow Associated Control Channel)

57 2.6 msadevoedamlu 26 Taduvsy

aG
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26 Sfadmlsuazasznaudan 24 TCH dmsudoyavesdlduazsafmsuiivsznoudae
Hoyan152uAY (Signaling Data) Y94 SACCH duisufi 26 ﬁu%”lzjgﬂ“l%“iuﬂitﬁ Full rate
TCH/F uivegnlFTunsdififu Half rate TCH/M iflosnndoyafid i TCH uaz SACCH v
14 Burst 1111 NB Sausiag NB 9z Stolen Flag 2 fin dm$udioyaves FACCH azm 1800

N1511 Stolen Flag 4841082 8 Time Slot 1157UNY
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s1 adsuldTunsfemsdoyovossedyauniugu sadu FACCH luudazia
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1 3 10 15 20 25 30 s 40 45 5051
TTT TTT TTT T TTT LI T I 111 | B | LI
d b 1113L t?l i i ||C| |F| b ]IIX)I |I|)1| l ke |Dz| II?:S] FIS| A0 |A|]| 2
. | . -
Downlink i e I 0 5 L o L A )
FIS| B C |F[s] C C |F|S| Do D1 |F|S D3 |F|S| A2 A3 |-
L1l n T R OO o N O O i o O
1 5 10 15 20 25 30 35 40 45 5051
TIT TTT T I R[RI ToLT T LI TI.1
D3 IRR A2 A3 RRlRRR'R'R Rl RIR|RIRIRIRIRIR|RIRIR|RIR] DO D1 [RIR] D2
Gt A o
Al Al RI 'R'R'Rl RIR )2
11?3l IRI‘R 111 111 R RRRIR RRRIRRIRRIR RRIR !D!0I IIInI 1 1
F=TDMA frame for FCCH R =TDMA frame for RACH
§ =TDMA frame for SCH D =TDMA frame for SDCCH
B =TDMA frame for BCH A =TDMA frame for SACCH

C=TDMA frame for CCCH
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AOEITHINYBINYYININGIZITUN) Um Interface 321TUMTAAADILHING BTS AU MS Liag
1 Y 1 [T~ | 1 = 1 1 a 1 1
drundoas lnoldmodezutsduriagmunmsfndovesnuieay nsaaaese it BTS
iy BSC l¥n1sansenuy A-bis Interface, N15AAAD5EMI19 BSC AU MSC 19n1saadeuyy A

Interface, MIAAADILHM I MSC AU VLR 1¥n15Aadouy B Interface, N13AAA052H I

49524
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MSC AU HLR 19n15Aas0ituy C Interface, MIARADIENI VLR AU HLR l¥msfadouuy
D Interface, MIAAABIEH I MSC donuealdnisanneun E Interface, daumsanno
5211319 HLR 11 AuC #19gn1olu HLR 16n13@nseuuy H Interface UagmMifnnoszning

Qﬂﬂiﬂiﬂiﬁwﬁlﬂﬁﬂuﬁ (Mobile Equipment) A SIM l¥msAnfeLLY ME-SIM Interface

Um Interface HLR

A-bis Interlace

8BTS C Interface AUC
SC A Interface H Interface
D Interface
ME-SIM Inlerfaceﬁ LU ' MSC VLR|
a0 e B Interface
{ i F Interface <
SIM E Interface ™ Other
MSC

q’ 1 =1 )
U7 2.8 Interfaces a9 A 1w luATode GSM

Y
S

MIAARDLUY Um Interface iivunoumsmauawanslugzili 2.9 dygraudos

VDINIIAUNU (Speech Signal) QﬂPi‘luﬂ'iz“U‘mﬂﬁL‘ﬁ'liﬁlﬁﬁtyﬂju'lﬂu’?’md (Speech Processing)

o v

¥V
udhmsihmadsWegesdyaial (Channel Coding) Apviminsimadhsvadudoya

Y
o as

: o @ o g =] 1 ° . y
(Encryption) mmmamwanm%y‘mﬂu Burst 71149 TR ALRE NA1aYID (Modulation) ATk

'
9 o o [

[ 1 [ @ a { | o
dedeyaruresdyaaingluanudaien awdens methdiufimuendyaio
v oa =1 y

5 o o ~ a 9/ @ ow . a
(Demodulation) agyMIATOAMANT Burst 1 1A5DudIn0nsiaaudayA (Decryption) HAS
¥
NAUUMNMINDATHABDITYYIM (Channel Decoding) Hani1 l1riunszuiumsoens e

@ = . A A 3o o v
AU YN (Speech Processing) oy lasududusaunuinudesnms

Antenna
Source Encoding i r—p Multiplexing Differential Coding
annel encodin cryption
™ And Speech processing ™ i I | And Burst building ™| And Modulation
Source Decoding
Channel decodin Decryption Demultiplexing Demodulatio
“ Aud Speech processing bl ok o w T PERE me "

Antenna

4 P o = 9 < 4 =
3U7 2.9 nszvumsuldoudygrandoalfiduntuing
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1uaaEalug U 2.10 dynnaudvsvoans

AUNUT (Speech Signal) QRHIUNTEUIUMINI WA TRy 1T 09 (Speech Processing) AN

o ) Y I s . 1 3 o £ o w g
MIMMINTHAYDITYY I (Channel Coding) ADVINUUNMMIVITHTAVVDYD

4 1
o o a =1 o o o . '
(Encryption) fhimstiadmanddeya udwhmsndidyaia (Modulation) e dsdoya

ARNT il

' v Yo d o o . o aw A d Jy A Yo kY
(18] 711\3NQ%SUﬂ%%W’Iﬂ’]ﬂLUﬂﬁﬂJ‘JﬂJTm (Demodulation) Hazmmaalnalwanguaia yn lﬂiﬂllaq

¥
00ATHAAUTDYA (Decryption) HAI9INIUTIAITDOATHAYDIFY I (Channel Decoding)

Y o ' @ W =) . A A Yo =
udnh lriunszuaumsneasadya midos (Speech Processing) tiofas 1dsuiaufv

v
TUNUHUINIUADINTG
Source Encoding ) ) o N
' And Speech processing [ Channelencoding |,  Encryption |5  Multipkexing |5  Modulation
Source Decodi
H i S“ rceh * mg. | Channeldecoding lq|  Decryption || Demultiplexing |4 | Demodulation
peech processing

51 2.10 nszvrumslaoudynnoudoslu Interface DY
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MIssnanNlasafaveansovie GSM

kY '
Tuuniinandessazeaneriunszuiumslumsinunnudasasovsuadoyin

14 k3
GSM Tﬂalumuu'sﬂsuawvm%xﬁ‘_luﬂ1'saﬁu1Uﬁa‘wf]‘uﬁﬁugmww:wmﬁ’ammmﬂaaﬂ

s

Ao d = LY s 2| 1 1 o =
senduthulumsfawiszuunisinmanulasassveuniovie GSM wazludunmae s

o a @ ] 1
Wudsmssnuinnudaeanslumsedis GsM

& o o
3.1 NEUYNUGTIHVITZUUMSsSAAuasasie
Tumsinmanuiasaduaieds deonuuuszuusnuinnuasadsveunsevios

) A = 9) ar alg A Yo Y [l 9
L‘ﬂuﬁﬂ\‘lﬂ%$ﬁ?MTiﬂLﬁﬂﬂﬁl‘Bﬂﬁﬂﬂiﬂﬂﬂi‘HiﬂB']ﬂ'}l']llﬂﬁﬂﬂﬂﬂﬂﬂ?&gﬂﬂﬂﬂl&ﬂmﬁﬂ?gﬁﬁ

o v oW ad Y
mansvesmsdunzaoasiadudeya (Cryptography) Ao nssuds lumstlesdiu
v 4 ] 4
anudvvestoyai ldddunzdiungndewiniuiezamsadh luidemmszuosdoya’ld

=1

ayaneuivemmadisiaduisondn “Plaintext” iiovh I rafudanes fiumsduas

Se

v oo

v o oA 9 = o g & Y Y = = i
neAsHAnUNzADIlANNFUYRUAINaan T ey afewn]as T vindueu lieninse

A da

dhluffornvesdoynld ondudinnuddilFlumsooasiadumniusz aunsoneasia
dudeyandyleglugunudn’d Tasnadwivesdanesfiufiez 15 lumsiduasnensiady
56AN “Cipher H30 Ciphertext” [6]

Taoi ludamsiduagasasiaduuaiiu 2 viladaedu Ao msdhsiaduimy

Secret Key 1agM5415HAAULUY Public Key

3.1.1 MSENSHAAUILY Secret Key

M3SHAAULLIY Secret Key H30 Symmetric ¥30 Private Key fin m3sidnsiadude

@ 0.8l

P ' o v w1t @ ! @ e
andasazdiuezldAdlumadhoonsiadusudu Tnoddanideyauudrsvadulanls

u" o LY YA o W

y
Ao ldanas inudsy madadsves 19Rdduanlunsoeasiadudauanslugli 3.1

v [ L~/ ' < o W
madnsiaauuLY Secret Key dantailuden 18 2 1szinnde madhavadudoya
3 Y o 1 . v w 3 a q’j
AsIazUADn (Ma1wq lug) iFend “Block Cipher” iay msidsiadudoyanssazianionss
=} ' R a g . o 9
a2 1udiSend1 “Stream Cipher” Tagn@uda Stream Cipher 19aTumsiduazneadurio
g 1

' . 1 . 9 v @ oA aw
A71Block Cipher L% Block Cipher ﬁﬂ‘%ﬂ?‘l«lﬂﬁL“ll'lllﬁzﬂ@ﬂiﬁﬁﬁﬂﬂ%’ﬂ“ﬁ@uﬂ’ﬂ Stream

Cipher
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[ ar asl A 9/ 9/ o w d? s '8
ANV aoANBYBI NI NN 1% UM TIT1THAA UL Secret Key YUfU0AY 52N
1 @ a9y =1 a oA =1 a o Yy v w4 )
WA UENINBANDI NUADITsEANTMImNsIne Nz IR dooasadutaudazniy
v w " S 1 @ =
nszuIUMIuazaoasiaduuazdoya Ciphertext A liiaunsnnensiady d1usendd
Aq 9 9 i G e o o adaq ¥ B v o g g
nlglumsdmzoeasiaay Auiumsnuanuduvesnen l4lunsduazooasiadumiu

@

=) 4 s o LI
pneeRszneundAmunu

Secret Secret
key key
<«+—— Shared key ——»

AASCCB AASCCB
88445561 88445561
2556AC3 : , 2556AC3
Plaintext 2 i - Plaintext

— Encryption : » Decryption ——

1 C5A1CE

06064CF
11231402

Ciphertext

310 3.0 mahIiad LY Secret Key

3.1.2 MSNSHAaTUUUY Public Key

@ o E 9/ v o oA " @ o’ 1 a
mads AU Public Key fio msinsiaduiiddaunzdiues 149asnunne1afiu
v adal ! o 1 " add Yo
Tumsidhoeasvady Tashdnddslidrsvadeyaiondi “Public Key” daufsngsuldoon

LT

a ! . . o g) '
WadeyaiTondt “Private Key” faannanluszunsy 14 public Key Tumsidhswadeyad
o o i 9 1 " v w {
N9A9ATU2 19 Private Key vosfdauanzaunenasiadoyadauanalugii 3.2
= kY v W . =] v @ e
Tnvindudamsidns Waduuuy Public Key sziinnui lumsduazoeasiadudsi

NIMIESHAAULDD Secret Key UaAM TIN5 WerdLILUL Public Key a1113 nilaime Public

a g 1 Y g v w9 4 1 ) 9 @ - 9 g o ada
Key Mg ladrswadudoyadeszaesnumsitnsdadunny Secret Key Rdaufiusnufgn

@ o =] @ 1
Ididhazoensiaduldidunnudvetiaue



Public o Private
key

245A52A 245A52A
98565961 / 98565961
EE410658 2 A EE41658
Plaintext " .
— Encryption = » Decryption ———
| A4BODF

1578EES
25288451

Ciphertext

3UM 3.2 msdhsiaauuu Public Key

lumssnnnnwilasadsuennmshsiaduuuuaequdadaiisaneifunuudug

]
=3

nldlumssamanuilaoaivdn iy Harfeu Hash

d s
3.1.3 Wan¥y Hash uUDMUAEI (One-way Hash Functins)
o w -t w a d A d
Hend Hash uuumaiion fedanesiiulunsanvnadeyaitludoyavinaiidnas
[ o o @ = s v o " v A
Tagnanmsna ludafendu Hash uuumadsrszmilousumsduazoonsiasuaiesuf
' 7 ] ' o 9 o a ~ v ' 9
'mummmwmwaﬂmuaz“1wa1u1mmns::mumsUauﬂau"lﬂmauwmwgnﬂmuuuu'lﬂ

(One-way)

3.1.4 9ana3Nu RC 4
[ a8 9/ v w9 S ow [~
ganeshy RC4 lumsiduazoeasiaaudeyauuy Secret Key Tnofanvaizily
Stream Cipher §n®0ALUY 1AY Ron L. Rivest W1 1992 [7] lumsidhuaznensiaduoziiinms
a adi A Y o v 5 A4 o a .
HAARGADITDA (Key Stream) #2111 11) XOR /U Plaintext iiVo¥11715WA# Ciphertext Taoas
a Ada a'l u’j a A d g =
HanRdnatlpIuIzNARANTuTaUYaY 8 1
I~1 [ asf 9 v o o A ' 9/ W
RC 4 nJuaaﬂasmJ“lumsrumamamwaawmmawquqq“lumsmgmmamm
w A 9 ada P, ] v W 9 ] w as
ay mnsndenlsvunuesadnee ¥ lunmstuazoeasasy laaudens lassanasiy
_sd dll

RC4 /52091 2 daundnfo M33An131978 (Key Scheduling) oz MInaanoRpiios (Key

Stream Generator)

3.1.4.1 M3VAMIeAE (Key Scheduling)

N 3
9ane3Nu RC4 92U52n0ud 1001519 S AfaanTalunisie s vanua 256 69 Taounag

G )

w ¢ = 1 W 7]

v 1 1ud 5801519 S 1 “S-Box” °lum@msmu=uaqmm?’mazﬂaﬂswaau%’auﬂamm
¥ Vv

9aN83Hu RC4 HuamnFnuaazaaly s-Box aziisdand 0 54 255 Somudiduveuausy

(Index) ¥o9m1¥n 1 S-Box Auaaalugli 3.3
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> S[L11]
|096||097”ws||o99”100”101|“|103|W|ﬂ‘”ms||107|Bﬂ|109rtx1ol|111
S[112] <
P i) e ] ) ) o) ] ] ) ) o) o] ) o o
S[128] < > S[143]
| i) ] ] ) oo o ] ][] o] o
S[144] < » S[159]
[ﬁ, 145 |146H147|.|149H150 151H_15ﬂ|153]h54_”155—||156”_151j‘158”159
S[160] < > S[175]
|1so |161||162|[FH164] 165”166”16’]|1168|E|170|11‘11|E|173’M\E
S[176]
e} ] ] ) o o o o s e o o
S[192]
o e ] o e o) o e e ] )
S[208] <« 223]
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Sp24] < > S[39]
e e e )
SP40] <«
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31U 3.3 AuTuANYEY S-Box Tudanaiiiu RC4

A Q. o @ ad o = d'c; 9 9 @ W Y 1 d
WeiuiImsIamsend swihadilsduezoeasiadudoyauildaslluesisd k
¢ o Ao i P a 1 a P
Taw15150 K IS minauisnimuamuuiiavesaondmen lduazauidnuaas o iivuia 1
g 9 9t o 3 @ = d o = a ar
Tud i 1986 lumsidnsiaduvuia 64 Oa 0135156 K axilauidn 8 61
o ad . A o “ ! a Y o
MINMINIUAITIAY (Key Scrambling) 1iodauilasua1vesan1®nlu s-Box Tasldad
9 w w d LY o " @ = 3 = o’dy
lumsiezoeasiaauiudiniugudumuamsadudufou Tusounsniuais1aR il
' 4 Vv '
zimIaduiasumvesau¥nluy S-Box Navua 256 a5e lumsaauilasunivesauidn

v o "
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Key (64 bits)

MlomHzm’Lo«w||141|[E||206”0m|

Scrambling :

j=0
Fori=0to2™-1
j=j+Sl[il+ K[i mod 1]
Swap(S[il, S[jD

1 Time 2 Times 3 Times
i=0 i=1 i=2
j=0 j=14 j=16
j=j+s[o+K[0] j=14+S[1]+ K[1] j=16+S[2]+ K[2]
= (0+0+14) mod 256 = (14+1+1) mod 256 = (14+2+219) mod 256
Swap(S[0], S[14]) Swap(S[1], S[16]) Swap(S[2], S[235])

254 Times 255 Times 256 Times
i=253 i=254 i=255
j=100 j=116 j=76
j =100+ §[253]+ K[253 mod 8] j =116+ S[254]+ K [254 mod 8] j =76+ S[255]+ K[255 mod 8]
= (100+11+5) mod 256 = (116+176+206) mod 256 = (76+255+7) mod 256

Swap(S[253], S[116])

Swap(S[254], S[76])

Swap(S[255], S[82])

{ a 1 a s d o a
317 3.4 fed1amsTamseAdvesdanes v RC4

qial a ad 9/ a A ar " a R LY
‘Uuﬂﬂuﬂ’]‘ii]ﬂﬂ'lﬂ\?ﬂﬂﬂ&ﬂi3ﬂE]Uﬂ'Jﬂﬂ']LL‘]J5 2 A0 auls i Llﬁgﬂ'lu'llij FIVDIATI

. A 3 = @ - 1w , = a Y [~ 1 N
wals i VPNINNYUNDL 1 T}ﬂiﬂﬂﬁlﬂﬂﬂ?ﬁﬁﬂﬂlﬂﬁUUIﬂUﬂ'lﬂ'llﬁj‘i i UAUsuANYY 0 MYDIA7

lé 21 Ay g ' = ar 1o . o [ 1 a =
s j aiausuauy 0 wwReanumas i sxgmirliuandusve e Fnued s-Box f

= "

@ o P oar " s r = o o { ar LY 1 LY
HawHmnua1veadauls i tazavesanFnlueisisd K nuastivinuaivesdunls i vns

¥

o =Y d o Qs @ o 1 a {
OUAY (Modulo) 28511 a TN JU015158 K #aa01nmstuiia1vesau1snves S-Box 1l

LN N C - T |

A¥MINUAIUDIA s i eV asuNUAIYIANIFNVDY S-Box NUAFTINIAUAIUDIA S

J
a Adaa o = " ) 1 e,; t:ly A
“Eum'iﬂﬂm151\1%%ﬁamﬂaﬂuﬂwamm%ﬂmm°lu S-Box NHUA 256 TDUUIND
] 91 = " By 1 A g v w 1 ada
mldavesandnly s-Box lawsamean 18 Tnswiiodoensiadu lunsuanddiee

1 lunsidazooasiady

3.1.4.2 m‘maﬂﬁﬁﬂ'mﬁ@d (Key Stream Generator)

a ad A 3 o Y Y [ ad Y o
6],‘Hﬂ’liﬂﬁﬂﬂﬂ DIHDIUHISUUDT S-Box ﬂhl,ﬂﬂ’mﬂ'li?ﬂﬂﬁwﬂﬂlﬂlml msmmﬁlug'ﬂ

o 1

P o = A ad A aoog) = '
N 3.5 IMUINHIALADIUDY (Key Stream) Iﬂﬂﬂﬂﬂmuﬂ\‘lﬂggﬂﬂﬁﬂlﬂuﬁ'@ﬂ‘] oy 81U Taoua
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ﬁww.wwwmmmnwwmwﬁ
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[ |5 [ o)) 2] ) o] ) e o o)
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ﬁJ‘n 3.5 1904 S-Box AMTUMIHARRGdaitoalusanosiy RCa

3 a Aada d‘ 9 ar ar A as . Y . A
TUADUMIHAARGABILBIIZUTZNOUAIA IS 2 AIfD Al i uazdaudls jimileu
Y a S0 @ . a g =4 Y Vv
AUMSIAAIT19AY AYeRILLs | 9zgniiuauias 1 udamseurudie 256 NNIDUVDING
a 4ad A 1w . a = o w q’: A o 9 @
wanndaawiod Ianoaauls i Tansudwtlu o dwmsSumsmisiouauiuieyin 1Y aved)

I a L 1 7 { 1 L7 & 1 Qr 1
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Vv . '
NAIINMIUUINAUDIFIITAVO S-Box NUASTHMIAUAIV098 Y5 | aduilaousudaives

v
o [ 1

a =] " @ I3 a A 3 ¥ '
qINTNUDL S-Box NilAyHInumvesdwls j immwavesmsnanfdreiiosluusazsoufe

{ et o @

a11¥n 11 S-Box ANAwTmAUAIueaau1En 11 S-Box ANGw TR ua1vesuals i uanfy

[ 1o r

A9IaI T 1N S-Box NA¥HITUA WA | dauaaslugilii 3.6

Initialization:

i=0

j=0

Generation Loop:
i=i+1

j=j+sil

Swap(S[i], SGI)

Output: z =S[S[i] + S[j]]

1 Time 2 Times 3 Times
i=0mod 256 i=1mod 256 i=2mod 256
j=0 j=197 j=172
j=j+slo] j=197 +8§[1] j=j+sl
= (0+197) mod 256 = (197+231) mod 256 = (172+237) mod 256
Swap(S[0], S[197]) Swap(S[1], S[172]) Swap(S[2], S[153])
Output: z = §[(14+197) mod 256] Output: z = S[(231+18) mod 256] Output: z = $[(237+227) mod 256]
=8[211] =079 =5[249] =193 = 5§[208] =109

o 1

J:i a Ada A ar a8
siUn 3.6 ANDYNINTHONALADIUDIVOIDANDINY RC4

u

d a g4 P 1 o (% . A o
MyAveIMIKanfdaaiiosluuAazseuvzgni1 1 XOR A Plaintext iNo11n13
@579 Ciphertext aauanalugilii 3.7 Siduvseia (Bit Sequence) 14 Plaintext UG UYDITIA
] o o [~ - { as =
(Bit Sequence) 11 Ciphertext 3zuanaanuh Iditunsonfivzilaou Ciphertext ndu Ty

. ' - d 9 v o
Plaintext 1ag Juns1wad lumsidaznonsiagu

Key Stream

01101101 (11000001 ()l()()llll‘—l
0 193 079
! Ciphertext

@—%11100010 10010011 (10011001

R 226 147 153

Plaintext
[10001111 |01010010[110101m__’

143 082 214

=i Y @ w9 o a 8L
3‘111‘] 37 MIVITVAAVVDYAVDIDANDITNY RC4



27

3.2 sanesnulumsinmamulaeassveuniedis GsM

13010 GSM iion1¥anesiulunssnuinudasase 3 Sanesiiy Ao A3, A8,
uag A5 ludiuvos A3 uag AS €u1um1qﬂ§ﬁﬁﬁa 2 danoTfinazswiueglusanesfiu Als
Husaneiiufinietis 6sM 1¥asrnaeudlinzadrefdi e iumsiduas nonssady dw

o a =] a a v W ' o ]
oaneiiiu As Miudaneiiiulunmsidhuazaensiadudoynseniadldfumasoro (15)

3.2.1 8an03NN A38 (A3&AS)

ganeifin A38 Wuileidu Hash uuumadvaedimiis Tasez$usumauiin 256 n
Ao Ki ¥119 128 diauaz RAND U119 128 daudni lufuramioviwauing 96 Gn Tay 32
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gﬂﬁ 3.14 Butterfly Compression

for j7=0to 4 do

{

fork=0102" —1do

{

for1=0to 2(4_']) —tdo

{

m=1+kx25"?

1= (m+ 2(4_j))

y= (X[m]+ 2X X[a])mod 2" )

2= (2X X[m]+ X[n)mod2® )
X[m]= Tj[y]

X[n]:Tj[z}

}
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A Y & o A o - o Y e s o &
L‘SJBUIWE!'IEEU XNHIUMINMNMITUUDALLL Butterfly 80311913458 X W1RATUIDH)

SRES uaz Ke laglddanosiuawanslugdi 3.15

for1=0to 3 do

{
RAND[i]= (X[2X ] << 4) OR X[(2Xi)+1)];

}

fori1=0to S do

{
Ke[i] = (X[(2X 1)+18]<<6) OR (X[(2X i)+19]<<2) OR (X[(2X1)+20]>>2);

{

Ke[6]=(X[30]<<6) OR (X[31]<<2);

Ke[7]=0; 7

317 3.16 MsfuImmIAIves SRES 1ag Ke ¥938ana3iiy A38
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3.2.2.1 Linear Feedback Shift Register (LFSR)
3 Y Ad A & 3/ . . o o
LFSR Wunsas19ndaaiiio st uniialsenouaie Shift Register Layd1auveams

[ = [~
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L OUTPUT b, b,
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u
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' : L a o n
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5 ¢
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3.4.2.2 Threshold Generator

$ane37iu A5 T Threshold Generator Mt luguamAdidenios (Key
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G Ke Ke
0 01234567 01234567
S9ABCD j 89ABCD
EF01234 64 bits 64 bits EF01234
Plaintext Plaintext
— A5 p A5 f—
A3D9DD
T 1122¢D7 T
40006817
Frame e Frame
Number Llpherte“ Number
22 bits 22 bits

‘lj‘ﬁ 3.24 ﬂ'lil"l]'lllﬁwﬂﬂﬂiﬂﬁﬁﬂﬂﬂﬂﬁ‘Uf'Jx’iLﬂ'i?J‘iJ']U GSM
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3.3.5 mananveyalumssnunulasai (Security Data Generating)
narunievives lushmswaadeyalunmssnuianulaoasy 3 §2fe RAND, SRES,
Vv ' b4 ¥V
uay Ke nasniimsasivaoudld Aauc sxdhmsnandeyans 3 dniudiay n ga Sl

31N 3.25

BSS/MSC/VLR HLR/AuC

Authentication Information Request
IMSI

A d

IMSI

RAND [n] l

Generator | ;i

L

A3 & A8

Authentication Vector Response
~ RAND|[n], SRES[n], Ke[n]

WIRED PATH
31N 3.25 mswdndoyalumsinyinnulasase

MSC azals IMST iiumsiesvedeyalumsasnaeud1don Auc madls Auc 9z1i
mvst 1#um Ki voag19udamhnsnan RAND Havun n &2 a8 1120im1 SRES i Ke
$119 n i idadsyadeya 3 fiiliay Msc o Msc Bagdoya 3 faflazvins
Tufindeyaaslugmdeya VLR iainsotiodosmsinisasteaeudld wdadon RAND

1o 1 @21u RAND[n] 1iu lUvhnsasvaeud ddauenslugili 3.26
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MS BSS/MSC/VLR
l
Key Index
Selection, j
N RANDIj]
RANDI[jl | ki
v l SRES [j]
A3 & AB
SRES -
RADIO PATH

510 3.26 msasnaoud 14anyadoya RAND[n]

3.4 TnslaneamsdeaIvounI0uy GSM

Tws Tansansfemisluinietio GsM Sawou i ldgninseviunsaemoudldifte
flosfumsgnd lidlszaraduaoudunldninonsveanionnd suunvesIns Tnnead
finsaswaeudldiuszneuda msasnzifioudumiiafiog (Location Registration), M3

UFu1398 UM eM0g (Location Updating), N158314 Insfimyidnenn (Call Setup) [12]

3.4.1 InslaneamsamziDauiumaiiog (Location Registration Protocol)

dmsumsdomsluniovis 6sM dlduaazaudesulyau InsAwiindoudn oz
Aosmsnaneiboudumianey (Location Registration) flagifuvesnufiu Msc #igldvzins
asnzidou TaoTns lnneamsnanziboudwmishegrivesiivunoudaaslugli 3.27

g o 1 s d 9w ]

A 190z el IMSI tagnuuavfd (Key Number), N 1411 MSC Taor1u BSS, MSC 9
! 9 ar ' A Vo = ° a s o a
a3 IMSI Ty AuC Tawr1u HLR 1o AuC 185D IMSI Aeziin1snane13156uea RAND il
a1nFn§1uan n i udrihimsfiuaamersisdune SRES iaz Ke $1149U n duafuiu udads
gadoya 4 Afe 111 IMSI, 915155989 RAND, SRES, utae Ke niu 11 Msc Tagriw HLR
A 3/ as

iio MSC 185 utioy aiums%’nmﬂ'smﬂaaﬂﬁﬂwﬁwamuuﬁﬂaﬂumu%ua VLR #4990

U

A dala - %

1 Msc ir”mmiﬂmaaﬂwmmawUmmmam 0 714 n ufrdadIFnue9015158 RAND #ifi
dafivifumnoauddiquld (v, RANDIN] iagvmsavddiiden N 1Wsudld fldaeih
o Y 1w gy A Y 9q o v @

ATAIUIUNT SRES[N] udraanau v VLR iensioaey 91 SRES[N] ﬂuaw% #99nUNY

i g ' yd & o o o
SRES[N] fitnuoglugiudeya mansiedeudldnduowasveanysol



Location Registration
* No TMSI available

BSS/MSC/VLR

A3 & A8

SRES Kc

<+—Ki

IMSI

v

Ki

A3 & A8

Kc[n]

4—[ Cipher Mode Command ’—

Cipher Mode Complete
Ke[M ]

—P

= o 3 h . !
317 3.27 Iws 1an@an 1391 Location Registration ¥84:A30U10 GSM

Generate
TMSI

4— Kc[ TMSI | |——Tl

Store
LAI,TMSI

Comparision /
Decision

=1 IMSI P>
RANDn]
Generator
SRES[n]
IMSI
4 RAND(n]
SRES[n]
Store Ke[n]
RAND[n],
SRES[n],
Kc[n]
I
Select
N
Store
N

43
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MSC 927M1A15HAR TMSI HAAIMFIaA12M5I9IHAFY (Cipher Mode Command)

@ | " 1 @ csy =1 o v W
Tarudldidumsudelddldnsuhmsdadeyandinniivziiudeoyaignidhaiady Ms oz

a Y

@ w a § v e v
WhsWerdudeya M dredanesiu AS ailunsaeususideaniiemsidhsvadu (Cipher
Mode Complete) lilOMSC 1ASUTMSI msaiouiumdianiigmsitisiaduaingldazii
Ke[N] ihsvady TMSI dawdanesiiy As udadaldnudlsd dldee 14 st 7 ld5uidy 131

sIM wioldumu Mt de 1) msla Msc sziin T™ST waz LAT {1513 Tugmdoya ViR lu

"
=

4 b
msdadyarunuuimuavesmsasnzioudunisiegiiss [dvesdygraniugy

a

SDCCH

3.4.2 nslneamsisuigasumisiiog (Location Updating Protocol)
1 ) o Y o ] i ] ar 1 - 1
A3 Tuasee GsM wdesihmsdSuljadumisieguesauiunievived
M A o qu A R o o , a v
adwaue o ldinsevienswidldegluiuiinsdanmsdumislaves Msc Tasdnfuda

] ¥ ]
Y] o T 1 vq a = ar L] i
midFudjedumisneguesdldaziintiunng 5 und (13] Tws IaasanisuSuiljadumiai

= > LA |

1 1 g o § ar a [ A "
agvosfldutathy 2 nsdifie nsdingldegluiunmsianisves Msc idu funsdingldoglu

Q

dy a r o d’ C;n o a
NUM3ANM3V09 MSC Ina dauaraslugui 3.28 uazgdi 3.29 awday
[ 3 oA 9 "o g/ o '
msdsulysdumsieguesdldez liimsseaedoyannulaoadvlnilavee1d

9/ @ v a 4An Yo A o =1 ° PoA vq ¥
gadoynlumsinmanudaoadudui lasuluneuihmsamezidondumisiogued 14
y o @ [ - 1 o <
o lFezhmsdsudSadmmisegeyda T™MSI taz LAI vesnu iy Msc flunsdesue
M3l ugaRunianey (Location Updating Request) i MSC 185 udeyanziimsniinaey

9/ AN Y ﬂ g = s o = Adaa o’: [ -~
LAI 91 LAI "ﬂlllﬂi‘ﬂl UAUNNITIANITVDI MSC WNIMIFUADAHUUDUAYNUATAULA 0 D9

8) | a d o Ad v oA 1w adA LY
n UaITIauIvnNUDIDIsse RAND ﬂﬂﬂ‘ﬁﬂlﬂTﬂUHﬂﬂﬂLﬁ‘UﬂHﬂQ’ﬂJ‘lﬂ (N), RAND[N] tiagviune

oA A 3

ufdidon dldazimsfmanm SRESIN] udadanduld VLR iieastvaey fauaaaly
71071 3.28

lunsdiii MSC asavaey LA vesdluda I Idfuiufinssamsuesnu sxda
T™s1 vosdlfiledesvadoyalumssnmanuilasasenn Msc ifudaez 1d5ugadoyaly

M3inuInNulaeaiu 4 AR RAND[n], SRES[n], Ke[n], uaz IMSI 1142 MSC v 14doyalu

w o g Yq 9 o P
mssnuanulasaivyatinsnaend ldawaaslugii 3.20
ar o v o o a g o a 19 Yo  9q 3
HAIINIMIATIToUR BT aTuyseindd MSC sghmsnan TMSI T 1HAud 1%

tH

Taomseta TMSI VRS TMST azgnidrsiadumilouluTns Innoaveamsamaidou

AN UINDY

a
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Location Updating
* TMSI 1s still available
* MS registered in VLR

BSS/MSC/VLR
Select
N
RAND[N], N
Store
RAND N

A3 & A8 |*Ki

v

SRES Kc

Comparision /
Decision

<—| Cipher Mode Command l—

Kc

Ke[M]
Cipher Mode Complete
Ke[M ]
Generate
TMSIn
4—— Kc[ TMSIn | ————
Store
LAIn, TMSIn

A o 5 . Adyq v o di‘ = a a
317 3.28 Tw3Tan@an13711 Location Updating JTunstiig laeg lununn1siansues MSC 1A
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Location Updating
* TMSI is still available
* MS not registered in VLR

MS
% BSS/MSC/VLRn BSS/MSC/VLRo
TMSIo, LAIo, N
IMSI
¢ RANDIn]
SRES[n]
Store Kc[n]
RANDIn],
SRES[n],
Ke[n]
I
Select
N
RAND[N], N
Store
RAND N

A3 & A8 |[*Ki

SRES Kc

Comparision /
Decision

¢—{ Cipher Mode Command [——

Kc

Kc[M]

Cipher Mode Complete
Ke[M]

Generate
TMSIn

4—] Kc[ TMSIn | ——r

Store
LAIn,TMSIn

T

317 3.29 Tns Tanoan1591 Location Updating lunsaifig 14i/aeu

3
)

WUNNITIANITVDI MSC

o ¢
3.4.3 Inslaneamsas1alnsannanesn (Call Setup Protocol)
w " ' 4
Tums InsAniduazeenvedld §ldrzdesiuminsnaoudldnou nazmsie

k4 1 [ v
mstoyaunazaifeyanzfomsvzgnidsiaduneunivzderusesdayaiming
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@ ' T~ 1 @
Tns Tanoans InsAwniduagoanutaiiu 2 diufe Tnslaneams Insdnyiesn (Mobile

Originated Protocol) a2 w3 Inneans Insdwiidn (Mobile Terminated Protocol)

Call Setup
* Mobile Originated

BSS/MSC/VLR S87

|RAND | s
N
A3 & A8 +Ki

SRES Kc

Comparision /
Decision

4—' Cipher Mode Command )—

Ke
Ke[M]
Cipher Mode Complete
Ke[M] I
Setup ! o

@[

Call Confirmed

Q—ESSignment Command P—-

Assignment Complete }—b

——— Initial Address Message (IAM) —p-
I

<—| Address Complete Message (ACM) I—

4——[ Answer Message (ANS)I }—

A

1 Alert
Connect

Connect Ack
DATA | AS | Kc[ DATA ] As —>
T

T

Ke Kc

|

gﬂﬁ 3.30 Ins Ianeanisv Call Setup lunsal Mobile Originated
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[v) d
3.4.3.1 InslaneansinsAnnesn (Mobile Originated Protocol)
ar o 2 | a 1w ar e
13 InsAwean (Mobile Originated) fio M3NA 1FRoINITAT1I9MsAaADTL INTAWN
A - A A 9 A o daw a 1 @
naouNvIomsovwFmeoua lasnmsnamunuioves Insdnnndeanmsnaaouu Insiun

§ 4 & o o o -
indeunvesny [14] Yuneuvelns lanvams Insdnieonvesd Isaauanalugilii 3.30

Aldvzes TMSI agHuBavAs (Key Number), N 1910 MsC Tagsiu BSS ifluns

a

3 [T o t St q’.: "
udeld Msc nwndesnmsez Insiniieon MSC sxhmsguidenvunonaAdnimau o
= 3 1t a g o Ade A 1w ada 9
04 n UAITITUIYNUDIDITLTY RAND ﬂilﬂ‘ﬁuLTﬂﬂUﬂiJ']EJLﬁ‘UﬂUﬂtIiJ"lﬂ (N), RAND[N] uag

ada A Yq 9 o ° Y 1w oqy ]
HwugavIfAgNaDn @hﬂzmmsmmmm SRES[N] LLﬁ’]'ﬁ\‘lﬂﬂ’Utl'ﬁ VLR IN0@539001U

MSC 2z aafdean122nsidnsHady (Cipher Mode Command) 1#Fug 41T unsuda

Y =

Y yq T L [ dy [~ 9 v 9/ v o Y
114@"lwsmmmsawm_gﬂwaamﬂu%:Lﬂuwyn‘ngmmwﬁau MS ﬁ]:m']i"r’fﬂ'ﬁu*\lmgﬁ M

Awdaneifiu As ietumsnousumdaan1iensidrsiady (Cipher Mode Complete) 1da

o v

v
Y o o 1 Y
nntuldezinmssesvenis Insfwieen (Call Request) Tnonsaamaia Setup THuASo

1 A g aqw ! W o o a Ay Y a oy
W10 e linswnezdedoya llnlauazdnuazusiusmsidesms d1uSmsniesvom

Vv v
WM AW 1AT0V 0L AUVELAD Call Confirmed 19HU MS HAIINTWAT DU B L AL AIED
Assignment Command 1HAu 19iNengamsdadyguniugulu spcch flde daumers
Assignment Complete HU¥BId YY1 FACCH ionouiumanyaldvesdayainniugy

" 4 a 1w @ '3 2 ] ]
MSC g dauuaas IAM Wodesvemsaanony Insdnndaieniedavzmiumieds SS7
(Signalling System Number 7) Tnuin3oane SS7 szimrhiilunmsulaoudyamniuauues
& 1 Y Y o w A 1 a 9 a ] ar s 1
IN50478 GSM mdnnunumseiisdarenandesmsaasne Insemvidalenisosdanaias
[ 9/ 2 ' [ A A @ d 9/ ~ o

ACM naumn v MSC inospsrasdyana lumsdomsuazide Insdmndawmandouiazi
msemsazaunmas ANS 1970 MSC e 1dSuaias ANS 1a2 MSC = aduyaian Alert

Tnoru FACCH uda g ldmsudims Insdwnt 185 umousuuda (Call Accept) inso4189s1i

msveresdygin TCH TR udldudadunmes Connect IdRud1Hiiioflddammen

U
[

Connect Ack H1UFoIdya I FACCH 1dnunsedts §ldnszannsodomsdoyaldlaode

¥ 3

~ y o v 1 4 1 s @ o
yanzdomsizdenimsdsiadunen Wenievin 185 udeyarzimsneasiadudeya

u

Aounvzas 1 1dsu Insdwndatsnieniudeanis

3.4.3.2 TnslaneamsInssnmiian (Mobile Terminated Protocol)

@ . | [ a oo @ d 4 A
M3 INSANNIG (Mobile Terminated) Ain MsNA 1Y IdsumsAanefy Insimiindeun

' 4 q’: @ o a =
nyeinToueldaeaug Yunouvedlns lanoans Insawidvesdlddauanslugiii 331
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Call Setup
* Mobile Terminated

BSS/MSC/VLR

SS87

‘ Paging Request
- TMSI
Channel Request
TMSI
Immediate Assignment
TMSI
Paging Response
TMSI, N
Select
N

v

SRES

‘

Ke

Store
N

4—{ Cipher Mode Command ,—

DATA 4>

Ke[M]
Cipher Mode Complete
Ke[M |
¢ Setup

Call Confirmed

1
q——l Initial Address Message (IAM) l—

Comparision /
Decision

{ﬁdress Complete Message (ACM) I—->

4—[Assignment Command I
——1 Assignment Complete I——>

| Alert P

Kc[DATA ]

T

Kc

——| Answer Message (ANS)
5 e fosta——
T

Ke

gll‘ﬁ 3.31 Iws Iapoan1s¥ Call Setup lun36i Mobile Terminated

o & " ] . . ' 4 = 1 a
InsAnnmdounvsonsovwlsmedugazdunaias IAM 309N 1sAnnei R

Y

QU

14 Tner A0 SS7 (Signalling System Number 7) lauinTov1e SS7 szt lums
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= s 2 r 3 Y o - 1 P 9 as =1

nlavudyraniuanveunisvieniouenliididuiunsetis GSM e Msc 145y 1AM A

' A A 9q 9 1 ' o vq 3 ' ' ' W
vz e TMST oIS onvIf 15 laorugesdya o PCH {ldvzds TMSI Taorusesdaaial
RACH T¥rumSotruiedosuenisvesresdains SDCCH 1n3ov 109z ds TMSI lagruyos
[ 3 =] o 1 @ [ 1
dyqy e AGCH inoilumstmuagosdyaia SDCCH vl 1y fldvgas TMSI gy

o w 1 a 1

(@vAY (Key Number), N 170 MsC Tagr1u BSS itlunisusald Msc nituiidesnisas

a IS ° ] = adaa cg 1 = [ (] = d
Tnsfmsioan MSC 1imsguidonnunuavuAsNTsdaa 0 89 n udIeeauITnuoanisisd

Adw A 1 ow add oA o

RAND #ifidgfivhdunnomuddngu 1 (N), RANDIN] wagnanomvddfiden fldzviims
fu2911 SRES[N] udadenduld VLR iensdvaey
PJLl 9 o

MSC M FIan 1M IHE Y (Cipher Mode Command) AU 1918 unsuda

Q

v

id ]

T ldnswihmsdadeyandanniwedudeyangnidrsdady Ms widswadudoya M

W = § g @ s w v W ar
Awdanesnu As eilunseeusumidian1znsidsiaay (Cipher Mode Complete) M4

3 1 o v 1 @ A
nniunioisaziinisieavents Insanidi Tasmsdanees Setup THAUATY ivouda 1wy

[l 9
I¥mswidaruzueauins Srusmshieseuniumuzeay léveduvaian call
[ 4 @ a @ d g ] @

Confirmed 1 MSC iilof198ugunssu Tnsinnud) MSC sxduvaay ACM ¥iny

[V 4 n’: ' @ i @ v [y ar
Tnsemidunmendounaosresdygnlumsdoasiu Insanidunisldiud 1y nasen
3 =1 1 q o | = s . &
uum5am1ﬂuaz@‘lmzﬂmnmm Assignment Command NUILTITD Assignment Complete IND
nyamsaadyamuniugulu SpccH Aldsedauvamian Alert Tavru FACCH ugald Msc
msvessosdyam TCH Inudldudrdauneias Connect 1iuInTpv 0o 17 MSC

" [y a ' ) ar . o

NFIVNNFONIZTVVTNT MSC 92 UUMETY ANS 1102 Connect Ack AR TnsAniduna

vq ¥ o w A v gy ' ) a ¥y o oa oy ¥ v dy
uazd ldaudau oudalinawhmusoadumsaadegnadaisosudoouds TnsAwidu

=3 y 1 = 1 o o o
nunzasademsdoyald lnedeyaneufivzgndalidld Mscozdeaiimsithsdadu
¥ ] Ed
9 o A A A

' A yg un Yo v o g P v
nou iod 415 udeyarzinmsnsasiadudeyaiieNazns1uiilon (Content) i Insfini

dumadeamsdalimudoanis
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msoenuuUsEUUSHEIN NN asane

] v

as s 3 1 1 L:l @y 3 Y o r
ﬂ1'§‘iﬂH’lﬂTlﬂJ‘lJﬁ’E]ﬂﬂfjﬂf@ﬁlﬂ?ﬂ‘iﬂﬂﬂﬁ‘]‘HHﬂzﬁﬂﬂ%ﬂiﬂﬂlﬂﬂ‘lj‘ulﬁ'ﬂ)“ﬂ'lﬂﬁiﬂ‘tﬂﬂ’ﬂll

o w

] ] 9 " ¥
Uasany foﬁ"ri‘i‘UfﬂiﬂdﬂfT'l‘ilﬂﬁ’f]uﬂuuuﬂﬂmﬂﬂﬂmﬂiuﬁﬂ%ﬂﬂﬂL'Jﬂ’lﬂf]u‘la.l’NiJ”lﬂ AIUUNTT
Y] w 2 ' Ao 9 — = J 1 3 1 1 1 cay b
‘Eﬂ‘H'lﬂ"J'IlI’IJﬁ?JﬂﬂU"llﬁhlﬂJﬂ’J‘iﬂllﬂﬂ‘]ﬁl'lﬂ‘Ylq&%ulﬂull‘lj Lmiumsaﬂﬂﬂ‘nmsmmmmu%zﬁm
=Y = a a Y] [ 1 ET =2 1 o Y a o
'INil'I'iiu'lﬂw‘l‘lJ§$ﬁVl‘ﬁﬂ'l‘W‘lJE]\1ﬂ'lﬁﬁﬂ‘kl"lﬂ'll'lllﬂﬁf)ﬂﬂﬂﬂ?ﬂ ﬂ'l'iﬁﬂﬂﬂ‘lﬁ]'lﬂ‘l)ﬁul‘lJﬂ’]‘i‘V]ﬂ?‘i‘lJiSﬂ'ﬂﬁ

MnvosnnNlasanvanag
¥
= o

TuamAtetinmsdivlgauimaaeg lumsshuanuiasasvveunieiis GSM

d‘l. 1 g = a J @ Y ar asg A y_:v
Lwamm‘l%%wmsmmu‘lumsﬂmmmﬂaaﬂm meﬂammuaanm‘nwa:“l“mmuazﬂaﬁ

swadudeyaemulsz@ninmlumssnvinnuiasadvuouniosis GSM

[ a s ! Y 9 v o Y o o ) ]
4.1 fnSﬂT:]ﬂl!‘U‘U'ﬂﬁﬂ'é)‘iﬂum‘m‘lﬂ‘iﬁﬁﬁﬂﬂﬂuﬁﬂ'lﬁiﬂlﬂ'ﬁ]‘lﬂﬂ GSM

= [}

aw t.sya Y as A v 3 w 9 3q 3/
\1']'L!'Jﬁ]ﬂuﬂ‘]ﬂ'ﬁﬂ@ﬂllﬂvﬂaﬂﬂiﬂllﬂi]31‘]5!.‘1]']Llﬁgﬂﬂﬁiﬂﬁmﬂuﬂﬁﬂl'ﬂqaﬂl‘mﬂiﬂ‘lﬂﬂ GSM

¥
a R o =]

o s [ a R Yt a oa c': -3 a & 9y
TagyinsAaIdanes Ny RC4 MTse@nTn1neavy oanesnumitaustiauisanenly

.

& v oW

ada 9 ) o w ] 9 asf
yuavedfdnez lglumsdiuazoeasiaay lamudeanamilounudanasny RC4 Tay
1 [ [ = d a [} 4
1J58n0U 2 FIUHANAD NI1TIANITIIAY (Key Scheduling) Ling MInAnAdABITDY (Key Stream

Generator) 15UIAEINUOANDINY RC4

4.1.1 MITAMTAENITUD (The Proposed Key Scheduling)

=

v Fd
danesnuminaueiigneanuunlauiinisanves S-Box Y099ana3 Ny RC4 9INIAY

=

'3 A o a oy % v w Y w as
256 ul‘lJﬁlﬁQL‘Hﬂ'ﬂ 128 ul‘]Jﬂ TﬂUch—mf]‘L!Li11551U"U'ENﬂ'lﬁL‘U']LLﬁi’ﬂﬂﬂﬁﬂﬁﬂﬂﬁlﬂgﬁﬁ]ﬂﬂﬂﬂﬂﬂiﬂﬂ

E4 v
Wnaueil auFnuAaze 11 S-Box AdaAd Uzl 4.1

o ad

o add o =1 = v '
Tumsiamseasminausihadnlddunzoeasiadudoyaunldaslyly
3

g o L4 o a  a A da A 9) = 1 ar
913150 K TﬂU?J’]'iliU K 1]ﬁlﬂlu'«iuﬁﬂ'l‘b’ﬂ'ﬂﬁ"r’lllﬂﬂ’]lﬁ]u’]ﬂﬂi@ﬂﬂﬂ'ﬂlﬁﬂﬂi‘]ﬂlﬂﬁﬁll’]‘]fﬂlkﬂﬂ%ﬂ'l‘ﬂz

=t d = o a ad o a2
yvua 1 ll‘l_lﬂ WUIRYINUNITIANTNAYVDIDANDINU RC4
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Sp] < > S[i5
‘om”ozz”m”msﬂmHozv’lozy”oz,s |037| 033||039|-|043| o044 |[ 045 | [ 046
S[16

040 |050 |osz||053Hus4||055||ﬂs7Hoss||059Hosll 067 Lowl 070 || o711 m

= ]

099 [100”101||103||104||105||106Hlﬂ7”108|llﬂ9| 1o || 13 Lll4||115”116| 17

S[64] <
18 137[ 138 || 130 || 140 |141||142H145|l146||147”14s| 149 '150| 151 Il52HlS4
S[80] <

| 155 || 156 | [ 157 || 162 || 163 | [ 164 | | 165 ||166”167H158H169 |Eﬂ| 173”174”177 ”178|

S5[96] «

|1‘79”180”181”182”184”185|,186||196lBLH198||200||201”202|-|105”206

S[i12] <
’209 jno ||z11 ”m ||z14 Hzm“m”_zgjluo szd HEsz 'Fzzﬂ‘m ||233 ||236

gﬂ'n 4.1 f5UAUVDa S-Box Tusanesiufivnaue

Key (64 bits)
|o141|001 H z19”o49 H 147 ”ﬂﬂ&” 007|
Scrambling :

j=0
Fori=0to2" -1

j=j +S[il+ K[i mod I]
Swap(S[il, S[jI»
swap(K [il, K[j)

1 Time 2 Times 3 Times
i=0 i=1 i=2
| =0 j=33 j=69
j=j+S[O+KI[0] j=j+S[]+K[1] j=j+Ss[2l+ K[2]
= (0+19+14) mod 128 = (33+22+14) mod 128 = (69+23+219) mod 128
Swap(S[0], S[33]) Swap(S[1], S[69]) Swap(S[2], S[55])
Swap(K [0 mod 8], K[33 mod 8]) Swap(K[1 mod 8], K[69 mod 8]) Swap(K[2 mod 8], K[55 mod 8])
= Swap(K[0], K[1]) = Swap(K[1], K[S]) = Swap(K [2], K[7))
*
.
126 Times 127 Times 128 Times
=125 i=126 i=127
j=123 j=113 j=72
j=] +S[25]+ K[125 mod 8 = 5] j=1]+8[126]+ K[126 mod 8 = 6] J=J+ SN27+ K[127 mod 8 = 7]
= (123+232+14) mod 128 = (113+137+206) mod 128 = (72+236+147) mod 128
Swap(S[125], S[113]) Swap(S[126], S[72]) Swap(S[127], S[71])
Swap(K[125 mod 8], K[113 mod 8]) || Swap(K[126 mod 8], K[72med 8]) || Swap(K[127 mod 8], K[71 mod 8])
= Swap(K[5], K[1]) = Swap(K[6], K[0]) = Swap(K[7], K[1])
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4.1.2 mswawﬁﬁﬂemeaﬁﬁuaua (The Proposed Key Stream Generator)
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Initialization:

i=0

j=0

Generation Loop:
i=i+1

j=j +S[i+KIj]
Swap(S[il, S
Swap(K[il, K[j])
Output: z = S[S[i] + K[i]]

Key (64 bits
[206] s ] 2] [ows | v [on ] [oe ] ]
1 Time 2 Times 3 Times
i=0mod 128 i=1mod 128 i=2mod 128

j=26

j=j+S[1] + K[1 mod 8]
= (26+25+14) mod 128

Swap(S[1], S[65])

Swap(K[1], K[65 mod 8])

j=65

j=i+8[2]1 + K[2 mod 8]
= (65+107+206) mod 128

Swap(S[2], S[122])

Swap(K[2], K[122 mod 8])

i=0
j=j+8[0]+ K[0 mod 8]

= (0+76+206) mod 128
Swap(S[0], S[26])
Swap(K[0 mod 8], K[26 mod 8])

= Swap(K[0], K[2])
Output: z = S[(59+219) mod 128]
=8[22] =044

= Swap(K[1], K[1])
Output: z = §[(233+14) mod 128]
=5[119] =118

= Swap(K[2], K[2])
Output: z = S[(58+206) mod 128]
=8[8] =174

A o ] a ad A o asl Ao,
g‘l.l‘ﬂ 4.4 AMIDYNNITHAANYADIUDIVDIDANDINUNUNTUD

o a 4Aada A 1 o @ . A o
!.En‘nwmmmiwnmﬂmmaﬂmmazsau%zgﬂm"lﬂ XOR N1 Plaintext LIWONINIT
GERN Ciphertext A10819R 1M UV09A (Bit Sequence) 11 Plaintext AU MVveITn lu Ciphertext

Aauanalugin 4.5

Key Stream
10101110[01110110 00101100)——l
174 118 044
Ciphertext
@_.{00100001 00100100 [11111010
i 033 036 250
Plaintext
\10001111|01010010|11010110}——‘
143 082 214

.:; 3 v w Y v == ~ o
31‘71 4.5 IV AAVVDYAVDIDANDINUNUUTAUD

4.2 mydSulyauSmsshunmnlaeansveaunsets GsMm

td
aw A o !

Tuau3eiiihmsanvuamqy (Random Number), RAND 4110 128 1ia Tno 14 a1

¢ A

quued Insfmnindoui (Mobile Random Number), RANDM w11 64 Taumny 1189910 1ue4
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RAND 9zn 14 1uusmssnyinnulasanvaieg lunsevie GSM FartumsliunAousm
Y99 RAND 9iHansznufumaiee uinis

astlSulssuimsasvasuglfuazmsiadefdlumsidhsiady ffuneudauan
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¥ ¥
o as 3/q v L) 5 . ar
COUNTM A8 $112un5 994 14A11I1HIN15A3599001 (Authentication) fUIA3 8410

L'

e

q) =1 ] 9 v w Ag A @ o 3 ﬁly 9 o [Y) =}
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s

a9

Mobile Station Home System
TR

s 128bitst 3

COUNTM
RANDM | COUNTM |<_ = —>| COUNTM | RANDM
! 64 bits ‘ 64 bits COUNTM +1 64 bits 64 bits I

v v v i v

A8 ﬁc':-» A3 A3 |Q@ @ | A8
128 b ’ N

alr
] W
SRES | < Equal > | SRES

STV
< Equal > IE!
64 bits 64 bits

517 4.6 MmsUSulseausmssnvanuilacans

T

d‘l = o
4.3 Tnslaneamanemsninaue
d!l c&ll t‘.ll aa o e: 9 A 9 [ ] o = é
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§umsfiogfiri1eiie (The Proposed Location Registration), Myaanzidousuniisfiogiith
[/ (The Proposed Location Updating), M3er313m13 Insswsiidheendisiuenio (The Proposed

Call Setup)

=N

4.3.1 TnslaneamsasnziousuvyafiogNiinaie (The Proposed Location
Registration Protocol)
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Proposed Location Registration
* No TMSI available

———— >
BSS/MSC/VLR w

< Kp
Kp[IMSI, N]
Kp[IMSL N |
Kp[IMSI, N]
I
RANDM{n]
Generator
I
Select
N
‘¢—— Kp[ RANDMIN], N | —— IMSI,RANDM [n]
Store
[ RANDM | COUNTM | . { RANDM([n] | COUNTM
A3 & AB <+Ki IMSI— Ki A3 & A8
SRES Ke SRES[n] Kec[n]
L
Kp[ SRES[N] ] | COUNTM = CDUNTM+1—|
COUNTM = COUNTM+1 | R
Comparision / » SRES[n]
Decision o Keln]
Store
RANDM(n],
SRES[n],
Kc[n]
H Cipher Mode Command }-—
Kc
Kc[M ]
Cipher Mode Complete -
Ke[M ] o
Generate
TMSI
4——] Kc[ TMSI | ——
Store
LAI,TMSI
[

4 : , o ilin
310 4.7 T3 1nABAN1391 Location Registration N aue
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MSC 92911MIHaR TMST 1AI8IMTIan 1125195 Had U (Cipher Mode Command)
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4.3.2 TwslaneamsdSulyedumniafiogiinaue (The Proposed Location Updating
Protocol)
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Proposed Location Updating
* TMSI is still available
* MS registered in VLR
MS

% BSS/MSC/VLR
le
l"‘

TMSIo, LAlo, N

Kp

Kp[TMSIo, LAlo, N]
——— Kp[ TMSIo, LATo, N | |—-
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I
Select
N
<¢— Kp[ RANDM[N], N }-—-{
Store
| RANDM | COUNTM | e
(e o
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— Ke(SRESINI | >~ “Decision
<—| Cipher Mode Command '—
Ke
Encrypt
Kc[M ]
Cipher Mode Complete o
Ke[M ] v
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4— K¢[ TMSIn | ———]
Store
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T

] 3 ]
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BSS/MSC/VLRn

¥ 3

Kp

TMSIo, LAlo, N

Kp[TMSIo, LAIo, N]

Kp[ TMSTo, LAIo, N ] |—-

Proposed Location Updating
*TMSI is still available
* MS not registered in VLR

Kp
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TMSIo, LAIo, N
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TMSIo
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RANDM]In]

.
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4.9 Tw3 lanean13%1 Location updating Minaue lunsdingld
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4.3.3 Inslaneamsa3iamsinssnnidreaniitiuaus (The Proposed Call Setup

Protocol)
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ABSTRACT

In the recent years, wireless communication become popular in the worldwide, number of
subscribers and users are increased rapidity. The Global System for Mobile Communication (GSM) was
developed during the 1980s. GSM is the Pan-European wireless mobile system standard. Nowadays,
GSM is used in more than 100 country and by over 220 network operators. A lot of research has been
proposed to make the wireless communication more advantageous. However, security of the mobile
communication is still major concern because the subscriber information is transmitted through radio
channel, the network is vulnerable to eavesdropping. This paper presents new security method based on
symmetric encryption, which is able not only to reduce the network traffic, but also to reduce call setup

time. Moreover, the proposed method is highly secure.
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