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ABSTRACT

In the present, enterprises are aware of the importance of communication
security through network. Public Key Infrastructure (PKI) is the security infrastructure
suitable in network enterprise or e-commerce. In particular, certificates are used to
distribute public key associated with the identity of its owner. The certificate revocation
mechanism is the action of declaring a certificate invalid before its validity period is at
an end. This thesis proposes a method that the improvement of certificate revocation
method have overlapping validity times, segmented certificate revocation lists and
distributed segmented them to locate directories. The method uses the combination of
over-issuing segmented CRLs and delta-CRLs. The simulation results show that the
proposed certificate revocation system using over-issued delta-CRLs with distribution
points can significantly improve the system performance such as spreading out request
rate, reducing the size of certification revocation information and reducing the average

bandwidth usage.
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Tanulaglifsddunasiazlddeniutesasdiu rdeniutdevasdiuuaddann

u

1

= o 2 ] e L% =i [ 2 ' :‘/ v
LLG‘EIUL'YIF_IUHN ﬂ']’ll'ﬂF]Q']Nﬂ’ﬂ‘llﬂdl’ﬂﬁ"].!LLﬁ'JHdQN']LLG‘EIUWIf_IUﬂu O11RAMNUBUUINADN
ar (7 -:l’ kY o = d' o <4 di aa o "; =3 L R
Eﬂi‘\?ﬂuLLﬁﬂqqqﬂJﬂﬂquugﬂdﬂTmﬂﬂdﬁ\!ﬁl')"lﬁ\! TININIULBIReNDTR AR Ataz WA
= EJ aa o ' £ d‘l

Tamnnldldgnidsiaduansnsosutiarnuldlnanse fafuasiletedanalailaldine

Uasriudayausdlfineriinismmaaaudrdeysiugndannanngdasianss

2.2.3 lususasnana (Digital Certificates)

|
= ar

lufusesRania [23] Lfluvanmﬁ*wﬂfrmﬁuwuﬁ?,,mwnryz.mmma‘mvua Fadl47
‘lui"mmféwm«ﬁulﬂwmmd’uwuﬁnuqcymmuﬁq 41 CA wgnmmmungwmmm&uﬁ
aenlufuses Tnelufusaslinfunns ¥ dedragniesnin NOVNTE

a0 COTATU 1#fn1933uanasgiuszuunisiusestulad a.a. 1997 dfmun
NIR9571U X.509 Public key certificate 11afdu 3 Inawmuiniannasiut Tnaldlaseaina
nansaaeufiUF1fd iU X 500 Iweadiuaznensniasinuiud Auduresssuy
Tasaairanisfusamdiannsalind (Distinguish Name (DN)) sioxn X.509 1a54u 1 gn
Wannnanendli X 509 128541 2 uaz X.509 19efiu 3 mudsuiieandaunwiasluneidu
rieuutin (Jaqriuaeddu 4 1ilu draft) 39lu x.500 i 3 Lﬂuﬁugmmm IETF  PKIX
working group %qm?ﬁ’mmlﬁmmchl,mmﬁ’mm:: \en1sReanImaumesinaIuisn
Andrunlumslususesfianunsodiuldlueedns

Tanssfreslufuseafudeyanagifi 2.3
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version -~ v3
serialNumber ~-a—— 48
signature -4—— DSA with SHA-1
iosuer -—— C=US; O=Hawk; CN=CA1
validity ~—— 010214120000Z to 0202141200002
subject ——— C=US; O=Hawk; OU=R&D; CN=Allce

gubjectPublicKeyInfo | -4—— RSA 3081 80028168100a7..01

r————— Certifcate Contents — |

5 laguerUniqueID ~4—— {Usually omitted)
8 subjectUniqueID ~—— (Usually omitted)
-f extensions

signaturealgorithm -4—— DSA with SHA-1

signaturevalue ~4—— 302c 02 58 ae 18 7c f2 16 ... Bd 48

- Tamper Evident Envelops —— 4

<l n
31 2.3 Tnsaaina X.509 Certificate Version 3
Tulpsaadreaaalufused X509 wafdu 3 Hsuazidunsian
- Version wandnadiunedluiuses

k73

- Serial Number ifusaanldlunisigaifiayanagesluiusesdduiusiugaan

TuFusas

ar

- Signature algorithm ID ugnssane3 il lunsfunaeiiedesanauyluiuses

- Issuer name Tefirnrastaentuiuses FellumsRgaiinage

- Validity period gﬂu%ﬁﬁs:qﬁummmm’lu%’mmimﬂﬁm?mﬂmnLfmfu‘%"‘ul‘immm
LR LRSI TEGN

- Subject name ﬁffa@'mm’ﬁ’ﬂmmﬂ

- Subject public key info LALUFILALIBLATBINIYWAANBITLE LTU HANEINL AFIN"]
VBINEYUARITITOUE

- Issuer unique 1D ifhumntiaaresdeentuiusesilduamany atluneiiu 2 uar 3

- Subject unique 1D LﬂuumaLawmﬁwfaqlui‘u-:mﬁ'l%l,mmdmu'a%i’lmfa{ﬁu 2upz 3

- Extensions \fhudaiinifinluaain 3 Faiinsmsaaneunmyuaildlunisasansile
Famaia wtaT AU Quaans 9L neyuaransizi e szezinanlunisld
neyuagauss wlenneveslufuses ulaunefinssiuszwing CA FaaeIuarUazIBEARng

289TuFUr04 salugilf 2.4



subject type «— CA or End entity

Name and Entity Info | ~#— alice@fox.com; e=US; 0=Fox Consulting; cn=Alice Adams

Key aftributes «— Public key can be used to venfy a digital signature

1d-US-level 3 ::=(id-certificate-policy7)

Policy Info ~—

<l v 2 . o
31U 2.4 Tansairvresdayaludouuenaves X 509 Certificate a5 3

lulasa¥rereslufuseannuanisnsmy X509 1 fAduriazauildildlunssauun
ATUUANGN (Distinguished Name: DN) figniinuualag CA Tne CA inn1seanlususasdi
mmﬂﬁfa%mﬂ'ﬁﬁqmmeﬁ'}sm:mm CA 109 Felulnsea¥anes X509 vnisiuday s
Tupl 2.3 Fadledld A yinnnsinsedearsiudld B Taedld A lilususesses B8 amn
Lﬁf?‘mLmﬂhﬂLL@xﬁﬂmmm%aummgnE’faqqml,mm'ﬁﬂsmw@q CA Taagldasinoyua

AN617042 189 CA AU

2.2.4 \@unalususas (Certificate Paths)

fluszuudl CA wanndnmil CA nfiendes fldansnuiinsindedeanaiueiagn
Fusa99°n CA fisnarifu Tag CA Lianansoduiingnlineud fldfinyuaarsiszaes CA
lasusasdldaay tafiazldsunmuaasnany Jedldaslisulususeanes fAuduan
CA B lnenmuaAns1IIZI8 CA ﬁu;ﬁ‘ﬁ’@:‘lﬁﬁ*ﬂﬂﬂ'wﬂmmﬁaiﬁgniquﬁ@nnéﬂszmﬁ
FusEndnanisds N195useerns CA 1insFuses CA ﬁgnaan‘[mﬂ CA A1 Bemanapgan
fanuduiusfidedeldrzuinaaes CAs [19]

TneAgnsmanianunsninniidulsslonllunsfindeunsesnlufuseses
CA Aunssianmyuasisasnizres CA Sl WAEnsiifidunsaedlufuses (Certificate
Paths) lulélagf 48 uiiuadedlu cA drunanafi ldFunnuasansni

pluoylumsainssuuduacudiiudseudne CA § 3 guluuy Failie

1. gUluuuddLTu (Hierarchical Model) ulaseanares CA flsUuuuadneduls

TnaficA Miilugn (root) s 1 gnluun [24]
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cal)
-
E“K

LY
(R

—— certificate (points issuer to subject)
CA certificating authority
O user certificate

< ar ' ° as a‘;
51N 2.5 ANdNRUTIENINN CA wuLRIALTY

ar v oar (=] 13 4]
2. puuunsFusesladiy (Cross Certificates Model) flulasaaineses CA finns CA

NINITLTRITINURALIY [24]

/ ' Alice
A4 cross certificate

Bob —— certificate (points issuer to subject)
CA certificating authority
=] user certificate

d ar o ! o’ ar
919 2.6 AudNRUSTEWIN CA uuunsFusesdniy

3. guuuunan (Hybrid Model) WulassaFeiiuuuaisuduiazuuunisiusasdna
nunnuiu Tnsuunaniwuizdmiunisaieanudunusndeda sz wdneaefngi

wANFNuaa9eAng Iy liidulasasawuuan st [25]



s =
dwnveayRNaN NaveeMndImAnss .

certificats (points izsuar fo subjact)
required hierarchical cross-ceriificate
optional crosa-certificata

Cortification Authority (CA)

cartificate usar

<l o - '
3UN 2.7 AnudNAUETENIN CA UuLHAN

2.2.5 mswgaraNugnsasadlususas (Certificate Validation)
v ]
msAgadangnaereslufusanfunsruaunisigauiin lususaaniuda gl Teasin

nsAgadaugnaesdt lufuseaiueg ludasnanldldusrldnimsmasaunisaenulas

4 -

3 { z 1 ar y aa o b % - e o Y
a3ya (Integrity check) Tazauagiuaadadosanatses CA  Graraiindananaldls

14

Tnanisigariannugniesreadunieluiuses (certificate path validation) gnuaaatum
uaz CA fiilugn (anchors root node) aggnuaniuuazidede lanszuaunisfigaianu
gnsiasiInIAsIaaauANasaasansiulunisldnuaaisisusuasdedninaes
ulenneluses gavieRenszuounisnmagauaniuznsenidnlufuseaive ludlalfdn

Tufusesluriudaldlslignanidn (18]

2.2.6 TAse@saN1sanianlususas (Certificate Revocation Scheme)
n1sananluiuses (Certificate Revocation) [26,27,28] wun13useniddnluiusasluil

Mhildneunluiuseaiuaswunegaedluiuseaes Gagunsagldainaaialususesiign

9 U

8NN FeAanaiy “Blacklist’ rydarrestinsiasinall A8n1senidnlufuseuaznis

o
J

nszanadayanisanidndanguinfeadecdaiudeaniuednedelu Pkl Tnafivanamaua

q

1 ! i v

aduldlanlisiaanisldluiusesneuniilufusesludumuneny
Tnenln@lufusaennluazlflfaunssiatisiununenyaesluiusesiu uaanunisnleg
witearruaravuefiduiAu g lduniannisiusenuaansisny Jailimauaiivinli

v
lususasldlilaneunsnanyssialad

=

< R JTOTRRRY R T . I a3
1. Imsuldsundasluaniuzeesdld dealdeaiinnsldeuae Jeiivineu wiedoya

) Twluduses Antudeyafignifiululususesdald s

2. noywadaudaresyldetludunseeiagnianfainglsyasdig dafldsiaanns

1
o A

ANANNYUARIFITULUAZNYUARIUFT IHanANReIn1saenulaeanaiiadon

as

ANA

01617
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3. CA afludunme noyuadaudares CA agludunsie Anduianiz CA fisgly
o - o - [ o o
AU AsRasIn1sanidnluiusesniuivianiseenld Ine CA azugarinau
Aariumnlususesdegnanidnivileuiy

4. Tufusegnlususesduunui

5. lufuseslsignlduumezsiulaunedia

aa o

6. danedfiudlilunisasanniledenaialuenarsegludunig vwielilinnstesiy
wiianilu
srUUNTsENANlUFUTeY (Certificate Revocation Systems) @1un9nutigeauldmnImsa
utlssina Fastalli
-

1. Tnensanidnviredeysilglagniiu aeluuensdissuulaiuiydmeseluiuses

a

|
= <

1 1 v
L1 viauiydmedesssluFuresh 1418 viensassadng
I v ! !
2. Wnenalnfgldldninisnsasauluiusesdinluiusesiuldls Tnaiasasusitnad
detald uaslidaysiiAuanldiuundld fandlaunudeysngnnszanelulng 14
ﬁ‘ [ L dl ¢$I 2 dl [ v
wraauddnglals anesfiszuvauldirdesusiane s
3. Tnanalnildnisnszaradayaain cA UGl luunsssuudldlasudayanlm
a1n CA Tuanusiszuvdugldranislifudeyalusiain cA (nalnlunns Push uaz
Pull)

1
=

- (v =l aa 4=I' aa = = a (3 di ar
nsanianlufusesiuanadsnis TeasnanmduluunisAfnwIede lufusesian

U
[

aNANAINTI91981 (3enda Certificate Revocation List (CRLs) duiflusedaluiusesiign

= = as Ja a < o = a oo .
anidnnelulawumes domreadinisiifedayssedeluiusesignanidnidauialug
s minlamuaauguararumnuiuseseiatiafineadecluyng nisaniluas

BYATIBTAAIN) VDIUAATIATEIGNTILNNT LATEY (client) wianfuauATaswd1e e

e

o

annnraluInaslaaani liiinnsseAnaasnisfasraiusuiunin dadululdnenfazni

] v
=

a v = dl val il o o = ot : =l o
ﬂ’ﬁLﬂ‘]J‘lJCLJ’IIi"]EI"IJ'ﬂi’WILﬂi"ﬂﬁ@ﬂ‘ﬂ’]ﬂ LL.@'}UEEIﬂ‘NT’IEIﬂ’]?EIﬂLﬂﬂrL‘LIﬁ“LI?’ﬂduuuﬂ’]ﬁ‘ﬂ‘i‘uﬂ‘i‘\ﬂ'ﬂ’ﬁ

ialuuansil vy deyalumenisonidnlufusesilaiuenalilmiane 1y Tnuasix

' aa dl L% d' [ v & dl dgl‘ dll | v o v
LL[FIﬂﬁl’N‘iI’ﬂ\i']ﬁﬂ’]ﬁ‘}i’]ﬁ]?ﬁ'ﬁéﬂiﬂﬁ?ﬂ\iLLJJ‘]J’WF;I'LHU‘J‘D’T;'I‘ ’Nlurlﬁ‘mul,ﬂﬁ"ﬂﬂﬂ“ﬂﬂlqﬂlﬂ‘ﬂﬂﬂﬂqi"ﬂd

1
& -

was1an1sanidnluiuses ey ininiuwdssnisneuauesliinisasaieileden
v
A AuEnszuuNIIAALATIIAANMI LILIRIATaT 8 lULAR N TRB LAY
FEnseansenisunidnlususasiuaunsoaiunaladdn cA ldanisdszniadeya
o -:JI - :: -d' d' 1) < A=lI a - ar v o
lufuseshignenidniaunaiiraswidraviaifusanisanidnluiuses (12 lTAuuein

Usznisusnpeszuunideysifoanalunisfigadaniuzanianaaslususesunsdon s
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v i
Lildinnslszniateyanisanidniamunluudazluiuses Tasueniflwiedn wiiesgnine
livinsfasvedayanisanidnaniedenidadmiuudaz luiusesdeazindtdaananay

% J =

aal o & o e = o - e 2
AT TINRETELLUHAITNITNAR/NEARINL LWﬂV]qz‘lmNﬂull"ﬂﬂLﬁquﬂNWQmﬂl‘ﬂﬁﬂluqﬂ’ﬂﬂﬂmﬂiu

= [ Gl ) AI 1o ar cal'd
nsunidanlufusasuazananuluaiadne deunatguidaulvaifafussuuidsUuuunig

LY

u

aay oA o & [ v i - N v
e limiauiuuszureszuulinimmeuauedlfiion faudiussuuaalllddeyanis
gnaniulususes a9l luszuuau

Tuunetloyuiineaiu PKI #ldinantialu (5]018] Inelsminniedailoyynfinulu PKI 1H

e

i
1. anuddetevesflfiduilymdmiu cA aamidetievesldaniiululsti
Alfuaz CA agflulamwdaany wudldfnsalids CA waz CA vinsnaragavusi
yanaaa Ll widglduas CA agsialamuiuasinlfinailywiann ca I#
o g g 4 Fd
2. AnuULTeNeYes CA MliiAatoywl Jeifoyurtineadesiunisnszatauaznis
UsznIANyUAR1519042189 CA
3. mrainlaraiefugiunisani@nnyuadnsisuz  (Public Key Revocation

Infrastructure)  @aiflutloyuaFrauseiu Pk tlaqeiu Gaflunitsaanlunisanian

[
2/

=l 3 ﬁil L 4 o ) o al
nouasssuzuarideyanazrasiinenselddmndioinacdas

4. n1edanimnayuadausa detlyuiilazasaunqunisiiu nasldnguadausa da

q

= ar ] o
santatloyuinastlesiunnyuadausi

5. nsnszananayuAsngnIue eluuneszuy CA MiaseauaddralunisUsyniangua

]
¥ =

a15190uz909 11 1usnszuuaugldiwih i lunasWusr Insunyuaansisuizans
o R Y
nauAglTwma 1w sinsedeaissae
Tulaseairanyuady dinpuaey ludunsme nguaesnyuaiegludunsieiuazsiag
uAaliindiun Januaiegludunseazgnonidnuazazie uazdasianisa¥annuag
£ ' i v 1 i v
i TnedldazdaeSuinisinsedearslua uslu Pi shufluFasenniiazyiniduiu
tnnyuaduzesglierludunme fldasfosinnisudauddldaudulussun Faazifutiom

s o H v o 2 1 7} : ar 2/ el.d 1 as ' 2 '
nands s zdulddviansudaungldvindudeas Winyuanlegdunsaundlddae us

taqiiugliusiazauliinnismsmaseuaniuzaamng noyuaialiudlalddnnoyuasiu s

2.2.6.1 s1an1sanianlususas (Certificate Revocation List: CRL)
munsanidnlufuseaiupluuuieevialiassnisanidnluiusesans PKI Tag CA 1y
daanlufusas i ld Wennuadiusvasdldadludunsaaiagniaumaindlilsrasda

<4 = 17 v o - ' o’ o
wranouadssuzgnanian gldazsasiinisiasaluds CA Taa CA axvianissenia
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ATNUNIELATALFTEIAINAG (Serial number) wavluFusesfignondnlulinydsedesnian
Tuiuses edeyaetelufusesiignanidniiazgndalulidldsely Tnesedelususesiign
anian (Certificate Revocation List: CRL) Hlasaairadayaadioiulnssaianeslususes
] =J < e d ' ar £ | o T ' 2
wAknUNAENANINANUsTEndanryuasn s s AL I anduainduiugszudnsdeys

et luFusesnignanidniu CA

¥
17 3|

Tuilaqiiumedeluiusesignanidn(CRL) #ldegilillu X 509 1efiu 2 Gagniannann
] 1 i

X.509 weidu 1 (U A.A. 1988) Tavefiu 1 Hillamssellil

- NFTEIEIUIA FeunaTad CRLs Tunafiu 1 insduinludiafiuvauansnina

o ar 4 dldl d' k% o o [l [ ¢=: ar o ar ed’ L4

- aawdinngadasiu M bildaiunsnaene CRLs ALy AnmusdAtufifedanis

- CRLs wafdu 1 1flwEesans nastanslaetin CRL vunulnesAainnisneagaey
CRLs 1afiu 2 lsunlatlywilnsiausuuidnaasnisrans dedaulunjazmileudunng
tauadauaeelu X509 Public key certificate 1285u3 Tnafilassairadayaaneseie

luFusasfignanian (CRL) s luil [26)

Version V2

Signature DSA with SHA-1

R
S

Issuer ~4——  C=US; O=Hawk; CH=CAl
——
T

ThisUpdate 0102141200002

NextUpdate 0102211200002
RevokedCertificates

CrlExtension

DSA vath SHA-1

302c02149ed86bcl7d..%ab2

Signature Algorithm ~——
g

signatureValue

sequence of
UserCertificate ~— 110592
RevocationD ate -——  001226183000Z

crlEntryExtensions

|
J

< ¥ . . oo
gﬂ‘n 2.8 Tmim?qu‘amm Certificate Revocation List 199991 2

27031 2.8 Inseafedeayanes CRL wefiu 2 inusvidunsaseliil

- Version L@Aa8 5114189 CRL ddlA WY 0 uamediy CRL 1eafiul wazdiianiu

1 WAANLLU CRL 1afiu 2

- e

- Signature algorithm ID wansdausneaafiszydanesnuignldlunisauauaisile
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as

GeRAAVIALU CRL fnataitu unneinaiszydaneiia Message Digest 5 (MDS)

Issuer name TeiANYBIasn CRL Teasinauaniuazidoiianiane
- This update date/time WaAI3Y - 1987 M CRL 88N TIUaAINALUNR
- Next update date/time W@p3u - 1981 % CRL AalUazaan

Revoked Certificate 1flusanisluiusesiigniFanau Gausiaz CRL azgnénalag

wunaaLusiauannie’lu Revoked Certificate AZiiLMNALLAT serial number S9UARY

o o oA
TIENITIETIU LQﬂ’]W,lU?U?’ﬂ\ign LTENAU

L e <=

- CriExtension \Judandayaiininilieunsilufusesiignanidn vieugiuaes
CRL Tnerludauaeneilaziien flag Aner adnalassainenes X 509

Weeaan CRL gnilszniamndasaafiiiuuaetnessinaue taaeynaligldvianis

nasaaudnyuaassuzreliaulaldls Wadldviimanisuldeuwlasiifaadesiy

1
cﬂlnqv o =

nryuAdnensis ae CRL vinnsdedaanunfianefiefenanauasdunvesluiusasiign

anidn wrag lfanalafudnunaniaiesuidng Wanquitianisinsedeasléiu CRL

I ]

=l <4

d’ o v dl ar :: k7 4 aae o
Wannisasaaaunyuwaanssusi il Janismsaseuluiuseniuldarsiiedenanaves

|
=

v |
cA uiluiusaniu Tnaaeiiadesdriauudenciutsyneudanmyuaaisisny aaaaild

W
Tususaaduls Wusu

2. EE1
requests
CRL from
Repository ﬁ'
End Entity 1
=] 1
==
= |z = rrrara)
i End Entity 2
!gmln\ 1. CA R r
CA publishes epository
CRL
=]
End Entity 3

3 2.9 Fatnszuu CRL

]
g

AN3U7 2.9 fuaneszuu CRL atedteiu CA Tnafiiseawidrenfiugudoyaiif
CRL uazdl 3 1auAifl (End-Entities: EEs) TIN32UIUNIITNINIUALENAN CA ¥n1sUsenas
CRL Tldagrudeyaiiiu CRL uda ouiiidatenialdvianisiesreniladnfeaue T

1 v 1
gudeyaiiiu CRL amiu iaufiilaemneazdiu CRL angmdeyatmiatesuitnauas
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NIN9LAL CRL MWleuindanenae sanieuindanamiad 2 uaz 3 18vianissaane CRL
Uaqiiuuaz CRL dnluBelaeind CRL daluazisznandsanndaainaniild CRL auus

uuAB"Y

£ o

iWesannoyuaaisisizainisaenidn idneutefunnneguuluiuses nguilasy

v v
& W

lufusasazinniasaaeudnlufusesluiudalignanidn fadudfuayldfu orL 7l
figaanniazesusiineifeviinismseasy CRL 9diamunensydn (serial number) 289
lufusaaiunlsinguu CRL uamsdrlufuseslutiugnanidn usdn lifideyafinananuda

Usnguu CRL wamdnlufusaslusiuld s

2
' =l o =l

gaiunatlymmirawlaifeniu CRLs fignnanadalu [20, 14] fisail

au

'
=l =

- ANNETenTydetelufusesiignanidn deswnainlususesgnanidnnendy

]
=l =

wuaang AsuTyamegeluiusesignanidnasiisyiumnueniiiuau

b

£

1 d; 174 =d. as s dl kg as
- Tayasedntes CRL ludayafigniesiaiuaniuzaesluiuses Gafhlususasgn
anian CA Azsiadnaeaunszyiy CRL saliaanun Auiudsinadananlunisseszudngd
lufusasgnanidniuinanii CRL sielugnilszmaeanun Gansidenaniuesidlulanialy
flidszasdn linoyuadausinidenmuuaanansazignanin
| :’l dl v v d' ar a’ dl = 1 ]
- Wz CRL  winduilideyainaadulufusesignanidn wsldaruisoven

= ] [ :: L : 2 = as ' as
muaziaensiie wesluiuseaiuld dniudaduniseinlunisiigafluiusesinluiusesly

!
[ I

v v
vuileghirelifiagads Taddlaidszasdmininlaauulaslufusesudaniy CRL Tiasnsn

U
< a

daeflilunnsnsnadisiesnianiususesaeamaniy

- CAMmsnszane CRL el Ssenaifluanimguestigwiieaiunsdiuan tne
Usznisusnae CA %in1sisenia CRL eeels waw CA sinnnsde CRL Taifldwsad 143
dousanlunslésy oRL ifigaidieddseanis

nisnuuAtlyIras CRL [20][14] Tiiniauanissin CRL aanuazuuzin 1y CA $ians
s . "

Agadmdeneliizaau tunisasansiiefeAdiaunluiusesIiifaau et udiy

U
i

lufusesdiaanisdiunees CRL Imseslususes ufidrenaazud oty ldunatiyund
Neafunsan@nnua wiu fean1stsznia CRL waznsdmnaifdelssudnanisanian
ar b4 + 4 k% ' : = <A 17 !ﬂl
noyuanuan lumsuds g ldnsudnuaiugnanidnaanvdeaiunaesnis ilnymiay
MunsARNIUNIIAMINA FRaTe U CA AnTunisifinduresnisldieTesuddnafifiy
1 v 1
Tufusesuaznisaeunduludedldivinnsiasteanaldldlunsdiil ifesann CA fasnsean

TufusealusiidumesundamedaTuaduudn
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Funalfian CRL Malgiluanmuandenifidnuaudidliinnuazduaunisenian
Tususaslaininuazlaivien Tne CRL Saflunisand@nlufuseailmnzanuazing daluusas
lufusesiiflad CRL  Distribution  Point  dsagjludiuaene TnaNasildszy 1 CRL
Distribution Point susiulufuses Teavedung luindednly Taevalufidonsene 3 dou
7l CRL ieauminzaniulasaianes CRL Tnedauaeneiildlu CRL 1 3 daudsil

- lssuing Distribution Point LiluAa ﬁﬁ?:uad CRL Distribution Point 284lufusas
Tasanizuazszyia CRL dadnialunisunidnaeslususesdmiuusazfldlnaiantz vie
dmiu CA Tasanz vzadesniaawizng
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A Certificate Revocation Method using Over-Issuing Delta-CRLS with
Distribution Points

C. Sathitwiriyawong and A. Rojanapasakorn
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Institute of Technology Ladkrabang
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Abstract

This paper presents a model for the segmentation of a
certificate revocation list (CRL) issued by a certificate
authority (CA). The model uses the combination of over-
issuing segmented CRLs and delta-CRLs Jor distributed
segmented CRLs 1o locate repositories. The results from
the mathematical analyses show that the proposed
certificate revocation System usiing over-issuing delta-
CRLs with distribution points can significantly improve the
system performance such as spreading out request rate,
reducing the size of certification revocation information
and reducing the average network load. This model is used
to highlight inefficiencies in the traditional method of
distributing certificate status information using CRLs.

1.Introduction

In 1994, the MITRE report [1] proposed several alternative
revocation distribution mechnisms. In 2000, Cooper [2]
presented models for the distribution of revocation
information using certificate revocation lists (CRLs) and

provided analyses of these models.

Public Key Infrastructure (PKI) is a prerequisite for
security in large networks and distributed systems that
certification authorities (CAs) will be interconnected. Each
CA would periodically issues a certificate and a certificate
revocation list (CRL) that is distributed to repository for
each replying party downloading certificate status
information.

The CRL is an account the serial numbers of all
certificates issued by CA that have been revoked or invalid
before CRL is expired. A relying party respects to use the
information in the certificate that must be first validated.
The relying party requires a recent CRL in order to
perform validation and subsequently stores it in his cache.
Delta-CRLs [3] is a base CRL that only contains

Faculty of Information Technology.
King Mongkut's Institute of Technology
Ladkrabang, Ladkrabang, Bangkok 10520,
Thailand

Email: pla_aradee@hotmail.com

information about the certificate status that has been
changed ‘in the revocation information to reference the
base CRL. Delta-CRLs are periodically posted and
updated to the last base CRL posting. Since the size of
delta-CRLs is significantly smaller than the size of base
CRLs and can be posted more frequently, the load on the
repository can be reduced and the response time for the
relying party can also be improved. However, the use of
delta-CRL will not reduce the request rate for.revocation
information from the repository.

This paper presents a model of certificate revocation. The
techniques that were developed previously [2](3] are
applied to over-issuing delta-CRLs with distribution points
model as the model were designed and the resulting model
is shown the comparing with the over-issuing delta-CRLs.
Finally, the new method of over-issuing delta-CRL with

distribution points is presented.
2. Related works

The tradition method of distributing certificate status
information concems periodically issuing of a CRL that is
posted to a repository. CA periodically issues a CRL
listing all unexpired and revoked certificates [4]. In the
traditional method of certificate revocation, each CRL
includes a ‘ThisUpdate® field that indicates the CRL issue
time, while *NextUpdate’ indicates the next timpe of CRL
jssuance. When a CRL is issued, the relying party will
obtain a CRL in order to perform validation. During the
period of time in which a2 CRL is valid, cach relying party
will request the repository for revocation of information.
Cooper [2] assumed that the certificate validation attempt
time is independent of each other, so that an cxponential
interarrival probability density can be used to model the
CRL scheme. So the probability that the relying party will
perform the validation and request 2 CRL in the interval
[t, t+dt] (in limit dt — 0) is ve ~dr . Where v represents
the validation rate. The total number of requests for CRLs

during interval [t, t+dt] is given by ve ™df multiplied by
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the number of relying parties (N): T, (1) = Nve i .
Thus, the request rate for CRLs from the repository at time
ris given by

gy = = - e 0

di

The problem with the traditional method of CRLs is that
the CRLs cached by cvery relying party expire at the same
time. When the CRL expires and a new CRL is issued,
every relying party will request a CRL from the repository
in order to perform a validation. As a result, there are high
requests when 2 new CRL is issued. The over-issued CRL
methed can be distributed the requests in such a way that
the peak request rate is always relatively smaller, but

occurs more frequently.
Over-issuing [5] [7] is a method for spreading out requests
for revocation information that the CRLs in the relying
parties’s cache will expire at different times. Thus, request
rate for new CRLs will be spread out. It is possible to
reduce the peak request rate by allowing muitiple CRLs to
have overlapping validity times. A relying party will
request the fresh CRL, but the lifetime of that CRL is
longer than the period to the next CRL issuance. Thus, the
relying party will request a CRL from the repository
during interval [t, t+dt] (in limit dt—0) that is the
probability that the relying party performs its first
validation attempt of the interval [t, t+dt] is

Nve ™
©-1)(1-e™°)+1 @
Where O is the number of current valid CRLs and / is the
validity tims of a single CP.L.

Ro(’) =

Another way to improve its performance over the tradition

method of CRL is the usc of segmented CRLs. However, -

segmenting CRLs may not reduce the peak request rate for
CRLs, it will reduce the size of each CRL. So a repository
can service request for CRL at a faster rate. The CRL is
segmented and each segment is associated with a CRL
distribution “point that can be located on different
repository. Each certificate has a pointer to the location of
distribution points.
To simplify the analysis, the calculation that total request
rate (R(t) for all segments uses the following
assumptions. The certificate revocation information has
random distribution points, so any revocation information
request equally refers to any distribution points. Finally,
the CRL segments arc issued at the same time. So Ames
[5) shows that the total request rate is
R, (1) =Nve ™" 3)
Where s is the number of segments. Equation (3) shows
the peak request rate in the system. Each relying party is
_likely to request more than one segment during a validity
" period. However, this method has no improvement in the
request rate that is actually increased in average. There

70

may be a significant improvement compared to the base
CRL method in reducing the average network load and the
size of revocation information since each single CRL -
scgment is only a fraction of the base CRL.

As described above, the segmented CRLs methiod does not
reduce the peak request rate compared to the base CRL
posting since all CRLs cxpirc at the same time. As 2 resuly,
every relying party will request for revocation information
from the repository. By taking the approach of over-
issuing CRLs can be combined with the approach of
scgmented CRLs. When all CRL segments are issucd at
the same time and cach CRL scgment can be siaggered
relative to other scgments. So the peak request occurs at
the different time. Both methods can distribute and reduce
the peak request rate on peak network load as over-issuing
CRLs. Ames [5] shows that the request rate during interval
between staggered CRL segments issued at cvenly
scparated interval is
. Vil = /s
R, )=o) @
s(l-e )

Where /= ¢ mod (—) and / is the validity time of a CRL
5

segment. The peak request rate can be reduced more by
over-issuing the CRL segments. So the request rate during

the interval is
Nve -ﬂ]l
(5)

b S N
¥} ©-1)(1-e™"°)+1

Where ¢ is the amount of time since the latest CRL

segments were issued.

With the issuing delta-CRLs, the base CRL is issued
periodically and each dclta-CRLs collects all certificate
revocation information since the last base CRL was issued
[6). In this method, base CRL posting- is cached on the
relying party and referred to as the base posting, while
delta-CRLs are considered as incremental posting for a
single base CRL. Whenever a base CRL is issued, the
latest delta-CRL referencing the previously base CRL is
also issued. Each validation will require access to the delta
CRL and its corresponding base CRL. Therefore, the
request rate for delta-CRLs will be the same as the request
for base CRLs [4]. .

Ry (1) =Nve ™ (6)
Where ¢ is the time passed since the issuance of the l3st
base CRL. The request rate for the delta-CRL is identical,
with a modification that ¢ is the time passed since the last
delta-CRL issuance [4].

Ry(t)=Nve™ )]
This method can reduce the peak request rate of the base
CRL. Each relying party requests a new delta-CRL rather
than the new base CRL posting in the first validity period
if the previous base CRL was required. The average size of
the base CRL [3] is
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=F i (®)

Sf =S”+

Where Sy is the size of CRLs header, Sg is the size of CRL
entry, r is the number of revoked centificate and L. is the
lifetime of CRL. The average size of a delta-CRL is
Spo=8,+Sgrw (9
Where w is the period of issued delta-CRL. Thus, the
bandwidth for delta-CRL system can be computed as

B =8,R,(0)+5, (10)

Next section describes the idéa of over-issuing delta-CRLs
with distribution points mcthod that can improve
performance of issued certificate revocation information.

3. Over-issuing delta-CRLs with distribution
points #

In this scction, over-issuing delta-CRL with distribution
points developed a mathematical modcl for certificaie
revocation models and applied this model by taking the
approach of over-issuing segments CRLs {2] and delta-
CRLs [3). Both methods can distribute and reduce the peak
request rates. Based on the similar analysis, if relying
parties require to obtain a fresh certificate  status
information very frequently, then it may not be possible to
significantly reduce the peak request rate for delta-CRL.
But if the validity period of delta-CRL are long enough,
then it may be possible to significantly reduce the request
rate for delta-CRLs by over-issuing the delta-CRLs. The
performance improvement can be done by the use of
segmentzd CPLs that will usuzlly reducs the size of each
delta-CRLs.

In section 2, the request rate for over-issning delta CRLs
distribution points will be the same as the request rate for
over-issued segmented CRLs that does not use delta-CRLs

(equation (5)).
Nve - [s
R,(t)=
a (O =11 =e ™) 41
Where / is the length of time that a delta-CRL is valid, O is
the number of delta-CRL that are valid at any time, / is the
amount of time since the most recent delta CRL was issued

and s is the number of segments.

The request rate for CRLs can be determined by
considering that a relying party will request a single CRL
segment in the interval of delta-CRLs. The relying party
that performs a validation in any interval will request CRL
segment when the amount of time since the last received
update certificate status information cxceeds the window
size of delta-CRLs. It is possible in either way that the
relying party does not perform any validations during the
window (the periad of delta-CRL) or the relying party
performs validations by using a segmented delta CRL that
was obtained before the start of window (the period of

71

currently delta-CRL). Py is the probability that a relying
party will perform a validation during the interval. So the
probability that a relying party will perform no validation
during interval is /- P,y . Since there arc wQ /!l intervals

in the period of delta-CRL : (1 =P, )" .
relying party to perform validation during the interval of
current delta-CRL segment using the previous delta-CRL
scgment. The lifetime of the previous delta-CRL segment
must overlap the window of the current delta-CRL

segment as shown in figure 1.

In order for a

window covered by Ag

17T 11118
FENCIENR NI NN

Tifctime of Ay
O-i } i - w - i
Figure 1. Lifetime A, overlaps with window A,

|
I

The cumrent delta-CRL scgment (4») is issued at the
beginning of interval (p) and has a window size of w, .
So, A; covers interval [p —w,,p —1]. The last delta-
CRL segment (A,) is issued at the beginning of interval
p-w, -0 +i that is valid for O interval. So, the
lifetime of A, and the window covered 4, is overlap by i
intervals. Obviously, the relying party must download a
delta-CRL segment during interval p —w, -Q +i. So,
the probability that the relying party will download a delta-
CRL segment during p-w, -0 +i is FP,. The
probability that the relying party will perform no
validation during interval [p —=w,,p —w, +i -1] is
(1-P,)". The probability that the relying party will
perform - validations during interval
p-w.p-w, +i=1] is 1=(1 -P,)'. Finally, the
probability that the relying party will perform no
validations during intervals [p-w, +1,p - 1] s
(1=P )" =(1 =P, )°"". The probability that the
relying party will request a single CRL during interval is
P, =P {1 =P, +

o-t =
P -0 -PL)] (=PLY" ) (D)
I=l
The probability that the relying party will not perform

validation during the interval is g Ve

P, =1-e™"° . The probability that the relying party
will request a delta CRL segment in any interval can be
computed by equation (5) (giving N=1).

fo ve dt
Fi = E ~Wjo
(O -1)1-e y+1
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| ~e 0

SO -D-e )+l

(12)

P,,;and P, (12) can be simplified to

_ M0 w210 -1Xx 1)

p = (1-e ) e o
(O -1)(1-e ) +1
=p, e-tweio-ikl) (13)

Equation (13) brings about computing the request rate for
CRL scgment that the relying party request 2 CRL
segment at the first validation during interval {t...t+dt] (in
limit dt—s0) is ve ~"di . So the probability that the
relying party's validation during an interval will request a
CRL segment during that interval can be computed by
dividing equation (11) by P and multiplied by the
number of relying party (N). The result of the request rate
over the intervai is

Ro(t)=

Nve (1 sw 1 1/O-1Xv /1)

© -1 -e™") +1

=R ; (f) - —(w +lfu =1 [5)
=\

(14)

4. Analysis results

For the proposed revocation model, over-issuing delta-
CRLs with distribution points, it is uscful to define an
environment. To simplify the analysis, it is assumed that
the experimental environment has only one certificate
revocatian information issuer (CA) that serves ail relying
parties, and all revocations in the system are available to or
delivered to cach relying party.

Let N represents the number of relying parties (300,000
relying parties), v represents the validation rate (10
certificates per day), O represents the number of CRLs
(delta-CRLs) that are valid at any time (4 CRLs), w
represents the window size of the current delta-CRLs (9
hr.), ! represents the length of time that a delta-CRL is
valid (4 hr.), ¢ represent the amount of time since the most
recent delta-CRL was issued and r represents the average
of certificates that are revoked each day (1,000 certificates
per day). In MITRE, it is estimated that the size of a CRL
is 51 bytes plus 9 bytes for each certificate included on the

CRL.

The analysis result that compares the request rate between
the over-issuing delta-CRL method and the over-issuing
delta-CRL method is shown in figure 2. We can make a
conclusion from this graph that the over-issuing delta-CRL
with distribution points method has no improvement in the
request rate, that actually increases in average, but the
repository serves the requests for delta-CRL segment at a
faster rate.

In figure 3, the comparison between the size of delta-CRL
of the over-issuing delta-CRL with distribution point and

72

without distribution points concludes that the over-issuing
delta-CRL with distribution points method can reduce the
size of delta-CRL. As a result, the traditional delta-CRL
scheme can bec improved since the bandwidth usage is

reduced as shown in figure 4.

Request rate (req/sec)

wilh distribution points
------ without distribution points

|
!
9 12!
vindow size {hrs.)!

Figure 2. The effect of window size on request rate for three

repositories
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5. Conclusion

This paper. has presented a model for over-issuing delta-
CRL with distribution points using delta-CRLs together
with over-issuing segmented CRLs. The proposed method
can spread out the request rate and reduce the size of the
delta-CRL. We compare the proposed model with the
existing over-issuing delta-CRLs. It is demonstrated that
the combination of both methods can improve the
performance of the revocation system. The proposed
model provides the performance benefits for which delta-
CRLs and over-issuing delta-CRLs were originally

designed.
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Abstract

PKI' s certificates is a basis that allows entities
to trust each other. Due to different constraints, a
certificate is only valid within a specific period of
time. Coming from several threats, there are
important reasons why its validity must be terminated
sooner than assigned, the certificate needs to be
revoked. This paper presents a model for the
certificate revocation list (CRL) ‘issued by a
certificate authority (CA). The model uses the
combination of over-issuing segmented CRLs and
delta-CRLs for distributed segmented CRLs to locate
repositories. The results from the comparative
analyzes show that the proposed certificate
revocation system using over-issuing delta-CRLs with
distribution points can significantly improve the
system performance such as spreading oul request
rate, reducing the size of certification revocation
information and reducing the average network load..
This model is used to highlight inefficiencies in the
traditional method of distributing certificate status
information using CRLs.

Key-Words: Certificate Revocation List (CRL),
Delta-CRLs, segmented CRL, over-issuing CRLs,
Distribution Points

1. Introduction

Public Key Infrastructure (PKI) is a prerequisite
for security in large networks and distributed systems

that certification authorities (CAs) will be
interconnected. Each CA would periodically issues a
certificate and a certificate revocation list (CRL) that
is distributed to repository for each replying party
downloading certificate status information.

A CRL contains a list of serial numbers of
revoked certificates together with their date of
revocation, and also a date of its generation and a
latest date of the next issue. A relying party respects
to use the information in the certificate that must be
first validated. The relying party requires a recent
CRL in order to perform validation and subsequently
stores it in his cache.

Delta-CRLs is a base CRL that only contains
information about the certificate status has been
changed in the revocation information to refer the
base CRL. Delta-CRLs are periodically posted and
updated to the last base CRL posting. Since the size
of delta-CRLs is significantly smaller than the size of
base CRLs and can be posted more frequently, the
load on the repository can be reduced and the
response time for the relying party can also be
improved. However, the use of delta-CRL will not
reduce the request rate for revocation information
from the repository.

This paper presents a model of certificate
revocation. The techniques that were developed
previously are applied to over-issuing delta-CRLs
with distribution points method as the method were
designed and the resulting model is shown the
comparative methods of certificate revocation.
Finally, the new method of over-issuing delta-CRLs
with distribution points is presented.

The 7" National Computer Science and Engineering Conference, October 28-30, 2003
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2. Related Works

In 1994, The National Institute of Standards and
Technology ~(NIST) cooperated The MITRE
Corporation [1] to study the alternatives for
automated management of public keys and
management of the associated public key certificates.
This Public Key Infrastructure (PKI) study focuses
on the policy and legal that issues relates to the
operation and the management of the PKIL
Architectural and implementation alternatives for the
PKI are developed. In addition, a methodology to
determine the cost of the PKI is presented. This
report presented the result of the PKI study, the
information and techniques

In 1998, Carlisle A. and Robert Z. [2] presented a
framework that allows CRLs to be small, to provide

timely information when needed, to scale and to be

flexible. It also has the advantage that it can be
engineered at the outset to provide a reliable service
meeting certain space, timeliness and scale
requirements and can be modified later if these
requirements change. This framework is based on
established standards and requires only the definition
of one additional certificate extension and one
additional CRL extension.

About the same time, Ronald Rivest [3] proposed -

the idea of without CRL’s. CA can organize a
certificate infrastructure so that a signer can present
just a collection “of certificates to the acceptor as
evidence a support of signature and the signed
message. The acceptor and signer might negotiate
about the recency of some of the certificate, in which
case it is the signer’s responsibility to get more recent
" replacement. But- in 2001, Patrick McDaniel and
Aviel Rubin [4] disputed the idea’s Rivest that
mechanism was without CRLs. They assert that the
need for real-time revocation state is not present in
the vast majority of Internet transactions. CRLs are
most suited: to tightly coupled environments where
reference locality can be observed. The requirement
of timeliness can be met with short, achievable,
periods using any number of revocation techniques.
In 1999, The Internet X.509 PKI Certificate and
CRL Profile [5] is documented specifies an Internet
Standard track protocol for the Internet community,
and requests discussion and suggestion for
improvements. The X.509 v2 CRL format is
described in detail, with additional information
regarding the format and semantics of Internet name
forms. And David Cooper [6] [7] presented a model
of the distribution of revocation information using
certificate revocation list (CRLs). This model is used
to highlight inefficiencies in the base CRL method.
Several alternative CRL-based revocation
distribution = mechanisms, over-issued  CRLs,
segmented CRLs and delta-CRL was presented

In 2000, Andre Arnes’s thesis [8] provided a
survey and an analysis of existing schemes for public
key certificate revocation. The analysis includes the
traditional certificate revocation lists, protocols that
provide on-line certificate revocation, as well as
revocation systems with reduced data structures,
Some techniques for improving the existing schemes
are suggested. Based on the analysis, the different
schemes are compared in order to highlight
advantages. A guideline for using this information in
selecting a revocation solution is developed and
applied to different example scenarios. Next paper
[9] presented a survey, a comparatlve analysis of
available revocation schemes for PKI certificates and
performance simulations on some revocations
schemes. As a conclusion, the schemes are evaluated
with respect to combining different schemes in order
to achieve better performance.

In 2002, The Internet X.509 PKI certificate and
CRL profile [10] is document that an overview of this
approach and model are provided as an introduction.
The X.509 v3 certificate and the X.509 v2 CRL
format is described- in detail, with additional

6

information regarding the format and semantics of

Internet name forms. Standard certificate extensions
are described and two Internet-specific extensions

“and a set of required certificate extensions.

This paper is base on the work with the paper “A
Certificate Revocation method of Over-Issuing Delta-
CRLs with Distribution Points” [11] submitted to the
3rd International Symposium on Communications
and Information Technologies September 2003. The
paper presented a model over-jssuing delta-CRLs
with distribution points. The result model is shown
the comparing with the over-issuing delta-CRLs from
the mathematical analyses show that the proposed
model can significantly improve the system
performance such as spreading out. request rate,
reducing the size of certification revocation
information and reducing the bandwidth usage. This
paper provides a comparative analysis of available
revocation model. The result of the mathematical
analysis are also presented.

Next section describes the idea of over-issuing
delta-CRLs with distribution points method that can
improve performance of issued certificate revocation
information.

3. Over-Issuing Delta-CRLs with
Distribution Points

In this section, over-issuing delta-CRL with
distribution points developed a mathematical model
for certificate revocation models and applied this
model by taking the approach of over-issuing
segments CRLs [6] and delta-CRLs [7]. Both
methods can distribute and reduce the peak request
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rates. Based on the similar analysis, if relying parties
require to obtain a fresh certificate status information
very frequently, then it may not be possible to
significantly reduce the peak request rate for delta-
CRL. But if the validity period of delta-CRL are long
enough, then it may be possible to significantly
reduce the request rate for delta-CRLs by over-
issuing the delta-CRLs. The performance
improvement can be done by the use of segmented
CRLs that will usually reduce the size of each delta-
CRLs. _

The request rate for over-issuing delta CRLs
distribution points will be the same as the request rate
for over-issued segmented CRLs that does not use

delta-CRLs [7].
Ry(t) =

©-DA-e") 1

Where / is the length of time that a delta-CRL is
valid, O is the number of delta-CRL that are valid at
any time, ¢ is the amount of time since the most
recent delta CRL, was issued, and s is the number of
segments. . :

The request rate for CRLs can be determined by
considering that a relying party will request a single
CRL segment in the interval of delta-CRLs. The
relying party that performs a. validation in any
interval will request CRL segment when the amount
of time since the last received update certificate
status information exceeds the window size of delta-
CRLs. It is possible in either way that the relying
party does not perform any validation during the
window (the period of delta-CRL) or the relying
party performs validations by using a segmented
delta CRL that was obtained before the start of
window (the period of currently delta-CRL), P, is
the probability that a relying party will perform a
validation during the interval. So the probability that
a relying party will perform no validation during
interval is 1— A, . Since there are wO// intervals in

the period of delta-CRL: (1 - A,,)*?"" . In order for a
relying party perform validation during the interval of
current delta-CRL segment using the previous delta-
CRL segment. The lifetime of the previous delta-
CRL segment must overlap the window of the current
delta-CRL segment as shown in Figure 1.

The current delta-CRL segment (A;) is issued at
the beginning of interval (p) and has a window size
of W, . So, A; covers interval [p-w,,p-1]. The

last delta-CRL segment (A))is issued at the
beginning of interval p —w, — O +/ that is valid for
O interval. So, the lifetime of A, and the window
covered A; is overlap by i intervals. Obviously, the

Nve™ls
m

T

window covered by Aq

Ll T - | fa

BT LTI —1T]
lifetime of Ay
i

I——O—-i

Figure 1. Lifetime A; overlaps with window A,

l .
1 T

relying party must download a delta-CRL segment
during interval p-w, —O +/. So, the probability
that the relying party will download a delta-CRL
segment during p-w,-0+/ is P,. The
probability that the relying party will perform no
validation during interval [p-w,, p-w,; +/-1]

is (1-A,) . So, the probability that the relying

party will perform validations during interval
[p-wp,p-w,+i-1] is 1-(1-~,) . Finally,

‘the probability that the relying party will perform no

validations during intervals [p-w, +1,p-1] is
(1-P,)"" = (1 - Pay)*/". The probability that .
the relying party will request a single CRL during

interval is
Py = Pa{(l = Py )" +

0-1.

P [-(-Pu)] A=Pu)"} @
/=1

The probability that the relying party will not

perform validation during the interval is €% So
Py = 1-e™/%  The probability that the relying

party will request a delta CRL segment jn any

interval can be computed by equation (5) (giving
N=1). :

P ve™dt
£ dh (021D1-e") 41
g ie
. ~Wjo (€)
- (0-D(A-eT"")+1
P, and P, in equation (8) can be simplified to
B o (1 . e-vf/sO) e—(w+.f/0—/)(v/s)
-1l -e"%)41
= PA e—(w+.f/0—!)(v/s) (4)

Equation (4) brings about computing the request
rate for CRL segment that the relying party request a
CRL segment at the first validation during interval
[t...t+dt] (in limit dt—0) is ve™ dt. So the
probability that the relying party‘s validation during
an interval will request a CRL segment during that
interval can be computed by dividing equation (2) by
P, and multiplied by the number of relying party
(N). The result of the request rate over the interval is
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Nve—(t+w+n’/0—l)(vjs)

Rin(l)=
so(f) (O-1)(1-e*°)+1
L Rﬂ (f) eu(w+.'/0-!)(v/s) (5)
4. Analysis Results

In this section, we present the graph in order to
compare over-issuing delta-CRLs with distribution
points with several CRL-based methods. For the
proposed revocation model, it is useful to define an
environment. To simplify the analysis, it is assumed
that the experimental environment has only one
certificate revocation information issuer (CA) that
serves all relying parties, and all revocations in the
system are available or delivered to each relying
party. _

An environment for demonstration, let N
represents the number of relying parties (300,000
relying parties), v represents the validation rate (10
certificates per day), O represents the number of
CRLs (delta-CRLs) that are valid at any time (4
CRLs), w represents the window size of the current
delta-CRLs (9 hr.), / represents the length of time that
a delta-CRL is valid (4 hr.), ¢ represent the amount of
time since the most recent delta-CRL was issued and
r represents the average of certificates that are
revoked each day (1,000 certificates per day), In
MITRE [1], it is estimated that the size of a'CRL is
51 bytes plus 9 bytes for each certificate included on
the CRL. o o o

An observation frorh the traditional CRL model is
that the peak request rate for CRLs will occur at the
time of the CRL issuance. At this time, there will be a
rush to obtain the newest CRL. After that, the request
rate is exponentially decreasing, as each relying party
caches the CRL and only has to obtain a CRL at most
once each interval as depicted in figure 2. The CRL
distribution points can spread out peak request rate to
several repository. The over-issuing segmentéd CRL
can reduce the peak load on the repository for base
CRL. In figure 3, the delta-CRLs method bring about
the increase validity period of base CRLs, since the
delta CRL ensure higher timeliness with significantly
smaller postings. In figure 4, the over-issuing delta-
CRLs with distribution points can reduce the peak
request rate by allowing multiple CRLs and delta-
CRLs to have overlapping validity times. So, there
are multiple valid CRLs available, each with a
different expiration time.
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The analysis result that compares the request rate
with based CRLs, CRL distribution points, over-
issuing CRL, delta-CRL and over-issuing delta-CRL
method. The demonstration is shown in figure 2, 3, 4.
We can make a conclusion from this graph that the
peak request rate for CRL is maximum at the time of
CRL issuance. For CRL distribution points, the peak
request rate is unchanged, but the graph decreases
slower that demonstrate -to spread out the peak
request rate to several repository. For over-issuing
segmented CRL, it is" possible to reduce the peak
request rate for base CRL. For delta-CRL, the peak
request rate is unchanged, but the validity period of
base CRLs increased. For the over-issuing delta-CRL
with distribution points method has an improvement
in the request rate that decreases in average, and the
repository serves the requests for delta-CRL segment
at a faster rate.

We computed the mathematic of several CRLs
methods for each method using peak bandwidth and
the size of CRLs (see table 1).

Table 1. Comparison of several certificate
revocation methods

Reqésl rate [Reqest rate Peak o
Method | forbise ffordelin-| ponguidum ’?bc‘“f delta-CRL
(Kbytes/sec)| OV | (Kbytes)
(reg/sec) | (reg/sec)
CRL 3472 0.00 57.03 1,642.55 0.00
CRL
distribution 3472 0.00 57.03 1,642.55 0.00
points
- | Over-issuing
segmented 25.95 0.00 42.62 1,642.55 0.00
CRL .
Delta-CRL 34.72 34.70 57.15 1,642.55 343
Over-issuing
Delta-CRL
with 2.05 25.00 1.15 547.55 1.18
distributrion
points

It compares the different certificate revocation
methods base on the previous analysis and highlights
and the weaknesses and strengths of the different
methods. The peak request rate for several certificate
revocation methods vary slightly except the over-
issuing delta-CRLs with distribution points method
that the request rate is lowest. The bandwidth usage
varies widely that base CRLs and delta-CRLs have
similar maximum bandwidth usage. Since base CRLs
and delta-CRLs have a large size of CRLs and high
request rate. The size of CRLs and size of delta-
CRLs varies widely. These variations most likely
occur due to the separate CRLs method. Obviously,
the size of delta-CRLs for base CRLs, CRLs
distribution points and over-issuing segmented CRLs
are zero. As can be seen in the tables, The over-
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issuing delta-CRL with distribution points method
can be improve performance the certificate
revocation method, since it can be spread out request
for CRLs and reduce the size of each CRL and the
CRLs in relying parties’ caches do not all expire at
the same time.

For a sufficient number of certificate revocations
(as in environment), these graphs qualitatively
confirmed Cooper’s model [6] [7]. In particular, the
peak request rate for CRL occur at time zero, and it
decrease exponentially. As, the graph for the CRLs
distribution points method is similar to the graph for
base CRLs but it decreases slower. Each delta-CRLs
period demonstrates the same properties as a base
CRLs period. Finally, the request rate for over-
issuing delta-CRLs with distribution points is swing
as a result of staggering the issuance of segmented
CRLs and delta-CRLs

5. Conclusions

This paper describes the idea of over-issuing
delta-CRLs with distribution points method that can
improve performance of issued certificate revocation
information. The method developed a mathematical
model for certificate revocation models and applied
this model by taking the approach of over-issuing
segmented CRLs and delta-CRLs. The proposed
method can spread out the request rate and reduce the
size of the delta-CRL. We compare the proposed

model with the existing " certificate revocation

methods. the mathematical analyze demonstrated that
the other methods have performance lower than the
over-issuing delta-CRL with distribution points using
delta-CRLs in the same environment.
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Abstract

Digital certificates have been used to prove the
identities of entities. Due to different constraints, they are
only valid within a specific time. Confronting many
threats is an important reason why their validities must be
terminated sooner than assigned. Therefore, a certificate
revocation is essential. This paper presents a new method
of issuing certificate revocation lists (CRLs) by over-
issuing delta-CRL with distribution points. The
combination of over-issuing segmented CRLs and delta-
CRLs is used to distribute CRL segments over several
directories. The results from the comparative analyzes
show that the proposed certificate revocation method can
significantly improve the system performance such as
spreading out the request rate, and reducing the size of
certification revocation information and the average
network usage. It also highlights inefficiencies of the
traditional method of distributing certificate status
information using CRLs.

1. Introduction

Public key cryptography requires the ability to verify
the authenticity of public keys. Public key infrastructure
(PKI) is a security basis for distributed systems that many
certification authorities (CAs) are interconnected. Each
CA issues a certificate and a certificate revocation list
(CRL) periodically. The CRL is distributed to a directory
where each relying party downloads the certificate status
information. It contains a list of serial numbers of revoked
certificates, date of revocation, date of its generation, and
the latest date of the next issue. A relying party respects to
use the information in the certificate that must be first
validated. A recent CRL is required in order to perform
validation and subsequently stored in the cache. Many
CRL methods are standardized and widely used. The
CRL-based methods are viewed by many experts as a
suitable basis for most certificate revocation systems.

Delta-CRL is a basc CRL that contains the certificate
status that has been changed in the revocation information
to refer to the base CRL. Delta-CRLs are periodically

posted and updated to the last base CRL posting. Since
the size of delta-CRLs is much smaller than that of base
CRLs and they can be posted more frequently, the
workload on the directories and the response time
experienced by the relying parties can be reduced.
However, the use of delta-CRLs will not reduce the
request rate for the revocation information.

Sliding window delta-CRL is an issuance of delta-CRL
that setting a large fixed window size rather than allowing
various window sizes. It allows a new base CRL created
locally to be based on a valid base CRL and delta-CRL. In
this way, most relying parties will request a delta-CRL
before the cached certificate revocation information
expires. The peak request rate for the base CRL is
therefore reduced. However, the request rate of delta-
CRLs is not reduced due to its large window size.

This paper presents a new method of issuing CRLs
using the combination of over-issuing segmented CRLs
and delta-CRLs to distribute CRL segments over several
directories. Its performance is analytically evaluated and
compared with existing revocation methods.

2. Related works

PKI was initiated by the NIST [1] to study the
alternatives for automated management of public keys and
management of the associated public key certificates. The
study focused on the policy and legal issues that relate to
the operation and management of the PKI. Architectural
and implementation alternatives for the PKI were
developed. Carlisle and Robert [2] presented a framework
using small CRLs to provide reliable services, timeliness,
scalability, and flexibility. The framework was based on
established standards and required only the definition of
one additional certificate extension and one additional
CRL extension.

Rivest [3] proposed another idea that did not need
CRLs. CA can organize a certificate infrastructure so that
a signer can present just a collection of certificates to the
acceptor as evidence a support of signature and the signed
message. The acceptor and signer might negotiate about
the recency of some certificates, in which case it is the
signer’s responsibility to get more recent replacement,
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However, McDaniel and Rubin [4] disputed Rivest’s idca.
They asserted that real-time revocation stales arc nceded
in the vast majority of Internet transactions. CRLs arc
most suitable for tightly coupled environments where
reference locality can be observed. The requirement of
timeliness can be met using any number of revocation
techniques.

Internet X.509 PKI certificate and CRL profile [5][10]
specifies X.509v3 certificate, X.509v2 CRL format, and
the format and semantics of Internct name forms.
Standard certificate extensions are described together with
two Internet-specific extensions and a set of required
certificate extensions.

Cooper [6][7] presented a model of the distribution of
revocation information using CRLs to highlight the
inefficiency of the base CRL method. Several alternatives
such as over-issuing CRLs, segmented CRLs, and delta-
CRLs were presented.

Ames [8] provided a survey and an analysis of existing
schemes including traditional CRLs, protocols that
provide the on-line certificate revocation, and revocation
systems with reduced data structures. Some techniques for
improving the existing schemes were suggested. Different
schemes were compared in order to highlight their
advantages. The next paper [9] presented a survey, a
comparative analysis of available revocation schemes, and
simulation study on some revocation schemes. They were
cvaluated with respect to the combination of different
schemes in order to achieve better performance.

Our previous work [11] proved that the over-issuing
delta-CRLs with distribution points method can greatly
improve the system performance such as spreading out
the request rate, reducing the size of the certification
revocation information and the bandwidth usage.

3. Proposed certificate revocation method

Based on analytical models of over-issuing segmented
CRLs [6] and delta-CRLs [7], we developed a certificate
revocation model for over-issuing delta-CRLs with
distribution points. Based on the similar analysis, if
relying partics require certificate status information very
frequently, then it may not be possible to significantly
reduce the peak request rate for delta-CRLs. If the validity
period of delta-CRL is long ecnough, then it may be
possible to significantly reduce the request rate for delta-
CRLs by over-issuing the delta-CRLs. The performance
improvement can be achieved by the usc of segmented
CRLs that will usually reduce the size of each delta-CRL.
The request rate for the proposed method is the same as
that for over-issuing segmented CRLs [7] as follows.

Me ™ /s
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Where N is the number of relying partics, v is the
validation rate, / is the length of time that a delta-CRL is
valid, O is the number of delta-CRLs that are valid at any
given time, ¢ is the amount of time since the most recent
delta CRL was issued, and s is the number of segments.

The request rate for CRLs can be determined by
considering that a relying party will request a single CRL
scgment in the interval of delta-CRLs. The relying party
that performs a validation in a given interval will request
a base CRL in that interval if the amount of time since the
last received update certificate status information exceeds
the window size of delta-CRLs (w). It is possible in
cither way that the relying party does not perform any
validation during the window (the period of delta-CRL) or
the relying party performs a validation by using a
segmented delta CRL that was obtained before the start of
the window (the period of currently delta-CRL). P,.;is the
probability that a relying party will perform a validation
during the interval. Since there are wO /I intervals in the

period covered by a delta-CRL, the probability that a
relying party will perform no validation during that period
is (1-P,)"°" . In order for a relying party to perform
validation during the interval of current deita-CRL
segment using the previous delta-CRL segment, the
lifetime of the previous delta-CRL segment must overlap
the window of the current delta-CRL segment [11].

The current delta-CRL segment (A;) is issued at the
beginning of the interval (p) and has a window size of
w . So, A; covers interval [p —w,,p —1]. The last
delta-CRL segment (A)) is issued at the beginning of the
interval p —w, —O +i that is valid for O interval. So,
the lifetime of A, and the window covered A, is
overlapped by i intervals. Obviously, the relying party
must download a delta-CRL segment during the interval
p —w,; —0 +i. So, the probability that the relying party
will  download a delta-CRL segment during
p—w, =0 +i is P,. The probability that the relying
party will perform no validation during interval
[p-w,,p-w, +i-1] is (1-P,) . So, the
probability that the relying party will perform a validation
[p-w,,p-w, +i-1] is

during interval
1-(1-P,) . Finally, the probability that the relying
party will perform no wvalidation during interval

[p-w, +Lp~-1] is (1=-P,)" " =(1-P, )",
The probability that the relying party will request a single
CRL during the interval is

P, =By {1 =Py )" +

val

0-1
P (1-(-B,)] (=B} @
i=l



The probability that the relying party will not perform
any validation during the interval is e’ So
P, =1-e™"" The probability that the relying party
will request a delta CRL segmient in any interval can be
computed by equation (1) (giving N=1).
_ £fo ve ™ dt

O -1)1=-e™")+1
1-e™P

O -D1-e"P)+1

A

(3)

P,.and P4 in equation (2) can be simplified to
(l s vl [s0 ) e =(w +1/O-1Xv[s)

. (O -1)(1-e™P) 41
=PA e ~(w +1JO=1)v [5) (4)
Equation (4) brings about the computation of the

request rate for the CRL segment requested by the relying
party at the first validation during interval [t...t+dt] (in

limit dt—0) that is equal to ve " dr . So the probability
of requesting a CRL segment for validation during an
interval can be computed by dividing equation (4) by P,
and multiplied by the number of relying parties (N). The
result of the request rate over the interval is
Nve =(t +w +1]O=1)Xv[s5)
8 =) e P50
- R,‘r (t) e —(w +1/0=1)Xv [5) (5)

Ro(t)

4. Analysis results

We compared the performance of the proposed method
with several existing CRL-based methods. To simplify the
analysis, it is assumed that there is only one certificate
revocation information issuer (CA) that serves all relying
parties, and all revocations in the system are available and
delivered to each relying party.

Using the same parameter values as Cooper’s work
[6](7] where N=300,000, v=10, O=4, w=9, and I=4. It is
estimated that the size of a CRL is 51 bytes plus 9 bytes
for each certificate included on the CRL [1].

As shown in figure 1, the peak request rate for either
the base CRL method or the CRL distribution points
method is equal and occurs at the time of CRL issuance.
After that, the request rate is exponentially decreasing, as
cach relying party caches the CRL and only has to obtain
a CRL at most once each interval. For the latter, the
request rate is decreased slower because of the spreading
out of CRL requests to several repositories. The over-
issuing segmented CRL can reduce the peak load on the
repository for base CRL. As depicted in figurc 2, the peak
request rate of delta-CRL method is unchanged, but the
validity period of base CRLs is increased 1o ensure higher
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timeliness. For the sliding window delta-CRL method
shown in figure 3, the peak request rate for base CRL is
reduced but that for delta-CRL is unchanged due to the
sctting of large window size and the its frequent issuance.
So the relying parties do not download the base CRL, if
they have the previous delta-CRL that does not expire. In
figure 4, the over-issuing delta-CRLs with distribution
points can reduce the peak request rate by allowing
multiple CRLs and delta-CRLs to overlap their validity
times. Therefore, multiple valid CRLs are available, each
with a different expiration time.
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Figure 1. Comparison of various CRL methods
40
g 30 A
£ X 00000 eEses Delta-CRLs
@ 20 Base CRL
g
3
[+
10 4
0 T T T T T I J
0 2 4 6 8 10 12
Elapsed time (hrs.)
Figure 2. Request rate for delta-CRL method
40
r r '
* A . 4 " . ¥ .
T 20 (e Ny - AR A
8 - - . - .
'a. -..' .-. " \. \‘
3 ; . L *
g 21
7/ Delta-CRLs
o Base CRLs
& 10 -
0 T T T T T ] T T T
0 1 2 3 4

Elapsed time (hrs.)

Figure 3. Request rate for sliding window delta-CRL method
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In table 1, we compares several certificate revocation
methods in terms of the request rate, the bandwidth usage
and the size of CRLs.

Table 1. Comparison of several certificate revocation methods

Reqest mte Reqest rate forl Bandwidth | Sizéof | Size of
Method for base CRL{ delta-CRL usage  |base CRL [delta-CRL
(regfscc) | (reqfsec) [(Mbytes/sec)| (Kbytes) | (Kbytes)
CRL 34.72 - 57.03 1,642.55 -
CRL distribution
points 34.72 - 57.03 1,642.55 -
Over-issuing
segmented CRL 25.95 - 42.62 1,642.55 -
Delta-CRL 34.72 34.70 57.15 1,642.55 | 3.43
Sliding window
delta-CRL 0.82 3238 1.46 1,642.55 | 3.43
Over-issuing
delta-CRL with 2,05 25.00 1.15 547.55 1.18
distribution poin

The peak request rate for base CRL of most certificate
revocation methods is similar and relatively high, except
the sliding window delta-CRL method and the proposed
method. The request rate for delta-CRL is in the vicinity
but the proposed method is the lowest. The bandwidth
usage of both methods is also relatively low because of
their small request rate. The proposed method has the
smallest size of both base CRLs and delta-CRLs. It can
improve the performance of the certificate revocation
method since it can spread out the requests for CRLs and
reduce the size of each CRL, and the CRLs in relying
parties’ caches do not expire at the same time.

Each delta-CRLs period demonstrates the same
properties as a base CRLs period. F inally, the request rate
of the proposed method is swing as a result of staggering
the issuance of segmented CRLs and delta-CRLs.

5. Conclusions

It can be concluded that the over-issuing delta-CRLs
with  distribution points method can improve the

rence on Advanced Information Networking and Application (AINA'04)
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performance of issuing certificate revocation information.
Mathematical models for certificate revocation methods
were developed by employing over-issuing segmented
CRLs and dclta-CRLs approaches. The proposed method
can spread out the request rate and reduce the size of the
base CRL and the delta-CRL. We compared the proposed
model with the existing certificate revocation methods,
The analyses demonstrated that the proposed method
gains higher performance than the other methods since it
can distribute CRL segments to several directories and
cach CRL segment has different expiration time. As a
result, the relying parties do not need to download a new
CRL from the directory if they have the valid CRL. Since
the security of the proposed method is not reduced and the
performance of issuing CRLs is significantly improved,
we can conclude that the proposed method is the best
issuing certificate revocation method.
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