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Abstract

Security of multimedia data during the transmission is one of the main concern of vulnerable
connection. In order to protect the data, cryptography has been employed by many techniques to
hide the real information. Chaotic cryptography using chaos in digital filter with a new design of
structure inside is proposed. It consists of two important parts, one is the key generator and other is
crypto-engine. In this method, the unstable characteristic made by key generator’s output selection
to perform as a coeflicient input to the system. It’s composed by 16 characters password input (128
bits) and other two initialed coefficients then operates inside a new scheme of the second order IIR
filters with the criteria finalization to get the proper desired output. The main engine of crypto-
system, encryptor is also constructed by the second order IIR filter while the decryptor is by the
second order FIR filter. In the whole system the non-linear behavior occurs because of the overflow
function. Unstable and non-linear behavior produce the chaos in the system. As consequence, the
output of both parts, software simulation and hardware conduction contain of key and plaintext
sensitivity with strong confirmation of key space analysis and also get the high accuracy of security
analysis.

The experimental results show that the proposed system can stand as a lightweight engine for
multimedia encryption with the high security confirmation and high performance in order to secure

the data throughout the transmission.
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Chapter 1

Introduction

1.1 Motivation to the research

With recent high technology, the innovation and development of multimedia and information
communication, data is connected in the terms of large infrastructure of network. Mainly use of
information transferring, it becomes the main concern because of its values and privacy, especially

in the commercial or security domain.

Plaintext Plaintext

Clphertext

Encryption + Key Decryptlon + Key

Figure 1.1: The process of data transmission with cryptography purpose

In order to conduct those needs during data processing before the transmission or distribution,
there are many techniques composed by different algorithms which have been widely used such

as Data Encryption Standard (DES), Triple DES (3DES), Advanced Encryption Standard (AES),



International Data Encryption Standard (IDEA) and Chaotic Cryptography in Digital Filter. In the
base of digital multimedia data, chaotic cryptography in digital filter is the best direct solution to
mask the data to be secure while other standard cryptography algorithms face with the obstacle of
high redundancy point and high correlation data such as digital image. Therefore, the characteristic
of chaotic cryptography in digital filter which is built to be the nonlinear dynamical systems with
the unstable status stands as the recent strong attention in researching field of security of the world
of digital data. Because it’s widely used second order digital filter form with an adder overflow
nonlinearity which can produce the high cipher text quantity of security and less of complexity
because of using least number of multipliers and adders. However, there are still some weakness
to fix up and improve in order to reach the best and optimal solution one. With other motivation
for hardware conduction, there are a lot of services which are needed to be secured such as in
niche markets smart card conduction to keep the privacy and security for customers before there
card access to reach the servers. On the other hand, in terms of small system there is no room
for software execution so external embedded cryptography is extremely needed because chip is
not embedded any core to disturb the process. In the case of large volumes of secure data which
is intended to process as the pay TV or SSL accelerator and technique to hiding the resource,
cryptography hardware functions essentially to run that performance. In some conditions, if the
software is emerged with cryptography system, the information of the key and the process will be
able to be stolen in cache data in some ways. So high security algorithm with both advantages in

software and hardware is a potential solution need for recent technology.

1.2 Objectives of the research

In this research work, the aim is to design and implement lightweight engine for multimedia
data encryption. Step by step, the tasks have been divided as three main scopes differently. The
first one is to orient the chaotic key generator to achieve the sensitive crypto-system with the high
security confirm to the cipher text. For the second work, we focus on the investigation of the differ-
ent structure of proposed system and its comparison the standard algorithm output. By the way, this
work we have found some notification points of given architecture. And the last is the real product

in local conduction in order to produce the real time system processing.



The whole goals of the work is shown as below:

Real Time
Product
Processing

High
Performance

Hardware
Implementat
ion for each
multimedia
data

High Security
Confirmation

Standardizati
on
Comparison

Figure 1.2: The scope of researching project

1.3 System overview

In this thesis work, there are two proposed architectures different. Firstly is the single form of
chaotic cryptography in digital filter and other one is the triple form. Both structures are composed
by the second order digital filters and there are two parts in the main system. One is key gener-
ator and other is crypto engine. For the triple form it is just the multiplication three times single
form and it is used Infinite Impulse Response (IIR) Filter to construct key and encrypt engine for
the decryption process it is just the inverse process of IIR filter is Finite Impulse Response (FIR)
filter. The system is constructed with one key generator and one IIR filter as encrypt engine. Key
generator is made with three times of IIR filter to produce two coeflicients for the main engine and

its functionality of output is to make the system to be unstable. For the triple form of the proposed



architecture is three times of the single form but for the key generator we still keep the same input
of 16 characters known as 128 bits to be the key input from the user and it produces six coefficients
different for the encryption engine. In this case for crypto engine is also made by three times of
IIR filter with different coefficients and one filter’s output is the input for the new one. However it
is composed by three times of key generator but the main structure inside the key generator is still
kept the same for all the cases. Inside this structure, it is also cooperated with the initialed values
of other two coefficients and other two of initialed input value.

The whole process is shown in the figure below:
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Encrypt Image with
Algorithm

/C:ipher-text/

Generate Coefficients

Import data and Pre-
processing
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Decrypt File with Algorithm

Y
ﬁecrypted date/

L 4

End

Figure 1.3: System overview



1.4 The organization of the thesis

The organization of this thesis is ordered as below:
- CHAPTER 1 : INTRODUCTION

In this chapter we provide the information about the motivation and the problematic to let use
to do the project. And it also shows about the scope and system overview of the researching project
step by step and respectively.
- CHAPTER 2 : LITERATURE REVIEW

The background information and also the points of existing solutions which encourage us to
conduct this work and also some criteria of those work too.
- CHAPTER 3 : PROPOSED METHODOLOGY

Thirdly is about the proposed method that we used to conduct in our research. In addition it
also gives the details of each point of proposed structures to let us know more specifically and how
it works.
- CHAPTER 4 : RESULTS AND EVALUATION

In the results section, we are going to provide the outcome of our work with the cryptography
and cryptanalysis. Each section we will give the evaluation to the answer and results that we got.
- CHAPTER 5 : CONCLUSION AND DISCUSSION

Lastly is the conclusion. In this section we will wrap us all we have done both the achievements
and the weakness of the system. The next one is about the future work that will be the last point of
this section.

Finally is the biography of the author and the publication information and papers.



Chapter 2

Literature Review

This chapter is denoted about the literature review about the related work in the same purpose
but using the same and different methodology to conduct the system. It illustrates to confirm about
some weakness of the existing solution and the design technique from other method to merge with

this proposed solution.

2.1 Research background

Basing on the information security, the science of cryptology functions as the main solution to
hide the originated information properties and techniques in order to keep its secrecy and privacy.
That science points out the security technology for data crypto-processing characteristics such as
cryptography and cryptanalysis. Both of them are the study of creating and solving the problems

including encryption and decryption.



Figure 2.1: Cryptology diagram

1. Cryptography: is the methods, algorithms or the technique for hiding the information and
against the unauthorized access. Focus on the cryptographic algorithms to multimedia data
like encryption and decryption, it shares the key together in order to synchronize the process.
The system which is conducted with symmetric-key techniques or algorithms work out by
sharing the public key to each other such as Data Encryption Standard (DES), 3DES or AES
while the asymmetric one use the private key for processing respectively like Elliptic Curve
Cryptography (ECC) and Rivest, Sharmir and Adleman (RSA). Talking about the crypto-
graphic protocol is also used the private key to run its performance. On the other hand, for

primitives security terms is the process of random number generator.

2. Cryptanalysis: is the part of selected method analysis. It works directly to the secret infor-
mation without accessing to the corresponding secrets. To assure the cypher text is qualified
enough to stand hiding its own properties, the mathematics operations have been used to jus-
tify it. And itis also given the attention all some standard value to evaluate the output depend

on the data type that is processed.

For the selected methods or algorithm which are used to work as symmetric or asymmetric system,

all of them conduct with the key so the table below is some of the recommended key length for the



level security inside the key analysis.

Level of Security AES/DES ECC RSA

Short-term security 64 bit 128 bit 700 bit

Middle-term security 80 bit 160 bit 1024 bit

Long-term security 128 bit 256 bit 4096 bit

Table 2.1: Key Length suggestion

2.2 Related studies

Cryptography is one of techniques of security concern in data transmission. It covers vari-
ous aspects such as security, compression efficiency, encryption efficiency and format compliance.
There are many data encryption algorithms which have been widely used like DES, 3DES, AES
or IDEA. However, each other these algorithm still provide non-appropriate results if we focus on
both security confirmation and high performance. Likely for DES which is known as a 64 bits block
cipher, it works with 64 bits of data per time. In fact, the provided key is 64 bits but for the real
operation inside it is used only 56 bits. This solution can provide an acceptable for cypher text but
it work out not the suitable key length. To solve this weakness the new innovation of DES to be
3DES were approved to solve that but the performance is still the main concern because of high

complexity.



64 bits plaintext
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‘ J 48 bits|
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Final
Permutation
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64 bits ciphertext

Figure 2.2: Diagram of DES Algorithm

For the structure of 3DES is the combination of three time of single DES by using the key bun-
dle in order to generate K1, K2 and K3.

Ciphertext = Ey3Dyo( Eyi(plaintext)

Because of DES works until 16 rounds so inside 3DES, it has to perform 3 time of DES. Se-
curity can be confirmed strictly that it gives high impact but for the performance is still poor. To
balance those things, AES was implemented to follow the same structure from DES but it has been
increased the size of the key in order to get the better result both security confirmation and perfor-
mance. But in the point of multimedia data is different from text because multimedia data has high

redundancy, so AES produced non appropriate cipher-image [1].



minnn

Figure 2.3: Multimedia Encryption of AES

Mainly the same problem [2] has stated DES using Logistic map can make the cipher text to
be the stochastic noise to against the attack and can improve DES but inside the process it runs
with high complexity because of the round keys randomization factor. Moreover, the technique
of making only different 3 rounds of the key accompanied by the chaotic properties also produce
the high security of encrypted image but the complexity of converting cypher image to by Elliptic
Curve is still getting high [3].

On the other technique, chaos in digital filter is also the best solution and currently getting
attention from the researchers in cryptology. It produces the nonlinear behavior and unstable system
to make the cipher-image possess security by matching with overflow nonlinearity function [4]. But
some concerns still exist such as some solution still give high complexity as same as compare to
DES solutions. Otherwise, it is famous as the good password system in case of using the parameters
and initial values as key [5]. Unlikely, in the work of [6] the results can improve the security and
performance still stays in the considerable condition. It provided the best solution to key sensitivity
to the system but the architecture of the system provided the high complexity structure with it XOR
operation and other combination process. Because of those factor and lacking point above make the
cryptography is given concentration by many research in different domains. In addition, because
of the result of chaotic in digital filter gives the suitable notification of the results, it is also one the
main resource and solution for keeping work to release the real hardware design in order to make

as exactly running system.

10
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Chapter 3

Proposed Methodology

This chapter is introduced about the general knowledge to the background information about the
method in use. It is also shown about the structure of each techniques inside this proposed solution

from the key generator until the main system of cryptography.

3.1 Digital filter

Inside the domain of Digital Signal Processing (DSP), digital filter has stood as an important
part that can make DSP to be famous and getting attraction in the researching fields. Because of its
purposes which is aimed to work out with the signal to purchase two main goals accordingly such
as Separation of Signal and Signal Restoration, digital filter has involved itself in to many sectors

efficiently, cryptography is one of included uses.

1. Separation of Signal: Generally, in digital signal processing, there are always the problems
of contamination with the interference, noise or with the other signal which is being processed
in the same time or the same frequency domain flow so they must have been split from each

other to get only the needed or important one.

2. Signal Restoration: In some ways or work, the goal is contrast to the mention above. Some
signals have to be combined or filtered when they had been distorted in some way, especially
when the poor equipment has been used for work processing like poor camera and multimedia

editor.

12
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Figure 3.1: The introduction to signal combination and separation

To design digital filter, there are some strategies have been noticed such as Filter Kernel and
Recursion. In each manner, the process to build it up has been made for different purposes and

different structures.

* Filter Kernel: Normally in the filter usually contains an impulse response, a step response
and a frequency response. In every responses exists of the whole information about the filter.
Actually, when one of them is specified the other two must be fixed and can be found by
directed calculation from the specified one. Therefore, when we make the combination or
convolving of the input signal with digital filter’s impulse response to create other third signal,
this way is the straightforward solution to implement a digital filter which is called Filter

Kernel.

* Recursion: is the other technique that is used to implement digital filter by using the con-
volution. And the formal definition of convolution is written as Convolution Sum. When
we need the output of signal y[| whose i is the position of signal point compare to the input
one x[] and we have h[] is the M point signal running from 0 to M — 1 that we can call it as

impulse response. The equation to represent this process has been defined as below:

ylil = 3 hljlafi — G.1)

=0
In the distributed system y is output signal, x is the input signal and h is system’s impulse
response.
Beside of using impulse response which is the filter kernel, we can use the recursive filter which

is composed by a set of recursive coefficients. Inside this research work the proposed structure and

13



methods have been worked out with recursive filter when some amplitude eventually drop below the
round-off noise of the system and ignore some of sampling so it is call Infinite Impulse Response
Filter (IIR filter) in the place of key generator and encryption engine and also constructed by the
convolution as the second order structure. Otherwise, the inverse process of this work has been

used to be the decryption engine which filter named as Finite Impulse Response filter (FIR filter).

3.2 Proposed architecture

The scope of this project has been covered by three main architectures different. Firstly is the
key generator which is aimed to use to produce the coefficients for the cryptography engine. The
input of key generator has been given by the user and the length of key is 16 characters equals to
128 bits. Because of using the domain of digital filter and with non-linear behavior for the system,
inside software simulation the value of each characters has been scaled into the domain of [—1, 1).
And it is composed by other fixed coeflicients to construct IIR filter. The structure has been shown

in the figure below:

14
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Figure 3.2: Diagram of key generator processing

The difference equation is the mathematic formula of IIR in the second order structure. The

technique proposed in the work is to get the key sensitivity and efficiency for the whole system.

There are many functions which is the sub element to reach the goal.

15



1. Shifting function: within this proposed structure, three IIR filters have been used to conduct
the process, so to make change from one filter’s output to be input for other filter we have
make 3 values shifting. When the 16 output is gotten from the first filter the last three values

have been scaled position to be the first three values.

Figure 3.3: Shifting function technique

2. Verification function: the condition inside the system, not only focus on the output we also
think of the initialed values in the system. In order to make sure that the proposed architecture
produces chaos and suitable for the system the selected initialed values has been considered
to follow the rules which mentioned in Figure 3.3. For the output we have to consider some
conditions such as non-zero output and also respect the condition of unstable system and

overflow function.

The other main proposed structure is the whole system architecture. Inside this research work
the proposed main architectures are separated into two outline different. Each structure performs
the security confirmation information and the performance separately. On the other hand, the work
flow of each architecture also show in the different way too but the basic concept of the work is the

same.

3.2.1 Single form of chaotic cryptography using chaos in digital filter

For this proposed structure is one of the main and also the selected achievement of this research-
ing work. As have been mentioned above the architecture of the system exists of two main parts
different: one is key generator which the work flow have been described in the first section of the

proposed architecture. Key generator functions at the coefficients provider to the main system to

16



construct the operation inside. For the main system is built up with one of Infinite Impulse Re-
sponse Filter in the second order. Inside the process the coefficient which aims to make the system
to be unstable system have been verified in key generator. When we input the multimedia data as

the input to the system we consist of some process before we use it with the main operator.

1. Preprocessing Technique: the process of this position, it depends on which type of data that
we will use. Inside this project we worked out with three type different one is text encryption
and other two are audio and image for the video file it is just the combination of audio and
multi frame of image. All the case, the main concept is the same we have to convert all the
data to be in the domain of [—1, 1) and input as one dimensional array input. Then it is set to

the main encryption process or decryption process as its purpose of the process.

2. Encryption: inside the encryption engine it is composed by two mains thing too. First one is
IIR filter mathematic operation to operate the encryption process and another one is Overflow
function which aims to convert and manage all the data to be in the limited domain. Each
point of the data in the operation have relationship to the previous point of its position so it

is the dynamic notification inside the cryptography processing.

After that the last process is convert all the data into its original structure and format for the

vision overview. The detail has been shown in the figure below:

17
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Figure 3.4: Diagram of single structure

On the other hand is inside the encryption engine also contains of the other initialed values in
order to operate to make change to the first point of the data. For this case if the initialed value has
been set to be 0 the first point of the data will keep as the original for image and audio is not the
main problem because the data contains of big connection of its intensity value but for text file it

has to show that its original first alphabet or character.

3.2.2 Triple form of chaotic cryptography using chaos in digital filter

However, it is not the main goal of this research work but it is also the main notification point
in order to consider and analyze the system too. And the process is also complicate if we compare
to the first proposed structure. Its structure is the combination of three times of single form. The

concept inside is still kept the same as the first proposed one.
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Figure 3.5: Diagram of triple structure

Although, it is the three combination but we still have only input password but the difference of
each key generator is the initialed values inside. All coefficients can’t be 0 and it follows the rules

of stability the same as before. The detail is shown in the block diagram below:
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We have to use 12 IIR filters for encryption engine system totally. But if we focus on the de-
cryption engine we have to use 9 filters in key generator and 3 FIR filters in the main engine. For
main engine it follows the concept from the key generator. It means that the output from the first
engine to be the input for the next engine but in this case we do not use the shift function. Each
output become the input as originally value. The proposed structure provides high complexity than
the first one but security confirm is better. It still consists of one more weak one is the black color
become white color in the decryption process in some position. Second order digital filter and
chaotic characteristics.

Digital filter which is built up by the recursive structure accompanied by the convolution sum-
mation mathematic equation is known as the widely used technique for Digital Signal Processing
Term. The condition of equation which is aimed to produce dynamic system especially in cryptog-
raphy domain. Such as in [7], chaotic cryptography is known as a dynamic system that’s followed
by the mathematical equation such as in Cat map and Baker map which are used for the confusion
portion. Otherwise, digital filter has been used in the unstable system and non-linear system instead
of chaos-based algorithm by cooperating with the overflow function in order to make the chaos [8].
It is also mentions that the second order of digital filter is the common used and so effective to
the system implemented. Chaos in digital filter, IIR filter functions as an encryptor while FIR is
its inverse to work as deycryptor. The authors has also mentioned that in the digital domain for
secure communications, QC-properties are used to characterize a chaotic non autonomous digital
filter. Each properties has been confirm with the assumption of the experimental results and if other
researcher can confirm other thing than this the paper suggestion to contrast the idea.

Having mentioned above that the second order digital filter is the widely used to make the
operation in cryptography functionality. This work is also made the new concept of architecture
design of digital filter both in the part of key generator and crypto-engine.

For the key generator and encryption engine have been implemented with IIR filters and the

characteristic of the filter has been shown in the figure below:
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Figure 3.7: IIR Filter in second order structure

The operation of this figure is replaced by the mathematic operation which is known as the
convolution summation in the seconder other follow by characteristic of chaos which is the main
definition of this research. In the formula, the value of a; and as have been replaced respectively
by C and C5 and b; = 1. The figure above is not yet emerge the overflow function with which is

in the last position to be output.

y(n) = z(n) + Cry(n — 1) + Coy(n — 2) (3.2)
_y) _ !

H(z) = w(z)  1—Crz=t — Cyz2 (3-3)

f(x) = [(z + 1)mod2] — 1 (3.4)

y(n) = f{z(n) + Cry(n — 1) + Coy(n — 2)} (3.5)

The first equation is the formula of second order IIR filter which y(n) is the output of the system
while z(n) is the input as the multimedia data. For H(z) is the transform function for this digital
filter. In order to make our system to have non-linear behavior the overflow function f(x) with
modulo operation to number 2 has been used. The last equation the whole equation when we
combine together.

To build the decryption engine, FIR filter has been used and the process of this filter is the

inverse process of IIR filter only. For the structure is also constructed in the seconder order as IIR
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filter. If we focus on the mathematic formula is also the contrast form IIR formula. But the overflow
function structure and the condition of the coefficients still be kept to be the same all cases. Beside
the single form, the triple form is also used the same structure to connect the filter continuously as
in encryption we used IIR filters and in the decryption we just replaced them by FIR filters.

The architecture of this filter has been formed as the detail in the figure below:

Figure 3.8: FIR Filter in second order structure

For the mathematic operation is also not really different from the IIR filter it is something the
same with overflow function and the inverse form of the previous equation and the figure is merge

with overflow function already:

Z(m) =y(n) — Cry(n — 1) — Coy(n — 2) (3.6)
zZ) = @ =1—C1z7 ' = Cyz?
H(z) = () 1—-C Cy (3.7
f(x) = [(Z+ 1)mod2] — 1 (3.8)
Z(n) = fly(n) — Cry(n — 1) — Coy(n — 2)} (3.9

As in IIR and FIR equations we have to initial the values of the first two inputs in order to make
change to the encryption process for the first element of input data and also to get back the original

data. The selected initialed value, we can’t choose whatever we want. [9] The author has mentioned
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about the characteristic of the fractal geometry of self-similarity of the trajectory which is the prop-
erty to combine with the coeflicients to make the system to be unstable system. So the suitable
one we got as the first two inputs are y(—1) = —0.6135 and y(—2) = 0.6135. Otherwise, our
system will become the stable system which can’t get to the chaotic characteristic and our system
can produce the appropriate results with the perspective of cryptography and cryptanalysis. On the
other hand, the unstable system of second order digital filter is defined by the characteristic of the
coeflicients to the stable triangle if they are staying both inside the triangle it means that our system
is the stable system. In contrast if one of the coefficients or both stay outside the stable triangle
region, it points out that the system is unstable. [10] The authors have confirmed that in order to
make certain that our system is unstable system and generate chaotic output, the coefficient must

be at least one is outside the stable triangle or be larger than unity.

'i]

=

Figure 3.9: Stable triangle

To verify that the coefficients are outside the stable triangle, the mathematic operation of the
unit circle has been used to analysis. And for this condition there no coeflicient be 0 all must be the

value.

P=(-b+ Vb —4ac)/2a (3.10)

Where it is the formula of the root of second degree of the equation. But inside the system, we
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have the transform function as below:

y(2) 1
H(z) = z(z) T 1—Ciz = Oy ? 1D
Therefore:
P, = (C1 +4/C? —4Cy)/2 (3.12)
P, = (C) —/C? —4C5) /2 (3.13)

Figure 3.10: The unit circle

In this case we need to have the verification of the value of P, and P, if P, and P, both have
to stay outside the unit circle it means that the generated coefficients can be used inside the system.
But if they are less than one or inside the unit circle, we have to make change to the coeflicients in
order to get the right one. In this case we just use the technique of making the division C5 by 10
and then we can use that coefficients after this case have been made.

For the case of software simulation, because inside the mathematic operation of digital filter,
we have the multiplication of coefficients to the output data y(n) and the value is the type of double
in the domain of [1, 1) so when we decrypt it back we will lose some small information. To solve

this problem we have to use the value of coefficients as the integer value. To do that the technique
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inside we have used the Floor and Round function inside matlab to get coefficients as integer value.
Therefore, when we have verification process we added the Floor and Round function inside.

The other case to produce chaos in our system is non-linear behavior. To get that, the overflow
function and its characteristic is very information to make our system be more satisfaction and dy-
namic in chaos manner. So the overflow function has made the data input and the relation of one

point to the other point like the figure below:
J(x)
A

T

Figure 3.11: Overflow function characteristic

The both characteristics above can make our system to be chaotic cryptography in the term of
digital filter and the techniques that we used inside the system can make our system to be more

efficient and proficiency to the real world to again cryptanalysis.

3.3 Proposed hardware design

The final work of this project is to implement the real hardware for the proposed system. For
the conduction of the work, we have used Raspberry Pi to be the controller of the work by joining

execution of Python.

1. Hardware description:The first one is Raspberry Pi Module B is the third generation of

Raspberry Pi product and it also the board that can be used with many applications and with
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many functions especially it is matched with wireless LAN and Bluetooth which is the best
solution of power connected design. Inside the project it is used to implement key generator
and also occupied with input and output operation. Technology that we used is Python co-
operated with OpenCYV to conduct with data input as image. On the other hand is the part of
crypto-engine. In this project we used binary operation coded in python to design the crypto-
engine as encryptor and decryptor. The techniques of the work have been made to get some
of the specific term or problems solving that occurs such as technique to replace the overflow
function to the operation and also can reduce the error rate of the output data compared to the

original one. The description below is the specifications of the product of this experimental

setup:
Components Specification
System-On-Chip(SoC) Broadcom BCM2837
Central Processing Unit(CPU) 2 x ARM-A53, 1.2GHz
Graphics Processing Unit(GPU) Broadcom VideoCore IV
Random-access memory(RAM) 1GB LPDDR2(900MHz)
Network 10100 Ethernet, 2.4GHz 802.11n wireless
Bluetooth BluetoothSD

GPIO 40-pin header,populated

HDMI 3.5mm analogue audio-video jack, 2 x USP 2.0
Ports

Ethernet Camera serial Interface(CSI), Display Serial Interface(DSI)

Table 3.1: The specification of Raspberry Pi

Anyways inside the project we use only some specific components which is affect to our
project such as operation unit and some ports like camera port because it is connected to its
plug in camera of raspberry pi and all the output is monitored by the its screen. About the

memory card is made of 16 GBs to operate with operating system and running the application
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of proposed system.

2. Hardware design: Key generator in side Raspberry Pi, data operation and preparation sta-
tion provides have been made as normal conduction of IIR filter in second order with the
multiplication and addition of double number to get the appropriate results with the unstable
condition verification and the output is the binary 8 bits number in order to work out with the
main engine. The architectures below are the design of the proposed solution both IIR and

FIR shown respectively:

Figure 3.12: IIR Filter in hardware design

Each structures of hardware design is made by working out with binary operation and the tech-
nique that we used we can cover the overflow function. Inside encrypt engine, the process is made
up by using XOR, AND and OR operations. The 8 bits encryptor has been built like show in Figure
above.

Step to design:

* Difference equation in use

y(n) = z(n) + Ciy(n — 1) + Cay(n — 2)
* Determine the initialed value y(1) = 0.6135, y(2) = —0.6135
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* Determine the input format as double inside the domain of [—1,1). Therefore, it can be

represented by X.XXX XXXX

* For Coefficients from key generator is formed as 8 bits and concatenate with other 2 bits so

it is formed as XXX.XXX XXXX

As the input has been used with 10 bits values so for the output we have to reduce or truncate 2

bits out to get as 8 bits as input data [6].

For the multiplication process the results this operation contains of 20 bits so we capture only

the effective 10 bits to make the next operation.

Only the last 10 bits are selected to do next operation
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111000...1 + 01010...0 = 10100...1

Only the last 8 bits are capture to be the results.
As it has been used the multiplication of formula of 10 bits time by 10 bits so the results will
get 20 bits but it is used only 10 bits. So the region which is used is M; (19:10) and same case

with M. The captured bits are the effective block that can make change the data and can cover the

plaint data back.
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Figure 3.13: FIR Filter in hardware design

The inverse process of encryption by IIR 2nd order filter is operated by FIR 2nd order filter. For
the condition and operation with input and output is the same as the encryption process. To reach

that operation, 2’s complement technique in order to make the inverse process of the IIR.

Step to design:
* Difference equation in use

Z(m) = y(n) — Cry(n — 1) — Coy(n — 2)

* Determine the initialed value y(1) = 0.6135, y(2) = —0.6135
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* Determine the input format as double inside the domain of [—1,1). Therefore, it can be

represented by X.XXX XXXX

* For Coefficients from key generator is formed as 8 bits and concatenate with other 2 bits so

it is formed as XXX.XXX XXXX

The output of the decryptor is the plaintext of 8 bits value for each intensity. The same case of
IIR filter, the multiplication operation will produce the 20 bits output from the system so the usable
value is truncate into 10 bits by getting only M/;(19:10) and M5(19:10). To return into the real value

y equals to summation of those bits. And last 8 bits will be selected to be the results.
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Chapter 4

Results and Discussion

This chapter introduces the results of two proposed structures to illustrate the different between
both of them. and it is also included the result of hardware conduction of this system too. The results
is divided into two parts different one is the cryptography which is focus on overall overview to the

output and the other one is cryptanalysis.

4.1 Introduction to data input and initialed values

In this research work, the information about achievements of exploration about new architecture
of chaotic cryptography which can produce high security confirmation and best performance and
consists of key generator which that have efficient key sensitivity to the system has been confirm
by analysis to the input and out of four multimedia data such as text, audio, image (both grayscale
and color image) and video.

Text file:the string with redundant alphabet have been made to be the input of the system to
make sure that our dynamic system can produce different appearance to the same input but different
position in the file. The text has been used to keep the security because of nowadays the world
internet applications are opened widely to get access from everywhere and the authentication is
one of important security protection and in order to have double security in file text, qualified
cryptography has been indorsed in this research experimentation [11].

Audio file: inside data transmission, not only the text the file as audio also need to be privacy for

some terms of voice conversation in the public connection such as Internet. The small size of audio
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file has been set to be the input because the best small size audio cryptography is the main concept
and suitable criteria for the big size file in next step [12]. In this testing set up the whole audio has
been operated for encryption and decryption not only partial technique to reach an important part.
It causes the problem of complexity to work out only the important position of the file because it
spent much time to find and fix up the data when we need original data back [13]. For this chaotic
cryptography, the whole data has been conducted because our proposed solution can work fast with
all those files.

Image file: Image is one of the data which contains high redundant intensity value among multi-
media after the video file. To confirm all image categories such as grayscale (one color channel) and
color image (RGB, three color channels), all of them have been used to make the experimentation.
And it is also the main data for this thesis too to analyze all security confirmation.

Video file:The process of video file is the same of image processing operation. In the experi-
mentation, the application works frame by frame and it consists difference only in the preprocessing
technique.

Initialed Values: there are two main parts of initialization, firstly is the coeflicients for key
generator. And for the triple form consists of three key generator so there are 6 coefficients were set
respectively(C, Cs), (Cs, Cy), (Cs, Cg) such as (2, —3), (4, —3)and(—3,2). On the other hand,
the single form only take a pair of coefficients to make up the system. Secondly is the initialed
inputs f(1) = 0.6135, f(2) = —0.6135 in order to make the change to the first value of file. All

the initialed condition has been confirmed about unstable condition to the stable triangle.

4.2 Experimental setup

In this experiment, there are two main set up different such as software simulation and hardware
conduction. In software simulation all multimedia data have been taken to make as input. Such as
below:

Text: “This chaotic cryptography produces high security confirmation and best perfor-
mance by standing as dynamic system, however it has high redundant data input such aaaabbbb”
consists of aaaabbbb which is the notification point to show the quality of system not line substi-

tution cipher primitive or polyalphabetic cipher primitive which depends on the static operation
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according to each opposition of the password.

Audio: The testing audio consists of 736 KB size and the length is 4 seconds. It is the small
file and if it can confirm high security, large size also work well too.

Image: as has been mention, the gray scale and color images has been used to make experiment

and there are four images for this work:

Figure 4.1: Gray scale and Color Baboon Image

Figure 4.2: Color Lenna and Pepper Image

Video: consists of 9.6595 second duration with width = 1280 pixels, height = 720 pixels,
video format RGB24, framerate = 29.97 and number of frames = 289 frames. All the kinds
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of these multimedia data has been conducted with different security information exclamation. And
in key generator has been set with the input of 16 character equals to 128 bits and for the triple for

also the same password.

4.3 General analysis and results of cryptography

In terms of cryptography characteristics, there are some of critical points that have been shown
and analysis to confirm that the proposed system is strong enough to stand in the real situation.
The results of the tables below have firmed that all the properties of the system are in the standard
proportion. For the single and triple structure have produced the appropriate output as the same

vision overview.

Algorithms Key length Key Space Time To Brute
(Char, bits) Force

DES 7,56 7.2 x 10* 13 years 91 days

Proposed System 16, 128 44 x10%® 4.4 x 103'years

3DES 21, 168 3.7 x 10 3.4 x 10" years

AES-192 24,192 6.2 x 1057 2.9 x 10?7 years

Table 4.1: Key Length Analysis

According to the duration and the space of the key, our proposed system can work comfortably
to the outside world. Another one is about the key sensitivity (ks) to each categories of multimedia
data, in case video is considered the same as image processing. The information below shown

to ensure about the key sensitivity to the system. The calculation of the value is made by the
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mathematic operation below:

f_length f_length

100% . 4
ks:m( ; Xa(i) + ; X(i)) 4.1)

Where X (i) and X,(7) are the value defined by
If Cipherile(i) == Clipherilek(i) Then

Xi(i) =0
Else

Xi(i) =1
End

Cipheryile(i) and Clipheryilek(i) are the encrypted file with only one bit different of the key
by increasing and decreasing one bit to the current key and operate it with the same input file. The

results of key sensitivity with three different file respectively shown in the table below:

Key sensitivity (ks(%))for text encryption

Password
Single Structure Triple Structure

CHAOTICCRYPTOAPB 100 100
ILOVETELECOMMUCH 100 100
1234567890987654 100 100
1234567891098763 100 100
'@#$%"N&*()_+%$#R 100 100
G3$Hf43!$@$09@88 100 100

Table 4.2: Key sensitivity on Text encryption
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Key sensitivity (ks(%))for audio encryption

Password
Single Structure Triple Structure

CHAOTICCRYPTOAPB 100 100
ILOVETELECOMMUCH 100 100
1234567890987654 100 100

1234567891098763 100 99.7242
1 @#$ & * () _+T%$#R 100 100
G3$Hf43!$@$09@88 100 100

Table 4.3: Key sensitivity on Audio encryption

Key sensitivity (ks(%))for gray scale image encryption

Password
Single Structure Triple Structure

CHAOTICCRYPTOAPB 100 100
ILOVETELECOMMUCH 100 100
1234567890987654 100 100

1234567891098763 100 99.3881
l@#$%N&* () _+To$#R 100 100
G3$Hf43!$@$09@88 100 100

Table 4.4: Key sensitivity on gray scale image encryption
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Key sensitivity (ks(%))for color image encryption

Password Single Structure Triple Structure

Lenna Baboon Pepper Lenna Baboon Pepper

CHAOTICCRYPTOAPB 100 100 100 100 100 100

ILOVETELECOMMUCH 100 100 100 100 100 100

1234567890987654 100 100 100 100 100 100
1234567891098763 100 100 100 100 100 100
l@#$%N&*()_+To$#R 100 100 100 100 100 100

G3$Hf43!$@$09@88 100 100 100 100 100 100

Table 4.5: Key sensitivity on on color image encryption

The first reactions to the files is the overview of its original status. So it is important to transform
the cipher file in cryptography system to the other view that no one can recognize what it is. The
other options is its pattern, however it is transformed some of weak algorithm still keep the scratch

of file to let attacked can come up with those points to get the original file.

Figure 4.3: Text encryption results
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The notification of the highlighted alphabets pointed that the proposed solution stands as dy-
namic system. The same characters in plain text and the vision in cipher text is different. For the key
sensitivity to text encryption if we change only one bit of the key, it still can’t get any information
from the original text. Not only is the high redundancy data, the file text also confirmed with key
too when the similar input has been made. In this system is efficiently conducting in this coming

point.

File Edit Format View Help

5'7—#@z 1985[v=c?4'#;p0SsXrd6~TIN, AliSe | * ;I@ANRQWhENGF] FZKyL)\2)
\ZH~2IB8Xd"c;\]" -CNi| | #=F%\ -nQFmQXu7=}qu V:U$1> Evsn

L|62nu\B-"Uul:Sh>#-7s | T% 3glTN*Xg- Qu|  /K[nE[

Figure 4.4: Text encryption with one bit different of the key

For the type of audio file which is in the other kind of view. It needs to be mess sound that
the middle person cannot listen and know what is talked about. To show up the confirmation, the

information of histogram, has been figured out with the same condition to the file text.

Figure 4.5: Original audio file and encryption results
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Figure 4.6: Decrypted audio file with right and one bit different key

Working with image processing file, however it has high redundancy positions, this proposed
system still can conduct efficiently and in the cipher images the patterns of the file are messy and
can’t recognize what it is. And for the point the same values, in the decrypted file it didn’t keep
with the same scratch of the shape of the image. The figures below are the results of the gray scale

image and it can survive the weakness of AES.

Figure 4.7: Gray scale image encryption result

When the experiment is aimed to set as the previous kind of multimedia data the results come
up with the same expectation. The image still keep the same proportion to the cipher image when

we tried to use the similar key to decrypt the file back. The results below shows about its outcome.

40



Figure 4.8: Gray scale image decryption results with right and wrong key

The histogram also can confirm the mess of cipher image and the results of the system when

we try to test with the key sensitivity.

Figure 4.9: Histogram of plain image and cipher image
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Figure 4.10: Histogram of decrypted images with right and wrong key

In terms of color images, the appearance of the cipher images show up as the gray scale image
with point of messy. But it exists of the combination the three colors to form up those messes. In
the experiment, the three file of the color images gave the same expectation result such as the figures

below. It is the results of Pepper.jpg image and other two are the same results.

Figure 4.11: The original color image and its histogram
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Figure 4.12: The encrypted image and its histogram

To decrypt back the file, the results has been made to be seen as the original file but if we com-
pare the intensity value it occurs 0.03 % of error in the whole comparison. But in case taking only
10 digits of the double number of intensity the error rate is 0%. But in the operation of hardware
that we will work out with binary structure so it doesn’t cause any problem of error because we
worked out with 8 bits operation of intensity value. In case of different one bit of the key has been

used the results still come up with nothing different to the results gray scale image.

Figure 4.13: The decrypted image with the wrong key and its histogram

For the video encryption results has been made up and the results shown as the sequences of
the images and each images has to be separated into three channels differently and for the results
from decryption process is gotten the same as color image decryption. It is different only it is the

combination of sequence of images. In this work we were working on only non-audio video:
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4.4 Results of cryptanalysis

Several cryptanalysis criteria to evaluate the security confirmation of the proposed system.
Those results have made sure that this system can get through with all standard analysis proper-
ties which all encryption methods have to have.

Information Entropy (H (s)):The notification of the increasing rate of entropy much as much
possible is the best solution for against the entropy analysis. The high value of reliable pseudo-
random number which the original point can appear in the cipher file can make those information
to be mumbled. The maximum value of high value of entropy is 8 to be the most murmur for the
cipher file based on mathematic theory operation [14]. The system information entropy results of
each type of data were calculated by the equation below and the results shown consequently after

that.

2n—1

1
ZP )log, ——— 515 (4.2)

Where P(s;) is the probability of the value inside the whole file.

Multimedia data type

Information Entropy Status Image

Text Audio

Gray scale Color

Plain_file_Entropy 4.1725 3.4201 7.2742 7.3812
Cipher_file_Entropy 6.8952 4.9605 7.9682 7.9710
Increasing_rate 27227 1.5404 0.6940 0.5898

Table 4.6: Entropy analysis of single proposed structure
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Multimedia data type

Information Entropy Status

Image
Text  Audio
Gray scale Color
Plain_file_Entropy 4.1725 3.4201 7.2742 7.3812
Cipher_file_Entropy 6.7939 4.9865 7.9978 7.9982
Increasing_rate 2.6214 1.5664 0.7236 0.6170

Table 4.7: Entropy analysis of triple proposed structure

Furthermore, the next criteria about information privacy is the relationship between the origi-
nal input and output from the encryption process. It is commonly called Correlation coefficient.
In the case that the plain file and cipher file are closed to each other correlation coeflicient equals
to 1 it means that our cryptography system is not suitable for keeping data security. The results
shown that the corresponding system is qualified enough to make the hidden information is pretty

far different from the original input.

Multimedia data type

Structure Image

Text Audio

Gray scale  Color

Single Structure -0.0300 0.0029 0.0003 -0.0004

Triple Structure -0.1237 0.0013  -0.0002 0.0007

Table 4.8: Correlation of original file and cipher file

In case of image operation, there are three direction that it must be considered. There are Hor-
izontal, Vertical and Diagonal correlation that the system need to guarantee the relation of each
direction within each other. The value of each direction must keep the same criteria as the relation-

ship like file text and audio, otherwise, it is considered as inappropriate system.
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System Structure and Multimedia data

Correlation Direction

Single Structure Triple Structure

Gray scale Color Gray scale Color

Horizontal 0.0011 -0.0027 0.0033 0.0003
Vertical 0.0010 0.0011 -0.0011  0.0036
Diagonal 0.0010 -0.0010  -0.0004  0.0016

Table 4.9: Correlation of all directions of cipher image

For the appearance of each direction of correlation of the image, the gray scale and color image

also shown as the same view. On the other hand, both structures of the proposed solutions provide

the same vision too.
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Figure 4.15: Original image correlation in horizontal direction
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Figure 4.16: Cipher image correlation in horizontal direction
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Figure 4.17: Original image correlation in vertical direction
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Figure 4.18: Cipher image correlation in vertical direction
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Figure 4.20: Cipher image correlation in diagonal direction

In image processing, there are other value that it has to be confirmed in order to test the plain file
sensitivity inside the system. To against the differential attack in cipher file resistance, the Number

of Pixel Change Rate (NPCR) and Unified Average Changing Intensity (UACI) are commonly
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analyzed. The mathematic equation to get values and the results shown respectively in the following

table.
100%
NPCR = — E E X(2,7 4.3
ACI = 4.4
vac Img size ZZ ]ntenszty level ) 44)

A bipolar array X (i, j) is defined depends on the values of C; and Cy which are the values of
cipher image before and after we changed one pixel in plain image.

If Cy(i,j) == Cs(i,7) Then

X(i)=0
Else

X(i)=1
End

System Structure and Multimedia data

Plain file sensitivity Single Structure Triple Structure

Gray scale Color Gray scale Color

NPCR 100% 99.65% 100% 100%

UACI 33.39%  33.30%  33.43%  33.31%

Table 4.10: NPCR and UACI of the image file

The last value is about Peak Signal-to-Noise Ratio (PSNR). The analyzing value is due to the
mean square difference between the encrypted image and decrypted image. The original value of
PSNR of two images if they are similar is around 30 db to 50 db. For the encryption file if it is less
as much as possible, it means that the encrypted file is high security confirmation information. The

mathematic equation represented this point is shown as the following.

intensity_level? )
MSFE

PSNR = 10log, (4.5)
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1 n m

MSE = W(Z > (imgi (i, ) — imga(i, §))*) (4.6)

size A
- =1 j=1

Where img; (¢, j) is the decrypted image and img (i, j) is the encrypted image of the system.

System Structure and Multimedia data

Plain file sensitivity Single Structure Triple Structure

Gray scale Color Gray scale Color

PNSR(db) 8.3149 7.6026 7.7755 7.6033

Table 4.11: Results of PNSR analysis

The proposed structure, both provided with high security confirmation, while DES consists
with weak key conduction and 3DES is made to ensure with the key but the performance is slow
because of three times compare to DES [15]. However the length of the key can solve the problem

from some attack, it still faces with meet-in-the-middle attack. The security comparison is shown

as below [16]:

Proposed structure Data Encryption Standard

Parameters
(Average) (Average)
PNCR 100 99.6643
PSNR(db) 8.166 7.6057
UACI 33.34 51.2491

Table 4.12: Comparison results with DES
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4.5 Results of hardware implementation of single form struc-
ture

As in hardware, the system runs in binary operation (8 bits), the input and the output from the
decryption process, it exists with no error between both of them. Not like in software simulation,
the error occurs with the last 10th digits of each intensity value. The result also can provide the
same as software’s output in all terms, security analysis and sensitivity. The results below shown

as the overview output from the system:

Original Encryption Decryption

(Decimal) (Binary) (Decimal) (Binary) (Decimal) (Binary)

254 11111110 225 11100001 254 11111110

42 00101010 183 10110111 42 00101010

213 11010101 76 01001100 213 11010101

74 01001010 32 00100000 74 01001010

98 01100010 234 11101010 98 01100010

125 01111101 83 01010011 125 01111101

164 10100100 221 11011101 164 10100100

121 01111001 198 11000110 121 01111001

3 00000011 179 10110011 3 00000011

244 11110100 85 01010101 244 11110100

Table 4.13: Hardware implementation results
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Chapter 5

Conclusions and Recommendations

Inside this section is to conclude to the overall of the results and performance of the proposed
system. and also provide some suggestions to the future work for completing the whole efficient

system to secure the data in current needs.
5.1 Conclusions

In this research work, the chaotic crypto-system consists of two main parts different, one is key
generator and other one the crypto-engine for encryption and decryption process.

For key generator, the architecture is composed by three IIR filter in order to generate the output
which is the coefficients for the main engine. It has to get input as 16 characters equals to 128 bits
and the second order digital filter consists of two initialed coeflicients and other two initialed value
to make change the first input data if those two are zero the first index of data will keep the same.
The output named as coefficients are verified to be outside the stable triangle in order to make our
system to unstable system. But for the output from first filter until the last filter has been made
change by swift last three value of the output to the front to be input for the next filter.

Other one is crypto-engine, the encryptor is constructed by one IIR filter for the single form
and three IIR filters for the triple form. The system get the coefficient from the key generator and
operated with two initialed value to work out with the input data. The combination of that two
signal input and system produced the output which is the cypher file that contain high security and

accuracy. And for the inversing process which is decryptor is constructed by FIR filter and the
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number of the filter is depending on the form of the system whether it is single form or triple form.
The proposed solution is able to work out with all kind of data and give the appropriated results.
The single form is the suggested one because it consisted high security and performance compared

to the triple form.

5.2 Recommendations

The next work is we would like to but the complete system which consists of the compressor
and decompresser to merge into this system in order to speed up the process and this encryption

technique to make it to be the best cryptography system ever.

Figure 5.1: The complete system of lightweight cryptography

For the compression and decompression is suggested to use effective method such as Wavelet
transform that can denoise an compress the data after that we input the new data into our proposed
system.

Inside the process of hardware implementation, there are two processes which can be executed

in parallel because those two block of operations are independent to each other.

Therefore, to enlarge the performance of the proposed system the parallel running is the best

way to process structure. On other hand, because it works out with frame by frame so for the video
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processing can be paralleled to number of the frame according to the processing unit in use of the

product.
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Abstract—The presented work of this paper is to propose the
implementation of chaotic crypto-system with the new key
generator using chaos in digital filter for data encryption and
decryption. The chaos in digital filter of the second order system
is produced by the coefficients which are initialed in the key
generator to produce other new coefficients. Private key system
using the initial coefficients value condition and dynamic input as
password of 16 characters is to generate the coefficients for
crypto-system. In addition, we have tension specifically to
propose the solution of data security in lightweight cryptography
based on external and internal key in which conducts with the
appropriate key sensitivity plus high performance. The chaos in
digital filter has functioned as the main major in the system. The
experimental results illustrate that the proposed data encryption
with new key generator system is the high sensitive system with
accuracy key test 99% and can make data more secure with high
performance.

Keywords—cryptography; chaos; chaotic encryption; digital
filter; key generator

I. INTRODUCTION

With recent high technology, the innovation of multimedia
and information communication, data is connected in terms
of large public infrastructure of network. In order to conduct
security and privacy during data processing before the
transmission or distribution, there are many techniques
composed by different algorithms which have been used such
as DES, 3DES, AES and chaotic encryption. In addition to the
point of chaotic cryptography using directly in multimedia,
N. Ronnaronglit et al., [1] mentioned that the result of
experiment can improve the security, performance when
compared with other algorithms like DES or AES.
Furthermore, H. Abdlrudha and Q. Nasir [2] reported that the
chaotic system has become the good password system in case
using the parameters and initial value as a key. Therefore, the
key has stood as the main point in the system especially in the
symmetric key encryption algorithm. K. N. Prasetyo et al., [3]
have shown that this kind of algorithms quality depends on the
secrecy of the key. However, some parts of algorithm of
existing chaotic algorithm and non-chaotic algorithm still
provide the high complexity in term of key generating in order
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to reach the proper key which is the main causes of security
issue.

The objective of this research work is to orient the chaotic
key generator to achieve the sensitive crypto-system. New key
generator has been designed by containing the connection of
three infinite impulse response (IIR) filters and it is
responsible to produce the appropriate coefficients in order to
perform the cryptography processing.

This paper is organized as the follow: Section II briefly
introduction to the chaos in digital filer and its application for
data encryption. Section III shows the proposed key generator,
the validation and effectiveness of the proposed system are
given in the section IV. Finally, the conclusion will be
described in the section V.

II. CHAOS IN DIGITAL FILTER

M. George and A. loannis [4], chaotic cryptography is
known as a dynamic system that is followed by the
mathematical equation such as in Cat map and Baker map
which are used for the confusion portion. Otherwise, digital
filter has been used under the conditions of unstable and non-
linear system instead of chaos-based algorithm by cooperating
with the overflow nonlinearity function in order to make the
chaos as proposed by [5-6]. Chaos in digital filter, IIR filter
functions as an encryptor while FIR is its inverse to work as
decryptor.

_,(+

(+

Fig. 1. The second order IIR digital filter structure.
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Fig. 2. The second order FIR digital filter structure.

For representing Fig.l into the system, mathematical
equation which is formed as the difference equation shown
in (1) is used to cover the operation of IIR filter. The transfer
function and overflow function are also shown consequently
as (2) and (3). Having put the overflow function into main
equation of the system, the difference equation can be formed
as (4).

y(n)=x(n)+Cy(n=1)+C,y(n-2) M
_y@ _ !

=0~ Cz'-Cz?) @

f(xH(x+1)mod2]-1 3)

y(m) = fix(m)+Cyn-D+Cy(n-2);

In order to perform the decryption process the structure of
FIR filter in Fig. 2 has been made as the inverse from of IIR
filter in Fig.1, the equation has been shown in (5). And in
order to reach the same output as plaintext overflow function
(3) is still used in the operation but different location in the
system. In this case transfer function has been form as (6).
Same as IIR filter case, the difference equation can be the
other form when it is included the overflow function like (7).

z(n) =y(n)—Cy(n-1)-C,y(n-2) )
2(z)
y(z)
z(n) = f{iy(n)-Cy(n-1)-C,y(n-2)} (7

Both cases in the encryptor and decryptor as the whole
system we need the overflow function for making input and
output to work in the nonlinear system. The characteristic of
overflow nonlinearity function has been shown in Fig. 3.

H(z)= =1-Cz'-C,z” (6)

K. Kutzer et al., [7] has confirmed that in order to make
certain that our system is unstable system and generate chaotic
output, the coefficient must be at least one is outside the
stability triangle or be larger than unity as shown in Fig. 4.

88

S&)

¢,

Fig. 4. The stability triangle.

III. THE PROPOSED KEY GENERATOR SYSTEM

The whole crypto-system is consisted of two main parts.
One is private key generator and other one is operating
system which is known as encryptor and decryptor. The
private key generator functions to make the coefficients C1
and % from the input of password 16 characters and other
coefficients as the initial value. Password 16 characters is
alphanumeric represented by P1P2P3...P16, then it has been
normalized to be input of the system with the condition of

[-1, 1).

The proposed system of private key generator contains of three
IIR filters the same or it is possible to say that one IIR filter looping
three times in case of software simulation/implementation. The
output of the first filter must be the input of second filter and
then the second output will be the input of the third filter. All
output must be shifted three value first before becomes the
input to the other filter. On the other hand, the coefficients
produced can’t make system more sensitive. Otherwise, output
which is chosen to be the coefficients of the encryption system
is the last two indexes with the verification to the stability
triangle. Only coefficients that can make secrecy in the
nonlinear system so both €] and ¢} must at least one outside
the triangle. The process of key generator has been shown in
the Fig. 5 and the process how it works in the sense of
software simulation/implementation is shown in Fig. 6.

15 chvaraciers password

|

2's Complemant
Representafion(-1,1)

20 |IR Filter

Shift

2nd ||R Filter

Chit

L[ 2nd IR Filter ]—)[ Verifcation ]—bchc:

Fig. 5. The block diagram of new key generator.
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As the output of key generator consist of 16 values so C;
and C, will take from the last values of output 15%™and
16" consequently, in the reason of related connection from the
first value to the last one. In order to use C; and C,, both of
them must respect the rule of stable triangle of non-linear

system.
Shifting 3 valucs
++

Kin} =13 draracbers

2's Complement
Representation[-1,1)

Muodification Coeflicient
Cq=CqM0, Ca=Cz

Fig. 6. The workflow of new key generator.

The whole structure that can be used for simulation has
been shown in Fig. 7. For the 2’s complement representation
is not different from key generator that is used to be the
technique to convert original input to be the suitable input in
the system. As it is known that the input in chaotic system
implemented by digital filter must be in range of [-1, 1).

16 Zhenscers 16 Chanackess
. ¥ . 1

Key Generator Key Generator

2791IR Filer Z9IR Fiet
. 4
G0, GF:
I3 X 8]
Pl 25 Comulenenl Enviyulu Deyula »y (\:gﬂz\lﬁml "
Represgntstior[-1,1) 27 IR Filer 27 FIR Filler - c;iginal sals

Cipherlsxt—f

Fig. 7. The whole structure of crypto-system.

IV. THE EXPERIMENTAL RESULTS

The functionality of the proposed system can work on all
multimedia data such as text, audio, image and video.
Otherwise, in this paper has shown the experiment on the
gray scale digital image. To operate in the system, the input
has to be converted to 1 dimensional array and rearrange again
to get the original output. The results of experiment have been
simulated in MATLAB. The input of encryptor shown in Fig.
8 (a) and its output is in Fig. 8 (b). When using the same
private key in both encryptor and decryptor, the result has
been shown in Fig.9 (b) and Fig.9 (a) is the output of
decryptor when using the different password of 16 characters.

A. Key Space, Key Sensitivity and Plaintext Sensitivity

There are many algorithms for crypto analysis. Among of
them, brute force has been known widely one. In the system
private-key as password input contains 16 characters
represented 8 bits for each, so totally there is a private-key
space of 128 bits to be used. In this condition, it is greater
enough if we compare to Blowfish-32 or 56 bits DES.
According to brute force calculator, the processing speed it
uses is 160,806k per second [8]. Therefore 128 bits private-
key space is qualified enough for our crypto-system to prevent
the brute force attack. The time for brute force use to operate
in each key space has been shown in Table 1.

In order to measure the key sensitivity, the crypto-system
must be sensitive with the small change of input private-key.
For example in encryptor, we wuse this private-key
“ILOVETELECOMMUCH?” to be the input password then we
make a small change to it like ZILOVETELECOMMUCI” to
use in the decryptor. With the difference of the small change,
the decryption can’t extract any information to the same or
similar to the plain-image.

(a) Original image (b) Encrypted image

Fig. 8. Image before and after encryption.

(a) Decrypted image with wrong key (b) Decrypted image with right key

Fig. 9. Decryption with different and same key.

' |
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(a) Histogram of original image (b) Histogram of encrypted image

Fig. 10. Histogram of image before and after encryption.
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(a) Histogram with wrong key

(b) Histogram with right key

Fig. 11. Histogram of decryption with different and same key.

TABLE L. KEY SPACE ANALYSIS

Key Length Algorithm Key Space Time To
(bits, Char) Brute Fore
32,4 Blowfish-32 43x10° 8 minus 7secs
57,7 DES 7.2 x 10 13 years 91 days
112,14 - 52x10% 4.9 x 1077 years
128, 16 AES-128, 4.4 x10% 4.4 x 10! years
Proposed system
168, 21 3-DES 3.7 x10*° 3.4 x 10*! years
192,24 AES-192 6.2 x 107 2.9 x 10*7 years
256, 32 AES-256 5.8 x 10% 1.9 x 10% years
Blowfish-256

To denote the key sensitivity the equation in (8) will be
used. If the system is sensitive the Ks must greater than 50%
as many as better.

K= S S K ()Y YK ®
2MN i=l j=1 i=l j=1
where K(i,j) and K»(i,j) are defined by
p— 9
Hor(@og) {1 if F(i,j) # Fiu(i, ) ®

M and N are the width length and high length of the plain-
image, K is the private-key, F(i,j) is the ciphertext image while
Fi(i,j) is the cipher-image with the condition of increasing
private-key one bit and F»(i,j) is the cipher-
image with the condition of decreasing private-key one bit.
The results of key testing have been show in Table II.

TABLE II. KEY SENSITIVITY ANALYSIS

Private-Key Ks (%)

ILOVETELECOMMUCH 99.9998
1234567891098763 100
G3SHf43!1S@3$09@88 100

90

In order to measure the plaintext sensitivity, Y.W. Joseph
et al., [9] reported that the Number of Pixel Change Rate of
cipher-image (NPCR) and Unified Average Changing
Intensity (UACI) have been used to be the standard testing.
NPCR is used while one pixel of plain-image is changed and
UACI is to measure the average intensity of difference
between the plain-images. The formulas of NPCR and UACI
have been shown respectively in (10) and (11).

100% & <
NPCR = ( D@, j)) (10)
w22
0 M N . . _ . .
vact = 100% S IREN=PGD] -,
MN "S4 L-1
A bipolar array D(i,j) is defined by
0 if Pi(i,7) = Po(i, g
D(i, j) = 14, 7) 2(%, ) (12)

1 if Pl(ﬁﬂj)#PQ(Z:?)

where A and /3 are the cipher-image before and after
one pixel changed in a plain-image, L is the intensity level
random. Inside the Table III is the results of experiment of
two cipher images P; and P, which are corresponding to the
plain-images that have only one pixel different.

B. Peak Signal-to-Noise Ratio

The objective to evaluate the method of crypto-system, the
peak signal to noise ratio (PSNR) is the most commonly used
index in cryptography. It is the ratio of the mean square
difference of the component of two images. So to reach the
value of PSNR, first we have to calculate the Mean Square
Error (MSE) between the hidden image and the cover image.
Its formula has been shown in (13).

MSE =—— (2> (CGi./)~ (. )

i=1 j=1

(13)

C(i,j) and H(i,j) respectively represent the cover image
and hidden image. The value of PSNR is expressed as a
decibel value. For our digital image encryption that value must
be less than 30 dB. The formula to calculate has been show in

(14).
2

PSNR = IOIOgIO(M—SE) (14)

where L is the maximum possible value of pixel. The
results of the system evaluation with PSNR were put in Table
1.

C. Information Entropy

In 1949 in masterpiece of C. Shannon [10], information
entropy theory which is the mathematical theory of data
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communication has been found. In order to be negligible
and be secure to against an entropy analysis, the value of
entropy must ideal to 8. In our proposed system, the result of
entropy has been shown in Table III by followed the formula
of (15).

2M_q 1
Hs:ZPS’-log— 15
=1
where M is the total number of pixel of the image.
TABLE III. SECURITY PERFORMANCE
Image NPCR UACI PSNR Entropy
(%) (%) (db) H(s)

Lenna 100 33.293232 8.340112 7.997743
Baboon 100 33.394519 9.560207 7.997718
Pepper 100 33.364977 8.241336 7.997765

D. Correlation Coefficient

As our system also works with image data, so we have
to think of high redundancy of each pixel inside image. It
is highly correlated to adjacent pixel in horizontal, vertical
and diagonal direction. The result of cipher-image must be
low correlation between the adjacent pixels like in Fig. 12,
Fig. 13 and Fig. 14. The results of the system corresponding to
those three directions have been shown in Table IV with the
confirmation security guaranty.

horizontally horizontally.

Pixel values (x+1.y)

0 01 02 03 04 05 06 07 08 09 1
Pixel values (x.y)

(b) Encrypted horizontal correlation

) 50 100 150
Pixel values (x.y)

(a) Original horizontal correlation

200 250 300

Fig. 12. Horizontal correlation before and after encryption.

Vertically Vertically

02 04 06
Pixel values (x.y)

100

150
Pixel values (x.y)

200

(a) Original vertical correlation (b) Encrypted vertical correlation

Fig. 13. Vertical correlation before and after encryption.
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Diagonally Diagonally

Pixel values (x+1,y+1)

100

150
Pixel values (x,y)

200 250 300

Pixel values (x,y)

(a) Original diagonal correlation (b) Encrypted diagonal correlation
Fig. 14. Diagonal correlation before and after encryption.

TABLE IV. CORRELATION COEFFICIENT

Image Horizontal Vertical Diagonal

Lenna -9.065261 x 10* | -2.245709 x 102 | -2.668720 x 1073
Baboon -1.816787 x 107 8.543164 x 10* 1.497774 x 107
Pepper -4.395587 x 10* | -7.833773 x 10° | -1.503614 x 1073

V. CONCLUSION

In this paper, a new technique of key generator to apply in
cryptography using chaos in digital filter has been proposed.
The 2nd order both IIR and FIR filter have been used to
perform the process of the encryption and decryption. As
consequence, the high key sensitivity produced by key
generator to get security concern of the system coefficients,
system key space and plaintext sensitivity satisfied the noted
secure in the process of ciphertext transaction. It is confirmed
efficiently to protect cryptanalysis such as the attacks by brute
force, known-plaintext attack and select-plaintext attack.
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Abstract—The Data Encryption Standard (DES) of the
multimedia cryptography possesses the weak point of key
conducting that is why it reaches to the triple form of DES.
However, the triple DES obtains the better characteristic to
secure the protection of data to against the attacks, it still
contains an extremely inappropriate performance (speed) and
efficiency in doing so. This paper provides the effective
performance and the results of a single and triple chaotic
cryptography using chaos in digital filter, compare to DES and
triple DES. This comparison has been made pair-to-pair of single
structure respectively to the triple form. Finally the
implementation aspects of a single chaotic cryptography using
chaos in digital filter can stand efficiently as better performance
speed with the small complexity algorithm, points out the
resemblances to DES and triple DES with the similar security
confirmation results without reaching to the triple form of the
structure. Simulation has been conducted using Matlab
simulation with the input of grayscale image.

Keywords—Cryptography; DES; Triple DES ; Chaos in Digital Filter

I. INTRODUCTION

Cryptography is one of techniques of security concern in
data transmission. It covers various aspects such as security,
compression efficiency, encryption efficiency and format
compliance. There are many data encryption algorithms which
have been widely used like DES, triple DES, AES or IDEA,
but in the point of multimedia data is different from text
because multimedia data has high redundancy, so it produced
non appropriate cipher-image [1]. For DES using Logistic map
can make the cipher-image to be the stochastic noise to against
the attacks, but it contains of high complexity because of round
keys randomization [2]. The high security of encrypted image
with three different round keys accompanied by chaotic
properties have made cipher-image to be secure strongly too
but it gave the same problem of complexity of making cipher
image to be elliptic curve [3]. Same as Triple DES which
makes the performance issues three time worse compare to its
single form. Chaos in digital filter produces the nonlinear
behavior and unstable system to make the cipher-image possess
security by matching with overflow nonlinearity function [4].
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II. CHAOTIC IN DIGITAL FILTER AND DES

A.  Chaotic In Digital Filter

Chaotic cryptography is known as the dynamic system and
using chaos in digital filter has produced the unstable system
and nonlinear behavior to make the system is more profitable
by involved with mathematic operation and overflow function
[4-5]. During the process all-pole IIR filter function as
encryption engine while its inverse form as all-pole FIR filter
will work as decryptor. The detail of all-pole IIR filter is in the
figure. 1 and equation (1-4).
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Fig. 1 All-pole IIR filter in second order
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y(n) = fix(m)+Cy(n=D)+Cy(n=2)} 4

In order to make sure that system is unstable and conducts
with nonlinear behavior to produce the chaos inside the
system, the coefficients are at least one is outside the stable
triangle and system is worked through the overflow function

[6].
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Fig. 3. The characteristic of overflow function.

B. Data Encryption Standard (DES)

DES is a 64 bits block cipher which work with 64 bits of
data per time. It uses 64 bits key input, but only 56 bits of the
key will be used inside the operation. In this technique it is
used as iteration process that is known as Round. The whole
process consist of 16 rounds. More detail is shown in figure. 4.

64 bits plaintext

Initial

Permutaion

Round Key 56 bits Cipher Key
[ —

Generator 64 bits key

Round 16

Final
Permutation

48 bits

64 bits ciphertext
Fig. 4. Block diagram of Data Encryption Standard

For the structure of triple DES is the combination of three
time of single DES by using the key bundle in order to generate
K1, K7 and Kj3. The detail of encryptor is show as below:

Cipher-Image = Ex3(Dx2(Exi(Plain-Image)))

For the decryptor is the inverse form of the encryptor only
by exchanging the Encrypted process to Decrypted process and
Decrypted process to Encrypted process.

III. THE PROPOSED STRUCTURE

A. Single form of Chaotic cryptography

The proposed structure for data encryption using chaos in
digital filter is composed by two main parts. First is the key
generator which is made up with three all-pole IIR filters of
input of 16 characters (128 bits). Second is the encryption

engine which uses only one all-pole IIR filter to perform the
process. The system provides the value as key sensitivity and
high security confirmation [7]. The detail is shown in Fig. 5.

Fialn-Image 18 Shasaoes
Frosrsoessing
 —
P 1
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|

Fig. 5 The structure of single form of chaotic cryptography.

B.  Triple form of Chaotic cryptography

For its triple form is made as the concept of triple DES and
followed the structure of single chaotic cryptography. But for
the coefficients of each filters of encryption engine are
produced by different sub key generators which have different
made up coefficients but the same input of 16 characters. The
strong security over the single form is it has more initialed
values than the single. The detail is in Fig. 6.

16 Characters

Plain-Image

Preprocessing
R
Y
5 . —C1 Key
ncryption
L «—C> Generator_1
e i (—03 Key
ncryption
ki <—C 4 Generator_2
5 . e—Cs Key
ncryption
b «<—Cpg Generator_3

Cipher-image

Fig. 6 The structure of triple form of chaotic cryptography.



IV. THE EXPERIMENT

For the experiment, the input data are the gray scale image.
Inside the paper, three images have been selected for testing the
security and results analysis. Input and output of chaotic
cryptography are shown respectively:

(a) Lenna image (b) Baboon image (c) Pepper image

(d) Lenna cipher-image (e¢) Baboon cipher-image (f) Pepper cipher-image

A. The proposed structure results

In order to confirm about the security and sensitivity inside
the cipher-image to make sure our system is qualified enough
to use, there are some main factors to be considered:

e Key Space, Key Sensitivity and Plaintext Sensitivity: the
values that can confirm that our system can against the
attacks such as brute force attack which is widely
known. Moreover, to make sure our system is sensitive
to the key, key sensitivity is the main factor to be

TABLE II. KEY SENSITIVITY

Key Sensitivity (Ks) %
Image Single form of proposed Triple form of proposed
structure structure
Lenna 99.9999 99.9998
Baboon 99.9998 99.9998
Pepper 99.9997 99.9997

To define Plaintext sensitivity, Number of Pixel Change
rate of cipher-image (NPCR) and Unified average changing
intensity (UACI) are used with below formula:

100% &, &
NPCR = DG, j 7
VN Q> DG, ))) @

i=l j=1

0 M N
UACT = 1](‘)40/0(22|P(z]) P, )] @®

i=l j=1
A bipolar array D(i,j) is defined by
0 if Py(i,7) = Ps(i,j)

D=4 if Py(i,7) # Pa(i, ) )

where Py and P are the cipher-image before and after one
pixel changed in a plain-image.

TABLE III. PLAINTEXT SENSITIVITY (NPCR, UACI)
Single form of proposed Triple form of proposed
Image structure structure
NPCR UACI NPCR UACI
Lenna 100 33.29 100 33.29
Baboon 100 33.39 100 33.43
Pepper 100 33.36 100 33.25

considered.
TABLE L. KEY SPACE
Key Length . Time To
(bits, Char) Algorithm Key Space Brute Fore
128,16 Single form of 44x10% | 44x10" years
proposed technique
57,7 DES 7.2 x 10" 13 years 91 days
128, 16 Triple form of 44x10% | 44x10" years
proposed technique
168,21 Triple-DES 3.7x 10% 3.4 x 10" years

To define key sensitivity the formula below is used:

100% S5k )Y S K ©)

2MN i=l j=1 =l j=1
where K;(i,j) and K»(i,j) are defined by
o 0 if F(i,5) = Fr(i, g
Ki(i,7) = . (. .) (. .) (6)
1 if Fd, ) 5= Felig)

where F(i,j) and Fi(i,j) are the cipher-images with different
one bit of the key input.

e Peak Signal-to-Noise Ratio (PSNR): It is the ratio of
mean square difference between two images. To get the
PSNR evaluation, it is necessary to calculate Mean

Square Error (MSE).
l M N
MSE ZW(ZZ(CU,])—H (i, )°) (10)

i=1 j=1
C(i,j) and H(i,j) are the cover image and hidden image.
And the formula of PSNR is defined as below:
2
MSE) (11

e Information Entropy (H(s)): The mathematic theory of
data communication used to against entropy analysis
and the best value is reaching to 8 [7]. The formula is
shown as below:

PSNR = 10log;(

2M_1

H(s)= S P(S))log, % (12)

=1



Where M is the number of pixel of cipher-image

TABLE VIIL

COMPARISON OF SECURITY CONFORMATION

Parameters Proposed structure Data Encryption Standard
(average) (average)

PNCR 100 99.6643

PSNR(db) 8.166 7.6057

UACI 33.34 51.2491

TABLE IV. PEAK SIGNAL-TO-NOISE RATIO( PSNR) INFORMATION
ENTROPY (H(S))
Single form of proposed Triple form of proposed
Image structure Sstructure
PSNR(db) H(s) PSNR(db) H(s)
Lenna 6.6965 7.9980 6.6929 7.9979
Baboon | 9-5602 7.9977 9.5612 7.9979
Pepper 8.2413 7.9977 8.2567 7.9977

e Correlation Coefficient:

The value to find the
correlation between plain-image and cipher-image.

Good cryptography gives the low correlation.

TABLE V. CORRELATION COEFFICIENT (HORIZONTAL)
Horizontal
Image Single form of proposed Triple form of proposed
structure structure
Lenna -0.0027 0.0012
Baboon -0.0018 -0.0017
Pepper -4.3955x 10* 5.2933 x 10
TABLE VL CORRELATION COEFFICIENT (VERTICAL)
Vertical
Image Single form of proposed Triple form of proposed
structure structure
Lenna -0.0022 0.0017
Baboon 8.5431x 107 4.1482 x 10*
Pepper -7.8337x 10° -4.9636 x 10
TABLE VIIL CORRELATION COEFFICIENT (DIAGONAL)
Diagonal
Image Single form of proposed Triple form of proposed
structure structure
Lenna 0.0030 1.0201 x 10*
Baboon 0.0014 0.0029
Pepper -0.0015 -0.0055

B.  Comparison and Discussion

The proposed structure, both provided with high security
confirmation, while DES consists with weak key conduction
and 3DES is made to ensure with the key but the performance
is slow because of three times compare to DES [8]. However
the length of the key can solve the problem from some attack,
it still faces with meet-in-the-middle attack. The security
comparison is shown as below [9]:

But in terms of the complexity of both DES and 3-DES
generally is made as O(m) that consist of 8 S-Box and many
round of XOR Operation (16, 48) which is the main issue
effects to the performance of the system. For the proposed
structure, it works only with second order of convolution
summation that can produce high performance conduction.

V. CONCLUSION

In this paper, we have presented the comparison results
between the proposed structures of chaotic cryptography in
digital filter with DES and Triple DES. Having computed the
experiment, the security confirmation of each technique
provided the similar exclamation while produced different
performance of complexity running. A single form of chaotic
cryptography in digital filter can obtain the best outstanding
consideration among others.
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