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ABSTRACT

Access control is one of the most important security issues for large
organizations. Role-based access control (RBAC) has recently received considerable
attention as a promising alternative to traditional discretionary and mandatory access
control. Though RBAC is a good model, the administration of RBAC including building
and maintaining access control information remains a difficult problem in large
enterprises. RBAC model itself dose not tell the solution. Some researches were done on
practical ways to find the information that fills RBAC components.

This thesis proposes an extended model of RBAC for large enterprises. A new
model consists of qualified mandatory and discretionary features for roles and locations,
including the assignment of permissions for the appropriate roles and the assignment of
roles for the appropriate users and locations. Moreover, location hierarchies approach
was applied to the new model for distributed environment. Static separation of duty
principles is also used for integrity requirements of security system. This model is called
“Enhanced Role-Based Access Control (ERBACO03)". It is easy to manage access

control information and makes benefit for large enterprises in the future.
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Primary-care Specialist

Physician Physician
Physician

Health-care provider

<l o ' o i . :
g‘ﬂ‘w 2.4 LAMIRIBLNANALTULUNUIN (Example of Role Hierarchies)

4 a rar 1 ::'
AngUR 2.4 unuanunng  WdFunisdrevealusygiaiauuaniaanunuam Health-
care provider 89UUNLW Primary-care U Specialist l#5unisdiananlusyyinuiain

unumuwne wailuusazunumazgninmua i lusy gy aiusneiaiu

Project Supervisor

Test Engineer Programmer

\/

Project Member

P = L ) L . .
g‘lJVI 2.5 memﬁ‘ﬂuw@mlu'agrg’]mmuuﬂmwa (Multiple Inheritance of Permissions)

ﬂﬁﬂgﬂ‘ﬁ‘ 2.5 UNUM Project Supervisor AUNBANIANNUNLN Test Engineer iy
LML Programmer fariufienaines RBAC, axfinmualisail
fitnu 2 guuuy RBAC, Slaedlszneudail
- URP S PA Az UA milauiu RBAC,
- RHCRXR Aeandutures R R¢Qni3unda Role Hierarchy %78 Role

Dominance Relation tntiazgniditusosiAsasnang >
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- Roles: S — 2" gmlFurlgannann RBAC, laeisiaans W roles(s) < {r| (31
> nuser(s).r') € UAJ} (Taanansaulasuuasls) uaznisfissie s azi
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i . @ o ] g dl L% ==
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. . T Ha oy 1o ' o ' v 3 <R
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Test Engineer’ Project Supervisor Programmer’

Test Engineer Programmer

TS

Project Member

pu| o . E e e o
3U9 2.6 uansatNAIALTULNLINLLLAIUAY
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i ] o 13 dl = M v o =l o [
exclusion Ingununvaataazaaniule snsnluunansiianaazlils Tunineameaiuiy
TRTIALULLAIMUARIUIU m.mrﬂ’Lummmmmnnmuumlunuuwmﬂﬂmnamumwmw

AAUUNITNIMUALNLAYN test engineer ’Lugﬂw 2.5 avaniindaafuilviel viaandamils
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o w a Q q ¥ o U woow o q YA [l W R v
aravuaulugy 2.6 naaaliiiunderisani Tl 15 luunumaaus (Private role) o115
ot . . . 0 v g
TunsfiiumuIM test engineer’ programmer’ 1A% project supervisor @11150RNR1HUA THITY
¥ Q
(U mutual exclusive W51z TN daiude lidaudany Taona ldunuimaiuay

vz luflunumwenieunumdun maghunpmdiudniiudiulszneumnigaludiay
¥ »

1 A9 mutual exclusion YBIUNLIMAIUTITNI0gNsYy TavilsiAvinanudaudeiuld

s

msuisiludrunadreafesiuvesunumdaudramisognisenaldiidetenuniimuun

N Tuntunum test engineer 3201911 1U9YYIATINAVUNUIM project supervisor
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2.2.2 msmuualassgdreatnudunuylailasiwum (Hyper node hierarchy)

v
o e o v =2

Walinien1nunlatea 51981 ud Ul AR ARITLUNANNITTBINITNINUATELALALIN

Uaandie (Usznausaszaumnulaeaituasnguaaslssinnunuiy) saufunannisees

o’ o

arsutuunuam [14] InglduadnsasaisuduunuiniinisnimuanaNd Atya8aunuin

v v
o [ = o o

AMNATUMUIAINANTBIRIALTN BnvianasAitmuanguaasdssianunumazldifunisdu

ee

naaunanuuaneluaFuTUnguiu Wensesy AniuALAAnszUIUNITAIMUARIAL

q

Fuuuylaesiuum (Hyper node hierarchy: HNH) [15] T ResasFundnnst sy

v |
d o’ o o

ansuduuuulanesiuun Aenguaaalnua (Hyper node) Aaguin 2.9 Faluusiay

|
= ]

! J ] ' v
Tuusazidensanuinundu) 14laens (Branch) uazidwiden (Link) Taafedgnldlunis
dl ] o d. hd o ‘ﬂ'l 4 s : dl o o
daansiaiuimueau] nMeludrsuiuaunanedlusiduduuuulanafivualuiign uazaisiu

FuwuylaulesinundesasiuananiAnisdunaniuuliaRRanae
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Level 3
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519 2.9 arduduwuulanlasinum (Hyper Node Hierarchy)

Level 5
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2.2.3 wannsuLiauenuiind (Separation of Duty: SoD)

[ ]

o | n‘ . ar i o
PANNITULNLENUTN (Separation of duty: SoD) tﬂuuanma‘ﬁﬁuwmwmam@mq
HnnesunsineAnlaeaduluesdns IneddnguscasAinatlasiunieyasnaesdld
a c’dl ar lz ] v L7 =l By v =l '
szuumpnawmes Fanannisiazldeyqalidldszuuddnsluntsldscuuninieanesie
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=
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o a o
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- = a = o ak a X yod vl
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as ] 9 A=i o G R
wannisuagnuiiarusamndszgnaldlugiuunisauaunisdntalalaenis

NMuuAda19AL (Constraint)

s " v <
2.2.3.1 UsEinnaainannisullaniniig
anBenuinmualag Fuueu (Simon) waz 4in (Zurko) [36] Hauwunguuyes
o 1 2 nll 1 'n}/ a: o o 2 1 [
wannsutuenuiilivaegiuuy lnegduuuvisnuannwuegnanldidunguudne a9
NaNA® MANNITWLAKENUIALLILAUARN (Static Separation of Duty: SSoD) UATWANNNS

wiawanuiuuulauidn (Dynamic Separation of Duty: DSoD) Feuanaaagit 2.10

SoD
Static SoD Dynamic SoD
Simple Operational
Object-based History-based

= o i i
519 2.10 ﬂi‘:mﬂ‘ﬂ'ﬂwﬂnm‘é‘LLmLLﬂnuﬁ'}ﬁ

LYl

TAne NS AN lF N1 UATLIIANIFIR LA NI EUANNITULN UL NN R LU LA WARN

' :’z = 1 ' = P
NUL 'Nllﬂ nananaluLny 3

[ ' v o a 4
2.2.3.1.1 BanNIFHUIRANWUINLUUALARAN (Static Separation of

Duty: SsoD)
\OUAN (Entity) 289 RBAC Wauuaginasanvuadeiiadulinneluld [41] deiasun

Vo A 2 ' von oM Yo Py o Y o
NATIDNIUATUHIE DN ﬂ’]?‘lllﬂiéfy']ﬂlﬁQl‘ﬁi@?uu’ﬂu’]'ﬂﬂ‘ﬂﬁuwu’]ﬂﬂﬂﬂ']’]u“ﬂﬂuf_l\'lﬂu
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N3RuANTY AU (End of day account) Taeluayqimisasslufinonudaudain
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patiua o liugldlaaiuunuan Sefuunaanud luaynyiaidaudaniuly
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<l o 1 i =
A19199 2.1 LARIUANNNTULLENWINALLLALARN
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aaal e E [ 4’ 17 o
ieundauda Tdanunsaineadesiv
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UNUNNTALEN Al
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darsAuwuuaug lagnigadliaglugluuunadinarans Gaarunsadnmildann
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1BNA1989 4398309 1121094 TNAUUNANTIUIBILUNUIN (Role-based  constraint
language: RCL99) [41] wazluuny 4 liiwuafisnsasdarisduliiusiuuunisaouax
v A o e X Vv
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wannisutiauenuinuuuauasnidlselagiatnaninsaduinisdanisanuaany

Usansia anvisdaiunugiudrdydgmiunisiimuandnnisutausnwiziuuulaunfindon
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2.2.3.1.2 wannisudueanunurnwuylaurdin (Dynamic Separation of

Duty: DsoD)
wannisdszianignldacuaunisldunuinlusruvaesdld Fednaladundnnis
] : 7 dl = [l 19 =3 1o =1 L9 1 o = o
wivugnuiuuuawaRnagudn Aldandusiasldndnnisuuulauniinias wsizuannis
wuusuaRnIAMNdNIIAgININ
o [ dl v ' | v e s = v
ansetieilinaeliugs drune n. WFuunumndnauasmsseuRuuds wie n. ay

1ala aly yvar ar ar o = 7 ar [l L% ‘4‘ ]
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auauIAliuIe n. neeinlavisaasununld saudnnisuuulawndniiinisiiwuagduuy
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1) nanmsuuulauriinasnadng (Simple Dynamic SoD) unannsi
ganlunumdaundniwmiewiuld usanidnensazgnimmualdiuumuimiisaunum

VA9 D 1A

a g I ,
2) %anm‘a‘l,tmLl,ﬂnuﬁ'muuwug'mm'ae'afamgnﬁ (Object-based SoD)
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3) MANNTULILENMUNAVUNUFIUTaINsU TR (Operational
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SoD) lundnnishaenig iRl svaeunumls Tnaunumngldjumnanuaiulyl
wlinszuaunisuiRnuianduiaianun ellesiuldiyaralayaraniisaiunsg
a e v o < ::' dl - = é’ v
UtiReulsdiiananue deenainanismasanaanantuls
s ' <l & y <l < .
4) MANNTULINLANUUINUUN UG UIRIRNYITIURAR (History-based
SoD) \flundnnisidanisnisufjifiununisiduadned Taaflundnnisiisonannann
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s1iuuNIsAILANNISIINTY ERBACO3

i [l
AnentinusianiildiauagUuuulnaifiwmunsieaingiuuy RBAC tAniFandn ERBACO3

(Enhanced Role-Based Access Control) agtluuulnaiildiiuanaimlnd Tnaldisnas

-] ar :’1 A: n " dl L% a dld '
ANAUTUNAY (Location hierarchy approach) taduayuaIAnsauIalugnilananeg

d' ] o ' e v 2 R = =4
HINAHE 'N"Jﬁﬂ’]‘é‘ﬂ-&ﬂﬂ’]'ﬂﬂu’l‘ﬂ‘ﬂﬂ‘]]?]\igﬂl.mllﬂ’li‘ﬂ']llF']'.Llﬂ’lﬂ’ﬂ’]ﬂ\?LLUUllNUﬂ'WWﬂ‘i‘ﬂ’ﬂ dnI?

v
o

o o o . 3 as nlllslo dl‘ 1 1 Ai =l o =l 1 dl
nuuAsTAUANNLaBATE (Security level) WiiunAuNatisuandnsalaianuamiiandnd
i i q‘- g J ] Iﬂ/ l: o’ (=3 :
1o aldidudeulalunisli@nsuasnisanidndnsresgldsraniuviensusaanuile g9
a & a £ -1 wa &
Aan1sli@nsusznisunidandnsradlitiiluamaniBnuginaesgiuuunisasuannis

v &

a2 o & o o 2w a o °
dihtauuuRasI Mezduannlaeadaililszyndlinanishiansanainseiuanngasily
o o :‘/ ] :/ a oo - LI T ] 2 & a o & ' = =
arauduiiulneuddeatuiluiliduninislidniuasnisani@ndns udazeduieia
nannisimnzansagluuy ERBACO3 1iasannidludndaunilefiifiaadasiunisasuny
nsdfeluszdusrazinataniueu Tnanisarugunisidtfeazudanssusunisiiluans
nazuaung Az 3.1 Jeludauinilailunisianuananssuiigldarunsanszinly Fandn
dun199An1sn1ALANNISIdITN (Access control administration) wazdaunaasazilsing
A v a o 2 = ° A4 v a ave Y = ,
Waiinsldeunanndiadu saudelinsimnualuaygyianuiasa Wiugle Fandn daunis

murgummﬁﬁ\iLan:ﬂ:mmnqﬁﬁmﬁmm (Run-Time access control)

Phase 1 Phase 2
Potential to perform Actual permissions
activities
« 1
Access control Run-time access
administration control
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3.1 n1sienngduuy ERBACO3
| ] ar =l o a A' cg.) )
sUwuuNIsAUANNITIANNY ERBACO3 sesuautl ladinisnmuaeAlsznauinaauae
7619 (Locations) 971% (Job) Wazanutias (Task) TAtMAIMNIEDNANHDIENINILNINDB
BIANT 11UA1F97 229839407 LTus AUNUNNIEDY UTTLNNTBINY UAZINUEIBE
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= o

= v = o a e oA a o = o o
wNede Asiaantsiazidntallsunsudssgnainafasin Wisunulueygynndieg e
J ot i k% ket 1 o o (]
anslunisdfanineansiisieenns gUuuu ERBACO3  Wliuseynaldivasdnsldatiing

ﬁ' -3 o " ° i ar L3 o o
WrnzanuIndadu inszasansdaulnaiiinisiinumnaruininanulussdnssiasiuiange
A nil?i‘ v ] dlr o L7 L o) o o -1 1
Teuluilazdszneudaaaugasquinung e in1sUfiRaueeandnauduiagans
Téaen Taagduuy RBAC ianlilalineazidaasasnisiimualueyyialiiuunuim
o ] A IJ % AJ L) '
daauianags uasialisruumitgduuy ERBACO3 Tuiseensldanulsatinam suuy
ERBACO3 A AmaNiRde119AU (Constraint) iROAINGBINITNINAIBAINAIAN TN

STULABNINRBNANTIBIE LY
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Assignment
RL % I e
JT
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519 3.2 guuy ERBACO3 seaudue (ERBACO3))
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AM9197 3.1 WARNAYINUANANATEUNINS RBAC, fill ERBACO3,

RBAC, ERBACO3,
gl (Users) Al (Users)
UNUN (Roles) UNUIN (Roles)
ﬁé’q (Locations)
414 (Jobs)

nutiag (Tasks)

Tuaym Tuaynym

(Permissions) (Permissions)

Tasdnisninuatisnuangduuureaenans [41] WinuesAdsznauluusazdiuaes

qUuuL ERBACO3 4#ai]
ey 3.1.1: AmiuasAlsznauvas ERBACO3
U A nguaaag L {u,, u,, ..., u )
R AB N{NIBILNUMW {r,, 1y, ..., T}
P Aa nguaasluanen {p,, Py .. P,
L An n@mmﬁ'éh (PN
J AB NGNTBN (i, )y, ..., )}
T AB NguIBUERE {t,, 1, ..., 1.}
U 3.1.2: AmFuAuduius1a9 ERBACO3

UA C U X R #anuduiusiunsiimuaunumbifudldununaiesianans

v
RH C R X R iflusziuassunumGandt arauduunyuam (Role hierarchy)

E
o

FHLLUNANE ABVATL

o

RL C L X R #anuduiuslunisninuaunumldiui
RJ C J X R Hanuduiusiunisiivuanuldiuunuiniuunaefenans
JT C T X J fpnuduiusiunisiivuanutasldivanuuuunanasenane

TP C P X T fianuduiuslunisiiuualuaygialiiuanutdeauuumaiasenane

LH C L x L dluszauresnisadandn arauduiisa (Location hierarchy)

ReN 3.1.3: AMFUMIINIBILNUINARY ERBACO3 MANIANAIN RBAC

1 by
oo o o o o

roles: U'\U LU J U P —> 2" ifluilaridudugdusunguaesld Assuazluaynynliiu

NANVBILNLIN
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roles*: U U L W J U P —> 2" flunisaenaunuimiiesesua s uduaeaumnuim

ar

roles: R —> 2" iluilaridudueg ucﬂunﬁjmmwmwlﬁﬁmﬁmmﬁ;Ta

roles(u) ={r € R|(u,r) € UA}

roles(u)* = {r € R| Gr <), r') € VAL

roles(l) ={r € R|(l,r) € RL}

roles(j)) ={r € R|(j, r) € RJ}

roles(l)* = {r € R| (Ir <)[(I, r') € RL}

roles(j)* = {r € R| dr’ <01, ') € RI]}

wnneuadleNees  roles* azveulfidiudanisdunanunumiiduiusiug ”1'}'1’-7{

d']smfammms:ﬁumqLLazﬁuﬁ’u'Eﬁ’uluwrmmﬁdwmmw@a‘:ﬁuuu
Renw 3.1.4: dmsumihilzesfineres ERBACO3

location(r) ={l € L|(l,r;) € RL}

location(u) = {l € L | Ar e roles(uy)) [(I, ) € RL]}

location(j) = {| € L| (dr € roles(j)) [(I, 1) € RL]}

location(p) ={l € L| (Hr € roles(jobs(tasks(p)))) [(I, r) € RL]}

location(r)* ={l € L | A <90, 'y € rL)}

location(u)* ={l € L|( (dr € roles*(u N [(, 1) € RL]}

location(j)* ={l € L|( (dr € roles* (3] ) € RL]}

location(p)* = {I € L | (Ir € roles*(jobs(tasks(p)))) [(, 1) € RLI}

o A

locations: U U R U J —> 2" ifhwieidududdusunguaesdld unuimuazauliiungs

U

o
PBINFN
v v

locations*: U U R U J —> 2 1funisuenaffaineasaasuaisuduiea

b.

QN 3.1.5: AnFUntinN1e9911199 ERBACO3

'
o ar

jobs: J —> 2" iluiaridudugdusunguaesuliiunguresiutes
jobs*: J —> 2" ifun1srenanuiesesfus A LTULUNL TR NA
jobs(t) = {j € J| (t,)) € JT}

NN 3.1.6: AnFuntinfeeanusiat1ae ERBACO3

'
oo o o o

tasks: T —> 2" iluisriduiugausunguesaudes iiunguaedluayyin

tasks*: T —> 27 1Tun199818911 @985 UR LT ULNUNINUTB NG
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tasks(p) ={t € T| (p,. 1) € TP}
e 3.1.7: dusumiiiaaslueynases ERBACO3

perm: UU R U LU J U T —> 2 fhuilefusugsusunguansdld i aomwd
1 wazutiag iiunguaasluayyn

perm* UL RULUJUT — 2", Lﬂums‘ﬂumﬂluwmﬂmﬁmﬂﬁuﬁ’lﬁu%uwmw
SETIR

perm(u) ={p € P| (Ht € tasks(jobs(roles(u)))) [(p, t) € TP]}

perm(u)* = {p € P| (It € tasks*(jobs*(roles*(u)))) [(p, t) € TP}

perm(l) ={p € P| (3t € tasks(jobs(roles(1)))) [(p, ) € TPI}

perm(j) ={p € P| (3t € tasks(j)) [(p,t) € TP}

perm(l)* ={p € P|(dt € tasks*(jobs*(roles*(1)))) [(p, t) € TP]}

perm(j)* ={p € P|( EIt € tasks*(j)) [(p, 1) € TP]}

3.2 NISTAUAANNANNUSITZUINLAUNN

3.2.1 glanuunum

Tudruusnilafinisninuaunuinidegiduldiudld Inaiiaauduwusiduuuy

waneAanane (many to many relation) deatunsaszydszinnaasdldla 2 Usuian Ae
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3.2.2 IAINUUNUIN
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v
nsnamuaLnUIn AU AN N USULLMAMaAauane (many to many relation)
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’Lummwauuuiﬂlwmmﬂmmﬂm@wmﬂ’aamuﬂﬂmmm:@mn?ﬂmwulfammu

¥ '

AntiufanisliussgingUsraeATe0vAng Faluusinz fisazfinguaasunuimiaziania
' ﬂ.i. t- d' & =l e 9 =l o g

nfanﬁumaqmmuiumﬂﬂmﬂnﬂﬂmuumh \iu Psaingamne siasiivausi lswdidiiv

' g
o

Wanri fiwinaninydresguaFasdu ifusu Teanfau Aguisolunuinuuiga iy

'

nganwlsiauin



34

3.2.3 UNUINNUIY
NMEAMMUANUIARLUNUINHAMUENRUS UL MaNEFaRaIE (many to many relation)
TaeluuAa  UNUINERITNITAIUUAREIN AN NS UR AT F288191E W UNUINAINED

¥ =l

T swelefaaiininilafydduduiin1susznsaaaeun1sliuseaininig Jauinnaau

SufiaauiiAa 914 (Job) Tmuma‘muumummmwa‘umm’nauluumﬂ.,uwmwu@"nnmuum

Tulneasdns Lufaqmmmmu RBAC idnlatinisanvualuayqialdiuunumisenss A4
3

sinl#lsianmnsovenlddrumumi T uuinihfiaausuisseuazlstine Aaiilinns

Avualuayeyaliiuunumldasudou

3.2.4 uUNUUEas

nasiruauten IR A udNRus LU LMANEAauaTt (many to many relation)

Tngautesnuieiinaszidaaasamianuiuliaseuii luglueymyiafiuias 39

] =1 <A i n.r o ] ] 2 -=dl - ol dq" o v =l [l nl

daenfluadiounguaasluaygimiues fsthady wiiinstiaTnydduiy feslauden
v v !

wAe wiFnudayanisiudinienun o Auduinnig agdeesiudnaiu asaaauluaniil

g luada (s

3.2.5 useanuluaymm

dougavinenfluntsinnusaudesiiuluayyiaianduiusuuunatafevane
i v
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AN519N 5.1 WARFBEINIANTIE LT

USERID USER NAME
1 Burin
2 Aradee
3 Bom
4 Pla

p o A¥
F115199 5.2 LLAAIAIBEINANITINNRY

LOCATIONID LOCATION NAME
1 Bangsau
2 Nakornpatom
3 Cat
4 Pompap
A51991 5.3 WARPNFIBEIIANIIIUNLIN
ROLEID ROLE NAME
1 Chief Post Office
2 Accountant
Counter Issuer
4 Office Boy
5 Mail Man
AN5199 5.4 WAASFIDENIFNTIN
JOBID JOB NAME
1 Closing End of Day Account
2 Summarize Financial
3 Issuer the Mail
4 Check Stock
5 Send the Mail
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M1979% 5.5 WAGNFAIRLINANTI9N U BE

TASKID TASK NAME
1 Counting the Money
2 Check the Old Account
3 Record the Revenue and
Expenditure
4 Calculate Summary Account
5 Checking the Mail Address

= o )
19190 5.6 LLﬂﬂQﬂQ'ﬂﬂfNﬂq?quU'ﬂwmqﬂ

PERMID PERMISSION NAME
1 Read Account Record
2 Write Account Record
3 Read the Employee Record
4 Read the Transaction Record

1

v ' v
finsagwsnsaiianuatealdteyasetnlunisandnluniseh 5.7 el

A19197 5.7 uananisagLwmnisadind luguuy ERBACO3

Taulofisdu jadn
AINTALES mnfinaadaufsreedle 5.1.2.1
MafnANTaudTaTas 5.9.09
nsNAIN AL BT 5.1.2.3
MsRNANT AL TR 5.1.2.4
nsiuANuT AL Tesauting 5.1.2.5
mi‘Lﬁummﬁmut’m@ﬂuwnﬁm 5.1.2.6
NMALANNTALE TR aURN 527
SnFutuaesiin aRuA AT U097 A 5.1.2.8
UNLIN nsaUdFLT BT 5.1.2.9
MausFUTUTRIIILY 5.1.2.10
MsaUAIFUTUTBILMLAM 5.1.2.11
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M15199 5.7 Lmmm?m;ﬂLw]msmﬁulugﬂuuu ERBACO3 (68)

Towlofiodu Wada
ANANWUS m?Lﬁuﬂamﬁuﬁuﬁs:udwQ"L‘?J’ﬁ’uwnmm 51.2.12
R AT PO (07 POV BN 1 11 T 5.1.2.13
MaLN AR URLETZ MU 5.1.2.14
MsfuALALTLST IRt e 5.1.2.15
m'nﬁummé’uﬁué’nud’mmuﬂ@aﬁ'uluwcy’m 5.1.2.16
NIIAUANNANNUS 51.217

51.2.1 MeWANANNTALE I ld
nuua g ldaasauiiaoudaudaiy Tae1igl4%e Burin iU Aradee Tadiguuuunig

[

AMAAARTAYY (U, u,) € CU dauArdalunisiindeyalunisa CU Aa
INSERT INTO CU VALUES(1, 2);
visnine§ “custatafter_trig"  azmsradauAndaudidnlegudavield Faninines

¥

NINNAAZABNUULATNEANATANANIBLNA 4 Nadsznig Sadladudaudagudaazians
9 = =
PYAAINHNANAIAAD
ORA-20212: Cannot insert user conflict - the user conflict already exists.
ORA-06512: at "ERBACO03.CUSTATAFTER_TRIG", line 49
ORA-04088: error during execution of trigger 'ERBACO3.CUSTATAFTER_TRIG'
& = o ro= yd'd o oo 4 o v o [ dl
n'm'a‘nLn@?mmfaa@mma’lwumwﬁuwuﬁnuuwmmmmumnu’agn@u BAZIHE
wenensvin W liisaesdaudaiu visninefazuanadamnuiianainae
ORA-20211: Cannot insert user conflict - both users are already associated to conflicting
roles.
ORA-06512: at "ERBACO3.CUSTATAFTER_TRIG", line 43
ORA-04088: error during execution of trigger 'ERBAC03.CUSTATAFTER_TRIG'
=4 r:‘/ dy nl [ 3 i 14
UBNIUUDINNINRANITIYNABIY @:ﬂ’lmmmumﬁwﬂmtﬂ\ﬁzmw;ﬂ‘ﬂm
- as [ S &
5.1.2.2 NIFINNANUALLENUBIVIAY
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nuua Linssesniaudaudaiu Inaldinsde Nakormpatom iU Cat Fedigiuuy

o

NWAAANGATAIN (I, ) € CL dauadalunisiindayalunisa CL Ae

INSERT INTO CL VALUES(2, 3);
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visnine{ “ctstatafter_trig” arnaasuandaudadnfiagudonseli driinondaue
aguarazuanifanutianainse
ORA-20226: Cannot insert location conflict - the location conflict already exists.
ORA-06512: at "ERBACO3.CLSTATAFTER_TRIG", line 60
ORA-04088: error during execution of trigger 'ERBACO3.CLSTATAFTER_TRIG'
c’h‘n“snLnaﬁ‘mm@mudwﬁﬁﬁ%aﬁ'ﬁmmﬁuﬁuﬁﬁ’uwmwﬁ‘i‘fmuﬁqﬁ'uﬂgjri@u waziile
wengnu IR aaadaudai vininesazuanidennuiananaie
ORA-20225: Cannot insert location conflict - both locations are already associated to
conflicting roles.
ORA-06512: at "ERBACO3.CLSTATAFTER_TRIG", line 54
ORA-04088: error during execution of trigger 'ERBACO3.CLSTATAFTER_TRIG'

wanmilaananisniiaaesil ararmnsainanudauaszndnahaals

5.1.2.3 NI5LAN AN ALEIURIUNLIN

Aruualiunumasaniacudaudanu Inaldunuinda Chief Post Office Ay

v
o =i

Accountant dsfiguunmepdinrnansasil (r, r,) € CR daumndaluninifindeyalunss
CR A8
INSERT INTO CR VALUES(1, 2);

visninas “crstatafter_trig” armsvaasuaudaudadnfiagudovialy drilmnudaud
DEUAIRUAMITDANNIANRIAAD
ORA-20210: Cannot insert role conflict - the role conflict already exists.
ORA-06512: at "ERBACO3.CRSTATAFTER_TRIG", line 60
ORA-04088: error during execution of trigger 'ERBAC03.CRSTATAFTER_TRIG'

senvninesaznmasauditaasunmimudounilludr sudureaununnideain
visnld 413 visninafazuamsdamiudanainma
ORA-20208: Cannot insert role conflict - both roles are already part of a role network.
ORA-06512: at "ERBACO3.CRSTATAFTER_TRIG", line 24
ORA-04088: error during execution of trigger 'ERBACO3.CRSTATAFTER_TRIG'
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ORA-20209: Cannot insert role conflict - both roles are already associated to conflicting

users.
ORA-06512: at "ERBACO3.CRSTATAFTER_TRIG", line 54
ORA-04088: error during execution of trigger 'ERBACO3.CRSTATAFTER_TRIG'

v i 1
wanwmilaanmanisainigesii azamnsoiinaNdaudaszndnsunumnla

5.1.2.4 NSINN AN ALEITDINY

Anuasaatinsuidaudaiune 1w Closing End of Day Account Tauganuanu

g o

Summarize Financial Wa£a11 Check Stock Tmaﬁgﬂumumqmﬁmmﬂmmaﬁﬁ@ G, J,) €
cJ i, j,) € CJ frdaiiFlunnsfinaesunaiiie

INSERT INTO CJ VALUES(1, 2);

INSERT INTO CJ VALUES(1, 4);

1 = [

Fuuanyianines “cjstatafter_trig” armzaaaauANdaudednfagudonsell sennas
AFIadaUANNANRUTIEuIaiuunuImlan drfivsela dai vininefazuansdeniny
NANAIAAD
ORA-20221: Cannot insert job conflict - one or more of the associated roles of the two
jobs are not conflicting.

ORA-06512: at "ERBACO3.CJSTATAFTER_TRIG", line 47

ORA-04088: error during execution of trigger 'ERBAC03.CJSTATAFTER_TRIG'
dnlufiauduiusssudnaunuinas iRsaagauA NN AU TEnd9uiLeutY

davisald Gl vininefazuamedannuianannpe

ORA-20222: Cannot insert job conflict - one or more of the associated tasks of the two

tasks are not conflicting.

ORA-06512: at "ERBACO03.CJSTATAFTER_TRIG", line 73

ORA-04088: error during execution of trigger 'ERBAC03.CJSTATAFTER_TRIG'

v v U
waniiaanpnisnineaasii azaunsoinaudaudeseudnaauls

5.1.2.5 NITEANAMNUALEITDINULDE

v e

Muuaflet1uteeAdaudaiuAe 1% utiee Counting the Money Tauganuenu
tiael Record the Revenue and Expenditure TotifigduuunnsaiinAanidaiiae (t, t,) €

CT mMAINIT N s Naasuna A
INSERT INTO CT VALUES(1, 3);
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duwsnNININges “ctstatafter_trig” AzmeaageuANdauddndiaguaavsall Aenias
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RIaaaUANANRLSTznINutauiuule drividely d1i vininefazuansdenany
AANATAAD
ORA-20217: Cannot insert task conflict - one or more of the associated jobs of the two
tasks are not conflicting.
ORA-06512: at "ERBACO3.CTSTATAFTER_TRIG", line 47
ORA-04088: error during execution of trigger 'ERBACO3.CTSTATAFTER_TRIG'

g ldfiannuduiussendnanuaaldnraasuauduiusssndnautan iy
luayguedniizali dil visninefazuamsdamnuianainde
ORA-20218: Cannot insert task conflict - one or more of the associated perms of the two
tasks are not conflicting.
ORA-06512: at "ERBACO3.CTSTATAFTER_TRIG", line 73
ORA-04088: error during execution of trigger 'ERBACO3.CTSTATAFTER_TRIG'

uaNMBaINMANITaiiIaesil azaiunsaiinaNduisendrautonld

5.1.2.6 NIsNANNIALEIIRIlUAYLIA

Avuasaatluayyandaudsiuae MWluayyin Read Account Record daudariu

& o/

luayeym Write Account Record TatiiiguuuumnvatinAans siffie (b, p,) € CP Adad
Hlunnsfingeauniiiie
INSERT INTO CP VALUES(1, 2);

duusnvidnines “cpstatafier_trig” azmsaageuanndautiinlegudavield deunas
nsvageuANduiuissndsluayyiaiueuteslng dalivsely diivininaiazuand
daANNAANAIARD
ORA-20214: Cannot insert permission conflict - one or more of the associated tasks of
the two permissions are not conflicting.
ORA-06512: at "ERBACO3.CPSTATAFTER_TRIG", line 47
ORA-04088: error during execution of trigger 'ERBAC03.CPSTATAFTER_TRIG'
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ORA-20227: Cannot delete role conflict - the roles form part of associations to locations
or jobs that will become invalid if the role conflict is deleted.

ORA-06512: at "ERBACO03.DCRSTATAFTER_TRIG", line 90

ORA-04088: error during execution of trigger 'ERBACO3.DCRSTATAFTER_TRIG'

o

v
o v or - 3 A 1 o ar o
druni1saumud AL are e azaulgifadaldidaudaug e udNius iy
AT ALENTDIUEIBE UABIHANNANNUSTY VENINaFAzuanITanI Nl ANAIAAR
ORA-20228: Cannot delete job conflict - the jobs form part of associations to tasks that

will become invalid if the job conflict is deleted.
ORA-06512: at "ERBACO3.DCJSTATAFTER_TRIG", line 40
ORA-04088: error during execution of trigger 'ERBAC03.DCJSTATAFTER_TRIG'
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gavneniunsauanudaudiaasauden azaulafdemaliianudaudaresutes
duiusiuanudauderasanu urdnianuduiusiu vininafasuansdaniudanainaa
ORA-20229: Cannot delete task conflict - the tasks form part of associations to
permissions that will become invalid if the task conflict is deleted.
ORA-06512: at "ERBACO03.DCTSTATAFTER_TRIG", line 40
ORA-04088: error during execution of trigger 'ERBACO3.DCTSTATAFTER_TRIG'

a o o & oS &
5.1.2.8 NITWANRIAUTULIDINAY
8 ] v v [} v [ 7 ]
duusnlunisiinansduduaaanssasnmuataliiuasuduaasnmanew Inennle

[} 1 v v
A137971%8 “Locationnet” @9lusaae19tliINuATas 1 ALTUIINAI91 “ThailandPost”  WAZ

] i 2 U
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aziinnsiuuasialiiudetdoy desvatiazldlunisenesdedausunisiiunaadn lulua sy
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Turenfimnaf lnaiiardalunisiunndayaaslunisasiail

INSERT INTO LOCATIONNET VALUES(1, ‘ThailandPost’);
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NAIRRUTIUNAATNUTN (Root location) wazdgnisnanumaaznszniiagldardnaliiuns
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INSERT INTO LH VALUES(1, null, 3);
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ORA-20236: Cannot insert location into location network - root location already exists for

the particular location network.
ORA-06512: at "ERBACO3.LHSTATAFTER_TRIG", line 42
ORA-04088: error during execution of trigger 'ERBACO3.LHSTATAFTER_TRIG'
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d . 4% 2 X . 4 . i )
NEINALIANADAINNAIUTNENT N1Ua L un “Nakornpatom”  @ansennlaalAnga

o

Ko
INSERT INTO LH VALUES(1, 3, 2):
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INSERT INTO LH VALUES(1, 1, 2);

v3nineazuanideranafianan atuiuifal

ORA-20238: Cannot insert location into location network - the parent location is not an

existing child location.

ORA-06512: at "ERBACO3.LHSTATAFTER_TRIG", line 87

ORA-04088: error during execution of trigger 'ERBACO3.LHSTATAFTER_TRIG'
siaanntuvEnInefnnsdnedaunudioundu (Circular reference) dnfisiselal dnflazuana

HapuRaNaIAGail

ORA-20239: Cannot insert location into location network - it will cause a circular

reference to occur.

ORA-06512: at "ERBACO3.LHSTATAFTER_TRIG", line 94

ORA-04088: error during execution of trigger 'ERBACO3.LHSTATAFTER_TRIG'
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ORA-20237: Cannot insert location into location network — conflicting location(s) are
already present in the location network.
ORA-06512: at "ERBACO3.LHSTATAFTER_TRIG", line 81
ORA-04088: error during execution of trigger 'ERBACO3.LHSTATAFTER_TRIG'
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DELETE FROM LH WHERE LPARENTID IS NULL AND LOCATIONNETID = 1 AND

LCHILDID = 3;
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ORA-20241: Cannot delete location association - children associations already exist for

the location been deleted.
ORA-06512: at "ERBACO3.DLHSTATAFTER_TRIG", line 17
ORA-04088: error during execution of trigger 'ERBACO3.DLHSTATAFTER_TRIG'
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5.1.2.10 NISMANAIALTULDILNUN
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ORA-20217: Cannot insert role into role network - root role already exists for the

particular role network.

ORA-06512: at "ERBACO3.RHSTATAFTER_TRIG", line 42

ORA-04088: error during execution of trigger 'ERBACO3.RHSTATAFTER_TRIG'
ﬁ@mlﬁ’mm%@nummmﬂ@ﬁqzﬁnmﬁ'wﬂ’mﬁﬂfhLﬂumwﬁwméﬂoﬁ'u%’wmuwmw

visell uazumumwartuanfuumumgnannewdelidan frunumedalildgniamua

¥ ludnfufugesumunm vininefazuanidonuiana st fas

ORA-20233: Cannot insert role into role network - the parent role is not an existing child

role.

ORA-06512: at "ERBACO3.RHSTATAFTER_TRIG", line 87

ORA-04088: error during execution of trigger 'ERBACO3.RHSTATAFTER_TRIG'
siaaniuyEninesnnsdnadaundeundu (Circular reference) dnividald driazuans

Fonnufananagall

ORA-20234: Cannot insert role into role network - it will cause a circular reference to

occur.

ORA-06512: at "ERBACO03.RHSTATAFTER_TRIG", line 94

ORA-04088: error during execution of trigger 'ERBAC03.RHSTATAFTER_TRIG'
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ORA-20232: Cannot insert role into role network - conflicting role(s) are already present
in the role network.
ORA-06512: at "ERBAC03.RHSTATAFTER_TRIG", line 81

ORA-04088: error during execution of trigger 'ERBAC0O3.RHSTATAFTER_TRIG'

o s &
5.1.2.11 NMFAUAIAUTUABRIUNUIN

¥ W

1 F0an19aUUNUANBRNAINAN AT UIBILINLAN V3nneF "drhstatafter_trig” A%
psrageuirumuminzauiulifiunumgnd e ldiusaTesluddufure L B9
Fensziinmdasanelyil
DELETE FROM RH WHERE PARENTID IS NULL AND ROLENETID = 1 AND
CHILDID = 3;

RUUAAITAAINNRANAIAAIT
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ORA-20240: Cannot delete role association - children associations already exist for the
role been deleted.
ORA-06512: at "ERBACO3.DRHSTATAFTER_TRIG", line 17
ORA-04088: error during execution of trigger 'ERBACO3.DRHSTATAFTER_TRIG'
Flsiftumuminsusedludduduseasumunias fianunsoauiadndufuassumun
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5.1.2.12 matnANNANRUssEundnegldiuunum

NNUARAILINIAIRNT19N 5.8 Aasalili
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Burin Chief Post Office

Aradee Accountant

gldduRusiuunumgnunudaeguuunaadinaaniae (u, r) € UA Tneildndalu
ﬂﬂ?LﬁNﬂT@Nﬂ@ﬁQ'ﬂ
ArdannstnuunlFEd “Burin” 1dFuumum “Chief Post Office”
INSERT INTO UA VALUES(1, 1);
Ardanariamualsidld “Aradee” 16FuLMLAM “Accountant”

INSERT INTO UA VALUES(2, 2);
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ORA-20202: Cannot insert user to role association - a conflicting user is already

associated to a conflicting role.

ORA-06512: at "ERBACO3.UASTATAFTER_TRIG", line 72

ORA-04088: error during execution of trigger 'ERBACO03.UASTATAFTER_TRIG'
fanm‘mumm:ﬂﬂﬂmmuwmmm LLﬂvum?muumummﬂmmu.mnuuwmw '”i."n’&u

Tgi5uan m‘mﬂm‘@:uﬂm%mmwammmdu

ORA-20201: Cannot insert user to role association because user is being conflict

ORA-06512: at "ERBACO3.UASTATAFTER_TRIG", line 55

ORA-04088: error during execution of trigger 'ERBAC03.UASTATAFTER_TRIG'

a ar i A
51.2.13 n’l'a‘LWNﬁ?ﬁﬂﬁﬂﬂﬂéi‘t“’ﬂﬁﬂﬂﬂﬂﬂﬂﬂﬁﬂﬂ

o o ] ar 4‘ o ] &
AUUARLALNNAIA13199 5.9 Aasallil

v
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M197199 5.9 LLAAN ﬁi'J@tI'Nﬂ'lﬁ‘ﬂ’]ﬂuﬂﬂQ’]Nﬁ’NWUﬁ-ﬁ‘ZﬂQW\IﬁﬂQ NUUnuUIM
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e UnuIn

Cat Chief Post Office

Nakornpatom | Accountant

Psaduiusiuunumgnunudaasuuunsadnamaniae (, r) € RL tnadAdaly

nsiiindaxadiail
Ardannarmualununm “Chief Post Office” aunslfuRung fifia Cat &
INSERT INTO RL VALUES(3, 1);
Adannstnuunlsiunuam "Accountant"mm‘a‘ﬂﬂﬁﬁﬁmuﬁﬁﬁd Nakornpatom 1
INSERT INTO RL VALUES(2, 2);
nsfindeyaiiaziivininesaeunsanauniugniasiedi “ristatafter trig"tnem3n

ra’l’ 3 = J 9 =3 Ailcdl ::o dl 2 o Y e ni ]
NATUACUAAITDAMMUNANAIATUOINALURNITUNNAINY mumgnmuumlunuwmwiu
or ¥ e o bdl l‘z’ m o W [ v o ] dl :‘, ]
Tauglanu 11y Auualinfg “Cat” v “Nakornpatom”  daudaiu Taaluusarhfasig
o L o :’w dl | et 9 e d‘ i o ;7 b = nil
Auualinuunuamiaaaan idaudaiueae deldanuisanszinls Tnadenautianaian
WARIAD
ORA-20203: Cannot insert location to role association - a conflicting location must be

assigned to a conflicting role.
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ORA-06512: at "ERBACO3.RLSTATAFTER_TRIG", line 49
ORA-04088: error during execution of trigger 'ERBACO3.RLSTATAFTER_TRIG'

5.1.2.14 NISMANAMNFNNUSTEUINIUNULNLIN

AWUARIBLNIAIA13199 5.10 Aamaliil

=l o ' [3 o ] o
F1979% 5.10 LLAANFIDLNY ﬂ'}ﬁ'ﬂ’]'ﬁuﬂﬂ'}’]Nﬁﬂwuﬁ?:ﬂquQquﬂUUﬂUqﬂ

47U Unun

Closing End of Day Account Chief Post Office

Summarize Financial
Accountant

Check Stock

MuANRUSTLUNLUIMgNUNAaEgUuLLNaAtinAaniAe (, r) € RJ TnadiAndalu

1

nafindayasail
Andannsinuualiiunuam “Chief Post Office’ TaufisufinTeuns “Closing End of
Day Account”
INSERT INTO RL VALUES(1, 1);
Ardannasnmualunun “Accountant’ SaufisuliaTeuRe “Summarize Financial®
Al “Check Stock”
INSERT INTO RL VALUES(2, 2);
INSERT INTO RL VALUES(4, 2);
ﬂqi‘LﬁN‘}f@Nu@ﬁ'ﬁxﬁﬂ?‘ﬂmﬂi‘:ﬂ’aﬂﬁli‘f)’w‘lﬁﬂ‘l_lﬂ’l’mQﬂﬁ@\ﬂ%'ﬂﬂ"] “ristatafter_trig"laeanan
mfasfi":'a:mm'ﬁ’ﬂmmﬁmwmm’ﬁzjuﬁﬁLﬁmmﬁlmﬁ‘ﬂiﬁmuﬁ'ﬂ’muﬁegnﬁwum'tﬁﬁuuwmwﬁhi
Faudfaru Felsianunsonssinlé Tnedemnuiiananiiuansie
ORA-20204: Cannot insert job to role association - a conflicting job must be assigned to
a conflicting role.
ORA-06512: at "ERBACO3.RIJSTATAFTER_TRIG", line 48
ORA-04088: error during execution of trigger 'ERBAC03.RJSTATAFTER_TRIG'
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Jueiae 94U

Counting the Money Closing End of Day Account

Check the Old Account

Record the Revenue and Expenditure | Summarize Financial

Calculate Summary Account

nudesduRusivnugnunusiisgluuunatinmanida (1, j) € JT Toeiiddalu
nfm'?v'm’fmdﬂﬁaﬁ

A&annsiamualiann “Closing End of Day Account’ fisnaziduanisniauie
“Counting the Money"

INSERT INTO JT VALUES(1, 1);

Adannstaamualiian “Summarize Financial” fisnaazi@unnisvinauie “Check the
Old Account” iU “Record the Revenue and Expenditure” WA “Calculate Summary
Account”

INSERT INTO JT VALUES(2, 2);

INSERT INTO JT VALUES(3, 2);

INSERT INTO JT VALUES(4, 2);

mﬁ‘tﬁu%uﬁﬂ@xﬁﬂnmmfﬂaamm%@ummgnﬁm%dﬂ “jtstatafter_trig"laeinsn

mm‘ﬁ@:uﬂma%’@mwﬁmwmm’%uﬁmﬁﬂmm.nqsniﬁmusiﬂﬂ'?iﬁmuﬁqgnﬁwumlﬁﬁ’mmﬁhj
Taudfatu Felianansanssinld Tnedenuianaiaiuansie
ORA-20205: Cannot insert task to job association - a conflicting task must be assigned
to a conflicting job.
ORA-06512; at "ERBACO3.JTSTATAFTER_TRIG", line 48
ORA-04088: error during execution of trigger 'ERBAC03.JTSTATAFTER_TRIG'
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Read the Transaction Record Counting the Money

Read Account Record

Record the Revenue and Expenditure
Write Account Record

Tueyg aduRuiiuudesgnunudasg uuuneadnamaniae (p, t) € TP Tnad
Ardalunsifadayadal
Ardannafauualdianuges “Counting the Money’ #luayqnie “Read  the
Transaction Record”
INSERT INTO TP VALUES(4, 1);
Andansinmualfanutien "Record the Revenue and Expenditure” Hluayayinfe
“Read Account Record” i1l “Write Account Record”
INSERT INTO TP VALUES(1, 3);
INSERT INTO TP VALUES(2, 3);

b
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ORA-20206: Cannot insert permission to task association - a conflicting permission must
be assigned to a conflicting task.

ORA-06512: at "ERBACO3.TPSTATAFTER_TRIG", line 48

ORA-04088: error during execution of trigger 'ERBACO3. TPSTATAFTER_TRIG'
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#* Oracle SQL*Plus

Eile Edit Search Options Help

SQL*Plus: Release 8.1.6.0.0 - Production on a. s.n.
(c) Copyright 1999 Oracle Corporation.

HCunnected to:

Oracle8i Release 8.1.6.0.0 - Production
JServer Release 8.1.6.0.0 - Production

SQL> audit connect;

Audit succeeded.

SqQL>

)

27 20:54:93 2003

All rights reserved.

R

M

< ar ' ° e ; -
3U% 6.1 ugnsseeaNIsiIMIuAAIdI8 AN

:’d H 7 :J =3 1 k%3 | 1
Tumeuil 3 amaneudayaniivldlaegainansa AuDs AEIGLE “sys” uidraeset)

A o o
aldfaatradayaiinisai 6.2

d o 1 a - =3 [y
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IH1uuy RBAC

TIMESTAMP# USERID ROLEID TERMINAL LOGOFF$TIME

19/3/2004 10:26 | burin ROAPRD | WRKDBA_01 19/3/2004 10:26
19/3/2004 10:31 | SYSTEM SYS SVRCAGC_02 19/3/2004 10:31
19/3/2004 10:33 | dtpadmin ROAPRD | SVRCCPS_03 19/3/2004 10:33
19/3/2004 10:33 | dtpadmin ROAPRD | SVRCCPS_01 19/3/2004 10:33
19/3/2004 10:35 | Administrator | MOUSR WRKCDES_03 23/3/2004 8:58
19/3/2004 10:35 | Administrator | MOUSR WRKCDES_03 23/3/2004 8:58
19/3/2004 10:35 | SYSTEM ROSSRPT | WRKCSMS_02 | 19/3/2004 10:35
19/3/2004 10:35 | Zintoo ROAPRD | ZINTOOXP 19/3/2004 10:36
19/3/2004 10:38 | anan ROAPRD | WRKDBA_02 19/3/2004 10:39
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IuAsvetoyaignana
e (1)
1IUATIveToyaNINLA

FagazANgNRBdTaItaya =

1 v
- g ar =

iasangudiayaaesndaliinisldsluuu RBAC agjuda deyaiifuuniaund
aransaunFeuifisuiugluuy ERBACO3  Iéviud antiulinasessaedinisees

gduuu ERBACO3  Tnaanyfdnliiindeysiaintasnaufiamesaalunia Locations

U

-]

Gouesukamaursianitedain uazimualiwineunungrudeyaiiandldunuan
"ROAPRD” #oe gavinelildddainafaueaileinmundiunuim "ROAPRD” fan3147
Intha fii

INSERT INTO RL VALUES(1, 1);

INSERT INTO RL VALUES(2, 1);

INSERT INTO RL VALUES(3, 1);

INSERT INTO RL VALUES(4, 1);

INSERT INTO RL VALUES(5, 1);
Lﬁ@'lé’ﬁmumﬂi’fm;laﬂ:mLLﬁqlﬁmsqqaﬂuﬁﬂHauﬁaqwnmsﬁan%ummcﬂ%’dmmﬁwﬁwﬁ

AfvualumantasgLuuy ERBACO3 vieli fagiil 6.2
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6.1.2 ABNTNARBIANYAFIUNSIANANNYNABIURITEYA

iaaangduuy RBAC  finmssuuanguidetieduliudlaldreyfeiznasialy

UJIR Asfidnddounaiou 39] I lJUfR uazaiutsariagluuy ERBACO3 w1

P av & Cyrd Y -1
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- 1ATIARNRIAET 1 AFeUsEnausdng 1 CPU m9MM39 450 MHz. RAM 128 MB.
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- 1498019983 Perelson 1nufFauiiieuiugiuuy ERBACO3 i1z Perelson linaaas

sUuuy RBAC 13atjudn
Loaye o w & w1
nniuliiinsvinmaseaiuivaegliuusasa i

v 9
ANYALNLIN "ROAPRD” AULMuAm “GLINT” dautiai TagRansnnduneumail

a o

Fumeudt 1 fealiffununmisaeseluszus WRniddaeafiueadail
INSERT INTO ROLES VALUES(1, ‘ROAPRD’);
INSERT INTO ROLES VALUES(2, 'GLINT"):;

Fumeud 2 frsmsumumlidaudamlnefaisdaeafoueassil

INSERT INTO CR VALUES(1, 2);

o

dumaun 3 AMuuaunumisasaldiiugld “Burin” InsRnWAIdaeaRIwaafall
INSERT INTO UA VALUES(1, 1);
INSERT INTO UA VALUES(2, 1);

6.1.3 36N19NARBINITUIIRINITHINGIY
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Q’ é‘ 1 1 L el 1 = ] o
quu’m‘lluﬂ')'lgﬂl,mu RBAC 'J"Iﬂq?ﬂ{lumluuﬁlﬂ:ﬁﬂ@ﬂ??uﬁﬂqquLLﬂﬂfﬂqQnum’]ﬂlﬁﬂ\ﬂlﬂ

wazdpnmunzanviell duandunisfumaazidaadeyalunisiimuanianaan

2]

1 1 v v
fuiarauiannaielinseaneundugnaaslueesnisitnuatug nvadaliduaniy
ANNdARuIasaInAantih i luusasunumdae

] £ 1 v v
111897038019 NAR@NE TR UINEaT INTzastiun1IAaedtaznssinlatnI9dU

[

3 ' v
wansUriRnuraiadianssufail

- nsdmnInasNaLMNneAnshidag RN LR ldud

- mﬂﬂﬂﬂuﬂmmmﬁﬂ% e

nsaseang luur e A

U U

ANSEUNANAYS

Le

annuwandenlunN1IMAReITfal

- ireanenames 1 waealsznaudag 1 CPU A1NLEY 450 MHz. RAM 128 MB.
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Awuaunumdnug i GeuFaeudn s
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Zhe

N

SET TIME ON

dl © L ; o U 3 v d}' 1 o
Luﬂﬂﬁzﬂﬁﬂﬁﬁhﬂdﬂﬂﬁquﬂdhhuﬂiuﬁquﬂﬂgﬂqzuﬁﬂdﬂﬁﬂﬂuhﬂﬂﬁﬂﬂ?@ﬂﬂﬁyJ63

# Oracle SQL*Plus
File Edit Search Options Help

SQL=*Plus: Release 8.1.6.8.8 - Production on a. s.n. 27 28:58:12 2883
{c) Copyright 1999 Oracle Corporation. All rights reserved.
Connected to:

Oracle8i Release 8.1.6.0.0 - Production

JServer Release 8.1.6.8.8 - Production

SQL> set time on
20:50:16 SQL> |

&3] ] ) T

d 1% ] :: o
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m i ¥ P - - 6 & & alu .1
matindeyaililunimeseseaniinlusudlding s1in Gefldayafil
UNLIN “ROAPRD” Huvinfimufuiingaumail
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* douuiadeyanigunsalsenig
anuazBuaamaituualneulnetesding dumaaesnisainedniugl
WitudldRderinu amnsnudasasgudeyanesgluuy RBAC uay ERBACO3 1dmu

AdateaAnueadsiuneusl

Tunewi 1 ﬁw%‘uv‘fmmgﬂLLUU'Lﬁﬁmmwl’Tmia’umummmﬁ'Lﬁu%udﬂﬂ@%iLL&’W‘%@”[&J
Endalaid! WA

INSERT INTO ROLES VALUES(1, “ROAPRD");

Tuneui 2 \nnzgUuin ERBACO3 WiRansousaziBaauiinianua dedriinag
Svusluaiionun Winvidde
INSERT INTO JOBS VALUES(1, “Define privilege for employee"):
INSERT INTO JOBS VALUES(2, “Transfer data from post office to EMS”);
INSERT INTO JOBS VALUES(3, “Change database structure”);
INSERT INTO JOBS VALUES(4, "Backup and recovery EMS database”);

Tumeudi 3 wnazgUlun ERBACO3 WRansnnanudesiamua Sedniinisinuunia
yranun WA
INSERT INTO TASKS VALUES(1, “Check the employee's name”);
INSERT INTO TASKS VALUES(2, “Check the role’s name”);
INSERT INTO TASKS VALUES(3, “Add privilege to employee”);
INSERT INTO TASKS VALUES(4, “Check data accuracy from post office”);
INSERT INTO TASKS VALUES(5, “Check the post office’s name”):
INSERT INTO TASKS VALUES(6, “Record data to database separate by EMS table”);
INSERT INTO TASKS VALUES(7, “Check database log");
INSERT INTO TASKS VALUES(8, “Edit system parameter");
INSERT INTO TASKS VALUES(9, “Check hard disk's free space”);
INSERT INTO TASKS VALUES(10, “Check EMS problem"):
INSERT INTO TASKS VALUES(11, “Backup EMS database”);
INSERT INTO TASKS VALUES(12, “Record the backup file to media"):

Funeni 4 ﬁwﬁ*uﬁ"\mmgﬂLLuuﬁmsmﬂumg.rmmﬁwum Fandinnsinmualusivanan
ViR
INSERT INTO PERMS VALUES(1, “Read employee table”);
INSERT INTO PERMS VALUES(2, “Read roles table”);
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INSERT INTO PERMS VALUES(3, “Write any ERBACO3 table”):
INSERT INTO PERMS VALUES(4, “Read EOD_HSTRY table”);
INSERT INTO PERMS VALUES(5, “Read EOP_HSTRY table”);
INSERT INTO PERMS VALUES(6, “Read transaction table”):
INSERT INTO PERMS VALUES(7, “Read locations table”):
INSERT INTO PERMS VALUES(8, “read LH table™);
INSERT INTO PERMS VALUES(9, “Write any EMS table”);
INSERT INTO PERMS VALUES(10, “Read view VSLOG_HISTORY"):
INSERT INTO PERMS VALUES(11, “Write file");
INSERT INTO PERMS VALUES(12, “Read file");
INSERT INTO PERMS VALUES(13, “Read view VSRECOVERY_LOG");
INSERT INTO PERMS VALUES(14, “Read view V$INSTANCE_RECOVERY");
INSERT INTO PERMS VALUES(15, “Execute backup program”);
INSERT INTO PERMS VALUES(16, “Write file to media”);
Tupaud 5 nzguuy ERBACO3  Tinmummiudnwusseudnelusygiaiey
sioe TR
INSERT INTO TP VALUES(1, 1);
INSERT INTO TP VALUES(2, 2);
INSERT INTO TP VALUES(3, 3):
INSERT INTO TP VALUES(4, 4):
INSERT INTO TP VALUES(S, 4):
INSERT INTO TP VALUES(S, 4);
INSERT INTO TP VALUES(7, 5):
INSERT INTO TP VALUES(S, 5):
INSERT INTO TP VALUES(9, 6);
INSERT INTO TP VALUES(10, 7);
INSERT INTO TP VALUES(11, 8);
INSERT INTO TP VALUES(12, 9);
INSERT INTO TP VALUES(13, 10);
INSERT INTO TP VALUES(14, 10);
INSERT INTO TP VALUES(15, 11);
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INSERT INTO TP VALUES(16, 12);
Tuneudi 6 anizgluuL ERBACO3 Winmummuduwussendnanudeaiuau 1
RaniAnda
INSERT INTO JT VALUES(1, 1);
INSERT INTO JT VALUES(2, 1);
INSERT INTO JT VALUES(3, 1);
INSERT INTO JT VALUES(4, 2);
INSERT INTO JT VALUES(5, 2);
INSERT INTO JT VALUES(8, 2);
INSERT INTO JT VALUES(7, 3);
INSERT INTO JT VALUES(S, 3);
INSERT INTO JT VALUES(9, 4);
INSERT INTO JT VALUES(10, 4);
INSERT INTO JT VALUES(11, 4);
INSERT INTO JT VALUES(12, 4);
Tunewd 7 awzgluuy ERBACO3 Winvuaauduiusszudnsauiuunum 1
AasiAnd
INSERT INTO RJ VALUES(1, 1);
INSERT INTO RJ VALUES(2, 1);
INSERT INTO RJ VALUES(3, 1);
INSERT INTO RJ VALUES(4, 1);
Tumeudi 8 Wwnizgluuy RBAC Winmunaauduiusseudnelusyyiaiuumuam 1
Ranvidnda
INSERT INTO PA VALUES(1, 1);
INSERT INTO PA VALUES(2, 1);
INSERT INTO PA VALUES(3, 1):
INSERT INTO PA VALUES(4, 1);
INSERT INTO PA VALUES(5, 1);
INSERT INTO PA VALUES(S, 1);
INSERT INTO PA VALUES(7, 1);
INSERT INTO PA VALUES(8, 1);
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INSERT INTO PA VALUES(9, 1);
INSERT INTO PA VALUES(10, 1);
INSERT INTO PA VALUES(11, 1);
INSERT INTO PA VALUES(12, 1);
INSERT INTO PA VALUES(13, 1);
INSERT INTO PA VALUES(14, 1);
INSERT INTO PA VALUES(15, 1);
INSERT INTO PA VALUES(16, 1);
19 i t%
Tumeun 9 dwfunssesguuuldinunmnuduiussndnadldiuunum ae
AuuaLumu M WU LEe “Burin® 3anuum 1D windu 1 WRNHAE
INSERT INTO UA VALUES(1, 1):
a1n 9 Tumawianumil gUuuy RBAC aznszitanizdunauil 1, 4, 8 uay 9 Wiy
daugtliuy ERBACO3 vinlamizdunew 1-7 uay 9 iefinmsivuaasuanysaluds aznsu
. ! 1S ] v
dananildismualunisiuuaunumnilbisudldisegAneiasasguuy
o Yy a  a - o a P
ansetdmuiunimaasaiesianssuAaamigu faduianssuiiay dou
= dll ct' =y alaa] =4
NanssnawT] Mndaeasiidsn1masedia
= Al a e :', ' - 3 = ° v o v a &
- NAnITun 1 aziiAuvaswAn s lTautansiueunumdinugldauaiaau
- HANITudl 2 AZBRNAUNAAIUANTIRNYTRAL 91U 9utat) wraluaum wiau
AnuuaauduRus ludnaa Willanugnsies warduganisdunaiauianisiivue
ANNANAUTIATARULAD
- dl al ar 5 1 v v 4‘ L | 4 : =l
- NANFINN 4 AzFNAUARIUANIIaLTRYAL I Faana1Nm1319 TailinesAdaiRen
nsdunamiauaiiazlisoniunaAnlunsiuwAidssesiFnednnisssuny usiay
Hunariildannisddindseafaueaiianisfonliudnsggiudeyamintu daananitls
AnnsUuBnanssuianun wAszAanssn hinunmsaedgetinsdtelunisdimua iy

dlireau e Wlduadnsaaantmaanail

6.2 WHAaN1SNAKDY

6.2.1 uﬂmsﬂmamﬁuqﬁgﬁumsammwmumsqnﬁ;n

ansatrsdayauiladlani iudeyanisfendudldiuinviadu 4,244 a5aan 26

v 1
ar =l =l
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3 . 5 270
?@HﬂtﬂquQﬂﬁlﬂﬂ‘ﬂﬂd’ﬂﬂﬂé@ = —XI100 =6.36%
4,244

annuadnsagUladndglinyninszuuaiuandaunategaiia 93.64 % dan1snazinituil
dlumg Wiszuuatuandiunanean 4 - Af Jeaaunsonsaasuldainuiumanisally
v dl ] di, - dl 1= q: - ] k73
Frudeyassuuy aumanszuuy vganuilasaniyaasi iddauneaneeusinsald

%

uszuuAIANgIunaiEud N lssuuuunfuni szl (Denial of service)

(¥
=l

g L dl 1 [l [T ] ol 3 =2 v
wazidwmhnunungudeyaldansoasuaunisdafisananunaulsd asldfinnmeans
AaegluLy ERBACO3 aNAEn1suavdanesinieanuuudesiu val¥adanisyngnitla
wanzanilld 100 % Toaly 1 Alaifinasdfedeyasaunuin “ROAPRD” viedu 353

B e vl R
ATS uaziinindtedeya luanruinniivualdivavun 353 Afaduiu anvisssuuAIuAN
v v ] 13
d1UNAaNANIUYANITRNIUUA 1 ATV iNeRIn1sdsesdayassuLianunszan

dlat

6.2.2 NAMINARDIANYAFIUNTIRNANNYNARIIDITDYA

\H12YN1IMAGBIUAT I HaN1IMARDIRIZLR 6.4 WAL 6.5 ANATFL

Z* Oracle SQL*Plus

File Edit Search Options Help

SQL=Plus: Release 8.1.6.0.0 - Production on 4. vw.n. 31 10:26:49 2004
(c) Copyright 1999 Oracle Corporation. All rights reserved.
Connected to:

Oracle8i Release 8.1.6.0.0 - Production

JServer Release 8.1.6.0.0 - Production

SQL> INSERT INTO ROLES UALUES(1, 'ROAPRD');

1 row created.

SQL> INSERT INTO ROLES VALUES(2, "GLINT');

1 row created.

SQL> INSERT INTO CR VALUES(1, 2);

1 row created.

SQL> INSERT INTO UA VALUES(1, 1);

1 row created.

SQL> INSERT INTO UA VALUES(2, 1);

1 row created.

soL> |
L

&3 1t >

< = ° o
3U# 6.4 uananan1mmaaen1simuauum L lddaestuuy RBAC 4949 Perelson
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& Oracle SQL*Plus
File Edit Search Options Help

SQL*Plus: Release 8.1.6.0.0 - Production on 4. v.n. 31 10:34:43 2084

(c) Copyright 1999 Oracle Corporation. All rights reserved.

fConnected to:
Oracle8i Release 8.1.6.0.0 - Production
JServer Release 8.1.6.0.8 - Production

SQL> INSERT INTO ROLES UALUES(1, *ROAPRD');
1 row created.

SQL> INSERT INTO ROLES UALUES(2, °"GLINT');
1 row created.

SOL> INSERT INTO CR VALUES(1, 2);

1 row created.

SQL> INSERT INTO UA VUALUES(1, 1);

1 row created.

SQL> INSERT INTO UA VALUES(2, 1);

INSERT INTO UA VALUES{2, 1)

*

ERROR at line 1:

ORA-20281: Cannot insert user to role association because user is being
conflict

ORA-B6512: at "ERBACO3.UASTATAFTER_TRIG™, line 55

DRA-B4088: error during execution of trigger 'ERBACO3.UASTATAFTER_TRIG®

sQL>

3] ¥
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o v s v o Dd‘ Vs dl k4 i °
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28015 nNsiINUA ns Msas9ANE | nsenianans
Andniag wWasuwlas | Tuailviungl4d (W)
Winuglday | ansliudgld | Sagddn (ui)
v (W) LAN (119)
RBAC, 0.5 0.65 1.3 0.2
ERBACO3, 0.5 0.65 22 0.2
NARN (%) 0.0 0.0 40.9 0.0
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An Enhanced Role-Based Access Control Model for Large Enterprises
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Abstract

Access control is one of the most important security issues
for large organizations. Role-based access control (RBAC)
has  recently  received considerable attention as a
promising alternative 1o traditional discretionary and
mandutory access control. Though RBAC is a good model,
the administration of RBAC including building and
maintaining access control information remains a difficult
problem in large enterprises. RBA C model itself dose not
tell the solution. Some researches were done on practical
ways to find the information that fills R BAC components.

In this paper we suggest an extended model of RBAC for
large enterprises. A new model consists of some
mandatory and discretionary features called “Enhanced
Role-Based Access Control (ERBACO03)™. It also includes
define ths assignment of permissiciis in order to
appropriate  roles.  Moreover,  locaton hierarchies
approach wes applied to the new model for distributed
environment. It is easy 1[92 manage access control
information and makes benefit for large enterprises in the
JSuture.

1. Introduction

Role-based access contrel has recently  received
considerable otention as a promising alterative 10
traditional discretionary and mandatory access control. In
RBAC96 model [6], permissions associated with roles and
users arc members of appropriate. This simplifies
management of permission.

In large enterprises, the number of roles is created for the
various job functions and able 1o double to hundreds or
thousands, To manage these roles, permissions, users and
interrelationships is a formidable task. It is often
centralized in a small team of security administrator. Each
enterprisc has many branches, so we must improve
efficiency of RBACY6 model for enterprises i the real

Faculty of Information Technology,
King Mongkut's Institute of Technology
Ladkrabang, Ladkrabang, Bangkok 10520,
Thailand
Email: bom_burin@hotmail.com

world. The RBAC96 model was viewed as a distributed
model, not a centralized model.

A core aspect of RBAC is the Role/Permission Relation. In
addition, application developers have accepted the
definition of RBAC permissions. However, the research
has not given details on a systematic model for
determining the assignment of permission to roles in a
distributed environment. We emphasize that the focus of
this paper is on 2 model for role to permission assignment
based on location authorization control. The central
contribution of this paper is to identify some approach
possible for RBAC in distributed systems and to present a
location hierarchy approach for user-role assignment and
role-permission  assignment.  We classify location
hierarchies based on organization policies and role
ciassification. The objectives of this research are to
improve RRAC model for efficiency of data security, to
work in enterprises and to manage easily for RBAC
administrator due to less complicated than the traditional
model.

The rest of the paper is organized as follows. In Section 2,
we outline related work for RBAC96 model and
distributed access control. In Section 3, the definition of
RBAC96 model is explained. In Section 4, we formally
define a new model extended from traditional RBACSS
model for enhanced efficiency. Finally, we conclude this

paper in Section 3.
2. Related works

Mavridis (1] defined access control mechanisms for
privacy protection in distributed medical database that is
defined on the basis of RBAC components and supports
both mandatory and discretionary features.

Epstein [2] constructed a new medel that extends the
permission assignment of RBAC96 mode] between the
roles and permissions. His goal was to define a layered
model that served as a basis for detailing as effective
methodology to assign permission to roles.
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Kermn (3] defined enterprise roles as “Enterprise Role-based

Access Control (ERBAC)" capable of spanning all IT

systems in an organization. This model supports the IT

environments of a large enterprise consisting of a varicty

of platforms and applications. Thesc include a number of
~ ‘operating systems (i.e., Windows NT/2000 and Unix).

Moyer [4] designed a security system based on a paradigm
call “Gerenalized Role-based Access Control (GRBAC)",
GRBAC is an extension of traditional role-based access
control. It enhances traditional RBAC by incorporating the
notion of object roles and environment roles. These new
types of roles zllow one to define rich and easy 1o
understand security policies without having significant

technical.

Gasser and McDemott (5] defined user to machine
delegation as “the process whereby a user to machinc
environment authorizes 2 system (o access remolc
resourzes wn his behalf”. The user's authorization of kis
process to act on his behalf is 2 form of delegation of
rights from the user to the process. In some cases the user
may delegate the right to one of several permissible roles
or identities (i.e., by logging in using different names
and/or passwords). Limited delegation also occurs
routinely in multilevel secure systems where the user
selects a single classification of his process that is a subset
of the access class for which the user is authorized.

Kt
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3. Role-based access control (RBAC) model

The model developed in this paper is constructed by
extending the RBAC96 model [6). The RBAC96 model
comprises four models: RBAC,, RBAC,, RBAC, and
RBAC;. RBAG, is the base model. RBAC, and RBAC,
add role hicrarchies and constraints, respectively. RBAC,
is a consolidated modcl. RBAC96 2lso makes a distinction
between user and administrative roles.

There are three components of RBAC96 that we are
inherited in using for the extension of the model: user(U),
roles(R) and permissions(P).

A user is defined as a human being. Althrough the concept
of a user can be extended to include machines, .networks,
or intelligent autonomous agents, for simplicity reasons we
limit a user to person in this article. A role is a job function
within the context of an organization with some associated
semantics regarding the authority and responsibility .
conferred on the user assigned to the role. A role may be
responsible to perform more than one type. of work.
Permission is an approval to perform an operation on one
or moi¢ objects.

The model, as depicted in figure 1, defined. the:;:
components of role/permission assignment by PA. It alsg:"
defined the role hierarchy (RH) and the component of
user/role assignment by UA. oot

i

-~
2 3 1
CONSTRAINTS )

many-u-many

Rl s LTS

Figure 1. RBAC96 model

Consider a short formal summary of the relevant
components in the RBAC96 model.

Definition 3.1: For RBAC96 entities
U = a set of users 1T TCTSNE 158 2
R =aset of roles {ri,ra, ..., 1) -

P =a set of permissions {p,, P2, «ey Pn)

Definition 3.2: For RBAC associations
UA c U X R, 2 many-to-many user-to-role assignment
relation, i
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pA c P X R, a many-to-many permission-to-role
assignment relation.

RH c R X R, a partial order on R called the role hicrarchy.

Definition 3.3: For roles function

roles: Uu P = 2R a function mapping the sets U and P to
a set of roles. ~

roles*: Uu P — 2R, extends roles in the presence ofarole
hicrarchy.

roles(u;) = {r € R|(u;,r) € UA}

roles(p;) = {re R|(pi 1) € PA}

roles(u;)* = {re R|(3r= ) [(u;, r') € UA]L}

roles(p)* = {re R|(3r< )(p.. r') € PA]}

Note that the definition of roles® is carclully
formulated to reflect the role inheritance with respect 1o
users going downwards and with respect to penmissions
going upwards. :

Definition 3.4: For permissions function
perm: UUR — 2°, a function mapping users and roles to

a set of permissions. 2
penn*: UUR = 2", extends penmissions in the presence

of a role hierarchy.

116

perm(r;) = {peP|(pr)e PA}

perm(u) = {pe P|(Ire roles(u;)) [(p, r) € PA]}
perm(r)* = {p€ P|(3r =< N((p, r') € PA}}
perm(u))* = {pe P|(3re roles*(u;)) [(p, 1) € PA]}

Subscquently we introduce the RBAC extension.

4. Enhanced role-based access control
(ERBACO03) Model

We extend the RBAC96 model by including three
additional entities (see figure 2).

We consider that the locations consist of mary roles. Each
location is related to roles and reflects large enterprises
which have various branches. Each branch consists of
many roles that reflect the model management in
distributed aspect. A role may perform more than one type
of work. A role is responsible for all the activities that arc
required to perforn the work. We define each type of work
25 a job. The jobs don't need any sequence and we show
that the tasks requiring .access to application will be
mapped to the permissions granted the desired access.

1A .

st
Asszzmeit

A
B
RL § 5

Definition 4.1: For additional entities

L = set of locations {l;, Iz, .--, Ia}

J =setof jobs {ji, ja «++0 Jn}

T = set of tasks {t;, 13, ..., ta}

Definition 4.2: For RBAC associations

RL c L X R, a many-to-many location-to-role assignment

relation,
RJ ¢ J X R, a many-to-many role-to-job assignment

relation.

JT ¢ T X J, a many-to-many job-to-task assignment”

relation.

Pesminsivg
Assiznient

m
¥
<P
JT

i Figure 2. Enhanced role-based access control (ERBAC03) model

TP ¢ P X T, a many-to-many task-to-permission
assignment relation.

LH ¢ L X L, a partial order on L called the location
hierarchy.

Definition 4.3: For extend roles function

roles: R — 2, a function mapping the sets R to a set of
locations. '

roles(l}) = {r € R| (L, r) € RL}

roles(j)) = {r € R| (i, ) € RJ}

roles(l)* = {r € R | (3r < r)[(;, r') € RL]}

roles(y)* = {re R (3r< )i, r') € RJ]}
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Definition 4.4: For locations function

location(r,) = {l € L (I, r) € RL}

location(u,) = {l e L|(3r € roles(u)) (1, r) € RL]}
location(j)) = {le L|(3re roles(j.)) [(I, r) € RL]}
location(p,) = {1 € L|(3r € roles(p,) ((1,ry e RL]}
Jocation(r;))* = {{ e L|(3r' N, r') € RL]}
location(u)* = {l e L|(3r € roles*(u,) ({1, 1) € RL}j
location(j)* = {l e L|(3re roles*(ji)) [(1, 1) € RL]}
location(p))* = {l € L | (3Ir e roles*(p,) [(1, 1) € RL]}}
locations: UURUP — 2%, a function mapping users,
roles and permissions to a sct of locations.
locations*: UURWP — 2" extends locations in the
presence of a location hierarchy.

Definition 4.5: For jobs function

jobs: J — 2", a function mapping the scis J to a sl of
lasks.

jobs*: ] — 27, extends job§ in the presence of a role
hierarchy or location hicrarchy.

jobs(t)={j e J (L)) € JTF)

Definition 4.6: For tasks function |

tasks: T — 27, a function mapping the seis T to a set of
permissions.

tasks®*: T — 2, extends tasks in the presence of a role
hierarchy or location hierarchy.

tasks(p;) = {t € T|(pi 1) € TP}

Definition 4.7: For extend permissions function
perm(l;)={pe P|(3re roles(l)) [(p, r) € PA]}

perm(j;) = {pe P|(3te tasks() [(p, 1) € TP);
permi(l)*={peP|(Gre roles*(1,)) [(p, r) € PAJ}
perm(is)® = {p € P | (3t € tasks*(ii)) [(p. 1) € TP}

perm: UURULUIUT = 2" fuaction manping
users, roles, locations, jobs and tasks to a ser of
permissions.

perm*: UURUVLUIUT = 2P, extends permissions in
the presence of a role hierarchy or location hierarchy.

4.1 The location hierarchy approach

The location hierarchy (LH) means for representing the
organizational structure of the postal establishments (PE)
involved in the application. A number of possible types of

locations are shown in table 1.

_ Table 1. Types of locations

Locations Type Locations Type
International _r .
Postal 1 District Postal D
National Postal N Conmercial o
Postal
Sector Postal Sp Site S

These location types have been used for the construction
of LH (see figure 3).

1Y
1Y
-

._.-,_)l Abirons | Lo

2 ] B

lereld

Rard

/i

[ Y
ALY

9
2

ool

o R IaaY
5 V\_ b

Ficure 3. The location hicrarchy (LH)

A location hierarchy results in  the possession  of
internationai administrative domain al higher levels (e.g.
level 5) and site as leaves. We initialise at level 5 (highest
level) which is  the sensitivity level and  move
administrative domain to the top of the hicrarchy. A
location hicrarchy includes national or international
administrative domains, as well as a number or all the
possible workstations from where a given user can log in

the distributed postal datzbase system.

Definition 4.1.1:
Step 1: We begin by defining the initial administrative

domain (i.e. Asia Pacific) and all its sub-domains.
Step 2: The LH previously defined in the ancestor domain
is inherited by the sub-domain and the administrative sub-

domains is contained in it.
Step 3: Any further administrative sub-domains that may

be contained in it. If no further refincment is needed, this
will be the last administrative domain level.

The conzept of location hierarchy can apply to the role
hierar<ity in ihe same “way.

4.2 Delegation

The scope of our model is to address the human to human
delegation, whereby a user in a role is able to delegate his
role membership to another user on the equal or lower
security level in the same location. For the location
delegation, each location can delegate some roles to
another location on the the equal or lower security level.

Definition 4.2.1: The model controls user to user
delegation by using the relation
can-delegate-role c R X R
Definition 4.2.2: The model controls location to location
delegation by using the relation
can-delegate-location ¢ L X 3"

Definition 4.2.3: Both definitions must be considered on
the security level carefully.
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4.3 Revocation

We have described how users in a dclegating rolc can
delegate their pennissions to others users in another roles.

We usec grant dependent revocation approach [7] to apply ;

the ERBACO03 modcl.
Definition 4.3.1: The model controls user 0 uScr

revocation by using the relation
can-revoke-role € R X R

Definition 4.3.2: The model controls location to tocation
revocation by using the relation
can-revoke-locationg L X "

Definition 4.3.3: Only user delegated their permissions to

other users can revoke their permissions.

4.4 Model example

We consider a design example (sce table 2), for example,
John has the role as chiel of post office located in
bangkok. He must be able to perform the jobs: !) closing
the end of day accouni, 2) counting the money. 3)
checking the reports of the end of day account and 4)
recciving the mails. To perform the first jobs of closing the
end of day account, he nceds to gencrate data into postal
records and account records.

John is a user in set U, a chief of post office is a role in sct
R and bangkok is a location in sct L. The chief of post
office can perform four jobs: Job J; = closing the end of
day account, Job J; - counting the money, Job J; -
checking ‘the reports of the end of day account, Job J; -
receiving the mails.

Job J, consist of many tasks: Task Ty is to generate data
into postal records, Task T is to generate data into account

records.

Tasks T; requires a penmission to generate data into postal
database (P,). Task Ta requires 2 permission 10 gencrate
data into account record (Pa).

The set of Roles = {R, (chief of post office)}

“The set of Locations = {L, (bangkok})}

There is a set of Jobs = {J. J2, J3, J:}

There is a set of Tasks = {T,. T2}

There is a set of Penmissions = {P,, P2}

Table 2. Chief of post office example

User Role Location | Job | Task | Penmis-
sion
U, R; L, I I TTa| PP

5. Conclusions

Access control mechanism in the enterprise environment
has deep relationship in the real world. In this paper, we
have introduced an enhanced model for large enterprises

using location hicrarchy approach and CHI8ERBAC03
model, which is simple and casy lo understand. The
ERBACO3 model requires the modification of the end-
points (i.c., roles and permissions). We have introduced
three additional entities consisting of locations, jobs and
tasks. We concentratc on the creation of the elements
between the end-points such as jobs and tasks in order 1o
make the permissions to roles more clear and able to apply
to large cnterprises cffectively. The definition of entity
location is related to roles and reflects large enterprises
that have various branches. Each branch consists of many
roles that reflect the model management in distributed
aspect, not centralized aspect. It reduces workload for
administrator and can use location hicrarchy approach in
order to define the, sccurity leve! for the location of
enterprises to increase the efficiency ofdata security ancd
data integrity. Findfly, the definition of delegation and
revocation is provided to improve the ERBACO3 model.
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Abstract

In this paper we suggest an extended model of
RBAC for large enterprises called “Enhanced Role-
Based Access Cgntrol (ERBAC03)", including the
assignment of permissions in order to appropriate
roles into appropriate locations. The ERBACO03
model is improved for integrity requirement by using
constraint features. This model deals with specified
static separation of duty constraint and proposes as a
mathematical model based on the concept of
“Conflicting entities” to express static separation of
duty requirements. It provides a detailed explanation
of the integrity checking taken at administration time
to ensure that specified separation of duty
requirements are practical jfor efficiency of data

integrity.

Key-Words: Role-based access control (RBAC),
constraint, distributed environment, static separation
of duty, data integrity, conflict of interest

1. Introduction

Role-based access control has recently received
considerable attention as a promising alternative to
traditional discretionary and mandatory access
controls [1]. In RBAC96 model [2], permissions
associated with roles and users are members of
appropriate roles thereby acquiring the roles
permissions. This simplifies management of
permission.

In large enterprises, the number of roles is created
for the various job functions and is able to double to

hundreds or thousands. Managing these roles,
permissions, users and their interrelationships is a
formidable task that is often centralized in a small
team of security administrator. Each enterprise has
many branches, so we must improve efficiency of
RBAC96 model for enterprises in the real world. The
RBAC96 model was viewed as a distributed model,
not a centralized model. \

A core aspect of RBAC is the Role/Permission
Relation. In addition, application developers have
accepted the definition of RBAC permissions.
However, other researches have not given details on a
systematic model for determining the assignment of
permission to roles in a distributed environment [3].
This paper focuses on a model for role to permission
assignment based on location authorization control
[4][5]. The key concept is to identify some
approaches possible for RBAC96 in distributed
systems and to present the constraint features for the
new model referring as static separation of duty
(SSoD) [6][7). The user does not have fully
authorization to perform activity. The objectives of
this research are to improve RBAC96 model for
efficiency of data integrity, to prevent fraud, to
increase efficiency of work in enterprises and to
manage easily for RBAC administrator.

The rest of the paper is organized as follows. In
Section 2, the definition of RBAC96 model is
explained. In Section 3, we formally define a new
model extended from traditional RBAC96 model for
enhanced efficiency. In Section 4, constraint features
are also added for ERBACO03. In Section 5, we
present a number of possible theorem reflecting
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integrity requirement and the conclusions are shown
in Section 6.

2. Role-Based Access Control Model

The developed model in this paper is constructed
by extending the RBAC96 model [2]. The RBAC96
model comprises of four models: RBAC,, RBAC,,
RBAC, and RBAC,;. RBAC, is the base model.
RBAC, and RBAC, add role hierarchies and
constraints, respectively. RBAC; is a consolidated

121

model. RBAC96 also makes a distinction between
user and administrative roles.

There are three components of RBAC96 that we
are inherited in using for the extension of the model:
users (U), roles (R) and permissions (P).

The model, as depicted in figure 1, defined the
components of role/permission assignment by PA. It
also defined the role hierarchy (RH) and the
component of user/role assignment by UA.

Consider a short formal summary of the relevant
components in the RBAC96 model.

Definition 2.1: For RBAC96 entities
U=aset of users {uj, uy, ..., uy}

R =aset of roles {r}, 13 ..., Iy}

P = a set of permissions {pi, p2, ..., Pn}

Definition 2._2: For RBAC associations
UAcUXR, a many-to-many user-to-role
assignment relation.

PA c P X R, a many-to-many permission-to-role
assignment relation.

RH c R X R, a partial order on R called the role
hierarchy. :

Definition 2.3: For roles function

roless UUP — ZR, a function mapping the sets U and
Ptoasetofroles.

roles*: UL P — 28, extends roles in the presence of
arole hierarchy.

roles(u;) = {r € R | (u;, r) € UA}

roles(p;) = {r € R|(p;, r) € PA}

roles(u)* = {r e R | (3r < r")[(u;, r") € UA]}
roles(p)* = {r e R | (3r < )[(p;, r') € PA]}

Figure 1. RBACY6 model

Note that the definition of roles* is carefully
formulated to reflect the role inheritance with respect
to users going downwards and Wlth re$pect to
permissions gomg upwards.

Definition 2.4: For permissions function

perm: U U R — 2%, a function mappmg users and

roles to a set of permissions.

perm*: U U R — 27, extends permissions in the
presence of a role hierarchy. ,
perm(r)) = {p € P | (p, r;) € PA} :
perm(w;) = {p € P | (3r € roles(w)) [(p, r) € PA]}
perm(r;)* = {p € P | (3r' <1)[(p, r') € PA]}
perm(u;)*= {p € P | (3r e roles*(w;)) [(p, r) € PA]}

Subsequently we introduce the RBAC extension.

3. Enhanced Role—Based Access Control
(ERBAC03) Model

In the previous research [4], we extended the
RBAC96 model by defining three additional entities
(see figure 2). The concept of new model was
influenced by the ideas in [8].

The ERBACO03 model requires the modification
of the end-points (i.e., roles and permissions) by
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introducing three additional entities which consist of
locations, jobs and tasks. We concentrate on the
creation of the elements between the end-points such

122

as jobs and tasks in order to make the permissions to
roles more clear, also to apply to large enterprises
effectively. '

PA

UA :
e
User -
Assignment

L

nc

=31 -

F '.,,ure—'.Z—.‘ Eﬁha

We consider that the locations consist of many
roles. Each location is related to roles and reflects
large enterprises which have various branches. Each
branch consists of many roles that reflect the model
management in distributed aspect. A role may
perform more than one type of work. A role is
responsible for all the activities that are required to
perform the work. We define each type of work as a
job. The jobs need not be in any sequence and we
show that the tasks requiring access to application
will be mapped to the permissions granted the desired
access. ¥

Consider a short formal summary of the relevant
components in the extension of RBAC96 model.

Definition 3.1: For additional entities
‘L = set of locations {l;, L, ..., 1.}

J =setof jobs {ji,j2, .-+, jn}

T =set of tasks {t, t,, ..., t,}

Definition 3.2: For RBAC associations

RL < L X R, a many-to-many location-to-role
assignment relation.

RJ < J X R, a many-to-many role-to-job assignment
relation.

JT ¢ T X J, a many-to-many job-to-task assignment
relation.

TP ¢ P X T, a many-to-many task-to-permission
assignment relation.

LH c L X L, a partial order on L called the location
hierarchy.

Definition 3.3: For extend roles function
roles: R — 2%, a function mapping the sets R to a set
of locations.

. Permission
. Assignment

rant e A ol B P L H o e LY
ed role-based access control

(ERBAC03) model
roles()={re R|(];,r) € RL}
roles(i)= {r e R| (ji, 1) € RI}
roles(l)* = {r e R| (Br=r)[(l;, r') € RL]}
roles(j)* = {r e R| @r <)[(j;, r') € RJ]}

Definition 3.4: For locations function
location(r;)={le L|(l,r;) € RL}

location(w;) = {l € L | (3r € roles(y)) [(l, r) € RL]}
location(j;) = {l € L | (3r € roles(j;)) [(l, r) € RL]}
location(p;) = {l € L | (3r € roles(py)) [(l, r) € RL]}
location(r)* = {le L | 3r <1)[(l, ') € RL]}
location(u))* = {1 € L } (3r € roles*(w)) [(1, 1)

€ RL]}

location(j;))* = {l € L | (3r € roles*(j;)) [(l, r)
€ RL]}

location(p))* = {1 € L | (3r € roles*(p,)) [(}, r)
€ RL]}

locations: U U R U P — 2% a function mapping
users, roles and permissions to a set of locations.
locations*: U R UP — 2%, extends locations in the
presence of a location hierarchy. )

Definition 3.5: For jobs function
jobs: J — 27, a function mapping the sets J to a set of

tasks.
jobs*: J — 2T, extends jobs in the presence of a role

hierarchy or location hierarchy.
jobs(t) = {j € J| (t, j) € JT}

Definition 3.6: For tasks function
tasks: T — 2%, a function mapping the sets T to a set
of permissions.
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tasks*: T — 2°, extends tasks in the presence of a role
hierarchy or location hicrarchy.
tasks(p;) = {t € T | (pi, t) € TP}

Definition 3.7: For extend permissions function
perm(l) = {p € P | (3r € roles(l)) [(p, 1) € PA]}
perm(j;) = {p € P | (3t & tasks(ji)) [(p, V) € TP]}
perm(1)* = {p € P | (3r e roles*(1})) [(p, r) € PA]}
perm(j))* = {p € P | (3t € tasks*(j)) [(p, r) € TP]}
perm: UuU RULUJUT — 2%, a function mapping
users, roles, locations, jobs and tasks to a set of
permissions.

perm*: U U R UL UJUT > 2F, extends’

permissions in the presence of a role hierarchy or
location hierarchy.

4, Constraint Features with ERBAC03

Static separation of duty (SSoD) constraint is
used in ERBACO03 model. It concerned with the
prevention of fraud to ensure that a-single user does
not have too much authority. The authority is set as a
permission based on location, therefore the essence of
our paradigm depends on the conflicting permissions
and locations.

Definition 4.1 Conﬂicting permissions  are
permissions that can result in unnessary power if

bestowed on the same person. Formally it is.

represented by CP < P x P, a many-to-many relation
indicating conflict between permissions with

(i p) € CP <> (pj, pi) € CP, (pi,pi) & CP

We can now present the following axiom which
will represent our basic safety condition.

Basic Safety Condition 1: Conflicting permissions
may not be assigned to a user or jobs.

Formally, (perm’(u;) x perm’(y;)) N CP = @ and
(perm’(t) x perm'(t;)) N CP =&

Since  non-conflicting  permissions  cannot
influence the basic safety condition 1, the following
axiom to supplement the basic safety condition 1s
formulated.

Axiom 4.1: Non-conflicting permissions may be
assigned to both conflicting or non-conflicting roles
or both conflicting or non-conflicting jobs.
Definition 4.2 Conflicting users are users who are
likely to conspire. Formally they are represented by
CU c U x U, a many-to-many relation indicating
conflict between users with

(u;, llj) e CU« (Uj, y;) € CU, (Ug, u;) ¢ CU
Axiom 4.2: Conflicting users are considered as a
single user.

In practical terms conflicting users may be family
members or people who are known to have conspired.
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Definition 4.3 Conflicting roles are roles that
together have the ability to conspire, i.e. they are
assigned some (but not all) conflicting permissions.
They are represented by CR < R x R, a many-to-
many relation indicating conflict between roles with

(r,1;) € CR & (1, 1;) € CR, (r;, ;) € CR and

{(r,r) e CR—> (perm (r;) Jperm (rj)) NCP=Jor

(r, ) e CR—> (]ob "(r;) x job (rj)) NCl#Dor (r, 1)

€ CR = (location’(r;) x location (r,)) N CL = &}
We can now present the following axiom which

will represent our basic safety condition.

Basic Safety Condition 2: Conflicting roles may not

be assigned to a user or locations.

(role‘(u) X role'(u.)) N CR = and
(role’(l}) x role’ U)NCR=Q

Since non-conflicting roles cannot mﬂuence the
basic safety condition 2, the following axiom to
supplement the basic safety condition is formulated.
Axiom 4.3: Non-conflicting roles may be assigned to
both conflicting or non-conflicting users or both
conflicting or non-conflicting locations.

Since conflicting roles must have some
conflicting permissions or jobs, we can state that non-
conflicting roles do not have conflicting permissions
or jobs. '

Definition 4.4 Conflicting jobs are jobs that together
have the ability to fraud. They are represented by

CJ c J x J, a many-to-many relation indicating
conflict between jobs with

G Jp € Cle (i) € C, (],,_]1) ¢ CJand
{(Gijp) e CI—> (task () x task’ G)NCT=Dor
(nipe CI— (role”(j;) x role’ () N CR = &}

We can now present the following axiom which
will represent our basic safety condition.
Basic Safety Condition 3: Conflicting jobs may not
be assigned to roles.
(job"(r) x job'() NCI=2

Since non-conflicting jobs cannot influence the
basic safety condition 3, the following axiom to
supplement the basic safety condition is formulated.
Axiom 4.4: Non-conflicting jobs may be assigned to
both conflicting or non-conflicting roles.
Definition 4.5 Conflicting tasks are tasks requiring
conflicting permissions to complete. Formally they
are represented by CT < T x T, a many-to-many
relation indicating conflict between tasks with
(t;, tj) e CT & (t_j, t) € CT, (ti,ti) ¢ CT and
(t, t) € CT — (perm’(t) x perm’(t)) N CP # &

We can now present the following axiom which
will represent our basic safety condition.
Basic Safety Condition 4: Conflicting tasks may not
be assigned to jobs.

(task’(jy) x task’(j;)) N CT = @
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Since non-conflicting tasks cannot influence the
basic safety condition 4, the following axiom to
supplement the basic safety condition is formulated.
Axiom 4.5: Non-conflicting tasks may be assigned to
both conflicting or non-conflicting jobs.

Definition 4.6 Conflicting locations are locations
requiring conflicting permissions to complete.
Formally they are represented by CL c L x L, a
many-to-many relation indicating conflict between
locations with

(I, ) e CL & (1, 1) e CL, (l,,l) ¢ CL and

() eCL— (rolc ") x role’(})) NCR # @

We can now present the following axiom which
will represent our basic safety condition.

Basic Safety Condition 5: Conflicting locations may
not be assigned to roles and a user. The location only
have non-conflicting roles assigned to them.

(locatlon (1)) x location (r,)) N CL=@ and

(location *(u) x location’(u)) N CL =&

Since non- conﬂlctmg locations cannot influence
the basic safety condition 5, the following axiom to
supplement the basic safety condition is formulated.
Axiom 4.6: Non-conflicting locations may be
assigned to both conflicting or non-conflicting roles
or both conflicting or non-conflicting user.

These prmc1ples and definitions are essentially
focused on the permissions exercised by the users
including the location of work. ‘

. The next topic will therefore show the integrity
requirements pertaining to the associations allowed in
the ERBACO03 model.

5. Integrity Requirements
In this section, we present a number of possible

theorem reflecting integrity requirement that will
have to be upheld in a security administration tool.

Theorem 5.1: Under the basic safety condition 5,
conflicting roles may only have non-conflicting users
assigned to them, i.e.

(u, 1) € UA A (u, ) € UAA (1, 1) € CR —
(u;, yj) € CU
Proof:

Assume that (u;, r,) € UA A (4, 1) € UA A
(re, i) € CR A (0, uj) € CU

location*(u;) o location*(ry)
location*(u;) 2 location*(r))

(Def. 3.4)
(Def. 3.4)

(r,r) € CR
= (location'(r;) x location’(r})) N CL # @(Def. 4.3)
=> (location"(u;) x location'(uj)) NCL#&
which contradicts the Basic Safety Condition. Q.£.D.
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Theorem 5.2: Under the basic safety condition 5,
conflicting roles may only have conflicting jobs
assigned to them, i.e.
(]ll', l'k) e Rl A (jj: I']) € Rf/\ (I’k, l'|) € CR —
Ui e QI
Proof:
Assume that (j;, i) € RJ A (j;, 1) € RI A
(I'k, rl) e CRA (j;,jj) g CJ

location*(r) © location*(j;) (Def. 3.4)
location*(r;) 2 location*(j;) (Def. 3.4)
K1) & CR

= (job'(r}) x job'(r})) N CJ # & (Def. 4.3)

= (location’(r) x location'(r))) N CL # &
which contradicts the Basic Safety Condition. Q.E.D.
Theorem 5.3: Under the basic safety condition 5,
conflicting jobs may only have conflicting tasks
assigned to them, i.e.
() € JITA(GJ) € JITA (L, ) € CT = () € CT
Proof:
Assume that two conflicting tasks t and t; are
assigned to non-conflicting jobs.
(t, i) € ITA (L, J) € IT A (L, tj) € CT Ay j1) & CJ
Choose a role r, and associate 1t with jobs ji and jj.
Since (jy, jo) & CJ
Ihﬁfl (e, ) € RIA (15, J0) € R';I A (tu.lk) €JT A
(t, j) € JT
Since (t;, t;) € CT, the jobs are also conflicted.
= (task (j) x task’(G)) "CT# &  (Def. 4.4)
= {jx Jji} < location*(ry) (Def. 3.4)
But (ji, ji) € CJ, which contradicts the Basic Safety
Condition. Q.E.D.
Theorem 5.4: Under the basic safety condition 5,
conflicting permissions may only to be assigned to
conflicting roles, i.e.

(p,,rk)ePAA(p,,rl)EPAA(p.,pJ)eCP-)-

" () € CR

Proof:
Assume that (p;, 1) € PA A (pj, 1) € PA A
(i pj) € CPA (r, 1) € CR
location*(p;) < location*(ry) (Def. 3.4)
location*(p;) < location*(r)) (Def. 3.4)

But (p;, pj) € CP, which contradicts the Basic Safety

" Condition. Q.E.D.

Theorem 5.5: Under the basic safety condition 5,
conflicting roles may only to be assigned to
conflicting locations, i.e.

(i) e RLA(, 1) e RLA(r, 1) e CR—>

(. 1) e CL
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Proof:
Assume that (r;, Iy) € RL A (1, I}) € RL A
(ri,5) € CRA (I, ) € CL
When (r;, ;) € CR
= (location’(r;) x location’(r;)) N CL # & (Def. 4.3)
= (role(l;) x role’(}})) N CR = @ (Def. 4.6)

therefore (ly, ;) € CL
which contradicts the Basic Safety Condition. O.E.D.

6. Conclusions

In this paper, we have improved an enhanced
model for large enterprises called ERBAC03 model.
The ERBACO03 model requires the modification of
the end-points by introducing three additional entities
which consist of locations, jobs and tasks and are able
to make the permissions to roles more clear, also to
apply to large enterprises effectively. The definition
of entity location is related to roles and reflects large
enterprises which have various branches. Each branch
consists of many roles that reflect the model
management in distributed aspect, not centralized
aspect. The constraint features used in this model are
referred as static separation of duty, and able to deal
with the ERBACO03 components. In particular, it
demonstrated how static separation of duty
requirements specified through the use of conflicting
permissions, users, roles, jobs, tasks and locations.
The definition of conflicting entities has been already
proven for integrity requirements.

Table 1. The integrity of the associations allowed
between components

. Roles
May be associated with Confliviing Nc?n—.
conflictin
Conflicti = =
s ONTICHNE ™ Ths1 | Ax43
Non- 4 v
conflicting Th5.1 Ax 4.3
Conflicti o =
Permis- onflicting Theorem 5.4
sions Non- v | v
conflicting Axiom 4.1
Conflicti 4 -
Jobs e Theorem 5.2
Non- ¥ | v
conflicting - Axioms 4.4
Conflicti B D _*
ontieting No Theorem
Tasks
Non- X l x
conflicting No Axioms
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Table 1. The integrity of the associations allowed
between components (continued)

Roles
i ith - -
May be associated wi Cainfligfing Nc‘m :
conflicting
Conlflicti o =
P onticiing Theorem 5.5
Non- v oo v
conflicting Axioms 4.6

A symbol “v” in the table 1 indicates that an
association is allowed while a symbol “X” shows
that an association is prohibited.

It results in the reduction of workload for
administrator, the higher efficiency of data integrity,
prevention fraud, the higher efficiency of work in
enterprises and easier management for RBAC

administrator.
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-- ERBACO3 integrity constraint rules

-- By Burin Yenmunkong

-- Copyright 2004, Burin Yenmunkong

--prop all constraints

-- FK's for ua
ALTER TABLE ua
DROP CONSTRAINT
ALTER TABLE ua
DROP CONSTRAINT
-- FK's for pa
ALTER TABLE pa
DROP CONSTRAINT
ALTER TABLE pa
DROP CONSTRAINT
-- FK's for tp
ALTER TABLE tp
DROP CONSTRAINT
ALTER TABLE tp
DROP CONSTRAINT
-- FK's for cu
ALTER TABLE cu
DROP CONSTRAINT
ALTER TABLE cu
DROP CONSTRAINT
-- FK's for cr
ALTER TABLE cr
DROP CONSTRAINT
ALTER TABLE cr
DROP CONSTRAINT
-- FK's for cp
ALTER TABLE cp
DROP CONSTRAINT
ALTER TABLE cp
DROP CONSTRAINT
-- FK's for ct
ALTER TABLE ct
DROP CONSTRAINT
ALTER TABLE ct
DROP CONSTRAINT
-- FK's for rh
ALTER TABLE rh
DROP CONSTRAINT
ALTER TABLE rh
DROP CONSTRAINT
ALTER TABLE rh
DROP CONSTRAINT

fk_userroleid;

fk_useruserid;

fk_permroleid;

fk_permpermid;

fk_taskpermid;
fk_tasktaskid;

fk_userluserid;

fk_user2userid;

fk_rolelroleid;
fk_role2roleid;

fk_permlpermid;
fk_perm2permid;

fk_taskltaskid;
fk_task2taskid;

fk_rolenetrolenetid;

fk_parentroleid;
fk_childroleid;

Drop Table tasks;

Drop Table roles;

Drop Table users;

Drop Table perms;

Drop Table rolenet;
Drop Table locationnet;

Drop Table rh;
Drop Table 1h;
Drop Table ct;
Drop Table cu;
Drop Table cr;
Drop Table cp;
Drop Table ct;
Drop Table c?;
Drop Table cl;
Drop Table ua;
Drop Table pa;
Drop Table tp;
Drop Table jt;
Drop Table r?;
prop Table rl;

--end of Dropping ERBACO3Tables

CREATE TABLE tp

( permid Number(38),
taskid Number(38),

CONSTRAINT pk_tp PRIMARY KEY (permid, taskid)

)i
CREATE TABLE pa

( roleid Number(38),
permid Number(38),

CONSTRAINT pk_pa PRIMARY KEY (roleid, permid)

2
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CREATE TABLE ua
( roleid Number(38),

userid Number(38),

CONSTRAINT pk_ua PRIMARY KEY (roleid, userid)

) ’
CREATE TABLE rl
( locationid Number(38),

roleid Number(38), )
CONSTRAINT pk_rl PRIMARY KEY (locationid, roleid)

N

CREATE TABLE rj

¢ ?obid Number(38),

roleid Number(38), . )
CONSTRAINT pk_rj PRIMARY KEY (jobid, roleid)

)i

CREATE TABLE jt

( taskid Number(38),

jobid Number(38),

CONSTRAINT pk_jt PRIMARY KEY (taskid, jobid)

vl

CREATE TABLE ct

( taskidl Number(38),

taskid2 Number(38),

CONSTRAINT pk_ct PRIMARY KEY (taskidl, taskid2)

bl

CREATE TABLE cp

( permidl Number(38),

permid2 Number(38), )
CONSTRAINT pk_cp PRIMARY KEY (permidl, permid2)

)i

CREATE TABLE cu

( useridl Number(38),

userid2 Number(38), . )
CONSTRAINT pk_cu PRIMARY KEY (useridl, userid2)

)i

CREATE TABLE cr

( roleidl Number(38),

roleid2 Number(38),

gONSTRAINT pk_cr PRIMARY KEY (roleidl, roleid2)
CREATE TABLE cj

( ggbidl Number(38),

jobid2 Number(38), . Lo
CONSTRAINT pk_cj PRIMARY KEY (jobidl, jobid2)

CREATE TABLE cl
( locationidl Number(38),
Tocationid2 Number(38),

CONSTRAINT pk_cl PRIMARY KEY (locationidl, locationid2)

D5

CREATE TABLE rh

( rolenetid Number(38) NOT NULL,
parentid Number(38),

childid Number(38) NOT NULL,

CONSTRAINT pk_rh UNIQUE (rolenetid, parentid, childid)

)i
CREATE TABLE rolenet
g rolenetid Number(38),
escription varchar2(128),
CONSTRAINT pk_rolenet PRIMARY KEY (rolenetid)

Xy

CREATE TABLE 1h .

( Tocationnetid Number(38) NOT NULL,
Iparentid Number(38),

1childid Number(38) NOT NULL,

CONSTRAINT pk_lh UNIQUE (locationnetid, lparentid, lchildid)

)

CREATE TABLE Tlocationnet

( locationnetid Number(38),
description varchar2(128),

CONSTRAINT pk_locationnet PRIMARY KEY (locationnetid)

)i

CREATE TABLE perms

( permid Number(38),

pname varchar2(128),

CONSTRAINT pk_perms PRIMARY KEY (permid)

b

CREATE TABLE users

( userid Number(38),

uname varchar2(128),

CONSTRAINT pk_users PRIMARY KEY (userid)

)l

--alter table users add(upassword varchar2(15));
CREATE TABLE roles

( roleid Number(38),

rname varchar2(128),

CONSTRAINT pk_roles PRIMARY KEY (roleid)
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CREATE TABLE Tocations
( locationid Number(38),

Tname varchar2(128), L
CONSTRAINT pk_Tlocations PRIMARY KEY (Tocationid)

b

CREATE TABLE jobs

( jobid Number(38),

jname varchar2(128), L
CONSTRAINT pk_jobs PRIMARY KEY (jobid)

) 1

CREATE TABLE tasks

( taskid Number(38),

tname varchar2(128),

CONSTRAINT pk_tasks PRIMARY KEY (taskid)

)I‘

-- End of create tables .

--Beginning of Foreign Key constraints

-- FK's for ua

ALTER TABLE ua

ADD CONSTRAINT fk_userroleid FOREIGN KEY (roleid)
REFERENCES roles(roleid);

ALTER TABLE ua .
ADD CONSTRAINT fk_useruserid FOREIGN KEY (userid)
REFERENCES users(userid);

-- FK's for pa

ALTER TABLE pa .
ADD CONSTRAINT fk_permroleid FOREIGN KEY (roleid)
REFERENCES roles(roleid);

ALTER TABLE pa . .
ADD CONSTRAINT fk_permpermid FOREIGN KEY (permid)
REFERENCES perms(permid);

-- FK's for rl

ALTER TABLE rl

ADD CONSTRAINT fk_locationroleid FOREIGN KEY (roleid)
REFERENCES roles(roleid);

ALTER TABLE rl . . L
ADD CONSTRAINT fk_locationlocationid FOREIGN KEY (locationid)

REFERENCES Tlocations(locationid);

== [FK's for rj

ALTER TABLE rj .
ADD CONSTRAINT fk_rolejobid FOREIGN KEY (roleid)
REFERENCES roles(roleid);

ALTER TABLE rj .
ADD CONSTRAINT fk_gob'obid FOREIGN KEY (jobid)

REFERENCES jobs(jobid);

-- FK's for jt

ALTER TABLE Jt

ADD CONSTRAINT fk_jobtaskid FOREIGN KEY (jobid)

REFERENCES roles(roleid);

ALTER TABLE jt .

ADD CONSTRAINT fk_tasktaskid FOREIGN KEY (taskid)
REFERENCES tasks(taskid);

-- FK's for tp

ALTER TABLE tp .

ADD CONSTRAINT fk_taskpermid FOREIGN KEY (taskid)
REFERENCES perms(permid);

ALTER TABLE tp )

ADD CONSTRAINT fk_permtaskid FOREIGN KEY (permid)
REFERENCES tasks(taskid);

-- FK's for cu

ALTER TABLE cu .

ADD CONSTRAINT fk_userluserid FOREIGN KEY (useridl)
REFERENCES users(userid)

ON DELETE CASCADE;

ALTER TABLE cu

ADD CONSTRAINT fk_user2userid FOREIGN KEY (userid2)
REFERENCES users(userid)

ON DELETE CASCADE;

-- FK's for cj

ALTER TABLE c]

ADD CONSTRAINT fk_gobljobid FOREIGN KEY (jobidl)

REFERENCES jobs(jobid)

ON DELETE CASCADE;

ALTER TABLE cj

ADD CONSTRAINT fk_goszobid FOREIGN KEY (jobid2)

REFERENCES jobs(jobid)

ON DELETE CASCADE;

-- FK's for cl

ALTER TABLE cl o
ADD CONSTRAINT fk_locationllocationid FOREIGN KEY (locationidl)
REFERENCES locations(locationid)

ON DELETE CASCADE;

ALTER TABLE cl L
ADD CONSTRAINT fk_location2locationid FOREIGN KEY (locationid2)
REFERENCES locations(locationid)

ON DELETE CASCADE;
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FK's for cr

ALTER TABLE cr ]
ADD CONSTRAINT fk_rolelroleid FOREIGN KEY (roleidl)

REFERENCES roles(roleid)

ON

DELETE CASCADE;

ALTER TABLE cCr . )
ADD CONSTRAINT fk_role2roleid FOREIGN KEY (roleid2)

REFERENCES roles(roleid)

ON

DELETE CASCADE;
FK's for cp

ALTER TABLE cp . :
ADD CONSTRAINT fk_permlpermid FOREIGN KEY (permidl)

REFERENCES perms(permid
ON DELETE CASCADE;

ALTER TABLE cp ) .
ADD CONSTRAINT fk_perm2permid FOREIGN KEY (permid2)

REFERENCES perms(permid

ON

DELETE CASCADE;
FK's for ct

ALTER TABLE ct . ;
ADD CONSTRAINT fk_taskltaskid FOREIGN KEY (taskidl)

REFERENCES tasks(taskid)

ON

DELETE CASCADE;

ALTER TABLE ct .
ADD CONSTRAINT fk_task2taskid FOREIGN KEY (taskid2)

REFERENCES tasks(taskid)

ON

DELETE CASCADE;
FK's for rh

ALTER TABLE rh X
ADD CONSTRAINT fk_rolenetrolenetid FOREIGN KEY (rolenetid)

REFERENCES rolenet(rolenetid);

ALTER TABLE rh )
ADD CONSTRAINT fk_parentroleid FOREIGN KEY (parentid)
REFERENCES roles(roleid);

ALTER TABLE rh .

ADD CONSTRAINT fk_childroleid FOREIGN KEY (childid)
REFERENCES roles(roleid);

-- End of Foreign Key constraints

Beginning of Sequence drop and create

Drop Sequence seq_rolenet;
Drop Sequence seq_perms;
Drop Sequence seq_users;
Drop Sequence seq_roles;
Drop Sequence seq_tasks;
Drop Sequence seq_jobs;

Drop Sequence seq_locations;
Drop Sequence seq_locationnet;
CREATE SEQUENCE seq_rolenet;
CREATE SEQUENCE seq_perms;
CREATE SEQUENCE seq._users;
CREATE SEQUENCE seq_roles;
CREATE SEQUENCE seq_tasks;

CREATE SEQUENCE seq_%obs;

CREATE SEQUENCE seq_

ocations;

CREATE SEQUENCE seq_locationnet;
commit; -- End of Create Sequences

CREATE OR REPLACE PACKAGE erbacO

IS

when 1inserting
*assocjations into the ua, pa, rl1, rj, jt and tp tables
*conflicts into the cu, cl, cr, cg, ct, and cp tables
*roles into a role network (rh table)

*]ocations into a location network (l1h table)

and when de1etin2

*role conflicts from the cr table

*role associations from the rh table

it becomes necessary to restrict them from occurring based upon
the ERBAC integrity constraints.

First create t

variables for every ERBAC trigger.

_pkg

variables for the ua table (user to role association)

TYPE arrua IS TABLE OF ua%ROWTYPE

INDEX BY BINARY_INTEGER;

uavalues arrua;

uaempty arrua; L

-- variables for the pa table (permission to role association)
TYPE arrpa IS TABLE OF pa%ROWTYPE

INDEX BY BINARY_INTEGER;

pavalues arrpa;

paempty arrpa;

-- variables for the tp table (permission to task association)
TYPE arrtp IS TABLE OF tp%ROWTYPE

INDEX BY BINARY_INTEGER;

tpvalues arrtp;

tpempty arrtp;

F e package with the variables for the triggers. This
is to ?revent mutating table errors. This package contains all the
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-- variables for the rl1 table (location to role association)
TYPE arrrl IS TABLE OF rl1%ROWTYPE

INDEX BY BINARY_INTEGER;

rlvalues arrrl;

rlempty arrrl; . )
-- variables for the rj table (job to role association)

TYPE arrrj IS TABLE OF rj%ROWTYPE
INDEX BY BINARY_INTEGER;
rjvalues arrrj;

rjempty arrrj; ) ) o
-- variables for the jt table (task to job association)

TYPE arrjt IS TABLE OF jt¥ROWTYPE
INDEX BY BINARY_INTEGER;
jtvalues arrjt;

Jjtempty arrjt; g
-- variables for the cr table (role conflict)

TYPE arrcr IS TABLE OF CrX¥ROWTYPE
INDEX BY BINARY_INTEGER;
crvalues arrcr;

crempty arrcr; .
-- variables for the cu table (user conflict)

TYPE arrcu IS TABLE OF cUXROWTYPE
INDEX BY BINARY_INTEGER;
cuvalues arrcu;

cuempty arrcu; L .
-- variables for the cp table (permission conflict)

TYPE arrcp IS TABLE OF CpX%ROWTYPE
INDEX BY BINARY_INTEGER;
cpvalues arrcp;

cpempty arrcp; .
-- variables for the ct table (task conflict)

TYPE arrct IS TABLE OF Ct¥ROWTYPE
INDEX BY BINARY_INTEGER,;
ctvalues arrct;

ctempty arrct; . . :
~-- variables for the cj table (job conflict)

TYPE arrcj IS TABLE OF Cj¥ROWTYPE
INDEX BY BINARY_INTEGER;
cjvalues arrcj;

Cjempty arrcj;
-- variables for the cl1 table (location conflict)

TYPE arrcl IS TABLE OF CI¥ROWTYPE
INDEX BY BINARY_INTEGER;
clvalues arrcl;

clempty arrcl;
-- variables for the cr table (delete role conflict)

TYPE arrdcr IS TABLE OF Cr¥ROWTYPE
INDEX BY BINARY_INTEGER;
dcrvalues arrdcr;

dcrempty arrdcr;
-- variables for the cu table (delete user conflict)

TYPE arrdcu IS TABLE OF CU¥%ROWTYPE
INDEX BY BINARY_INTEGER;
dcuvalues arrdcu;

dcuempty arrdcu;
-- variables for the c1 table (delete location conflict)

TYPE arrdc]l IS TABLE OF C1¥%ROWTYPE
INDEX BY BINARY_INTEGER;
dclvalues arrdcl;.

dclempty arrdcl;
-- variables for the cj table (delete job conflict)

TYPE arrdcj IS TABLE OF Cj¥ROWTYPE
INDEX_BY BINARY_INTEGER;
dcjvalues arrdcj;

dcjempty arrdcj;
-- variables for the ct table (delete task conflict)

TYPE arrdct IS TABLE OF Ct¥ROWTYPE
INDEX BY BINARY_INTEGER;
dctvalues arrdct;

dctempty arrdct;
-- variables for the cp table (delete permission conflict)

TYPE arrdcp IS TABLE OF Cp¥ROWTYPE
INDEX BY BINARY_INTEGER;

dcpvalues arrdcp;

dcpempty arrdcp;

-- variables for the rh table (role network)
TYPE arrrh IS TABLE OF rh¥%ROWTYPE

INDEX BY BINARY_INTEGER;

rhvalues arrrh;

rhempty arrrh;
-- variables for the rh table (delete role network)

TYPE arrdrh IS TABLE OF rh%ROWTYPE
INDEX BY BINARY_INTEGER;
drhvalues arrdrh;

drhempty arrdrh;
-- variables for the 1h table (location network)

TYPE arrlh IS TABLE OF ThX¥ROWTYPE
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INDEX BY BINARY_INTEGER;
Thvalues arrih;

Thempty arrlh; )
-- variables for the Th table (delete location network)

TYPE arrdlh IS TABLE OF Th%ROWTYPE
INDEX BY BINARY_INTEGER;

dlhvalues arrdlh;

dlhempty arrdlh;

END;

CREATE OR REPLACE TRIGGER uastatbef_trig
BEFORE INSERT ON ua

BEGIN
-- Empty the main PL/SQL table buffer.

erbac03_pkg.uavalues := erbac03_pkg.uaempty;
END;

/

CREATE OR REPLACE TRIGGER uarowbef_trig
BEFORE INSERT ON ua

FOR EACH ROW

DECLARE
1 NUMBER := erbac03_pkg.uavalues.COUNT + 1;

BEGIN

-- Copy the row's values across to the PL/SQL table.
erbac03_pkg.uavalues Ejg.ro1ejd := inew.roleid;
erbac03_pkg.uavalues (i).userid := :new.userid;

END;

/
CREATE OR REPLACE TRIGGER uastatafter_trig
AFTER INSERT ON ua

DECLARE L .
-- Cursor to select all conflicting users for a particular user.

CURSOR conusercur (v_userid NUMBER) IS
SELECT userid FROM users

WHERE userid IN .

(SELECT userid2 FROM cu WHERE useridl = v_userid

UNION

SELECT useridl FROM cu WHERE userid2 = v_userid);

-- Get the conflicting roles for the roles associated with the
-- conflicting users.

CURSOR assrolecur (v_userid NUMBER, v_roleid NUMBER) IS
SELECT roleid FROM ua, cr WHERE ua.userid = v_userid
AND ((roleid = cr.roleidl) orR (roleid = cr.roleid2))
AND ((cr.roleidl = v_roleid) OR (cr.roleid2 = v_roleid));
TYPE arrcu IS TABLE OF users.userid¥TYPE

INDEX BY BINARY_INTEGER;

conuser arrcu;

TYPE arrassroles IS TABLE OF ua.roleid¥%TYPE

INDEX BY BINARY_INTEGER;

assroles arrassroles;

vuserid ua.userid¥TYPE;

vroleid ua.roleid¥%TYPE;

v_count NUMBER(38);

V_stop BOOLEAN := false;

v_cannot NUMBER(1l) := 0;

v_can NUMBER(38) := 0;

BEGIN
FOR i IN 1..erbac03_pkg.uavalues.COUNT

LOOP

-- Do the checks required here for each record inserted.
vuserid := erbac03_pkg.uavalues(i).userid;

vroleid := erbac03_pkg.uavalues(i).roleid;

FOR conuserrec IN conusercur(vuserid) LOOP
v_count := conuser.COUNT + 1;
conuser (v_count) := conuserrec.userid;

END LOOP;

-- Count the conflicting roles.

SELECT count(*) INTO v_can

FROM roles

WHERE roleid IN (SELECT roleid2 FROM cr WHERE roleidl = vroleid

UNION
SELECT roleidl FROM cr WHERE roleid2 = vroleid);

IF (v_can <> 0) THEN . ..
-- Select all the users associated to the conflicting roles. )
-- If they are not all conflicting with the inserted user then it

-- should raise an error.
SELECT count(l) INTO v_cannot

FROM DUAL

WHERE NOT EXISTS

(SELECT distinct(userid) FROM ua WHERE roleid in (SELECT roleid2 FROM cr WHERE roleidl

= vroleid UNION

SELECT roleidl FROM cr WHERE roleid2 = vroleid) and userid = vuserid);



IF v_cannot = 0 then

-- There are conflicting users already assigned to conflicting
-- roles. Therefore raise an error.
raise_application_error(-20201, 'Cannot insert user to ' ||
'role association because user is being conflict');

END IF;

END IF;

-- Move to the next step: check for conflicting roles.

IF conuser.COUNT > 0 then

FOR j IN 1..conuser.COUNT LOOP

FOR assrolerec IN assrolecur(conuser(j), vroleid) LoopP

-- This could have been done with a simple SELECT (count 1)

-- SQL statement with an IF statement to check it, but this works.

v_stop := true;

END LOOP;

END LOOP;

-- Move to the next step.

if v_stop = true then -- assroles.COUNT > 0 then

-- There are conflicting roles already assigned to conflicting users.
-- Therefore raise an error.

raise_application_error(-20202, 'cannot insert user to role ' ||
'association - a conflicting user

'is already associated to a ' ||

'conflicting role."');

END IF;

END IF;
-- Insert the record (or 1in this case don't do anything because it is

-- already inserted).
END LOOP;
END;

CREATE OR REPLACE TRIGGER rjstatbef_trig
BEFORE INSERT ON rj

BEGIN
-- Empty the main PL/sSQL table buffer.
erbac03_pkg.rjvalues := erbac03_pkg.rjempty;

END;

/

CREATE OR REPLACE TRIGGER rjrowbef_trig
BEFORE INSERT ON rj

FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.rjvalues.COUNT + 1;

BEGIN
-- Copy the row's values across to the PL/SQL table.

erbac03_pkg.rjvalues (ig.ro1eid := :new.roleid;
erbac03_pkg.rjvalues (i).jobid := :new.jobid;
END;

/

CREATE OR REPLACE TRIGGER rjstatafter_trig
AFTER INSERT ON rj

DECLARE

vjobid rj.jobid¥TYPE;

vroleid rj.roleid¥TYPE;

v_cannot NUMBER(1) := 0;

v_can NUMBER(38) := 0

v_none NUMBER(1l) := 0
v_tally NUMBER(38) := 0;

BEGIN

FOR i IN 1..erbac03_pkg.rjvalues.COUNT

LooP
-- Do the checks required here for each record inserted.

v_tally := erbac03_pkg.rjvalues.COUNT;
SELECT count(*) - v_tally INTO v_none FROM rj;

IF (v_none <> 0) THEN

vjobid := erbacOB_pkE.rjva1ues(i).jobid;

vroleid := erbac03_pkg.rjvalues(i).roleid;

-- Count the conflicting jobs.

SELECT count(*) INTO v_can

FROM jobs

WHERE jobid IN (SELECT jobid2 FROM c¢j WHERE jobidl = vjobid
UNION

SELECT jobidl FROM cj WHERE jobid2 = vjobid);

IF (v_can <> 0) THEN

-- Select all the roles associated to the conflicting jobs.
-- If they are not all conflicting with the inserted role then it
-- should raise an error.

SELECT count(1l) INTO v_cannot

FROM DUAL

WHERE NOT EXISTS

(SELECT distinct(roleid) FROM roles

WHERE roleid 1in

.
13
’
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(SELECT distinct(roleid) FROM rj ) _
WHERE jobid in (SELECT jobid2 FROM cj WHERE jobidl = vjobid

UNION
SELECT jobidl FROM cj WHERE jobid2 = vjobid))
MINUS

(SELECT roleid2 FROM cr WHERE roleidl = vroleid
UNION

SELECT roleidl FROM cr WHERE roleid2 = vroleid))
AND EXISTS

(SELECT distinct(roleid) FROM rj

WHERE jobid in (SELECT jobid2 FROM cj WHERE jobidl = vjobid

UNION

SELECT jobidl FROM cj WHERE jobid2 = vjobid));

IF v_cannot = 0 then ]
conflicting

-- There are conflicting roles already assigned to

-- jobs. Therefore raise an error.
raise_application_error(-20204, 'cannot insert job to ' ||
'role association - a conflicting ' |

'job must be assigned to a ' ||

'conflicting role.');

END IF;

END IF;

END IF; ) o
-- Insert the record (or in this case don't do anything because it is

-- already inserted).
END LOOP;
END;

CREATE OR REPLACE TRIGGER jtstatbef_trig
BEFORE INSERT ON Jt

BEGIN
-- Empty the main PL/SQL table buffer.

erbac03_pkg.jtvalues := erbac03_pkg.jtempty;
END;

/

CREATE OR REPLACE TRIGGER jtrowbef_trig
BEFORE INSERT ON jt

FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.jtvalues.COUNT + 1;

BEGIN
-- Copy the row's values across to the PL/SQL table.

erbac03_pkg.jtvalues (i).jobid := :new.jobid;
erbac03_pkg.jtvalues (i).taskid := :new.taskid;
END;

/

CREATE OR REPLACE TRIGGER jtstatafter_trig
AFTER INSERT ON jt

DECLARE

vtaskid jt.taskid¥TYPE;

vjobid jt.jobid¥TYPE;

v_cannot NUMBER(1l) := 0;

v_can NUMBER(38) := 8

v_none NUMBER(1) :
v_tally NUMBER(38) := 0;

BEGIN

FOR i IN 1..erbac03_pkg.jtvalues.COUNT

LOOP
-- po the checks required here for each record inserted.

v_tally := erbac03_pkg.jtvalues.COUNT;

SELECT count(*) - v_ta11y INTO v_none FROM jt;
IF (v_none <> Q) THEN
vtaskid := erbac03hEkg.jtva]ues(i).taskid;
vjobid := erbac03_pkg.jtvalues(i).jobid;

-- Count the conflicting tasks.

SELECT count(*) INTO v_can

FROM tasks

WHERE taskid IN (SELECT taskid2 FROM ct WHERE taskidl = vtaskid
UNION

SELECT taskidl FROM ct WHERE taskid2 = vtaskid);

IF (v_can <> 0) THEN i g
-- Select all the jobs associated to the conflicting tasks.

-- If they are not all conflicting with the inserted job then it
-- should raise an error.

SELECT count(l) INTO v_cannot

FROM DUAL

WHERE NOT EXISTS

(SELECT distinct(jobid) FROM jobs

WHERE jobid in

(SELECT distinct(jobid) FROM jt

WHERE taskid in (SELECT taskid2 FROM ct WHERE taskidl = vtaskid

UNION



SELECT taskidl FROM ct WHERE taskid2 = vtaskid))

MINUS
(SELECT jobid2 FROM cj WHERE jobidl = vjobid
UNION

SELECT jobidl FROM cj WHERE jobid2 = vjobid))
AND EXISTS

(SELECT distinct(jobid) FROM jt _ )
WHERE taskid in (SELECT taskid2 FROM ct WHERE taskidl = vtaskid

UNION

SELECT taskidl FROM ct WHERE taskid2 = vtaskid));

IF v_cannot = 0 then

-- There are conflicting jobs already assigned to conflicting
-- tasks. Therefore raise an error.
raise_application_error(-20205, 'Cannot insert task to ' ||
'job association - a conflicting ' ||

'task must be assigned to a ' |

‘conflicting job.'g;

END IF;

END IF;

END IF; o
-- Insert the record (or in this case don't do anything because it is

-- already inserted).
END LOOP;
END;

CREATE OR REPLACE TRIGGER tpstatbef_trig
BEFORE INSERT ON tp

BEGIN
-- Empty the main PL/SQL table buffer.

erbac03_pkg.tpvalues := erbac03_pkg.tpempty;
END;

/

CREATE OR REPLACE TRIGGER tprowbef_trig
BEFORE INSERT ON tp

FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.tpvalues.COUNT + 1;

BEGIN

-- Copy the row's values across to the PL/SQL table.
erbac03_pkg.tpvalues Eig.taskid := :new.taskid;
erbac03_pkg.tpvalues (i).permid := :new.permid;

END;

4

CREATE OR REPLACE TRIGGER tpstatafter_trig
AFTER INSERT ON tp

DECLARE

vpermid tp.permid¥TYPE;

vtaskid tp.taskid¥TYPE;

v_cannot NUMBER(1) := 0;

v_can NUMBER(38) :
v_none NUMBER(1) :
v_tally NUMBER(38) :
BEGIN

FOR i IN 1..erbac03_pkg.tpvalues.COUNT

LOOP

-- Do_the checks required here for each record inserted.

v_tally := erbac03_pkg.tpvalues.COUNT;

SELECT count(*) - v_tally INTO v_none FROM tp;

IF (v_none <> 0) THEN

vpermid := erbac03_pkg.tpvalues(i).permid;

vtaskid := erbac03_pkg.tpvalues(i).taskid;

-- count the conflicting permissions.

SELECT count(*) INTO v_can

FROM perms

WHERE permid IN (SELECT permid2 FROM cp WHERE permidl = vpermid
UNION

SELECT permidl FROM cp WHERE permid2 = vpermid);

IF (v_can <> 0) THEN

-- Select all the tasks associated to the conflicting permissions.
-- If they are not all conflicting with the inserted task then it
-- should raise an error.

SELECT count(1l) INTO v_cannot

FROM DUAL

WHERE NOT EXISTS

(SELECT distinct(taskid) FROM tasks

WHERE taskid in

(SELECT distinct(taskid) FROM tp

WHERE permid in (SELECT permid2 FROM cp WHERE permidl = vpermid
UNION

SELECT permidl FROM Ccp WHERE permid2 = vpermid))

MINUS
(SELECT taskid2 FROM ct WHERE taskidl = vtaskid
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UNION
SELECT taskidl FROM ct WHERE taskid2 = vtaskid))

AND EXISTS )
(SELECT distinct(taskid) FROM tp ) _
WHERE permid in (SELECT permid2 FROM cp WHERE permidl = vpermid

UNION
SELECT permidl FROM cp WHERE permid2 = vpermid));

IF v_cannot = 0 then | ) o
-- There are conflicting tasks already assigned to conflicting

-- permissions. Therefore raise an error.
raise_application_error(-20206, 'cCannot insert permission to ' ||
'task association - a conflicting ' ||

'permission must be assigned to a ' ||

'conflicting task.');

END IF;

END IF;

END IF;
-- Insert the record (or in this case don't do anything because it is

-- already inserted).
END LOOP;
END;

CREATE OR REPLACE TRIGGER crstatbef_trig
BEFORE INSERT ON cr

BEGIN
-- Empty the main PL/SQL table buffer.

erbac03_pkg.crvalues := erbac03_pkg.crempty;
END;

/

CREATE OR REPLACE TRIGGER crrowbef_trig
BEFORE INSERT ON cr

FOR EACH ROW

DECLARE

i NUMBER := erbacO03_pkg.crvalues.COUNT + 1;

BEGIN
-- Copy the row's values across to the PL/SQL table.

erbac03_pkg.crvalues (i).roleidl := :new.roleidl;
erbac03_pkg.crvalues (i).roleid2 := :new.roleid2;
END;

/

CREATE OR REPLACE TRIGGER crstatafter_trig
AFTER INSERT ON cr

DECLARE

vroleidl cr.roleidl¥%TYPE;

vroleid2 cr.roleid2¥%TYPE;

v_exists NUMBER(38) := 0;

V_asso NUMBERE38) s

v_conf NUMBER(38) :=
v_rolenet NUMBER(38) := 0;
BEGIN

FOR i IN 1..erbac03_pkg.crvalues.COUNT
LOOP

vroleidl := erbac03_pkg.crvalues Eig.roTeidl;
vroleid2 := erbac03_pkg.crvalues (i).roleid2;

-- Check whether the roles are the same.

IF vroleidl = vroleid2 THEN
ra1se_ap?1ication_error(-20207.'Cannot insert role conflict - ' ||
'both roles are identical.');

END IF;

-- Do they form part of a role network?

SELECT COUNT(1) INTO v_rolenet FROM DUAL

WHERE 2 <= ANY (SELECT COUNT(1) FROM rh

WHERE childid = vroleidl or childid = vroleid2

GROUP BY rolenetid);

IF v_rolenet > 0 THEN -- Yes they do so raise an_error
ra1se_ap?Tication_error(—ZUZOB,'Cannot insert role conflict - ' ||
'both roles are already part of a '

'role network.');

END IF;
-- Are they already conflicting? we don't worry about checking whether

-- idl and id2 are in their respective places as the primary key
-- constraints will prevent that from occurin?.

-- This also prevents the same role from conflicting with itself.
SELECT count(l) INTO v_exists FROM cr

WHERE roleidl = vroleid2 AND roleid2 = vroleidl;

IF (v_exists = 0) THEN

-- Doesn't exist yet so we can continue checking.

-- Check for user-role associations.

SELECT count(l) INTO v_asso FROM ua

WHERE roleid = vroleidl OR roleid = vroleid2;

IF (v_asso <> 0) THEN

-- Found some associations so go to step 3.



SELECT count(l) INTO v_conf FROM DUAL
WHERE EXISTS ((SELECT userid FROM users
WHERE userid IN (SELECT userid2 FROM cu
WHERE useridl IN (SELECT userid FROM ua
WHERE roleid=vroleidl)

UNION

SELECT useridl FROM cu

WHERE userid2 IN (SELECT userid FROM ua
WHERE roleid=vroleidl)))

INTERSECT

(SELECT userid FROM ua

WHERE roleid = vroleid2));

IF (v_conf <> 0) THEN : .
raise_ap?11cat1on_error(—20209,'can?ot insert role conflict - ' ||

'both roles are a1read¥ associated
'to conflicting users.');

END IF;
END IF;
ELSE
raise_a?
'the ro
END IF;
END LOOP;
END;

plication_error(-20210, 'cannot insert role conflict - ' ||
e conflict already exists.');

CREATE OR REPLACE TRIGGER custatbef_trig
BEFORE INSERT ON cu

BEGIN
-- Empty the main PL/SQL table buffer.

erbac03_pkg.cuvalues := erbac03_pkg.cuempty;
END;

/

CREATE OR REPLACE TRIGGER curowbef_trig

BEFORE INSERT ON cu

FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.cuvalues.COUNT + 1;

BEGIN

-- Copy the row's values across to the PL/sQL table.
erbac03_pkg.cuvalues Eig.useridl := :new.useridl;
erbac03_pkg.cuvalues (i).userid2 := :new.userid2;

END;

7

CREATE OR REPLACE TRIGGER custatafter_trig

AFTER INSERT ON cu

DECLARE

vuseridl cu.useridl¥%TYPE;

vuserid2 cu.userid2¥TYPE;

v_exists NUMBER(38) := 0;

v_asso NUMBER(38) := 0;

v_conf NUMBER(38) := 0;

BEGIN

FOR i IN 1..erbac03_pkg.cuvalues.COUNT

LOOP

vuseridl := erbac03_pkg.cuvalues (i).useridl;

vuserid2 := erbac03_pkg.cuvalues (i).userid2;

-- Check whether the users are the same.

IF vuseridl = vuserid2 THEN )
raise_application_error(-20219, 'cannot insert user conflict - " ||
'both users are identical.');

END IF;
whether

-- Are they already conflicting? we don't worry about checkin
-- idl and id2 are in their respective places as the primary key
-- constraints will prevent that from occurin?.

-- This also prevents the same user from conflicting with itself.
SELECT count(1l) INTO v_exists FROM cu

WHERE useridl = vuserid2 AND userid2 = vuseridl;

IF (v_exists = 0) THEN

-- Doesn't exist yet so we can continue checking.

-- check for user-role associations.

SELECT count(l) INTO v_asso FROM ua

WHERE userid = vuseridl OR userid = vuserid2;

IF (v_asso <> 0) THEN

-- Found some associations so go to step 3.

SELECT count(l) INTO v_conf FROM DUAL

WHERE EXISTS ((SELECT roleid FROM roles

WHERE roleid IN (SELECT roleid2 FROM cr

WHERE roleidl IN (SELECT roleid FROM ua

WHERE userid=vuseridl)

UNION

SELECT roleidl FROM cr

WHERE roleid2 IN (SELECT roleid FROM ua
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WHERE userid=vuseridl)))

INTERSECT

(SELECT roleid FROM ua

WHERE userid = vuserid2));

IF (v_conf <> 0) THEN

raise_application_error(-20211, 'Cannot insert user conflict - ' ||
'both users are already associated ' ||

'to conflicting roles.’);

END IF;

END IF;

ELSE
raise_application_error(-20212, 'Cannot insert user conflict - ' ||

*the user conflict already exists.');
END IF;

END LOOP;

END;

CREATE OR REPLACE TRIGGER cpstatbef_trig
BEFORE INSERT ON cp

BEGIN
-- Empty the main PL/SQL table buffer.

erbac03_pkg.cpvalues := erbac03_pkg.cpempty;
END;
b

CREATE OR REPLACE TRIGGER cprowbef_trig
BEFORE INSERT ON cp

FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.cpvalues.COUNT + 1;

BEGIN
-- Copy the row's values across to the PL/SQL table.

erbac03_pkg.cpvalues (i).permidl := :new.permidl;
erbac03_pkg.cpvalues (i).permid2 := :new.permid2;
END;

/

CREATE OR REPLACE TRIGGER cpstatafter_trig
AFTER INSERT ON cp

DECLARE i

.vpermidl cp.permidl¥TYPE;

vpermid2 cp.permid2¥TYPE;
v_exists NUMBER(38) := 0;
v_asso NUMBERE38§

v_conf NUMBER(38
BEGIN

FOR i IN 1..erbac03_pkg.cpvalues.COUNT

LOOP

-- we need to check for an empty table?

vpermidl := erbac03_pkg.cpvalues (i).permidl;

vpermid2 := erbac03_pkg.cpvalues (i).permid2;

-- Check whether the permissions are the same.

IF vpermidl = vpermid2 THEN

raise_application_error(-20213, 'Cannot insert permission conflict - ' ||
'both permissions are identical.');

END IF; .
-- Are they already conflicting? we don't worry about checking whether

-- idl and id2 are in their respective places as the primary key
-- constraints will prevent that from occuring.

-- This also prevents the same permission from conflicting with itself.
SELECT count(l) INTO v_exists FROM cp

WHERE permidl = vpermid2 AND permid2 = vpermidl;

IF (v_exists = 0) THEN

-- Doesn't exist yet so we can continue checking.

-- Check for task-permission associations for both permissions only.
-- If one of the permissions has no association yet then allow add.
SELECT COUNT(1) INTO v_asso FROM tp pl, tp p2

WHERE pl.permid = vpermidl AND p2.permid = vpermid2;

IF (v_asso <> 0) THEN

-- Found some associations so go to step 3.

SELECT count(l) INTO v_conf FROM DUAL

WHERE EXISTS ((SELECT taskid FROM tp

WHERE permid = vpermid2)

MINUS

(SELECT taskid FROM tasks

WHERE taskid IN (SELECT taskid2 FROM ct

WHERE taskidl IN

(SELECT taskid FROM t

WHERE permid=vpermidl

UNION

SELECT taskidl FROM ct

WHERE taskid2 IN

(SELECT taskid FROM t

WHERE permidavpermidlg)));



IF (v_conf <> Q) THEN
raise_application_error(-20214, 'cannot insert permission ' ||
‘conflict - one or more of the ' ||

'associated tasks of the two ' ||

'permissions are not conflicting.');

END IF;

END IF;

ELSE
raise_application_error(-20215, 'Cannot insert permission conflict ' ||

‘- permission conflict already exists.');
END IF;

END LOOP;

END;

/

CREATE OR REPLACE TRIGGER ctstatbef_trig
BEFORE INSERT ON ct

BEGIN

-- Empty the main PL/SQL table buffer.
erbac03_pkg.ctvalues := erbac03_pkg.ctempty;

END;

CREATE OR REPLACE TRIGGER ctrowbef_trig

BEFORE INSERT ON ct

FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.ctvalues.COUNT + 1;

BEGIN

= copg the row's values across to the PL/SQL table.
erbac03_pkg.ctvalues (i).taskidl := :new.taskidl;
erbac03_pkg.ctvalues (i).taskid2 := :new.taskid2;
END;

/
CREATE OR REPLACE TRIGGER ctstatafter_trig
AFTER INSERT ON ct

DECLARE

vtaskidl ct.taskidl¥TYPE;

vtaskid2 ct.taskid2%TYPE;

v_exists NUMBER(38) := 0;

V_asso NUMBER(38) := 0;

v_conf NUMBER(38) := 0;

BEGIN

FOR i IN 1..erbac03_pkg.ctvalues.COUNT

LOOP

-- We need to check for an empty table?
vtaskidl := erbac03_pkg.ctvalues (i).taskidl;
vtaskid2 := erbac03_pkg.ctvalues (i).taskid2;

-- Check whether the tasks are the same.

IF vtaskidl = vtaskid2 THEN
raise_application_error(-20216, 'cannot insert task conflict - ' ||
'both tasks are identical.');

END IF;
-- Are they already conflicting? we don't worry about checking whether
-- idl and id2 are in their respective places as the primary key

-- constraints will prevent that from occuring.

-- This also prevents the same task from conf?icting with itself.
SELECT count(1l) INTO v_exists FROM ct

WHERE taskidl = vtaskid2 AND taskid2 = vtaskidl;

IF (v_exists = 0) THEN

-- Doesn't exist yet so we can continue checkinE.

-- Check for task-job associations for both tasks only.

-- If one of the tasks has no association yet then allow add.

SELECT COUNT(1) INTO v_asso FROM jt tl, jt t2

WHERE tl.taskid = vtaskidl AND t2.taskid = vtaskid2;

IF (v_asso <> 0) THEN

-- Found some associations so go to step 3.

SELECT count(l) INTO v_conf FROM DUAL

WHERE EXISTS ((SELECT %obid FROM jt

WHERE taskid = vtaskid2)

MINUS
(SELECT gobid FROM jobs

WHERE jobid IN (SELECT jobid2 FROM cj

WHERE jobidl IN

(SELECT jobid FROM jt

WHERE taskid=vtaskidl)

UNION

SELECT jobidl FROM cj

WHERE jobid2 IN

(SELECT jobid FROM jt

WHERE taskid=vtaskidl))));

IF (v_conf <> 0) THEN

raise_app]1cationaerror(~20217,'CaTnot insert task conflict - ' ||

‘one or more of the associated
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'jobs of the two tasks are not ' ||
'conflicting.');
END IF;

END IF;
-- Check for task-permission associations for both tasks only.

-- If one of the tasks has no association yet then allow add.
SELECT COUNT(1) INTO v_asso FROM tp tl, tp t2

WHERE tl.taskid = vtaskidl AND t2.taskid = vtaskid?;
IF (v_asso <> 0) THEN

SELECT count(l) INTO v_conf FROM DUAL

WHERE EXISTS ((SELECT permid FROM tp

WHERE taskid = vtaskid2)

MINUS

(SELECT permid FROM perms

WHERE permid IN (SELECT permid2 FROM cp

WHERE permidl IN

(SELECT permid FROM t

WHERE taskid:vtaskidlg

UNION

SELECT permidl FROM cp

WHERE permid2 IN

(SELECT permid FROM t

WHERE taskid:vtaskidlg))):

IF (v_conf <> 0) THEN
raise_application_error(-20218, 'Cannot insert task conflict - ' ||
'one or more of the associated '

'perms of the two tasks are not ' ||
‘conflicting.');

END IF;

END IF;

ELSE
raise_application_error(-20219, 'cannot insert task conflict - ' ||

'task conflict already exists.');
END IF;

END LOOP;

END;

/

CREATE OR REPLACE TRIGGER cjstatbef_trig
BEFORE INSERT ON Cj

BEGIN

-- Empty the main PL/SQL table buffer.
erbac03_pkg.cjvalues := erbac03_pkg.cjempty;

END;

A

CREATE OR REPLACE TRIGGER cjrowbef_trig

BEFORE INSERT ON Cj

FOR EACH ROW

DECLARE

1 NUMBER := erbac03_pkg.cjvalues.COUNT + 1;

BEGIN

-- Copy the row's values across to the PL/SQL table.
erbac03_pkg.cjvalues (i).jobidl := :new.jobidl;
erbac03_pkg.cjvalues (i).jobid2 := :new.jobid2;

END;

CREATE OR REPLACE TRIGGER cjstatafter_trig
AFTER INSERT ON Cj

DECLARE

vjobidl cj.jobidl%TYPE;

vjobid2 cj.jobid2XTYPE;

v_exists NUMBER(38) := 0;

v_asso NUMBER(38) := 0;

1
v_conf NUMBER(38) 0;
BEGIN
FOR i IN 1..erbac03_pkg.cjvalues.COUNT
LooP

-- We need to check for an empty table?

vjobidl := erbac03_pkg.cjvalues (i).jobidl;

vjobid2 := erbac03_pkg.cjvalues (i).Jjobid2;

-- Check whether the jobs are the same.

IF vjobidl = vjobid2 THEN

raise_apg]icat1on_error(—20220,'Cannot insert job conflict - ' ||
'both jobs are identical.');

END IF;
whether

-- Are they already conflicting? we don't worry about checkin

-- idl and id2 are in their respective places as the primary key
-- constraints will prevent that from occuring.

-- This also prevents the same job from conflicting with itself.
SELECT count(l) INTO v_exists FROM cj

WHERE jobidl = vjobid2 AND jobid2 = vjobidl;

IF (v_exists = Og THEN

-- Doesn't exist yet so we can continue checking.
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-- Check for job-role associations for both jobs 0n1¥.
-- If one of the jobs has no association yet then allow add.
SELECT COUNT(1) INTO v_asso FROM rg tl, rj t2

WHERE tl.jobid = vjobidl AND t2.jobid = vjobidZ;

IF (v_asso <> 0) THEN

-- Found some associations so go to step 3.

SELECT count(1l) INTO v_conf FROM DUAL

WHERE EXISTS ((SELECT roleid FROM rj

WHERE jobid = vjobid2)

MINUS

(SELECT roleid FROM roles

WHERE roleid IN (SELECT roleid2 FROM cr

WHERE roleidl IN

(SELECT roleid FROM rj

WHERE jobid=vjobidl)

UNION ‘

SELECT roleidl FROM cr

WHERE roleid2 IN

(SELECT roleid FROM rj

WHERE jobid=vjobid1))g);

IF (v_conf <> 0) THEN ) .
raise_application_error(-20221, 'Cannot insert job conflict - " ||
‘one or more of the associated '

‘roles of the two jobs are not
'conflicting.');

END IF;

END IF; . L .
-- Check for job-task associations for both jobs onl

-- If one of the jobs has no association yet then a1¥ow add.
SELECT COUNT(1) INTO v_asso FROM jt tl, jt t2
WHERE tl.jobid = vjobidl AND t2.jobid = vjobid2;
IF (v_asso <> 0) THEN

SELECT count(1l) INTO v_conf FROM DUAL

WHERE EXISTS ((SELECT taskid FROM jt

WHERE jobid = vjobid2)

MINUS

(SELECT taskid FROM tasks

WHERE taskid IN (SELECT taskid2 FROM ct

WHERE taskidl IN

(SELECT taskid FROM jt

WHERE jobid=vjobidl)

UNION

SELECT taskidl FROM ct

WHERE taskid2 IN

(SELECT taskid FROM jt

WHERE jobid=vjobid1)g)):

IF (v_conf <> 0) THEN
raise_application_error(-20222, 'cannot insert job conflict - ' ||
'one or more of the associated '

'tasks of the two tasks are not ' ||
'conflicting.');

END IF;

END IF;

ELSE
raise_application_error(-20223, 'cannot insert job conflict - ' ||

'job conflict already exists.');
END IF;

END LOOP;

END;

/

CREATE OR REPLACE TRIGGER c1statbef_trig
BEFORE INSERT ON cl

BEGIN

-- Empty the main PL/SQL table buffer.
erbac03_pkg.clvalues := erbac03_pkg.clempty;
END;

/
CREATE OR REPLACE TRIGGER clrowbef_trig

BEFORE INSERT ON cl

FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.clvalues.COUNT + 1;

BEGIN
-- Copy the row's values across to the PL/SQL table.

erbac03_pkg.clvalues (i).locationidl :new.locationidl;
erbac03_pkg.clvalues (i).locationid2 :new.locationid2;

END;

CREATE OR REPLACE TRIGGER clstatafter_trig
AFTER INSERT ON cl

DECLARE
vlocationidl c1.locationid1%TYPE;
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vlocationid2 cl.locationid2%TYPE;
v_exists NUMBER(38) := 0;

v_asso NUMBER(38) := 0;

v_conf NUMBER(38) := 0;
v_locationnet NUMBER(38) := 0;
BEGIN

FOR i IN 1..erbac03_pkg.clvalues.COUNT

LOOP

vlocationidl := erbacO03_pkg.clvalues (i).locationidl;
vlocationid2 := erbac03_pkg.clvalues (i).locationid2;

-- Check whether the locations are the same.

IF vlocationidl = vlocationid2 THEN
raise_application_error(-20218, 'cannot insert location conflict - " ||
'both Tocations are identical.');

END IF;

-- Do they form part of a location network?

SELECT COUNT(1) INTO v_locationnet FROM DUAL

WHERE 2 <= ANY (SELECT COUNT(1l) FROM 1h

WHERE 1childid = vlocationidl orR Tchildid = vlocationid2

GROUP_BY locationnetid);

IF v_locationnet > 0 THEN -- Yes they do so raise an error
raise_application_error(-20224,'cannot insert location conflict - ' ||
'both locations are already part of a ' ||

'location network.');

END IF;
-- Are'they already conflicting? we don't worry about checking whether

-- 1idl and id2 are_in their respective places as the primary key
-- constraints will prevent that from occuring. = . .
-- This also prevents the same location from conflicting with itself.

SELECT_count(l) INTO v_exists FROM cl L L.
WHERE locationidl = vlocationid2 AND Tocationid2 = vlocationidl;

IF (v_exists = 0) THEN
-- Doesn't exist yet so we can continue checking.

-- check for location-role associations.

SELECT count(l) INTO v_asso FROM rl

WHERE locationid = vlocationidl OR locationid = vlocationid2;
IF (v_asso <> 0) THEN

-- Found some associations so go to step 3.

SELECT count(l) INTO v_conf FROM DUAL

WHERE EXISTS ((SELECT roleid FROM roles

WHERE roleid IN (SELECT roleid2 FROM cr

WHERE roleidl IN (SELECT roleid FROM rl

WHERE locationid=vlocationidl)

UNION

SELECT roleidl FROM cr

WHERE roleid2 IN (SELECT roleid FROM rl

WHERE Tocationid=vlocationidl)))

INTERSECT

(SELECT roleid FROM ri

WHERE locationid = vlocationid2));

IF (v_conf <> 0) THEN ) i :
raise_application_error(-20225, 'Cannot 1n??rt Jocation conflict - ' ||

'both locations are already associated '
'to conflicting roles.');

END IF;

END IF;

ELSE
raise_application_error(-20226, 'Cannot insert location conflict - ' ||

'the location conflict already exists.');
END IF;.

END LOOP;

END;

CREATE OR REPLACE TRIGGER dcrstatbef_trig
BEFORE DELETE ON cr

BEGIN
-- Empty the main PL/SQL table buffer.

erbac03_pkg.dcrvalues := erbac03_pkg.dcrempty;
END;

CREATE OR REPLACE TRIGGER dcrrowbef_trig
BEFORE DELETE ON cr
FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.dcrvalues.COUNT + 1;

BEGIN

-- Copy the row's values across to the PL/SQL table.
erbac03_pkg.dcrvalues (i).roleidl := :old.roleidl;
erbac03_pkg.dcrvalues (i).roleid2 := :old.roleid2;
END;

/

CREATE OR REPLACE TRIGGER dcrstatafter_trig
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AFTER DELETE ON cr
DECLARE

vroleidl cr.roleidl%TYPE;
vroleid2 cr.roleid2%TYPE;
v_stop BOOLEAN := false;
v_exists NUMBER(38)
v_passol NUMBER(38)
v_passoZ NUMBER(38)
v_rlssol NUMBER(38) :
v_r1sso2 NUMBER(38)
v_rjssol NUMBER(38) :
V_rjsso2 NUMBER(38) :
v_conf NUMBER(38) := 0;

BEGIN

FOR i IN 1..erbac03_pkg.dcrvalues.COUNT

LOOP

vroleidl := erbac03_pkg.dcrvalues (i).roleidl;
vroleid2 := erbac03_pkg.dcrvalues (i).roleid2;

-- Doesn't exist yet so we can continue checking.
SELECT count(l) INTO v_passol FROM pa

WHERE roleid = vroleidl;

SELECT count(l) INTO v_passo2 FROM pa

WHERE roleid = vroleid2;

SELECT count(l) INTO v_rissol FROM rl

WHERE roleid = vroleidl;

SELECT count(l) INTO v_rlsso2 FROM rl

WHERE roleid = vroleid2;

SELECT count(l) INTO v_rjssol FROM rj

WHERE roleid = vroleidl;

SELECT count(l) INTO v_rjsso2 FROM rj

WHERE roleid = vroleid2;

IF ((v_passol <> 0) AND (v_passo2 <> 0))

OR Ev_r1ssol < 0; AND Ev_r1ssoz < 0))

OR ((v_rjssol <> 0) AND (v_rjsso2 <> 0)) THEN

-- Found some associations so go to step 3.
IF ((v_passol <> 0) AND (v_passo2 <> 0)9 THEN
-- Check the permissions first.

SELECT count(l) INTO v_conf FROM DUAL

WHERE EXISTS ((SELECT permid FROM perms

WHERE permid IN (SELECT permid2 FROM cp

WHERE permidl IN (SELECT permid FROM pa

WHERE roleid=vroleidl)

UNION

SELECT permidl FROM cp

WHERE permid2 IN (SELECT permid FROM pa

WHERE roleid=vroleidl)))

INTERSECT

(SELECT permid FROM pa

WHERE roleid = vroleid2));

IF (v_conf <> 0) THEN

v_stop := true;

END IF;

END IF;

v_conf := 0;

IF ((v_rlssol <> 0) AND (v_rlsso2 <> 0)) THEN -- check the locations next.
SELECT count(l) INTO v_conf FROM DUAL

WHERE EXISTS ((SELECT locationid FROM locations

WHERE locationid IN (SELECT locationid2 FROM cl

WHERE locationidl IN (SELECT locationid FROM rl

WHERE roleid=vroleidl)

UNION

SELECT Tlocationidl FROM cl

WHERE locationid2 IN (SELECT locationid FROM rl

WHERE roleid=vroleidl)))

INTERSECT

(SELECT locationid FROM rl

WHERE roleid = vroleid2));

IF (v_conf <> 0) THEN

wwnnnn
j=l=lelslalele)

v_stop := true;
END IF;

END IF;

v_conf := 0;

IF ((v_rjssol <> 0) AND (v_rjsso2 <> 0)) THEN -- check the jobs next.
SELECT count(l) INTO v_conf FROM DUAL
WHERE EXISTS ((SELECT jobid FROM jobs
WHERE jobid IN (SELECT jobid2 FROM cj
WHERE jobidl IN (SELECT jobid FROM rj
WHERE roleid=vroleidl)

UNION

SELECT jobidl FROM cj

WHERE jobid2 IN (SELECT jobid FROM rj
WHERE roleid=vroleidl)))

INTERSECT

(SELECT {obid FROM rj

WHERE roleid = vroleid2));

IF (v_conf <> Q) THEN

v_stop := true;
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END IF;
END IF;

IF_(V_StO?.= true) THEN .
raise_application_error(-20227,"'cannot delete role conflict - ' ||

'the roles form part of associations

'to locations or jobs that will ' ||
'become invalid if the role conflict ' ||
'is deleted.');

END IF;

END IF;

END LOOP;

END;

V4

CREATE OR REPLACE TRIGGER dcjstatbef_trig
BEFORE DELETE ON Cj

BEGIN .
-- Empty the main PL/SQL table buffer.

erbac03_pkg.dcjvalues := erbac03_pkg.dcjempty;
END;

/

CREATE OR REPLACE TRIGGER dcjrowbef_trig
BEFORE DELETE ON cj

FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.dcjvalues.COUNT + 1;

BEGIN
-- Copy the row's values across to the PL/SQL table.

erbac03_pkg.dcjvalues Ei;.jobjdl := :o0ld.jobidl;
erbac03_pkg.dcjvalues (i).jobid2 := :0l1d.jobid2;
END;

/

CREATE OR REPLACE TRIGGER dcjstatafter_trig
AFTER DELETE ON cj

DECLARE o

vjobidl cj.jobid1XTYPE;

vjobid2 cj.jobid2¥TYPE;

v_stop BOOLEAN := false;

v_exists NUMBER(38) := 0;

v_jtssol NUMBER(BSg 1= 0;

V_jtsso2 NUMBER(38) := 0;

v_conf NUMBER(38) := 0;

BEGIN .

FOR i IN 1..erbac03_pkg.dcjvalues.COUNT

LOOP

vjobidl := erbac03_pkg.dcjvalues (1g.jobid1:
vjobid2 := erbacO3_pkg.dcjvalues (i).jobid2;
-- Doesn't exist yet so we can continue checking.
SELECT count(l) INTO v_jtssol FROM jt

WHERE jobid = vjobidl; .

SELECT count(1l) INTO v_jtsso2 FROM jt

WHERE jobid = vjobid2;

IF ((v_jtssol <> 0) AND (v_jtsso2 <> 0)) THEN
-- Found some associations so go to step 3.
IF ((V_EtSSOl <> 0) AND (v_jtsso2 <> 0)? THEN
-- Ccheck the tasks first.

SELECT count(l) INTO v_conf FROM DUAL

WHERE EXISTS ((SELECT taskid FROM tasks
WHERE taskid IN (SELECT taskid2 FROM ct
WHERE taskidl IN §SELECT taskid FROM jt
WHERE jobid=vjobidl)

UNION

SELECT taskidl FROM ct

WHERE taskid2 IN (SELECT taskid FROM jt
WHERE jobid=vjobidl)))

INTERSECT

(SELECT taskid FROM gt

WHERE jobid = v;obid )

IF (v_conf <> 0) THEN
v_stop := true;

END IF;

END IF;

IF (v_sto? = true) THEN
raise_application_error(-20228, 'cannot delete job conflict - ' ||
'the jobs form part of associations '
'to tasks that will ' ||

'become invalid if the job conflict '
'is deleted.');

END IF;

END IF;

END LOOP;

END;

M



CREATE OR REPLACE TRIGGER dctstatbef_trig
BEFORE DELETE ON ct

BEGIN
-- Empty the main PL/SQL table buffer.
erbac03_pkg.dctvalues := erbac03_pkg.dctempty;

END;

CREATE OR REPLACE TRIGGER dctrowbef_trig

BEFORE DELETE ON Ct

FOR EACH ROW

DECLARE ,

i NUMBER := erbac03_pkg.dctvalues.COUNT + 1;

BEGIN

-~ Copy the row's values across to the PL/SQL table.
erbac03_pkg.dctvalues (i).taskidl := :old.taskidl;
erbac03_pkg.dctvalues (i).taskid2 := :o0ld.taskid2;
END;

/

CREATE OR REPLACE TRIGGER dctstatafter_trig
AFTER DELETE ON ct

DECLARE

vtaskidl ct.taskidl%TYPE;

vtaskid2 ct.taskid2XTYPE;

v_stop BOOLEAN := false;

v_exists NUMBERE383 1= 0;
v_tpssol NUMBER(38) := 0
V_tpsso2 NUMBER(38) := 0
v_conf NUMBER(38) := 0;

BEGIN
FOR i IN 1..erbac03_pkg.dctvalues.COUNT

LoOP
vtaskidl := erbac03_pkg.dctvalues Eig.taskidl:
vtaskid2 := erbac03_pkg.dctvalues (i).taskid2;
-- Doesn't exist yet so we can continue checking.
SELECT count(1l) INTO v_tpssol FROM tp

WHERE taskid = vtaskidl;

SELECT count(1l) INTO v_tpsso2 FROM tp

WHERE taskid = vtaskid2;

IF ((v_tpssol <> 0) AND (v_tpsso2 <> 0)) THEN
-- Found some associations so go to step 3.
IF ((v_tpssol < 0) AND (v_tpsso2 <> 0)? THEN
-- Check the permissions first.

SELECT count(l) INTO v_conf FROM DUAL

WHERE EXISTS ((SELECT permid FROM perms

WHERE permid IN (SELECT permid2 FROM cp

WHERE permidl IN (SELECT permid FROM tp

WHERE taskid=vtaskidl)

UNION

SELECT permidl FROM cp

WHERE permid2 IN (SELECT permid FROM tp

WHERE taskid=vtaskidl)))

INTERSECT

(SELECT permid FROM tp

WHERE taskid = vtaskid2));

IF (v_conf <> 0) THEN

v_stop := true;

END IF;

END IF;

IF (v_stop = true) THEN

ra1se_ap£ ication_error(-20229, 'cannot delete task conflict - ' ||
'the tasks form part of associations '

'to permissions that will '

'become invalid if the task conflict ' ||

'is deleted.');

END IF;

END IF;

END LOOP;

END;

/

TS

CREATE OR REPLACE TRIGGER rhstatbef_trig
BEFORE INSERT ON rh

BEGIN
-- Empty the main PL/SQL table buffer.

erbac03_pkg.rhvalues := erbac03_pkg.rhempty;
END;
/

CREATE OR REPLACE TRIGGER rhrowbef_trig
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BEFORE INSERT ON rh

FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.rhvalues.COUNT + 1;

BEGIN

-- Copy the row's values across to the PL/SQL table.
erbac03_pkg.rhvalues (i).rolenetid := :new.rolenetid;
erbac03_pkg.rhvalues (i).parentid := :new.parentid;
erbac03_pkg.rhvalues (i).childid := :new.childid;

END;

/

CREATE OR REPLACE TRIGGER rhstatafter_trig
AFTER INSERT ON rh

DECLARE

e_rolenet_loop EXCEPTION;

PRAGMA EXCEPTION_INIT (

e_rolenet_loop, -1436);

vrolenetid rh.rolenetid¥TYPE;

vparentid rh.ﬁarentid%TYPE;

vchildid rh.childid¥TYPE;

v_rootl NUMBER(38) := 0
v_root2 NUMBER(38) := 0
v_exists NUMBER(38) :
v_circ NUMBER(38) :=
v_conf NUMBER(38) :=
v_count NUMBER(38) :
BEGIN

FOR i IN 1..erbac03_pkg.rhvalues.COUNT

LOOP

vrolenetid := erbac03_Ekg.rhva1ues (i).rolenetid;
vparentid := erbac03_E g.rhvalues (i).parentid;
vchildid := erbac03_pkg.rhvalues (i).childid;

-- If there is no root record for the current rolenet

O=r s

0;
0;
= erbac03_pkg.rhvalues.COUNT;

-= (count - current records) then we cannot add the record

-- if the parentid is not null.

IF (vparentid IS NOT NULL) THEN

SELECT count(1l) INTO v_rootl FROM rh

WHERE rolenetid = vrolenetid AND parentid IS NULL;

IF (v_rootl = Q) THEN

raise_application_error(-20231, 'Cannot insert role into role ' ||

"‘network - root role is missing '
'for the particular role network');
END IF;

END IF;

-- check for an existing root role. If one is found for the particular

-- role network then raise an error.
IF (vparentid IS NULL) THEN

-- batch transfers.
SELECT count(1l) - v_count INTO v_root2 FROM rh
WHERE rolenetid = vrolenetid AND parentid IS NULL;

IF (v_root2 > 0) THEN

raise_aEp1ication_error(-20217,'cannot insert role into role '

'network - root role already

'exists for the particular role network.');

END IF;

END IF;

-- Is parent role in the role network as a child?

-- If not then raise an error.

SELECT count(l) INTO v_exists FROM rh

WHERE rolenetid = rolenetid AND childid = vparentid;
-- Added extra checks to make the error message that
-- occurs better because the record is already in the
table. This screws up this check in cases when the

-- wWill it cause a circular reference? Rely on an

-- exception to be raised when the sql statement

-- fails. If it doesn't fail then it will work just
-- fine. This works because the record is already in
-- the table when this trigger fires.

SELECT count(childid) INTO v_circ

FROM rh

WHERE childid <> vparentid

START WITH childid = vparentid AND rolenetid = vrolenetid
CONNECT BY PRIOR parentid = childid AND rolenetid = vrolenetid;
-- bon't worry about checking the result of the previous

-- SQL statement as it will not get to the next statement

--if it failed.

-- Check whether any of the records in the role network
-- are conflicting with the child we wish to add. we only

-- need to check the children in the role network.
SELECT count(l) INTO v_conf FROM DUAL

WHERE vchildid IN
(SELECT roleid FROM roles WHERE roleid IN

Must subtract the count because the record is already in the table.
-- This of course assumes that there will only ever be one record
inserted at a time. Disable all triggers and constraints when doing

-- parentid = childid. Also check if it is root level.
IF ((v_exists <> 0) AND (vparentid <> vchildid)) OR (vparentid IS NULL) THEN
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(SELECT roleid2 FROM cr WHERE roleidl IN )
(SELECT childid FROM rh wWHERE rolenetid = vrolenetid)
UNION

SELECT roleidl FROM cr WHERE roleid2 IN )
(SELECT childid FROM rh WHERE rolenetid = vrolenetid)));

IF (v_conf > 0) THEN . )
raise_application_error(-20232, 'Cannot insert role into role ' ||

"network - conflicting role(s) '

'are already present in the role ' ||

'network."');

END IF;

ELSE

raise_aEp11cat1on _error(-20233, 'cannot insert role into role ' ||
network - the parent role is not an '

'existing ch11d role.');

END IF;

END LOOP:

EXCEPTION

WHEN e_rolenet_loop THEN

raise_ aEpT1cat1on _error(-20234, 'cannot insert role into role ' ||
"network - it will cause a circular '

'reference to occur.');
END;

CREATE OR REPLACE_ TRIGGER Thstatbef_trig
BEFORE INSERT ON 1h

BEGIN
-- Empty the main PL/SQL table buffer.

erbac03_pkg.lhvalues := erbac03_pkg.lhempty;
END;

S

CREATE OR REPLACE TRIGGER Throwbef_trig

BEFORE INSERT ON Th

FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.lhvalues.COUNT + 1;

BEGIN

-- Copy the row' va1ues across to the PL/SQL table.
erbac03 pkg. 1hva1ues .locationnetid := :new.locationnetid;
erbac03_pkg.lhvalues .lparentid := :new.lparentid;
erbac03_pkg.lhvalues 1 .Ichildid := :new.lchildid;

END;

4

CREATE OR REPLACE TRIGGER 1hstatafter_trig
AFTER INSERT ON 1h

DECLARE

e_locationnet_loop EXCEPTION;

PRAGMA EXCEPTION_INIT (
e_locationnet_loop, -1436);

vlocationnetid 1h. 1ocat10nnet1d%TYPE.
viparentid Th.lparentid%TYPE;

vichildid Th.1childid¥TYPE;

v_rootl NUMBERE383 i= 0
v_root2 NUMBER(38) := 0;
v_exists NUMBER(38) := 0;
v_eire NUMBER(383 = 0;
v_conf NUMBER(38) := 0;

v_count NUMBER(38) := erbac03_pkg.lhvalues.COUNT;

BEGIN

FOR i IN 1..erbac03_pkg.lhvalues.COUNT

LOOP

vlocationnetid := erbac03 kg.Thvalues (i).locationnetid;

vlparentid := erbac03_ E hvalues (i).lparentid;
vichildid := erbac03_pkg. Thvalues (1).1childid;

-- If there is no root record for the current jocationnet
-- (count - current records) then we cannot add the record
-- if the lparentid is not null.

IF (vlparentid IS NOT NULL) THEN

SELECT count(l) INTO v_rootl FROM Th

WHERE Tlocationnetid = vlocationnetid AND lparentid IS NULL;

IF (v_rootl = 0) THEN
ra1se application_error(-20234, cannot insert location into location ' ||
'network - root location is missing

'for the particular location network®);

END IF;
END IF:

-- Check for an existing root location. If one is found for the particular

-- Jocation network then raise an error.

IF (vlparentid IS NULL) THEN )
Must subtract the count because the record is already in the table.

-- This of course assumes that there will only ever be one record
-- inserted at a time. Disable all triggers and constraints when doing
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-- batch transfers.
SELECT count(l) - v_count INTO v_root2 FROM 1h
WHERE locationnetid = vilocationnetid AND lparentid IS NULL;

IF (v_root2 > 0) THEN ) L .
Tication_error(-20236, 'cannot insert location into location |

raise_aEp :
"network - root location already '

‘exists for the particular location network.');
END IF,;

END IF;

-- Is parent location in the location network as a child?

-- If not then raise an error.
SELECT count(l) INTO v_exists FROM Th

WHERE locationnetid = locationnetid AND lchildid = vlparentid;

-- Added extra checks to make the error message that

-- occurs better because the record is already in the

-- table. This screws up this check in cases when the

-- 1parentid = 1childid. Also check if it is root level.

IF ((v_exists <> 0) AND (vlparentid <> vichildid)) OR (vlparentid IS NULL) THEN
-- Will it cause a circular reference? Rely on an

-- exception to be raised when the sql statement

fails. If it doesn't fail then it will work just

-- fine. This works because the record is already in

-- the table when_this trigger fires.

SELECT count(1childid) INTO v_circ

FROM 1h

WHERE Tchildid <> vlparentid . . .
START WITH 1childid = viparentid AND locationnetid = vlocationnetid

CONNECT BY PRIOR lparentid = Tchildid AND locationnetid = vlocationnetid;
-- pon't worry about checking the result of the previous

= sgL statement as it will not get to the next statement

-- if it failed.

-- Check whether any of the records in the location network

-- are conflicting with the child we wish to add. we only

-- need to check the children in the location network.

SELECT countgl) INTO v_conf FROM DUAL
WHERE vlchildid IN

SELECT locationid FROM locations WHERE Tlocationid IN

SELECT locationid2 FROM cl1 WHERE locationidl IN . .
(SELECT 1childid FROM 1h WHERE locationnetid = vilocationnetid)
UNION

SELECT locationidl FROM c1 WHERE Tocationid2 IN . :
(SELECT 1childid FROM 1h wWHERE locationnetid = vlocationnetid)));
IF (v_conf > 0) THEN .
raise_a£p1ication_error(—20237.'cannot insert location into location ' ||
'network - conflicting location(s) '

*are already present in the location Il

'network."');

END IF;

ELSE
raise_aEp1ication_error(-20238,'cannot in§ert lTocation into location ' ||

'network - the parent location is not an
'existing child location.');

END IF;

END LOOP;

EXCEPTION

WHEN e_locationnet_loop THEN . . . .
lication_error(-20239, 'cannot insert location into location ° ||

raise_aEp

'network - it will cause a circular ' ||
'reference to occur.');

END;

/

CREATE OR REPLACE TRIGGER drhstatbef_trig
BEFORE DELETE ON rh

BEGIN

-- Empty the main PL/SQL table buffer.
erbac03_pkg.drhvalues := erbac03_pkg.drhempty;
END;

/
CREATE OR REPLACE TRIGGER drhrowbef_trig

BEFORE DELETE ON rh
FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.drhvalues.COUNT + 1;

BEGIN

-- Copy the row's values across to the PL/SQL table.
erbac03_pkg.drhvalues (i).rolenetid := :old.rolenetid;
erbac03_pkg.drhvalues (i).parentid := :old.parentid;
erbac03_pkg.drhvalues (i).childid := :eld.childid;
END;

/
CREATE OR REPLACE TRIGGER drhstatafter_trig
AFTER DELETE ON rh
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DECLARE )
vrolenetid rh.rolenetid%TYPE;

vparentid rh.parentid¥TYPE;

vchildid rh.childid%TYPE;

v_child NUMBER(38) := 0;

BEGIN

FOR i IN 1..erbac03_pkg.drhvalues.COUNT

LOOP

vrolenetid := erbacOB_Ekg.drhvaTUES (i).rolenetid;
vparentid := erbac03_E g.drhvalues (i).parentid;
vchildid := erbac03_pkg.drhvalues (i).childid;
-- poes it have children?

SELECT COUNT(parentid) INTO v_child

FROM rh . =g . .
WHERE parentid = vchildid AND rolenetid = vrolenetid;

IF (v_child > 0) THEN --It has children so prevent it from been deleted.
raise_application_error(-20240, 'cannot delete role association - ' ||
'children associations already ' [I

‘exist for the role been deleted.');

END IF;

END LOOP;

END;

CREATE OR REPLACE TRIGGER dlhstatbef_trig
BEFORE DELETE ON 1h

BEGIN
-- Empty the main PL/SQL table buffer.

erbac03_pkg.dlhvalues := erbac03_pkg.dlhempty;
END;

/ .
CREATE OR REPLACE_TRIGGER dlhrowbef_trig

BEFORE DELETE ON Th

FOR EACH ROW

DECLARE

i NUMBER := erbac03_pkg.dlhvalues.COUNT + 1;

BEGIN

-- Copy the row's values across to the PL/sQL_table. .
erbac03_pkg.dlhvalues (i).locationnetid := :old.locationnetid;
erbac03_pkg.dlhvalues ig.1parentid := :0ld.Tparentid;
erbac03_pkg.dlhvalues (i).l1childid := :01d.1childid;

END;

CREATE OR REPLACE TRIGGER dlhstatafter_trig
AFTER DELETE ON Th

DECLARE .
vlocationnetid 1h.locationnetid¥TYPE;

vlparentid Th.lparentid¥TYPE;

vichildid Th.lchildid¥TYPE;

v_child NUMBER(38) := 0;

BEGIN

FOR i IN 1..erbac03_pkg.dlhvalues.COUNT

LOOP
vlocationnetid := erbac03_pkg.dlhvalues (i).locationnetid;

vlparentid := erbac03_pkg.dlhvalues (i).lparentid;
vichildid := erbac03_pkg.dlhvalues (i).lchildid;
-- Does it have children?

SELECT COUNT(lparentid) INTO v_child

FROM Th
WHERE Tparentid = vichildid AND locationnetid = vlocationnetid; i
ed.

IF (v_child > 0) THEN --It has children so prevent it from been delet
raise_application_error(-20241, 'cannot delete location association - ' ||

‘children associations already '
'exist for the location been deleted.');

END IF;
END LOOP;
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