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ABSTRACT

Security of multimedia data during the transmission is one of the main concern of vulnerable
connection. In order to protect the data, cryptography has been employed by many techniques to
hide the real information. An image encryption algorithm that uses one dimensional logistic map
combined with perceptron model is proposed. The algorithm uses logistic map to produce pseudo
random sequences, which are used as sequences of keys to specify the weights of the perceptron.
The perceptron is then used to encrypt the pixels of the image. The approach is also equipped with
the novel process called Cipher Stream Chaining Process (CSCP), making it highly sensitive to
given image. Our work is evaluated against histogram analysis, information entropy, key sensitivity
analysis. Experiment results show that, the cipher image does not give out any information on
the plain image and the algorithm is highly sensitive to plain image and key. The results of the
Number of Pixel Change Rate (NPCR) and Unified Average Changing Intensity (UACI) are also

better comparing to the algorithm without CSCP.
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Chapter 1

Introduction

1.1 Background

Today, the Internet is used, not only for legacy services such as email, chat or file transfer,
but also social interaction, multimedia, games and other entertainment. Countless amount of non-
textual data such as images, video and audio are being shared and transferred every day. This raises
privacy and security concerns, especially for personal multimedia data. In order to protect such
information, one traditional way is to encrypt the content of the data before transmission. This kind
of techniques is called Cryptography. In cryptography, the original message may contain all kind
of information including images. The original message is transformed into a cipher message that is
hard to decipher.

Several data encryption standards such as DES, triple DES, AES have been introduced. How-
ever, such algorithms may only be suitable to encrypt textual data [1], but not multimedia one. The
reason is that multimedia data especially images and videos may be highly redundant (adjacent
pixels may contain the same color). Thus, human may still be able to perceive the original image

from the cipher image [2]. Multimedia data are also much larger than textual ones.

1.2 Problem Descriptions

Recently, the encryption scheme based on the chaotic map has been employed to encrypt the

image due to its nonlinear behavior [3]. The word chaotic mean the state of disorder. This kind of



techniques are very sensitive to the initial condition. A slightly change in the initial point can lead
to two different divergence outcomes. Logistic map is one of the chaos map. Advantages of using
the logistic map to encrypt the image is because it is simple in implementation [4]. In [5], they
proposed new way to scramble the image pixel using perceptron model. In the experimental result,
their proposed method yield better than using XOR operation in term of encrypting the image value.
However, their algorithms encrypt the image separately. As the result, the output image pixel values
are not depend on each other. Thus, they are not sensitive to plain image. That is, if some parts
of the plain image are change, only some part of cipher image change accordingly. Therefore, the
algorithm are vulnerable to the differential analysis attack. To be resistant to differential analysis
attack analysis, a good cryptography algorithms should be sensitive with respect to the given key and
plain image. It mean that if the input key of algorithms is changed, the output of the encryption must
also change. Also, if the plain image is change, the cipher image must be different [6]. Therefore,
in this thesis we are trying to proposed the algorithm which is highly secure especially resistant to

the differential analysis attack.

1.3 Research Objectives

In this research work, the aim is to design and implement new algorithms for image encryption.
The algorithm must be able to produce the cipher image which is not understandable. And the key
generator of the algorithm must be highly secure. That mean even if a slightly change to the key,
the original image can not be retrieved back. Moreover, the algorithm must achieve the sensitivity

with respect to the plain image. Therefore, it is strong against differential analysis attack.



Chapter 2

Literature Review

This chapter discusses background study and some of the related works. we also discuss about

the weakness of the related works.

2.1 Research Background

Basing on the information security, the science of cryptology functions is the main solution to
hide the originated information. Cryptology consists of two are cryptography and cryptanalysis
[7]. Both of them are the study of creating and solving the problems including encryption and

decryption.

Figure 2.1: Cryptology



1. Cryptography is the study of making a cryptosystem that is capable of providing information
security [8]. Cryptography deals with the actual securing of digital data. It refers to the
design of mechanisms. Such techniques are generally based on math algorithms that provide

fundamental information security services.

2. The fields of researches trying to break the cipher text is known as cryptanalysis [9]. Crypt-
analysis is the sister branch of cryptography and they both co-exist. The cryptographic pro-
cess results in the cipher text for transmission or storage. Cryptanalysis involves the study
of cryptographic mechanisms with the intention to break them. Cryptanalysis is also used

during the design of the new cryptographic techniques to test their security strengths.
In summary, Cryptography concerns with the design of cryptosystems, while cryptanalysis

studies the breaking of cryptosystems.

Cryptosystem is the the technique to provide confidentiality of the information[10]. It is also
known as the cryptographic algorithms. It is the study to create pair of algorithms call encryption
and decryption . In the following section of the chapter, cryptosystem and related study will be

described in detail.

2.1.1 Cryptosystem

A cryptosystem is an implementation of cryptographic techniques. A cryptosystem is also re-

ferred to as a cipher system. There are several important components in this process such as:
1. plaint text: It is the original information to be sent by the sender.

2. Cipher text: Cipher text is the scramble version of the plain text produced by the encryption

algorithm using the certain key.

3. Encryption algorithm: It is the process to produce cipher text for any given plain text. In the
sender node, it takes the original information ( plain text ) and key as the input and product

the cipher text as the output. The role of the encryption key is used to scramble the plain text.

4. Decryption algorithm: The decryption algorithms is the reverse process of the encryption

algorithms. In the receiver node, the algorithm takes the cipher text as the input and convert

4



it to the original plain text as the output. The role of the decryption key is used to unsramble

the cipher text back to the plain text.
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Figure 2.2: cryptosystem

In figure 2.2, it can be seen that the information sent by the sender is encrypted. Then, the
message is decrypted back when it reaches the destination and is received by the receiver. In the
end, only the sender and receiver could understand the content of the message. This to ensure the

information is not leaked out to the third party.

2.1.2 Type of Cryptosystem

Generally, there are two main types of the cryptosystem which are symmetric key algorithm

and asymmetric key algorithm.

1. Symmetric key: is a type of encryption where only one key is used at both the transmitter
and receiver side [11]. The study of the symmetric cryptosystem is known as the symmetric
cryptography. By using symmetric encryption algorithms, data is converted to a form that
cannot be understood by anyone who does not possess the secret key to decrypt it. Once the
intended receiver who possesses the key has the message, the algorithm reverses its action so
that the message is returned to its original and understandable form. The secret key that the
sender and receiver both use could be a specific password/code or it can be random string of

letters or numbers that have been generated by a secure random number generator (RNG).
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The flow or process of this symmetric cryptography is depicted in the figure 2.3 below:

Figure 2.3: Cryptology

There are two different kinds of symmetric key algorithm are block encryption [12] and
stream encryption [13]. In block encryption, a set of bits length are encrypted in blocks
with the use of a specific secret key. As the data is being encrypted, the system holds the data
in its memory as it waits for complete blocks. In stream encryption, data is encrypted bit by
bit from the first to the end. In this case, the value no need to be retained in the system’s

memory. A few well-known examples of symmetric key encryption methods are:

(a) Data Encryption Standard (DES) [14]

(b) Triple DES (3DES) [15]

(c) Advance Encryption Standard (AES) [16]
(d) Rivest Cipher 4 (RC4) [17]

(e) Rivest Cipher 5 (RCS) [18]

(f) Rivest Cipher 6 (RC6) [19]

AES, DES, triple DES and RCS5 are block ciphers and RC4 and RC6 is stream cipher.

(a) Strength: A symmetric cryptosystem is faster[20].It requires less computation power

the create the keys. A system only which possesses the secret key can decrypt a message.
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(b) Weakness: It has the problem with the key transportation [21].The secret key is to be
transmitted to the receiving system before transferring the actual message. So the only

secure way of exchanging keys would be exchanging them personally.

2. Asymmetric key: is a type of encryption where different keys are used for encrypting and
decrypting the information [22]. The study of the asymmetric cryptosystem is known as the
asymmetric cryptography. There are two keys used in this mode. One is called private key
and another one is called public key. It is mentioned that these two keys are mathematically

related even though they are different.

The process of this asymmetric cryptography is depicted in the figure 2.4 below:

Figure 2.4: Cryptology

As shown in the figure, the public key is put freely available that everyone can reach. The
sender is able to access the public key which represent receiver location. The public key is
then used for encrypting the message. As the private/second key is kept secret within the
receiver. In this case, no one can understand the message beside the intended person. The
security over this mode is that a message that is encrypted using a public key can only be
decrypted using a private key. Popular asymmetric key encryption algorithm includes RSA

[23], DSA [24], Elliptic curve techniques [25].



(a) Strength: The primary advantage of public-key cryptography is increased security: the
private keys do not ever need to be transmitted or revealed to anyone [21]. The unique
private and public keys provided to each user allow them to conduct secure exchanges

of information without any secret.

(b) Weakness: A disadvantage of using public-key cryptography for encryption is speed
[20]. Asymmetric keys must be many times longer than keys in secret-cryptography
in order to boast equivalent security.So, the computation become more intensive to

generate the keys.

Even though there are many algorithms in the field, they still have the strength and the weak-
ness. On the other hand, each of them can be used for a specific purposed toward the application
since none among all of them could be recognized as the best one [26]. Thus, the good use of the
cryptography method for the application is to choose the most suitable one, instead of choosing the
best one. In this book, the cryptography algorithms based on the symmetric key is studied. The al-
gorithms was implemented as an image-based encryption using cipher stream encryption.The detail

of the algorithm is described in the chapter 3.

2.2 Related Studies

(a) Original image (b) Encrypted image

Figure 2.5: Image Encryption using AES



In the last decade, there are many algorithms have been proposed in cryptography. In sym-
metric cryptography, there are several conventional method such as DES, triple DES, AES used
widely in today internet. Those standard methods are the block cipher algorithm. As its name
suggested, they encrypted the information block by block. However, these type of algorithms are
found as vulnerable algorithms for the large information like image or video [2], as seen in figure
2.5. This has lead to the rising of the stream cipher algorithms. Since the algorithms encrypt the
data bit by bit, it is known as the effective way to encrypt the redundant pixels(adjacent pixel have
similar color) of the image. Many algorithms using chaos-based application have been proposed.
Hanchinamani and Kulkarn [27] proposed the image encryption based on the Peter de Jong chaotic

map [28] and a RC4 stream cipher [29]. The algorithms involve with three steps:

1. Permutation: Scramble the position of the row and column along with the circular rotations
in the alternative orientation. This is to decorrelate the adjacent pixels of the image based on

the value obtained from chaotic map.
2. Pixel value circular rotation: Changing the value of the pixels.

3. Diffusion: Spreading the effectiveness of each pixel over the entire image. Thanks to their
two rounds of encryption, the scheme is very sensitive the plain image. Hence, the algorithm

is robust against differential attack.

Long and Tan [30] proposed multiple chaotic map for the digital image encryption. The algo-
rithm consists of three chaotic maps: Chebyhev map [31], Nonlinear Chaotic Algorithm (NCA)[32]
and Logistic map. The algorithm produces the keys of the encryption and decryption which are
generated by the plaintext values and Chebyshev map. The keys are then fed into Logistic map and
NCA for confusing and shuflling the plain image respectively.

Rohith et al. [4] proposed image encryption using 1-D logistic map because it is simple to im-
plement but very efficient. The algorithm uses map function to generate pseudo-random sequence
as the key streams. Then it applies XOR operation with a new sequence, generated from linear
feedback shift register to produce another set of key streams. Finally, they use the last output key
steams to confuse the image pixel by using XOR operation.

Wang et al. [5] proposed encryption algorithm based on Lorenz chaotic map without XOR

operation, instead they introduce a new way to scramble the image pixel value using a perceptron
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model. Due to the complex structure of the perceptron, it is a good approach for confusing and
changing the pixel values of the image.

In [33], they proposed new image encryption method using double logistic map. The algorithm
produces two sequence keys in two phase. First, an encryption key is generated through a process of
K being XORed with K to create new key K3. This new key K is later XORed with the original
image in the second phase. Finally, the result of the histogram show much flatter and result of the
meas square error is better comparing to the images produced by one logistic map.

In [34], a new method is proposed using 2D cat map and shadow number. The algorithm based
on the concept of scrambling the position of pixels, and changing the pixel intensity value. The
algorithm based on two major step. The first one is scrambling image with the uniform distribu-
tion using two dimensional cat map. The second step is modifying a method of shadow process
algorithm. This modification makes the shadow process suitable to work efficiently with image.
The performance of the proposed algorithm give high uncorrelated between adjacent pixel in the
encrypted image and with the high entropy.

In [35], an improved diffusion strategy is proposed to promote the efficiency of the most widely
investigated permutation-diffusion type of the image cipher. By using the novel bidirectional diffu-
sion strategy, the spreading process is significantly accelerated and hence the same level of security
can be achieved with fewer overall encryption round. Moreover, to further enhance the security of
the cryptosystem, a plain-text related chaotic orbit turbulence mechanism is introduced in diffusion
procedure by perturbing the control parameter of the employed chaotic system according to the
cipher-pixel. Result of the analysis indicated that the new scheme has a satisfactory security level
with a low computational complexity.

To be resistant to differential analysis attack, a good cryptosystem should be sensitive with
respect to the given key and plain image. Even just one bit of the key is flipped, it should yield
two completely different cipher images when applied to an identical plain image. Also, using the
same key, even just one bit in plain image is flipped, it should produce completely different cipher
images [6]. In our work, the combination logistic map and perceptron-model approach is used
to encrypt pixel values. More importantly, linear feedback shift register, which improves the en-
cryption statistic, is deployed into the cipher stream chaining process. Such approach allows for

image-wide pixel-dependent encryption.
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Chapter 3

Methodology

This chapter introduces about the background information of the method in use. The proposed

process and its algorithm are described in detail.

3.1 Chaotic System

Nearly all nontrivial real-world systems are nonlinear dynamical systems. Chaos describes
certain nonlinear dynamical systems that have a very sensitive dependence on initial conditions.
Chaotic systems are always deterministic and may be very simple, yet they produce completely
unpredictable and divergent behavior. Systems of nonlinear equations are difficult to solve analyti-
cally, and scientists have relied heavily on visual and qualitative approaches to discover and analyze
the dynamics of non-linearity.

In this section, one of the famous chaotic map called Logistic map will be presented. This Lo-
gistic map will be critically analyzed by using the visualization method to understand the behaviour

of this nonlinear dynamical systems.

3.1.1 Logistic Map

Logistic map is the one-dimensional chaotic system [36]. This model is based on the common
s-curve logistic function that shows how a population territory grows slowly, then rapidly, before

tapering off as it reaches its carrying capacity. The logistic map uses a nonlinear difference equation

11



to look at discrete time steps. It’s called the logistic map because it maps the population value at
any time step to its value at the next time step. The following equation is the Logistic map formula

3.1:

Xi—i—l =7r X Xz X (]_ — Xz) (31)

This equation defines the rules, or dynamics, of our system: r represents the growth rate and X;
denotes the population at a given index ¢. In other words, the population level at any given time is
a function of the growth rate parameter and the previous time step’s population level. If the growth
rate is set too low, the population will die out and go extinct. Higher growth rates might settle
toward a stable value or fluctuate across a series of population booms and busts. The distribution
graph of the growing population X; with respect to r from O to 4 is illustrated in the bifurcation

diagram in Fig 3.1.

Figure 3.1: Logistic Map behavior

As we can see in the Fig 3.1, the population X of 100 generations toward the 1,000 discrete
values of growth parameter r is plotted. Atr < 1.0, the system population are always almost zero.
Between 1.0 and 3.0, the population starts to settle into the exact point for each generation. From

3.0, the population is bifurcated into two different path and bifurcated into four different paths after

12



the growth rate is set to 3.4. However, after r > 3.6, the system begins to oscillate into two then
four, eight, sixteen and so on follow 2n formula. At r = 3.9, it has bifurcated so many times that the

system populations jump randomly in between all the paths.

3.2 Proposed Algorithm

In the proposed algorithms, the behavior of the Logistic map is used. The employment of the
map, in term of cryptography, can be used to generated the sequence of keys. To encrypt the pixel
individually, the perceptron model introduced by [5], is used. This method is very suitable for
image encryption due to the complex relationship between the input and the output of the model.
In the end, the value of the encrypted pixel have higher randomness and unpredictable beacause the
usage the key sequence generated from the logistic map. However, the encryption is done on each
pixel separately, making the approach vulnerable to differential analysis attack. To overcome this
problem, a new encryption/decryption algorithm called Cipher Stream Chaining Process (CSCP)

is introduced.

3.2.1 Cipher Stream Chaining Process

Cipher Stream Chaining Process (CSCP) is a symmetrickey encryption and decryption method that
perform XOR cipher, adding previous cipher pixel to the key that is used in the current pixel. In turn,
the encryption result of each pixel depends on the previous pixel, creating a chain of encryptions.

To be more precise, after a pixel is encrypted, Linear Feedback Shift Register (LFSR) [4] is
applied to the cipher pixel. Then it is XORed with the key used to encrypt the next pixel. This
novel approach ensures that the pixels are chained to each other, making highly sensitive to given
plain image. Figure 3.3 shows the encryption process. Decrypting an image is simply reversing
the encryption process. LFSR is applied to the cipher image. Then the result is XORed with the
key.(See in Figure 3.4)

Our method is a symmetric-key method such that, different pixels being encrypted and de-
crypted with the different keys. Corresponding plain and cipher pixels use the same key to encrypt
and decrypt respectively. Detail of the encryption and decryption processes are described in the

following sections.

13



3.2.2 Encryption Algorithms

Image encryption process is as follows:

1. Given an 8-bit grayscale image of size M x N pixels, the image can be represented as a
one-dimensional vector P =< P, P, ..., P;,...., P, >, where P;,, 1 <1 <n,n = MxN,
denotes values of the ' pixel of the image. The value of a pixel is the 8-bit binary number

corresponding to intensity of that pixel.

2. Set X, to any value within the range of [0, 1] and 7 to any value between [3.99,4] as the initial

parameters of the logistic map.

3. Calculate the Eq. 3.1 with the assigned value of X and r, 2 x n times to produce a sequence

of population X =< Xy, X5, ......... , Xop >.

4. Convert each value X;, 1 <4 < 2n, to 8-bit binary representation using the following steps:

* Transform the value of X; into unsigned integer in the range of [0, 255] by multiplying
with 255:
X, =X, x 255 (3.2)

* Use round function to the sequence elements for converting them into their nearest

decimal value:

X; = Round(X;) (3.3)

* Convert each rounded X; into 8-bits binary representation. This 8-bit representation

will be used as encryption keys.

After repeating Step 4 for all elements in X, the vector of the keys K =< K, Ko, ...... , Koy >,

where K is an 8-bit representation of rounded X; is obtained.

5. To encrypt each pixel P, inimage P =< P, P, ..., P, ...., P, >, two keys in K, K9; 1, Ky,
are required. Both keys are fed into the structure of perceptron to generate the values of

weight and threshold for the neuron net. The algorithm for producing the perceptron model

14



is well explained in [5]. The overview process of encrypting the plain pixel into a cipher pixel

is described in equation below.

C; = NeuronNet(P;, (Kqi—1, Ks;)) (3.4)

where C;, P;, K»;_1and Ks; denote the i*"* cipher pixel, the i*" plain pixel and encryption keys
atindex 27 — 1 and 27, 1 < 7 < n, respectively. NeuronNet() is the function to encrypt the pixel

using perceptron model. It was introduce by [5], and is described as follow:

Figure 3.2: NeuronNet()

In this method, 8 neurons are required to scramble one gray scale image pixel because each
particular neuron is used to encrypt one bit. Inside each neuron, 4 parameters are required
which are Wy, Ws;, Z;, and 6; where W, ;, W ; are the weights of the neuron, Z; is
additional input, ¢; is the threshold value and 1 < 5 < 8. To retrieve all these values,the
keys Ko; 1, K5; obtained from the logistic map are used. Supposed that K; and K, are
the keys used for encrypting one gray scale image pixel. Generally, their values are 8-bits
representation. K ; and K> ; denote the 5% bit of K and K>, respectively, 1 < j < 8. The

following transformation are used to obtained the value of parameters W j, W ;, Z;, and 0;:

15



1 ifK,; =1
Wi, = (3.5)
-1 lf Klvj = O
1 lf KQ,j == 1
Wy, = (3.6)
(
1 lf Kl,j == 1
Z; = (3.7)
\O lf Kl,j - O
91‘ = KL]' S5, KQJ,U)hGT@]_SjS8 (38)

After retrieving all the required parameter value from the key, using stream cipher strategy
to encrypt the image. Taking one pixel P from image. b; denotes the 4 bit of pixel P. After

encryption, the cipher pixel value is C', and b’; denote the 4" bit of pixel C, 1< j <8,

FOVi; X by +Way x Z; —0;) if Ky ;=1
b;-: 1,7 J 2,j J J 1.7 (3.9)

f(Wl,j X b]' — WQJ‘ X Zj + 9]) if Kl,j =0

1 ifz>1
where, f(x) = (3.10)

0 ifz<0

6. To make our method more robust to differential analysis attack, pixel-chaining process is
employed. For the first plain pixel, we encrypt it using perceptron model directly. The cipher
pixel is then applied by LFSR process. Next, it is XORed with the corresponding key. The
process is repeated until the last pixel is encrypted. Chaining the pixel create better chaos
to the cipher image, and thus more prone to differential analysis attack. The encryption

algorithm is described below.
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Algorithm 1 Encryption

for (¢ from 1 to n) do

if (i == 1) then

C; = NeuronNet(P;, (Ky;_1, Ks;))
else

C!_, =LSFR(C;_4)

Kéi—l =K1 ® 05—1

Ky = Ky & Cj_,

C; = NeuronNet (P;, (K}, _,, K},))
end if

end for

7. After finishing the Step 6, the vector of cipher pixels C =< C, (5, ....... , Cp, > is generated.
Then, the vector is converted back into 8-bits grayscale cipher image. The encryption process

is illustrated in Fig 3.3.

Figure 3.3: Flow of Encryption

3.2.3 Decryption Algorithms

In the decryption process, the cipher image is received. The procedure of the proposed image

decryption process is described as follow:
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1. An 8-bit grayscale of the cipher image of size M x N is obtained. It is then converted into
vector of ciper pixels C =< C',Cy, ....... ,C,, >, where n = M x N and the value of a pixel

is the 8-bit binary number corresponding to intensity of that pixel.

2. As the proposed method is symetric-key algorithm, the same key is used for both encryption
and decryption process. Thus, the values of X and r are chosen the same as Step 2 of the

encryption process.

3. The value of X, and r obtained from Step 2 are used to generated the sequence of population
X =< X1, Xoq,...... , X9, > using Eq. 3.1. Since the initial values of this logistic map is
deterministic. The sequence of vector X will be exactly the same as we obtain from the

encryption step.

4. Convert each value of X;, 1<1<2n, to 8-bit binary representation as described in Step 4 of the

encryption process.

5. The perceptron model which is used for decrypting the pixel is the same as the encryption
[5]. Thus, the agorithm of decrypting the a cipher pixel into a plain pixel can be expressed

as in Eq (3.4)

6. To decrypt the image, the reverse of CSCP is employed. (See in algorithm below)

Algorithm 2 Decryption

for (i from 1 to n) do

if (i == 1) then

P, = NeuronNet(C;, (Ka;—1, Ka;))
else

C!_, =LSFR(C;_4)

Ky =Ko ®Cly

Ky = Ky © Gy

P, = NeuronNet(C;, (K},_,, K};))
end if

end for
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7. After finishing the Step 6, the process of decryption as shown in Figure 3.4 was taken until the
last pixel of the image is reached. Then, the vector of plain pixels P =< Py, P, ....... , P, >

is generated from the decryption process. Finally, it is converted back into 8-bits grayscale

plain image.

Figure 3.4: Flow of Decryption
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Chapter 4

Experimentation and Results

In cryptography, security confirmation is the main issue for encryption algorithms. It is used
to ensure that an encryption method is strong enough against any attack from the third party. Good
encryption algorithm must be resistant to various attacks such as brute force, plain text, statistic
analysis attack. The experimental set up and the usage of the security confirmation will be discussed

in the below sections:
4.1 Experimental Setup

In this section, there are two set up types which are the data used for the experiment and the soft-
ware used for the experiment.The experiment was done using MATLAB to explore the efficiency
of the proposed image encryption method. Our proposed method is used for the image-based en-

cryption. Various type of images such as gray scale images, color images is used.

4.2 Security Confirmation

Security confirmation is used in response to the cryptanalysis to evaluate the protection level of
the cryptography algorithms. To confirm the strength of the proposed method, there are different
ways to test with respect to different attack. Firstly, brute force attack is an automated software used
to generate a large number of consecutive data to find the desired value (key value). Exhaustive key

Search and Key sensitivity are used to analyse the brute force attack. Secondly, the cryptanalysis
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based on the probability distribution has recently attracted a lots of attention in the analysis of the
image encryption. Thus, the Histogram Analysis and the Information Entropy Analysis are used.
Thirdly, differential attack is the branch of study on cryptography that compares the way differences
or the correlation of the two cipher image if change in the plaint image. To evaluate this kind of
attack, Number of Pixel Change Rate (NPCR) and Unified Average Changing Intensity (UACI) are
used. Lastly, Peak Signal-to-Noise Ratio, in term of cryptography, is used to confirm how different
between the original image and the encrypted image. Each of the security analysis mention above

will be described in detail in the following section.

4.2.1 Exhaustive Key Search

One aspect of the strength of encryption algorithm is the size of the key space or the amount
of all possible key values. It is used to ensure the security of the algorithms toward the brute force
attack. Normally, the information which are send through the network can be easily captured. It
is somehow exhausted with all the possible keys to retrieve the original message back by the third
party. Therefore, the larger the key space, the lower the chance to find the correct key. Thus, the
encryption algorithm must be designed with key space as big as possible. In logistic map, number
of possible values of both X, and r are 10'*¢ [37]. The key space of the algorithm is, therefore,
10% x 10'® = 1032, In Table 4.1 show the key space of the proposed algorithms comparing with

the conventional method.

Table 4.1: key space of the proposed system comparing with the conventional method

Algorithms | Key space

DES 7.4 x 106
Logistic Map 1032

Triple DES 3.7 x 100
AES 6.2 x 10°7
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4.2.2 Key Sensitivity Analysis

Sensitivity of the key is an important feature in cryptography algorithms. It shows how sensitive
of the key toward the output of the encryption method. Sensitive is mean that when a change is
made to the key, the output of the encryption must be different. Therefore, A perfect one should
produce two completely cipher images even a single bit change of the key. The experiment of the
key sensitivity is described as follow:

In the experiment, the value of initial parameters were chosen with Xy = 0.1 and » = 3.99. In
this case, the experiment will be conducted in two ways. First, the value of the X will be changed
as the value of parameter r will remain the same. Second, the value of the parameter » will be
changed by keeping the value of X, the same. These two processes was to ensure that the keys (
X and r) of the system are very sensitive to the algorithms. The original information can not be
retrieved back when the value of X or r is different.

As shown in the figure 4.2, decrypted image with the wrong key can not be reversed back to the
original image. The value of X, = 0.1000000000000001 and r = 3.99 are chosen for the Figure
4.2a, and the Xy = 0.1 and r = 3.990000000000001 are chosen for the Figure 4.2b. Similarly, the
original Baboon image can not be retrieved when using different value of keys, as show in Figure

4.4.

(a) Original Lena (b) Encrypted Lena
Size: 512*512 (Xo=0.1,r=3.99)

Figure 4.1: Gray Scale Lena and encrypted image of Lena
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(a) Decrypted image with wrong parameter Xy (b) Decrypted image with wrong parameter r
( Xo = 0.1000000000000001, r = 3.99) (Xo=0.1,r = 3.990000000000001 )

Figure 4.2: Decrypted images of Lena with wrong key

e

(a) Original Baboon (b) Encrypted Baboon
Size: 512*512 (Xo=0.1,r=3.99)

Figure 4.3: Gray Scale Baboon and encrypted image of Baboon

23



(a) Decrypted image with wrong key (b) Decrypted image with wrong key
( Xo = 0.1000000000000001, r = 3.99) (Xo=0.1,r = 3.990000000000001 )

Figure 4.4: Decrypted images of Baboon with wrong key

4.2.3 Histogram Analysis

Histogram is generally used to describe frequency distribution of image intensity values. Good
image encryption algorithm should produce the cipher image whose intensities cannot be used to
predict the original image. This make it more complicated to obtain or guess the original image from
the cipher image. Thus, an ideal cipher image should have the uniform or flat distribution which
represent higher randomness of the pixel values. It is shown that the histogram of the encrypted

image in Figure 4.5d is flat and does not resemble the histogram of the original image shown in

Figure 4.5c.
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(b) Encrypted Baboon

(a) Original Baboon (Xo=0.1,7 = 3.99)

(c) Histogram of Original Baboon (d) Histogram of Encrypted Baboon

Figure 4.5: Gray Scale and Color image of Baboon

For color images, the appearance of the cipher images is scramble similar to the grey scale
image. Moreover, each pixels is consist of three combination values which are Red, Green and Blue
channels. In Figure 4.6, show the encrypted image of the RGB version of Baboon. The histogram

of the original and cipher images are shown in Figure 4.7 and Figure 4.8.
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(a) Original Baboon (RGB) (b) Encrypted Baboon (RGB)

Figure 4.6: Color image of Baboon

Figure 4.7: Histogram of Baboon (RGB)
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Figure 4.8: Histogram of Encrypted Baboon (RGB)

4.2.4 Information Entropy Analysis

Information Entropy, introduce by shanon in 1993 [38], is the important concept to study about
the characteristic of the given information. It is used to measure the randomness of the signal
source. Below is the equation to calculate the entropy of the information.

L-1

H(m) = 3 p(mi)log, —

4.1)

where L is the total number of the pixel intensity (normally L. = 256 for the 8-bit grayscale
image), m; denotes each of the pixel intensity values and p (m;) is the probability of m;. According
to the equation, the optimal value of the entropy is 8, which means that each pixel intensity has the
same probability .Table 4.2 shows the result of the image entropy of the proposed scheme. As

shown in the table, entropies of cipher images of using the proposed algorithm are almost 8.
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(a) Gray Scale Baboon (b) color Baboon
Size: 512*512 size: 512*%512

Figure 4.10: Gray Scale and Color image of Baboon

(a) Gray Scale Lena (b) color Lena
Size: 512*%512 size: 512*512

Figure 4.9: Gray Scale and Color image of Lena
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Table 4.2: Entropy of the Encrypted Image

Image Logistic Map with CSCP [4] [5]
Gray Scale Lena 7.9992 7.9993 | 7.6514
Gray Scale Baboon 7.9991 7.9993 | 7.6880
Color Lena 7.9992 7.9992 | 6.6130
Color Baboon 7.9993 7.9992 | 7.7960

4.2.5 Plain Text sensitivity Analysis

Strong cryptography algorithms should be sensitive to the plaintext attack or differential analysis
attack where the algorithms produce two different cipher images from two plain images with a small
difference. Let C'; and (5 be the cipher images which are corresponding to the original image P; and
P, with only one-pixel difference, respectively. Number of Pixels Change Rate (NPCR) can be used
to calculate the percentage of different pixel between C; and (5 and the Unified Average Changing
Intensity (UACI) can be used to measure the average differences of pixel intensity between ', and

(%[39]. NPCR and UACI are defined as follows:

M N
1
PCR = D179 1 472
NPC - ;:1 ;:1 (,7) x 100 4.2)
M N .. ..
1 ‘Cl(z7j)_02(l7.]>’
ACI = 1 4,
UAC nxmzz o x 100 (4.3)

i=1 i=1
where M and N are the width and height of the image, respectively, C; (i, j) and C5 (i, j) are

the intensity values of the two cipher images at position (7, j) and D (i, j) is defined in Eq. 4.4

D(ij) = (4.4)
The results of NPCR and UCAI evaluations based on the grey scale images and the color images

are shown in table 4.4
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Table 4.3: Number of Pixels Change Rate (NPCR)

Image Logistic Map with CSCP [4] [5]
Gray Scale Lena 100 0.00038 | 0.00038
Gray Scale Baboon 100 0.00038 | 0.00038
Color Lena 100 0.00038 | 0.00038
Color Baboon 100 0.00038 | 0.00038
Table 4.4: Unified Average Changing Intensity (UACI)
Image Logistic Map with CSCP [4] [5]
Gray Scale Lena 33.56779 0.000034 | 0.000032
Gray Scale Baboon 33.60931 0.000065 | 0.000014
Color Lena 33.59605 0.000143 | 0.000027
Color Baboon 33.59417 0.000033 | 0.000033

4.2.6 Peak Signal to Noise Ratio Analysis

To measure the ratio of mean square difference between the original image the encrypted image,
Peak Signal-toNoise Ratio (PSNR) [40] is used. In this case, the original image and the cipher image

are considered as the signal and noise, respectively. The formula is defined as below:

PSNR = 10 x [ 25—52 4.5
= 04d10 VM SE .

where MSE is the mean square error between two images and computed as follow.

MSE =

nxm

: D2 (Plig) = Cii.j))’ (4.6)

where M is the width of the image, NN is the height of the image and P, (4, j) and C (i, j)are the
pixel intensity of the plain image and cipher image at location ( ¢, j) respectively. As the difference

between two image pixel value in the same position is higher, the value of PSNR has become lower
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and approach to zero for the maximum of different pixel value between two grayscale images.

Table 4.5: Peak Signal to Noise Ratio (PSNR)

Image Logistic Map with CSCP [4] [5]
Gray Scale Lena 9.238843 9.221829 11.164834
Gray Scale Baboon 9.149312 9.173178 | 10.973994
Color Lena 8.637750 8.625500 9.895166
Color Baboon 8.787422 8.792451 | 10.041792

4.3 Discussion

As the result, the proposed algorithm with CSCP can produce the cipher image which is not
visible to the human vision. Moreover, the algorithm is very sensitive to the key input. Even a
slightly change of the key value to the decryption algorithm, the original information can not be
retrieved back. In term of the image pixel values, the encrypted image is very different from the
original image measured by PSNR. More importantly, with the feature of CSCP, the encrypted
image pixel values are strongly depend on the previous pixels. This make the algorithm sensitive to
the plain image input. The result from NPCR and UACI is better comparing to the method proposed
in [4] and [5]. Therefore, the proposed algorithm is strongly resistant against differential analysis

attack.
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Chapter 5

Conclusion

5.1 Conclusion

In this thesis, the chaotic map called logistic map is used for generating the key sequence. The
sequence of key is used for encrypting the image pixel bit by bit as the stream encryption. The
Cipher Stream Chaining Process (CSCP) is deployed to improve the encryption algorithm. This
process perform XOR operation on the encrypted pixel with the key that is used in the next pixel.
In turn, each pixel depend on the previous pixel, creating a chain of encryption. Thus, the algorithm
highly sensitive to the plain image. Some of the security confirmation method are used to evaluate
the proposed process and algorithm. The experimental results show that the algorithm is able to
produce a truly unintelligible cipher image. The encrypted image is completely different from the
original, both in terms of human vision and statistics. Moreover, even just a small change to the
key ( Xy or r ), the original image can not be retrieved back. This show that the key generator
provide high security to the algorithm. Lastly, the algorithm is very sensitive to the plain image.

By changing the values of the image pixel, the algorithm is able to produce different cipher image.

5.2 Future Work

Even though the proposed algorithms is able to perform better toward most of the main security
confirmation. there are still some more work need to be conducted. In this work, the input data

like grey scale images and the color images in used for the experiment. In the future work, we
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will introduced this work with other multimedia data such as text and video. A weak point of the
proposed algorithm is the key space. Currently, the Logistic map is used for generating the key
sequence for the algorithm. Since there is limit of key space to the logistic map. Expanding the key

space will be considered as well for the next work.
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Abstract—A new image encryption algorithm that uses one
dimensional logistic map combined with perceptron model is
proposed. The algorithm uses logistic map to produce pseudo
random sequences, which are used sequences of keys to specify
the weights of the perceptron. The, perceptron is used to
encrypt the pixels of the image. The approach is also equipped
with the novel Cipher Stream Chaining Process (CSCP),
making it highly sensitive to given image. Our work is
evaluated against histogram analysis, information entropy, key
sensitivity analysis. Experiment results show that, the cipher
image does not give out any information on the plain image
and the algorithm is highly sensitive to plain image and key.

Keywords-chaos; logistic map; perceptron model; encryption;
security

1. INTRODUCTION

Today, the internet is used, not only for legacy services
such as email, chat or file transfer, but also social interaction,
multimedia, games and other entertainment. Countless
amount of non-textual data such as images, video and audio
are being shared and transferred every day. This raises
privacy and security concerns, especially for personal
multimedia data. Several data encryption standards such as
DES, triple DES, AES [1] have been introduced. However,
such algorithms may only be suitable to encrypt textual data
[2], but not multimedia ones. The reason is that multimedia
data especially images and videos may be highly redundant
(adjacent pixels may contain the same color). Thus, human
may still be able to perceive the original image from the
cipher image [3]. Multimedia data are also much larger than
textual ones.

Recently, the encryption scheme based on the chaotic
map is also considered as a good technique in cryptography
[4] due to its nonlinear behavior. It also produces
unpredictable condition where a slightly change in the initial
point can lead to two different divergence outcomes which is
the most desirable to the property of the key in cryptography.

In the last decade, many algorithms using chaos-based
application have been proposed. Hanchinamani and Kulkarn
[5] proposed the image encryption based on the Peter de
Jong chaotic map [6] and a RC4 stream cipher [7]. The
algorithms involve with three steps: 1) Permutation:
Scramble the position of the row and column along with the
circular rotations in the alternative orientation. This is to
decorrelate the adjacent pixels of the image based on the
value obtained from chaotic map. 2) Pixel value circular
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rotation: Changing the value of the pixels. 3) Diffusion:
Spreading the effectiveness of each pixel over the entire
image. Thanks to their two rounds of encryption, the scheme
is very sensitive the plain image. Hence, the algorithm is
robust against differential attack. Long and Tan [8] proposed
multiple chaotic map for the digital image encryption. The
algorithm consists of three chaotic maps: Chebyhev map,
Nonlinear Chaotic Algorithm (NCA) and Logistic map. The
algorithm produces the keys of the encryption and decryption
which are generated by the plaintext values and Chebyshev
map. The keys are then fed into Logistic map and NCA for
confusing and shuffling the plain image respectively. Rohith
et al. [9] proposed image encryption using 1-D logistic map
because it is simple to implement but very efficient. The
algorithm uses map function to generate pseudo-random
sequence as the key streams. Then it applies XOR operation
with a new sequence, generated from linear feedback shift
register to produce another set of key streams. Finally, they
use the last output key steams to confuse the image pixel by
using XOR operation. Wang et al. [10] proposed encryption
algorithm based on Lorenz chaotic map without XOR
operation, instead they introduce a new way to scramble the
image pixel value using a perceptron model. Due to the
complex structure of the perceptron, it is a good approach for
confusing and changing the pixel values of the image.
However, [9] and [10] encrypt each pixel separately. Thus,
they are not sensitive to plain text. That is, if some parts of
the plain text are changed, only some parts of cipher text
change accordingly. Thus, the algorithms are vulnerable to
the differential analysis attack.

To be resistant to differential analysis attack, a good
cryptosystem should be sensitive with respect to the given
key and plain image. Even just one bit of the key is flipped, it
should yield two completely different cipher images when
applied to an identical plain image. Also, using the same key,
even just one bit in plain image is flipped, it should produce
completely different cipher images [11]. In our work, the
combination logistic map and perceptron-model approach is
used to encrypt pixel values. More importantly, linear
feedback shift register, which improves the encryption
statistic, is deployed into the cipher stream chaining process.
Such approach allows for image-wide pixel-dependent
encryption. As a result, when the value in even one pixel is
changed, the entire cipher image is changed.

The rest of the paper is structured as follows: The
encryption and decryption algorithms are explained in



Section II. Experimental and result are discussed in Section
II1. In Section IV concludes the paper.

II.  ENCRYPTION AND DECRYPTION ALGORITHMS

A. Chaotic System and Logistic Map

Chaotic system is the type of nonlinear dynamical system
which consists of a few parameter interactions and it is ruled
by simple mathematic function. Despite their simplicity, the
system is capable of producing a totally unpredictable value
over time and widely divergent sequence parameter which is
known as the chaotic behavior.

Logistic map is the one-dimensional chaotic system [12]
defined by the following equation:

Xivr = rxXi<(1-X;) ()
where 7 represents the growth rate and X; denotes the
population at a given index i. The distribution graph of the
growing population X with respect to » from 0 to 4 is
illustrated in the bifurcation diagram in Fig. 1.
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Figure 1. The chaotic behavior of the Logistic map function.

Each vertical slide in the Fig. 1 depict the population X of
100 generations toward the 1,000 discrete values of growth
parameter ». At r < 1.0, the system population are always
almost zero. Between 1.0 and 3.0, the population starts to
settle into the exact point for each generation. From 3.0, the

population is bifurcated into two different path and
bifurcated into four different paths after the growth rate is set
to 3.4. However, after » > 3.6, the system begins to oscillate
into two then four, eight, sixteen and so on follow 2" formula.
At r = 3.9, it has bifurcated so many times that the system
populations jump randomly in between all the paths. In this
work, the value of growth parameter r is chosen to be 3.99,
where the system produces highest randomness of the
population .X;.

B. Perceptron Model

Our work employs Logistic map and perceptron model to
encrypt images similar to that proposed in [10]. The
perceptron model is very suitable for image encryption due
to the complex relationship between the input and the output
of the model. However, in [10], the encryption is done on
each pixel separately, making the approach vulnerable to
differential analysis attack. To overcome this problem, a new
encryption/decryption algorithm called Cipher Stream
Chaining Process (CSCP) is introduced.

C. Cipher Stream Chaining Process

Cipher Stream Chaining Process (CSCP) is a symmetric-
key encryption and decryption method that perform XOR
cipher, adding previous cipher pixel on the key that is used in
the current pixel. In turn, the encryption result of each pixel
depends on the previous pixel, creating a chain of
encryptions.

To be more precise, after a pixel is encrypted Linear
Feedback Shift Register (LFSR) [9] is applied to the cipher
pixel. Then it is XORed with the key used to encrypt the next
pixel. This novel approach ensures that the pixels are chained
to each other, making highly sensitive to given plain image.
Fig. 2 shows the encryption process. Decrypting an image is
simply reversing the encryption process. LFSR is applied to
the cipher image. Then the result is XORed with the key.
(See Fig. 3.)

Our method is a symmetric-key method such that,
different pixels being encrypted and decrypted with the
different keys. Corresponding plain and cipher pixels use the
same key to encrypt and decrypt respectively. Detail of the
encryption and decryption processes are described in the
following sections.
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Figure 2. Encryption process.
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D. Encryption Algorithms

Image encryption process is as follows:

1)  Given an 8-bit grayscale image of size MxN pixels,
the image can be represented as a one-dimensional array P =
<Py, Po,....... P>, where P; denotes values the ith pixel of the
image, 1 <i<n, n=MxN and the value of a pixel is the 8-
bit binary number corresponding to intensity of that pixel.

2)  Set X, to any value within the range of [0,1] and r
to any value between [3.99,4] as the initial parameters of the
logistic map.

3)  Calculate the Eq. (1) 2xn times, starting with X to
produce a sequence of population X = <X;,X,,...... Xon>.

4)  Normalize each value X, 1 <1< 2n, as 8-bit binary
representation using the following steps:

e Transform the value of X; into unsigned integer in
the range of [0, 255] by multiplying with 255:

X;=X;x255 ()

e Use round function to the sequence elements for
converting them into their nearest decimal value:

X;=Round (X)) 3)

e Convert each rounded X; into 8-bits binary
representation. This 8-bit representation will be
used as encryption keys.

After repeating Step (4) for all elements in X, the
sequence of the keys K = <K,K,,...... ,K>>, where K; is an
8-bit representation of rounded JX; is obtained.

5) To encrypt each pixel P; in image P = <P,P-
Dyeeennns P>, two keys in K, Ky;.1, Ky;, are required. Both keys
are fed into the structure of perceptron to generate the values
of weight and threshold for the perceptron model. The
algorithm for producing the perceptron model is well
explained in [10]. The overview process of encrypting the a
plain pixel into a cipher pixel is described in Eq. (4).

C; = NeuronNet(P; ( K,i.;, K5;)) 4

where C;, P;, K».; and K denote the i cipher pixel, the i*
plain pixel and encryption keys at index 2i-1 and 2i, 1 <i <n,
respectively. NeuronNex() is the function to encrypt the pixel
using perceptron model.

Decryption Process.

6) To make our method more robust to differential
analysis attack, pixel-chaining process is employed.

For the first plain pixel, we encrypt it using perceptron
model directly. The cipher pixel is then applied by LFSR
process. Next, it is XORed with the corresponding key. The
process is repeated until the last pixel is encrypted. Chaining
the pixel create better chaos to the cipher image, and thus
more prone to differential analysis attack. The encryption
process is described in Fig. 4.

For i from 1 to n do
Ifi equal to 1
C;= NeuronNet(P; ( Kzi.1 , K2i))
Else
Cl = LFSR(C{.;)
K=K ®C

K’ =K®C'iy
C; = NeuronNet(P; ,( K 2.1, K'>))
End if

End for

Figure 4. Encryption pseudo code.

7)  After finishing the Step 6, the array of cipher pixels
C = <C,Cy,....... ,C> is generated. Then, the array is
converted back into 8-bits grayscale cipher image. The
encryption process is illustrated in Fig. 2.

E. Decryption Algorithms

In the decryption process, the cipher image is received.
The procedure of the proposed image decryption process is
described as follow:

8)  An 8-bit grayscale of the cipher image of size MxXN
is obtained. It is then converted into array of pixels C = <Cj,
Connnnn ,C>, where n = MxN and the value of a pixel is the
8-bit binary number corresponding to intensity of that pixel.

9)  As the proposed method is symetric-key algorithm,
the same key is used for both encryption and decryption
process. Thus, the values of X, and r are chosen the same as
Step 2 of the encryption process.

10) The value of X, and r obtained from Step 2 are use
to generated the sequence of population X =
<X1,Xa,...... ,Xor> using Eq. (1).

11) Normalize each value of X;, 1 <1 < 2n, into 8-bit
binary representation as described in Step 4 of the encryption
process.



12) The perceptron model which is used for decrypting
the pixel is the same as the encryption [10]. Thus, the
process of decrypting the a cipher pixel into a plain pixel can
be expressed as in Eq. (5):

P; = NeuronNet(C; ( K311, K5:)) (%)

13) To decrypt the image, the reverse of CSCP is
employed. (See Fig. 5.)

For i from I to n do
If i equal to 1
P;= NeuronNet(C; ( K1, K1)
Else
C’.1 = LFSR(Ci))
K=K ®C'ry
K% =Kx®C'ig
P; = NeuronNet(C; ,( K 5.1, K ')
End if
End for

Figure 5. Decryption pseudo code.

14) The one dimensional array of plain pixels
P =<P,P,,....... ,P> is generated. Finally, it is converted
back into original 8-bit grayscale image. The decryption
process is shown in Fig. 3.

III. EXPERIMENTAL SET UP AND RESULT

Simulation was done in MATLAB to explore the
efficiency of the proposed image encryption method.
Grayscale images are used in the experiment because of high
redundancy of adjacent pixels. As the initial value of logistic
map, population X,= 0.1 and grow rate parameter » = 3.99
are chosen. In our experiments, we apply our method to the
same images, Lenna and Peppers, that have been used in
previous works [5][8]. Both, shown in Fig. 6, are grayscale
images of size 256%256.

(b)
Figure 6. The images, Lenna and Peppers, that are used in the
experiments.

A. Histogram Analysis

A histogram is used to present the frequency distribution
of pixel intensities of the image. An ideal cipher image
should have the flat or uniform distribution, which is difficult
to analyze the relationship between plain and cipher images.

In Fig. 7(a) and Fig. 7(b), it is shown that the image after
encryption shows no information about the original image.
More importantly, the histogram of the encrypted image in
Fig. 7(d) is flat and does not resemble the the histrogram of
the original image shown in Fig. 7(c).

@ )

(© (d)

Figure 7. (a) and (b) illustrate the plain and cipher images. Histograms
corresponding to (a) and (b) are shown in (c) and (d), respectively.
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B. Entropy Analysis

Entropy, introduced by Shannon in 1949 [13], is the
important concept to study the degree of randomness of the
given information. In our work, we use entropy to measure
unpredictability or the randomness of the image pixel
intensities. In other words, how random the intensity values
of the cipher image is. To calculate the entropy, we use the
following formula:

1
p(my)

H(m) = ¥iZy p(my) log, Q)

where L is the total number of the pixel intensity (normally
L=256 for the 8-bit grayscale image), m; denotes each of the
pixel intensity values and p(m;) is the probability of m,.
According to the equation, the optimal value of the entropy
is 8, which means that each pixel intensity has the same
probability. Table 1 shows the comparison of the image
entropy of the proposed scheme with other scheme in the
literature. As shown in the table, entropies of cipher images
of all approaches are almost 8.

TABLEL COMPARISON OF THE ENTROPY VALUE OF PROPOSED
METHOD WITH OTHER METHODS
Entropy of | Proposed
Encrypted Method 5] [8] [10]
image
Fig. 6(a) 7.997637 | 7.997279 7.9976 7.9072
Fig. 6(b) 7.996949 | 7.997114 7.9972 7.6514




C. Key Sensitivity and Key Space Analysis

As mentioned earlier, good cryptosystem should be
sensitive to keys. This is to make sure that different two keys
cannot be used produce similar cipher image or to decrypt
the same cipher image. In our experiment, we change the
value of X, by 0.0000000000000001, while using the same
parameter 7, to study the effect of infinitesimal difference of
key values.

(a) Decrypted image with wrong key. (b) Decrypted image with right key.
Figure 8. Decrypted images with different and same key.

As shown in Fig. 8(a), decrypting image with the wrong
key cannot be reversed back to the original image.

Another aspect of the strength of encryption algorithm is
the size of the key space or the amount of all possible key
values. The larger the key space, the more difficult to
conduct the brute force attack. In logistic map, number of
possible values of both X, and r are 10'° [14]. The key space
of the algorithm is, therefore, 10" x 10'° = 10>,

D. Differential Attack Analysis

Strong cryptography algorithms should be sensitive to the
plaintext attack or differential analysis attack where the
algorithms produce two different cipher images from two
plain images with a small difference. Let C; and C, be the
cipher images which are corresponding to the original image
P; and P, with only one-pixel difference, respectively.
Number of Pixels Change Rate (NPCR) can be used to
calculate the percentage of different pixel between C; and C,
and the Unified Average Changing Intensity (UACI) can be
used to measure the average differences of pixel intensity
between C; and C, [15]. NPCR and UACI are defined as
follows:

1 .o
NPCR =+— L2, D(i,j) x100% 7

1
MXN

UACI = woyn [al-%@lyg0095  (3)

255
where M and N are the width and height of the image,
respectively, C;(i,j) and C,(i,j) are the intensity values of
the two cipher images at position (i,j) and D(i,j) is the
bipolar array which is defined as the following formula:

0 if C1(i,j) = C,(i,))

. .. .. ©)
1if C(L,)) # C,(0,))

D(ij) ={

The results of NPCR and UCALI evaluations are shown in
Table 2 and 3.

TABLEII. COMPARISON OF NUMBER OF PIXEL CHANGE RATE
RESULTS WITH OTHER METHODS
Proposed [5] [8] [10]
Image Method
NPCR NPCR NPCR NPCR
Fig. 6(a) 100 99.61 99.62 0.00152587
Fig. 6(b) 100 N/A 99.63 0.00152587
TABLE III. COMPARISON OF UACI RESULTS WITH OTHER METHODS
Proposed [5] [8] [10]
Image Method
UACI UACI UACI UACI
Fig. 6(a) 33.53 33.46 33.54 0.00040091
Fig. 6(b) 33.59 N/A 33.43 0.00129250

E. Peak Signal-to-Noise Ratio

To measure the ratio of mean square difference between
the original image the encrypted image, Peak Signal-to-
Noise Ratio (PSNR) [16] is used. In this case, the original
image and the cipher image are considered as the signal and
noise, respectively. The formula is defined as below:

2552
PSNR = 1Olog10(M—SE) (10)

where MSE is the mean square error between two images
and computed as follow.

MSE = —— M FN(PGj)—-CGJ)? (1)
where M is the width of the image, N is the height of the
image and P(i,j) and C(i,j) are the pixel intensity of the
plain image and cipher image at location (i, j), respectively.
As the difference between two image pixel value in the
same position is higher, the value of PSNR has become
lower and approach to zero for the maximum of different
pixel value between two grayscale images. Table 4 shows the
comparison result of PSNR of the proposed method.

TABLEIV. COMPARISON OF THE PEAK SIGNAL-TO-NOISE RATIO
RESULT OF PROPOSED METHOD WITH OTHER METHOD
Proposed [5] [10]
Image Method
PSNR PSNR PSNR
Fig. 6(a) 9.226572 9.215507 11.1648
Fig. 6(b) 8.463215 8.924724 9.2049

IV. CONCLUSION

In this research work, a new image encryption method
based on the Logistic map combined the perceptron model,
called Cipher Stream Chaining Process (CSCP), is proposed.




It is equipped with cipher-pixel chaining making it highly
sensitive to input image. The experiment results show that
the encrypted image is completely different from the original,
both in terms of human vision and statistics. The pixel
change rate and unified average changing intensity of the
proposed method suggest that it is robust against the
differential attack analysis. In the future, we will evaluate our
approach on other images with different sizes. Potential
implementations on color images and video files must also
be investigated.
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