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ABSTRACT
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Gigabit or Ethernet
or
EtherChannel

Distribution :
Layer 3 Switch

Server Farm

e s e

-—— Ethernet or Fast Ethernet Port

—— Gigabit Ethernet or Gigabit Ethernet Channel

gﬂ'ﬁ 2.4: Building Design or Collapsed Backbone Model

NIRRT AN NIeeaIRFiaieaF 3 luutialundi #a¥nun Address Resolution
Protocol (ARP) Tuynfianssnaaeginsailuiatating lun1sin ARP i CPU azgnldanu
FaudnennuarannTouanaratarasutafunld sinlfasnsoutaeiadiouania
qua#inandn aanilu collapsed modules el ensiaAsedramanidan core

layer
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21l 2.4 wamepresfesuswiuldaluy @veiiiugnausadilaansaiu Aea
uswerntiatun n1sldANAs passive Bwmefinauu subnet BuwmasinglNan11i overhead

284 routing protocol VGHN

- [~ 1 as
2.4.2 NggRINLULINLY ﬂﬂlﬂﬂﬂlﬂﬂtﬂﬂi‘iﬁﬂiﬂ‘]ﬂﬂ“ﬂﬂ iy Full-mesh

(Full-Mesh Backbone---Small Campus Design)

1
= '

wiaTuuuuy full-mesh Usenaudiaaaindiaies 3 gaia 3 lugadansanaiui

wup FanniadausianLLiidn full-connectivity mesh §U# 2.5 uanaiATadnauAntlasun
L o ad sy =

wnildudiaTunuuy full-mesh nnsaanuuuutialuy full-mesh luganaRduliiintanas

danles 2 luga vive 3 Tugadndaeiu atnelsfinuiisdaudsznaundvanadauiinau

£

UL AIA RO NEBINITNAINTUIRNDFNEA full-mesh A1UINIBIRIAMANTU N1 1HI1UY

U

" - d? o 2 ) =i e 5
U484 subnets WAL routing L‘wmumh&Lmﬂ‘ﬂ’muﬂmmm'ﬂumnw

Building i Building i
= il
| |
e | |
| I
| |
| |
I I
: : Layer 3 Swilch
| |

Layer 3 Switch

Layer 2 Switch

i

|

|

|
Server Farm :

|

|

)

|

Ethernet or Fast Ethemet Port

Gigabit Ethernet or Gigabit Ethernet Channel
gﬂﬁ 2.5: Small Campus Network with Full-Mesh Backbone

N1798NUWLY full-mesh %1107 upgrade wuuMATNAlA81NTU N1 upgrade 814

a «

=S = L1 =3 = < dl
wunafia N7 upgrade Andmaiiinaauiiagellilufinsindinesidn asannnis

di’ L3 o = (% c’:l = 0 o :
upgrade Wyndoutlsznavsiasinluaanneaiuianualuiaradnauuy full-mesh AN
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2.4.3 NM9aaNLULINaATuIataniaeldlAsainawanuwLY Parlial Mesh
(Partial Mesh---Small Campus Design)
o . e A v o y
ufiATuuWLY partial-mesh HanwmzimdauiuuiaTuy wuy ful-mesh WANLNN
douraaniaAngnieneantly Tuplii 2.6 uasstedneuzaeswanilaudaluuuuy partial-
d' ot =l -3 al' :‘, =4 1 = a e s
mesh finnnzansuwantlafdawiadn Taannisasamavna luaratiaaslidsaasiin
Aueinana finmsnmsadiiilanusgeannaindiaieed 3 luudazannisiinisidense s
adpdiaees 3 ldsmuaiiulnans

doumilalunnsfiansuiniseanuu partial-mesh ABN1IATIATIENINLATEIGNTE

] ]
=

= ] (-1 a ol ot = |7 ar == = L3 o
'YlFI'ENﬂ’ﬁ‘N’]‘!«H.LUﬂTUNVILﬂil'lﬂ'l_l'ﬂ’N[ﬂi‘i‘ﬂﬂ\‘l 3 HUABINU HANTENUNADRIRTGIALLRAT 3 W

@i iuldaudaluuldld Wedinisasiasann client-to-client 1a7)

[ Layer 3 Switch |
§ Layee3 Swikch_ |

| Server Farm
H

; P———

Ethernet or Fast Ethernet Port

Gigabit Ethernet or Gigabit Ethernet Channel

117 2.6: Partial-Mesh Campus Backbonc
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2.4 4 Tasstineananild #dndssAuguiiaas (Layer 2 Switched Backbone)

[ By ] T T

[ —— s ey

Server Farm |

| [ Layer2 Switch |

BTN
SL A
il _m};{_
3
;
1%

I
|
[
[
[
il
|
1
[
|

e Ethernet or Fast Ethernet Port

Gigabit Ethernet or Gigabit Ethernet Channel
gﬂﬁ 2.7: Layer 2 Switched Backbone---Single VLAN

< Cl' 3 = L8 a dl 3 ar dl o '
wialuunldadmdiawes 2 wnizannazldnuuanilanatuiueiais u1nnin 3

' '
=

wdeTazdeulaeiey wansiinafinadadluuiatug snlismadunieseansiden
lowletnduazmaindaulsznenaur luedatiaamisaninlilagdne 717 2.7 uilauu
fnsdauseresaindianns 2 faudaafisl VLANI s muuuanifintlad Tae 1P subnet
waagnliluuliatuuuazadnd distribution wanzsinaziinedanisasastulldoutialu
subnet LﬁfmmnmmanLLuué‘\’qnﬁm@:‘l&iﬁ?ﬂnﬂmﬁmqﬂ Favfu spanning-tree agligninnn
14 uwitﬁm’]mﬁunw@ﬂ spanning-tree gﬂﬁqmmﬂ%wiml.ﬂﬂTuuﬁn‘qLﬂfﬂi‘ Aulnasing
WL sidaNAeR VLAN

mmﬁmﬁmmrgﬂﬁqa spanning-tree fasgindiawas 2 19 2 A luuialuu atina
Auanslugllit 2.7 fuanansamliine fathqisﬁmu‘ij’afi’lﬁmﬁuﬁgnﬁﬂﬁmimﬂ scalability §4
amreantseaniuuwialuuiaess 2 Fagladnfinnns broadcast uaz multicast Waaaly
wfialun TngRnsiinamesifinumuus anunsalfifieanuiauuufnissuinsadndulia

Tuu TnendsrAannnisaugy
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i Layer 3 Switch

[ Layer 2 Switch |
| Mt SuttnSrtwhafeiedes

————  Ethernet or Fast Ethernet Port

——— Gigabit Ethernet or Gigabit Ethernet Channel
51l 2.8: Split Layer 2 Campus Backbone

anmadaaneasniseanuuumaliidan nng daundulsslaniuazaanugiunsg
ngandnlduanalugud 2.8 luglil adndiaies 2 Tadnadanmalldaidunidnsesans
VLANs Taguenfiuauids d9adag999 VLAN A ldin1sdeaudeiuadng VLAN B Lag
AAnTiaess 3 uiazmalussFudy distribution AZHNINHABATATABEN 1HA1TU 2 ANLHENN
«di () o = 3 o :’/ = R % o d’ 1 :: 1 F 4
nadausellfiadndesdudu distibution nne fatane TelAReAILU mIT1dunIaEe
\waf 3 ey Auduniasinu VLAN A gnein admdiaieed 3 azianisdnanisasasionun
F9FuENUEUN19 VLAN B Taeiug
dalaulBauaesniseanuuuinanisuanuiialuuiaees 2 Andunitiiuiming 2
A linissusa luduntalnaninldatnesmiia uanainiide lanFauluizesianaldeu
Isunnauiiiasannlaisieads hello packet ingzlignaninizeshlsinaea ArufitAmuGEn -
R

gaantreanwuuuialuugifenuduiusseanisdenseainduialuuiuaingly

distribution WAAZF2
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245 Tassirawanyid a3ndiaiaad 3 (Layer 3 Switched Backbone)

[ Buidng 1 [ Buiding "] {__Buiding |

[ Distribution |
e

Core .
Layer 3 Switched

Backbone

| Y P |
.LByer.3 Satch ;

- Ethernet or Fast Ethernet Port

Gigabit Ethernet or Gigabit Ethernet Channel

gﬂﬂ 2.9 Layer 3 Switched Campus Backbone

wantlaufialuuiaruisodfulgausrdiun/asuanialdinaiqa Anauaniah
Usznaudneaindsiaiees 3 danliuandlugli 2.9 ainduialuuiinisdensiannzin
=l o < A a = a v e a o o 3 = v
Bnmefifinvitensindmesusuuua WWdaiu adaduialuniaiess 3 HanlduFaunane-
Usenmsiall

®  ARATNIUTBNUTUABTA

= a oA s ;
. Nmmﬂﬂﬂqum@qmnhu spanning-tree loops
® 015 broadcast waz multicast AsLANTABUTATLW

® Scalability Haunanlnnjauausanig

51 2.10 F1Hiu adnduandauinluuaiees 3 MlaInthuawed distribution

v !

2924 aadnAtureaniseanuuuduiififeaindusazsaluaiwef distribution azilA1nadni
[ dll ° d' 1] o = i o :” dl dl '

Wit 2 dunnafiannisdenss ldamnieiadnadatanne Aaiuidiadunianisidanse

1o limninsalfanldfiaziimauiaseadunanindenaueteaia n1seenuuuil

sz lfanuqassutialuuiiguiiuaeariiresnireanuuulng
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{Buildng |
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 Diibuion ]
{ Distribuiion |

Layer 3 Switched
Backbone

Server Farm | I

{ Layer 2 Swich |

———— Ethernet or Fast Ethernet Port

Gigabit Ethernet or Gigabit Ethernet Channel
5% 2.10 udialuuiaies 3 (Dual Paths for Fast Recovery)

U7 2.11 uamalWisiunansldaindiawes 3 uudaluuuanila (layer 3 switched

campus backbone) luirrednaaualugl Insadadutialuulanunisldismdlsinaea

{_Buiding. __Building__}

[ Layer 2 Switch |
L Layers Switch

reesm———
i Access |
| Hbreheatiiatt |

. Layerd Switch |

Layer 3 Switched
Backbone

Server Farm

———— Ethemet or Fast Ethernet Port

Gigabit Ethernet or Gigabit Ethernet Channel

gﬂﬁ 2.11: Large-Scale Layer 3 Switched Campus Backbone
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v
Btin9Lu IGRP %38 OSPF Auatnaunslugiainaiatsznaussaindiaiees 3 iauum 4 6o
Tuniadenseuwuuinzindmesiinviannsindme fuguuus Tanidunianisideusaded

wiinTuwiunisdensadeiumnuniaglaisl spanning-tree loop 1ag AnAw laazunsunieg)

U

AanTTTaNAuANaRNEINA AL ATLL

2.5 Multilayer Switch Feature Card (MSFC)

Multulayer Switch Feature Cars (MSFC) ﬁ’mﬁﬂﬁﬁ’ﬂﬂ’m’\’uw’mlﬁﬁu multiplayer
switching (MLS) "ﬁﬁm’luLg"ﬁumﬁ‘ﬂﬁuLﬁumqmn‘ﬁlzﬁﬂﬁq 15 Million packets per second
(Mpps) Navnssumesnafuameniingdnd  Taon1sinauaes MLS FhuaNN07945
nsldemaesllsinaaasne U IP,IP multicast uas Inter Network Packet Exchange
(IPX)

PFC aztinendayalunnsvadndiaweed 3 (layer 3 switch table) e inadadnd
Tnaidlefitayaluddnunnsinfudeyanisamasly Taadeyaazgndell update luunu
i a9t MLS cache ﬁgnﬂ";"m"%uuu cached information Waz MLS cache fiazyin
mmﬁuﬁagaﬁﬁmﬂu active flows

MLS vseaimdiaiees 3 FAMSIILIINEAT09EIRTe LedalLe throughput 114
ﬁmmﬂlmmidﬁfgqmﬂ rulieia inter-processor communication  (IPC) bus angyl
MSFC waz PFC Uu supervisor engine  MSFC Usznaumie MLS application-specific
(ASICs) WAz MLS route processor Favamiilszaoanadunne TaensAwandung
uasinnsassiadeyaliéiansa Forwarding information base (FIB)

wAninanguusnlummsiazgniszananadunisuazgnaslarencing l4isds
wuLdn Wz Supervisor Engine ﬁauiﬁmﬂaﬁwumﬁfiuﬂuﬁﬂm?ﬁ%ﬁﬁmﬂﬂma’q&u
lnassauas iessielufastszananaidunis supervisor engine azilfinsaszi
Fusmuuazinnsdoudun Afumnanimaeiivai

MSFC Redundancy @14130M1019 config card MSFC Welinailulme Hot
Standby Routing Protocol (HSRP) 1§ Isgiazvinnnsdnsas routing amtudlAuiezadne
HSRP Mausaniuléiiu IPX uaz AppleTalk. HSRP sizeiadld MSFC (router) ik

wiuwnulnesnluifisea MSFC fauntanulils
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Supenvisor Engine 1 PFC ayer 3 MSFC
Network Layer 2 Layer 3 i multicast
Access li
Management forwarding forwarding - repitcation LT (e
processor tah t table =
A Y A \ A
< A ¢
\ 4 Y Y ¥
Layer 2 Layer 3 gk
L i wics
Switching bus 100Mb g " " . Powes. tching bus | | 100Mb
input/output MAC i ) engine input/output MAC
A A A A A A A A A
Results Bus
Y Y y
Data Bus A . A
Y Y
IPC Bus
Y_\¥ Y Y
Switching Module Switching Module Switching Module
(Layer 2) (Layer 2) (Layer 2)

51191 2.12 Tnsea¥1a MSFC

Tun9ld HSRP aaudeaiiTassuuudrasnsatnlastnanilfe :

1. 7 supervisor engine 2 ®1lu single chassis (redundant supervisor engines)

Tntfiuras supervisor engine §asil MSFCuay PFC gnRamsli

2. 11 supervisor engine 2 chassis lagazfBadl supervisor engine 18UNAAGN

MSFCURZPFC
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Options Padding

Data Data
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Tugilit 3.1 uansBaguunlassa¥raes IP Header TanaunnT03 IP Header Unfiaz
S 20 Tusf annamazuasalfifiudedantsyneunes IP andunsudalsznaudonesd
Usznauman 2 daufAa daues Header uardiuaesdiaya (data)

e Fad Version: srynafiuges IP ildlunnaine ip pdunssluAadiaziiounn 4
fnaslnfazdniu 0100 lUsrUL2RURIFIUADY Faugneiane i 4 (IPv4) Faui
nefuRldeyluilaqu lumsad 3.1 uaneliiiudane fuluuuusiig 1 fduug

AUy RFC

AT57199 3.1 LAAIUNIELATIa5TUIRd IP

Number Version RFC
0 Reserved

1-3 Unassigned

4 Internet Protocol (IP) 791
5 ST Datagram Mode 1190
6 Simple Internet Protocol (SIP)

6 IPng 1883
7 TP/IX 1475
8 P Internet Protocol (PIP) 1621
9 TCP and UDP over Bigger Address (TUBA) | 1347
10-14 Unassigned

15 Reserved

® Han Header Length: Haum 4 Tinlduanauin Header 284 1P Tntazuanlugilans
word 1u1a 32 Ta dalnAasdaunavindy 5 viawauwiady 20 lud uazdwandl
Hag Option W dNIMAzinIFaATe Header Winiy 24 lus

e Faa Type of Service (TOS): H1u1a 8 Iim Md1nFutsuantaudnyzusagy
wuunslEnsUENsTuRNAR 1P Faants Wuilastannsauteean|did 2 dou fe
#214189 Precedence WaTd9U184 TOS ﬁd’tugﬂﬁ' 3.2 §9u184 Precedence 1l
410w 3 Inlddmiudadifuandr Ay reauiinfindedily 8 s2iu ludauses
T70s A aldlun1sdannisuinaslunisdenauuiniinluglaes Delay

Throughput Reliability LWa¥ Monetary cost
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0 0 0 0 0 0 0 0
=NoTOS
PRECEDENCE DELAY THROUGHPUT RELIABILITY ggsrfrmv Reserved,
000 Routine 0 Nomal 0 Normal 0 Normal 0 always set
001 Priority 1 Mnize 1 Maximize 1 Madimize formel to zero.
010 Immediate 1 Mnimize
011 Flash
100 Flash Override
101 CRITIC/ECP
110 Intemetwork Control
111 Network Control
111 = Mexirrize Security

gﬂﬁ 3.2 Wam Type of Service

e Total Length: Hauna 16 Talddmiussyaunged IP arsunsuiannmadasa

= '

Header fa8 1u1A989 1P asnwnsunluaihaaiiAiwindu 65,535 lus

q
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3
=3 =

N91A1 Maximun Transmission Unit (MTU) ga9mnEnaar TundasdunaTuRnAnL
AU e Ausiniinauis 5,000 lusiasdaiuneriiuAsediesandeiia
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1
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'
=l a
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l@ua Dnfaasdandniin Don't Fragment (DF) S3dananundn 1P arEunsui
ayaaling fragment lavizalal 6 Host siumaniinualsl DF=0 Aivunateyyin
Wsnmefrendnannaninig fragment 1adnianuaiu wddauindn DF=1 wing

AMNANTNTNNT fragment lunsditidmaniesimesldanunsadaandunsusialy
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U
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g fiaznn @i snasaaaud léFu fragment 2849 1P A7snunsuATUiawYEe b
Wag Time to Live (TTL): flauna 8 Tafintfiniuuadiuiuisunaigeqai IP a0
unsuarusaEuniasnuld vianannluanidauisladndunmasiimuaengyaes aen
lﬂ‘ £ [l = 1 8 : © <A lﬂ. a -]
wnsunaya e luazadials dusaulunismineu Ae elaadmunieaminisgs
arsiunsusanluazmad Fusuldiuiacd TTL Awils (Iaevialuld 32 vize 64) 10
AfAANAILNTN LAUNNHIMIETIRe FFanilaANaes TTL azgniFuansaniianion
:#I o v EII 1 o s 73 :"
winilalasaefnuamunsuia TTL anadauiiu 0 1smefaranasuwney 1y
-E: ¥ [ o v Ll ] a’l’ o 2/ o v
HelunFauduudaWlaassuntmsu nasiduiiazia liatunsatleaiu 1P A

dlw = v
UATHNFUAIEANAN ﬂlﬂ

i
o=l =l

Wt Protocol: iuRasnflaura 8 Tin Mszydnmsunsuiléiuduilsinaeanld
danlaannulaasviedusziudy Transport wuula Aauanssaatnaaslnsinaaa

ungLuuulumsned 3.2

]
o=l © k4

Was Header Checksum: Hau1a16 DadlufaanimiinasaagauANgnFatred
IP header Taaiflan®usN19v19 st Waladyiiun1aiinisafeamunsuauas

A1UITUAN header checksum 1ag1in header fiay 16 DaniuanfuuLLwiaAanils
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AN IWLLLT Aannuutinuan ey uidanilapren nwuudanase asazladuaAn
U981 header checksum TaENAIUILATATIAABUAINNAANAIALDS header
Tae1in header Niaz 16 DauruaniuA1luNam header checksum wuUNHIAaNIN

3 as r-:ll 2l | dl :’/ 1 1 = = g
AanlwLLwd Hqﬂ&lﬁ@?‘lﬁﬂlﬂuﬂ%ﬂuﬁudﬂﬂﬂuﬂ meml:mm'mumwmmmmu

mnlaldfuwansinfinuiananaiinauiu header NI IP AFUNTNAZYNAR
: | 9 = dl = g A :’r :il 1 9
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d ar ] U by
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Protocol Number Host-to-Host Layer Protocol

1 Internet Control Message Protocol (ICMP)

2 Internet Group Management Protocol (IGMP)
3 Gateway to Gateway Protocol (GGP)

4 IPinIP

6 Transmission Control Protocol (TCP)

8 Exterior Gateway Protocol (EGP)

17 User Datagram Protocol (UDP)

35 Inter-Domain Policy Routing Protocol (IDPR)
45 Inter-Domain Routing Protocol (IDRP)

46 Resource Reservation Protocol (RSVP)

47 Generic Routing Encapsulation (GRE)

54 NBMA Next Hop Resolution Protocol (NHRP)
88 Cisco Internet Gateway Routing Protocol

89 (IGRP)

Open Shortest Path First (OSPF)

=y '3 % a a a A = k73 ] [} -]
® Has Option: Wudauniumnlan1s19ULNeEN 11U NNTNRaaLILATaTNE
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option Maanld 11U Loose source routing Strict source routing Record route
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e Fad Padding: udausaiinaWas Option e lilauramsu 32 Gia laemin
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3.2.3 Subnet Mask
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Net id + subnet id = (IP Address) AND (Subnet Mask)

Host id = (IP Address ) AND (NOT ((Subnet Mask)))

A2

IP Address = 192.168.15.20 Subnet Mask = 255.255.255.0
Netid =192.168.15.20 AND 255.255.255.0 = 192.168.15.0
Host id = 192.168.15.20 AND (0.0.0.255) =0.0.0.20
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3.3.4 auwnasiwa Tracking
AuRBSING tracking Aanisean i iNMuARUABSINERN port LLTLAB TN
ns1ls=anans HSRP e monitor §16uANEIATT89 HSRP Tungqu m@utmmﬂﬂﬁ
NIMUAINA line protocol down  ANAIATYTBI HSRP LBuResNaTana ATz

Ay el HSRP unismaiansaiimndrAungandiaunaneiiii active router

N9 configure tracking Aumafing HSRPIaa A4

standby [group] track interface [priority]

Ra88n9 184 configuration WasAMudduNanasiiadu 10 Tae Tdlddmuanuneias
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interface ethernet0

ip address 10.1.1.1 255.255.255.0

standby ip 10.1.1.3

standby priority 110

standby track serial0

standby track serial1

The HSRP behavior with this configuration is:

0 interfaces down = no decrease (priority is 110)

1 interface down = decrease by 10 (priority becomes100)

2 interfaces down = decrease by 10 (priority becomes 90)

fausidnAn HSRP anaviiazl@en configured AILARITINEN

interface ethernet0

ip address 10.1.1.1 255.2565.255.0
standby ip 10.1.1.3

standby priority 110

standby track serial0 10

standby track serial1 10

3.3.5 n15ld Burned-In Address

nsldanHUTIanI£a84 burned-in address(BIA) Tatingu HSRP tiald interfaces

burned-in MAC address WuN17149 HSRP MAGC address n19 configure HSRP Wwald BIA

InerldAnda

standby use-bia [scope interface]

ANA4 use-bia gﬂWLﬁ@Lm'ﬂu:i'fﬂ'%’lﬁm‘ﬂmﬂ’]ﬂ‘ﬁ functional address #1150 HSRP

MAC Address Uugwaafinaae4 Token Ring  diasanniiia HSRP wauludawandani
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\{lu multiple-ring, source-routed WAz HSRP routers agl#i rings N614UN1514 functional
addresses v liinAuduaulun1sdedayaw89 Routing Information Field (RIF) waz@as
;d" o u‘» i = o v 9 dl fﬂi <= o i
MAULANAY use-bia A9 1 saeld DECnet Mismaimuilauiuszuunisaneienans
(XNS) uaz HSRP aanli DECnet MAC (BIA) gnldlugnue HSRP MAC
atn9lsfinNAIAS use-bia NaAMNEWTaUNaIE Btne e wmainaedy
active router, virtual IP gnéineililela MAC address MuAnsinaiu active router falmaivianag
pavauad ARP nlianily wifdiliaunsonauauas ARP Agnsiaeianun Proxy ARP Az
o d; x | 3 td' 1 k7
gnyinaneiile configure W use-bia  184aN standby router liarunsaasauAquiaya
WUNATBI proxy ARP aniguaaifaiaaudamiela
-‘-‘l‘ - “ . dln & 1 < . d‘q a
\WBNIN"T configure use-bia NBuIRafInatiaufarlsng use-bia nauABTING

wanuazgnin W ldlunndumeiinatasviaunn

3.3.6 Multiple HSRPP Groups
ANHULIANIZIBINGN HSRP (MHSRP) aniiaulu Cisco 10S 10.3. anMUEIanIe

¥

Fuilasldanndndeuuay load-sharing AMeluiATadne wananiidesanliiisnes
dnsaaiieldsslamigegaliifinamendt lusnisidaafusumesinmiiidedyy e
n17a1251UNg1T99 HSRP Teanunsaninanululiua standby viefuiluiesesiunis
sinauaeanguau I

laonAazld HSRP L'ﬁl’a‘ﬁ’mﬂﬂ’lﬁ@iﬂﬁ’iﬂﬁﬁﬂﬁi‘ﬂi‘?ﬁﬁﬁﬂﬁﬂu gateway UsnLiDE
IP routing ﬁmﬁzﬁmﬁ’lﬂgﬂé'wiﬂﬂﬂ default gateway a&in4lsfimnu HSRP a1u1so iy
redundancy meudgauusnuiinsinaeaduq 14 ursinslnnea 19y Peerto-Peer
Networking (APPN) azld MAC address (ierinuunganusn ludunnaqamsng

lunsdliinisanunsafiuua MAC address fiatjun virtual MAC address e

w¥aulun1s149A149 MAC-address #anfluanq 16 virtual IP address Aiazlsitinau

1 v
o

ArAnialdinslnaaall gUuuuAdaliAe

standby[group]mac-address mac-address

3.3.7 MINFGAUAIA39 (Authentication)

ANHULIANIZIBINTTRGAIAIATI HSRP Usenausaenoyua clear-text Ngnussq

]
o o

fUAINI1RAINNIS

=

-

L E 1
nelungu HSRP dnwuzianizduiasiinsdudasnainininug

]
o ar =l

learning  standby IP address WALFTENAUANIAIAINITUABTNHAIAMNAIATY NG

&
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\WaF9A1 HSRP authentication string w1 lélaansldAI4a

standby authentication string command

HSRP 1911307 stateless redundancy WAl IP routing Tatl HSRP azAa1ian193n eI
A0TUZTRIATUIAY MUBAMNI NIRRT LARTAIAzAF LA LI N BRI AEUN1NTRIA Y
wwentailudaszAasu Anwnizianis 184 IP redundancy ABNNSEANTL HSRP #l¥nng
1/3n1968 client application Feldanunsaanfiunsldluneiifia statefull fail over

HSRP U U Multiprotocol Label Switching Virtual Private Nefworks (MPLS VPNs)
Bumafna gnlﬁmmf}@ﬁﬁmﬂ%mﬂ Ethernet 521914 2 (Pes) wazilfunaufa set
AWMU customer edge(CE Y11 default route U virtual IP address 989 HSRP host ‘Mﬁq
waannndn 1 virtual 1P address #11iw default gateway network diagram azuafs PE
2 i 7 running HSRP 21914 VPN routing/forwarding (VRF) 8uinasing Taaidasn CE fu
HSRP virtual IP address 1¥iflu default route wax configured 1% HSRP track ANNEULADT
aiidenloellie Pes  BudnAuAasNG E1 999 PE1 9uduinan HSRP fiazdnnis
1% PE2 iwniinfidasiadanaunulasfaniu virtual IP/ MAC address d198197aa0tns

configurations

Router PE1

Router PE2

conf terminal

ip cef

ip vrf vrf1 rd 100:1
route-target export 100:1
routc target import 100:1
interface ethernetO

no shutdown

ip vrf forwarding vrf1

ip address 10.2.0.1 255.255.0.0
standby 1 ip 10.2.0.20

standby 1 priority 105
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standby 1 preempt delay minimum 10

standby 1 timers 3 10
standby 1 track ethernet1 10
standby 1 track ethernet2 10
conf terminal

ip cef

ip vrf vrf1 rd 100:1

route-target export 100:1
route-target import 100:1
interface ethernet0

no shutdown

ip vrf forwarding vrf1

ip address 10.2.0.2 255.255.0.0
standby 1ip 10.2.0.20
standby 1 priority 100

standby 1 preempt delay minimum 10
standby 1 timers 3 10
standby 1 track ethernet1 10

standby 1 track ethernet2 10

a0 AAsT9an9il e verify , HSRP virtual IP address Mignsiaslu VRF ARP

ed1-pel#show ip arp vrf vrf1

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.2.0 1 - 00d0.bbd3.bc?22 ARPA Ethernet0/2

Internet 10.2.0.20 - 0000.0c07.ac01 ARPA Ethernet0/2

ed1-pet#show ip cef vrf vrf1

Prefix Next Hop Interface
0.0.0.0/0 10.3.0.4 Ethernet0/3
0.0.0.0/32 receive
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10.1.0.0/16 10.2.0.1 Ethernet0/2
10.2.0.0/16 attached Ethernet0/2

10.2.0.1/32 receive
10.2.0.20/32 receive
224.0.0.0/24 receive
255.255.255.255/32 receive

3.3.8 HSRP $295UN15%1197U284 ICMP redirect
HSRP si1auat uuRuguuuIAAf HSRP Hn1silaaiu subnet Tnaaunsalinas
2 = > a4 a4 - & oo = = :
1dnfla subnet ManuaRiatluaiatdne duiusmeisaluug Ainatailu HSRP active router
v I}

Tafimszdusuaaiimuaiidunislyluyne subnet lathues

Tnslnaaa ICMP aanlfisunasiinisdin endstation Fialusiivaliiinsdanguaes
£ s =s' or = as :i' <4 o v a or v
dayalidalarenianiazaslidusunesandai subnet inllauin Tnadieaeisausng

s o o =l ]

EII 0 lﬁld [ lﬁl (% ::' 3 © Ei. =
A0 smefidurdniineduiinndieludnarenisiufiazimsufeudunie unsal
t== < £ o ot a=lI " =’l’ o 1 d‘ ar =l
il default gateways 8113ABFA2N endstation gnatUanen1endiliafalaraniell
° PRy Vo ; ) o . Iy
N dumaauazngudeyalianuisognaelids endstation 16 Tuninsgiues
HSRP u1msguiFasillineniiniu d1ufunsdiiiisnaanuaiuniso disabling ICMP
reddirects \Wald HSRP unuls
' ' " A = . -:%!’ r:;
AITHUANAINTENIN ICMP redirect Laz HSRP ihaasureilywaniinaui e
Aautaaunsalflszlandanniiaaaiaidu muavBaanisinaudeil el HSRP 2 ngu
= , o | ‘ o raig o ' o
WianInnd1i19uluLAaE subnet HSRP gn configures tiluisnimainldarusaniu
arsumudAunnlélnenas configure WluAazismaivanldatnades 1 fluusaz
nguand HSRP  iaisnassmileldfaduladen endstation falmifiuanstallainisy

~ o o o :’/ o d” ] . ar
Wadedayalifasneiialananisiitanzacld lunaniuunuiinisTin endstation il

3 ar o

15 AB5T IP address sTundunungu HSRP 1Mndagnyin i Active router unu uaz n1g
1} endstation FalwaiatnagnsiesinlaanisTi vitual IP address  ditluunasauiufe
rnRafFaninuianaalueaniu HSRP ax5usaasAe i wne i uiuIN LAY

v v
AN ANRIDI1ANINIST endstation FialMHBNATILY virtual router
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3.4 giuuunisvinauaas MSFC redundancy

Multilayer Switch Feature Cards (MSFC) Fautdandan1dunials iy
multiplayer switching (MSL) ﬁﬂm’mL%'Lummﬁmﬁumqmm‘ﬁ'qmﬁq 15 Million packets
per second (Mpps) Waransaunefnatameflinadng

TA8N1TM1919989 MLS 1§'umms‘mm%’uma‘lﬂi’mumm‘[wﬂﬂﬂﬂﬂﬁhﬂ Vi 1P IP
multicast Wae Inter Network Packet Exchange (IPX)

A AI09ANTI ATl MSFCs uazanudumanfianansofsatudrdasninmean

duligninmn uaz delduleudedenfaures MSFC redundancy 3 guuuufe

3.4.1 Mmadandt 1: MevnuRe MSFCs gnvhaulaamsuanisnnadauazia
FarmusnAedaiuduatiuaaniely MSFC redundancy \ilan1s1433% MSFCs
2 card BT NABSANALATSY 15ABFHEY configured TUULANAY UAZIMANAGINTL
nisin llgdannuAnaesniseaniuy MSFC
® N1798NUUY MSFC
1un1s configuration N8l redundant MSFC (ﬁﬂﬂﬂ?ﬁﬂé’ﬁcard MSFCs iauiu
2 chassis) luN1798NULLL MSFC A MSFC Faamnauluanreunialdausnouiuiiga
T8am120019 MSFC luges 193e ludes 2 A& azmdiudnbifinglnlaiifiananasanis
BN MSFC uuilld AausnfidesAnilefieluniseaniuy MSFC Aaidasaaanis online
&1nnseanuul MSFC gn reload danilesdarlszaunisninag reload ilidaunny  MSFC
%uq aznaneiilu MSFC -?ign@fammu AMAINITONGA MSFC Aranisaaniuy MSFClu
Goafi 2 fa Faeting output ATUE14 Taens14Anda show fm feature W3a sh redundancy

1 MSFC

AaBENg 11U, ANAY execute U MSFC Tudasit 1 uansdn MSFC 3 Lilsigneanuuuliiiu

MSFC uaz MSFC Tudash 2 gneanuuuliiiy MSFC

Catbk-MSFC-slot1#show fm feature

Redundancy Status: Non-designated
Designated MSFC: 2
Non-designated MSFC:1
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AduRLaiuaanLy MSFC ludas 2 azuanisamalilil:

Cat6k-MSFC-slot2#show fm feature
Redundancy Status: designated
Designated MSFC: 2

Non-designated MSFC:1

ANd4 sh redundancy AsLAAIANNUEIE MSFC

Catbk-MSFC-slot1# sh redundancy
Designated Router: 2 Non-designated Router: 1

Redundancy Status: designated

® 119 Configuring HSRP 11 MSFC

N9 redundancy 71914 MSFC 2 §unldWaridu HSRP (Inen1s configure 19

A16UAITNETATY 189017 standby luwAas MSFC uAnd19) d1miuiaieaiany

redundancy N9 configuration U1 MSFCs %14 2 uazimilauiug niiunianiiineiinasng

=

AR

HSRP standby priority

IP address commands

dalaFauuazidanioureaniadani 1
dalifFay
1. MSFCs M@8%1191%U% routing protocol WazATIIARNIUALTY Y
dunaiiiadanainly MSFC a1 MSFC fa% 2 lisaeldiaan
lﬂl L‘V iﬂl k4 1
\Wasan1ssINTasdayasiasdase
o 2/ i dl = L3 % ar
2. HSRP @u17an1 ¥ failover fiiaaangunsal active 14 standby
\NnTustitemasautiatlu gateway redundancy
funtssananwiiiulssTanifgedmFussiudunianianig fail over wazld

v ] v 1
nanlunisiusanieluattemasanalulififud  FEanataiinTuLunils MSFC/SUP
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GRS

1. Haeld IP address 192 IP @ VLAN #8 chassis

2. Hpanadlulunisiia routing protocol

3. Non-Reverse Path Forwarding (RPF) az%1n1s drop IP multicast ot

ganmLaF e lTgLuun SUP IA

o

4. fimndudeulun1aulfis fnenis configurations

34.2 yaaanh 2: Tnansld Router siatfe Single Router Mode (SRM)

nsldismeffaden Asdnmruzianizuuuluaiindnanaqaunnsessad MSFC

redundancy UuRuguNsidL HSRP fauntiiiiae

v ]
MSFCs viaa@43l configuration MnHawWM

MSFC Ngnddaminiuiazgnuaaiiinluipsedas

au

=

msFC #ldlianddn avagidumasinaees VLAN sisuun (Hn1sgn boot

U

ataaNyTnd)

9
os ar

N2 configuration By Al#AILL MSFC Rignataivintiu

\ila SRM gn enable non-DR fndseauladusduimafinaianum down meduiiy

1 1 ]
azliifudayamaaduniala we 33naminenuil e DR iwudumadaziiddneud

i 1 = o« = 1 9 d' 7 d: o O o =
non-DR A% online mmum’mué’uﬂwauu‘,smmﬂn@u ‘llﬂumﬂﬂol‘ﬂ INBDAARTALUDIAINHLAE

wilag SUP fiszduduianuifianinisdesiadeyamariluaziinisdiulgedayalmiann

DR 51 1

PalaFauuazdad@anlioueas SRM

dalanlFey

=
1. UMsulad IP address
2. %1 routing protocol # peering ¥agaq
3. 17 configuration MuLUsIINANIn N 1AANNT configuration n

Tdwanzau
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dadsufsay
1. wflasld FIB image intauwddnmnsadunisiia¥sarldasulaiansiely
k4 = 1 o ¢-_'|I =i . dl
wdn inilynnsEudnanng w11 table-update 1a9a1ni delay time (B84
ngndeysludaduniendaldanuldla
2. ihazilapunnsaandmiaden 1 §mFuATad1EmIzd) ANEUNIe A0

\hunazasla configuration i DR sialna

34.3 Yl’]&ﬁ’ﬂnﬁ 3: Manual Mode Redundancy

nadanaavinadaniusiasdl SUP 4laail MSFCs guazld MSFClugash 1 iy
MsFClutash 2 azaglu ROM Monitor Mode Taenaslaifiiaieasanu redundancy i MSFC

lugesdl 1 188 wsluniseanuuuiiazliinisinialeesans redundancy #1 chassis 11 2 unu



=
Unn 4

TwstmAaa Spanning- Tree Protocol (STP)

sTP Aalnslnresluaies 2 ignesnuuuliinnuuuglnaiufaduazaind amj

(%

wuneddtyres STP A liiladnliifianisguauluazedne Walinsindunidires

o

dasannsgUiflutlmninfiesadneliatunsaldanls

317 4.1 uanailnidfalaezunsuaessaiie

W9 AR

sTP  inwtiritlasiunisqululassdnefiafeanisduniednses  dunnedisesdl
o o .dl & e = pr d" Gl i g s ' | ]
AnuAAtydaziiuutiagw unsdinag fail over Iulwiesadng drduntamanlaiainnsald
o (=3 lg o 1 ) ) ]
anlAdunadrsasiazgn active Juinliiasednaiimsldnuldetndaias dulsAan
T a = T v o o

sTP vugtnsaiifadviesinduds nafAevinliirednaliamnsnldulditiesanuases

nsgu dagliaratnadnasng
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Switch A Switch B

Station M

< = <4 i i
519 4.2 wamanisiagUluAsetrandsAain STP

lugdiinaialaazunsudroun Lﬁumaﬁ%‘mgna?w‘%m:udﬂmﬁwi Auay 89mF
B wifiteiauilldfazniinazwiugy iesann wu mnfuiinifn broadcast it
multicast tuaananil M luds aanil N SaauiulyFgefiazsiinnisdereascdoya
swinaaind Massnfiudapiisnausindiaaasiliausaldendls

1 =3 v = L7 = frf ot = 1 < s
'ﬂtl’]x!liﬁ‘ﬂﬁl']ﬂ G13n13 19U STP LUANATYINADIs0 l?li‘?ﬂ‘ﬂﬂ%ﬂ‘:"ﬂ’ll’]i]ﬂ'ﬂ:ﬁiﬂﬂqugﬂ

2 g
AMNAN

Switch A Switch B

StationM

o o i i
gﬂﬂ 4.3 Lmcvmmﬁ‘mmwmLﬂ%mmﬁ@l‘ﬁmu STP

\WananRean1sgUuLdun9d1989 STP Azinng block EUNNE199I UWAZHANAY
fayalirinuduniomdn  delwsinuidumadnliamuisolfondld stp fazviang

. R ° 9/ o = o 9
recontigure 1AFatne uazinisfhadunvascdayagidunisdisestanuniulinaedu

Wuntananlyudn

]
=

neyuandnAtyaes STP inasdadluAradrangniaaniiu root bridge saniu

U

nanenfluaasanluaiata nmssiadulagu huesadng 1un1s block port LT NI

port 1 forwarding mode gnviniat root bridge { anMWUIRFENTRIAIAT A AzUANFN9AIN
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13ASTARINUsENaUAIE VLANS 811493110 HeRINNsRnFIalnd 1uLAsetI root bridge

1NazAna84 root switch TaeiaAaz VLAN azfasdl root bridge 189514184

41 NI9N19IULR9 STP

411 wih#ivas STP
Heulasnfludeuiiazinnig Configuring STP Fasdenadndiunmuiiiaiieihy
root 2849 Spanning-tree Tma’l.u'fi'lL‘ﬂud’lﬁmLﬂuaﬁmiﬁaﬁ’bﬁmﬂﬁﬂﬁ:ﬁﬂ%mw'@mﬂ et
aAmdsfuautiou it nslnaasadeyaiamualuaietinazinlannisinau

a
k4
o o = - q o

Taraeadndail uananiifalinnudAyAeadadaaiidasionisnissanedeyatieangnlu

o

wiiadne Fedaulnaaslduialuuadadionini imszdnaclifiriasgnine (end

] 1
A =

i s ] ar =1 = g o Q’; " 4 =
stations) Faleralpansaiuutialuuadnd suiuaslidamansznunisldanuiiaiinisiasy
waadunialuasetng

o o o < = v ' <4 ' o g < '
uasansndulaidan Root a3Rduan faluRans set A1lus root switch T9AN

v

o a . v i - . \ 8o |
LAEINKRY set AB bridge priority wnluATat1e i bridge priority 92 set A IIRNNTGN
aAmdan au 1ane JelunsideniianmnsainlaednTulEnsa root switch aguan

\ATaIgNIne (End stations) Luneinadnd inlalaanag set AMd spantree portfast
Fasinlfunmeaiugnu portfast Hianunsaiasuutladld Gaiiie enable 1u port U3 port
Az ALuuaean1uEaTn blocking mode (i forwarding mode agialafimumdatilalsn
saialivinisdausesendneaindiuadndvingu lunialasuaniuzann blocking
forwarding azldan1lszunns 30 - 60 Funit Wnldarunsailesiunisinguluaratnediie
NN1sReAIRTNUAIRAT L6

4.1.2 NHUBINITHNUY

\HaEARTAILINIENN911 Root switch fiazFunszuaunisiaan aasindusazmaas
44 BPDU lfadntiselaeaseiuduuu VLAN

\iin BPDU gndsannliueniatedne adadusasiazinnsufiauiiiey BPDU My
unanFaiening lnsuFaumeuil adndasiniensudaiadsaliuihi root switch
-ﬁl = a o =g . = o = ] o P L7 i
Famnaaadenluuiian priority Angaluasadaiazaucuazgniaanlsfiilu root switch
482937 © MM root switch 1inLAease VLAN T9MA91NAMMUALAIATATAEINNNW

i i
mNNgEneanel

2 Eil ‘il g " 11 L . ar !;’/
o NATBNUUI  INNATALEY Root switch paan19uly forwarding mode MAIAINY

=

ainfuaziazidaniduneiiangs laanisufoufieudeya BPOUs #iFuudnun
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'S [ dl 1 4 dl =3 3 5 cil « g
annnweis  wainnussdeyateangaiazgnldiiiu root switch Tawafalazgn

Y

= ) o a v v o o y
L7801 root port “ﬂ\lqr\ﬂﬂqm‘lﬂﬂ root port L{ﬂ']ﬂqquﬂquﬂg‘ﬂ'ﬂﬂ 2

oy - a ce A o v a . [V °
« nyienasy Waddndianiegnimvualiiidy Root switch udasierinauluy

forwarding mode Wit uAazdIuTed LAN nisdeanssendnadndioau avld

r-‘.ll d; 9 L7 as . d' = o ) d"d 1 % i
LW@ﬂWTLﬂﬁﬂUHqﬂﬁiﬂ}&lﬂiﬂUQ root bridge T9@9ATIWANULTENIN designated switch

o npfiefian  ludauwein LAN 294 designated switch Minnaiensieiy LAN

sian1e1ulu forwarding mode #ingl

3 aid e P a o o oy o ) = =
o NIIAVNE WATABU Avanluaim T‘Jﬂﬁl'lﬁlﬂﬁ‘ﬂﬂ\)"lulu Blocking mode TIUHEI0S

!
= ]

nafATININIs@ansaiy bridges W98 switches Aaaw dmiunafAminsdanse

1 workstation viaiAraAaNRanafaz liinaanN19%119UT8 STP BEUAY

42 WIAART WAT NMTRAAIANIUZURY STP

514 STP FeafinnsiaAmAinefiaznnsuaaAan LN 283 STP 9
AzgauiuegTun1sldanuas fne Famaluil
AuAauNITlE

1. 14A& show version U@y software version NARAd L HaE AILARIAIUGN

Switch-15> (enable) sh version

WS-C5505 Software, Version McpSW: 4.2(1) NmpSW: 4.2(1)

Copyright (c) 1995-1998 by Cisco Systems

NMP S/W compiled on Sep 8 1998, 10:30:21
MCP S/W compiled on Sep 08 1998, 10:26:29

System Bootstrap Version: 5.1(2)

Hardware Version: 1.0 Model: WS-C5505 Serial #: 066509927

Mod Port Model  Serial # Versions

1 0 WS-X5530 008676033 Hw: 2.3
Fw:5.1(2)
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Fw1: 4.4(1)
Sw: 4.2(1)

2. @uyAdn Switch-15 usidenhangadiuiu root switch TuAzate VLANS (ilaq
anXuly backbone switch N9 set A4 spantree root {vian_id} Nimans sets

priority 98983m4 liH AT 8192

WHNEWR © He9RNAn default priority 98asdndRe 32768  AeiuAdsilazyinli

Switch-15 gnidan¥iilu root switch tns1zHAN priority AngmA

Switch-15> (enable) set spantree root 1

VLAN 1 bridge priority set to 8192.

VLAN 1 bridge max aging time set to 20.

VLAN 1 bridge hello time set to 2.

VLAN 1 bridge forward delay set to 15.

Switch is now the root switch for active VLAN 1.

Switch-15> (enable)

Switch-15> (enable) set spantree root 200

VLAN 200 bridge priority set to 8192.

VLAN 200 bridge max aging time set to 20.

VLAN 200 bridge hello time set to 2.

VLAN 200 bridge forward delay set to 15.

Switch is now the root switch for active VLAN 200.

Switch-15> (enable)

Switch-15> (enable) set spantree root 201
VLAN 201 bridge priority set to 8192.
VLAN 201 bridge max aging time set to 20.
VLAN 201 bridge hello time set to 2.

VLAN 201 bridge forward delay set to 15.

Switch is now the root switch for active VLAN 201.




Switch-15> (enable)

Switch-15> (enable) set spantree root 202

VLAN 202 bridge priority set to 8192.

VLAN 202 bridge max aging time set to 20.

VLAN 202 bridge hello time set to 2.

VLAN 202 bridge forward delay set to 15.

Switch is now the root switch for active VLAN 202.

Switch-15>

Switch-15> (enable) set spantree root 203

VLAN 203 bridge priority set to 8192.

VLAN 203 bridge max aging time set to 20.

VLAN 203 bridge hello time set to 2.

VLAN 203 bridge forward delay set to 15.

Switch is now the root switch for active VLAN 203.

Switch-15>

Switch-15> (enable) set spantree root 204

VLAN 204 bridge priority set to 8192.

VLAN 204 bridge max aging time set to 20.

VLAN 204 bridge hello time set to 2.

VLAN 204 bridge forward delay set to 15.

Switch is now the root switch for active VLAN 204.

Switch-15> (enable)

Adsndunduazldnuldidunaaiilduanagfuaane

Switch-15> (enable) set spantree root 1,200-204

VLANs 1,200-204 bridge priority set to 8189.

VLANSs 1,200-204 bridge max aging time set to 20.

VLANs 1,200-204 bridge hello time set to 2.
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VLANs 1,200-204 bridge forward delay set to 15.
Switch is now the root switch for active VLANs 1,200-204.

Switch-15> (enable)

AN AINLBINTTAIMUA Root switch An

Switch-15> (enable) set spantree priority 8192 1
Spantree 1 bridge priority set to 8192.

Switch-15> (enable)

v : Wnsdliladadynsinazgnéa configurations wuneANdNEIRTYNAAZEN

AN Bridge Priority 111 32768

>
ar

3. dumausali/Aanis Configure portfast Uua3md 12, 13, 14, 16, uaz 17 laaliAnd

by set spantree portfast mod_num/port_num enable

WHNEWA: N7 set configured axRLu ports TeNseatiiu workstations 1FeLATE

paLAamesIvin 13192 enable portfast LuNWeiATiNIsTeNseetTUATAT

[

FBEne 1Az Switch-12 winlufign configure TasidumausAsil

port 2/1 connects to Switch-13

port 2/2 connects to Switch-15

port 2/3 connects to Switch-16

port 3/1 through 3/24 connects to PCs

port 4/1 through 4/24 connects to UNIX workstations

anndayasinarvinlfismsiudn portfast AR ports 3/1 - 3/24, Waz ports 4/1 -

4/24 1IR3

Switch-12> (enable) set spantree portfast 3/1-24 enable
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3 o a o P e -
d8A95239 1 Spantree port fast AazBusuNIERNITNaTANTaAALALY N19TN
Teng hubs qaAuesandtyyny, @3md1304 wazau el fast port awwas

o . o % Py o iy
19114 spanning-tree loopsTamsales lnanslddannuinaRauasn

Spantree ports 3/1-24 fast start enabled.
Switch-12> (enable)

Switch-12> (enable) set spantree portfast 4/1-24 enable

4. TUADUIBINITATIAADY Switch-15 311114 root 189 VLANS vitald Taeldands

show spantree {vian_id} .

Toaldnaresmdsiiuiouiisuiy MAC address 18983RdngNAMLALH
Wi root deanldwindu admdsananananaziii root switch 184 VLAN 1ulhen
fudin root port Ain 1/0 AilANNNETWARAUABLTY root switch AYBHNT89A

Avliuansagdraanemanl

Switch-15> (enable) sh spantree 1
VLAN 1

spanning-tree enabled

spanning-tree type ieee

Designated Root 00-10-0d-b1-78-00

I-- MAC address of the root switch for VLAN 1.

Designated Root Priority 8192
Designated Root Cost 0

Designated Root Port 1/0
Root Max Age 20 sec Hello Time 2 sec Forward Delay 15

SecC
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Bridge ID MAC ADDR 00-10-0d-b1-78-00
Bridge ID Priority 8192
Bridge Max Age 20 sec  Hello Time 2 sec Forward Delay 15

Sec

or

ATLAAITN9LFTA9Y Switch-15 {1 Designated Root Uu spanning-tree A113v
VLAN 1 MAC address 284 designated root switch (00-10-0d-b1-78-00) HAumaig
Switch-15 Wiaiflutad 1D Mac Address (00-10-0d-b1-78-00) Aruansdu NazTdnily

Designated Root e l{fiAnA1 Designated Root Port 1w 1/0

HaN LA11981997N Switch-12 uamadnsiuaaniuli Switch-15 1ilu Designated Root

114 VLAN 1

Switch-12> (enable) sh spant 1
VLAN 1
spanning-tree enabled

spanning-tree type |IEEEDesignated Root 00-10-0d-b1-78-00

I-- MAC address of the root switch for VLAN 1.

Designated Root Priority 8192
Designated Root Cost 19
Designated Root Port 2/3

Root Max Age 20 sec Hello Time 2 sec Forward Delay 15

sec
Bridge ID MAC ADDR 00-10-0d-b2-8¢-00
Bridge ID Priority 32768

Bridge Max Age 20 sec  Hello Time 2 sec Forward Delay 15

sec
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o

WA : 1a8INs1HANAT show spantree {vian_id} iNauanssandrnfiwaeatuas i

1551191 Switch-15 1T Designated Root @151 VLANSs

[
o

nsgal Mlalaanisldands

o show spantree vian_id: iWauasian1ueilaqiiuaes spanning-tree  vian_id Milu

aunTnluFad ng

e show spantree summary: WAANKNATINUAN spanning-tree ports Ndansalu VLAN
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* UARZ Advertisement axil Revision No. ifludaudnAyiign tialan VTP
Database gn Modified iazin191ANAT Revision No. tlu 1 a0y VTP
4 )
Server Az Advertise TnadnsuaIngudenalilg Switch a1
\fia VTP Switch 1éFu Advertisement 1 Revision No. gaAndnluilaqiufiazil

n171H1 Update Ng1udeyaiiaqiiy daatjlu NVRAM
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v
o

« MNATIN Server 9 Update Advertisement 88n11 JUATIWNAT Revision
No. 1 1aau"e w1n Client Switch 165U 2 Advertisement Wianfiu fiufan

aziaandula Taaaain Revision No. 1gand

5.5 N19N191U4AR9 VTP

nnsUszniAsaaes VIP Wunisdeaniuzaas VIP aanunuanuuezadnelugn 1

) 1 ;3
5y Wisalatinnaasuulas Configuration 189 VLAN au

VTP fi1lszn1Aasnuiargnaaaanuiuy default VLANT (Anguan) Taanisld
Multicast Framelagdananudananaazasauagquile Configuration Revision No. 4

WN1eD4 1 VLAN Information #1 Update ndndayaluilaqiiu

winldAdaiSung feyatioanu VTP uu Switches uaziiulalaalddadsi

AN&a Switch# sh vip

VTP Version : 1

Configuration revision : 53

Maximum VLANs supported locally : 1005
Number of existing VLANs : 5

VTP domain name : Wildcats

VTP password :

VTP operating mode : server

VTP pruning mode : Disabled

VTP traps generation : Enabled

Configuration last modified by : 172.16.100.8 at 00-00-0000
00:00:00

Cisco # 3 Switch Mode lfiiNan1s4m Configured Mifuadndinalidausonlu

NN VTP DOMAIN Tawn

e Client Mode
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e Server Mode

e Transparent Mode

5.5.1 Client Mode

Client Mode asvnliadadauisaiwaiduimeany Server Mode 8n131 WA%181

Tdansnsniasuias VLAN INFORMATION 1a

Switch #na1milu Client Mode 'l anunsai/atuuilas VLAN Information 1o 1
laia1u190 Modify,Create, Delete VLAN 1w Client Switch 1a 7] wiilelafiulaiy
sznaAanadndinieulu Server Mode a111301/35N1A01EVLAN Configuration
28931 $9uMaN937 Synchronize VALN Information 11l Switch A1 7 LULATRINE il

1A% Restart WA2A1 Global VLAN Info. azyeily)

5.5.2 Server Mode

Server Mode @:Qﬂﬁ'ﬂ Configured Tne) Default @1n1901% Create | Modify Laz
Delete VLAN iWa1a:131199an15 Domain iaiin1silasuudas Configuration izl
nnsaaliannGndu I VTP Domain Tu 1 ihdednaetafiainduannd 1 60 #anansn

ar

gndn Configured Wiy Server Mode 1Wanaua Redundant

Walah Restart Server WaaAn Configuration 811l Global VLAN Information A%

o ot 2
fapagninmld

5.5.3 Transparent Mode

)
(=

Transparent Mode %1113 VTP Switch #ign Configured (i Mode i laidaazu vip
Information ALl Update urazdariusellfad ndfaan 1 n1eli VTP Domain
w41 Switch 1 Transparent Mode A¥AIL7099 VTP Information squviatsznialaels
Switch Ay 7 wasiuazliannsa Update §audayasaiuies uvede8ani19819AEa

fil Topology Maesuly

Mode Ha3ndnantinngdauu Information 1ag I 1331 VTP Function lsfin1sda An

sznAlafd Synchronization

s VTP Version 2 a1ty16 1 Transparent Mode #18150 Forward AlsznAT e

Fulsls Switch MlAgndm Configured Trunk Port
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Cisco lenmmunlfifluan Default 91 69 Switches Hub FusnNFAsY VLAN azHaq
n191ulug 142849 Server Mode Fa11n Switches Hub 1an191uLilu Server Mode #in

Switches Hub 11 azfassufiasaulun1sunidnnansineaiy Aeuinaes VLAN aanun

A15199 5.1 LAAITARIINAINITOLD Mode Fi147)284 VTP Modes

SERVE R MEKIE

RlIEenEMode

NMOOE

R RSHcien|

Sends/forward VTP | Sends/forwards VTP | d9pinu VTP
advertisements. Advertisements. advertisements.
1szanun1sN19uny 1gr@a11unN1INI9uAL Taszanunisnianuiu
VLAN VLAN VLAN

APBUNNT89 VLAN (AU

13114 NVRAM.

A1 AauRneas VLAN ‘i

gniiulilu NVRAM.

ANABUANDDY VLAN Ay

gniiuldlu NVRAM

Catalyst switch @74190

@519 VLANS.

Catalyst switch la

ANUITOASN VLANS.

Catalyst switch #4141790

#3149 VLANS.

Catalyst switch @74190 | Catalyst  switch Tad Catalyst switch ufilada
wiladaya VLANS. ansoudladeya & VLAN

VLANSs.
Catalyst switch @110 | Catalyst  switch 'l | Catalyst switch @a1u190
AUVLANS. ANHNITOALVLANS. A1 VLANS.

WalaNHN179ARAY VTP UUATIAFYN1UAITIAEN Mode MIMNIEaH 11aaan VTP

UUINIINTIAEN Mode

a"u19013 e VLAN Configuration asuugdndunasauazainilywlidiuirsatdiels

e Server Mode: A5 19 LA RdNvinuaslda514, 1aaunsaay VLAN lag

' @ ] ] i
wisndivinefazdariugnarsildasiaadinnefiadu o Ngnda Configured

dl a g o« A &H‘ L3
dhapsaadsninaivie wrsalaaiaus

. 3/ o = rﬂ' L] nul v =4 [l = 2
¢ Client Mode: mﬂ.'nnummngnmmmmﬂmmLﬂwmﬂmwmmm

\lu VIP Domain faefuietleaiunisgniauiu
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Transparent Mode: 1dfuaindnisnfaansazdarinu Advertisement (VTP) lulfaadmdane

1S o

WANEAFABINTTA4 19 T9AAINAINITINALLTUNIAANIT VLAN liBtinadass

5.5.4 VTP Pruning

= [

VLAN VTP PRUNING gnlfifanisiisuuuuadns iiuiesedie Iaan1san LAN

P
=

Traffic 7139 #11 Switch Trunk Link 39 LAN Traffic luifiwniane deyadiaarsinoaiy

VLAN (3% 5.12)

VTP PRUNING 2N U9 Filter Network Traffic 1114 Broadcast, Multicast L& s
Unicast U4 Trunk Link Aldansanlssnausoe nasanlddl VLAN u1gA21u97 VTP
Pruning azdaaileduiilidayadiaarsiiaaiy VLAN 3eliil Switches Hub lailaildzia

519 VLAN 1iunt)

Swildh 4

/ Por 2 f'l_-"j'!.

Calalyst 2000 XL or | :
Calalyst 3500 XL » H

Sweh 2 Re=d
==y .
[ v ] j

Floodad Irathe 700N,
is prurad f;crl \

A
Swikh 6 Sainh 3 Swixh 1 =

Sudtchd

—p C I
L — i

Floadad biaing ———. .1 N\ Precreccccecmcnncanas ;
VS prunéd. P .;Jl L,alatyst 2900 XL c: ;
\ Coabatyst AED XL ¢ H

Lemitch 2 : i

\

H

Red
WLAN

lhh H
P-\_:\\\ H

.

— .

Suneh 6 Soviteh 3 arch 1

..--.--l\ﬂ

gﬂﬁ 5.12 waman17ld VTP Pruning () wazldladld VTP Pruning(1ana)
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\{ia VTP Pruning gn Enable uuiA3aadiniaeddnnansazgnunsnszaneluy
TARIBUANINNA $9uMY a9mdngn Configure 1lu Server mode 14 VTP Management

Domain

ar

a1z 5.13 sBunanisninenulisa
1. Switch A §1181 Broadcast anwasaVLAN 20

2. Switch A Az dedayadiaaslugiuuy Broadeast ingaiy VLAN 20 aanlda

Trunk Port yiauualunseiil Trunk Port fife aedtyaynandensalily Switch B

3. Switch B az#i1ae19lAtaiu Switch A A8 Forward Broadcast aanli# VLAN

20 984 Switches B $91%14 Trunk port N@eansany Switches C

v v 1 v
4. Switch C AEN191N9zUIUNIT1 ews91814 188 VLAN 20 91 Port 299374 Aaty

v
Juay Forward visadssia isndeyalildrani Fefirelun Trunk port iauue

YLAN 20
Managenunt

YLAN 10
Accownting

gﬂ‘?’i 5.13 LAAINITEIARUDIINIRTFIALNL VLAN Aalld VTP

5. \ila Switch D 165U Broadcast @111 VLAN 20 fiuaz az#iely 1iiesann Switch
D 11#i port VLAN 20 %78 Trunk port 8uuanann Trunk port NXUFU Broadcast 11u1 AL

191491 Broadcast Traffic 139471310 Switch B 1119 C a1n C 11ela D iwuGaaliandu

N3l VTP Prunning a¢ 119 Switches $innnsiafufil¥iinns Forward Traffic #

v ! 1
Laidniumaniiaanun laanisuanilaeudnaans VLAN 7 Active e fiazyinlif Switches



72

aza1u13069951641 Traffic liflurassnilu aansiatinail VIP Prunning azilaafuiily

Forward Broadcast # ldailuaanun
L1INT9N19N1 VLAN Configuration

o AMMN905AFIGIRALFLITAN 64 VLAN d 95U Desk Top Catalyst Switches

violal vy $1 1900

e 311900 lAFun199asa Default Wyn Port 1111 VLANT a1nTsenuniinas

14 CDP waz VTP Advertisement

« Catalyst 1900 IP Address A ¥ @48 ¢ 11 VLAN 1 Broadcast Domain
(MN1BA2ING1 Catalyst 1900 A84n19H IP Address iNanazatuisald
Telnet 14111 w3u1sdanas n1aluld Tae 1P Address Harrasaglu

VLAN1 Tatl Default)

e UANATN Telnet WA7 @ u150 14 Visual Switch Manager (VSM) a

%1914 LU HTTP Browser e Configured Switch

o faufiaziFua¥1e VLAN Switch azsiasati VTP Server Mode 1W5a VTP
Transparent Mode win¥inusiaanisazliannans VLAN 9luds Switch au
11 Domain 1914 Server Mode M1n#iaan1sIA 819 Add, VLAN Wi lU%

Local Switch 1# 4 Transparent Mode

Fupaun1sin Configuration Mode

1. NBUAZATI VLAN vinuazsiasinduladnacluld vip Lﬁifa@uﬂ‘?ﬂm Global
VLAN Configuration Information Ut Network v#a'li?

2. firsiaan1s1i VLAN nszanalinin Switch Hub 5147 Ao Single Link iMuaz

Fioa

Configured Fast Ethernet Trunk L'ﬁ"a Interconnect §£19149 Switch

3. IaeiAn Default u&a Switch 1nFiazgnamiilu Server Mode agjuda Fatugnunsn
dsvidewlatuuoniens VLAN ldiae usvan Switch dugnéadlu Client Mode, VLAN
aglianmnsngniin, Wasuulawieauiis

4. praafluan@inees VLAN u Switch Port azgninsualdui Manual wunsdl

a2 Port 11154 1HaviIunIuma Switch Port 19170 VLAN
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WUINNN13AA VTP Configuration
® VTP domain name : fMusiagas VTP Domain
® VTP mode: Server
® VTP password : None (Option)
® VTP pruning : Disabled
® VTP trap : Enabled

Domain Name @nunsagninwualag Administrator ¥3aEaufiasann Trunk Line 7

andm Configured 15uda ann Server N 1ATin124mmada Domain 13uda Tne Default u&a

X

Domain Name Tigndnsiauazlng Default : Switch azgn Set (lu VTP Server Mode
o Yinuanunsals password Wi VTP Management Domain lagnwnainiaild

Waldassaswmiianduivaindvianuanialu Domain w1n¥i14 Configured VTP
a o

password, VTP azfnanliinfiaundvinuazldninuada password insnniuliiadndg

neli Domain
o VTP pruning tu Parameter nilaa24 VLAN fazld5unis Advertised Tagl
VTP Protocol N3 Enable %38 Disable Pruning U1 VTP Server Az ANITUNT 98N

l1%19%49 Domain N3 Enable %38 Disable VTP Pruning Ut VTP Server azliNansensa

Management Domain NYANNA

e VTP Trap A<Qn Enable Tael Default T9azn 1 SNMP Message Qnﬂ‘}'ﬁ

& P '
NATININIIE VTP Message Tui

56 4uMaUNIs Configuration VLAN Wag VTP

o

Aeufiasfinga VLAN azdiasntunmlngfiduneuriedinisiiama VLAN ?’i'u@gj U
SnruenisidenAe1ee Switching Hub 4114914189 VLAN SUTARIUMUL109 VLAN 7
nszdnnszarelianu Switching Hub A9 7 §aununuiATadnedl Switching Hub Liesa
Bt lidrasdl VAN snnwinlafimin guluuunisdn Configure Advliadududauminiy

VLAN #inszdanszanglanu Switching Hub #ing



74

|
a ] = o

anuF9viull Switching Hub AldeurefiuuwATadneey 3 A9 waziauaues
VLAN ag 3 VLAN finszdanszanalimanu Switching Hub 114 3 Anmrouziinsfiasia VLAN
y . g & o s i
°ﬂuwugmfa:ﬂmﬂizﬂaummumaumm@Mu
° Y= . o d; .

o NIMWA AN VTP Domain laainauuaTa1a3 VTP Domain

e N19UA Mode N1§91971989 Domain (89143 11l Option)

o NNMUA Password WWatlasiu Domain

e NUUA Version 984 VTP Domain

o nuuald Hn1sldenu VTP Pruning

o NUUATALAZLATUNILLDI VLAN Y9UNA

v
o AAAFNANTNVDIUART VLAN qu

5.6.1 AAHA519 VTP Trunking

Amual#il VTP Domain mana189n15915095 Domain e liinadsz@nsninlu

n199AN1s VLAN finsyangllmnu Switching Hub sinee) Tiiiluetnes iasann VLAN 1

lnszanalimu Switching Hub fine e lddadanisdanisnasianua il vip

Domain aztaalidayatinaans 981 VLAN Tu Switching Hub wikianunsagnatemen e
o

an Switching Hub uikaniili VLAN haamildetnsdneane uaziluldlnadnludmanson

Non-Trunk Line

51l 5.14 uansANEOLE VTP Domain
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WANG

VLN B

= a i ' ) :
5U% 5.15 WAMFNHUENTTBNFAETENIN Domain AeisAeF

56.2 n1sAARa VTP Domain

38n199mF9 VTP Domain toianns 1ada sasalilil

Console> (enable) set vtp domain [:ﬁ"'a]

FIDENS LT

Console> (enable) set vip domain ABC
VTP domain ABC modified

Console> (enable,

MRIRNTSAA VTP Domain uf3eufesuds vinugufiarsnni@an Mode nns
¥19111949 VTP Domain 3an121@an Mode iaaifluniaian (option) Wity 3a1lnd
Switching Hub 1ﬂﬁgnﬁ'm #a Configure %1114 VTP Domain A2 Domain 11 Switching
Hub 1%14'] aeilAnily Server Mode TaenfFane (wanauazaAmlselonilunisiaen VP
Mode 5i14°) i

N171a8N Mode N1391141149849 VTP Domain

 Console 984 Switch M ldAN&S siadl

= =
Console > (enable) set vtp mode [mode Naziaan]

WHNEWMA © Mode 184 VTP fiati 3 Mode 16l Server Mode (default) Client Mode

WAL Transparent Mode
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Finating 111 winsasn1sulasusinaAn3eng (A1 Default) Miilu Mode Server 194

Wlu Client fatd

Console> (enable) set vip mode client

VTP Domain ABC modified

naIANNLLAEUANN Server Mode il Client Mode Wa? A84AAGN VLAN U

Switching Hub Aignealitilu VTP Client Mode aztlsngdaaanu fail

Console> (enable) set vlan 30
Cannot add/modify VLANs on a VTP Client.

Console> (enable)

anFaet19fiuanen1ndau Mode N139199UaIN Server Mode iy Client
Mode azifiudn vinulaianusadana VLAN 107 U VTP Domain figniauunliiily
Client Mode 1fi84a1n Client Mode ﬁ’mﬁﬂﬁﬁ“’um*ﬁfmﬂmmaw {Bafl VLAN #iunann
Switching Hub gnﬁmg]’\ﬂﬁlﬂu VTP Domain # ({4 Server Mode 1ia 14 Update 1411

1 fari wnviausiaansaine VLAN i inaui Switching Hub lafiniu vinuazsiaa

0¥ Switching Hub 131 #ARa VTP Domain AMM191%UU Server Mode i1l
N13UNLAan VTP Mode

&5 Switching Hub fuluaiaes Cisco 7114 COS Version 7.1.1 aziinnaaenly
arsnani@annis1denu v Mode 14 Taaamlszasdaaanisanian VTP Mode fisnenvn
NA AYNUABINTAZLTMNTANNIIL VLAN lawnziiies Hub wen Taglisasldeaneedy

Hub 8w IaevinuanisaldAnda Al

Console> (enable) set vtp mode off

(] v

1
o = ar =

ar
WRIAINNYNUAART VTP Domain Wda yinuaunsnizeng VIP Domain NYudasa

o

WHT 2

=2l

Zhe

Console> (enable) show vtp domain

ar

avtmnguiiae fall

Switch=> show vtp domain

Domain Name Domain Index VTP Version Local Mode Password

Mydomain 1 2 server -




Vlan-count Max-vlan-strorage Config _ Revision Notifications

Last Updater V2  Mode Pruning PruneEligible on

15 1023 7 disabled

192.168.1.4 enabled disabled

Switch>

anFatNALAAMINAzIiUEAIALA183 VTP Domain Niieg 111 19289 Domain

'
=

ngn

2 v [ 7
patw (lunidAe mydomain A1121289 Domain Version 289 Domain Mode N1§M19 4184

Domain #01u1849 VTP Pruning 1Husiu

77
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LULANABRINISNARALILNAANEHINITYINI UL AITSUL

LASATUNE]

=

6.1 Mmsaanuuunsidanlauialdlunismaga

lunnidenldgunsaliaiiniinismaaausaniusesAn et ednsnsdesinuuAn
tn A (Forwarding Packet Rate) ATNATNITOIUNITIBIFUNTEIIN (Load Sharing) Waz
AMNAIN1501WNM3M1 Redundant Backup 284gunsaliflunan inasasiunisdarudeyq
TurzadaliinfAan1sABLANeTLaNNAAdUAIN 9 lAetnegiaFe saNMeai1eAN

= = a a PV A 2 P ° P )

wngsuazaNiUszansniwliunszuuaredieldnniign Tnadvusgduuunisidensa

(Topology) 1”1’ﬁ~1gﬂ‘ﬁ 6.1

VLANS

. (Server Farm)

A
Core Layer
Y
Distribution Layer ‘

Catalys| 6509-2

Access

Gigabit Ethemet

< o 2 P
319 6.1 uuuataelanaTNsTULATRINE

aqngliduntseenuuuszuuiaTedteiveiinimaasy Tnautiinasgaenda iy

v ¥ 1
[

ardutuieann11iILees CPU uugUnsalinfadialunisdmnisiuuininavinnisusen

ANAN FaaunsouLe LA 3 araudu fal
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1. A1AUTULNUNANY (Core Layer)

i
e = S ’

¥ 13 E 1 b
luansudunneladnfudundiAnings viaGanduialunils mwszelnsalludu

=2 a

HYazyruluszauaieas 3 289 0S| Model % Network Layer Tavinutiiindunis wax

]9993a91:45ENI19 VLAN FiaeAuifags 1w nasuaamassuu g udayadinmiu VLAN

49

ar

7096l TU VLAN 20 niaef fludu souidedesiinsindeiugunsalluaines 2 3
Wigunsallusduduiiiiaaudndygs doiuluddudutisdsdesiiounsaiises eldag
ﬂa‘:ﬁw%mwwgmm:mmma%’wL%umaé’wﬂﬂﬁﬂﬂwmmL‘%fJLﬁﬂLﬁmmﬁmﬂﬁﬁﬂ%uﬁ’u
aUnsal Tun1seanuuuan ﬁu%wf':s’lmﬁm'1uﬂi’u%uﬁ@uqﬂuﬂ:ﬁmmmmmuau'lﬁdw
Foiludnfuduununastadenldadndiaees 3 saAumatuladinsindmes
vin ugunsallunisdasinudaya Gandn Multilayer Switch Feature Card (MSFC) Tnaivin
Wi Aid A& unia LD multilayer switching (MSL) fiflaanuialunnsaduidunildunni
QAT 15 AUURNLINARBIUNT (Mpps) [fennrsdume finafudmesiinaing lnanis
N19U289 MLS '&umuqmimé’umﬂ%mummiw?T[ﬂﬂﬂﬂﬁm'] L1 IP, IP multicast uaz
Inter Network Packet Exchange (IPX) flugiu eluuuusaasanimaassiagli 6.1 1an
N19RAR MSFC 14Uy Catalyst 6509 davnulussdutunisnszant (Distribution Layer)
18Raaz 1 IN@@Lﬁ’aﬂ"fNﬂ'}’mLﬂﬁﬂﬁ‘lﬁﬁﬁi‘:uu Tae 19 W 949 Hot Standby Routing Protocol
(HSRP) 34 MSFC ¥18849£7#19114114 routing protocol LaEAITIEUNINARAY waaz Ty
WnanumFeni Wiitifimunld MSFC fafi 1 Hantozily Active 138%191% LAY MSFC 6
#i 2 fanomiy Standby ¥iFaNFENNNIU A TiinALRana1ATl MSFC fafi 1
Azl MSFC 6a#i 2 Wasuannaniae Standby 1l Active i 1 lidealdinaniitasasoy
soumTdunlmivazaransodeiudeyasialilalag livianisazaaresdeya
7 ﬁ°’lﬁu%um?n?:ﬂ'1£1 (Distribution Layer)
srdufuntsnszanefuanaralueiediaiieidanssninsdrdudunnunatuas

2 =8

arsuduniadnte gunsalluduilazinemlussiuiaieas 2 vsa Datalink Layer laanting
o [ :‘1 l;‘ < o Ld o 2’ 3 =8 Fﬂl o v =
18I81AUTUL A ArLANNITTNIRIesgUnsallua Autun1sdn e Faazinliiianau
Usaadaluiasadny asupunswilnluasedna Widuaudanimualudiduduunungn
LAZNINNTAATIERLTRRAN A IAUE Wadinasld VLAN
lunasrarupuglnsailuatdudunisdtelalgWaidu VLAN Trunking Protocol
(VTP) Taainruuaaniuziiud@inines nnlianunsnasiuasdsdanimuiadaniueaas VLAN

WinsatuszudnegUnsalluddudunisnszartuarardudunisdnne deluniife Catalyst
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6509 uaz Catalyst 3500XL MINATGL FaNDaR M Naan sinaafuN1sN au wazilas

1 L k4 v
79194 VLAN vuezadneldaingunsniludisudutiviony

¥
ar

o [v3 2.‘; :‘i' 9o &£ A =l = ' == v o =
nisaanuuuluataudull Ifalefsaraatiosresasedne aaldvianasiinea
91nsal Catalyst 6509 13 2 gadaaiuuasiinisidansegnsaiivasadifaaiusae
walulaginzindmafidin (IEEE 802.3z) navsAufanidu VLAN Trunking Taaznnlinnsds
' k4 ' « a a ‘g
udayaszudngnsalanysaiuingean
3. a1eudunsdne (Access Layer)
Tussuduiiilunsdensadldanliaiunsonnsinsaiuninensiagun
< " 1 4 o o o :f, -3: 17 @ a & = e A o Gy v ' =.iI=!i‘
sruuAsatne e Janauduiianaldgunsaiadng 1iad vireduild udniseanuuuluitie
=4 y A - q " a o=l a = )
wenld adediaieed 2 dugunsallumsdainudays waradndinszuaunisizandd
Store-and-forward Was cut-through TIUULTARAZTANIZNTZLAIUNS Store-and-forward
vl Teavdnnissenidasifielifudeyadimnazsiaaiinisseaulaiudeyaluniiansuy
v v
AUATU AINTUAIALAIMUANDTVT1BBNUATAINITAIUINMT CRC WAdAgaz @iy o T
danasmligninuuali dountsdidieyasesaiadinasinudifesunuaninralatunied
agluiasusnaesBmaiiinsn  udavinnisdedayalugiassiineanludiweimunesnign
o v
nmunla
NsesNUUUNIEsNAsszuIaiUtunsd ez s futunisnszats Idgluuy
Aﬁl 1 o £ =& o ' = L o
naEaNdauLy 2 nalaeAIaDeNIIIn Redundant Backup naqae gunsad 1 Falu
aaudunsidnealunild Catalyst 3500XL Aainiuginsaflusardudunisnszans 2 s
Wtld Catalyst 6509 sananalugiln 6.11naldInslnAsa Spanning-tree (STP) edANT
AN uastlesiunisguassasetioluaieas 2 99 STP az¥iNIs Forward UWANWNALNY
[ lﬂl b= 1 d' o o d] 3 ﬂi.d 1 L% ﬁil b= o ‘ald 1
nwaimiu  root  lasganndrnnvualunein  FaneinhilAtesngaaziiunaininian
priority a9gaLluneim root @auwainiilan priority AMnd1asnInas Block wwnine Ll
[ Z/ nl <4 © 5 [ e <) a g |3
woimil 7 TudiuaesniafiuvTeaninuil VLAN avauetiu VIP niaouuiuidivnes
wintle Wunil Catalyst 6500 Hanuziils VIP Server @91 Catalyst 3500XL Hanuziilu

VTP Client

6.2 NMEMUUANITINLADT PULLIUANADS
lunisimuusd s iieeiildiuuuusaiaastiarunsawtiveantsidy 2 daunén o
=

Ag

1. Amnsdwein i lunsdenlaeginsalluadudunisdntisussdunisnszans
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n1seanuuunsdenissgnsaifanaiadnesiu Arenismensesnsalddndiaes
2 fuadndiaiead 3 Windaaiu Tanunaila Catalyst 3500XL fiu Catalyst 6509 A ilusias
o 4 A ar & - a & = 9 o S L & = =Y
Alafepnuadnvasdayaiasiiniuawiunswanld luniiRalddumefinawuuinedn
danlevginsnidnsaiusiaaialouiatiiuaa (Fiber Optic) INaanANGIUIAEWTEA N
Aanarnrasdayalidesiian lna@enldinstnaaa Trunk 802.1g uilunnsgiuaes IEEE
Tunsdenlesadndidimnii iensiudedeyauasnsminaes VLAN 619 9 studeaindg

T19A89 FINDINTITAIMUA VLAN LUNDINEIAT sauanaliumnsian 6.1 was 6.2 AMNAIAL

d ' - hd o o g [
AM5190 6.1 AMNIIIREBTIUNIININUA VLAN LAEWATN Trunk UUATATIALEIDT 2

Catalyst3500XL#
interface FastEthernet0/1
switchport access vlan 2

spanning-tree portfast

interface FastEthernet0/2
switchport access vlan 3

spanning-tree portfast

interface GigabitEthernet0/1
switchport trunk encapsulation dot1qg

switchport mode trunk

interface GigabitEthernet0/2
switchport trunk encapsulation dot1q

switchport mode trunk




d 1 _ o [ = a
A15197 6.2 AMWIITRATIUNNTATMUAND TN Trunk LA ATlaLDs 3
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Catalyst6509_1#
set trunk 4/1 on dot1g 1-1005,1025-4094
set trunk 4/2 on dot1g 1-1005,1025-4094
set trunk 4/3 on dot1g 1-1005,1025-4094
set trunk 4/4 on dot1qg 1-1005,1025-4094
set trunk 4/5 on dot1g 1-1005,1025-4094
set trunk 4/6 on dot1qg 1-1005,1025-4094
set trunk 4/7 on dot1q 1-1005,1025-4094
set trunk 4/8 on dot1q 1-1005,1025-4094
set trunk 4/9 on dot1qg 1-1005,1025-4094
set trunk 4/10 on dot1qg 1-1005,1025-4094

set trunk 4/11 on dot1qg 1-1005,1025-4094

Catalyst6509_2#
set trunk 4/1
set trunk 4/2
set trunk 4/3
set trunk 4/4
set trunk 4/5
set trunk 4/6
set trunk 4/7
set trunk 4/8

set trunk 4/9

on dot1q 1-1005,1025-4094
on dot1q 1-1005,1025-4094
on dot1qg 1-1005,1025-4094
on dot1g 1-1005,1025-4094
on dot1q 1-1005,1025-4094
on dot1q 1-1005,1025-4094
on dot1q 1-1005,1025-4094
on dot1qg 1-1005,1025-4094

on dot1qg 1-1005,1025-4094

set trunk 4/10 on dot1qg 1-1005,1025-4094

set trunk 4/11 on dot1qg 1-1005,1025-4094

ludauranisnauuanaim root Amiuinslnaas Spanning-tree UATAIWITIHIRDT

@I dIALes 2 uar 3 anualaadredeanuuuanses Idgnuasslunisei 6.3 uay

6.4

i ° ' L. i o s o -
AN9199 6.3 UARINIININUAAN priority INBRIMUANaM root WiugUnsal

Catalyst6509_1#

Catalyst6509_2#

set spantree priority 8192
set spantree priority 8192
set spantree priority 8192

set spantree priority 8192

set spantree priority 16384
set spantree priority 16384
set spantree priority 16384

set spantree priority 16384

AN59N 6.4 LARIAINITIHIAET 189 VLAN LUAIATLa1885 3

Catalyst6509#
vitp
set vip domain SCNB

set vip pruning enable
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AN9197 6.4 (5i)

set vlan 1 name default type ethernet mtu
1500 said 100001 state active

set vlan 2 name CB type ethernet mtu 1500
said 100002 state active

set vian 3 name Existing ethernet mtu 1500

said 100003 state active

2. AIN1PIELAES @I UTBINITNINNTIZULANTEY (Redundant backup)
TudauiiifluimunAnnsfieefing MSFC-1 Ay MSFC-2 Lﬁﬂﬂﬁuauum?ﬁwm
Redundant Backup Tagin193e1en priority Ainafiu fﬁwnﬂuﬁqﬁwuﬂmiﬁwﬂmﬁﬂfqﬂnmi
Falasaniielianunsaldanldviofndadaqdu 3915114 HSRP (Hot Standby Router-
Protocol) luN15HARITNUALAAAIAUANNAATU BB UIABTING Waliszuuvinauseluls

gaflulselamisapsadnetuagtamn

AN5719% 6.5 LARIAINITIAaF NldlunnsnszuLdnTas

MSFC-1# MSFC-24

interface Vlan1 interface Vian1

description FOR DEVICES MANAGEMENT | description VLAN1-Network Management

ip address 11.10.1.2 255.255.0.0 ip address 11.10.1.4 255.255.0.0
ip access-group 160 in ip access-group 160 in

no ip redirects no ip redirects

ip ospf priority 90 ip ospf cost 10000

standby 1ip 11.10.1.254 ip ospf priority 90

standby 1 priority 120 standby 1ip 11.10.1.254
standby 1 preempt standby 1 priority 150

! standby 1 preempt
!
interface Vlan2 interface Vlan2

description VLAN2-Consumer Banking description VLAN2-Consumer Banking




AN5197 6.5 (5!)

ip address 172.16.111.253 255.255.248.0
no ip redirects

ip ospf priority 89

ipx network 13A

standby 2 ip 172.16.104.1

standby 2 priority 120

standby 2 preempt

bridge-group 1

interface Vlan3

description VLAN3-Existing ATM
ip address 172.16.99.253 255.255.252.0
no ip redirects

ip ospf priority 90

ipx network 1023204

standby 3 ip 172.16.96.1
standby 3 priority 105

standby 3 preempt

standby 33 ip 172.16.96.2
standby 33 priority 120

standby 33 preempt

bridge-group 1

ip address 172.16.111.251 255.255.248.0
no ip redirects

ip route-cache flow

ip ospf priority 89

ipx network 13A

standby 2 ip 172.16.104.1

standby 2 priority 150

standby 2 preempt

bridge-group 1

|
interface Vian3

description VLAN3-Existing ATM

ip address 172.16.99.251 255.255.252.0
no ip redirects

ip route-cache flow

ip ospf priority 90

ipx network 3A

standby 3 ip 172.16.96.1

standby 3 priority 150

standby 3 preempt

standby 33 ip 172.16.96.2

standby 33 priority 150

standby 33 preempt

bridge-group 1

84



av v
6.3 WANLARINNITNARDY

85

lﬂl ' - flﬂ’ L dl 4 dl =4 (]
Q’lﬂg'ﬂ'ﬂ 6.1 WAZANITHLAEMN M luLL LA A WeN NS TaN N ATatNe @115

¥ o A d. ] < 1 ar '
LARS LT UINADIUENTITANADTDAUATRA N AIATUAN

Catalyst3500XL#sh spanning-tree
Spanning tree 1 is executing the IEEE compatible Spanning Tree protocol
Bridge Identifier has priority 32768, address 0004.¢105.0{00
Configured hello time 2, max age 20, forward delay 15
Current root has priority 8192, address 0009.11¢8.0800
Root port is 40, cost of root path is 11
Topology change flag not set, detected flag not set, changes 124
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification O

Interface Gi0/1 (port 40) in Spanning tree 1 is FORWARDING
Port path cost 4, Port priority 128
Designated root has priority 8192, address 0009.11¢8.0800
Designated bridge has priority 16384, address 00d0.043a.f400
Designated port is 198, path cost 7
Timers: message age 4, forward delay 0, hold 0

BPDU: sent 29, received 10368544

Interface Gi0/2 (port 48) in Spanning tree 1 is BLOCKING
Port path cost 4, Port priority 128
Designated root has priority 8192, address 0009.11c8.0800
Designated bridge has priority 32768, address 0004.c1d4.ced0
Designated port is 75, path cost 8
Timers: message age 12, forward delay 0, hold O

BPDU: sent 1, received 10368218

519 6.2 uamanurBumaiiiainzivameiiineesaint iaies 2 (Forwarding /

Blocking)



Catalyst3500XL#sh vip status

VTP Version o2
Configuration Revision : 130
Maximum VLANs supported locally : 254
Number of existing VLANs 133

Mode : Client

VTP Domain Name : SCNB
VTP Pruning Mode : Enabled
VTP V2 Mode : Disabled
VTP Traps Generation : Enabled

Catalyst3500XL# sh vian

VLAN Name Status  Ports

1 default active

2 CB active  Fa0/1,
Fa0/2

3 Existing-Network active Fa0/3

51l%1 6.3 uARIANIUZIEY VTP U VLAN 18saindiaLeaas 2

MSFC-1#sh standby brief

Interface  Grp Prio P State

Active addr

Standby addr

local

Vi1 1 120 P Standby 11.10.1.4

VI2 2 120 P Standby 172.16.111.251 local
VI3 3 105 P Standby 172.16.99.251 local
VI3 3 120 P Standby 172.16.99.251 local

Group addr
11.10.1.254
172.16.104.1
172.16.96.1
172.16.96.2

51l91 6.4 LAAIADTUENIIRINMLRI MSFC Teagiluaniue Standby

MFSC-2#sh standby brief

Interface Grp Prio P State  Active addr

Vi 1 150 P Active local
VI2 2 150 P Active local
VI3 3 150 P Active local

VI3 33 150 P Active local

Standby addr

11.10.1.2

172.16.111.253

172.16.99.253
172.16.99.253

Group addr
11.10.1.254
172.16.104.1
172.16.96.1
172.16.96.2

51 6.5 uARIADIUZNTTNNUTEY MSFC Teatiluaniug Active
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6.3.1

nsnagaulssansninaasasadnalnelald software Chariot lunsnaaay

yldvinmsileudayadeiiaualun 30 MB uaz 40 MB snuasuuazlsiwisnimasayasn

s 4 dou nadlinnfagai 6.10-6.19

nsnaaam 1: launmaseudedayaunm 30 MB 51919 workstation 2 LAFe4 T4ag]

nsnadaulsEansninaaAsaang

A9 VLAN fusuuuusanaasinsinawmasidin

= > ;
M157199 6.6 m?mﬂwmfﬂmnm Chariot

Console version 5.0
Console build level 3547
Console product type |Chariot

Filename

untitled.tst

Run start time

22 AWNAN 2547, 18:48:10

Run end time

22 AR 2547, 18:53:11

Elapsed time

00:05:01

How the test ended

Ran to completion

Number of pairs

—

AN9199 6.7 LanIN1svinnueasllsunsy

End type Run until any pair ends
Reporting type Real-time
Automatically poll endpoints Yes

Polling interval (minutes) 1

Stop run upon initialization failure Yes

Connect timeout during test (minutes) 0




Stop test after this many running pairs fail

Collect endpoint CPU utilization No
Validate data upon receipt No
Use a new seed for random variables on every run |Yes

P i o ] i
A19197 6.8 111ANIN911a1AN IP Address 484 workstation AMUALNAY

88

Group/ Pair

Pair Console Knows Endpoint 1 | Console Protocol | Console Service Quality | Comment
All Pairs

Pair 1 172.21.117.246 TCP nfa 30MV10_V7

A19199 6.9 111aNN1911a% IP Address 184 workstation AMuUanenig

Group/

Pair Endpoint 1 Knows Endpoint 2 (Setup) | Endpoint 2 Setup Protocol
All Pairs

Pair 1 172.16.101.150 TCP

A1519N 6.10 LAAINATEINTTTIBUAT IP Address 7 Endpoint 1 W@z Endpoint 2

Group/

Pair Endpoint 1 Endpoint 2 Network Protocol |Service Quality | Script Name
All Pairs

Pair 1 172.16.117.246 |172.16.101.150 | TCP Throughput.scr
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nanldaannisnaasudadayaauIn 30MB An workstation A luéia workstation B

Taagsine VLAN i GalaAn Throughput, Transaction, Was Response time  189n13dada

1AAINANY THULARIAIRT99 6.15 Taduana

A519% 6.11 UAAIKATEY Throughput HlFannnisiuldsunsy Chariot Wavnnistlaudeya

2u1A 30 MB
Group/ Average Minimum Maximum Throughput 95% Measured | Relative
Pair (Mbps) (Mbps) (Mbps) | Confidence Interval Time (secs) | Precision
All
79.807 66.262 81.273
Pairs
Pair 1 79.822 66.262 81.273 0.486 300.668 0.608
Totals: 79.807 66.262 81.273 |
|
Throughput — Pail
82.000
K S e —1 R | azsr.
suwu—)'\/\'\ I\’,.\'J \L/'\ r \[ \J’ x F W [
{
78,000 L # y J li J
i o
76,000 } |
87100 1
=
72.000
70,000
£8.000
SE.EOO T L] K 2 ;5 T
0:00.00 00050 0.01.40 00230 00320 0.0410 0,05.10

Elapsed time (hmm:ss)

! . A . i
519 6.6 uamINTINAY Throughput ldannisiulilsunsy Chariot Wevinnsilaudeya

1114 30 MB
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] - o . i o
AN919N 6.12 UARAIKA Transaction Rate #iléann1s Fultsunsu Chariot Wananastlaw

2

BYATUIA 30 MB

r

Transaction | Transaction Rate
Group/ Transaction Transaction Rate | 95% Confidence Measured | Relative
Pair Rate Average |Rate Minimum Maximum Interval | Time (secs) |Precision
|
All
0.333 0.276 0.339

Pairs
Pair 1 0.333 0.276 0.339 0.002 300.668 0.608
Totals: 0.333 0.276 0.339
Transaction rate P

0.3400 !"“

A i ¥ “\\I, [
03300 f ‘ V\W I \ R
VY k |
0.3200 / y - ,
!

03100 -
2
50.3000 .
I

0.2900 |

0.2800

0.2700

0.2600 . . . - -

0:00:00 0:00:50 0:01:40 0:02:30 0:0320 0:04:10 00510

Elapsed time (h:mm:ss)

=i ! . ‘=‘I ar i ] o L
519 6.7 uamng AN Transaction rate #il#annas Suldsunsu Chariot ievinnsende

1a1UA 30 Mbps
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] ' . Y o X | o
A19199 6.13 LUARINAAT Response Time Nlaainnis Fulysunsy Chariot aninistiau

483)a1141M 30 Mbps

Response Response Response Response Time

Group/ Time Time Time | 95% Confidence Measured | Relative
Pair Average Minimum Maximum Interval | Time (secs) |Precision
All

3.007 2.953 3.622
Pairs
Pair 1 3.007 2.953 3.622 0.018 300.668 0.608
Totals: 3.007 2.953 3.622

Response time

— Pai1

3.7000

3.6000

35000 4

3.4000

33000

Seconds

32000

3.0000

2.9000

b

A

/I \L_n ,_)/\*f"ﬂ\,j ‘ﬂ\_ﬂj 1\«/\ N

i
i

/%

tJ I

0:00:00

0:00:50

0.01:40

0:02.30 0.03.20

Elapsedtime (h:mm:ss)

0.04:10

0:05:10

31l% 6.8 uanansIMA1 Response time #l#arnnis Fuldsunsy Chariot Wavinnistleudays

1141A 30 MB

©WM&3AN program Chariot NNMAaaUAIdayaTuIA 30 MB auldnasiuans uan

AU Ha89NTT FUTUSUNTY AINaN2EaINITOLaAdaTTuLee Endpoint A1ulanenie

waragUnanlaan Raw Data Totals HidnaL Endpoint
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< ' ay v o i
A15199 6.14 La@AIA" Endpoint Configuration laannnisiulilsunss Chariot

\

E1 = E1 E2 1 E2 E2
Group/ | Operating E1 Build Product Operating lEz Build Product
Pair System Version |Level Type System iVersion Level Type
All

|
Pairs .
|

Windows
Pair 1 5.0 3186 Retail Windows NT 5.0 3186 Retail

2000 |

= = = .
A15197 6.15 uamanafliain Raw Data Totals NUAAILIU Endpoint

Number of Bytes
Group/ Timing | Transaction | Bytes Sent by | Received by Measured Relative
Pair Records Count E1 E1 Time (secs) | Precision
All
100 100 | 3,000,000,000 100
Pairs
Pair 1 100 100 | 3,000,000,000 100 300.668 0.608
[ { B
Totals: 100 T 100 | 3,000,000,000 | 100

< i . S
nanaaasi 2: lasnmeaeulddeyasuna 40 MB adsdayalsl workstation Teatjauar

VLAN Ny

M15199N 6.16 N1TA9A28aLsuNTH Chariot

Console version 5.0

Console build level |3547

Console product

type

Chariot

Filename untitled1.tst

Run start time 22 AINAN 2547, 18:55:53
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Run end time 22 RIWAN 2547, 19:02:35

Elapsed time 00:06:42

How the test ended |Ran to completion

—_

Number of pairs

A1579% 6.17 waAIN1IN19ueeallsunsy

End type Run until any pair ends
Reporting type Real-time
Automatically poll endpoints Yes
Polling interval (minutes) 1
Stop run upon initialization failure . Yes
Connect timeout during test (minutes) 0
Stop test after this many running pairs fail 1

|
Collect endpoint CPU utilization No
Validate data upon receipt No
Use a new seed for random variables on every
run £e8

MA19197 6.18 LHaNIN91auAT IP Address 189 workstation ANUFAWNIY

Group/ Console Knows Endpoint  |Console Console Service
Pair 1 Protocol Quality Pair Comment
All Pairs

Pair 1 172.21.117.246 TCP nfa 40MV10_V7
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A1919% 6.19 WanIn1maaauilaw IP Address 284 Endpoint AMusunIauazlaneamnig

Group/

Pair Endpoint 1 Knows Endpoint 2 (Setup) |Endpoint 2 Setup Protocol
All Pairs

Pair 1 172.21.101.150 TCP

A9197 6.20 UAAINATRINITTIAUAY IP Address # Endpoint 1 Wz Endpoint 2

Group/

Pair Endpoint 1 Endpoint 2 Network Protocol | Service Quality | Script Name
All Pairs

Pair 1 172.16.117.246 |172.16.101.150 | TCP Throughput.scr

AN519% 6.21 LAAINATEY Throughput Rlaannnisiuldsunsy Chariot Wenin1stleuds

WRTUIA 40 MB

Group/ Average | Minimum Maximum | Throughput 95% 1 Measured | Relative |
Pair (Mbps) ' (Mbps) {(Mbps) | Confidence Interval Time (secs) | Precision |
All lI

79.664 67.926 81.136
Pairs
Pair 1 79.676 67.926 81.136 0.505 401.628 0.634
Totals: 79.664 67.926 81.136




Throughput
82.000

81.000 -—|

73.000
77.000

75.000

Mbps

73.000

71.000

69.000

(\[‘ ”"'\!”“’“’W'”‘

WY

95

— Pan1

67.000

0:00:00 0.01:10

0.02:20

00530 0:04:40

Elapsed time (h:mm:ss)

&06:50

0:06:50

719 6.9 uanana Al Throughput Alda1nnisiullsunsy Chariot iavinistlaudeya

A6 40 MB

A9 6.22 WAAMKNA Transaction Rate Nisainnsiultsunsy Chariot ianinistlanda

1WA 40 MB

Transaction | Transaction Rate Relative

Group/ Transaction Transaction Rate 95% Confidence Measured | Precisio
Pair Rate Average |Rate Minimum Maximum Interval | Time (secs) n
All

0.249 0.212 0.254
Pairs
Pair 1 0.249 0.212 0.254 0.002 401.628 0.634
Totals: 0.249 0.212 0.254
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Transaclion rate =P

IV

V

0.2400

0.2300

# /Second

0.2200

0.2100 A

0.2000 T Y T T T
0:00:00 0:01:10 0:02:20 0:03:30 0:04:40 0:05:50 0:06:50

Elapsed time (h:mm:ss)

319 6.10 N3 MUAALAT Transaction rate Ailda1nn1sfulilsunsy Chariot iWavinnsilawde

4a7UA 40 MB

ANS197 6.23  LaAINAAT Response Time Nldann1siulilsunsu Chariot Wanannsilau

b

BHNTUIA 40 MB

Response Response Response Response Time

Group/ Time Time Time | 95% Confidence Measured Relative
Pair Average Minimum Maximum Interval | Time (secs) | Precision
All

4.016 3.944 4.711
Pairs
Pair 1 4.016 3.944 4711 0.025 401.628 0.634
Totals: 4.016 3.944 4.711




Response time
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— Pai1

4.8000

4.7000

4.6000

4.5000

4.4000

Saconds

4.3000

4.2000

41000 - A
4.0000 —J

3.5000

J I\A,\,JLWM’\,J

I

|

i

0:00.00 00110

00220

|
/\ -~

Elapsed time (hmm:ss)

0.04:40

'

0650

d ' ” i b4 ol . d' o 9
51l% 6.1 wamans A1 Response time Ml#arnn1siultsunsy Chariot Wwevinnstlaude

1A1UA 40 MB

A1519% 6.24  WARAN Endpoint Configuration il#aann1ssulilsunsy Chariot

; ; i 1
E1 E1  Ef E2 |E2  |E2 |
Group/ | Operating E1 Build j;Product Operating E2 E}Build 1+Product
| | i
Pair System Version |Level |Type System Version | Level | Type
I | |
All
Pairs .
Windows
Pair 1 5.0 3186 Retail Windows NT |5.0 3186 Retail
2000 |
i
< Y H .
AN9197 6.25 UWARIKAT LAANN Raw Data Totals @ Endpoint
-Number of Bytes
Group/ Timing | Transaction | Bytes Sent by | Received by Measured Relative
Pair Records Count E1 E1| Time (secs) Precision
All
100 100 | 4,000,000,000 100
Pairs
Pair 1 100 100 | 4,000,000,000 100 401.628 0.634
Totals: 100 100 | 4,000,000,000 100
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6.3.2 NARBUUSEANENINURILATALILULIULAN

Evanisnaaaulssansnmassasatrautudn Iaalaldlusunsy Chariot Tunns
nagay 1 lfiinsddeyadeiiaunalug) 30 MB uas 40 MB muaiy wavldunfsgii

6.2 LAZHARINIUSINTN Chariot AANUARAIE198

S =I| Server Farm

< a4 ) = 2 = A & o
517 6.12 uansrsadeiauasunnldgunsalinsinamaedidn

NMaNAaaLh 3 : Mn1sdedayatna 30 MB dae1u VLAN luisgadneuuuaaiss

uaAAIgUAIUAN

A1919% 6.26 N199ANT89TINgN Chariot

Console version 5.0

Console build level 3547

Console product type | Chariot

Filename untitled1.tst




Run start time

24 RIVMNAN 2547, 22:42:34

Run end time

24 AINNAN 2547, 23:18:14

Elapsed time

00:35:40

How the test ended

Ran to completion

Number of pairs

< °
M990 6.27 L4 ﬂ\?ﬂq?'ﬂq\r}u‘ﬂﬂﬁiﬂ TLUNTH

End type Run until any pair ends
Reporting type Real-time
Automatically poll endpoints Yes
Polling interval {(minutes) 1

Stop run upon initialization failure Yes
Connect timeout during test (minutes) 0

Stop test after this many running pairs fail 1

Collect endpoint CPU utilization No
Validate data upon receipt No

Use a new seed for random variables on every g

run

d i o 1 R b
AN5199 6.28 aninistlanan IP Address 989 Endpoint SusunIg

99

Group/ Console Knows Endpoint  |Console Console Service Pair

Pair 1 Protocol Quality Comment
All Pairs

Pair 1 22.1.0.1 TCP n/a 30M




A1519 6.29 1HaNIn19ilau IP Address 984 workstation autlaneinng

Group/

Pair Endpoint 1 Knows Endpoint 2 (Setup) | Endpoint 2 Setup Protocol
All Pairs

Pair 1 11.1.0.1 TCP

mi‘nﬁ 6.30 LAAINATBANISTIBUAT IP Address ¥l Endpoint 1 LAz Endpoint 2

Group/

Pair Endpoint 1 |Endpoint 2 | Network Protocol | Service Quality | Script Name
All Pairs

Pair 1 22.1.0.1 11.1:00 TCP Throughput.scr

100

i = ar = i o
AN5199 6.31 WAAINATEA Throughput Mldannng Suldsunsy Chariot Waninisilauda

ya2wIA 30 MB luATataLuuALAN

Group/ Average | Minimum } Maximum Throughput 95% Measured Relative \
Pair (Mbps) (Mbps) [ (Mbps) | Confidence Interval Time (secs) Precision |
All

11.215 6.913 16.017
Pairs
Pair 1 11.215 6.913 16.017 0.285 2,139.918 2538
Totals: 112956 6.913 16.017




Throughput
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— Pair1

17.000

15.300
14.500
13.900
12.300
[
§11.900 -
b
10,900
9.900
8,500

7.900 4

6.900

———

0:00:00

0.06:40

01320

0:20:00

Elapsed time (h:mm:ss)

0:26:40

03320 03640

< 1 dl % o . d o
319 6.13 uanana A1 Throughput AlEaINNTe fulusunsu Chariot Wavinnnsilaudeya

au7m 30 MB

A5197 6.32 WARAILA Transaction Rate Aldainnissulilsunsy Chariot laninnistlande

WATUIA 30 MB luiAdadnuuusiaaN

Transaction
Transaction Transaction Rate 95%
Group/ Transaction Rate Rate Confidence | Measured Relative
Pair Rate Average Minimum Maximum Interval | Time (secs) | Precision
All
0.047 0.029 0.067
Pairs
Pair 1 0.047 0.029 0.067 0.001 2,139.918 2.538
Totals: 0.047 0.029 0.067




Transaction rate

102

— Pairl

0.0670
0.0630
00530
0.0550
0.0510

00470 - |

#/Second

0.0430 -

0.0330 4

0.0350

0.0310

0.0270

0:00:00

< ' el = , A o i
3119 6.14 uanINIINAN Transaction rate Ml#AINNM9FUTsUNTN Chariot Wiavinnsilaudae

0.06:40

01320

0:20.00

Elapsed time (h:mm:ss)

NATWIA 30 MB TulATtneuULAIAN

0:2640

03320 0:36:40

AN5719% 6.33 WAANHAAN Response Time Nlda1nnis5ulsunsy Chariot iann1stlau

9

G ' :: a
BHRIUIA 30 MB UuULATRIN8LLLANIAN

Response Response \ Response Response Time | .

Group/ Time Time Time | 95% Confidence Measured Relative
Pair Average Minimum Maximum Interval | Time (secs) | Precision
All

21.399 14.984 34.719
Pairs
Pair 1 21.399 14.984 34.719 0.543 2,139.918 2.538
Totals: 21.399 14.984 34.719




Response time
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— Pair1

35.000
34.000 -

32.000 -
30.000 -
28.000 -
w» 26,000 -
O
=
S 24.000 -
&
22.000 -
20,000 -
18,000 -

16.000

d \4/’\/\

14.000

0:00:00

01320

0:20.00

Elapsed time (h:mm:ss)

0:26:40

03320 03640

< ' . Y o . | o v
51191 6.15 uamIns AN Response time Aildannnisiulsunsu Chariot ievinsilaude

YATWIA 30 MB LULATATNEULILAURAN

b ' PRy o ;
M990 6.34  LWaAIA1 Endpoint Configuration Aldannaiulusunsu Chariot

E1 E1 E1 E2 E2 |E2
Group/ |Operating E1 Build Product Operating E2 Build ngroduct
Pair System Version |Level Type System Version |Level iType
All
Pairs |
Retail
Windows Windows XP
Pair 1 5.0 3186 Retail 5.0 3186 (Web-
2000 (32-bit)
Based)
AN5199 6.35 UandnanlFan Raw Data Totals Mua@msLu Endpoint
Number of Bytes
Group/ Timing | Transaction | Bytes Sent by | Received by Measured Relative
Pair Records Count E1 E1| Time (secs) Precision
All
100 100 | 3,000,000,000 100
Pairs
Pair 1 100 100 | 3,000,000,000 100 2,139.918 2.5638
Totals: 100 100 | 3,000,000,000 100
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= o ) v ' - i 2o
NISNAKXRIN 4: 'ﬂ"lﬂ"]i‘ﬂQ‘B’ﬂNuﬂ‘ﬂu’]ﬂ 40 MB @4511 VLAN TuATET B ULUAILAN

< o
A15197 6.36 N13F9AT8eTLsUNSN Chariot

Console version 50

Console build level 3547

Console product type | Chariot

Filename untitied1.tst

Run start time 25 RIUNAN 2547, 19:57:41
Run end time 25 RIMNAN 2547, 21:17:10
Elapsed time 01:19:29

How the test ended |Ran to completion

Number of pairs i

ANSI9N 6.37 wamin 1IN anuaaalilsunsy Chariot

End type Run until any pair ends
Reporting type Real-time
Automatically poll endpoints Yes

Polling interval (minutes) 1

Stop run upon initialization failure Yes

Connect timeout during test (minutes) 0

Stop test after this many running pairs fail 1

Collect endpoint CPU utilization No

Validate data upon receipt No

Use a new seed for random variables on every run |Yes




A19199 6.38 (HanIn13tlanAn IP Address 789 Endpoint ANUALNY

106

Console Knows Endpoint | Console Console Service Pair
Group/ Pair |1 Protocol Quality Comment
All Pairs
Pair 1 22:.1.0.1 TCP n/a 40MV3_V2

= i o . 2
M990 6.39 Lﬁfammsﬂ@u IP Address 284 workstation AMULA18MNN

Group/ Pair |Endpoint 1 Knows Endpoint 2 (Setup) |Endpoint 2 Setup Protocol
All Pairs
Pair 1 14.:1.0.2 TCP

< y o]
A15199 6.40 UAMNATBINNITaUAN P Address Endpoint 1 Wa¥ Endpoint 2

\ \
Group/ Pair |Endpoint 1 | Endpoint 2 | Network Protocol ’Service Quality |Script Name )
i !
All Pairs \ i
Pair 1 22.1.01 14..1:0.2 TCP * 'Throughput.scr 5
I |

A9719% 6.41 LAAIKATE Throughput Ala1INN9FuTsunsy Chariot ievinnstleudaya

¥
91417 40 MB LATa18 WU LAAN

Group/ Average Minimum Maximum Throughput 95% Measured Relative
Pair (Mbps) (Mbps) (Mbps) | Confidence Interval Time (secs) Precision
All Pairs 6.710 6.163 7.180
Pair 1 6.710 6.163 7.180 0.041 4,768.879 0.609
Totals: 6.710 6.163 7.180
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— Pa1

7.2000
71000 4
7.0000
6.9000
6.8000

« 6.7000 -

g

= 66000
6.5000
6.4000 A
6.3000
6.2000 -

6.1000

0:00:00

01320

02640

040,00 05320

Elapsed time (h:mm:ss)

1:20:00

=~ | Ay v o . a4 o [
519 6.16 wamena A Throughput Mldann1siuldsunsu Chariot iWavinstleudeys

1u1A 40 MB

A15797 6.42 WAANKA Transaction Rate Nlfanni1s5ulysinsu Chariot laninistlauds

HATA 40 MB TulATeTnauuLAIAN

Transaction
Transaction Transaction Rate 95%
Group/ Transaction Rate Rate Confidence Measured Relative
Pair Rate Average Minimum Maximum Interval | Time (secs) | Precision
All
0.021 0.019 0.022
Pairs
Pair 1 0.021 0.019 0.022 0.000 | 4,768.879 0.609
Totals: 0.021 0.019 0.022




Transaction rate

0.0230

0.0220

0.0210 A

# /Second

0.0190 +

0.0180
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—Pat1

0.0200

\

0:00:00

01320

(:26:40

&461&]

Elapsed time (h:mm:ss)

05320 1:06:40

1:.20:00

= ' 5 i o 4 i o
5% 6.17 wamana e Transaction rate NlFann1sulusunsu Chariot iainnstleude

HATIA 40 Mbps TuATaINLLLLAUR

15199 6.43 WARINART Response Time Nisanni1siulusunsu Chariot ienanistlaw

do3AIUA 40 MB LWATRINEULILALAN

Response Response Response Response Time
Group/ | Time Time Time | 95% Confidence Measured | - Relative
Pair | Average Minimum Maximum Interval | Time (secs) Precision
|

All

47.689 44.569 51.922
Pairs
Pair 1 47.689 44 569 51.922 0.290 4,768.879 0.609
Totals: 47.689 44,569 51.922
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— Pail

52.000

51.000 A

46.000

45.000 "

44.000 T T T T
0:00:00 0:26:40 0:40:00 0:5320 1:06:40

Elapsed time (h.mm:ss)

1:20:00

=l i . a o . A o
519 6.18 uanIna WA Response time Nldannisiuldsunsu Chariot Wiavinnistlaude

HATUNA 40 MB LULATATIHLLLAUAN

= i H o )
M157199 6.44 WARA1 Endpoint Configuration Nldannnsiullsunss Chariot

I r [
E1 E1 |E1 E2 |E2 |E2
Group/ |Operating E1 Build Product Operating E2 Build Product
Pair System Version |Level Type System Version |Level Type
All
Pairs
Windows
Pair 1 5.0 3186 Retail Windows NT |5.0 3186 Retail
2000
= dy o = B
A19199 6.45 UARIKATLFAN Raw Data Totals AUARILY Endpoint
Number of Bytes
Group/ Transaction | Bytes Sent by | Received by Measured Relative
Pair Records Count E1 E1| Time (secs) Precision
All
100 | 4,000,000,000 100
Pairs
Pair 1 100 | 4,000,000,000 100 4,768.879 0.609
Totals: 100 | 4,000,000,000 100
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WLLAASEI) waTAN response time (uwuy real time

mngﬂﬁ 6.19 - 6.20 lﬂuﬂﬂﬁ‘ﬁﬂuﬁiﬂﬂqﬂﬂi‘ﬂi Digital Video Recorder (DVR) id1iu
isetnefisanuuyly lns DVR Lﬂuqﬂﬂﬁ*m"l&%um'ﬂné’m'imﬁﬂﬁqm?_lmmu'amafanLﬁa
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# TrafficDirector RMON Segment Zoom (C2924-8360:08)

0O waximum W Current]

Packet Destinations]

B 102l B veast B weast  H peast]

Short-Term Segment Hstory]

1943987500 4e8A8 188t e22e o 82548 8288 AT eadeCgmarae St
s e : 1-Mirude Pariod Ending YR e T e :

—— Wilization % Error™ .

=i o & = ] = i
519 6.19 n3uan Utilization 1@9ndnainavimizastiatituiasadng 1P
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-t TrafficDirector RMON Segment Details (C2924-8360:08) -10] x|
File View Refresh Applications Help
[[@[&]K] |
— Cumulative Statistics
Utilx : 0.95 CRC-Aligns: 0 Pktéd : 167 |
Bytes - 383.70578M Fragments : 0 Pkte5..127 F 3.704K
Packets : 490.950K Jabbers 0 Pkt128..255 : 10.534K
Broadcasts: 33.494K Collisions: 0 Pkt256..511 : 14.297K
Multicasts: 11.640K Oversize 0 Pkt512..1023 : 22.136K
Drops . 0 Undersize : 0 Pktl1024..1518: 235.905K i‘
]
Short-Term History: Samples: 50 Interval: 60 secs
Period Ending Util Byte Pkt Bcst Mcst CRC Coll Frag Jabr Usiz Osiz Drop
Aug 27 18:42:20 0.9 14M 17K 786 327 0 ] 0 0 O O 0 -
Aug’ 27 18:41:19 1.0 14M 17K 718 303 0 1] 0 0 0 0
Aug 27.18:40:190 1.0 14M 17K 728 334 o 1] 1] 0 Qirdaizs OF 0.
Aug 27'18:39:19 0.9 13M 17K 834" 329 1] 0 0 o 0 OF 0
Aug 27 18:38:19 1.0 15M 18K 956 343 0 0 0 1 0 0 0
Aug 27 18:37:20 1.0 14M 7 17K.902..327 0 1] 0 1] 0 0 O hd|
Long-Term History: Samples: 75 Interval: 600 secs

Period Ending Util Byte Pkt Bcst Mest CRC Coll Frag Jabr Usiz Osiz Drop
[Auc 27 18-42:18 1.0 144H 170K 8527 3 L"E,.MMQ_ [1EE i Q........Q
Aug 27 18:32:18 0.9 141M 176K 92683183 - 0 ' 0 ¢~ D 0 il Qe (ne

Aug 27 18:22:18 0.6 84M 113K 10K 3143 [ OFF R s 09 B'~EI'."D’ 0

Vbl

517 6.20 uansAnBunomemiRnsldnundasinsiimiiasiladnuasatng 1P

3 2[I[ll1.[l!].[l!? 16:D1:3B
' MANUAL

51 6.21 uananmildannndealnsicifiasiatiueiedis IP arnseneiineiszuring
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\Frednn@mediindiilaamuiia 101100 Mops Wanusafudedeyaldfissdunauda 1
Gbps Fannzinamesidn Wudiufnaangann 10 Mbps Was 100 Mbps Ethernet (11A9
57U IEEE 802.3 unz IEEEB02.3u ATNATAL) Taafapaiusasnisldarusaniuiuuinsgau
WULLANLEN 100% Aaanauinzindmafidndaatiuayunisiteululnug full-duplex uaz
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ﬂ?:qna‘i’l‘ﬁmuﬁmﬂ?@ﬂi’mﬁﬁ@ﬂﬁu defadsr@nannlunisionu uazsesinFunainis

a4

deriudayaduauunn uazuewndiady fagui 7.1



113

SCNB LAN Infrastructure Configuration

Building 1l
Wiring Closet  Ethernet 10:100Mbps
'
Building 1l (2nd fl1) Gbps speed ﬁmdby Gigastack Catalyst 6509
On the 2nd fioor serve 96 users level @ ) :‘?e';ﬁn;::lcp’:vfedunda"t Sup ll
'——[E + 256 GB Xbar module
@ 48 port 10/100TX Module

16 Port GB (GBIC)

Wiring Closet

%—g di mﬁ |~ | Building | (3rd-5th fl)

14 Wiring Closet Wiring Closet -

Optical Fibre

Wireway Server Farm ﬁ

Catalyst 3548XL
with 1 GBIC, 1 Gigastack
on the same floor

6 cores MMF, Copper 200 pair
& 3x UTP CAT-6

Catalyst .I ng‘gﬂ
3548XL

- Digital Q‘ PC Client
Phone

Fibre Vertical Cabling System _,_ a

6B (GEC :
d“P"EX smgr )8 Gbpsf T

Catalyst 6509
1000Mbps (GBIC) with
Single & Multimode fiber

Ethemet 1000Mbs Singlemode Server Farm
Fibre Cabling System

Serve 300 users
Ethemet 10/100/1000 Mbps Serve 1,600 users
UTP Cat-6 Horizontal Cabling System

5% 7.1 gluuunisyszgnaldissednafinsinamedidnivesdns

¥ o ' a a o ¢ @ s =l [ < g &
7.1 nsszanaldiAsatnainsindimasiuniuiaiaina@mnasiun
a1ngUf 7.1 funasiratnsalingindwefiinllldnaunugiinsalsine Nfletuda
A o < o o N < o A
Waiuanuia lunsiudedayalaouialiiiu 5 Tuneudall
1. \fiuA913159789 Switch-to-Server Link 3 m‘nwummwfmmﬂﬁzgmnﬂﬂmsmu
m’mL?‘fﬂumﬁ’udaﬁ'wm:udwqﬁfaﬁn:ﬁm?]mnuunw!Lq@:-*ﬂ:wﬁﬂﬁmwm'nmmm
Gigabit interface card Waguulasanginsaiiaiatnauuy Ethernet/Fast Ethernet luiilu
Anzinamasiin
A o cla el - @ o P v A
2. nrunuiAsdaunuRan N IdanaiiinauFageet tauuaa Tt aua
@nautsnnananiliadndamefiinannuisage Wuansalirsadruunundn (Backbone
Switch) Ainnaazsasfumnusanislufudedaysnitiunonsanetemadaldld nasi

e = =l T < o 1 lﬂ‘ f=1 = 1 o L% ﬁi’ o= b %
aandnnzindmasiiin uvimthniduadaduiiaTuuuny ‘Qzﬂ’ﬂﬂﬁ’]uﬂﬁ‘ﬂLWNLLUT&(’WC’Wﬂﬂ

atnieanasianNmeInIsieluiagiuLazaunAn
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3. INAINI52989 Switch-to-Switch Link lwaTadnanfiswialvnjau  uasiadad

]
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=l o« < dl L9 o 9l 2/ i <4 1 = aa & [l
Anzindmefiin Weaaaudesnisinliiinisdsdayariuluiaiedis waildsnefrea
9 = dl £ = 9 s.-.' o a a o P - 1 9 A
maafi Bunuiigeanausiaainanusaanseeneiin nsanzinamefindiniunud
Ethernet/Fast Ethernet fiazanunsaiinilsz@aninmiassanassszuuld Inaniswasuulas

| 1 | - o = T <

angUnsallAsatieuLy EthernetFast Ethernet lWilufinziinamasiiin

4. psunuiaTadnaununanile Shared FDDI agiauuda wsadanldinatulad

o d‘ e = = T & ° = o - = o

FDDI g1u1saazinnisulaswnldinsindweiidnldlasnisineadndninzinameiiin
l1unuf FDDI Concentrator ¥3aa1aazieunnnsinamesiindunasinanisa (Gigabit
Ethernet Interface Card) lllasuiu FODI 8uinafinaniia lusnimeinildueguan
5 I Eocp o o
watinaulasunlaeiilidesdinisamuinosiuGesansdyyiaias 1Weean FDDI gunin
a1 @ulaudaituaaduiugiueguds Asinliaruisanldsugunsalinrediauuy
Ethernet/Fast Ethernet lihiflufnziindmefifinls

5. nslduinnesaduinafinanifafiAsas High-end Desktop Tunistiudgaine

U v '

WnAMNIFIresruudugainairaniainANFiszndn gunsaladndinzinamasiin
fULATeY Desktop 724U Hi-end NAsasannzdndmefiindwnafinaniia nellineasasiy
sunudayaiigaunn u wewnawdulszinnialesianans (VDO-Editing, VOD) #78411

1lsz1nn Data Warehouse
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a1ngUil 7.2 wamalidiutansdendelaliauvianisiiansalaasinaedgunsod
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10632526130, 10.632466 30
10.63.240.117 B30 10.63240.118 30 @
1032.242.1730 HKG_BGK1_DRO1 Ven 1P Goleawy  1PXoteway HKG_BGK1_DROZ | 1032242510
? 17216 1041 134
3 1721696 12 )
. e “
] 17296 9001 =
s mwm @
7 172188011 i
L) 172 96 1001 B
9 12810610 )
w.  EmaEE bk OSPF Process ID 65010
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s 128
LPATRI R P R
MIWORIE A
PSR BT
MWW 1B
MBI A

1032242230

10322426 350
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S
wsrcrt RANE wsrczz  OSPF Process D1
\:- < S
Vi
N ol
“ /
Vian MEFC1 HSFC1-2 S / Vin M2 MEFC22
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3 1721699254 172 1699253 N 3 1721699252 1721699251
4 M5 254 17218115253 N 172 16115252 1216115251
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7 17216101 254 17216 101253 S, 7 172.16.101.282 17216101 251
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1.7

ATNISINLARS

FinatinaAINNsIHLResI89 Switch Layer 2 #ldauiu Switch 3
Catalyst 3500XL#sh run

Building configuration...

Current configuration:

I

| Last configuration change at 21:04:06 UTC Sat Aug 28 2004 by scnbadm
I NVRAM config last updated at 15:41:32 UTC Sat Aug 21 2004 by scnbadm
[

version 12.0

no service pad

service timestamps debug uptime

service timestamps log datetime

service password-encryption

!

hostname switch layer?2

|

aaa new-model

aaa authentication login default local

aaa authentication login loginauthen group tacacs+ local

aaa authentication enable default group tacacs+ enable

aaa authorization exec default local

aaa autharization cxec exccauthor group tacacs+ if-authenticated local
aaa accounting exec execacc start-stop group tacacs+

aaa accounting commands 15 execacc stop-only group tacacs+
enable secret 5 $1%aXpe$qlshuOYGp1bfjjrdub7/WS1

|

username scnbtelecom password 7 111F1000001D05001D



!

!

ip subnet-zero
no ip finger

no ip domain-lookup

interface FastEthernetO/1
switchport access vian 2

spanning-tree portfast

!

interface FastEthernet0/2
switchport access vlan 2
spanning-tree portfast

!

interface FastEthernet0/3
description

switchport access vian 5

spanning-tree portfast

I

interface FastEthernet0/4
switchport access vlan 5
spanning-tree portfast

!

interface FastEthernet0/5
switchport access vlan 7
spanning-tree portfast

!

interface FastEthernet0/6

switchport access vilan 4

spanning-tree portfast
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!
interface FastEthernetO/7
description
switchport access vian 7
spanning-tree portfast
!
interface FastEthernet0/8
spanning-tree portfast
!
interface FastEthernet0/9
switchport access vlan 7
spanning-tree portfast
I
interface FastEthernet0/10
switchport access vlan 7
spanning-tree portfast
!
interface FastEthernet0/11
description
switchport access vian 7
spanning-tree portfast
!
interface FastEthernet0/12
switchport access vlan 7
spanning-tree portfast
|
interface FastEthernet0/13
switchport access vian 7
spanning-tree portfast
!

interface FastEthernet0/14
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switchport access vlan 7
spanning-tree portfast

interface FastEthernet0/15
switchport access vlan 5

spanning-tree portfast

|

interface FastEthernet0/16
switchport access vian 7

spanning-tree portfast

!

interface FastEthernet0/17
switchport access vian 7

spanning-tree portfast

!

interface FastEthernet0/18
switchport access vlan 8
spanning-tree portfast

!

interface FastEthernet0/19
switchport access vlan 5

spanning-tree portfast

!

interface FastEthernet0/20
switchport access vlan 7
spanning-tree portfast

|

interface FastEthernet0/21
switchport access vlan 7

spanning-tree portfast

|

interface FastEthernet0/22
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switchport access vian 7
spanning-tree portfast
interface FastEthernet0/23
description

switchport access vlan 8

spanning-tree portfast

|
interface FastEthernet0/24

switchport access vian 7
spanning-tree portfast

!
interface GigabitEthernet0/1
switchport trunk encapsulation dot1qg
switchport mode trunk

!
interface GigabitEthernet0/2
switchport trunk encapsulation dot1qg
switchport mode trunk

!
interface VLAN1

description FOR DEVICES MANAGEMENT
ip address 11.10.73.1 255.255.0.0
no ip directed-broadcast

no ip route-cache
!
ip default-gateway 11.10.1.254
no ip http server
logging trap warnings

logging 11.10.1.100

snmp-server enginelD local 0000000902000004C1050F00

snmp-server community scnbmon RO
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snmp-server community scnbsup RW

snmp-server enable traps snmp authentication linkdown linkup coldstart
snmp-server enable traps vlan-membership

snmp-server enable traps config

snmp-server enable traps entity

snmp-server enable traps hsrp

snmp-server enable traps vtp

snmp-server enable traps cluster

snmp-server host 11.10.1.100 trap scnbmon

tacacs-server host 11.10.1.103

tacacs-server key scnblOck

banner exec ~“C

AUTHORIZED ACCESS ONLY

THIS SYSTEM IS THE PROPERTY OF SCNB

DISCONNECT IMMEDIATEDLY IF YOUR ARE NOT AN AUTHORIZED USER !
~C

banner login ~C

AUTHORIZED ACCESS ONLY

THIS SYSTEM IS THE PROPERTY OF SCNB

DISCONNECT IMMEDIATELY IF YOU ARE NOT AN AUTHORIZED USER!"C
privilege exec level 1 show startup-config

!

line con O

password 7 010614035E0512

transport input none

stopbits 1

line vty 0 4

password 7 110A1016141D

authorization exec execauthor

accounting commands 15 execacc

accounting exec execacc
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login authentication loginauthen
line vty 515

!

ntp clock-period 11259804

ntp server 11.10.1.1 prefer

ntp server 11.10.1.3

ntp server 11.10.1.2

end

ANBLiTNAINITIHIART RN Catalyst 6509

Catalyst 6509 (enable) sh run

This command shows non-default configurations only.

Use 'show config all' to show both default and non-default configurations.
begin

!

#***** NON-DEFAULT CONFIGURATION *****

|

I

#time: Sat Aug 28 2004, 00:58:09

!

#version 6.4(3)

|

!

#system web interface version Fngine Version: 5.3.4 ADP Device: Cat6000 ADP Vers
ion: 1.9 ADK: 40

!

set password $2$/Wi.$SFPWsvIF4RIh4RukkuBRL.

set enablepass $28dXe.$U2yylft27 WINSWAOFGOUU1

set prompt Cat6509-2->

set banner motd ~C
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AUTHORISED ACCESS ONLY
THIS SYSTEM IS THE PROPERTY OF SCNB
DISCONNECT IMMEDIATELY IF YOU ARE NOT AN AUTHORIZED USER!

Catalyst 6509-2 at ST-3
Software Release 6.1.2
IP address 11.10.83.2
e

I

#errordetection

set errordetection portcounter enable

!

#system

set system name Catalyst6509 -2

set system location ST-3

set system contact IBM Thailand

set system highavailability enable

!

#l

#snmp

set snmp community read-only ~ scnbmon

set snmp community read-write  scnbsup

set snmp community read-write-all scnbsup

set snmp rmon enable

set snmp trap 11.10.1.100 scnbmon port 162 owner mswinusr@nms1 [99730 index 1
set snmp trap 172.21.103.244 scnbmon port 162 owner index 2
set snmp trap 172.21.103.243 scnbmon port 162 owner CLI index 3



#vip

set vitp domain SCNB

set vtp pruning enable

set vlan 1 name default type ethernet mtu 1500 said 100001 state active

set vlan 2 name CB type ethernet mtu 1500 said 100002 state active

set vlan 3 name Existing-Network type ethernet mtu 1500 said 100003 state active

set vlan 4 name C&IB type ethernet mtu 1500 said 100004 state active

set vlan 5 name Server_Farm type ethernet mtu 1500 said 100005 state active

set vlan 6 name SS&PM type ethernet mtu 1500 said 100006 state active

set vlan 7 name Group-Techology type ethernet mtu 1500 said 100007 state active

set vlan 8 name Treasury type ethernet mtu 1500 said 100008 state active

set vlan 9 name Finance type ethernet mtu 1500 said 100009 state active

set vlan 10 name Human-Resource type ethernet mtu 1500 said 100010 state active

set vlan 11 name Audit type ethernet mtu 1500 said 100011 state active

set vlan 12 name Legal&Complianc type ethernet mtu 1500 said 100012 state active

set vian 13 name External-Affair type ethernet mtu 1500 said 100013 state active

set vlan 14 name Risk-Management type ethernet mtu 1500 said 100014 state active

set vlan 15 name CEO type ethernet mtu 1500 said 100015 state active

set vlan 16 name DLSw-SSH_DRO03 type ethernet mtu 1500 said 100016 state active

set vlan 17 name DLSw-SSH_DRO04 type ethernet miu 1500 said 100017 state active

set vlan 18 name Nortel-Intermediate-Net type ethernet mtu 1500 said 100018 state
active

set vlan 19 name Development type ethernet mtu 1500 said 100019 state active

set vlan 51 name DLSw type ethernet mtu 1500 said 100051 state active

set vlan 52 name WAN_DR type ethernet mtu 1500 said 100052 state active

set vlan 53 name Existing type ethernet mtu 1500 said 100053 state active

set vlan 54 name User type ethernet mtu 1500 said 100054 state active

set vlan 55 name Server_Farm_DR type ethernet mtu 1500 said 100055 state active

set vlan 91 name BGK1_DRO01 type ethernet mtu 1500 said 100091 state active

set vlan 92 name BGK1_DRO02 type ethernet mtu 1500 said 100092 state active

set vlan 94 name BGK2_DRO02 type ethernet mtu 1500 said 100094 state active
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set vlan 99 rspan name RSPAN-VLAN state active

set vian 1002 name fddi-default type fddi mtu 1500 said 101002 state active

set vian 1004 name fddinet-default type fddinet mtu 1500 said 101004 state active
stp ieee

set vlan 1005 name trnet-default type trbrf mtu 1500 said 101005 state active stp ibm

set vlan 93

set vian 1003 name token-ring-default type trerf mtu 1500 said 101003 state acti

ve mode srb aremaxhop 0 stemaxhop 0 backupcrf off

!

#ip

set interface sc0 1 11.10.83.2/255.255.0.0 11.10.255.255

set ip route 0.0.0.0/0.0.0.0 11.10.1.254
set ip alias default 0.0.0.0
!

#command alias

set alias sw1 telnet 11.10.83.1
set alias sw3 telnet 11.10.31.1
set alias sw4 telnet 11.10.22.51
!

#spantree

#vlan <Vlanld>
set spantree priority 16384 1
set spantree priority 16384 2
set spanliee privlily 16384 3
set spantree priority 16384 4
set spantree priority 16384 5
set spantree priority 16384 6
set spantree priority 16384 7
set spantree priority 16384 8

set spantree priority 16384 9
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set spantree priority 16384 10
set spantree priority 16384 11
set spantree priority 16384 12
set spantree priority 16384 13
set spantree priority 16384 14
set spantree priority 16384 15
set spantree priority 16384 16
set spantree priority 16384 17
set spantree priority 16384 18
set spantree priority 16384 19
set spantree priority 16384 91
set spantree priority 16384 92
set spantree priority 16384 99
!

#syslog

set logging server enable

set logging server 11.10.1.100
set logging server severity 7

!

#ntp

set ntp client enable

set ntp server 11.10.1.2

!

#set boot command

set boot config-register 0x2
set boot system flash bootflash:cat6000-sup2cv.6-4-3.bin
!

#igmp

set igmp disable

|

#mls
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set mls agingtime ipx O

!

#Qos

set qos wred 1p29g2t tx queue 1 40:80 70:100
set qos wred 1p2g2t tx queue 2 40:80 70:100
!

#port channel

set port channel 4/3-4 98
set port channel 6/1-2 99
set port channel 8/29-32 104
set port channel 8/33-36 105
set port channel 9/1 106

set port channel 9/2 107

set port channel 9/3 108

set port channel 9/4 109

set port channel 9/5 110

set port channel 9/6 111

set port channel 9/7 112

set port channel 9/8 113

set port channel 9/9 114

set port channel 9/10 115
set port channel 9/11 116
set port channel 9/12 117
set port channel 9/13 118
set port channel 9/14 119
set port channel 9/15 120
set port channel 9/16 121
set port channel 4/1-2 134

!

# default port status is enable
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!

#module 1 : 2-port 1000BaseX Supervisor

set module name 1

!

#module 2 : 2-port 1000BaseX Supervisor

set module name 2

!

#module 3 : 48-port 10/100BaseTX Ethernet

setvlan2 3/23

setvian3 3/42,3/45

setvlan4 3/20,3/25-30,3/32-38

setvian5 3/22,3/24,3/31,3/39-41,3/43-44,3/46

setvlan7 3117

setvlan8 3/1-16,3/18-19

setvlan9 3/21

setvlan 17 3/48

set port speed  3/3,3/7,3/19,3/43,3/46 10

set port speed  3/1-2,3/5-6,3/15-16,3/18,3/24,3/26-27,3/39,3/42,3/44-45,3/47

-48 100

set port duplex  3/1-3,3/5-6,3/16,3/18,3/24,3/26-27,3/39,3/42,3/44-45,3/47-48
full

set port name 3/1 SCTHTR1T B7-01

set port name 3/2 SCTHTR3T B7-02

set port name 3/3 WINFAX B8-01

set port name 3/1 SCTHTRAT B8 02

set port name 3/5 SCNBBKTSY_S2 B9-01

set port name 3/6 SCTHTR2T B9-02

set port name 3/7 TRO1_TRD B10-01

set port name 3/8 SCTHO01G B10-02

set portname  3/9 TIBCOSPOKE1 B11-01

set portname  3/10 TIBCOSPOKE2 B11-02



set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
3et port name
set port name
set port name
set port name
set port name
set port name

set port name

3/11 DDISUB1 B11-03

3/12 DDISUB2 B11-04

3/13 PR1_THPROCO1 B12-04
3/14 DDI B12-02

3/15 TCSS_7563076 B2-01
3/16 DTS B2-02

3/17 BPECTHRO02

3/18 SCNBBKTYOA1_S2 B9-03
3/19 FEDS TN6-02

3/20 NPS_SUBSYSTEM D2-03
3/21 SCTHRSR1_S8 D2-01
3/22 SCTHTS14G E13-01

3/23 CAPSTHSVR D3-01

3/24 SCTHTS7G_1 E14-1

3/25 STS C6-01

3/26 STS THO4 AS400-04
3/27 STS THO3 AS400-05
3/28 NCS_THO1 AS400-06
3/29 PSB3 C4-03

3/30 OSF FAX FORMAT C3-01
3/31 APRNBKKDNSSVRO1
3/32 PSB1 C2-01

3/33 PSB2 C2-02

3/34 NCCS C4-02

3/35 CANDLESVR C4-01

3/36 OSF FAX UPLOAD C3-02
3/37 NCSTHSVR C5-01

3/38 NCSEOD C5-02

3/39 SCTHTS1G_IP E14-2
3/40 SCTHTS11G_1 E12-01
3/41 APRNBKKDNSSVRO1
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set port name
set port name
set port name
set port name
set port name
set port name

set port name

3/42 AS/400 PROD TN9-01
3/43 NDM-COAQ006 E1-3
3/44 AS/400_SCNB_3
3/45 SCTHOO5F_S6 D2-02
3/46 NDM-COAQ01R E1-4
3/47 BGK1_DR02 TN5-5
3/48 Bridge_DR02 TN5-3

set trunk 3/47 on isl 1-1005,1025-4094

set spantree portfast  3/1-48 enable

#module 4 : 16-port 1000BaseX Ethernet

set module name 4

set port trap

set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name

set port name

4/1-16 enable

4/1 Cat6509-1_p4/2
4/2 Cat6509-1_p4/1
4/3 C3548-331

4/4 C3548-8354
4/5 C3524-1231
4/6 C3524-731

4/7 C3548-1731
4/8 C3548-1131
4/9 C3548-231
4/10 C3548-631
4/11 C3524-1133

set udld enable 4/13-16

set trunk 4/1 on dot1g 1-1005,1025-4094

set trunk 4/2
set trunk 4/3
set trunk 4/4
set trunk 4/5

set trunk 4/6

on dot1qg 1-1005,1025-4094
on dot1qg 1-1005,1025-4094
on dot1q 1-1005,1025-4094
on dot1qg 1-1005,1025-4094
on dot1g 1-1005,1025-4094
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set trunk 4/7 on dot1qg 1-1005,1025-4094
set trunk 4/8 on dot1g 1-1005,1025-4094
set trunk 4/9 on dot1g 1-1005,1025-4094
set trunk 4/10 on dot1qg 1-1005,1025-4094
set trunk 4/11 on dot1q 1-1005,1025-4094
set trunk 4/12 on isl 1-1005,1025-4094
set trunk 4/13 on isl 1-1005,1025-4094
set trunk 4/14 on isl 1-1005,1025-4094
set trunk 4/15 on isl 1-1005,1025-4094
set trunk 4/16 on isl 1-1005,1025-4094
set spantree portvlancost 4/3 cost 7 2
set port channel 4/1-2 mode on

set port channel 4/3-4 mode off

!

#module 5 : 0-port Switch Fabric Module

set module name 5 Switch Fabric Module

!
#module 6 : 16-port 1000BaseX Ethernet
set module name 6

setvlan5 6/16

set port trap 6/1-15 enable

set port name 6/1 Cat6509-3_p3/1
set port name 6/2 Cat6509-3_p3/2
set port name 6/3 C3524-1634

set port name 6/4 C3548-531

set port name 6/5 C3548-1531

set port name 6/6 C3548-1533

set port name  6/7 C3524-8352

set port name 6/8 C3524-1733

set port name 6/9 C3548-1331

set port name 6/10 C3548-2031
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set port name 6/11 C3548-1631

set port name 6/12 C3524-432

set port name 6/13 C3524-131

set port name 6/16 AS/400 Ver7

set udld enable 6/14-15

set trunk 6/1
set trunk 6/2
set trunk 6/3
set trunk 6/4
set trunk 6/5
set trunk 6/6
set trunk 6/7
set trunk 6/8

set trunk 6/9

set trunk 6/10 on dot1g 1-1005,1025-4094
set trunk 6/11 on dot1q 1-1005,1025-4094
set trunk 6/12 on dot1g 1-1005,1025-4094
set trunk 6/13 on dot1qg 1-1005,1025-4094

on dot1g 1-1005,1025-4094
on dot1g 1-1005,1025-4094
on dot1g 1-1005,1025-4094
on dot1qg 1-1005,1025-4094
on dot1qg 1-1005,1025-4094
on dot1qg 1-1005,1025-4094
on dot1qg 1-1005,1025-4094
on dot1g 1-1005,1025-4094
on dot1g 1-1005,1025-4094

set trunk 6/14 on isl 1-1005,1025-4094

set trunk 6/15 onisl 1-1005,1025-4094

set trunk 6/16 off isl 1-1005,1025-4094

set port channel 6/1-2 mode on

!

#module 7 : 2-port Network Analysis Module

!

#module 8 :

48-port 10/100BaseTX Ethernet

setvlan2 8/15,8/26,8/43-45,8/47-48

setvlan3 8/1-5,8/7-11,8/13-14,8/16-21,8/23,8/25
setvlan5 8/12,8/24,8/27-29,8/32-37,8/39-41,8/46

setvlan8 8/30

setvlan 16 8/6,8/22,8/31,8/38,8/42
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set port speed  8/13,8/28-29,8/37,8/39-41 10

set port speed  8/6,8/15,8/21-23,8/27,8/31,8/36,8/42,8/46 100

set port duplex  8/6,8/15,8/21-23,8/27,8/31,8/36,8/42,8/46 full

set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name

set port name

8/1 APRNBKKDMNIXPAA A2-1
8/2 APRNBKKDRNIXPO1 A2-2
8/3 APRNBKKO001 A3-01

8/4 SCBAPRNBKKO001 A3-2
8/5 SCBAPRNBKKO002 A3-3
8/6 E14-3

8/7 SCTH4FSVR E4-01

8/8 PRINT SERVER E4-03
8/9 NORTON E5-01

8/10 SCNBBKO1F E5-02

8/11 SCNBBKO4F E6-01
8/12 SCNB99844 C12-1

8/13 TRANS MDS E8-01

8/14 FAX SERVER1 E9-01
8/15 SCTHLAPSSVR D9-08
8/16 FAX [‘)ATABASE E10-01
8/17 SCTHEP2N_S6 E11-01
8/18 SCTHEP2N_S7 E11-02
8/19 SCTHBDC2F-S6 E11-3
8/20 ANNEX3 TN3-02

8/21 AS/400_PROD2 TN9-4
8/22 SCTHTS1G_Brdg E14-4
8/23 AS/400_3_TEST AS400
8/24 SCBTHA199047 E5-03
8/25 SCTHBDC2F-S7 E11-4
8/26 SCTHIVRSVR02_| B13-1
8/27 AS/400-V7-2

8/28 NDM-COA0004 E1-1



set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name
set port name

set port name

8/29 NDM-COAO000X E2-1
8/30 FEDS ROUTER DIRECT
8/31 E13-3

8/32 SCTHO02F D1-02

8/33 SCBAPRNBKKO003 A1-2
8/34 APRNBKK002 A1-01

8/35 APRNBKKDMIXPAB A1-3
8/36 SCTH7FSVR D6-01

8/37 NDM-COAQ005 E1-2
8/38 SCTHIVRSVR02_B B13-2
8/39 NDM_IPX2003 E2-2

8/40 NDM_IPX2007 E2-3

8/41 NDM_COAQ01Y E2-4
8/42 SCTHTS13G_Brdg E13-4
8/43 SCTHSCTSVR-S0 C8-1
8/44 SCTHSCTSVR-S1 C8-2
8/45 SCTHACCSVR C8-03
8/46 SCTHTS13G_IP E13-2
8/47 SCTHMINIDWSVRI C9-01
8/48 APRNBKKNASO1 C10-1

set spantree portfast 8/1-48 enable

#module 9 : 16-port 1000BaseX Ethernet

set module name 9

set port trap

set port name
set port name
set port name
set port name
set port name

set port name

9/1-16 enable

9/1 C3548-1032
9/2 C3548-1033
9/3 C3524-932
9/4 C3548-733
9/5 C3548-1333
9/6 C3548-1432
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set port name
set port name
set port name
set port name
set port name
set port name

set port name

9/7 C3548-1433
9/8 C3548-1834

9/10 C3548-1932
9/11 C3548-2033
9/12 C3548-1931
9/13 C3524-433

9/14 C3548-1832

set udld enable 9/9

set trunk 9/1
set trunk 9/2
set trunk 9/3
set trunk 9/4
set trunk 9/5
set trunk 9/6
set trunk 9/7
set trunk 9/8

set trunk 9/9

set trunk 9/10 on dot1g 1-1005,1025-4094
set trunk 9/11 on dot1g 1-1005,1025-4094
set trunk 9/12 on dot1g 1-1005,1025-4094
set trunk 9/13 on dot1g 1-1005,1025-4094
set trunk 9/14 on dot1g 1-1005,1025-4094

on dot1g 1-1005,1025-4094
on dot1q 1-1005,1025-4094
on dot1g 1-1005,1025-4094
on dot1q 1-1005,1025-4094
on dot1qg 1-1005,1025-4094
on dot1q 1-1005,1025-4094
on dot1q 1-1005,1025-4094
on dot1qg 1-1005,1025-4094
on isl 1-1005,1025-4094

set trunk 9/15 on isl 1-1005,1025-4094

set trunk 9/16 on isl 1-1005,1025-4094

set port channel 9/1-16 mode off

#module 15 empty

#module 16 : 1-port Multilayer Switch Feature Card

#switch port analyzer
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set rspan destination 7/1 99 inpkts disable learning enable create

end

ANRLN9ATNITHLAB5 B MFSC
MFSC-2-2#
MFSC-2-2#tsh run

Building configuration...

Current configuration : 11078 bytes

!

| Last configuration change at 22:57:02 UTC Sun Aug 8 2004 by scnbadm
I NVRAM config last updated at 22:59:08 UTC Sun Aug 8 2004 by scnbadm
|

version 12.1

no service pad

service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption

!

hostname MFSC-2-2

|

boot system flash bootflash:c6msfc2-jsv-mz.121-13.E6

boot bootldr bootflash:c6msfc2-boot-mz.121-13.E6

aaa new-model

aaa authentication login default local

aaa authentication login loginauthen group tacacs+ local

aaa authentication enable default group tacacs+ enable

aaa authorization exec default local

aaa authorization exec execauthor group tacacs+ if-authenticated local
aaa accounting exec execacc start-stop group tacacs+

aaa accounting commands 15 execacc stop-only group tacacs+
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enable secret 5 $1$LDRz$4Qw.91Qazv2/GZk8UBXgy/
!

username ibmadmin password 7 13061E010803
username scnbadmin privilege 15 password 7 12101503111B58
username scnbtelecom privilege 12 password 7 150402091325252831
ip subnet-zero

|

!

ip telnet source-interface Vlan7

no ip domain-lookup

ip host bay1 172.21.191.57

ip host msfc11 11.10.1.1

ip host msfc12 11.10.1.2

ip host msfc21 11.10.1.3

ip host msfc22 11.10.1.4

ip host cat65091 11.10.83.1

ip host cat65092 11.10.83.2

ip host cat65093 11.10.31.1

!

ipx routing 00d0.0449.abfd

ipx maximum-paths 4 .

ipx ping-default diagnostic

ipx per-host-load-share

|

!

!

interface Vian1

description VLAN1-Network Management

ip address 11.10.1.4 255.255.0.0

ip access-group 160 in

no ip redirects -



ip ospf cost 10000

ip ospf priority 90

standby 1 ip 11.10.1.254
standby 1 priority 150

standby 1 preempt

!

interface Vlan2

description VLAN2-Consumer Banking
ip address 172.21.111.251 255.255.248.0
ip helper-address 172.21.103.9
no ip redirects

ip route-cache flow

ip ospf priority 89

ipx network 13A

standby 2 ip 172.21.104.1
standby 2 priority 150

standby 2 preempt
bridge-group 1

!

interface Vlan3

description VLAN3—Existing- ATM
ip address 172.21.99.251 255.25656.252.0
no ip redirects

ip route-cache flow

ip ospf priority 90

ipx network 1023204

standby 3 ip 172.21.96.1
standby 3 priority 150

standby 3 preempt

standby 33 ip 172.21.96.2
standby 33 priority 150
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standby 33 preempt

bridge-group 1

!

interface Vlan4

description VLAN4-C&IB

ip address 172.21.115.251 255.255.252.0
ip helper-address 172.21.103.9

no ip redirects

ip ospf priority 89

ipx network 4A

standby 4 ip 172.21.112.1

standby 4 priority 150

standby 4 preempt

bridge-group 1

!

interface Vlan5

description VLANS-SERVER FARM
ip address 172.21.103.251 255.255.255.0
ip helper-address 172.21.103.9

no ip redirects

ip route-cache flow

ip ospf priority 90

ipx network 5A

standby 5 ip 172.21.103.1
standby 5 priority 150

standby 5 preempt

bridge-group 1

!

interface Vlant

description VLANG-SS&PM

ip address 172.21.102.251 255.255.2565.0
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ip helper-address 172.21.103.9

no ip redirects

ip ospf priority 89

ipx network 6A

standby 6 ip 172.21.102.1

standby 6 priority 150

standby 6 preempt

bridge-group 1

!

interface Vlan7

description VLAN7-Group Techology
ip address 172.21.101.251 255.255.255.0
ip helper-address 172.21.103.9

no ip redirects

ip route-cache flow

ip ospf priority 90

ipx network 7A

standby 7 ip 172.21.101.1

standby 7 priority 150

standby 7 preempt

bridge-group 1

!

interface Vlan8

description VLANS8-Treasury

ip address 172.21.100.251 255.255.255.0
no ip redirects

ip ospf priority 89

ipx network 8A

standby 8 ip 172.21.100.1

standby 8 priority 150

standby 8 preempt
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bridge-group 1

!
interface Vlan9

description VLANS-Finance

ip address 172.21.116.251 255.255.255.0
ip helper-address 172.21.103.9

no ip redirects

ip ospf priority 90

ipx network 9A

standby 9 ip 172.21.116.1

standby 9 priority 150

standby 9 preempt

bridge-group 1

!

interface Vlan10

description VLAN10-Human Resource

ip address 172.21.117.251 255.255.255.128
ip helper-address 172.21.103.9

no ip redirects

ip ospf priority 89

ipx network 10A

standby 10 ip 172.21.117.129

standby 10 priority 150

standby 10 preempt

bridge-group 1

|

interface Vlan11

description VLAN11-Audit

ip address 172.21.117.123 255.255.255.128
ip helper-address 172.21.103.9

no ip redirects
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ip ospf priority 90

ipx network 11A

standby 11ip 172.21.117.1

standby 11 priority 150

standby 11 preempt

bridge-group 1

!

interface Vlan12

description VLAN12-Legal and Compliance
ip address 172.21.118.123 255.255.255.128
ip helper-address 172.21.103.9

no ip redirects

ip ospf priority 89

ipx network 12A

standby 12ip 172.21.1181

standby 12 priority 150

standby 12 preempt

bridge-group 1

1

interface Vlan13

description VLAN1 S—Extern-al Affair

ip address 172.21.118.155 255.255.255.224
ip helper-address 172.21.103.9

no ip redirects

ip ospf priority 90

ipx network 20A

standby 13 ip 172.21.118.129

standby 13 priority 150

standby 13 preempt

bridge-group 1
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interface Vlan14

description VLAN14-Risk Management
ip address 172.21.118.187 255.255.256.224
ip helper-address 172.21.103.9

no ip redirects

ip ospf priority 89

ipx network 14A

standby 14 ip 172.21.118.161

standby 14 priority 150

standby 14 preempt

bridge-group 1

!

interface Vlan15

description VLAN15-CEO

ip address 172.21.118.219 255.255.255.224
ip helper-address 172.21.103.9

no ip redirects

ip ospf priority 90

ipx network 15A

standby 15ip 172.21.118.193
standby 15 priority 150 |

standby 15 preempt

bridge-group 1

[

interface Vlan17

ip address 172.21.191.69 255.255.255.248
no ip redirects

ip route-cache flow

shutdown

ipx encapsulation ARPA

ipx network 1023DB8

144



standby 1ip 172.21.191.70
standby 1 priority 100
standby 1 preempt
!
interface Vian18
ip address 172.21.118.228 255.255.255.240
shutdown
|
interface Vlan92
description BGK1_DR02
ip address 10.32.242.6 255.255.255.252
ip access-group 110 in
I
router ospf 1
router-id 11.10.1.4
log-adjacency-changes
summary-address 192.0.0.0 255.0.0.0
summary-address 10.0.0.0 255.0.0.0
passive-interface Vlan17
passive-interface Vlan18
passive-interface Vlan92
network 11.10.0.0 0.0.255.255 area 0
network 172.21.96.0 0.0.3.255 area 0
network 172.21.100.0 0.0.0.255 area 0
network 172.21.101.0 0.0.0.255 area 0
network 172.21.102.0 0.0.0.255 area 0
network 172.21.103.0 0.0.0.255 area 0
network 172.21.104.0 0.0.7.255 area 0
network 172.21.112.0 0.0.3.255 area 0
network 172.21.116.0 0.0.0.255 area 0
network 172.21.117.0 0.0.0.127 area 0
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network 172.21.117.128 0.0.0.127 area 0

network 172.21.118.0 0.0.0.127 area 0

network 172.21.118.128 0.0.0.31 area 0

network 172.21.118.160 0.0.0.31 area 0

network 172.21.118.192 0.0.0.31 area 0

maximum-paths 1
]
router ospf 65010

log-adjacency-changes

redistribute ospf 1 metric 10000 subnets route-map PERMIT_ONLY_THAILAND_NET
passive-interface Vian1

passive-interface Vlan2

passive-interface Vlan3

passive-interface Vlan4

passive-interface Vlanb

passive-interface Vlang

passive-interface Vlan7

passive-interface Vian8

passive-interface Vlan9

passive-interface Vian10

passive-interface Vian11

passive-interface Vian12

passive-interface Vian13

passive-interface Vlan14

passive interface Vian15

network 10.32.242.4 0.0.0.3 area 4.0.0.1

distribute-list PERMIT_ONLY_NON-THAILAND_NET in Vlar;92
!

ip classless

ip route 203.155.210.237 255.255.255.255 172.21.103.249

no ip http server .



ip access-list standard PERMIT_ONLY_NON-THAILAND_NET

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

172.21
172.21
172.21
172.21
172.21
172.21
172.21
172.21

112.21;

172.21
172.21
172.21
1712.21
17221
172.21
172.21
166.81

119.2

.119.3

1191

.128.0 0.0.15.255
.144.0 0.0.15.255
.104.0 0.0.7.255
.96.00.0.3.255
.116.0 0.0.0.255
117.00.0.0.255
.118.00.0.0.127
.118.128 0.0.0.31
.118.160 0.0.0.31
.118.192 0.0.0.31
.191.56 0.0.0.7
.191.64 0.0.0.7
.118.224 0.0.0.15
.116.00.0.0.63

10.32.64.0 0.0.7.255

172.21
172.21

permit any

.112.00.0.3.255
.100.0 0.0.3.255

ip access list standard PERMIT_ONLY_THAILAND_NET

permit 172.21.119.2

permit 172.21.119.3

permit 172.21.119.1

permit 172.21.128.0 0.0.15.255

permit 172.21.144.0 0.0.15.255

permit 172.21.104.0 0.0.7.255 -
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permit 172.21.96.0 0.0.3.255
permit 172.21.116.0 0.0.0.255
permit 172.21.117.0 0.0.0.255
permit 172.21.118.0 0.0.0.127
permit 172.21.118.128 0.0.0.31
permit 172.21.118.160 0.0.0.31
permit 172.21.118.192 0.0.0.31
permit 172.21.191.56 0.0.0.7
permit 172.21.191.64 0.0.0.7
permit 172.21.118.224 0.0.0.15
permit 166.81.116.0 0.0.0.63
permit 10.32.64.0 0.0.7.255
permit 172.21.112.0 0.0.3.255
permit 172.21.100.0 0.0.3.255
permit 172.21.120.0 0.0.0.255
deny any log

I

logging trap debugging
logging source-interface Vlan1

logging 11.10.1.100

access-ist 1 deny 11.0.0.0 0.255.255.255

access-list 1 deny 10.32.0.0 0.0.255.255

access-list 1 permit any

access-list 110 deny
access-list 110 deny
access-list 110 deny
access-list 110 deny
access-list 110 deny
access-list 110 deny
access-list 110 deny

access-list 110 deny

53 any any

55 any any

77 any any

pim any any

tcp any any eq 1433
udp any any eq 1434
udp any eq 1434 any
tcp any any eq 445
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access-list 110 deny tcp any any eq 4444

access-list 110 deny tcp any eq 4444 any

access-list 110 permit ip any any

access-list 120 deny udp any any eq 1434

access-list 120 permit ip any any

access-list 160 deny ip host 11.10.1.100 10.32.242.0 0.0.0.255
access-list 160 deny ip host 11.10.1.100 10.63.0.0 0.0.255.255
access-list 160 permit ip any any

route-map PERMIT_ONLY_THAILAND_NET permit 10

match ip address PERMIT_ONLY_THAILAND_NET

!

route-map PERMIT_ONLY_NON-THAILAND_NET permit 10
match ip address PERMIT_ONLY_NON-THAILAND_NET

!

snmp-server community scnbmon RO

snmp-server community scnbsup RW

snmp-server enable traps snmp authentication warmstart
snmp-server enable traps hsrp

snmp-server enable traps config

snmp-server host 11.10.1.100 scnbmon

! :

tacacs-server host 11.10.1.103

tacacs-server key scnblOck

bridge 1 protocol dec

banner exec ~CC

AUTHORISED ACCESS ONLY

THIS SYSTEM IS THE PROPERTY OF SCNB

DISCONNECT IMMEDIATELY IF YOU ARE NOT AN AUTHORISED USER !
~C

banner login ~CC

AUTHORISED ACCESS ONLY =
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THIS SYSTEM IS THE PROPERTY OF SCNB
DISCONNECT IMMEDIATELY IF YOU ARE NOT AN AUTHORISED USER !
~C
alias configure nlc no logging console
alias configure Ic logging console
alias exec sir show ip route
alias exec sion show ip ospf neighbor
alias exec siod show ip ospf database
alias exec srb show run | b
alias exec sri show run | |
privilege exec level 12 show
privilege exec level 1 show startup-config
!
line con O
password 7 1515040D132B32
line vty 0 4
exec-timeout 150
password 7 094F471A1AOA
authorization exec execauthor
accounting commands 15 execacc
accounting exec execacc .
logging synchronous
login authentication loginauthen
transport input lat pad mop telnet rlogin udptn nasi
!
ntp clock-period 17179899
ntp peer 11.10.1.1 prefer
ntp peer 11.10.1.2

end
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