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ABSTRACT

Internet-based distribution of digital contents provides great opportunities for
producers, distributors and consumers, but it may seriously threaten users’ privacy. The Digital
Rights Management (DRM) systems which are one of the current technologies, concern the
protection of the ownership/copyright of digital content but the most recent DRM systems do not
support the protection of the user’s personal information. This paper examines the lack of privacy
in DRM systems. A privacy policy and user’s privacy preferences model that protect each user’s
personal information from privacy violation by DRM systems are described. DRM privacy agent
is allowed to be the automatic negotiator between the DRM system policy and user’s privacy
preferences. An effective negotiation algorithm for the DRM system is proposed. The proposed
privacy negotiation algorithm can be adapted appropriately to the existing DRM systems to solve

the privacy problem effectively.

II



= =
nnanssuUszma

a = ¢ o y o 4 i vy 1 @ o o
Mndwusatuiaszdusega I lilawemn hilasus S avmuziuazainy
4 ar o d a aa ¢ & g Y a = @ A gq ¥
BYINTIYHIIN WALAT.IUNTY 3ol adinITe2ed Fuiluermsddaivanineriinus Anmlala

] = e a =Y d =Y

anuaulavlouazfemuanummheesmsiineiinusesslndFaauen) faoau
- { PR o a a ¢ a1y 9 9
TSy wazdorruonusimiulse Tomioonegslumsiiineiinusundme s

3 2 5 1
sﬁnﬂﬁmﬁmzmmmauwsxﬂmsﬂuamqqa

o v o o 9 o v ' ! P
ﬁJﬂUWixﬂmﬂ'ﬁﬂ‘}Jﬂ‘i’Ji)uﬁ‘_'u‘ﬂ'iﬂﬂjﬂdﬁnwlmﬂizﬂﬂuqﬂﬂ’wﬁ}ﬂmﬂ ﬂmllu LAgNa

miudrdaledualdundimidinasnn drmdneee hisusoruiuglassauazain

9/ o @ o s a §
noui vl ldimeminnadidalaasmseivayuanasounss veunszamands noaud

o

o Yy Yy 9 ] as
PJuiidala i mid o

o

) 9 o ' an v a
uﬂﬂ‘ﬂ-lﬂullﬁ':l‘lnwm']‘ﬂﬂﬂi'luauﬂUWﬁ3ﬂmﬂ§'ﬂ’m’]iﬂnﬂﬂ1uﬂqﬂﬂﬁxﬁﬂﬁﬂigﬁqﬂ
yq ¥ 19 ¥y & 1 a 2 o
ﬂ'J’lll:j’iﬂHﬂ‘U']Wl%'lﬂ\ulﬂ@ﬂﬁﬁUﬂQﬂ%?‘UU

9 ﬁyy 3/ A awv o ~ @ R
q¢lﬂ‘lUu‘|ﬂWl%1ﬂlﬂﬂ]ﬂﬂﬂmL‘Wﬂuﬁ] IﬂﬂiﬂWTzﬂmqt'ﬂw UENIAY LUATNN uﬂﬁﬂﬁ’l“ﬂﬂ

¥
=

< o @ [ =1 o o a s g
aunttluiias s somae vazdulalidnSou lumsiiinetwusund i lnsaasa

o o w d
ylssml wnsiny

111



Wi

UNAATONTHIING oot I
UNAAUDNTHIOMNY  ooovieeeeee e eee ettt e e et ee e e ee e )|
ARANTIHUTEMIF oot 111
(LT VL TSROSO 1\Y
TITUWMITI oottt ettt te et et e e e e e e e et e e eeeeeeaen VII
T L OO S VIII
UNT T YT oo 1
L1 audlusuaznnudfiaueatlain o 1

1.2 AMUHINONas IAQUSTAIRUBIMIANLT oo 1

13 AUUATIMUBINITANEY oottt 2

1.4 NQURM3oILIAMAATIFINNMTITY ) 2

LS UOUPBIVOIMDITIU i siinsmonnnnasnsonsmpnnsstss sose mossims shimnn rs o s amsirs 3

1.6 FURDUDIMITANYY oo 3

UNT 2 MOURHASOAORATOT o 4
2.1 MITFAMTANTATAB oo 4

22 1939 UUNITAMTANTATABA oo 6

2.2.1 Functional ATChiteCUIC ..........cuieniuiitiiiietie et e e eee e 6

2.2.2. Information ATChIEEtNG. uvvciuinnusimmssisnnsinssnsssesmmennmmnsnmmnnannssensnsnesmsns 7

2.2.3 Reference ArChiteCtUre ........uvvveiueiiniitiiiie ettt ee e e e e e aeesee e s 8

o ] @
2.3 ANTUAIURT oo 10

231 AU oot 10
2.3.2 nQuinouazdeimMuan NUEUE Y. oo 10
2.3.3 Fair Information Principles . ......oo.uviuiiinieiiiiiiiie e eee e eeeaan 11

[<f 1 w [ a Faa
2.3.4 ﬂTlMlﬂu'ﬂ"}uﬂ')uﬁ$‘5$Hﬂﬂ15ﬂﬂﬂ13ﬁﬂﬁﬂ§]ﬂﬂﬁ PSSR I

2.3.5 MATUTABAMMTUEIUEY oo 13

v



a1318y (710)

W

Z] P3P PONBIES. it ciinvmsioninrn sommonassmmminarns s s sats s s m st s s i e m vt e s 15
242 Povacy PIefereniCes: o vummnammsman e i s samas s vass sy sosisss sasm s woaivanss ss ey 16
wnit 3 mssivanuiudsrdmiussuumssamsaniasaea 18
B Y s i s e S i e 18
32 Tassadunnuiludidrdmiuszuunssans anEasaoa v 18
3.3 03r5EnoUUToUIOANUTUEIET oo 21
331 QAUTTAIN oovveeeeeeeeccee e 21
GBI i sorrsmismmsimmmmanmomasm s omss S 22
3.3.3 530 UNISIIUTOUD oo 23
334 DU oo 23
3.4 M330avotoyaf IFIUTTUU DRM oo, 24

3.5 matmuaanuiudmndveadld 0 26

3.6 DANDINUMTININIAOTOIA VI UA VIR oo 27
3.6.1 NTEUIUNTT Rule EVAIUALION wvvvveeeeeeeeeeeeeeee oo e oo s oo 28
3.6.2 NTYUIUNTT Negotiation PIOCESS .....ccvvrssmisssassssssssnsonsassessssarassessssssssasensasnssonsans 30

v
3.7 TUABUNITNINUVDINTIRTNFD TR N UT U IF M UTEUUNTSANS

TNBATADA e e eeeeeeeeeeeeeeseeesee oo e oo eeeeeeee oo 32
§
3.8 MINMMUATIIMINTUNTZUIUNT Negotiation Process ..........oeveeveevevenn..n, 38
J a a = a o
3.9 ATLVIUMINAAOUUAL AR oUNOVUTEENTIN oo, 44
4 a T v o ar ar = q‘qu

DN 4 MIHAUITZUUAULUUANUT LA IUG 1T IS VT EUUNTS AN T AN ATADA ..o, 45
4.0 TRTIHFNTEUY oo 45

4.2 YDUVAVDIMITWAIUITEUL oo 46

4.3 UHURINSIIIUYDITIUY oo TSRS 47

4.4 MITWAHITEUY oo 48

VNN 5 NITNADBILAZHANITNATDT  oooeeeeoeoeoeeoeeoeeoeeoeoeeeeoeeeeeeeeeee oo 49



1518y (A0)

Y
g
5.1 HADMITARADT  oeeeeeeeeeeeee e e e e e e e e e 49
5.2 NMTODAUUUNITNARDILALMITIATOMATOIID oo 49
5.2.1 MITODAUUUNITNADDT  oeeeerereeeeeeee oo e e e e e e e e 50
5.2.2 MFHMTONATOIDEIMTUNIITNADDY oo, 51
5 MRARTERNEIT i s bt otsas s sl 54
=Y o
5.4 WATIZHHANTITNADDD oo eeesceeees e sesseesseessess s ees s ee s esese e eeess 64
UM 6 AFUNIMTITOUALTOITUDIUL oo 69
6.1 ATUNANITIVY ooeevrcerreerecreeeeseessseenees s sssssssssssssssssssssessessssssssssssssssssssenrsssnsssereos 69
6.2 VMY oot eesessessses s ss s ee e s sennene 70
6.3 TOUTUBUUE oo oo e oo 70
EDMTEITOTIDY  coveeee oot 72
L s -3 a L =% n“nn
AMARUIN 0. AUV (Prototype) ANUEIUAIUAIFIMVIZUUMSTANITANTADADA ... 74
MARUIN Y. XML Schema U89 Policy U0¢ Privacy User’s Preferences ...........ooeovvvevrvvveresennnnns 83
AIAHUIN A HALTUNTITVINITNIATUIVTATUN oo 90
UTETARUIU oo 97

VI



AFUYMNIN

Ml wih
2.1 manfSsuiisudefuasdoid ¥90935mM5AWAUANMINEIURY o 14
5.1 AI0HNMIT A UAVGUUDIAUITNTU PUIPOSE .. eveerreveveeeeroees e seenns s e 52
5.2 AIDUNTOYAVOIRIT oo 52
5.3 00190 AUTUVIBUBITZUL DRM oo esee e e 53
5.4 YATOYAMINAADIYAT I oooeoooeeeeeeeeee oo 54

5.5 manfsoumouiauanudaudaszning Fact (Policy) ag Rule (User’s privacy
preferences) 14 Fact ‘?I S U ————————— 56
5.6 Malfeumsudauanudandaseni1e Fact (Policy) 1ag Rule (User’s privacy
preferences) T Fact‘ﬁ 1-1 14 Fact ﬁ T 57
5.7 YAVOUAMINARDIAT 2 ..o 59
5.8 MaFoumeudmauanudaudasening Fact (Policy) ag Rule (User’s privacy
preferences) 11 Fact ‘ﬁ e 61
5.9 MafFoumouimauauTALgIsE1I1e Fact (Policy) Uag Rule (User’s privacy
preferences) 14 Fact ﬁ 2-1 014 Fact ﬁ D D cmsmssassincnssintins e RO S A AT 3 R 62

sd o ' '
5.10 lﬂﬂﬂ"‘ﬁuﬂmaUﬂ'lﬁ'ﬂﬂﬂﬁf]ﬂﬂl%’igﬂiﬁﬂ‘)uﬂﬁ Negotiation PIOCESS: minsisineiisinseisinnsnei00

viI



31 N1
2.1 Functional Atchitecture U0 DRM  ..cciiiiioinssmmniornssimmsvivssass s ssiissbsiosnsastssnnmas 6
2.2 DRM Core Entities Model 499 Information ATchiteCture ....ooveieeireeeeeeeeeeeeeaereeneenins 7

2.3 DRM Rights Expression Model U949 Information Architecture ...........ccoevvviviveeninrnnnnnnnn8
2.4 DRM Reference ArChiteCtUI® .....uuirieiiie e et ettt e e e naanes 8
25 umnm 3 dadszaeuddniitmuaiasdestudoyalumshavesnshmndiad
BIBNNTOTNG NB19BIIU the DIrCCtive  eovvevroeeeeooooeoeoeoeoeoooooo 11
2.6 ADDUNI P3P POLCY . ovveveeeeeeeeeeeeeeee e eee oo e e e e e oo 16
2.7 §79819 Privacy Preference T APPEL .........oovvoveveeereeeeeeseee e esssssssssesnenn 17

o o (] @ o ar v a gaa
3.1 99alsgRouANUUE AT NS UTZUUMITAMTANTAIADD  ©ooeeeeeeeenn 19

3.2 T53e519M 5B 19IUYDI DRM Prvacy 88ent  .vvveeveeeeeeoes oo 19
9 1 L

3.3 159 am sl ssinnuogalseaaf TUSEUY DRM ..oooooeeeeeeeeeeeeeeecereenen 22

3.4 TA59a 19I5 ZnNUBIRFVIUTZUY DRM oo 22
v ' 3 9

3.5 Tassadumsuvadsznnvesszoznalumsfudoyalus gy DRM . 23

r o ! ) o ar a ofaa
3.6 G’I'Jﬂtl"lﬁﬂ']'iﬂ'lﬁ‘Hﬂ‘l—.!IEJ’LI']EJﬂ’)TJJLﬂuﬁﬁu@]ﬁﬁWﬂ‘iﬂ‘iz'ﬂUﬂ’lii’lﬂﬂ’liﬁ'ﬂﬁﬂil@'l'E]a ST 2D

3.7 Metumsmmuangmaden Iayld Conditional Statements —.......oooccoereeerecovrssen 26
3.8 A001MINMUAANITUAIUTIWOWIF e 27
3.9 a“?umﬂuﬂmf‘iNmﬂmmﬂuﬁ’;uﬁaﬁm%’mzuumsi'fﬂmsﬁm?ﬁ%‘maa ......................... 33
3.10 ﬂfuﬂaumsﬁwmwm NTZUIUNTT Check User’s privacy preferences ........coovoveeevevereenenes 34
3.1 SURDUAIHIUYBINIZYIUMS Rule EValUBHON .vvvooeeveeeeeeeeeeeee e sesereseee 35

3.14 @100719MIMMUA Privacy User’s Preferences Tuidou 'l Free 1ag Limited T . 11

3.15 @90819MIAAUAU TOUIWTUTZUY DRM oo 41
3.16 uwugiidu ldmssmuaanuidudaudvesd19luton'lv Free uag Limited .......... 42
4.1 Tassaavesszuuanudud i d i Usz UM IS AMTANTATADD v 45
4.2 uuam s NIy uf I d M USEUUMS S ANITANTATABA o 47

VIII



m3eyg (910)

=h.
=~
=
=

31
5.1 msalTvuieusmaunisdaudasering Fact (Policy) 1ag Rule (User’s Privacy
Preferences) DU FACE T 1 oo e, 58

¢ 3 o
5.2 mafSounounlesisuan15aAnszUIUNTT Negotiation Process ¥03901anN15nAADIgEA

5.3 manfFoufousuaunmsdaudasEning Fact (Policy) iag Rule (Privacy User's
Preferences) TUFACE T2 oo e e e e s e e e e s soeess s s eaaae s 63

S d o Sd 3
5.4 ﬂ'lil'ﬂ"zi‘U‘]JL“?lfﬁjlﬂﬂil‘ﬂuﬂﬂﬁﬁﬂﬂi$ﬂ'}uﬂ1‘i Negotlatlon Process ﬂﬂﬂﬂlﬂgﬂﬂ?iﬂﬂﬂﬂﬁ‘gﬂ

v @ d v o i ar 1 '
5.5 ANUAUNUDITHINDIUIU Conditional Statements NY % mﬁﬂﬂ’liaﬂmﬂﬂulﬁi’f’lﬁ

N3¥UIUNT Negotiation Process THHBAYAT 1 .....o.ovovrierirseec e 67

@ o d v o s a 4 U
5.6 ANUAUNUDITILHINDIUIU Conditional Statements NU % m%‘am‘mﬂmﬂami’m
N3¥UIUNT Negotiation Process THBYATAT 2 ..o, 67

N1 URUAIMSMUYeIszuuAuLIUA U U LA IE MU VUM AN ANT AR

.............................................................................................................. 75
Y A g 3 ¥ s a aa
n.2 WIeUsANER 91 IzUUMITAMTANTATADA oo 76
n.3 edlddemsameBoudluaanFalussun e 77
9 ¥ ar ] { 'y = v ar
n4 Yoyavevosliuazsiarungldiuiiudesfadofusen oo 77

£ 4 v
(Y

A A ~ Y a A VIq Y A A o w
n.5 Wewuazu lvneveuileniianuanszuuIdusmae 1M 1HideniNeshdonnasms
Vv

THHOMIADTU ..o 78
n.6 nomsSouisuanuiiludiudiszniia DRM Policy 11ag User’s Privacy Preferences

a2 THRAATIMTAB ..o 79

o 1 Y v
n.7 wamsilseumeuanutududisendia DRM Policy 10 User’s Privacy Preferences
v

UAZIAAATINAUGIIUU  L.ovitieie oo 79

n.8 wansi/Fouiouanuiiuaufasenang DRM Policy uag User’s privacy preferences
A 9 . ) Y
381152111 Conditional Statements TumsuAdayminnudaudalunszuiums Rule

EVBIDAHON 2 50uniemvmimses a5 555555 s s ma s st 151015 0180 0 08501 808150 e e e SRt e 70

X



a3yl (e10)

3
U1

=h.

71

n.9 wamsuSeuivuanuiuadiudsendg DRM Policy 11ag User’s privacy preferences
n3fiftszuu1d Conditional Statements Tumsudilymanudaudaladonngfiaiigaly
NTEUIUNTT Negotiation ProCess ....c.vveeuiririiiieieiiiiiie et e e e,

o 9 toYa e A ~ Y a
1.10 MIMVOANAITEN I IFAUHDHINIZUUTRUTOG oo, 81

v - v
n.11 M3SUAY Rendering Application Tuilemanuiidld i dennasiuszunien’s .....s2



o o
1.1 anuiusnsazanudidyveataym
as a dad a L4 a ¢ d v 4 d
Tuilvgussvumdsdoiannsotdnduazdumosita 1Wisuiaiiouadainy
o v Y a &£y Y a
sz lrnudeyamsaumeavesdus Ina Fedeyamsaumavesdus Ina lasmmniz
Y 1 o Y a a dad a g A v 9
Yoyaduynaa mh Tl uFandsdamnnsotind o1vgrinunsevio Tagisiaennissus
= 4 a dag a 23 o qua
1AZNTTULONNININIVEY FennuannsavesszuuwIsisdaannsoindiui lfifailym
1 qu
anuilududuadus Tnailuediads uazdiennumusavesszuumsiamsdniaaen
. . . é = qd 1 o o L) g Qs
%50 Digital Rights Management (DRM) &3l @nSunidives uazdunudmuieiioninanoa
Y o a 9 A aa 199 ¥ A Y o LY
lumsteamsuazimuadnsnms ldouiiomasneaundldniedus Ina Tavdoyaaisaume
wa < o ] o
uazdszIanmsldanuvesdldvzgainuuaziir il lFawanudeanisvesdveauazdumu
o ' & aa 4 o ¥ A Y o ' a A ﬂ
Imihoiematnea Jamsihdoyamarit 1yl ldgnsazifiansenisanaiuanumiu
i a o = Q{ 1 1 3 é
dudwead 1414 uazTuszuy DRM Pegiiu Iddndlesdn ludruvesdifhudweunniu

= ! )

o ‘id_] [ c':;:iwy = ﬁ = (1 -:xI 2 sfclyfll A ocly ]
MusgegineznoaunsUnilosdns HATUHUT LDANTOH LFRIY LNO N ENNITNINIUUDY

> 4 ¢ ¥ n:’\ 1 ar
3¢UU DRM ﬁﬂ??ﬂﬁﬂﬂﬁﬂﬂl%’lﬂ]ﬂﬂﬁﬂﬁllﬁ%ﬁi%ﬁﬂ'ﬁmﬂﬂﬁﬁﬂﬂ muuﬂmwnmmtﬂumum

v w

1 I={ a H =
THuAszuy DRM Jutludanaasinsailususuusnlunsesnuuussuy DRM

1 < =
1.2 Ajarinenas IngUszasnveanmsani
4 a [=~] ] [ v ar a Haa i a
1. wemuanudludiudungldluszuumsiamsaniainoa (DRM) Tavorfy
@ = uq-g [~ 9 1 g Y (1 ar
wanlianugwlumanusiusmdeyadiuyanavesdld uazeonuuunganuiiudiudy
1A52UY DRM
2. ednuInssmuanTouie uazanuiudiudivesdld TavdedunaTulad
P3P wazl5uliidiusyuy DRM
A o Y = P} ' = o
3. wewannIiszun DRM dianubanguuaznmisyseiidszusnlumsdmua
ulstnouasnsnaesesnnuiudmasesninedldiuszuy DrRM
y o @ = 1 [~ 1 s 4
4. evandanesiunswsvresesnuilududuioning (Best Matching
Rule) Mg anszn g 19uaz sz 10 DRM

A o a g 1w g 3
5. esnuantaNwiluduaIved lsluszuy DRM



=
1.3 auNAFIHYRINIIANY
° P a = 4 an =
1INMSANYINSIUYeIszuD DRM Fudumisdnilesint luilonasnoang

oy Y A Yo i ) o a =% ; aa > vl v 9q ¥ A
Lﬂumﬂlmﬁiﬂmmuw ﬂﬂﬂﬂ"l'iﬂ’lﬂuﬂﬁ‘ﬂﬁiuﬂ’liﬂﬁ‘&-’ﬁ]?ﬂlu’ﬁ]ﬂ’]ﬂﬂﬂﬂauu‘] 'IJU\?F:IJI‘KWS@

9 =

A agq ya a a a ‘i‘_l 3 Af an 5‘;’ <
N']l'iIﬂﬂ L‘Wﬂlltl‘ﬂ1]ﬂ'l'5ﬂ$tllﬂﬂ‘llff'ﬂﬁﬂ'ﬂlll ul‘ﬂ']‘ll'ﬂ@1uluﬂﬂ"lﬂ%ﬂﬂﬂuu i]'lﬂﬂ"l‘iﬁﬂ'le]’lﬂ‘é‘:l‘l’iu

¥

90 ar =Y a n“yﬁ 9! 9o ] é’l’ aa ] u’: '
A172UY DRM ‘luﬂwnuﬂﬂﬂmmmﬁmw HRIVDIUATHVUIVIUDHIATADAINIUU LA

—

A

[ o ). SJ‘ " wa
Woedldszuy DRM i 1damluszuuuda deyadiudrvesdlanldunszuunazis

u

e

¥ g & “ﬂ Yo Y v 2w Vg 9
msham %&’Qﬂlﬂﬂi’]ﬂi’]ﬁiﬂﬂ‘iz‘u‘ﬂ DRM %5394 HHIaMIvayalvaiIuu Mﬂgﬁﬂlﬂ&ﬁi“ﬁ'ﬂ'ﬁ]
o A A s Y A A -y & v
Qﬂu'l]l'ij'if'ltl ‘I’i'5FJLW’E)N?I‘]_]‘58TU‘BN‘I’INﬂ’]Sﬂ'IW‘iEW]Nﬂ']‘iﬁﬁ'WIi’)u”'} IﬂﬂﬂLﬂ'l“U?NlHﬁ)H'lLtﬂ&ﬁ
o oA as mln,lw:v o o yq ¥ Y q Y &d-ﬂ
VIHUHIBLUHDNIAINDA LU ﬂLL‘N‘H'Iﬁi‘lJ’lUﬂ']ﬁu’l‘U’é]i;f,ﬁ‘UiNF‘fcl‘]fizﬂﬁﬂlﬁﬁi‘ﬁ‘ﬂﬁ'm HINDIUUUNT
1 o 3q 3 A Y a ) W u!: o 3 o
ﬂﬂﬂ'lﬂJﬂ’J']mEL‘Iuﬁ?uﬂ'ﬁ]ﬂ\‘iQi‘ﬁﬂiﬂ@ﬂiiﬂﬂuuiﬂﬁ muuiumsmuwmizuu DRM 01U1

wanms wlvwe uazmaidaaududaudauind 1) luszuy DRM uda 414 185ums

a ° [ o a 13 3 o o 9

Unilos@ninisihdoyadiuyanauazilsziansldaulusyuy DRM dindu fedai v
o d ' o Aa - ' =

7¢1UU DRM mmmmwuﬂuTﬂmﬂﬂ’nljuJuff’mm‘numm&ﬂ‘r‘ifgmmzﬂ‘izuﬂ‘isuﬂﬂu

STUVUAR 19 19

= A = " a o
1.4 ngunsenInnufanllumsidse
= dy Y o = 1 [ I~ [V ; 3/ =
Tuaideil Idivewnaaanuiilududuuiundnnsidosduvoaunifaly
r o s - q“‘:}q =
MINANMINNUVBITZTUUNMITANTANTAIADA Lazneeuudilayminsaziiannuiiy
1 o o a ‘d? @ 9 o (Y o 1 LY . "
dudanAaiuluszuy DRM luilegiiu Taediwmannisanuilududl Fair Information
) ¥ A i at s 1 1} o = arae é
Principles ¥uilufivoniuiuedianisyns uazdiwlumsinnudh lauazd §1a deldluns
v = ] v Y 1 % 1w A
uAtlymlumaifudeyauazmsldauvesdlfediauiusssy amnguinsanuiudiudai
v 9 ' [ ' @
laszyo I3 luudaz)szima uazoinudnaisanuiudiudivesanninglsy (European
. . » » é U LY "
Union Privacy principles) ¥9n012091A599319904UNVINNEN A0 Data Subject, Data
Controller 11a% Data Processor Iat1ioonuuumisanmsnnuiiudmdidmivszuy DRM
::iy aw A:?‘ Yy a =t £ g a " @ o
uaznennnilanuIed lagedanaTuTad P3P Fuiumaidaanuiludiud lumsdimua
yq ¥ s 4 { " a a -
ulguwvead1unzesdng FuilufiseuSuuazidse@ntamlumssmuauTovoanuiy
1 @ aq o/ kY < s 4 a e Yy a @ a w '
dwdvesdlduazu Tosveudwoadu lvd Gaamite 1adredandnnsuazimaiindenain
9/ as v < ' A a g ar a Saa A
windfuuazudiymmsgamuanududiuiifaiuluszuunisiamsdniniaea e
k4 @ P! ! o ]
afnliszuudsefidssuen uazdessunmsgyidoninumiiududrvead 14 1deo14dl

sz ansnw



1.5 YUIYAURINITIVY
qm%{fﬂﬁy"lfé’fﬁuﬁuamﬁ%’ﬂmimmsflud’mﬁ'ﬂﬁ'uﬁﬁi%’iuwuu DRM Taoniy
nalnmseenuuunloine (policies) fiangu uagmssmuanniudiudavesdld (Users
Privacy Preferences) 1¥iinnuminzanfuszuy DRM uaz ldoonuuusanesiunisesa
aosoannuiludiudaszniedldfuszuy DRM Lﬁaﬁumgﬂxmungﬁmmmuﬁqﬂﬁ’ud
szuy DRM Tumsfiglfamnsadhldamszun prRM 18 delumsesnuuuuTomeuazms
ﬁmuﬂmmzi‘_luf’huﬁavméﬁl%’méﬁf‘lﬁ’ﬂmﬁnﬂﬁﬁﬁ Fair Information Principles HagHann1s
anuudinfavesannmylsy sawiedredamaTulad p3p wdsuldidhduldfuszun

A Yyg gy A 9 a dy an Yo ﬂ 1 o A é)
i 1MR1dmseduT Inaillomaaoa lasuanuidlududauiuan

L
=
1.6 YUADUVDIMIANH
=2 ° o a daa Hq Yo o ‘a d o
1. ANEIMIMNUVBITTUUMSIAMIaniasaoan 1eiuna 1 luszuudumesiia
2. AnwuTveanududmuduasndnms Fair Information Principles 1@
nanmsanuiududivosann g1y (Buropean Union Privacy Principles)
3. fAinymaTuTad p3p ivelsudgegiiumsimuannuniiududavesd1fiay
Y 9 o 3 o @ a daa
ulvveldidnnu 1dduluszsuumssamsansasaea
{Q‘a
4. ponuuudanesnulaz Inssadunnudududunssuumssanisaniasnea
Tagrihmanmsuazina TuTadaen udSuldswdeiu
a ¢ A A 1 ar 1
5. Ansziiemonnuuani lumsesnuuumsivanuudiud luunszuy
L —~ A(QA
M3IANIaANTAINDA
1 -7 s ~ Q(Qﬂ
6. naavuaznagouANUiudFIvoTIUMITANMIANTATAOA LAY

‘lJ'i&’LﬁuNﬁﬂ'l'iﬁN'lu‘Uﬂﬂ‘i&’ﬂﬂ



=h.

unn2

U

= ) :; .:-i v
NHHHUASINHIVWNNYIVO

o =y c:aa
2.1 MIaANITaNinIfnda
; ' w A A 4 g 2 a ] lllsi a "
119711 (content) 19U H1{3iT0 T8 Tom1) was Funuludoriiamey lagnulasuiney
aa 3 A V@ a < o - "
TugduuyvesavaoamnuienuazAIN azgnNIzneagi luudumesiia Fdwde
ar = a a s o ﬂ g) o Yo ﬂ 9/ w as
msfinaen M3y luy nazifemsaziliadvdnsanudusives i ldsudusedeaiannizms
i > faa .
moilosiumsnsziumaniu mstan1sdnsainoa nio Digital Rights Management (DRM)
H H - 3 U Y =Y n ) ﬂ'l
iuanumeizudilymifatumari Tasinsaniamuiiu 3 nqulng (1] duie ma
= o 9 @ ' Aot A
malulad mussygmans uasmenguuie Tasnmsudilymidinanangafons
=~{ 3 v T g/
UseiidszueuanuidulilldnamedrumaTulad dunu dodenis1Fau uagnied
A A a 1 @ a o yvq ¥
nguuneiinvatuauilududuasAntveedld
s =) c:.{qq o = v [ dy
mitamsansasaoa ldgnilem Punuodsil
oy { s = AJQQ C; s s _ n‘{ L) ) Qf
dewdn 1 “msvanmsaniasneanerdesnumitloaiunssudninseavansly
.5 an 9 Aa o @ o 3 a L o Y
tiioviavananInMI IFnudanguue Tasmadinanisnsgitiveadus Inalinseiild
¥ ¥ i 9
muneyyialudiomiaiaeamniuz (171 nnlowdedusidaluanunuisyeuiion
E
Atneauazus Inamniu
=Y =) 3 - 1 =y g an |
Hewi 2 “DRM ihuna TuTagnenuse nszaw dudsy wazvioiioniainoasia
[y ] =y d o =Y 2
Uneassuwnsaviwdumesiia” [17] nindomidhumusimsnsenoionuuszuyd
ad
ADULIS
a { = ) as 4
fo1wdi 3 “DRM iiugluuumagsiazima TuTadnsoflosdu uazidludse Toad
o [ g o o C | A adg A an 55 A
dmsuiieminumisde 3unm mae nie Jalenoglugluuuvesdinea” [15)
= ~ i ﬁ @ A a & ~ w a q‘{z 1
Hewi 4 “DRM itlumsianis luiGesvosdns laouf DRM szianmsaninavualy
I ¥ v ¥
= _ Qo | s ) é s
wwzdnt hudemataeamnin [1] v1nilewil IPRSystems FuifudWannazlumsuanas
a . . v da aa
AND (language for expressing rights) UUNINITUAIAOD
A @ 9 Y N 1
Tugasuusnvesmswannszuy DRM seiiu llvuanudasadoiasmsdiswaun

o a

dy an & ﬂ 9/ s - W Yo ﬂ @
ITHONIAIRNDA Al Hﬂ'lﬁ“ﬂﬂiyﬁ'liﬂﬂﬂ"li ﬂﬁﬂﬂﬂqﬂqﬂ§UﬂHﬂg1ﬂ Hazl uﬂ’]'i‘ﬂﬂﬁﬂu 1NA

1]
= 9 = o

Y r-Y-1 1 4 o T g A r -] L7
mInsgnuilomainea laveygnaliuadndrszituuduiniu Gadadumsianundda
] R a d 0o q ¥ o v
Hana10NUAINITOVeI DRM  Naundseziiu dldgadau1vesssun DRM  vzdos
ATOUAQNANNITUTTOIY (rights description) N135%1) (identification) NM3¥11M13A1 (trading rules)

N suanidavy (trading) N151199U (protection) M51ET94NA (monitoring) azN1IRAAI



o @

o o’:‘ a 3 Y 1 9
(tracking) M3 lugduuunamuaveanis1daudns Tavasouaquianinddunivdes
) @ da | o 1 o a (=
Tauaznswiduniudeshild saufamsiamsantvesdihuiea [1]

= 2 {l 9 A a -3 an A ﬂ @ =Y
maluTad DRM Bnamsduanuimeninadulugaatnea ietlosiumsaziiia

qqq‘ 9/

= -:." 9 .3’ aa EY Y = :i ) Yo
TupssuintuazdvansvosdauilemaineasinmsldauvesduiTnai luldsuoyaia

= ] kY e A 9 aa 3 -=1v| T a o )
mam"lﬂh“lumww@ !.‘Lli}d‘ﬂ'lﬂ"ll'ﬂial,ﬂﬂﬁ]ﬂﬂﬁlﬂﬁ”ﬁlﬂﬂﬂ@ﬂ'}‘i‘lﬂu’l AIARDDN LASHIDNII

o g ¥y 1 a gy g Af aa A a d d
l!.‘]ﬁ'ﬂ@uﬂ%ﬂllﬂﬂﬂuﬂﬂ1dﬂﬂﬂﬁﬁﬂ’lﬂ HRTINUASNTIEZIUHINIAIADDVUIATOVIYBULINDTIURA

QU
]

o ] a Ay o Y a & 9 1 f_‘ly ] 1 =3
dufluedrstandeanismaluladisesfumsniuguanimsldnumdiil udodielsiam
ddy o o Y a 9/ df an =
maTulagiionnezirdadus lnalumsldnuiiomaiaea Tavlsimnnanugasssulums
g an cé ’ @ o n( = q{ { ar 1 o
ldamudlomasaoa ¥ad1daasez 185uans lumsldnumudningl¥aisee 1850 Tae luva
ABNYUIY AWAA DRM HA109A0 (U Microsoft [18], IBM [19], InterTrust [20] %39 Real
1 9 9 1 Qs o
[21] s lApenuuszuy DRM Idmingaudumaluladvesnu Taotuasgiuaisiuly wh
a ' =1 J
WinaTulad prRM TdWaun llednsiasa uazondonsiden ldmuanumanzauves
9 g dy aa yr v g d? aa kY 9/ tg
ITUVYDIRAIITIMIATAea udNdaulonaInoadoins msudilyminugiulums
o d‘Q T A ar 4 ~ J
flosdumsidhldauiiiangnune udisiivaisn Jedvsuaaunfadulunszuaumsmssm

' c:?s! kY a
IVUHTUUINIYNU

a =) v d a 3
- Uanwvaanaiwveana lulat DRM Tumsiauemaudlymiinaiu
= ) o [
- danwenlumsadianasgiu Wiiluunasgia ludmsuma Tulad DRM
- Sufluiszdeseonuuuanuilaeaseluszauaien fu 1¥unszuu DRM
1 9y 9 as e a 1 ] ] L4
- INADMSATNTEUY DRM Wy ldaginsaiasiiaaieg wu deginsel
domrsinioun
@ @ o W s/ Yy a
- MIvanengrIeLazanIsel lumsiinanis ldauvesdus Tnaluszuy
DRM

- msafeszuu e ledwmSudusTanlumadr ldssvuniima Tulad

DRM
vndvazmalulad DRM finandsdreduiildgnmseenuuunszuiums
MU DUIIATTINANE 19U W3C, IETE, MPEG, OASIS tagdninnuie daluiadesalies
nd1feTnsaaF190952uY DRM ez afildlumsfmuedansluszuumsianmsans

Asnoana 11



an

2.2 Tnssadeszuumsiamsansasnea

Tumseenuuunazmsadessuy DRM I lnssadudidaiideainisaniv (1] fe
Functional Architecture 7insounguIugaszduuuIAanioosfsznouvesszuy DRM 7114
Lﬁams%’ﬂmsﬁﬂ%{uaﬂﬂsaa%’nﬁﬁwﬁ'fyﬁ'ﬂ"lﬂﬁa Information Architecture éwxﬂsamqu

14
o o o g a
J,m‘umaaQﬂ'ermwuwmmuﬂmmwu DRM

2.2.1 Functional Architecture
v A & , & Y A o oA
Tumsad1eszuy DRM Ammnzaniy sansouamsianudly 3 wihindnde
e Intellectual Property (IP) Asset Creation and Capture - DRM 92390135 d 4
g 1 o a & 4 4 9/ 3
eI lumsiimsd nazsawdniveadweadr I luilomngaaduiunsusnld
0615
w v & o A v oy
e IP Asset management - DRM vziamismsanilon uazriuilonningadrud
(Y o da Y 4 o Y 9 a 9/
Tluszuumstamsnindduldedials aluszuunisiinismdesnisnisesuiodie
= Q’ 9/
metadata g ANFMS5 1Fu
- ar L d‘l‘.’ A A o v
o IP Asset Usage - DRM 323an13n3l4iiionniialniswiinisal uazns
@ Y o @ A A o Y oA ca’ & = A
auayudedifaneguonmilonisiinisanisuanaviionifmizesvuszuunie
o 1
oA 1ded1a’ls
Y v Y = ; , Yo ¥
1Indaduiiunudoan1sf Functional Architecture AR IMUANTOUAMUABINS

4 _
999 DRM #auarad 138951 2.1

¥

Rights -~
al’ﬁgtk_m_

3

CRignts
Workllow

31]ﬁ 2.1 Functional Architecture U939 DRM



2.2.2 Information Architecture
Information  Architecture  (REIYDITUIVITIADIA N F U T UOUT AR IusE UL
DRM 1/52noudiy
e Modeling the entities

a
o w [ L] @ =2
ﬁ'ujjmmﬂig‘umuummawzw DRM ﬁ@ﬂ’]‘illﬂﬂtmtﬂTﬁ'j3']4'8{]1&‘5?“5]14’&1\‘1

v J
aa a = r

o a d 3 =) yq 3 5’ aa a & o —
ANuFURUTVBUIUAANAN 3 ¥ila WuAe {19 WomATaea uay and awaalugii 2.2
i I~ -4 an 3 ¥
Tavidldezdugiosvensldamlan  snfiluiweuilomaiaon  sustadwoaiion

3 ¥ 4
avnoalumsasiailovuvaniy  lududnidumsuaasnenisousey  msthesy  uag
v v 3q 9 d{ an s o ::l.ydl ar = Y
ToANAY  TEMINA BuAzIlomATAen MaNandnveuuiansiifomItamI oy liianu

] 1 A o a &5 v 1399 9 -; an
vanguillomuuadns Ivunglsuazilonatnen

Own

Over

Create/Use
-\‘\-\.
o,

‘Content.

g‘llﬁ 2.2 DRM Core Entities Model 4949 Information Architecture

® [dentifying and describing the entities
a Qdy ' a g o r'd - a 3 P
LBUAALATSTUAADINITNITWGTIULASNITUTTONWY T‘ﬂﬂﬂ']‘iWQ’%HiWﬂﬂﬁl‘ﬂUﬂﬁulﬂﬂ
3 ad ° = '
Lﬁummsgm Lauﬂ?umz metadata ﬂ$ﬁﬂﬁﬂ1ﬂ15wq%‘lﬂﬁ’ UAaguIaIgIuiyy URI , DOI uag

=

o { = da s
ISTC Whunasgunldnguians
® FExpressing the rights statement
a = @ @ @ o A
ansilumseygamsuaasianstusey mstady Toanas wazanuduRLE U
g Y & aa a ) ) oo A q yyq »
senhedlduaziiondinen manaasdndiuiudewansdronnifinnumny iolddld
k1 v w " g § a .
v lwnnuduiusimdaniu Taonmwnldlunsuaasdnife Open Digital Rights Language

(ODRL) tierad¢ia31lil 2.3



Digital Encryption
Signature Digest/Key

]

Asset
EX
ﬁ Permission |~ Rights
) Revoke
¥
ﬁ Offer Context
¥ /
ﬂ Requirement ﬁ Agreement
¥

-—ﬁ Condition Slc?l}c‘llesr A Party

gﬂﬁ 2.3 DRM Rights Expression Model U494 Information Architecture

2.2.3 Reference Architecture

o o Y A o 3y a Ct‘:l. L3 o Ao w "
dms5u1A598519U09 DRM [2,15] Miwdnedail Hoanlszneunanndiny 3 au

LLﬁﬂﬂugﬂﬁ 2.4 ﬂs:ﬂﬂuﬁ’au Content Server, License Server It DRM Client N3 UIUNTT
Ed
197114UD3 DRM Reference Architecture 11 97]

Content Server

/

 Content package.

Content |~ Encryption
g g /
Info.

" DRM Client
/ : f Rendering
Rights I Financial Transaction | Request Us Fant?
e, DRM \& ; Application
i f & 33 L[ Controller
equest License
‘/ ¥4 T——| Identifying
User Infor.& Request Use} Attribute
Rights Licunse o K
gl —> License Patkage

y/. / /r\ o Request Digital Content
Encryption
keys Identities

License Server

gﬂﬁ 2.4 DRM Reference Architecture



a g 9 W df an d Jag ¥ a df an " e
L 1'511i]']ﬂfiﬂl.‘lf'i}g'iﬂluﬂ'ﬁ'Iﬂﬂﬂﬂﬁ%']ﬂnuvl“‘b'ﬂ“l'lﬁlﬂﬂ'iﬂ"l'ﬁuf]ﬂ1ﬂ%ﬂﬂﬁlﬂﬁ1uu Tay

v ¥
A A v g

aa 4 d w
nifemadnenszussyuuinfoi 185 Wme113 (Content Package) muluilszneudan
g aa & = 3 e L
iloMATADA (Digital Content) 1A¥ Metadata FuilumseSunuilomainea 1u ISBN 51
o y g an q’: 9 1
sUuuy WA e Feveaudweuilomainoariu iWudu TavdldzIosvenis1#aurii DRM
Controller
Y F4
2. Tumsfoavemsldailoniadiaoavesdldiuludiuves DRM Client 93
o ' & =) { = 1 ar 5 = n{
N3¢ MWIUNI9 DRM Controller Haiint 1 luAnaony License Server Tumsvalueyanadns
v -; an 3 =) 9 ~ a wua é’
mslsauludemaiaeatiu uaziinthnlumsaiuguuazdfiaaiwu Tovsluiion
an a v 43' an 9o v
ATnoanwvouilonatnea lasmua’ll
' o > Vo W ) 4 aa vg 3
3. Ma99INHU DRM Controller 3¢ eafsaevonsldanuluiiomaiaoavoel 14

e
1184 License Server 1Ay DRM Controller 9520520 d0ya Taun ansngldiniiesvens

1

A g/

9 4 aa o v o yq o 1 Y A L4 Y
T¥ranuTudomaineatiu doyassydtnuvesd1d wu vof1d Feginsel uazdoyaves
¥
an 1 [~{
IHDHIATADA 13U Metadata 11 uAY
A A Yo g b v o
4. 149 License Server vlﬂi‘ij“llflﬂ%lﬁﬂ‘l‘iﬁﬂx‘lﬂ.l@i]’lﬂ DRM Controller L2723 9¢N1NTT
a @ Yq 9l o 3 ) & aa ) v
Wgnidauvesd lamianiowemslsnuluiiomatneaningudeyaluszuy uazgdum
3/
a A Y an o % o
ansimnveuiiemainea ldszymsnsziuer]d uag License Server vz¥imistlszunana
a 9q VY v 9 a 4 ¥ o o a
ansngldiesvensldau nazdeyadniouq udrdelldanszuiumsdanisnianisiy
Fd
. . . @ 5 g a %
(Financial Transaction) LLAZHAIVINNTLUVIUNITATIVADVYDY License Server IdTVAY License
= [ a g aa | o £
Server Nazoonluiusosdnimsldnuluiionidinoandldlddinisfeaveld 4q
¥ a . w ; 3 ;
Uszneudao doyadng (Rights) Yoyan1sszyfinu (Identity Information) 1Az NWAHD
@ . o o { o Y T o @
00ATHA (Encryption key) UaIsamiduiuusinfaniimsidnswa udrdendullds DRM
Client #1UN19 DRM Controller
[ a Yar . 3 o a J E
5. M899n# DRM Controller 1A51 License Package udvziimsiigninisldam
ar Jd A o i d? an o A a do o ar
M Tsunsuilszynd iMesusoshannsoudauiloniasneald wemsiiganiduss Tusvuses
a = 9 { Yo = s 1 - aa o
ansms1¥un 1850910 License Server 925 u509msitanazduilomasnoa ldaTalsunsu
. o a 4 1
Uszgnamonauamudningliioaedald
EY =/ Y a 1
521U DRM 91941 DRM Controller 9211JuAIna1914N15AAABAY Content Server
ot
UAZ License Server H1UN14 Content Package 110 License Package M@0 UMINaN 1118504

vounztoyaiiogluly metadata



10

[~1 T [-¥)
2.3 anuiluaiuaa
1 g . w 9 ; 1 =] = a
AnududIuda (Privacy)  Tuwadefiszndnfenisiviuanunui L RTRER]
natcludesnnududiugs maluladanududaiud uazanuiludusrdmsvssuy

{QQ
AITIANIITANTAINDA

2.3.1 MUY
- = = ) ] [V~ 3 .
AR235EN 19 Imstosesanudududadunsausn 1ao Warren uae Brandeis
= 1 w U -é =] n' o 1
18 Towanuiludud 1891 "the right o be let alone” [5] Fuiluyaisuduvesmsiirlig
4 a 1 Y o 43 Y 4
msontdeslwsesnnuidudiudinadInuuInIy Warren  UAY Brandeis 13130
v w 1 |quq{ uo’azudméuyywy
ANNFURUTTEHIIA U uaIUG IR UANT lunswdau Nanindauisudeslduaziudes
v ¥ [ '
114 ndanmin 18T TnuEennuiludmduiuiuuinne
& o a2 A ar I o 4 o as
nilaludfiowdenseuaquanyazvesnnuiludiudifidmualas the British
G  ; { a’ s
Committee on Privacy 118¢ Related Matters fi0 "@nsveannuiluauynnai lasunisileadu
8
Sa ] @ w (¥
nnmagamu luyInduynnaniensaunsINInNmMenIwnIon smeuns Toya" (6]

v o < ) a o a8 A R g
Gh«l‘ﬂﬂ%U‘H'JJﬂ’Iil.ﬂU5'JU?’J'UTﬂHﬁﬂ?Qﬂ!ﬂﬂﬂi@uﬂﬁlWNﬂlu "'Jﬁﬂ'iﬁllmﬁﬁﬂﬂqllﬂi')ﬂﬁ?

9

v 9

o = t 1 { ] i Y 2 ' [
mlifailyruivadesdudeyadiuyanaiigniiu i luiiaieg orndhdalas i 1dsums
9 4 Y a o ﬂ [ @ 43 ﬂ w9 =] ﬂ
21 1R9NNYee Fah IiiAamsiaeanududiudaiiu nszuaumsilesiudoyaiaiiu
A o w [ kY ! 0 v i llsl Vo =a = a 3 - ﬂ
dednglumsianisdeyadiuynna i1ld Westin 18 1dMTomAinseFvaiude "aamdly
] L4
dauAIneMseNHIYAAa NGy uazan1iu AnMuaIToyamTAUMAYEUYUNA T UIY

ansonugoie 15 ad1 lsuas visos 15 [9]

YV o o 1 ar

2.3.2 ngranauaztamruannsiluaiue
wiznyiygAngrnnvvemaeUszme Tdnantmnududidivesynaa uay

Y | 1 A a oA 1 s 1 T Y] kY
TalfudgeunedaIusesdnianududiuds udanuidlududr ludoyamsaumeves
yAAA (Information privacy) fufluFesfilminazdeamsnguuoisesiumsnszidudoya
¥ 4 [
dnyanamaril luadedl Idndndingrninefifeadesfudnianududiudluanam
glsuazaniyomsm

113 1995 ﬁﬁmwgﬂsﬂ (European Union) 1A90n Directive 95/46/EC Tunisiniles

oo
o @ A

< = . . e
oya Wufdaiidesmsifudoyai Data Subject 18uT210113 11ae Data Subject 1240l

=

v

= s =3 4

EJ‘LIUﬂﬂﬁ‘]ﬁﬂLﬂuiuﬂ’lﬂﬂﬂi’)ﬂ‘iﬂuﬁsj’ﬂy’ﬁ (GW%HﬂL’guﬂ"lﬂJi]‘ﬂ'lJ‘i::ﬂQﬂﬁJﬂ\‘lﬂﬂ'ﬂl]"lﬂuﬁtﬂ'l’it
a =] k) & o Y o w o o 1

anm) Taglumsihusisiudeyaoyalszasandamonaz Fanu lufdazivansds

Ed T
Yoya ldalszmsuenngrine EU Taedsememaniudesiimstlestuanumiudindanly

L1



11

=

o o & o ¢
seduivanelumdaldiamoudoyannmiudndi wfuiuguita liunzdszond 14

3
mmnJumumuuaummmmLazssuumm:mauq [7, 8]

The Directive
Data Processor

o N
Data Controller

Data Processor

Diata Szj_hje ct

o o

gl 2.5 wnum 3 dadsznevdnginvmuauazilosiudoyalunisiinuveensii

[

ey den o ) o A
WIUVUDIANNTDUNT ‘Vlﬂy']\il o lu the Directive

91IN3UN 2.6  the Directive 921/5¢ ﬂﬂmclmﬂumsmmummm"lﬂ Tauszydnsns
Hosnudoyanamnionszin 1Ay Data Subject 1AIZ3WDIANVABIN DY ﬁmﬁd@ﬂﬁu
w @ @ o a 4 3 [
AUNYHUIGVDY Data Controller Az IANUTUWUFAD Data Processor Hiu 1n398319 3 a49u
= s o @ a ] ) 1 o =
nauganu Iasnguielaedesidalunisandeduszniayanauazesnns lunsifu
ﬂy ] g 1 [
59079 Fou1e 150 lgdoyadiuna
[y @ = (=1 o a o~ <3| [ s 1 a I~
luamfgewin luimssmuadninnuiludiudlrediedany deyaninmilu
1 ar a (=1 c.'.r 9/
dadng ldfumsmuguanmsinzesvesnguune hifingnuieiallumsiUndlesdeya
) Vo s A 1 g v -
mstnilesdoyaldsunsqualasesdnshsaudvulumafudeyaniens@u vneay
@ 4 i o =1 g/ dal’ Y o A gl 1 @ A =
Tnsenn amﬂsnmmTmuﬂﬁmﬂumwamwayamqmmwmawﬁamay‘amumauq i
a <@ w ) W ) Y o a wva
mstlestumanuine lasdunussuialy Privacy Act 1974 1UIIIAIIHANNIIMIUY A

v 9 1 g Y gy w Y 2 Y P I w
ﬂ‘lJ“lJ’EJQﬁE]EJNL‘]J‘L!ﬁiﬁJ mmmm“lumwa&gammau ﬂ’.]‘ﬁﬂ]’lﬂﬂﬂ Llﬁghi}ﬂﬂizﬁﬂﬂﬂ%ﬂﬁ]u

2.3.3 Fair Information Principles
= ar oﬁy - o w 1 9 A [~/ 1 ar
Wunanmsnugiuneensunuediennenelusesanuiudiudi lulsznea
o = 1 [ ay Y o g I~ 3 =
andgonini uaunial glsl uazdszmaaieg vanmsilasmuadiwiduasiusni

Department of Health Education and Welfare ﬂﬁ&’&iﬂﬁﬁﬂ%galll?ﬂﬂuﬂ A.7. 1973 uaz 18y



12

a o ° [ 1 [ o 9/ '
‘E?)"Nﬂ\‘liuﬂ']ﬁluzu'](luﬂ'lﬁ'ﬂﬂﬁﬂ‘l«lﬂTl'llllﬁuﬁ']'u@'I'Jllﬁgﬂ'l'iu"Ilﬁuﬂﬂjﬂgﬁﬁ?uuﬂﬂﬁﬁlﬂq

Y
Organization for Economic Cooperation and Development (OECD) [3, 4] A91d

® (Openness

e Collection Limitation

® Purpose Specification
e Use Limitation

e Data Quality

e Individual Participation
e Security Safeguards

e Accountability

d
2.3.4 anuiluaiuaazszuumsdamsansainea

Aaaa

dygy & ¥ a >
ﬂ_lﬁrﬂi U‘Uﬂ.lsilﬂﬂ’]iﬁﬂﬁﬂ%ﬂ@ﬁluu%ﬂﬂ”iﬂfﬂﬁﬂNUSIﬂﬂﬁlﬂQﬁ"’Uuuu 1uﬂ15

Bﬂﬂ&&ﬂﬂﬁ&’ﬂﬂﬂﬁﬂﬂﬂﬁﬁﬂ‘ﬁﬂil(‘lf]ﬂi]'llﬂ‘l«lﬂ@ﬂﬂﬂ’]‘iﬂﬂﬂﬁiﬂﬂﬂﬂﬂ’liﬂﬂﬂﬂi‘ﬁﬂﬁu [22]

=

L ﬂ'!i‘iguﬁ?ﬂu‘ilﬂﬁEi%ﬂ?iﬂﬂﬂgﬂﬂﬁﬂuﬂﬁ’luﬂ?’l ﬁi‘lﬁ‘ﬂ‘iﬂ@ﬁﬁiﬂﬂiuizﬂ‘ﬂﬂﬁ

[ a Saa 3 o = -~ ad A o Y = L] Y 9 1 o e
iamsAnsATAoanIs IdsveyaafezdonitniessaunsilatinTeaoududeyadiudai
aszaunwonNumzaylums lFanuszuy

=) 9

. °lu*ﬁmwuaﬁmmﬂmmvmwiwmwuﬂnﬂmsmaﬂuuﬁu mmwh

a“

]
~

ﬂ?asﬁu?iﬂﬂmammmams"lﬂmmsmgmumﬂ giamnlunsfmuaszaumsinniy
o =) k7 £ g ) ’ 3
msmqmmaﬂﬁwﬂmuammmﬂammu‘u
[ a Saa & 1 wa k7 A a o
° ﬁlu'ﬁﬂ‘uﬂ’l‘i"ﬂﬂﬂﬁf]"‘ﬂﬁﬂﬂﬂﬂﬁﬂ?iﬂﬂ’ﬂﬂig’)ﬂﬂ'ﬁ1$Q1uﬁiﬂﬂﬂﬂiiuﬂ15ﬂ13']u

' 9q ¥ A Y a o o A Yo o
G]'IQiU'ix‘U'U"UBQNGl“Hﬂﬁ?JmJSIﬂﬂl’ﬂ‘i«!ﬂi'ﬂﬂﬁuﬂﬂ’ﬁulﬂ‘i‘]Jﬂ'l'iﬂtLﬁ‘SﬂH'l

a daa

v
sruumsiansdndasaeaeadestumsfimuainiuas CRRTLRLY G AC ALY
<, 1
Ainvamuiidvesdvdns 1ddmuaerl3 M ldifadlymiawuinendsluiEesveanis
a ﬂ 1 Y] 9/ aa o 9 1 Y A Yo =
azdiannuiludmdrvosdoyalunsainssuuhdeyadiuynna T ldmSeveldnuyanan
[ y v . £ g o Vo
aw wazdaliilymluGosmsldaudnouae Fair Use Fuumsldauniuiudedldsums
(ﬁﬁ o o 4 =3 1 a
snriuaNszuuMsiamsaniasaoa Wudu dwmivdymluFesmsazlannuiludiuda
3 [~ ] 1 @ o @ [ a aa
1 namsfnyuruimsauguanuilududidmsuszvumsiansdntatneaaiusn
oYL a o Ay 4 - =T w a v &
M1 FealindnnmishonsdennuilududmninelaseSuedail [3]
y . % ad o & g v
o Msunatszma (Notice) ArwmaluladnWau1du mMsinusIWsINToYa

o [~ s P ] [ Qs n’)’ A o O
ansam Iiidunnudu Taen ldamnsansaeivla saiunisudesenasaduges iy



13

& r

tﬁ@ﬁ‘lum'suﬁﬂﬁﬁ’ﬁi%’mﬂé’iﬁi’fﬂyamﬁﬁu5ni’iﬁzuuw%'ﬂﬂsgﬂué’xﬁmmmﬁn%ya
mﬁﬁmﬁaﬁ’ﬂqﬂﬁxﬁaﬁiﬂ ‘

°  MAUADAUALMTIUEON (Choice and Consent) ndamstindiivatumsuds
dseme G4 ifsaiumswhdeyadaudiszuuivliuiogaszasdla udgldns
185udormuoiifumadeniiglfamsaifon 180z dusen sz uulddoyamaniulg
w30l

o My (Access) Tundnmisiigldannsaniuguaslddoyadauinves
auioe1g 9y aunsansaden uazud ludeyamaniuld

o msmIfidunnudy uaz m3lduruurds (Anonymity and  Pseudonymity)

[

1 o o 3 m Yo A o ] ' =1 a
ﬂaﬂujﬂﬂq_lulﬂuﬁjuﬂ3ﬂﬂ1ﬂuﬂmu1“1ﬂi]-lﬂﬂﬁllﬂuaﬂﬂ_lﬂ_lilﬂUEQU'j'nJ EJEJ"Nul‘iﬂWIN‘IJ‘imi

. " 4 g o 4 = 5 ﬂ 4 a v o W
A9 llllﬂ?l'i‘ﬂi]zlﬂ‘ﬂ'i’JU‘E’)H‘!J'EJ;JuﬁTIM'IﬂLﬂUﬂ'J’HJi]'It HNUINITABDINITIDIVUD muuﬂuauua

1 o

T o A T i o U a 1 o
daudrn ludeamsitlameignsiusaudag lignvarsanuidludiuda ud Taoialuds

a

=Y 1 9 =1 9 I A A 9/ g/ g =] ad
UIMIA ADamaifusIusmdeyannnuinmsaesmsiesve mslfuundeailuig
& o Y a 1 o v yq a Y
nitaamnsaudiynimsaziannuiudiuds Tavezeyanaligdldamsagnianuld
o i - 1 =1 ~ a =
Tavdsmnnilamedanuiuiags edie lsnawdlddeanisiisengamsuimsnndaaums

o 14 ¥ ) a a
M ld Tasnawnsongamsldumudaieszydousinuiag

2.3.5 malulaganuiluaui

MINMsANEITY aganszULNS SAms AN Asaearty Selliierevniin
waTuTadanuiududud I Fussuumssamsaniasaea Tuiaded Idnmsingm
Fmsnuquanuudiudidmivszuumsiamsaniasaea TavviAnyainnaTuTad
anuiudmdfiuandiai 3 mﬂTuTa?Jﬁaf:[zz,B]

e Anonymization services 1Jn3EmsiUnileadeyadiuynnalaomisgeudoya
dudmnmsfomssznineiy Tudldfuandresunse Tsunsudszgndfmeduanse
eonuunIiiiszdumsdoududoyafiaadul] maidaiildiuia 1y 14un Trusted Third Party,
Personal/Nyms W30 Public Key Infrastructure L‘ﬂlﬁﬁmiﬂﬂﬂmﬂs}’ﬂuﬂaimﬂ anonymity ‘ﬁlmﬂiﬁi’ld

@

U

_ . ﬁ 2 aa & 3 i v Ao o Jdu 9
e Privacy tagging } ‘l—J't']ﬂ'J'E“Hu@‘ﬂﬂﬂﬂ'ﬁﬂ?llﬂllﬂ??ﬂlﬂuﬁ"]uﬂ'ﬁﬂﬂnwuﬁﬂ‘]J'ifﬂllﬁ

Tu1ene15 (documents) TnoaziiudINV0Y Metadata 1udaonas feldluniseTuions
¥ ) 1 Ed
mamienmsoyaalinsziinielditen lviismuae 13 lugtiwumsiauianudy

1 v o o g/ Y o el A A
ﬁ?ﬂﬂ'ﬁ"llﬂﬂﬁ@ﬁﬂﬂﬂﬂ%?ﬂ“ﬂﬂﬂmn'jﬂuWL‘HEJQEJ



14

'
=

v
e Privacy policy description 35 Ium3snruguanuiiududilasumsiauesiiy
A a & 0 ¥y a Y39 9 Yo 1y 1w oA
iomuTMImssuy FassuusuduszdosetueliglF1dsunswideyadudmfiszuu
v & o A o % v A {[ Y wq 4 o o e
Tanuy inedngszasala uazldde s dudu Jldawnsonsmuamsnseiunaniu
LT 1 H a 1 g (-7 1 1 q’: Y
109 nazgandunaisnezithldusmamaniumseli dedvesszuumaniu’ldus p3p
&4 as y a ¢ d g s ¢ o
a9 1A Tag W3C ivenuuudumesiin Tnody ladvzdosszydegalszasnmsihdoya
9/ [ ’ 4 y =Y s @ ] g 9
Al 1 udnbazveanmfimsesnaufinnesithlfiuden s XML uazluduvesdls
3 9 o 1 s " s 9y
szvudududmuasnuiiudiudvesaumalugduesniv XML iwusu Tavenls

Tdsunsuilszgnddus ieludumulumsn/Svuifsuu Tevovesdlfuazszuulumsiay

Qs

= ] =] o 3 v & a ar o w !
dadulanamadnldnudu lsdiulédnse lu Fazesurodnvaznsviauluiaden 2.4

Tums1ei 2.1 wamsmsnlSvuioudefuazdoidove it manuquanuiludiud

1 =

Ay ¥ )
Aldnanadiedu

ci = Y o 9 = ey 1 ar
131N 2.1 ﬂ'ﬁL’lﬁﬁl‘umﬂ’uﬁJE!ﬂllazﬂlﬂlﬁﬂ‘llﬂ&'.]ﬁﬂﬁﬂ'lﬂﬂqﬂﬂ’J'IiJL'ﬂU’CT'JN9‘]’)

= Y A 3 A ar A Y
AN 10f SIGH nanmsnauayu
= * o ) c:dd'd. .
Anonymization/ - MTNIHUR = rﬂumﬂum‘ﬁm - Anonymity
. . i s [y v ¥
Pseudonymization mmrflumum"lﬂ" ANULUTDU - Notice
ponNszansmm | - aduayuns - Consent
- AlFansonay | Momvesluszdy | - Access
v 2 '
AuMIlameuoya | 150Ul
damynnald
Privacy tagging - mugumsldon | - demluszdy - Notice
a = o 4
OAAITVINNTENY uolwdmtuiaiwes | - Consent
Meta data Tuienans - Access
1 P4
Privacy policy - hwfegsadiy | - msdhemiuegiy | - Notice
L. ) A o g ¥
description TNNLINTDUVD mmwauumm;ﬂ‘u - Consent
A L) Y a
malulagnBoguds | AuTs - Access




15

2.4 msmuguanuudiuarnanmalulad P3P

P3P (Platform for Privacy Preferences) Wa1 1Ay World Wide Web Consortium
w30) [10] Tagl#3vsouifuanasgm P3P fuii 1.0 P3p iihu3smanilsiivaelddldannse
awgums 1 deyadaudauudy lad é’f’mmsuﬁmuiﬂmﬂmmuﬂuﬂlugﬂamu‘ﬁﬂanﬁamﬂg
hladaenmudndidunen uazduiiu s laneafivh 183 vus1amesaansagiuu Toune

v or g 4 o Y | AYq Yo 9 a W
ﬂ')'llll‘]c_‘]uﬁﬁuﬂﬁ‘"ﬂﬂl'J'lJul“lfﬂﬂ531’|'|ﬂ'1'5ﬂ1lﬂ'|7]ﬂ1‘11ﬂ']14uﬂ‘lﬂ@ﬂ']\ﬂﬂﬂi‘l«lﬂﬂ [11]

2.4.1 P3P Policies
9/ o I={ T LY o o ' c;v
P3P ldmun XML TunisosuieuTevneanudludiudiveado led ulvurumand
wobiehlasfudoyaes lsuazioyalszasdla uanadezdi 2.7 ulouw P3P azuans

3/
Lﬂﬂﬁ'lﬁﬂ‘ll'ﬁ]& STATEMENT element 1a81/52n0U&28 Subelements 1471 [13]

a e d v 3 =
e CONSEQUENCE asuwyalszaadlumanudeya lugluvudondiun
amsagnudla1q

=

e PURPOSES ofuivyallszasdlunmisiiudoya amwnsadimualdvaie

Q

Y A

991szaaflu STATEMENT #11if1904 RECIPENT, RETENTION Az DATA-GROUPS
milounu ansadmuald 12 vida 1dun current, pseudo-analysis, individual-decision,
k4
contact Li‘lumu
=) = Yo 9/ ) Y =Y 9 U

e RECIPIENTS 851160945 ud8ya awnsanimuald 6 stia 1AunA ours, same,

unrelated 1@
a 4 o g v Yy o

e RETENTION ®fuieszezrnainiinisnudeyald 1Aun  stated-purpose,
business-practice, indefinitely Whadu

e DATA GROUPS afuiwwilavesdeyafinumuyatszasa Tavgiunudeya
wiaily 17 category 1un Unique Identifiers, Physical Contact Information, Online Contact

Information ﬁju 9531’ U

@ ] 9/ @ =1
deteuToue [14] seaduiludvesdmunemisde deamsdeyadlfifouindes

'
o LI~ |

3y J 4 ~ ¥ Y tY a o
ieimsdenisldauysal Tasdosnts ¥o fieg iNodamisdouazinvinainsaamia uas

R-

9 k) wa :? @ A 1 o @ A 9 Y = '4
apeams l¥lsziamsdoniisde Tumsdauugihmiiade ldungndriunidma

11317 2.6 STATEMENT usn ilunlouisfivenideanisie fieg uazdoyams

L'
L)

g A ] a‘ @ A ] = d [={ ¥ d:l 9 o & =1 )
FDOU) 1FU FOUUIAD aVUATIATAANITA [WUAY e I nsins 1uuynsun1sseuie 14
o o o 4 ¥ [ o Y] ¥
@159 Ay STATEMENT dau1 i91wesudoanslddeyanisdeiodanuziimladoniiu
= o i & T 5 o, o o 3 9/ 9 = 1 o
N1901uA 1AY required attribute ST opt-in uanuiuiluiides1dd1douonnouiims

=3
inuvoYa



16

<STATEMENT>
<PURPOSE> <current/> </PURPOSE>
<RECIPIENT> <ours/><same/> </RECIPIENT>
<RETENTION> <stated-purpose/> </RETENTION>
<DATA-GROUP>
<DATA ref = “#user.name”/>
<DATA ref = “#user.home-info.postal”/>
<DATA ref = “#dynamic.miscdata”>
<CATEGORIES> <purchase></CATEGORIES>
</DATA>
</DATA-GROUP>
</STATEMENT>

<STATEMENT>
<PURPOSE>
<individual-decision required = “opt-in"/>
<contact required = “opt-in"/>
</PURPOSE>
<RECIPIENT><ours/></RECIPIENT>
<RETENTION><business-practices/> </RETENTION>
<DATA-GROUP>
<DATA ref = “#user.home-info.online.email”/>
<DATA ref = “#dynamic.miscdata”>
</DATA>
<CATEGORIES> <purchase/> </CATEGORIES>
</DATA-GROUP>
</STATEMENT>
</POLICY>

31 2.6 A20613 P3P Policy
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3 o ' o 4 1 w 3
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<appel : RULESET>
<appel : RULE behavior = “block”>
<POLICY>
<STATEMENT>
<PURPOSE appel : connective = “or”>
<admin/> <develop/> <tailoring/>
<pseudo-analysis/> <pseudo-decision/>
<individual-analysis/>
<individual-decision required = “always"/>
<contact required = “always"/>
<historical/> <telemarketing/>
<other-purpose/> <extension/>
</PURPOSE>
</STATEMENT >
</POLICY>
</appel : RULE>

<appel : RULE behavior = “block”>
<POLICY>
<STATEMENT>
<RECIPIENT appel : connective = “or">
<delivery/> <other-recipient/>
<unrelated/> <public/><extension/>
</RECIPIENT>
</STATEMENT>
</POLICY>
</appel : RULE>

<appel : RULE behavior = “request”>
<appel : OTHERWISE>
<fappel : RULE>
</appel : RULESET>
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Tudaumsdesdoyavesszuy DRM Plunianuan v. Taouaasdedramssmuau oy

73319 3.6

U

<?7xml version="1.0"?>
<policy Material_Name="The Lord Of The Ring" Material_Type="book">
<mandatory>
<statement>
<purpose> <current/> <admin/> </purpose>
<recipient> <ours/> <delivery/> </recipient>
<retention defined-by="special-purpose" description="developement"/>
<data-group>
<data type="#user.name"/>
<data type="#user.email.address"/>
</data-group>
</statement>
</mandatory>
<optional>
<statement>
<purpose> <historical> </purpose>
<recipient> <our/> </recipient>
<retention defined-by="material" description="marketing"/>
<data-group>
<data type="#uclick.stream'/>
</data-group>
</statement>
</optional>
</policy>

Y a ] o =1 1 v o w ar a an
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<rule>

<IfRule>
<IfNotGiven>
<purpose><current/> </purpose>
</IfNotGiven>
<Then>
<purpose> <admin/> </purpose>
</Then>
</lIfRule>
<IfRule>
<IfNotGiven>
<data-group> <data type="#user.name"/> </data-group>
</IfNotGive>
<Then>
<data-group> <data type="#user.email.address"/> </data-group>
</Then>
</IfRule>
<IfRule>
<IfNotGiven>
<data-group> <data type="#user.email.address"/> </data-group>
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</IfNotGiven>
<Then>
<data-group> <data type="#user.postal"/> </data-group>
</Then>
</IfRule>
<IfRule>
<IfNotGiven>
<retention defined-by="special-purpose"/>
</IfNotGiven>
<Then>
<retention defined-by="material"/>
</Then>
</IfRule>
</rule>
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<?xml version="1.0"?>
<preference>
<free>
<statement>
<purpose> <current/> </purpose>
<recipient> <ours/> </recipient>
<retention defined-by="license"/>
<data-group>
<data type="#user.name"/>
<data type="#user.gender"/>
</data-group>
</statement>
</free>
<limited>
<statement>
<purpose> <admin/> <develop/> </purpose>
<recipient> <delivery/> <other-recipient/> </recipient>
<retention defined-by="material"/>
<data-group>
<data type="#user.clickstream"/>
<data type="#user.telephone"/>
</data-group>
</statement>
</limited>
<not-given>
<statement>
<purpose> <analysis-decision/> </purpose>
<recipient> <public/> <unrelated/> </recipient>
<retention defined-by="indefinite"/>
<data-group>
<data type="#user.email.address"/>
<data type="#user.home.address"/>
<data type="#user.creditcard"/>
</data-group>
</statement>
</not-given>
</preference>

c; @ [] o o 1 Y] Jq 3/
g'l]‘l"l 3.8 ﬂ')ﬁ]tﬂ&ﬂ'ﬁﬂ’]ﬂuﬂﬂ??ﬂlﬂl«!ﬁ?ﬂﬂ?ﬂﬂﬂf&ﬂ‘]ﬁ

3.6 Danv3INUMsIINABIRIA NN U U (Privacy Negotiation Algorithm)

£

' v o o 3/ Y

nnmseenuuunlosanuiiudmddmsvd1duazszuy DR ludhaduiy

DRM privacy agent 9£7101501UU 190109995200 DRM uaziimsiSouisunisiimue
o 1 s 96 YV ar é o [ 1 Y = R

anutludiudvelgiuu Tourwvesszuy DRM Fmsiinudinanldsanesiulunmsg
= = " ~ q’: o [ 9y o & =

nf5ouiey Tas DRM privacy agent fivumoumsiauuiades @iy 2 duaou Ao Rule

“ . 4 v o v a g =) a a A £

Evaluation 112 Negotiation Process %atfiagnszuiumsiiminm laedraiidszantnim iiveld

Y { { o @ o g

langmanzauga (Best matching rule) #m¥umaiauvesdlfiazszuy DRM DRM

. 2w ! o oYy Yo : v

privacy agent @113 1 UAWNUMTRINABTOINIMNNUIZH I IFAUTZUD DRM 1o 1

i g i 3 1 4 A =4 1 w "
lédoanasiutlunnelavoaria 2 thouaziormuanududmd lfunglFauluszuy DR



28

1 @ o n:{ o 1 YA ¥ l | d‘q Y
mimsmmsami'flumzmummﬂﬁu“lﬂvmssm'szmwwumusm 2 thy iold

Sk A S i A v A Pl B o A
v33q3alszasniunwe lavesnsaasrhe TaoluszuumTouiedumoesialiuaAUNUNT©

Y o

o = ' : 1 4 q oy vy
Agents sz mthntudunulunismsszning 2 densonaregdhe iveld lddeaginie
3 ~ ﬂ ] @ 1 1 aw A a r_‘%’ Y . ﬁ
Joanasitunvenivvosaazrhe auiteuas Insamsiinedu1dun AuctionBot [23] 1y
ad a 9 a ¢ o a Y o = 9/ v
ATnsUseyasiaduainiedwmesiia TagRduigazimaayesiaiaunnaz 14
. ) 9 = ar o =Y 9 ~ a
AuctionBot N lumssamsuaziimuanisdszyaduaininlyls lnneauaznisiimes
1 i o aw A < 5 { y
Tdungnimsszya TuauiTudun Kasbah [24] 11U52 11 Web-based multi-agent Tauiif 1%
k4 [} b4
vihnsasedununisdenaznoioriolunisianedeviodunl n1519591A0309V09
& ‘EL‘] an & @ A o v o o 1 A L Y &
Kasbah 11ilu3siug i iudondaninddounzfuiedugnisdovio ldnda dumunsdesy
b4
e IM IALAAUNUNTYIY tagdumuMsvenoudusIdaaue(@nay luanamaniu
¥ [ 1
Tagluau3seil ldoonuuy DRM privacy agent NUANAI99INITNITAINAIUTD9910NT1T
9. 3} ' a Y Ao é? A @ ' o v
theduilumsnsndessslunmduinmmsdeniovodu udlumsimansndosesly
o ' - 3/ o w 9/ ' oy 0 4
Aanuiluaudall lanseidulsznndoyadiuyanalumsvenislddeya Tunsdiaieg 4
=] 3 ' § an £ as W o
iumsnsgisznIneszuy DRM uagdldnuiiomainea #1luisnsnsndosesnziiam

o TudAszniedlduazszuy DRM Tasaznanitaluidedalal

3.6.1 n3¥UIUNIT Rule Evaluation
{hunszuaumsnSvuioumssmuannuiiudmdvesdldsuu Touisvoasz oy
prM TavlddanosiuanmiudiudlumsuSvuioy lunsdfifannudaudasznisg
User’s Privacy Preferences 1ifng DRM policy N3 8ﬂ3ﬂﬂ1i€%$l%&éﬂuqﬂl Conditional Statements
fifmualu DRM policy 1uﬂ15uf"ﬁ’]iw1ﬂamil'ﬂu€1’mi¥mﬁuﬁaumﬁ'1’s;fn'izmumiﬁ'ﬂ"lﬂ Tay

o 1 a/ A
Teimualinnuiludiudavesfliiu Rules uag ulvusvosszuy DRM iy Fact 414

4
@ A

AMTeNATl

o

@

= o LY L & vq 9 Yo @
dewi 1 fmualiaavesdoyanauavesdldumudodaydnuel U

U= il dysnyd 3 Taon nel (.1)
Ao 2 fmualdmssmuaanuiludiudivosd 197 Rules imudas R

B = s G sons T Tﬂﬂ‘ﬁ kel (3.2)



29

Y

Tao@ 1, unuAILRIIAY

L

r=(B;C);1<igk (3.3)
Tavi D, c U
G (O . 5 O (0

i = (Xj,vj),lsjsl

J

o [ I w Yq 3/
fnuald D, inudeyavesnssmuannuiiudiudrved1¥ (Data-group)

o o 1 Y yvq ¥
C,, 1MUY Constraint Y9IMimuuannuiududvesd 141)sznou
A purpose, recipient, retention
X, UWNUAIY Constraint AN |

vV, unuduenuoeau1Fnlu Constraint A j

= — o v
ueIun 3 ﬂ'l‘l’TUﬂclﬁ,UTEl‘lJ'IUﬁ.lﬂﬁigﬂﬂ DRM ﬁ?_] Facts UNUAIWWF

IEE v 2 M Tﬂﬂﬁ m e | (3.4)

Tauh £ unudlogdiey
fy = 0,Cy) ,1<o0s<m (3.5)

Taufi D, U

Cfn - {gli gzs---, gq} 5 qE I

Amuald D, unudeyavesuTnnennuiudiudivessyun DRM (Data-group)
C,, UNU Constraint Y99 10UIUY0952UY DRM 1sznoudiy
purpose, recipient, retention
X UNUAIY Constraint G?’J‘ﬁj

Z, WNUAIBAAVBITUITN 11 Constraint A7 |



30

1iio DRM privacy agent MsifIouiiouseninmssimuannuidludiudives
9q ¥ s Y A [ A'l 5 .
A1 (Rules) AU To110909521 DRM (Facts) 17 11/9 Rules #5901 Facts Tuidou 1y Limited
4 = o Y a 4
uaz Free 1 ¥af 19 ldouvenlumsidhlddeyadmiuszuu DRM Taonmstusenluitonly

¥ ¥ ¥
Tuedosru@only 2 3ou'ly Ao rule of constraint 1A rule of data

© oo o [ i
A5£12UNT Rule Evaluation 31mM3f1vuaianau lumsniau aeil

true, if p satisfies ¢

Bep) = (3.6)

false, otherwise

~ = E =1

o o o o 1 4 o v
Handu B ep) Wuilandunldansmsoma wemmsSoueusening Facts
Y o Y
11 Rules lausmualv pe C, uaz ceC,

Amuald Facts £ voufulu Rulesr, 81 :
A) V(ceC)and V(pe Cfa) with S (c,p) = true 3.7
B1) Data-group for Free or Limited

D,cD, <> V(deD,)and V(deD,) (3.8.1)

B2) Data-group for NotGiven
D,nD, = ¢ (3.8.2)

i [ =Y o
TunszuauMs Rule Evaluation Facts MH1udanasnulumsuSosuiisuanuily
! v w Y o al o A . o aa Y
AIUAINY Rules 4d2 lunsHN Facts m35900190U 1Y NotGiven 11 Rules dana3nuvz e
JWou'ly Ifthen lumsudilgyninsditou luasedu uadminsain luansoudiymany

' vy 9 1 o ) ' 4 {
Lﬂuﬁ’mﬂﬂﬂuﬁ? 5$1J1)§]$N1uvlﬂtlﬂﬂ'i$‘1_l’mm‘imimﬂﬂ‘imﬁﬂulﬂlﬁﬂﬁuﬁ1 Rule ﬁ!ﬁu‘]gﬁu

v ]
=4 =)

1313J Vv 9 v dly an Y
nganszuuszeyma Vg lmu laionaineala

3.6.2 NIEVIUNMT Negotiation Process

MAINHIUATZUIUMT Rule Evaluation 14 n3@IA Facts 1iasafuiion'ly Free
1350 Limited 50 a59703ou10 NotGiven 11 Rule 924091052 UIMMT195017 D09
(Negotiation Process) 1o 1%18 Rule fininzaudmiusyuy DRM fign ielfszuy DRM
aunsaoyaaldldmunsadhl fifomasneald Tavlunmsmn Best Matching Rule 111
DRM privacy agent st lumssiuaa Tasenimiin (weight) voadeu'lusag Ao

. @ : Ao I~ o i
purpose, recipient, retention A%  data N uA T 1F5zvUNIB1dumssMuAIA



31

]
=

a & L. o A q Yy y
W53 1Yz UD Noglulouly  Freeuay Limited uazmibuimiwasuneld ldngn
(MUIEANNYA (Best Matching Rule) 5313194 14 t1agszuy DRM  lunisiinszuiumansn

] 1 [ Yo B’QII . o dy
ﬂﬂiﬂﬁﬂ??ﬂlﬂﬂﬁiuﬂ'ﬁ Iﬂﬂqﬂﬂ1ﬁuﬂﬁﬂﬂ‘ﬂuiuﬂ1iﬁ1 Best Matching Rule AU

o £y J o o v A a o =l =] 1 P
Avualiilaniu o Wuaiidaanmssmas Taonl5ouiousening constraint
ar Ao =Y [ (=1 1A oa o =3 ~
Y94 Facts N1 Rules N@nFnassiuuag o iumiiinannmsiimin lassouioy
' ar i = ar o s = o Y
5213 data-group ¥4 Facts f1U Rules Aan¥aasany Tasimuadlsamilomluive

v
3.6.1 LAZUAAIAUNITAIL

0, if(Z,"V)=¢

o lhf) = (3.9
n,n>0, if(ZNV)=¢
0, if(D, " D)=¢
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<free>
<statement>
<purpose> <analysis-decision/> </purpose>
<recipient> <ours/> <same/> </recipient>
<retention> <material/> </retention>
<data-group>
<data type="#age"/>
<data type="#sex"/>
<data type="#region"/>
</data-group>
</statement>
<statement>
<purpose> <develop/> <admin/> </purpose>
<recipient> <ours/> </recipient>
<retention> <material/> </retention>
<data-group>
<data type="#IP"/>
<data type="#Country"/>
</data-group>
</statement>
<statement>
<purpose> <contact/> <tailoring/> </purpose>
<recipient> <ours/> </recipient>
<retention> <license/> </retention>
<data-group>
<data type="#name"/>
<data type="#email.address"/>
<data type="#address"/>
<data type="#homephone"/>
</data-group>
</statement>
</free>
<limited>
<statement>
<purpose> <current/> </purpose>
<recipient> <ours/> </recipient>
<retention> <license/> </retention>
<data-group>
<data type="#name"/>
<data type="#creditcard"/>
</data-group>
</statement>
</limited>

d' as ] [ . : . %
31J=n 3.14 AU NNTNINUA User’s Privacy Preference Tui§ou'ly Free 11ag Limited
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<mandatory>
<statement> .
<purpose> <contact/> <analysis-decision/> </purpose>
<recipient> <ours/> <same/> </recipient>
<retention> <material/> </retention>
<data-group>
<data type="#name"/>
<data type="#email"/>
<data type="#age"/>
<data type="#gender"/>
<data type="#address"/>
</data-group>
</statement>
</mandatory>
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material N
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retention

data =
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0 (rz,f) =((0xD)+(1x1) + (1x1))+(0x1) =2
0 (1) = ((1x1) + (1x1) + (0x1)) + (3x1) =5
0 (r,) = ((0x1) + (1x1) + (0x1)) + (1x1) =2
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50 3 2 33.33%
100 9 9 0%
150 9 7 22.22%
200 13 9 30.77%
250 22 17 22.73%
300 k] 12 20.00%
350 32 24 25.00%
400 29 20 31.03%
450 40 32 20.00%
500 44 38 13.64%
550 54 45 16.67%
600 50 44 12.00%
650 54 41 24.07%
700 76 64 15.79%
750 60 52 13.33%
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850 89 69 22.47%
900 76 61 19.74%
950 71 58 18.31%
1000 80 66 17.50%
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50 2 33.33 0 100.00 0 100.00 0 100.00 0 100.00
100 8 11.11 2 77.78 2 77.78 2 77.78 i} 88.89
150 6 33.33 3 66.67 3 66.67 1 88.89 1 88.89
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900 45 40.79 30 60.53 28 63.16 19 75.00 13 82.89
950 49 30.99 34 5211 28 60.56 19 73.24 8 88.73
1000 55 31.25 32 60.00 29 63.75 25 68.75 13 83.75
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ma1an 5.8 msulSouioudnaumsdaudasenang Fact (Policy) 1A Rule (User’s Privacy

Preferences) 11 Fact 91 2

saung | snaumsiaudaiie iy snaumsvaudfaile | an Negotiation
(ng) Conditional Statements 1% Conditional Process 19
(!fiiﬁ)u']ﬂl) Statements (%)
(301il)

50 s 3 40.00
100 13 6 53.85
150 14 8 42.86
200 16 8 50.00
250 23 11 52.17
300 36 23 36.11
350 31 20 35.48
400 42 22 47.62
450 50 24 52.00
500 44 14 68.18
550 52 23 98571
600 52 23 5577
650 54 26 51.85
700 62 39 37.10
750 72 40 44.44
800 71 37 47.89
850 22 43 47.56
900 96 49 48.96
950 79 38 51.90
1000 108 58 46.30
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51N 5.9 MsSouiouiiuIumsvandasening Fact (Policy) 4ag Rule (User’s Privacy

Preferences) b Fact 1 2-1 14 Fact 11 2-5

Fact 2-1 Fact 2-2 Fact 2-3 Fact 2-4 Fact 2-5
&k sim':un.n SIUMs MU UM FmIUNs

Fanguilo an Fauguilo on Faudaite an auduiio an Fnudaiito an
N4 W Negotiation W Negotiation W Negotiation W Negotiation W Negotiation
(ng)) | Conditional | Process''d | Conditional | Process'§ | Conditional | Process!d | Conditional | Process'l§ | Conditional | Process'ld

Shlllemmts (%) Slxllements (%) Sln‘tements (%) Slallements (%) Sultemems (%)

dorily @0l @il (orly) (dorlv)
50 1 80.00 1 80.00 0 100.00 0 100.00 0 100.00
100 4 69.23 4 69.23 0 100.00 0 100.00 0 100.00
150 S 64.29 5 64.29 3 78.57 2 85.71 0 100.00
200 T 56.25 6 62.50 5 68.75 4 75.00 1 93.75
250 7 69.57 7 69.57 5 78.26 3 86.96 2 91.30
300 12 66.67 6 83.33 4 88.89 2 94.44 0 100.00
350 16 48.39 11 64.52 6 80.65 S 83.87 1 96.77
400 11 73.81 9 78.57 3 92.86 3 92.86 3 92.86
450 11 78.00 11 78.00 i 86.00 7 86.00 2 96.00
500 10 77.27 7 84.09 4 90.91 4 90.91 3 93.18
550 15 71.15 10 80.77 5 90.38 3 94.23 1 98.08
600 15 7115 14 73.08 11 78.85 6 88.46 3 94.23
650 14 74.07 10 81.48 7 87.04 5 90.74 2 96.30
700 22 64.51 18 70.97 8 §7.10 5 91.94 2 96.77
750 23 68.06 20 72.22 12 83.33 9 87.50 3 95.83
800 19 73.24 16 77.46 9 87.32 7 90.14 2 97.18
850 24 70.73 23 71.95 13 84.15 8 90.24 3 93.90
900 26 72.92 21 78.13 13 86.46 12 87.50 7 92.70
950 20 74.68 18 77.22 12 84.81 11 86.08 6 92.40
1000 33 69.44 28 74.07 19 82.41 17 84.26 9 91.67




A number of conflict rules

% Decrement of Negotiation Process

-e--Jon%
—..|eo%

-{70%
----{B0%
-{s0%
| a0%
—{30%

-1 20%

100 200 300 400 500 600 700 800 900 1000
A number of rules

- 1419 Conditional Statements EI |4 Conditional Statements —@— %nNN7am Negotiation Process

a0t

0 100 200 300 400 500 600 700 800 900 1000
A number of rules

—+— Fact1 -A-Fact1-1 —e— Fact1-2 —O— Fact1-3 -% Fact1-4 -[O- Fact1-5

A - a s 3 o o Y =
gﬂ*n 5.4 WSsuimeuediruanisan Negotiation process UDIVDYDNITNANDIYAN 2



64

d
5.4 ANTHHANINAADI
PNt NH LN UMY IN1TNAR0INS TR ANT ATNUDITZUY DRM TN
[~ 1 o 9 9 o o 1 ar ' 5
anuiludiudnd 1) luszuy minaaoaldfmua Policies (Facts) 1azguA10619 User's
Privacy Preferences (Rules) Hagiimsindsz@ntnmmsmanuuesdanas nunsnsnnesos
] Y] i 1 ar =y { 1 9 1 s
anuiludiudiildnandaliluide 3.6 mwauydgwin S Touneanuiludiuds
w a aa .. 9 1 o ¥
YDITZVVNMTIANTANTAIADAL Conditional Statements TumsuAilyminrududududa
o o I~ A a oA ]
1w 1 aAns LU Negotiation Process azitun1siinysz@nsa1musinisisnnesed
| a ' o AnyY 1 = v ¥ @ O ° a o
anuidludufunszuu DRM a1e” 1 ldnantsluiade 5.1 tu liiadefiaginsimsizi
" ¥
P o ] =y o o w 9 0
waminaaoan lauaasna i luadedredu Taoiuiamsimsiziiiluiadeds 11
3y AW Yo - A o A
1. 1ingadoyanisnaasah lakinmsnaness 2 ga Wernisnaassmuitoulv (n)
Turiide 5.2.1 uamanwamsnaaoalumsnan 5.5 tazmsan 5.8 musailsoumeon Tay
" e - A Yy d = = = °
gaaslugiyeansmluna degli 5.1 uaz 53 FwaadldmudsmsnfSouiouimouns
g Y w = o 3 1 = Pow 1
VALYINUVDY User’s Privacy Preferences (Rules) 31UIUAA 50 D9 1000 VDINITFUAIDYN
1A Policies (Facts) 11 Fact 91 1 1@ Fact N1 2 3¥M3190TMN Fact U013 191301 19 Conditional
& aa W owg v A s = ¢
Statements NUNTMUN Fact 1‘1J1ﬂ1‘]ﬂ¢l?)‘h!1°ll Conditional Statements 1u TIHITDAUATIEHHANIT
w Y ' ady 1q ¥ - A '
nanvannns Mz daunaladn nsmumeununsdin 1l Conditional Statements WuiiA1gani
A5 UNINN1Y  Conditional Statements WHUNWIEAMNYNTIUIUAMUTAUTITEHI
uToUI10UDITEUY ﬁ'umsﬁmuﬂmmzfluﬁ'auﬁwmg’{"lﬁi’ HanNuTaLdIINnINNTainIg
fvuau TvveTasldims 1¥nssmuaou 1y Conditional Statements ¥50n15 14 If-then Tu
] ¥
v o v . " Y o o
mﬁLm‘ﬂfgmﬂ'nmmté’faszmw Policy u@¥ User’s Privacy Preferences WULDY CRIIER
v ¥ Y
awsoagl1dn mslduTovronnuiludiudanl4ifou’ly  Conditional Statements 11y
9/ o’ s ' x & = T
ansaunilyninudaudanuszning Policy 1Az User’s Privacy Preferences JAan3181
ulooveaszuy 13301519 Conditional Statements
1 ] "
~ 3 v ¢ o 4 "
wonnnilugli 5.1 uag 314 5.3 TAuaasnsiduumuslesidudmsannsnou

LT R 1 s d  oda ydy o = =
WIPNISVIUNTT Negotiation Process Tﬂﬂﬂ'llllﬂ‘ﬂ“]fuﬂﬂvlﬂu 1M InINMslioumeonain

]
© A

- v 9 | T s g @ o 4 { o
Sudou lundaudalunsainlai14 Conditional Statements AU 1WIUToU luRTaudslunsal

v
=1

1% Conditional Statements @Y E U5 (5.1) Aatl

Dy = Cf-Cf, (5.1)

Cf

n



65

o Vv
Smualdd

1 ‘g J ' 1 .
%D ﬁamnﬂmmuﬁmiaﬂmﬂam%qﬂszmums Negotiation Process

N

° 4 { o o 3 o ' s .
Cfn ﬁ’l’]%TU?UlgﬂullﬂJﬁlﬂﬂﬂ')TﬂﬁJﬂllﬂflﬂ‘u531’1?1\3 Policies 0¥ User’s

19 9 o
Privacy Preferences Tunsain13i19 Conditional Statements

Cf Aoduauizon laiifannudaudan Uiz Policies uag User’s

Privacy Preferences luns8in1d Conditional Statements

d o o 1 ] 1 "

MInauMs (5.1) ansanumlosiduamsananourIudIgnIZ1IUNT Negotiation
4 . dagd » v
Process ¥41UATEVIUNS Rule Evaluation N14¥ou 1y Conditional Statements 11.llm'ﬂﬂluﬁ‘l
e o ] Y] vq 9 ar 9 ar 3 o 9

nadihu Touvesssuuazmssmuannuilududvesdlivaudaiuiiu vilfannsoan
ASYUIUMST Negotiation Process lasanunsamuntsednininldmmaums (5.1) ms

° Y] & EAE ) Y a ~ a '
dnawedeyansluglmsiuaznsniune v lunsinsanlSoumouanuimnaia
yoau Toureveeszuun lild@eu'ly Conditional Statements tazi3ou'lun 1114 Conditional
& P a4 & A4 . a4y 1qw
Statements HI9E W15 VI Rules MANUVUILBHIUNTZUINUNTT Rule Evaluation nsmﬂuh
.. da o Y a @ 9 o 1 @
Conditional Statements Ag991 17 IAaANUTaudva U TovouaznsMruaadludIud?
vgw A A o quy 1w . & &k P
oI 1Hwuan i 1ddeakud1gnszuIumMms Negotiation Process INUAN FITUHUIOHIT
szvuuuiivedewdaymazifon Rules imnzavuiganousenligldmusadhls

¥ 2 v , ;
iflon1 (contents) luszuUMIIAMTANTAINDA AatTun1sNszuLIFdeuly  Conditional
Vv
Statements 14U Tovwveaszvuudnivszimldlszdnsninveanisnsvinessenuily
k' '
AIUAIVDITLUL DRM AYUIULD9
Y 3 d‘ o A‘l @ 9

2. INYATOYANIINAADING 2 ga 1ijpsiinanaassaiu@ou lu (v) luriade 5.2.1

4 & . & . a A v &
iiohnsiivuiuIuleu 1y Conditional Statements Tifiaztoululugadoyansnansaris 1

{ i o ) @
UL 2 HANITNAADILEAI IUAITIIN 5.6 LAZATI N 5.9 9INAIT VT U IUIUAINTALE
v
Y93 User’s Privacy Preferences (Rules) 1WA 50 D9 1000 ‘1J'E)<1ﬂ‘l‘§ff‘1Jﬁ’JEJEi'l<‘l nay
Policies (Facts) 14 Fact 11 1-1, 1-2, 1-3, 1-4, 1-5 lugadoyayaf 1 uag Fact N 2-1, 2-2, 2-3, 2-
v [l v ¥
4,2-5 Tuggai 2 UranaatlsAuau$ 149U Conditional Statements NMINITINIAU LagHANS
(] T d o G 1 T
nanoaluduvesmsmanosisuan1sanaInoud1gnszuIUNMS Negotiation Process 1u
] [ ¥ 1 "

M 5.6 uaz M13190 5.9 WY ansouananaluglvesnsidudag i 5.2 uazgii 5.4

o w o a d o ' o o ! v
AuaIny Lhﬁ8ﬂ1ﬂ15’JLﬂ51$T’iHﬂﬂ1'§ﬂﬂﬁi’NTﬂﬂ‘ﬂ'lﬂ'l5‘14’]ﬂ’llﬂﬂé{!ﬁh’uﬂLﬂﬁUﬂTiﬁﬂﬂﬁﬂ@u!,"li:hﬁ

Y

NITVIUNIT Negotiation Process e lum15199 510



66

4 ¢ 3 o 4 ' ' T
M15191 5.10 L‘ﬂﬂiL"h’uﬂmﬁﬂﬂ‘l5aﬂﬁ\1ﬂ@uﬁ1Qﬂi$U’Juﬂﬁ Negotiation Process

yadeyn 4 4
Fact N % mny
NIINANDI

1 1 19.70%

I-1 33.11%

1-2 61.36%

1-3 65.46%

1-4 74.25%

1-5 86.48%

2 2 48.29%

2-1 69.67%

2-2 74.57%

2-3 85.84%

2-4 89.34%

2:-5 95.65%

A ) ¢ d o A ' ¥ 1
NI NN 5.10 11‘1ﬂ'lil'“r”i'lﬂ'llﬂﬂ‘il‘h'uﬁm'ﬂU'UENﬂ'ISﬁﬂﬂ\‘iﬂﬂﬂﬁﬂ@ﬂ‘i%ﬁﬁ?ﬂﬂ?‘i

Negotiation Process HHa1W15a11A1 1A0Ina0M5 (5.2)

] n
Aunde %D, = X %Dy (5.2)

i=1
n

© 9
Avuala

' dd o N 3L v g
%Dy ﬁam;ﬂaimuﬂmsaﬂmﬂaumqﬂﬁzmumﬁ Negotiation Process

£ ]
n AeduIunsIvesngn ¥ lumsnaaselinuniny 20

14
~ a v w d i o
MNAUMS (5.2) Henusaofuieanuduiussenien1simua Facts lugadoya

u

3 [ o d sfd & A Ae Y o oA A a t:i
ANITNADDING 2 e ﬂ‘UNaﬂWﬁﬂ11ﬂ®5l°ﬂuﬂ%ﬂﬂﬂﬂﬂ’]u’lm1ﬂ UUADINDWIITUIVINATTINN 5.10

w d T

AWNIOUTAINNUTURUTIETNII99IUIY Conditional Statements Tugadoyah 1 uaz yadoya

[
= T

S w dd o LT S ¥
‘ljﬂ‘ﬂ 2 ﬂ‘]J!‘lJ’E)‘TJ'L“]fHG‘ILﬂﬁUﬂﬁﬁﬂﬁ\iﬂ@UHﬂ’Qﬂi5‘1]’)1!ﬂ’13 Negotlatlon Process "lﬂ'lugﬂwuwm

nolidn 18dagaln 5.5 uaz 3100 5.6 mudd



67

Tm T T T T ! T T
o0 s s e s e b G e s =
: Fact1-5
» :
2 i
g 80 _-.............J................\............_...l...............J................§. ............................................ =
o ; :
s i ’
RCH | | SEURRR O N L ey e R N v o =2 Cavenmas il e e 4
5 ! :
=S i :
3 ;
= : Fact1-3 ;
IR | S | SO S o ae e —
S H H H CFactis T 1 ;
2 : : :
= : i ;
£ : :
§ L SRR SRR SHUNDE - SO . S e o .
o . .
2 : :
&= H :
1 | L L o
4 ; !
= : i
< H '
s : :
2 1 !
B e gt L R s o
® : :
& H 3
$ 20 : :
B e LTt R RURNIPINN RNE SRS SRR T .
5 Fact 1 ' :
00 i s s G i S i S S R R TR AT RSPON - ]
0 ] ] i i i i ]
1 2 | 5 6 7

A number of Conditional Statements

v o o ' o ar dd i v
ANVTUNUDTILHI190IUIU Conditional Statements ﬂﬂlﬂﬂil“ﬁuﬂlﬂﬁﬂﬂ'ﬁﬁﬂﬁﬂﬂﬂu

e
E
=p.
n
n

¥ . v i
GNILVIUNIT Negotiation Process TugAUyah 1

1m’_ """""" G e R R e hckmi- s — Vil . | (it

I l i : : { Fact 25 |

g}_.,,,,V.,.,......_............._......‘l:..._-..__._.,__.A._______.E ........................................ ht e e nemes :x..........v.:

: 3 i Fact2-4

@ - :

3 80 hh”.””-,........................%............J......_._...J_ .................................................................
a : ;
c : +
5 : :
2 70 : i
& | f
g i 4
= ! [
® i ;

S 60 ofe

@ H H
2 ; :
= H H
£ ; ;
§ %0 i i
5 i :
S : :
2 ; H

A T e e TR CTCR O LT | SRRSO ST ¢ ST | UM SO |
-4 ! i
£ i :
3 H H
2 i :

e S e S S
® I ;
£y i i
e H H
H ; !

1 s E St TP TP P S S
= s i

m_. ..................................................................

0 i i i i i i i i i j

1] 1 2 3 4 5 6 7 8 9 10

A number of Conditional Statements

= @ o ' e . o s o A '
g'lj‘ﬂ 5.6 ANUANNUTIZHI9IIUIU Conditional Statements DU DT IFUARABNITAARINDY

Y - v {
1918 NTLVIUNIT Negotiation Process 1UyATDYAN 2



68

A i 3 @ a  d 1 o o
151N 5.5 uag E'IJ'?] 5.6 HU HaaInIINAMUAUNUTTZHI199IUIU Conditional

QU

i Yo a . : L7
Statement N 1ANIAITNAADINTINUNA 1 Conditional Statement 11(39% JUN15NAADI (V) N1
S A ' L) L. @ v
wosikuamasyosmsanainowdignszuIums Negotiation Process 1AIZAUNATAD
dd o 4 Y - a0 A ; a
wedisudAmansanaenoudIgnsz1IUNT Negotiation Process HANNMIUUU LY THUNTS
e A . & o Foai A& =
Tu Fact 111M31WY Conditional Statements liAiagifou lv FeliaunudwruRernuluya
8 n’: ° Yo Y1 a A 4 . 9/ d!’
Yoyanisnaanang 2 ya i1 liuns 1z laoanuiteuly Conditional Statements THuINAY
iy a o g/ (Y Y w ' a =
witfumaiudse@nsanlumsudaminsdaudadusyniig DRM privacy policy uag
¥ . ‘i’ 9 1] Qs
User’s Privacy Preferences Y9358 UUUIMNVYUAIWIYHNY
L) '
dmsumanagoudizdnininvostanes numuduyaTIHiY 9IRRIMIMageU
9 3 d‘ =1 =1 o 1 Qs dci 9
Tud iy iWunisnaaeuiien)ssumounissivuau Tvvreanuiudiudinianld
Sy b4 o 3/ 1 o
Conditional Statements 1UN5UATyHIANUTALGITLH U THUIYVDITEVUHASMIMHUA
' o Vg ¥ o § W Y ¥ .
anuiludiudveafld funsdiiuTorvvesszuuli1d1419eu v Conditional Statements
' 9 o v . $ o qu
annsana lanmssmuauleveveaszuu Iag 1oy 19 Conditional Statements 1uvi1 19
n/ A a 3’ 1 g/ kY o
5211 DRM awsauddyminnudaudsifatusgnied 1duazu Touovesszuu 14 uazii
4 o = o A 4 4 o 5
Tszuuidszanamlumstrianunuiu ifeosnnaaduaoulunsguiums Negotiation
dduna 8B uiudon y o d g
Process HAZHITINA [ANUUWUINDY 1Y Conditional Statements Gl‘ﬁﬂﬂﬂ‘llu%m HATIWY
‘]J A A 9 J 9 [} a = 9 d'l
szaninmlumsunilymivesszuvuniudiomuny Aasan ldvinnsnaassniudon 1y

& 4 iy Yo < & ' Lo
na 2 Souly Mldimsnanesludlududu Feezaanaglluuni 6 de'ly



UNN 6

agiwamsivanazJoravonus

csy T -~ Ay v o o s o A a :;’ "
11!‘]J1“11H]$ﬂﬁ'l’)ﬂGHﬂﬁﬁq‘ﬂ‘n\lﬂﬂiﬂﬂ'ﬁﬂTJﬂU’}uwuﬁ L!ﬁ%ﬂmﬂﬂ'l‘i’llﬂﬂ“lm‘i&ﬁ??@ﬂﬁ
o a = a u’j ::w u’: ) o ) y.e:l o a = o A dy A
NIIMNUTUHAUTATIU 'i’mvlwamuﬂuuzmmuwﬁuhﬁﬂuﬂumsmmtnuwuﬁrimu W

i uuuamelumswanmiofdnyinely

6.1 agwamsIdy

o umsfuauiudugdmiuszoumsianisansasaen Tavoidy
uurfAalunseenuuuu Tou19ueIseuy (DRM Policy) uazoanuuumisimuannuiy
dmA190941% (User’s privacy preferences) Idiinnummzaunaziangudmsussuunms
Samsaniasnea ORM) Tasluamisuniseondu 3z dau drmusmiumseenuuuaiy
iudaudwosdld Fadldaunsadmuannuiiudiudavesdanes TaviiTassadaveams

o

o 1 ar 1 Qs i i 4 '
ﬂ'l‘l’i'ﬂﬂﬂ')'lﬂ“‘]djHﬁquﬂﬂllﬂﬂﬂ@ﬂlﬁu R AN ﬁf] Free Limited it NotGiven Glfﬁutmazi:: i

ﬁﬂ’amﬁﬁtyj?;ummiﬁﬁu ﬁuaéﬁuéi%ﬂmﬂug’{ﬁmuﬂﬁwﬁummﬁﬁtymm%’ﬂgaaﬂuudaz
douly Feazl¥lensalfivanudila1dhe uazhelumsidon msiigldamsatmun
amdudaudivesdaes ildgldaunsatlossuiliszuuvodoynidld liduson 14 u
dafiaeuiiunisfmuanTonie (policy) ¥9I52UY DRM Tavldinsoenuuuldogiu
sduvuHUIRT g Fauvamseenuuuiiudesdan Ao Mandatory 18z Optional  Tudau
Y94 Mandatory aeifiuduitszuuhmsssydoyaiiszuuiuiluezdesdesvonslddeyaves
414 uagludruvos Optional iiludeyadaudisAufiszuuinsdesvedenaziludoyai
Figysesawt TavmsimuannuiudiudivesdldrzgniszuananlSouivndy
uTov1oveesuY DRM Taur1uma agent tiaz Tudaugahoi 1dnandaluaniio iums
@519 DRM privacy agent HAZNINITOONLUUNTLUIUNIT Negotiation Mechanism Tas DRM
privacy agent vz lumatiu Totsvesszuuazmasmuanuiudaudwodld
wmsuSoudondy Taoludunou Negotiation Mechanism 921iunszuiunisfigrelisz oy
fimmsdosvedoyavosdld aunsoruidonlvesdld Tavl¥nszuauns Rule Evaluation
PR

E s . 4
tomAwnuvesdoya dalasmuasglutonly Mandatory TuuTowivvesszuy DRM

1

=)

= @ [ o o3| [ o [ 1
o l# ladoyanthiu ldnumstmuannuindmdvesdld ualunsanGoulvvedly

a o oy & ] v - q A ]
LL'ﬁ%i%UﬂLﬂﬂﬂ'ﬂﬂJ“Uﬂtlﬂﬁ“ll“l«l'ig‘llllﬂi]%1‘11ﬂ'i$‘ﬂ'114ﬂ’1? Negotaanon Process Lﬁﬂﬂﬂ?ﬂ{]ﬂﬂﬁéﬂ‘]ﬁ

= Y == = /) t:? v S s
nmnzannuszuuanga woszuvz ldngilumsaadululsuuloinvvesnues Tagszuu



70

¥ ] v v
annsofmumimin (weight) iioitluiaeluminsmingimuzauiige 9nnsnanes

v
waznagevilszdninmiui ldannsaagyl 1ddimsdimuanTeuswazmatimuaniny

iWludaudivesdlFluszuy DRM stramuizauszildsz@ninmvesmsionluszuy

P 4
DRM INNUU

6.2 eym

s

Jyminwuluanuiivio

[

o i ‘3‘ o o
nIzUIUNMIMINUATuTauTY 919 IR szoznan lumsyszulananmsiiau
A J 9 o

Y99 DRM privacy agent WL T9@0900ALUY agent 1H3095UATLUIUMS
o A o Y 1 dy
MaOuNFUToUmal

2 . i e ' Y
ANTINIHHA Weight Y952 UV IUNTZUIUMS Negotiation process Tsinas 14

1 1 . 1 ¥ = uJ ol Y e 1 oA

TLULHUDIAT Weight uaazammnnu 1) msizradwih 1ave luduiina s

o o ] @ ) i’t:lo @ =) A‘-‘II o o
matmmuaanutudiudivesdlensnaswnuly devimsdszuranazi

= L 7 é o r ﬂ’:
Tiifaanudaudanuszoy ohldszuy nezd1esgapdoToma aniuadsi

a A 1 w vq Y1 1 ) 3 vq ¥
msisemsuanuiudiudrvesdldinisegluszdu vy Taoisdlduay

= = 3 1

STUVUANUNIND JaNa 2 fho

o ¥ v a w A
mitmualszanvesdoyanislfidunasgu@eaduielunsiszunana

494 DRM privacy agent 3% 1a19110819gnd09

6.3 VorauBIU

S
aan "

o aw = ' LU a [ =
Gl‘Liﬂ']5“101u3ﬂﬂﬂ?1ﬂlﬂuﬁ?uﬁ?ﬁ1ﬂi‘lJ'i?..”lJ“Uﬂ']ﬁ"i]ﬂﬂ'l’iﬂﬂﬁﬂi]ﬂﬂﬂﬁ ‘11J°Iuﬂmﬂm

v
9 =1

e s 3/ =y (=1 1 A o ] o oo "
Ay ldieruoannuAamuaie el Torudemsiaisoa e T luewna

1.

2 2 4
AITIMIANANUAINITOUDI DRM privacy agent IAUIANAIINAINITOFI01998
v ¥ a d @ a
Idanuineduiyadssavg wiemsldgudeyaulsznoumsdadule
Tl

~ a o g as : 9
msimaiuanulasasiud 11U1ud7 DRM privacy agent taz 1 agent dm1sa
o P 12 A o
Mo dlae li@edatuszuunazgUuunvesnisn
o : da _a o 4 S
A2 DRM privacy agent NARIslANuammamsainauetou luinssyuy

14

vq 3/ o o w ° ' o

wazdldvonsy Tavannsodueniamsimuaanuilududivesdlduaz
F=1 dlz:!dl Y

ulvsvesszuuissurana wasmmuieniiangaliiuszuy DRM uay

g



71

o

MY Privacy Rule a9 liveudogniuidld1dviidusyuy fenis
=} = ] 9q 9 o 18w
wSeuiousyning ulvwevesdldnuu Towsvesssuy Tuilidedaudaiu ms
[ ' o o 9
314 Privacy Rule veiilumsaidyapsznieszuudugly lunisiidoyald
14
aw :/‘ .dy aw u’l’ Y a
msensaiidiunsitoluduneuiilidldiadulaing 1ddoyans lsudszun
uAgaanszuaumsasavaeusruuszuy Idihdeya lldadon i

-] =} 1
fnuanso



[1]

[2]

(3]

[4]

[5]

[6]

[8]

[9]

[12]

[13]

72

PNE15919949

Iannella, R. “Digital Rights Management (DRM) Architectures.” [Online].
Available : http://www.dlib.org/dlib/june01/iannella/06iannella.html. 2001.

Agrawal, S. “Investigation of Third Party Rights Service and Shibboleth
Modification to Introduce the Service.” pp. 3-6. [Online]. Available :
http://www.cs.dartmouth.edu/~sws/theses/sanket.pdf. 2003.

Feigenbaum, J.,Freedman, M., Sander, T., Shostack, A. “Privacy Engineering for
Digital Rights Management Systems.” the ACM CCS-8 Workshop on Security
and Privacy in Digital Rights Management. 2002. pp. 76-105.

“Office of Privacy Protection.” [Online]. Available : http://www.privacy.ca.gov
/eode/fairinfo.htm. 2002.

Warren, S. and Brandeis L. The Right to Privacy. Harvard Law Review. pp.

1980. 193-220.

British House of Commons, Committee on Privacy and Related Matters. Report
of the Committee on Privacy and Related Matters. Cm1102. 1990.

Korba L. “Privacy in Distributed Electronic Commerce.” Proceedings of the 35th
Annual Hawaii International Conference on System Sciences (HICSS). 7-10
January 2002. pp. 4017 —4026.

Korba, L. and Kenny, S. “Towards Meeting the Privacy Challenge: Adapting
DRM”. ACM Workshop on Digital Rights Management. 18 November 2002.

Zuidweg, M. “P3P-based Privacy architecture for a context-aware service
platform.” [Online]. Available : http://arch.cs.utwente.nl/assignments/thesis/ ARCH-
2003-07.pdf. 2003.

W3C. “Platform for Privacy Preferences.” [Online]. Available : http:/www.w3c.org
/p3p. 2002.

W3C. “The Platform for Privacy Preferences 1.0 (P3P1.0) Specification.”
[Online]. Available : http://www.w3.org/TR/P3P/. 2002.

W3C. “A P3P Preference Exchange Language (APPEL).” [Online]. Available :
http://www.w3.org/TR/P3P-preferences.html. 2002.

Lategan, F.A. and Olivier. “A Chinese Wall Approach to Privacy Policies for the



[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]
[24]

73

Web.” Proceeding of the 26th International Annual Conference on Computer
Software and Applications Conference (COMPSAC 2002). 26-29 Aug. 2002.
pp. 940 — 944.

Agrawal, R., Kiernan, J., Ramakrishnan and Srikant Yirong Xu. 2003. “Implementing
P3P using database technology.” Proceeding of the 19th International
Conference on Data Engineering. 5-8 March 2003. pp. 595 - 606.

Rosenblatt, Digital Rights Management Business and Technology. First
Edition. New York : Hungry Minds Inc. 2002.

Park, J. and Sandhu, R. “Towards Usage Control Models: Beyond Traditional Access
Control.” In ACM symposium on Access Control Models and Technologies.
June 2002. pp. 57-64.

Schmalz, D., Lenoir, P. and Jonker, W. “Description of Current DRM Techniques
and Solutions.” [Online]. Available : http://www.rge.brabantbreedband.nl /docs /
RGE D5 1.pdf. 2002.

Microsoft. “Architecture Microsoft Media Rights Manager.” [Online]. Available :
http:// www.microsoft.com/windows/windowsmedia/wm7/drm/architecture.aspx.
2002.

EMMS. “Electronic Media Management System.” [Online]. Available :
http://www.ibm.com/software/emms. 2001.

InterTrust. [Online]. Available : http://www.intertrust.com. 2000.

RMCS. “Real Systems Media Commerce Suite.” [Online]. Available :
http://docs.real.com/docs/drm/DRM_ WP1.pdf. 2001.

Vora, P., Reynolds, D., Dickinson, 1., Erickson, J., Banks and D.P. Vora, D.

“Privacy and Digital Rights Management.” the W3C Workshop on Digital Rights
Management for the Web. [Online]. Available : http://www.w3.0rg/2000/12/ drm-
ws/pp/hp-poorvi.html. 2001.

AuctionBot. [Online]. Available : http://auction.eecs.umich.edw/

Kasbah. [Online]. Available : http://ecommerce.media.mit.edu/Kasbah/



MANHIN N,

s

Y TR
seuvanuuUaNMduaIUa

o s s =) ‘::’qq
g1HIVITUUNITIANNITIaNHAVADA



MANUIN N.

s

uUaUuUUa NN Ha U

d
MHSVIZVUNTIANISaNT AN

75

[} as o [ @ o o @ a aa i o
ﬁ'l‘l’Tﬁ‘]Ji%']J‘]Jﬁuu‘ﬂﬂﬂ’)’mlﬂuﬁﬁuﬂ’)ﬁ'lﬂ'i‘l_liz‘]J‘IJﬂ']ﬁ]ﬂﬂ’l‘iﬁ'ﬂﬁﬂ"ﬂﬂﬂﬁ“ﬁ“ﬁ’ﬂﬂﬁ

4 Ed

o 2 @ o Y A e < & = | ~
WAHHIVHUITUU W?‘JJ"LHW'llliﬂ'ﬂﬁﬁ’]ﬂ”lfl‘l’l'lﬂ’l'iﬁﬂ‘kl1LLﬂ$ﬂ15'ﬂﬂﬂLlﬁﬂ“ﬂqulﬂﬂﬁ"lﬁﬂiﬁluﬂ“ﬂ‘ﬂ 3

i o = o ) 1
o819az9ua TunARLIN N.AzRINITB U0 TATIaF19INITNINUYITEVVANNDY Lazms 1%

9 = Y o [ 3 g A o é’ r:’ A yi’d‘
Auszuuduuuuildimsvandu Tavszuudunuoiwannvuil e 1idnaulwas

¥
aw A

g/ o @ 1 o = o [
doamshaniteil liWanndoawisaiinnudilevaziSoudmhinuldeduazain

d
37937

Registered

User? Registration

User Logi
Choose material < o9

Error
Message

Registered
User ok?

Error
Message

User got
agreement for
material?

Are there
User's privacy
preferences file and
DRM Policy file?

Error
Message

Yes DRM Privacy Agent
Load User's privacy
preferences and
DRM Policy

DRM privacy
Agent compare
pass?

Negotiation
Process

!

Render i Generate User make Uf::rr:::‘nla:ke
Application A License agreement? gl en
{F Negotiate
'] Pass?
End <3

Error
Message

c& a o o T o o s o a
3‘]]71 .1 lLN‘LJN\fIﬂTi‘ﬂ'N'I'Ll"ll’EN‘SZﬂﬂﬁuu‘ﬂu‘ﬂ'ﬂhﬂluﬁ?uﬁﬂﬁ1ﬂ3‘U§'$’U°Uﬂ'liTlﬂﬂ'liff‘ﬂ'ﬁ
AvAon



76

N 3
s uszuuauuuu lawannvuez i Iaseai1amuszuy DRM 11 DRM Reference
. [ f;‘ 3/ d:’ an 9 d.yo a

Architecture [15] Tagmsiianeszvuialyanuluiioniainea Tuszuuauuuuimnsmy

1 LY} ar = n"nn kY o o
anuiudiudaudr 1 luszuumsiansdnsasaea Tﬂﬂ;ﬂ%’mﬁ‘luﬁ’mﬁmsﬂmuﬂﬂﬂmi‘lu

3

1 Y =1 an
drudvosawosnmiluuninssadienisy XML #30 XML Schema itaziiloniavnealu

o o v
3¢U1U DRM Tl'llﬂu%zaﬂﬁﬁﬂ"ﬁﬂ']HHW‘HIUUTU‘U'ENWulﬂﬂﬁTuEﬂllUUIﬂiﬂﬁﬁ’Nﬂ’]H‘l XML

¥ ¥
L9 = A

] s & = 9 a
@i e ldeFunogluuunimn Blumanuan v. mildnussuuduuuuienniuil uweg

v
asgaelii

A Privacy Negotiation Algorithm for DRM o

This is a Prototype used to protect users' privacy and protect material from unauthorized access by endusers.
To get access to the documents protected by this prototype you have to log in to the system.

If you already have a username and password, then fill in the first form and press submit
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Registration of nhew users

By filling out the form below you register.
This is required to get access to any documents protected

Note: The more informaticn you enter about yourself, the more

likely it is that you will get access to the material you are recuesting.

All flelds marked with * are required

E-mail*:|
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Registration of new users
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XML Schema V94 Policy 14352010 DRM

<7xml version="1.0" encoding="UTF-8"?>
<schema targetNamespace="http://www.Drm.org/Policy"
xmlns="http://www.w3.0rg/2001/XMLSchema" xmlns:po="http://www.Drm.org/Policy"
elementFormDefault="qualified">
<element name="policy">
<complexType>
<sequence>
<element ref="po:mandatory" />
<element ref="po:optional” minOccurs="0" />
</sequence>
<attribute name="Material Name" type="string" use="required" />
<attribute name="Material_Type" type="string" use="required" />
<attribute name="date" type="string" use="optional" />
</complexType>
</element>

<l FxkERERERRR R Vandatory FRFRERERLRRER >

<element name="mandatory">
<complexType>
<sequence>
<element ref="po:statement" maxOccurs="unbounded" />
</sequence>
</complexType>
</element>
<element name="statement">
<complexType>
<choice maxOccurs="unbounded">
<element ref="po:purpose” />
<element ref="po:recipient" />
<element ref="po:retention" />
<element name="data-group" type="po:data-group-type" />
<element ref="po:rule" />
</choice>

<attribute name="description" type="string" use="optional" />
</complexType>
</element>

<l FEE R F kR K Optional *¥**#+*¥*xrsxs >

<element name="optional">
<complexType>
<sequence>
<element ref="po:statement" maxOccurs="unbounded" />
</sequence>
</complexType>
</element>

<element name="statement">
<complexType>

<choice maxOccurs="unbounded">
<element ref="po:purpose" />
<element ref="po:recipient" />
<element ref="po:retention" />
<element name="data-group" type="po:data-group-type" />
<element ref="po:rule" />

</choice>

<attribute name="description" type="string" use="optional" />
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</complexType>
</element>

Sl RFRRAKFKEKKKKK apn FHFFHFRKFEERE >

<complexType name="data-group-type'">

<sequence>
<element name="data" type="po:data-type" maxOccurs="unbounded" />
</sequence>
<attribute name="base" type="anyURI" use="optional" default="http://www.Drm.org/Policy/base"
/>
</complexType>

<complexType name="data-type" mixed="true">
<attribute name="type" type="anyURI" use="required" />
</complexType>

<!__ sk ok ok ok ok ok ok ok ok kok ok ok mandator}’-rule ok kokkokokokokokok ok sk |~

<complexType name="mandatory-rule">
<choice>
<element ref="po:purpose" />
<element ref="po:recipient” />
<element name="data-group" type="po:data-group-type" />
</choice>
</complexType>

] e e e o ok Ok ok ok ok Rule************* -

<element name="rule">
<complexType>
<sequence>
<element ref="po:1fRule" maxOccurs="unbounded" />
</sequence>
</complexType>
</element>
<element name="IfRule">
<complexType>
<sequence>
<element name="IfNotGive" type="po:mandatory-rule" />
<element name="Then" type="po:mandatory-rule" />
</sequence>
</complexType>
</element>

(!__ ok ok ok ok ok e ok ok ok ok kok Purpose************* -3

<element name="purpose">
<complexType>
<sequence>
<choice maxOccurs="unbounded">
<element name="current" type="po:purpose-value" />
<element name="admin" type="po:purpose-value" />
<element name="develop" type="po:purpose-value" />
<element name="analysis-decision" type="po:purpose-value" />
<element name="history" type="po:purpose-value" />
<element name="other-purpose" type="po:purpose-value" />
</choice>
</sequence>
</complexType>
</element>
<complexType name="purpose-value" />

<!__ *************Recipient kkkokkkkkkkkkk

<element name="recipient">



<complexType>
<sequence>
<choice maxOccurs="unbounded"> ;
<element name="ours" type="po:recipient-value" />
<element name="other-recipient" type="po:recipient-value" />
<element name="delivery" type="po:recipient-value" />
<element name="public" type="po:recipient-value" />
<element name="unrelated" type="po:recipient-value" />
</choice>
</sequence>
</complexType>
</element>
<complexType name="recipient-value" />

<|__*****************Retention*****************__)

<element name="retention">
<complexType>
<sequence>
<choice>
<element name="license" type="po:retention-type" />
<element name="material" type="po:retention-type" />
<element name="special-purpose" type="po:retention-type" />
<element name="indefinite" type="po:retention-type" />
<element name="user" type="po:retention-type" />
</choice>
</sequence>
</complexType>
</element>
<complexType name="retention-value" />
</schema>
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XML Schema U84 User’s Privacy Preferences luszuU DRM

<?7xml version="1.0" encoding="UTF-8"?>
<schema targetNamespace="http://www.Drm.org/Preference" elementFormDefault="qualified"
xmlns:pre="http://www.Drm.org/Preference" xmlns="http://www.w3.0org/2001/XMLSchema">
<element name="preference">
<complexType>
<sequence>
<element ref="pre:free"/>
<element ref="pre:limited"/>
<element ref="pre:not-given"/>
</sequence>
<attribute name="name" type="string" use="optional"/>
<attribute name="date" type="string" use="optional"/>
</complexType>
</element>
<l R R R R Rk Rk R kR Progt R Rk kkkok ok dokkk >
<element name="free">
<complexType>
<sequence>
<element ref="pre:statement" maxOceurs="unbounded"/>
</sequence>
</complexType>
</element>
<!__********************Limited************* *xk >
<element name="limited">
<complexType>
<sequence>
<element ref="pre:statement” maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
<!__******************* *NotGiven**************** —
<element name="not-given">
<complexType>
<sequence>
<element ref="pre:statement" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
<element name=""statement">
<complexType>
<choice maxOccurs="unbounded">
<element ref="pre:purpose"/>
<element ref="pre:recipient"/>
<element ref="pre:retention"/>
<element name="data-group" type="pre:data-group-type"/>
</choice>
</complexType>
</element>
<!__************ 3 ke ok ok ok ok ok pumose**************** _—
<element name="purpose'">
<complexType>
<sequence>
<choice maxOccurs="unbounded">
<element name="current" type="pre:purpose-value"/>
<element name="admin" type="pre:purpose-value"/>
<element name="develop" type="pre:purpose-value"/>

—n

<element name="analysis-decision" type="pre:purpose-value"/>



<element name="history" type="pre:purpose-value"/>
<element name="other-purpose" type="pre:purpose-value"/>
</choice>
</sequence>
</complexType>
</element>

<complexType name="purpose-value"/>
<lo* *******************recipient**************** >

<element name="recipient">
<complexType>
<sequence>

<choice maxOccurs="unbounded">
<element name="ours" type="pre:recipient-value"/>
<element name="other-recipient" type="pre:recipient-value"/>
<element name="delivery" type="pre:recipient-value"/>
<element name="public" type="pre:recipient-value"/>
<element name="unrelated" type="pre:recipient-value"/>
</choice>
</sequence>
</complexType>
</element>
<complexType name="recipient-value"/>
<[__ sk 2k ok ok ok ok ok ok ok ok ok ok ok data Kokokokokkokkdkokkkk __~
<complexType name="data-group-type">
<sequence>
<element name="data" type="pre:data-type" maxOccurs="unbounded"/>
</sequence>
<attribute name="base" type="anyURI" use="optional"
default="http://www.Drm.org/Policy/base"/>
</complexType>
<complexType name="data-type" mixed="true">
<attribute name="type" type="anyURI" use="required"/>

</complexType>
<ok Rk ROk oKk R KKk R atent]on R R F KRR Rk Rk Rk kR k>

<element name="retention">
<complexType>
<sequence>
<choice>
<element name="license" type="pre:retention-value"/>
<element name="material" type="pre:retention-value"/>
<element name="special-purpose" type="pre:retention-value"/>
<element name="indefinite" type="pre:retention-value"/>
<element name="policy" type="pre:retention-value"/>
</choice>
</sequence>
</complexType>
</element>
<complexType name="retention-value"/>

</schema>
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A Privacy Negotiation Algorithm for Digital Rights Management
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Abstract: Internet-based distribution of digital contents provides great opportunities for producers, distributors and consumers, but
it may seriously threaten users’ privacy. The Digital Rights Management (DRM) systems which are one of the current
technologies, concern the protection of the ownership/copyright of digital content but the most recent DRM systems do not support
the protection of the user’s personal information. This paper examines the lack of privacy in DRM systems. A privacy policy and
user’s privacy preferences model that protect each user’s personal information from privacy violation by DRM systems are
described. DRM privacy agent is allowed to be the automatic negotiator between the DRM system policy and user’s privacy
preferences. An effective negotiation algorithm for the DRM system is proposed. Privacy rules are created following the
negotiation process to control access of the user’s personal information in the DRM system. The proposed privacy negotiation
algorithm can be adapted appropriately to the existing DRM systems to solve the privacy problem effectively.

Keywords: Digital Rights Management, Privacy Policy, User’s privacy preferences, Privacy Negotiation

1. INTRODUCTION

Contents are increasingly in digital forms and are widely
distributed via the Internet. The ease of making copies has
created the need to develop a means to protect them. Digital
rights management (DRM) technology is a solution for
controlling the usage of the digital contents. The DRM
protects the owner of the digital contents by restricting what
actions an authorized recipient may take in regard to those
contents [1].

The functional DRM architecture can be divided into three
areas: content creation, content management, and content
usage. Content creation includes the creation of the digital
content and the definition of rights. Content management is
about content distribution and trading of the rights. Finally,
content usage is used to enforce the rights and to track the
usage of contents.

Current DRM has been developed by several companies:
InterTrust’s Rights|System [11], Microsoft’s Windows Media
Rights Manager (WMRM) [12], IBM’s Electronic Media
Management System (EMMS) [13], RealNetworks® Real
Systems Media Commerce Suite (RMCS) [14], and so on.
DRM systems focus on the rights of the content provider or
owner. User information can be easily revealed and tracked
the usage. However, DRM systems and framework have not
assumed any user privacy. Privacy protection scheme would
enable the protection of consumer rights as well as content
provider rights [3]. Rights enforcement may be facilitated by
user’s tracking or by network control of users’ computers.
However, both techniques are potentially destructive of user
privacy [2].

This paper addresses a new protection scheme for users’
privacy for digital rights management. Privacy protection can
be compromised through the collection of data by owners or
distributors. The DRM policy and the users’ privacy
preferences are designed for digital rights management and
using input parameters as mandatory and optional.

The DRM system policy can declare alternative elements in
case that a user does not want to provide some mandatory
input parameters. Users can declare how much their personal
information can be made available to the DRM system to
compromise their privacy preferences with the DRM system.
A negotiation algorithm that provides flexibility and helpful

assistant to automatically negotiate the term and conditions
when a user is connected to the DRM system is proposed. The
DRM privacy agent would apply the user’s privacy
preferences and try to negotiate an agreement to the DRM
system. Finally, the privacy rules are created for accessing
control on the use of the personal information in the DRM
system.

The rest of this paper is organized as follows: In Section 2,
we discuss the related works. The basis element of a privacy
policy and user’s privacy preferences for the DRM system are
described in Section 3. In Section 4, we propose a privacy
negotiation algorithm for the DRM system. An example
scenario is given to illustrate the concepts in Section 5.
Finally, in Section 6, we conclude the paper.

2. RELATED WORKS

InterTrust [11] offers a solution for content packaging,
distribution and rights management based on a packager
program and rights server technology. This system supports
the varieties requirement of electronic commerce such as
pay-per-use, rentals, sales, and try-before-buy business model.
WMRM [12] is an end-to-end DRM system for the secure
distribution of multimedia files over the Internet. The solution
is based on Windows Media Player and Server. It provides a
flexible platform to content providers for secure distribution of
digital media file. The user must acquire a license key to
unlock the media file. The supported business model can be
subscription, sales, counted operations and secure transfer of
protected digital media files to devices or PC. IBM EMMS
[13] was developed for the preparation and secure distribution
of all forms of digital contents. This system supports
pay-per-use, pay-per-time, subscription, controlled printing,
and protected transfer to portable devices. RMCS [14] offer a
package server, streaming server, license server and a secure
file format plug-in for RealPlayer and supports subscription,
video on demand and other business model. PrecePt [15] is a
protocol that affirms user’s anonymity using temporary ID
(TID) and token to guarantee anonymity. This protocol
protects user privacy when it authenticates a user in issuing a
license. The information can be protected from danger which
may be flowed out by cryptography.



According to the privacy engineering for digital rights
management system, privacy concerns two essential ways [2].
The first way is that the DRM model requires the user to
provide an ID number that links the user’s personal
information (name, address, transaction history, etc.) with the
device or service a person intends to use. The paper said that
tracking for the purpose of tying content to a set of devices
obviously put at risk some previous private information about
the user. The second way is that the DRM model requires the
users to reconfirm that they will not copy a product for resale
or sharing. The model not only catalogues the user under a
user-specific ID, but also catalogues the customer’s usage
history of a product that has been downloaded from the system
that is subscribed to and streamed whenever requested [6].

They suggested an alternative to privacy engineering that
avoids the problem of the DRM system. The fair information
practice allows the provision of personal information for a
specific purpose without the fear that it may later be used for
an unrelated purpose without the owner’s knowledge or
consent. Privacy enhancement should also be built directly
into the DRM technology [2].

Among scveral approaches for privacy management using
service policies and privacy preferences, the most mature one
is the Platform for Privacy Preferences Project (P3P) [7]
developed by the World Wide Web Consortium (W3C). P3P
enables web sites to express their privacy practices in a
standard format that can be retrieved automatically and
interpreted easily by user agents like web browsers. The P3P
Specification 1.0 [7] includes the definition of the syntax and
semantics of a vocabulary to describe data uses, data
recipients, data retention policy and other privacy disclosures
in P3P privacy policy files. APPEL (A P3P Preference
Exchange Language) [8] provides a standard way of defining
the user privacy preferences in a set of preference rules, while
can be used by the user agent to make automated or
semi-automated decisions regarding the acceptance of privacy
policies from P3P enabled web sites.

It should be noted that P3P is for web sites and does not
intend to exploit DRM. In fact only a few recent works
address DRM issues for privacy management.

3. A PRIVACY FRAMEWORK COMPONENTS
FOR DIGITAL RIGHTS MANAGEMENT

3.1 Overview of the proposed system

Access Control
I Request Pll/usage
3! —

Third Parties

Access Control
~\Request Plllusage
.

Comparison
/Negotiation

User PSSI,:y A Policies/

&
ol : conter
g s 9)‘ package
]

T :;.' Provider
’,. Rights
Seet i accccccaccaa “ Request %

Owner

License

License Server
Fig. 1 Privacy framework components for DRM

The DRM system model with the proposed privacy
negotiation algorithm is shown in Fig. 1. The basic elements
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for privacy DRM system model are proposed. A DRM privacy
agent is allowed to compare and automatically negotiate
between user’s privacy preferences and DRM policy, and then
the appropriate privacy rules for each user are generated. The
privacy management module is one of the components that
collect the privacy rules and access control the user’s personal
information to the parties. The basic elements comprise the
following:

- Element of Privacy Policy: A material such as music,
movie, documents ctc. on DRM systems describes the
use of personal user information in policy statements.

- Requested Data: The policy statements request the data
set from the user as mandatory and optional element of
DRM systems.

- Privacy Preferences: The user is responsible for
declaring his privacy preferences regarding the policy
statements of DRM systems. The declaration of privacy
preferences are based on three permission levels as
NotGiven, Limited, and Free.

- Rule Evaluation: This process determines the user’s
privacy rules regarding the DRM system, to be utilized
during the negotiation phase between user’s privacy
preference and the DRM policy.

- Negotiation mechanism: This process is based on the
policy declaring the material on DRM system’s request
and rules describing the privacy preferences of the user.
The negotiation mechanism tries to find an agreement
between the user and the DRM system. Comparing
between the policy statements and user permission levels
and the alternative rules, this process generates a privacy
rules set that describes the access control of the user
personal information that is sufficient for the DRM
system and allowed by the user.

The DRM privacy agent stores the privacy preferences of a
user. Material on the DRM system describes the requested
data and alternative rules. The DRM privacy agent compares
the user’s privacy preferences with the requested data and
alternative rules on the DRM system as shown in Fig. 2.

User DRM System
- User's Privacy - Requested Data
Preferences DRM (Mandatory or
(Free, Limited, Privac Optional)
NotGiven) Agenly - Rules giving
alternative data
- Rule Evaluation request

Fig. 2 DRM privacy agent architecture

3.2 Elements of a privacy policy

We introduce the elements of our privacy policy statements
that provide a way to describe the data use practices on DRM
systems. For cach material on the DRM system should also
declare their policies regarding such as their purpose to
request the data, with whom that they may share the data and
when they will retain the data.

3.2.1 Purpose

The purposes declare the basis objective for collecting
user’s data on the DRM system. This paper intends to collect
data into categories for the DRM system. Those purposes for
collecting data in the DRM system include the following:

- Personalized use for direct marketing
- Quality of service enhancement
- Backup and archives



- Aggregate usage of information for marketing
- Profiling (de)personalized records

- Customer service and retention

- Recommendation service

Those purposes adapted the P3P [7] policy mechanism to
DRM systems as shown in Fig. 3.

I Transaction I | Servi::eErm.moeJ Marketing

current admin develop historical tailoring analysis-decision contact

Fig. 3 Hierarchy of purposes for DRM system

3.2.2 Recipient

The recipients describe the parties with whom the data will
be shared. The P3P [7] defined six types of recipient policies.
The recipient type is adapted appropriately for the DRM
system as shown in Fig. 4.

Our Delivery Same Other-recipient Unrelated Public

Fig. 4 Hierarchy of recipient for DRM system

3.2.3 Retention

The retentions define the duration for which the collected
information will be kept. The retention type is adapted for
DRM systems as following:

- License: Information is retained to meet in period of
time by license.

- Material: Information is retained to meet in period of
time by material.

- Special-purpose: Information is retained to meet the
special purpose and determined by administrator or
provider’s business practices.

- . Indefinite: Information is retained for an indeterminate
period of time.

- User define: Information is retained by user definition.

3.2.4 Data

Information collected in a DRM system may include data
about personally identifying information (PII), content
retrieval, rights retrieval, content accessing, frequency, times,
access location, etc. This information can be obtained by
logging server-side or by having client-side DRM software to
store relevant usage data. We define data reference by the P3P

[7] policy.

3.3 Requested data of the DRM system

The fair information practice is a general term for a set of
standards governing the collection and use of personal data
and addressing issues of privacy and accuracy. The OECD
[10] has written “Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data” which have been widely
accepted to describe their desirable privacy goal. This is
particularly well suited for relatively complex systems like the
DRM systems, in which there are a number of legitimate
purposes for collecting and using information [2].
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This paper defines two parts of requested data on the DRM
system. The first part comprises a mandatory element and an
optional element. The second part provides rules that are used
to request alternative elements if the required information is
not provided by the user.

Mandatory is essential for DRM to collect and execute the
information. Optional is requested for some other purposes.
Both mandatory and optional elements consist of a set of
purposes, a set of recipients, a set of retention periods, and a
set of data, to form a major part of the entire DRM policy.
Alternative elements are also defined using “if-then™ rules to
get some required elements if the required mandatory
elements are not given by the user. Fig. 5 and Fig. 6 show the
examples for DRM policy.

<?xml version="1,0"?>
<policy Material_Name="The Lord Of The Ring" Material_Type="book">

<mandatory>
<statement>
<purpose> <current/> <admin/> </purpose>
<recipient> <ours/> <delivery/> </recipient>
<retention defined-by="special-purpose” description="developement"/>
<data-group>
<data type="#user.name"/>
<data type="#user.email.address"/>
</data-group>
</statement>
</mandatory>

<optional >
<statement>
<purpose> <historical> </purpose>
<recipient> <our/> </recipient>
<retention defined-by="material" description="marketing"/>
<data-group>
<data type="#uclick.stream"/>
</data-group>
</statement>
</optional >

</policy>

Fig. 5 Privacy policies in DRM system

<rule>

<IfRule>
<IfNotGiven>
<purpose> <current/> </purpose>
</IfNotGiven>
<Then>
<purpose> <admin/> </purpose>
</[Then>
</1fRule>

<IfRule>
<IfNotGiven>
<data-group> <data type="#user.name"/> </data-group>
</IfNotGiven>
<Then>
<data-group> <data type="#useremail.address"/> </data-group>
<[Then>
</IfRule>

<IfRule>
<IfNotGiven>
<data-group> <data type="#useremail.address"/> </data-group>
</IfNotGiven>
<Then>
<data-group> <data type="#user.postal"/> </data-group>
<[Then>
</IfRule>

<IfRule>
<IfNotGiven>
<retention defined-by="special-purpose"/>
</IfMotGiven>
<Then>
<retention defined-by="material"/>
</Then>
</IfRule>

<frule>

Fig. 6 An example of conditional statements

3.4 Description of user’s privacy preferences
The users define their privacy preferences for the DRM



system through a rule-based mechanism. There are three
permission level rules that can be imposed on the elements.

- Free: the elements are given freely by the user.

- Limited: the elements are provided by the user only if it
is mandatory for the DRM system.

- NotGiven: the elements are not provided by the user.

Sometimes user’s privacy preference rules may impose
conflicting on the elements. It is considered that NotGiven
rule is over other rules. Free rule has the least priority and
Limit rule’s priority is between these two. Fig. 7 shows an
example of user’s privacy preferences.

<?xml version="1.0"?>
<preference>
<free>
<statement>
<purpose> <current/> </purpose>
<recipient> <ours/> </recipient>
<retention defined-by="license"/>
<data-group>
<data type="#user.name"/>
<data type="#user.gender"/>
</data-group>
</statement>
</free>
<limited>
<statement>
<purpose> <admin/> <develop/> </purpose>
<recipient> <delivery/> <other-recipient/> </recipient>
<retention defined-by="material"/>
<data-group>
<data type="#user.clickstream"/>
<data type="#user.telephone"/>
</data-group>
</statement>
</[limited>
<not-given>
<statement>
<purpose> <analysis-decision/> </purpose>
<recipient> <public/> <unrelated/> </recipient>
<retention defined-by="indefinite"/>
<data-group>
<data type="#user.email.address"/>
<data type="#user.home.address"/>
<data type="#user.creditcard"/>
</data-group>
</statement>
</not-given>
</[preference>

Fig. 7 User’s privacy preferences rules

4. NEGOTIATION MECHANISM

Negotiation mechanism comprises a set of activities that
the user’s privacy preferences are compared with DRM policy
in order to reach an agreement. If an agreement cannot be
reached, the alternative rules are requested through conditional
statements provided by the DRM system.

4.1 Rule evaluation

Rule evaluation is the process of comparing user’s privacy
preferences rules against the DRM policy. We introduce the
relevant terms that will be used for rule evaluation. Rules are
privacy preferences for each statement, and facts are DRM
policy. The following definitions will introduce the term rules
and facts.

- U is set of data, where U= {d,, d, ..., d,} d,1 £i<n

- Arule denotes r that is defined by a pair (D,, C,),
DU G= {6 & i) 5 15750 a0l 4
=(X.j,\’j),
1 <j=m, x; denotes the name and v; denotes the set of
values.

- The facts denotes f that are defined by a pair (D;, Gy)
ng U! Gf = {gl: g2, .oy gk} gp 1 S.f S k and gj
z(Xj,Vj'),
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1 <j<m, x; denotes the name and v; denotes the set of
values.

When a rule was found that is matched by the facts, access
to the requested data can be granted. In order to match a rule,
the facts need to meet two requirements. Firstly, the facts must
satisfy all of the rule’s constraints. Secondly, the requested
data as specified in the facts must be a subset to the data
specified in the rule.

The constraint-matching function (ﬁ) is a Boolean

function that show whether a name-value pair p€ Gy of the
facts matches constraint ¢ € C, of a rule.

true, if p satisfies ¢

Bep)= { (1)

false, otherwise
We give facts /= (Dg, Gg) match rule r = (D, C)), if:  (2)

(a) V (c€C,)andV ( p€ Gy with [ (c, p) = true
(b) DD, <> V(4 €DyandV (4, €D)

4.2 Negotiation algorithm

According to above we use user’s privacy preference as
rule sets in order to support the automated negotiation. When
the data provided by the user does not match with the data
requested by the DRM system, the alternative rules are
provided by the DRM system. Afler the rule evaluation
component rejects a request for data, we need to find out how
the best rule matches the facts. This rule specifies acceptable
conditions for the release of a set of data. In order to offer a
reasonable alternative to a user’s rejected request, it is goal
now to find the rule that best matches the facts.

Our approach to find the best rule matching is to compute
the weight between the individual rules in the rule sets and the
facts. And we also use the alternative conditions as if-then rule
to find the best rule matching. The rule with the maximum
weight is considered the closest rule and is used to produce
privacy rule for user. Based on this weights compute, the rule
with the maximum weight, it is needed to determine how well
the fact satisfies the constraints of the rule. Firstly, we define a
function that computes to what degree the facts satisfy a rule
constraint,

The function O . is a number of matching between the
constraint of the rule = (D, {cy, ..., ¢n}), ¢i= {X;, Vi), Vi = {ay,
+vvs 8} and the facts /= (D, {g1s ---, &) & = {3} 5}, 5= {by,
<oty bo}s Vinen = {K1, ..., Kq}- It is defined such that:

O y=4 0 H(EU ) DY) =0 3)
>0, otherwise

Secondly, we define the function O 4 that is a number of
matching between a set of data of a rule » and facts f Dy, is a
set of data in if-then rules. It is defines such that:

cwp-{% TEUPIODIG

>0, otherwise

The function O (r;, /) is a number of matching between a

rule and facts on the set of positive integers. a(r;, /) is
defined as follows:

0 (nN)= [21 O (i, f). w] + O yDpf) - Wy 5)



The terms w; and wy are weights which are related to the n
consiraints ¢; and the data set D, of a rule. Weights can be used
to set the importance of constraint and allow specifying some
parts of the rule that are more important than others, while
searching for the closest rule.

6(}’)=§Lc.wi+n.wd (6)

where L. is a number of value for each constraints.
n is a number of data in the facts.

The function @ (f) computes the sum between weight of
constraints and weight of data in the facts. This result is

compared with the function @ (r, /) so that matching rules can
be checked.

The function grant(r, /) is a Boolean function that shows
the matching of the rules.

true, 0 i, /)= 0
grant(r, f) = BA=Ew 0
false, otherwise

The best matching rule is computed from the function as
the following.

max( 0 (r, /) . (1<j<n) (8)

5. PROOF OF AN EXAMPLE SCENARIO

In this section, we provide a scenario to better illustrate the
concept presented for the negotiation algorithm in DRM
systems. We assume the DRM policies as Facts and user’s
privacy preferences as Rules, as shown in Fig. 8 and Fig. 9.

<mandatory>
<statement>
<purpose> <develop/> </purpose>
<recipient> <ours/> </recipient>
<retention defined-by="material" description="developement"/>
<data-group>
<data type="#user.name"/>
<data type="#user.age"/>
<data type="#user.clickstream"/>
<[data-group>
<rule>
<IfRule>
<IfNotGiven>
<purpose><develop/> </purpose>
</IfNotGiven>
<Then>
<purpose> <admin/> </purpose>
</Then>
</IfRule>
<IfRule>
<IfNotGiven>
<data-group> <data type="#user.age"/> </data-group>
<[IMNotGiven>
<Then>
<data-group><data type="#user.gender"/> </data-group>
<[Then>
</IfRule>
</[rule>
</statement>
</mandatory>

Fig. 8 An example of the DRM system requested data (Facts)

<?xml version="1.0"?>
<preference>
<free>
<statement>
<purpose> <current/> </purpose>
<recipient> <ours/> </recipient>
<retention defined-by="license"/>
<data-group>
<data type="#user.name"/>
<data type="#user.creditcard"/>
<data type="#user.age"/>

95

<data type="#user.mobilephone"/>
</data-group>
</statement>
</[free>
<limited>
<statement>
<purpose> <admin/> </purpose>
<recipient> <our/> </redpient>
<retention defined-by="material"/>
<data-group>
<data type="#user.name"/>
<data type="#user.homephone"/>
<data type="#user.clickstream"/>
</data-group>
</statement>
<flimited>
<not-given>
<statement>
<purpose> <historical/> <develop/> </purpose>
<recipient> <public/> <unrelated/> </recipient>
<retention defined-by="indefinite"/>
<data-group>
<data type="#user.email.address"/>
<data type="#user.clickstream”/>
<data type="#usermobilephone"/>
</data-group>
</statement>
</[not-given>
</preference>

Fig.9 An example of user’ privacy preferences (Rules)

5.1 Rule evaluation

The facts f'in Fig. 8 do not match any of the three rules R in
Fig. 9 because some constraints are not satisfied and the data
set do not match completely from functions (1), (2). In the
Free rule statement which has purpose, retention, and some
data clements, does not match with the facts /. The Limited
rule statement which comprises purpose, retention, and some
data elements, does not match with the facts f. Finally, the
NotGiven rule statement that comprises recipient, retention,
and some data elements, does not match with the facts / As a
result, this process must be passed to the negotiation process.

5.2 Negotiation algorithm

Following the rule evaluation, the facts /" do not match any
rules R. Negotiation process is provided, the firstly to compute
the sum between weight of constraints and weight of data in
the facts as following (6). Then the facts are compared with
the rules as following the functions (3), (4), (5). Alternative
conditions of rules are also provided in the functions (3), (4).
Fig. 10 shows the tree of Limited rules and Free rules

Data.=name,cre Data.=name,

ditcard,age,Mp Hphone,Click
hone stream

Fig. 10 An example tree of Limited and Free rules set



The user’s privacy preferences result in the facts f:

Purpose = develop

Recipient = our Mandatory
Retention = material Statement
Data = name, age, clickstream

If develop then admin Conditional
If age then gender } Statements

The facts / do not match any of the two rules in Fig. 10.
The user sets the weights w; and wy as equal to 1. Using the
function (6), the result is as follows.

ON=0-D+1-D+A-D+GE-1)=6

However, the rules could be used to find the best matching
rules. We get the weights both rules.

OrN=0-D+1-D+O0 - D+2-1)=3
OrN=(0-D+1 -D+A-1)+(2-1)=5

The weights of rules r, and r, do not equal the weight of the
facts such that the best matching rule can be found. The
function (8) is provided to find the best matching rule with
facts.

max( 0 (r, /), O (/) =5

So rule r, should be chosen in order to produce the
matching. This best matching rule will be offered to the DRM
system. The DRM system will use the offered rule for
adapting appropriate rule and offer it to the user again.

6. CONCLUSION

The goal of the DRM technology is the distribution of
digital contents in a manner that protects the rights of all
parties involved, including copyright owners, distributors, and
users. The problem of the present DRM system is seriously
threatening users’ privacy.

In this paper presented an appropriate privacy policy and
user’s privacy preferences for the DRM system. The user’s
privacy preferences define the rules that control the read
accessing for personal information. Furthermore the privacy
policy model allows DRM systems to declare alternative

requested data if a mandatory element is not given by the users.

In this way it becomes possible to automate negotiation
mechanism with the DRM system to reach an agreement. An
effective negotiation algorithm is proposed. The negotiation
processes comprise rule evaluation and negotiation
mechanism. The rule evaluation determines the user’s privacy
rules regarding the DRM system, to be utilized during the
negotiation between user’s privacy preference and the privacy
policy of the DRM system. The negotiation mechanism tries
to find an agreement between the user and the DRM system,
and compare among policy statements, user permission levels,
and alternative rules. We believe that this framework can be
used to enhance the negotiation capabilities of existing DRM
systems, which are currently limited to negotiate the user’s
personal information.
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