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ABSTRACT

With rapid growing of wireless and mobile technologies, mobile device have become a
part of our lives. Nowadays Positioning Service (PS) technology is combined with mobile
devices. People do some Internet applications by using mobile devices, e.g. mobile fund transfer,
e-commerce, game online and theatre booking. These applications should be supported Digital
Signature Service for more security. Because mobile devices are low-computation and limited
battery life, they are not suitable to use traditional digital signature protocols, which are based on
asymmetric cryptographic algorithm, with mobile devices. And they do not use advantage of
using PS technology. We present “Space-Time Based Digital Signature on Mobile Devices” by
using space and time parameter to help Sign Sever generate Digital Signature. This method
reduces the burden on mobile devices, the computation time of the requester by almost 97.5%. is
compared with Abe-Fujisaki’s RSA-based partially blind signature and decreases communication
between sender and receiver. And we use mobile device’s position for increasing security level of

generating digital signature process.
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Abstract— With rapid growing of wireless and mobile
technologies, mobile devices are part and parcel of our lives.
Nowadays GPS (Global Positioning Service) technology is
combined with mobile devices. People use some Internet
applications, e.g. mobile fund transfer, e-commerce, game
online and theatre booking. These applications should support
Digital Signature Service for more security. Because mobile
device is low-computation capability and limited battery life, it
is not suitable to use digital signature protocols, which are
based on asymmetric cryptographic algorithm, with mobile
devices. And it does not use advantage of GPS technology. We
present “Location Based Digital Signature on Mobile Devices”
with Geo-Encryption to generate Digital Signature. This
method reduces the burden on mobile devices, the computation
time of the requester by almost 98%, compared with Abe-
Fujisaki's RSA-based partially blind signature and decreases
communication between sender and receiver.

location-based,

Keyword: digital signature, mobile,

security, m-commerce.

1. INTRODUCTION

Nowadays Internet technology is used for many
activities. With rapid growing of wireless and mobile
technologies, we can use mobile devices to access Internet
whenever and wherever we are. Many applications, such as
m-commerce system and e-ticket system or electronic wallet,
need security for their communication.

People create digital signature to act much as
physical signature does on a written document. Digital
signature can help them prove the document source and
confirm integrity of transmitted message. The purposes of
employing the - digital signatures are: authenticating the
validity of users, ensuring the integrity of the message and
non-repudiation services.

Conventional digital signature schemes were based on
asymmetric cryptographic algorithm. It is not suitable for
mobile devices with low-computing capability and short
battery life. If mobile device uses those schemes, it would
be blocked for a period of time and drain batteries quickly.

The remaining sections of this paper are arranged
as follows: Section 2 introduces the related work about
digital signature and geo-encryption. Section 3 presents our
location-based digital signature on mobile devices. Section 4
analyzes the security of our scheme. Conclusion is drawn in
the last section.

FID-1

Il LITERATURE REVIEWS

There are some works on digital signature on
mobile devices. One of them is [I] “Generating Digital
Signatures on Mobile Devices” that was proposed by Yu Lei.
Deren Chen and Zhongding Jiang. They present a Server
Based Signature (SBS) digital signature scheme for mobile
devices. Servers were responsible for generating non-
repudiation digital signature. They use an adopted signature
way in [4],”"RSA-Based Partially Blind Signature with Low
Computation”, to avoid the expensive computation when
user verifying signature generated from server without
losing any security strength.

Recipiont location,
velocity, and time block
¥
PYT-lo-Geol.ock RER
mapping
Goolock .. 5.
Gao-encryption
W Geo-creryited hey Lioarberls al
AntiSpoot-enhanced S| Koy D
GPS recewver Decrypt | L
¥ )
PVT 1o Geolock /“\ Decrypt |
mapping L/ Key S
Plavte ot
Geo-decryplion
Fig 1. Geo-Encryption Algorithm (3]
With advances of mobile devices and GPS

technology, D. E. Denning take advantage of GPS
technology to do GPS-based encryption. It is called Geo-
Encryption [3]. It is an encryption scheme that integrates
position and time into the encryption and decryption
processes in the way that provides an additional layer of
security beyond that provided by conventional cryptography.
It allows message to be encrypted for limited location or
area. The recipient can decrypt messages if he stays in
specific area and limited time. A geo-locking function is
employed during encryption process to combine the
recipient’s geographic location (L), time and an encryption
key to produce geo-secured key for transmission with the
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message. The message can only be decrypted if the recipient
is physically positioned at location L. Geo-lock function
creates geo-lock value by using position-velocity-time (PVT)
to GeoLock mapping function which latitude, longitude and
time constitute the inputs. Geo-Lock value is used to
generate geo-secured key from session key and recover
session key from geo-secured key.

>
S o s rnares wwABICrA
s aenmce N .
-
oo — soce e [ppenre
et
Akl
[a5] [ ACECEAY v VTN
-
=y -
b
-‘E GO
= O B Ay 2880AW 1D LaARL TS
o
for renrs ez o s on
(3
,\‘\cc
s
2
Longitude

Fig2 PVT-10-GeoLock Mapping is used to generate GeoLock value. [3]

Geo-Encryption is effective when the sender knows
the receiver’s location and the time that receiver will be
there. “A Mobility Model for GPS-Based Encryption™ [2]
proposes a mobility model for geo-encryption techniques
that allow mobile nodes to exchange movement parameters,
therefore the sender can geo-encrypt to the receiver’s
estimated location. And finally they present methods for
estimating the node’s movement parameters.

As we have discussed, it’s a good idea to take
advantage of GPS technology to help mobile device
generates digital signature. We propose “Location Based
Digital Signature on Mobile Devices”. We adopted geo-
encryption to add layer of security for digital signature’s
security. Our model is suitable for mobile device, which has
low-computation capability and short battery life. And
receiver can verify digital signature that generated form
server without losing any security strength. Furthermore it
takes advantage of GPS technology.

11l LOCATION BASED DIGITAL SIGNATURE MODEL

In this paper based on [1], [2] and [3] that both of
sender and receiver are mobile devices and can securely
send their location to the others whenever necessary.
Mobility model [2] is applied in case that mobile device has
to update its mobility parameters to sign server. The sign
server is used for helping mobile devices generate digital
signatures. Fig.3 show location based digital signature
architecture.
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Update Mobilty Message

Generate Digital Signatures

Fig 3. Model architecture with sign server

A. Generate Digital Signature

Based on [l1], our model can generate digital
signature that provides authentication, data integrity and
non-repudiation of what have been done, in this paper
interests in 2 cases: Non-Repudiation of Sender (NRS) and
Non-Repudiation of Receiver (NRR). NRS guarantees that
the sender can not later deny having sent that message. And
NRR guarantees that receiver can’t deny having received
that message.

Sign server assists mobile devices create digital
signature and receives mobility parameters from mobile
devices. It allow sign server to estimate the mobile devices’
location at any moment.

One-way collision-resistant hash functions, such as
SHA1 or MDS35 [7], use for generating public key of both

mobile devices (sender, receiver). A’ () denotes hash function

with index i (i times hash operation). Each user has to
generate secret key K,, u means the user. By using A, as
input, each user can create hash chain AJ K, K., K.
K®=K,and K, =h'(K,)= h(K]"). And PK, =K is
the user’s public key. If sender wants to generate digital
signature from message “a”, sender has to do following
steps.

Step 1: Generate Cert,,,
Sender creates his public key PK,,, and selects

sign server (S). Then he has to send sender’s identify, max
numbers of digital signature (n) and S to the certification

authority (CA) to create the certificate ( Cert,,,, ).

Cert,,; = SK-,(Sender,n, PK ,,.5)

SK,, represents CA's secret key. After CA

generated the certification, Cert,,;, will be made public via
some directory services, such as LDAP [8].

Sender CA

(Sender,n,PK ,;,S)

Fig 4 Centification’s generate process (Step )



Step I1: S selects p and ¢

First sign server (S) has to select 2 large prime
numbers p and g , then computes m=pxgq and

d(m)=(p—-1)x(g—1). After that, S selects number d from
dxe=1modg(m) where e = 3 in [I]. Then S keeps
(d.p.q) as its secret key and publishes (e,m)

Step I11: Generate 6, Z .,
If sender wants to generate digital signature of
message a ., sender selects 2 random numbers r.w and

computes & that is given by (1)

& =r<h(a)(w® +1)modm

(n

Sender has to read his latitude, longitude and t
(\,.Y,,0) from GPS reader and use it as input for PVT-to-

GeoLock mapping function, called mapping function.
Mapping function will generate “GeoLock™ value of sender
at time t, called Gsnd, And then sender sends

(8.K!.,,i,Gsnd,,1)to S. After S received message, S will

estimate sender’s location at time t, (,‘E’,,f, ), from (9) that
will be discussed in section 3.2. The results are input for
mapping function to generate (;‘snd,. And then compare

between Gsnd, and Gsnd, , if the result doesn’t equal ,
sender won't generate digital signature of message @ and
sends (Ack,) back to sender. When sender gains message,
calculate new Gsnd, and send

sender has to

(6,K! 4,i,Gsnd,,1) to S again. In case Gsnd, equals
(}snd,. S randomly selects positive number Z , Z <M,

and send it to sender. Then sender randomly chooses integer
r' and computes b from (2). Then it compute 5 from (3)

and send (7 )to S.

b=Fxy

(2)

n=b"x(w=-=x) (3)

Sender Sign Server

(8,K i, Gsnd, 1)

(2)

e
o

Figure 5. 17 and Z are generated after venified Gsnd, (Step 111)
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Step 1V: Generate digital signature and verify.
After S gained 7 , S calculates y from (4). Then S

estimates receiver’s location, (_\.',,):,). at time t by using
formula (9) and mobility update message that receiver sent
to S. S computes (}rc‘v, by using mapping function. And
then it calculates a from (5) and send (y,a,drcxv,) to
sender. Sender has to compute c.s from (6) and (7)

y=n"modm (4)

a = h(Cert,,, ® Grev, ) (8(z2 +1)p™? )* modm (5)
=(wz+D)xyxb” =(w=+1)(w—2)" modm (6)
s=axrixr®modm (7

(Cert,,g.¢.5) digital signature of

message a and digital signature can verify by using formula

(8).

represents
¢ = h(Cert,,; ® Grev,)h(a)* (¢* +1)* mod m (8)

After sender verified digital signature, sender send
(Cert ,y,c,8), Kimy 10 S. S will verify digital signature and
K, = h(K'7Y) . If the results are correct, S sends message

(Cert,,,.c.5.a). K.} K., toreceiver.

Sender Sign Server

(Cert g, c,5), K imf

(Cepromreesa@). K ins Jins

Receiver

Figure 6 Sign server helps mobile devices to generate digital signature
and send it to receiver (Step V)

By doing this step, we can generate digital
signature that can support non-repudiation of sender (NRS).
It is easy to extend this model for supporting non-
repudiation of receiver (NRR). As those processes described
from step | to step VI, the receiver also generates a digital
signature  (Cert,.,,c',s'") .The receiver has to send
(Cert,.,.c'.s'),K ), toSand S transmit it to sender. Sender
verified (Cert,.,,c’,s") , then sender sends K.,;toS. After S
both K/ s O |

(Cert,,y.c.5,a),K'7y, Kl to the receiver and Ko

vy

gained and trasmits

sender. Finally we can generate location based digital



signature on mobile devices that is suitable for mobile
devices and support location based too.

B. Mobility parameters and Update process

Fig. 7 shows mobility parameters that mobile
devices have to update to sign server whenever necessary. Vv
represents average speed of mobile device. V is determined
from observing the distance traveled during a specified time
unit. & represents the direction in which the mobile device
is traveling and is measured as the positive angle between
the positive x-axis. Both of V and & are automatically
calculated by the mobile device, not specified by user.

Vv

N6

Figure 7 Mobility parameters velocity (V), direction (&)

Mobile devices (sender and receiver) have to send
their update messages to S. From this information, S can
estimate mobile device’s location. Let A be mobile device,
LA (Xo, Yo) represents A’s location (latitude, longitude) at
time t, that can read from GPS reader. LA, (X, Y)
represents A's location at time tand t =1, tz, by, ..., tn, such
that t, = to + i @ where @ is a fixed time unit interval. First
sender and receiver start sending update messages when
they started the communication and keep on sending it
whenever necessary. The line of movement makes an angle
8, with the positive direction of the latitude. At time t sign

server can estimate mobile device’s location as fig. 8

Line of moyement
Y-axis el
o 2’ 8,
o LAGXLTE)
LAo(Xo0,Y0) X asis

Fig 8. Mobile device’s location at time t depends on Vg, 8y, LAy

With this information, sign server can estimate
mobile device’s location at time t by using formula (9)

,\.‘, =Xg+(t—tg)V cost

5 ) (9
Y, =Y, +(t =13V sin8

60

I’ and @ are automatically calculated by mobile
device by using (10)

(10)

Every time that mobile device reads latitude.
longitude from GPS reader to calculate |”and & . mobile
device has to determine whether or not to replace the old
values of the parameters with new values and sends them to
sign server. The X, Y, are replaced with the X, and Y, and
set t, = t only when the difference between the old and the
new values of a parameter exceeds the threshold. Finally
mobile device has to send update message to sign server.
Update message is given by:

b .6,,L4,.1}

The smaller threshold values for the parameters, the
more often parameters are updated. So choosing optimai
threshold values is the key to optimizing update process in
order to achieve a balance between probability that Geo-
Lock value which is estimated by sign server equals the
Geo-Lock value which is estimated by mobile device and
the frequency of sending update message.

IV. ANALYSIS OF THE PROPOSED METHOD

A. Location Based Analysis

This model uses sign server to help mobile device
generate digital signature, receive update parameters from
mobile device. First sender and receiver have to start update
process at the beginning of communication. Sign server
won’t generate digital signature if Gsnd, , that received

from sender, doesn’t equal to fisnd,. that is estimated by

sign server. And receiver can not verify digital signature
correctly if recipient’s location does not stay in specific area
and time. Using an adopted digital signature way in [1], this
model avoids the expensive computation when user
verifying signature that was generated by sign server
without losing any security strength and reduces the amount
of computation time of the sender by almost 98% [4]
compared with Abe-Fujisaki’s model [6]. Our model
generates digital signature that provides authentication, data
integrity and non-repudiation services. If the intruder can
break our signature scheme, he can also hack the SHA or
MD5 and RSA cryptographic algorithms. In this model.
mobile device’s location participates in digital signature
generated process. It also adds layer of digital signature’s



security and cans apply in many applications, such as m-
commerce etc.

B. Repudiation Analysis
If sender claimed he didn’t send message that is
generated by our model, receiver should send

-l 1

(Cert g c,5,a),K g, K,,q,Grev, to an arbiter. First the
Cert,,, that generated from CA that

consisted of sender’s identify, maximum number of
signatures, public root key of sender and sign server. Then
the arbiter has to verify digital signature by using (8) and

arbiter verifies:

-l

PK ., =K, that can be derived from K, K, by using
one-way collision-resistant hash function. If all of results are
correct, arbiter can believe that the sender has sent the
message to the receiver. [n case that the receiver claimed he
didn’t receive message from the sender. The arbiter can also
verify in the same way as NRS.

C. Security Analysis

In case the intruder wants to generate fake digital
signature. To successfully pass the verification equation (8),
the intruder has to calculate s from formula (11).

s=h(Cert,,; ® Grey, )“' .h(a)M > +1)* modm

(1

If the intruder didn’t know receiver’s location, he
can not generate fake signature. Even though he knows
h(Cert,,, ® Grev,) and  h(a),c ,he can not compute

d without the factorization of m( p,g ). Or if he knows
s, h(Cert,,,
from (12) without p,q .

@ Grev, ), h(a), it is intractable to compute ¢

c? ;[(s‘h(Cerr‘m‘, @Gr.';v,)‘I h(a)")}é —1l{modm  (12)

V. CONCLUSION

This paper proposes location based digital signature
on mobile device that has low-computation capability and
short battery life. Mobile device is not suitable for
conventional digital signature schemes. We take advantage
of GPS technology by apply geo-encryption and mobility
model in process of digital signature generation. Sign server
is used to receive update message from mobile device and
generate digital signature to reduce burden on mobile device.
This model is suitable for mobile device and can apply to
use in many application, such as m-commerce etc.
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