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ABSTRACT

This thesis proposes an on-line signature verification. To acquire data in the dynamic verification
system, we used an active digitizer. The data obtained includes x-y position, pen pressure and
altitude angle. We optimized the network synapses by using the entropy method, mean and
standard deviation. Weightless Artificial Neural Networks (WANNs) were used for the
verification process. From the experiment, the results from WANNs gave similar error rate to the

Backpropagation Neural Networks, but the training time was much faster.
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n=Wp+b=w, p, +W,D, +W3ps+..t WD +b (3.5)
a=fln)= 1(Wp+) 66

Input Neuron w Vector Input

& N7 A

Where

R = number of

-"p f—»  clemenisin

input vector

i
lb
1 7
a=f{Wp +b)

ci ] = :‘5 ' =
5104 3.5 Tnsevredszamifouniisniaouuunaiseunm

3.2.3 Tnsaaaveslassnelszamimion
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3.2.3.1 Insenedszamifeunuuyufen (Single Layer ANNs)

E=Y GIJ = w 1 é or 1 -1
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inputs  Layer of Neurons

Where

R = number of
elements in
input vector

S = number of
neurons in layer

Y M -/

a=f\Wp + bt

H ¥
510 3.6 Tnsavedszannisuiuusume)
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=W, Py WPy WPyt Wip Dy +b,
Ry =Wy D) T Wn Dy Wy Py +.. Wy Dy +b,
Ny =Wy D) + Wy Dy + Wy Py + oot Wip Py + by

Ng =W Py +Wey Py + Wey Py +.o+ Wep P + by
s ny = =
Hﬁzlﬂ’]ﬂw'ﬂﬂﬂl lﬂ"t]']ﬂffllﬂ']ﬁﬂ 3.11 9©393.14

a = f(”1)= f(wnpl TWpPy t WP Tt WipDp +b1)
Gy = f(”z)z f(WZI.pl Wy Pyt Wy Pyt t Wy Pp bz)
dy:= f(”z): f(wslpl TWypDy t Wy Pyt Wi Py +b3)

ag = f(ns): f(wSlpl T WPy T W Py et We Dy +b3)
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(3.7
(3.8)
(3.9)
(3.10)

(3.11)
(3.12)
(3.13)
(3.14)
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suh 37 uaas Tasesviedseamifsunpunilasuniinaisduynnansemynlugy

[ a ¢ & @ = A a o a
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Input Layer of Neurons
f L N Where...
P a o
W —» R = number of
il -\4 it 5xl elements in
Sxk - f input vector
j ixi
=p D $ = number of
R Sxt s neurons in layer 1
S P
a=f(Wp-b)

v ¥
U 3.7 Tnsedwdssamifionuuiudnlugluude

Taofimuald

p=[p, P, Py--pi)

(3.15)
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Wi W W3- Wi

Wy Wy Wo3 ... Wy

= (3.16)
Wgy Wsy Wy - Wep
b=[b b, by--bg | (3.17)
Fafu 13U 3.6 A1 q ansednnlddsmumisolii
n=Wp+b (3.18)
a=f(n)=f(Wp+b) (3.19)

4 Y " 4 2 dqw Ll
517 3.8 naaalassvodszamionuuunidesun 19l MATLAB Toolbox Tay IW

G

gy v a 2 A 1Y as o [ = o
Shimindumnn (nput Weight) iflunsigon Tesnindumis lldadaome dmsumsiiines

] "
= =

a o 3 a o g o
U ‘I‘THFI'JUﬂl"T]'LIm‘U 1 E{IUﬂTSUﬂﬂ']']lﬂu‘ﬂ’l‘i’miﬂﬂﬁ‘llﬂqmuﬂ 1

Input Layer |

N Where. .

= R = number of
W \ - Sty ;l elements in

xR f: input vector
b g
b3 /‘ § = number of
R Six1 <l neurons in Layer 1
LT ) -

a1 = fHiWup—b)

a ' ~ ng = a
5 3.8 Tnsevnodszamifinuuudufoan 14y MATLAB Toolbox

3.2.3.2 Iasanedssamimenuuuraiety (Multilayer ANNs)
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3.2.4 ﬁaﬁ%’udmiau (Transfer Function)

AafdudroTou(7] fegunnenarvaiadofiu wu AeddudioTouuuy Hard-limi
Hartdunio Touuny Hard-limit auinas AedduaioTounuudadu (Linear) Handuaiolou
LUUADAFNUBEA (Logarithmic sigmoid) Handumelouuuylanlosvednununuddnued
NSoUNUTNUBYA (Hyperbolic tangent sigmoid) wazduq deilandudioTeuudazyiiail

A o4
FJWDSIDUARAIU

3.2.4.1 Wepvuoielavuuuy Hard-limit

0 ;n<0
f(")={1 B (3.20)
a
A+l
— [
e o

a = hardlim(n)

57 3.11 MarFudroTouny Hard-limit

3.2.4.2 anvuoalounuy Hard-limit a83IAT

-1 :n<0
f(n)={ s (3.21)
a
A+l
o "
S

a = hardliimsin)

51 3.12 Margude Tounuy Hard-limit a41193
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dasr 1 a 3
3.243 ﬁanwmﬂiammunanmnnaﬂﬂ

P T - (3.22)

_—,-"/ 3, L

a = logsigin)

51 3.13 HerFudwTonuvuaendnuosd

32.4.4 WanvumalouuuuBuduuuuuIn (Positive linear)

f( )_ n ;n=0 £.3)
"0 ‘n<0 '
a
............ Nal: .
-
o L 7 _Z
.............. : L

a = postinin)

51 3.14 arFudrwTonnvuiFaduuuuuan
3.2.4.5 Wanduerelouuuui¥udH (Linear)

f(n)=n (3.24)
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0 > " i

a = purchining

317 3.15 HedFuw Tounvuigadu

3.2.4.6 Tarvuselouuuuumudnuesn

_ex (n)- exp(-n)
/()= exII;(n)+ exp(— n) B:23)

a =tansig(n)

31 3.16 HarFudro Touuuuimudnuosd
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g m=M-1,...,3,2,1
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b" (k+1)=b"(k)-as" (3.34)
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Pen GP-300E
Pen tip travel 0.1 mm (0.004 in)
Eraser tip travel 1.3 mm (0.051 in)
Pressure levels 1024 levels
Physical size (L x D) 151 x 12.2 mm
Weight 13g
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OPTIMIZATION OF NEURAL CONNECTION
IN SIGNATURE VERIFICATION

Phongsan Nunsuk ' Yuttana Kjljaick.n'e2
uFacuK)' of Engineering, King Mongkut's Institute of Technology Ladkrabang, Ladkrabang, Bangkok 10520

E-mail: win_fi@hotmail.com and kkyuttan@kmitl.ac.th

1. INTRODUCTION

Personal identity verification has a great variety of applications including access to computer terminals, buildings, credit card verification.
Algorithms for personal identity verification can be roughly classified into four categories(1] depending on physical/behavior and
biometric/object.

Signature verification can be performed through the machine on-line or off-line. These two approaches and several other practical aspects
related to the more general theme of handwriting recognition arc discussed at length in the survey from Plamondon[2]. On-line signature
verification methods can be further divided into two groups[2], dircct methods (using the raw function of time) and indirect methads (using
parameters). In the first case, the signature is stored as a discrete function to be compared to a standard from the same writer, that is
previously computed during an ensolment stage. Such methods, simplify data acquisition but the comparison can become a hard 1ask. On
the other hand, the indirect methods require a lot of effort in preparing data to be processed, but the comparison is quite simple and
efficient. We used the later one with on-line signature verification.

2. DATA ACQUISITION
To acquire data in the dynamic verification system, we used a digital tablet, capturing dynamic information of signatures such as x-y
position, pressure of pen and altitude of each sampling period. In this system, we use 2 WACOM Intuos size 12 x 12 inches.

3. CONNECTION OPTIMIZATION
The concept of Shannon’s entropy[3](4] is the central role of information theory sometimes referred as measure of uncertainty. The
entropy of a random variable is defined in terms of its probability distribution[3] and can be shown to be a good measure of randomness or
uncertainty,
The uncertainty is associated with the required amount of data so it can also be thought of as an information measure or quantificr. The
value that quantifies uncertainty originally related to random variables which ke different probabilities among a set of states. Shannon’s
entropy has become a very uscful way of evaluating structure and pattern in the data.
To optimize, the number of connections in the network, the entropy is used by computing the probability distribution of data for each
location in the input ficld, obtained by (1).
E;
__¥
Pi=—L M

E;

The entropy () is defined by (2).

n
= —_]E] Py n Py @

4. NEURAL NETWORK

The neural network used in this paper is multilayer back-propagation(S]. A three-layer back-propagation neural network had been trained
10 verify the signatures with 50 input nodes, 20 hidden layer nodes and 1 output node. Log Sigmoid(6] transfer function is used in all
layers. The neural network is trained using Scaled Conjugate Gradicnt method[7). This training algorithm had been developed from
Levenberg-Marquardt algorithm and Conjugate Gradient algorithm to decrease time consumed and also use less memory than Levenberg-

Marquardt algorithm.

ANSCSE 11 (2007} 79 Phuket, THAILAND
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5. EXPERIMENTS AND RESULTS

In this experimenial study the database consists of totally 480 signatures, with 240 genuine signatures from three persons and 240 forgerics
from six forgers. We use 90 genvine signatures and 90 forgeries from six forgers to train the ncural network and 150 genuine signatures
and 150 forgerics from six forgers for the verification test.

I'rom scction 4, we estimated the entropy of all data training 1o the neural network. Afier that, the positions that give the highest entropy
are used as the inpuls of the network, beginning with 10 % and increasing until of 90 % of fully connections. The network performance is
compared with the fully connecied one.

As aresult, the total error rate(TER), false acceptance rate(FAR) and false rejection rate{FRR) are shown in Table 1.

Table.1 Error rate according to the number of connections

conncetions Writer A Writer B Writer C

%FRR | %FAR | %TE | %FRR | %FAR | %TE | %FRR | %FAR | %TE

R R R
T 10 6.02 10.98 8.5 95 12 10.75 6.5 12,16 9.33
20 5.86 13.28 9.57 8 11.34 9.67 5.16 7.34 6.25
30 4.94 8.78 6.86 3.66 9.16 6.41 1 8.5 4,75
40 1.84 9.02 5.43 .84 5.66 375 0.66 8.84 4.75
50 1.22 8.78 5 0 866 | 433 | 034 | 684 | 3.59

60 0.66 5.34 3 0 6.5 325 0.16 5.84 3

70 0 8.58 4.29 0.84 5.66 3.25 0 8 4

80 0 14.28 7.14 1.34 8.16 475 0 10 5
90 0 14 7 116 55 333 0 9.5 4.75
100 0 12.58 6.29 4 1.34 5.67 0 8.84 4.42

6. CONCLUSIONS .
On-line signature verification using back-propagation neural network has been proposed in this paper. Usually, the fully connected
ncrwork has a large number of fan-ins so it takes much time in training phase. To decrease these amount, we used the entropy technique to
optimized the number of conncctions to the neural network. By selecting the positions that give the highest entropy to be the inputs of
neural network, some locations can be discard. From the experiment, we noticed that at 60 highest entropy, the network gives the lowest
total error rate(TER}. The simulation shows that the error rate is lower than the fully connection and can decrease number of fan-in and
anount of time for training neural network.

7. REFERENCES
[1] T.Ohishi, Y Komiya and T.Matsumoto, “On-fine Signature Verification using Pen-Position, Pen-Pressure and Pen-Inclination
Trajectories™, Vol. 4, 3-7 Sept. 2000, pp.547-550.

R. Plamondon, "On-line and Off-line Handwri!‘ing Recognition : A Comprchensive Survey™, JEEE Transactions un Pattern Analvsis
and Machine Intelligence, Vol. 22, No. 1. Jan. 2000, pp.63-84.

[3] A.Jesson, “Informed Assessments, An Introduction to Information, Entropy and Statisties™, Ellis Horwood, 1995,

l‘!

{4] CE.Shannon, “A muthematical theory of communication”, Bell Svst. Tech. J., Vol. 27, pp 379:423, July. Qctober 1948, 623-656.

[5] Denusz Z. Lejunan, Susan E. George, "On-line Handwritten Signature Venfication using Wavelets and Back-Propagation Neural
Newworks™. JEEE Document Analysis and Recognition, 10-13 Scpt. 2001, pp. 992-996.

[6) Martin T. Hagan. Howard B. Demuth, M. Beale, “Neural Network Design™, An Intemational Thomson Publishing Company. 1996.

[7] Moller, M. F.. "A scaled conjugate gradient algorithm for fast supervised learning™, Newral Network. Vol. 6. 1993, pp.525-533.

ANSCSE 11 (2007) 80 Phuket, THAILAND



88

Moo Fah Luang Universsity, Chlang Ral, Thailand

May 912, 2007

YOLUME 1

- Jircuits and Systerns

- Control Enginsering

- Electrical Power Engineering
- Other Relalsa Flelds

VOLUME 2
- Communication Systems
- Signal Processing

Wf l QIEEE necTec” RN s

THAILAND SECTION  amewbersinaToa



Generalized N-Tuple Machine on
Signature Verification

Phongsan Nunsuk and Yuttana Kitjaidure
Faculty of Engineering King Mongkut's Institutc of Technology Ladkrabang.
Ladkrabang, Bangkok 10520 Thailand.
Email: win_ff@hotmail.com and kkyuttan@kmitl.ac.th

Abstract- The problem of signature verification is a pattern
recognition task used to discriminate two classes, genuine and
forgery signature. In this paper, we propose on-line signature
verification using n-tuple learning machine developed on entropy
method. The n-tuple networks have predominantly been used as
fast pattern classification and generalization ability, make the
signature verification system particularly powerful that when
verifying skilled forgeries. To increase the generalization ability of
the network, we optimized the network synapses by the entropy
estimation of all data that are trained to the n-tuple. Some
network inputs will be connected to positions of the data that give
the high entropy. Tn this work, we trained all parameters as
binary patterns to the network. The results show the total error
rate(TER) at 3%.

I.  INTRODUCTION

Personal identity verification has a great variety of
applications including access to computer terminals, buildings,
credit card verification. Algorithms for personal identity
verification can be roughly classified into four catcgories(l]
depending on physical/behavior and biometric/object as shown
in figure 1.

Visual examination is the most popular approach for
signature verification, yet there are many occasions for the
examiners lo make mistakes or lower their thresholds of
acceptance. For instance, a previously written signature signed
on the back of a credit card in a commercial transaction is more
or less a challenge to the clerks. As a result, large financial
losses may occur. It is clear that signature verification through
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Figure |. Personal identity verification.

visual examination can only judge the authentication roughly.
Without expertise, human eyes can hardly analyze the detailed
writing features. So there is a need for the machine to do this
job instead. '

Signature verification can be performed through the
machine on-line or off-line. These two approaches and several
other practical aspects related to the more general theme of
handwriting recognition are discussed at length in the survey
from Plamondon[2]. On-line signature verification methods
can be further divided into two groups[2], direct methods
(using the raw function of time) and indirect methods (using
parameters). In the first case, the signaturc is stored as a
discrete function to be compared to the standard from the same
writer, that is previously computed during an enrolment stage.
Such methods simplify data acquisition but the comparison
process can become a hard task. On the other hand, the indirect
methods require a lot of effort in preparing data to be
processed, but the comparison process is quite simple and
efficient. We used the later one with on-line signature
verification.

In the rest of the paper, we describe the data acquisition in
section 2, the pre-processing in section 3. The connection
optimization is explained in section 4. The model of n-tuple
used in this work is described in section 5. Experiments and
results are shown in section 6. Finally, section 7 provides the
conclusion.

[1. DATA ACQUISITION

To acquire data in the dynamic verification system, we
used a digital tablet, capturing dynamic information of
signatures such as x-y position, pressure of pen and altitude of
each sampling period as shown in figure 2. In this system, we
use a WACOM Intuos size 12x12 inches.
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Figure 2. Parameters of the on-line signature.
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111 PREPROCESSING

Generally the preprocessing of signature verification
includes the normalization of rotation, scaling, sampling points
and binary image conversion, as follows.
A Rotation

Set the angle of each signature to the most extensive.

Case I - the angle between 0 to 45 degree as shown in

figure 3 ( ¥ 4@ x max- ¥ @ x min is positive).

I = X maxcos 8 + ¥ @ xmaxsin §

(8}

where g beginning with 0 increasing until 45 degree cause; L
being maximum value. The signature is then rotated by (2) and

3).
(2)
(3)

X' () = x(t)cos B+ y(1)sin
¥ (1) = y(r)cos - x(t)sin F
where x'(a) and () arc the positions of the signature data
after rotation and g is the stable angle of signature obtained
from (1).
Case I : the angle between -45 to 0 degree as shown
in figure 4 (¥ @ x max= Y @ x min is negative).

#)

[ = X maxcos - ¥ @ x maxsin

where g gives the maximum value of L. Then, the signature is
rotated by (5) and (6).

(3)
(6)

X (1) = x()cos f— p(f)sin 7
¥ ()= W) cos B+ x(1) sin

B Scaling
Sel the sizes of each signature 10 10 cm on x-axis and 5 cm
on y-axis.

x(f) = xmin )
= e x sizex
X max- x min

()= (7)
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Figure 5. Images of all data after rotation and scaling
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Figure 6. Binary images of all data

¥{#)— ymin

yr=
ymax— ymin

x sizey &)
where sizex and sizey are the sizes of signature on x-axis and y-

axis respectively.

C. Sample points
Resampling 100 points from the individual x position, y
position, pressurc and altitude respectively.

D. Binary image conversion
Convert all feature graphs to binary image files namely
bitmap of 200 x 100 pixels as shown in figure 6.

IV. CONNECTION OPTIMIZATION

The merit of n-tuple machine is the use of smaller number of
connection by partially connected to the input field, which
cause to increase the generalization ability.

Recently, the methods of network feature optimization in
signature verification by uscd genctic algorithm(GA) has been
proposed by[3]. The genetic algorithm is based on natural
sclection, the process drives biological ¢volution through
inheritance, mutation, sclection and recombination.In this work,
we used entropy method to optimize the best horizontal input
connected to the network.

Entropy Theory
The concept of Shannon’s entropy[4]5] is the central role
of information theory somclimes referred as measure of

ECTI-CON 2007
The 2007 ECTI International Conference

530

90



uncertainty. The entropy of a random variable is defined in
terms of its probability distribution[4] and can be shown to be
a good measure of randomness or uncertainty,

The uncertainty is associated with the required amount of
data so it can also be thought of as an information measure or
quantifier. The value that quantifies uncertainty originally
related to random variables which take different probabilitics
among a set of states. Shannon's entropy has become a very
useful way of evaluating structure and pattern in the data.

To optimize the number of horizontal connections, the
entropy is used by computing the probability distribution of
data for each column of the input field from

P‘.,

E;
ij
=—= 9
i E; &

where 7, is the probability distribution at the sample point i
patternj. £, is the data at the sample point i pattern j. &; is all
data at the sample point i. The entropy (/) is defined in (10)
and shown in figure 7.

n
H=-3 P:lnP; (10)

where 1 is the number of patterns.
The columns of the input field that give the highest
entropy will be connected to the network.

V. VERIFICATION PROCESS

Conventional n-tuple systemsf{6)[7] have the desirable
features of super-fast single-pass training, super-fast
recognition and conceptual simplicity. In n-tuple machines, the

91

The inputs to the neuron are binary values, which are used
to form an address to the RAMSs, while the output of the neuron
is the data value stored at this address. By this configuration,
the n-tuple network will have ability to generalization. The n-
tuple is composed of a single layer feed forward as shown in
figure 8.

In the training phase, all RAM locations are initially
cleared or in undefined-state(u-state) as shown in figure 9.
Training the n-tuple network is a single-pass process in which
each discriminator is trained individually on a set of patterns as
content addressable memory[8]. During the training all the sets
of discriminator, which are addressed by the training
parameters of the pattern, are set to 1. The process is repzated
until all patterns of the training data arc trained.

Testing the n-tuple network is performed by presenting an
unknown pattern to network inputs. The Hamming
distance{HM) propased by Allinson and Kolez[9] is used to
measure the difference between the unknown binary bit strings
and the stored memory. The address that gives the nearcst in
HM will fire the output.

Thresholding

The outputs of all nodes firing are collected. If the
number of output nodes is greater than the preset value, the
vnknown image is approved, otherwise rejected. The threshold
is the value under surface of standard normal score graph as
shown in figure 10, we used 95% (-2 < z < 2){10]. The
threshold values are computed as

TH = X +(Zx8D) (11)

where TH is the threshold value, ¥ and SD are mean and
standard derivation of the genuine signature scores.

basic model of a neuron is a standard Random Access % Netup
M), Wl ot = neuron | pee--
Memory(RAM) § z =-!m_ }
Y o === neurcn 2 Network
I ' s output
! ) % r L:i o
e ., L ! :
L g AT + T
n M N e T y i H e i
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Figure 10. Standard score graph
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Figute 12 Scores of all testing data without optimization

reduce the overlapped area between the genuine and forgery
signature scores,
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