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Abstract

Graphical password systems have been proposed to solve the memorability problem
of text passwords. High security graphical password systems seem to provide low
usability, There is a trade-of between usability and security. Hence, graphical password
systems are not popular for smartphone authentication system. The objective of this
thesis is to develop the new graphical password system which provides high security,
memorability and usability. The thesis consists of two parts. The first part is to prove
the hypothesis that the usability of graphical password system on smartphones will
increase after using it consecutively for one week. The experiment has been done with
3 graphical password systems: Pass-Go, PassFace and PassPoints with 40 participants.
Both quantitative and qualitative result suggests that PassPoints is the most suitable
system to be extended. This thesis adds haptic feedback as additional decoy click
points to prevent shoulder surfing attack and implements image saliency using
DeepGaze to prevent dictionary attacks with hotspot. The consequence shows that
Hapticpoints’ memorability is closed to six-digit PINs, its usability is insignificantly
different from PassPoints with T-Test. Besides, it provides higher security from

PassPoints.
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- Al < ear lorve

1 Entering tesct inta your Palm il
2 Palry M Basics
D 1 +=cd)BOT~HEE

Q Fleuse Try again.

(d) Interface to datebase ie) Re-entry of (incorrect) secret (f) Authorizatior. failed

3UN 2.1 siarugunmiLeLed

3.) siaRugunmwIEln (Pass-Go) [9] : swarugunamszuuillasuusetuniale
nteiananlunisidauvessiadusunnaieeaiiufonuentun1TAEUNLILE
wazimdouiunnase sanugUuamnnalndsdeAulvgldnaduns ognaugafnve N9

o .

g0l (wlleufunmsnmanuumTaIIninlngtules) 3935taunsnanaiueen

IuﬂﬂﬂﬁiﬁammaaiﬁamugﬂmwﬁL@L@ﬁiﬁlﬁf]uasmﬁ YININUUSHANIUTUNNNELNE 93]

' ~ aa a

Y
JuusiarununnsiadugUnmAteleadnmy (esnasuasdianilauazidyn
1 IS =) =) a 174 Ly 1 Ly 1 L% o % 1
11 wazddndenlunisidendvendusianiu) siaiuguamnnalngdegninluiausdely
mMevduiu nsvandervaiaunsend (5UN 2.2) Mldiueglutagiudnmelfisausiinisuiu
YUIAVDIRNT1ADINR TDUAY WRBMIEY 3x3 WU
n1slandszuuTiaiiugua UL readndAylawn n1slauduuulyameasignil
(shoulder surfing attack) §laufazanunsadunanseduiinilelalagdigaingunmmavie
9] Ao A o W = a ¢ as a A S o & a
9zUsINguUUnnaevnzimasududinu Fsnrslanfuuulvanesidsiiaiesnsauseind
s ueagnUameld n1slaufuuuieds (phishing) dlanfiiesasrandivleduasudae
nnmdouiuladazwnusznisiigldazinisududnusauludsdundldldsfanugunm
degldldsanugunmadduivleduasu funinavaunsathdeyasianululdluivled
3laviud sasugUamszuuilldanansadesdunislaufuuudawis (malware attacks)
¥ 4 % = ¥ S %) = 4 6
A5t 15U uTNMY198 (screen scrapers) 138 N150UANFUKUUATSLEWNE (mouse
loggers) flanAfazanusatsiunidunistoudeyavessianiuguainssuuiils ludiu

[ < v 1 LN = 1% v &
dnluazidunisenmegrsvessiarugun niussendldvesssuusianiugunnssuull



UserID: : = ul @ © 10:40 AM

IRAHE W e

Your new unlock pattern:

9

8

7

6

5 »

4

3 » "

2

1

1 2 3 4 5 68 7 8 9
| Login | Don't show indicators

| Cancel Confirm [

sUN 2.2 siarugunmmnaln

2.1.2 izwiﬁ’aci'lugﬂn']wu,l,w'%ﬂanﬁ%'u (Recognition-based graphical password
systems)
uywdfienuannsalunsendiguamiduegned ulfasflaaeiultumiam [10, 1]
saruzUnmazuUitheuasnsolunsdwessywdinUssgndldlaas il dandavos
gﬂﬂfrwai’m’mwffﬂuizwiNmia%’wiﬁ’achuuazLﬁamﬁLLUﬂgUmWmd’ﬁfaaﬂmnsqmm
gﬂmwﬁ’jwmﬁlumiﬁué’uﬁmu Lwﬂumqmmﬂaamﬁ’mﬁaNﬂugﬂnwwwuuﬂﬁamm
thanlunustaruidnesldias Suausiainuvesssuuifsiuudeusiniissariy

[

o P o & a ° Yo K 9 a
68 4 99 5 antnIuy gﬂﬂwwmgﬂumﬂﬂjﬂuwuuuﬂa sunnuuAu JUAmAaUE 160

dwwes waz lepeuludiudaliasidunsendiegimessiaiugunmivszendldvessuy
sva U szl
1.) saeiuzUnmwEWe (Passfaces) [12] : Wuswarugunmiilasuaiudey

Y Y A

d‘ Y] ] = a o Y] dgl v & @
NgnvessiaugUNnszuUIRenidy siasunmssuuiiasligidensunmluntuywdidu
sian1u Tnedlgunmvaensateglugnvasgunmnvun (3Un 2.3) lunilsseugldazaaaden
sUAsiaNUY 1 gUannviavian 9 U 1R8AZYNTIINUABLIUBY 4 58U LaLlULASLIOUTIN
Y A a ¥ = 1 gj 2 o U 1 dy o 4

;ﬂmaaﬂmmwmLaaﬂIMMWQLmeu IUUTARUTRITTUUTELNsaAuIlan M = 9 (5U
VIUUA) AT N = 4 (ITUIUTBU) LNTILAUUITLIUIAVDS INUIUSHARIUUTZUI 6561 13D
13 U 91nnsnaasvedlidiuau 77 au lng vaulmivazauey [13] wulisianiussuuild
[ o < 2 1 = v =
amwmmmLiﬂuﬂmmqizwmmaaz 72 99 100 WATKNANISNAABIAN UTDANDNLAY

A [12] wudglddnasnadululdsaruimdnysunusiaduguamssuuil esnnldam



Tumsithgssuunuinuld Fsaenndesiuteyavuivledves siariugUnmmnaleiing
sdhgszuuniindildinn 3 8 5 uni

2) sWarugUnEneIBaLfu (Story system) [14] : sifariugUninszuuiiinns
vhauadefusiakugunmwamsudiudsuannsldguluvumg e [Wuguniwlasils
waglvilfidonsuidudduluvasidigszuy Wofagligléidensusiasinumuaduidu

Sosrmdesiiligldanusoansisiaiuldietu nadensiaiugunnlussmiadng
szuwm;ﬂ%ﬂgmmﬁamﬁamu 454 mﬂgﬂﬁgwm 9 54 SruaustaruressruUEaLso
FAuanildaIn 9 x 8 x 7 x 6 = 3024 w¥e 12 T Wity wIINN1IARBIT UNAR WS DDNN
psaffudu glifanuenluntsansunntu Eameudusaluniadigssulssanionas

85) uaghlidwlvgidnianaalunisifendiduvessianiu

o
£0°7

U 2.3 sfarugUa A

3.) sWaR1UgUNINLAR1Y (D ej'a Vu) [15] : 35nsldmileudusiaruguninmg

wlguaildsunmAaus (JU 2.4) wnuguamlumiuywd dldasdesandignvesianu

9 Y

sUA T 5 5U ngasunanAauzdiuay 25 5U (ngndnsiariugunimmiaine wag

<

saRuFUNWARDITaLA) é’m%miLﬁwqizwﬁugﬂmwﬁaﬂngﬂLLamﬂ;]'jmm waziden
5 suamaiainiluadafelaglidostisdulumadon mmAavsiignihuldtuinanns
asregunmlandy Srunusiarhuvesstaiuguamezuuiiualdnauianduan
sunmitavn 25 3U donuies 5 sUaglévionun 53130 videUsranal 16 On sasugUnm
szuviignesnuuuniiodostunislaufuuudnduund (dictionary attack) 1fiesainnis
naaesnuigldindonsuiiliehiu uenandudmuiguamAavsigldidondusniias
osugliaududlaldnanfelonafisakiuazgnidamedaedlfiosduginuin egrlsd

musiaEussuuiglddedldianuusenisidngssuunilng



|_clew Pasivio ] Som et

5UN 2.4 sWarugUnAg

n1slauAnuuAedeiusHanuguamuwuudinlaeniiesnsiaruguninvamun
efagnuaninauildazisuvinistududn dunineruinnisaieivleduasuaey
TanAtuazdedinsfdayaanivledaswuuissalniudnidoyagnvesgunmluuaniun
Auledvaen mslaufuuuiideserdenislanfiuuuiuudumeziiaia (man-inthe-middle)
sy drunislanfuuulvamesid@snilsnanunsavirlduiedusfadugunmszuuinead

13 s L% 1 dy v N € a6
want wiivaiesiaruguainvanguuulussuuiingrgnudesiunmslanduuulvana s
Halpensnsziiniuasivlunisidengunmsaiiuununisidengunmiieandlaensy
1 a 1 o 1 s a o & v v o

wunsiiszysiuierasgun e Tunsalilflauidnduszdeddnatlunisdaunnglunis
Buduinuvesdldidunany sgdlsinunisdesiunislaufivuulyamesidsnilaygldasly

A U U é’ a a L ¥ ¥
L'Jaﬂ‘Lm’ﬁEJ‘L!EJ‘L!WJ@u&l']ﬂGU‘ULLaSJJNaLﬁEJﬂUﬂ'ﬁELGU\‘]’m“U@\‘IEEL%

2.1.3 izUUiﬁaD\hugﬂmwu‘uuﬁ’aﬁ%ﬂaaé (Cued-recall graphical password
systems)
C & a v 14 v o o ! = v <
svanugUanszuuiiunduaagligldandnsunimiesavusunnlagldsuamdy
M98 luN15N T ITERNIUT W8N TINTINTIVBITEUUTH AR UFUN U UUSADRE svuuildngn
Fendrszuuladiunia [6] (locimetric) 1 o9a1nsHan 1T U198 99 A UM 103U

lgnse 1MNITBVesgadLI TLazAME[16] NUIIN1TINTTERAVTEMLIIIYRITUNW



(% [%
Y ! Y

fudsuazusiuddmiuildninisswagunmdndas nsaasuuuiiunad fuideld
ity laifnastenismanveslasd

1) sWanugUnwwrawesyt (PassPoints) [17] : szuuswasiugunmiigniily
Wanwaz@nwidesnnfignvesssuusiasiuguamuuuidiaead (U 2.5) AResianu
sUnmszuuil TaedAsnsldRenisidendfuvasgavidemumidlaquesuniwsiuau 5 9

A [ I

vugunmiivue dmsunisiingssuudldasdesionafainaiiazidenaudaiauagig

9

e

[

ANABY IUIUTRANTUYRITTERUFUNNTEUUTTURY AUTWINIAURITHANTULAL U AN
Y94N13nUAgABImandaiiRldiuldnuentuguiu Tnawdeuds S1uiusianuves

SYUUTNegNUsTun 43 On

Y

Ul 2.5 saruzUamnanesy

Tnudauazame [18] innsmaassmeaeunnudrelunisidvesssuusianiu
sunmiiwuhgldldnatlunsadesiasin 64 3unit uasldinalumsBeuuazansiaiariy
171 Juniilagiads szovialunsiingszuuyssann 9 89 19 Tl sasanuduialunis
dgsruuduiiniaiedosas 55 fs 90 FuegFuruiaiiuiiveanmsiungnsianiug i
amudnfiviliglidumadlunindigszuu Idudeddduusinuaiuiivesnstmuage
siaruAsardivndush 14 x 14 finwa

Fodduuazany [19] Whnsidesiaiusunmssuuiuasnuiinindengtam
tufinadernuielunisldan uagmssisiarinusuninessiashugUnwstarussuuil
wnnnimilstaiuiuiinavilinnsandstaiuiugas venuiseduldssysndeinns

o
6 &

TN TaR WY I AR W sUA maneeituinansenulun1sandntes

o

AIINITINTNTNAN U IBNYIUINAIMNLISWANIUDNAY [20] UFPALazANE [21] YnsianIu
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sUnmszuuiluwauwarUssgndldiduinamasniaiisa (master password) vuliu
I3 s v i Y o S v a | Y o
winlwesuaglnaguinisldsiariuguamssuutiiinmsldnundeniinisldsiarugunm
AIONYS
aal o S - P Sy

nstlandAnulusiarusuninssuuinnuuenmieainszuudufe n1slaudnae
ganalen [24, 32] Fulunsmamisianiuaingaivuuugunmdsannsaihdeyasinnis
laudussaniiluvinislandvuuinduunsladnie Wnidevarsaunegudesiunislaud
wuulame sl wusianugunmvesler (Suo) [22] Iagdin1sidenynlagnssainaim
ponuazldmsliianuinavisvesgunmnuasyinnisivasduiivieesn mngdiungnlnia
HuAosiauvely dldazdosiud “Y” minldldgldasdesiiun “N” lngagvinegadeliles
10 sou Msdesiudesiunislauiuuulvawmafi@inileUssinniasyi i ldasldinalung
Whgssuuannniiey

2) sWarugUnnAnAdnnwae [23] (Cued Click-Points) : s9ias1ugUA N

o v v oA =t S S 7
szuuiivihnulegliglddenniigauusuamangunmviamun 5 5U ke sunmiamuntue
QAKRARINEIRUNNATY MNE LA EoNIHaRTUNRATE VTR UAUDITUTI I Haka s JaAu TSy
Tngidsusininusn 91nnsnaaeanuIfldddnsianudnialunisidngssuugedsiosay 96
lngwdswaidldldiaan 25 Judilunisadesiadiu wazldinan 7 Juiilunisidigssuy ue
msdrsfarugunmdusuatesuiuinaduanunssiissezevesldiuiu sWanu
S a ° A A A o =% | =t Yy o &

sunmszuuilidunisandngaviseiiuiuusviarunileasdenteulagfasimmn

3.) SN IUFUANINEIYLadNAInAANWaEY (Persuasive Cued Click-Points)
[24] : \JuszuusianuzunmiignWanmeuaInseuu cued click-points wiiin1sususs

) Y a L A g veg vy v & Y
Anuvanvaelunisassiauvesildlagssuvasideniiuivilaviglddenltidusariu

a

waid g ltlineladuiunissvuwusihdudldanansanaduivedeunuiile (37 2.6) 3
n1snAaeIdnsnNdnsalunisdig seuudullivinduiuseuy cued click-points W
% Y| g a X g a a P
seegIalunsasesarutuinduly 50 3Nl lnaiade
n1sUasiumanislanfsinqvessianugunmssuuiliyananansalaudlaiuuie iy
recognition-based Ao N1slanAuuUlvalnesi@suie dauwls wag Wude naslanduuu laa
¢ ac A o a o [ = S a < o Y w1 a
wosdsvsluglandvnnyihnisnsdangiesnsafeinenaaganunsai isarugniUaume

Tovudi

2.2 M3lANAUUTTUUTRRIUFUA N
lududagnanfnmslandasgdmsusianugunamlagdinislavilaesluves

Y 1 ~ 1l a v 1 (% Y [l a 1 <
31/1%’1N’1ULL63LGUE]MIEN'J’]M?YNMLFIEJ’HJENE)EJ’NIiﬂUiﬂﬁN’mgUﬂWW ﬂ?iIﬁ]iJG]ﬁ]%QﬂLLUQLUu 13
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luinuy ugnnlese (brute-force attacks) ANTuUN3 (dictionary attacks) lyainesigsnil

(shoulder-surfing attacks) a3 (malware attacks) waz W (phishing attacks)

.. Create Password M [=] X

Create Password

Usemame: I Reset Login

5 clicks left

Shuffle

Tnal #: 4
JUN 2.6 sviarugUNNeTYOTWAATNNEEY

2.2.1 mﬂauﬁtwuugwmﬁ% (Brute-force attacks 58 Exhaustive-search
attacks)

nslaufdaiifinannisassiinasagnainanudululavisvunvessariunisloud

¥
a A CY 1

yiladsiaruisnyuar e ugunmEisnslauinmiiouiu nistaufetaifinuiduly

a

Iaesfiavanuisawnssianulddnsamnstanuiugdvuadilugwe n1slaafuuy
Andun3taduiifeunnnindniudland oglsimumslaufiviadlusfaminussnusgn
iluusudsadielihauldsaiibedu Wy nadumstaiiuidanueniesdeunasiy
mmm’ﬂm‘%aaq [25] $heeeie nslaufansanIuaue 4 fmnliwedadiandu 5,
6,7 LLazLﬁaﬂﬂL%@ﬂﬂauﬂdwazLaassﬁasiwu dmsunslauauuuidannsavinislanfuussuy
siarusUamlssudendu wunslaufvusiaiiugunmdelos Fuannisnasiadiiu
Feduiidu udwhnsiunuevendullSosquny
Forvosnslaufaiiniuuuoanlay (exhaustive offline attacks) e wndiinatlunis

[

laudkaziasesllanimasruunuinnevgiinsiadugnaunulasgswiueu wiluaiy
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\Huaaudiduusiarnuiidnnuiezann dyngninidoniiasduvsranimuiiiesdiumi
winniisanndedidamanauasidslunsiuadslunduiinasaunsadumsianiy
1§ wszatumndesnsuanidssainnislafedal sruluswaniumsaziisiuiudiunn
nafiyilvgyngnlaiannsovhmsdumianuald (full-search) wilussuuswariuguam
NA1YIEUUN f\i’m’;uiﬁamuﬁﬁaﬂmﬂimLawwiﬁ’amuizwgﬂmwLLUU‘%ﬂaﬂﬁsﬁu L
ﬁamugﬂmwwmweﬁﬁﬁwmLﬁm 12 n nilsluAsdesiunslavfedeiifoniseind o
afdlunstloussianiu vie annsahlusufunisudusamuedney wu msudushmuass

FumaU (two factor authentication) [26] AaunsaanANULEII1INNSauRvtadle

2.2.2 nMslaufuuuAnduun3 (Dictionary attacks)

nslauALuUAnTuuNSvessarugUA i uausavilaluudg fuvinuusas1u
Adnws [28,29] nslaudviindonduaiuanunsavedasiasieteya (data structure) lunis
) Y] & I PYRP= Japs Y < A Y a
Aumsiaunnamuadululs @dvuavesnsaunianuindeieuiu nslaufLuuUm
No59) INNTUIWINNSUBUSWANIUN LAINAITAUNIN LA taenistaufsiafdilininuulay
< < ¥ ) 1 1 =] P
JuwazganuilunisAumsviadiugenitinislaufuuuuinnese

dld o LY 1 d‘ ] Y a

NMSNTIIUIUTHENU (password space) Tilngjinnorvazanuisatasiunislaufuuy
brute-force attacks b9 wiliau1sanisufinnulasndevassianiulunislandvdadleias
= [~ ) Y Ly [l | nl'd o Y] 1 Ql' 1 gj v v | (%
FJufuaulvtusiadugunainds nsifidwausiadu Alvgunduldliudainvasade

%) 1 -dl v v d’g Q’Jj U d! 1 Y] 1 d‘ v
winsanuig ldairluiugnaimniladng (@aludiuvessiadiunanuisaaianilagn
Sendn “dualls (subspaces)” [29) Tududaludaazilunisimszinislaufaiinivemn

FEUUTHANIUFUN N

1.) A51AUALUUANTUUITUUSTUUIHAKIUFUAINUUUTABAE : 31NN1T3T8AY
Uaeadevessviarugunimaielea wag sviarugua1mmialn [29,30] vin1sAumdnuay
SVARIUTILYIATY (subspaces) VoI UUMAITIINNTIIAEUTH AR TUY R Ldn UK L9
Tngjaznasianuduiidnystuduvestiolld vie dydnvalnegidldduveu @didu
v A g Y} o § w a a o a I & oV v a
Joyaniun1udv) ilinislaufluuAnduuisvessianiuszuutamnsaviladnenazd

Y

mmLﬁulﬂlﬁﬁiﬁaﬂhu%gﬂL@@Lmsqm’jﬂmiﬁumﬁmm (full-search)
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User password clicks Estimated password clicks
¢ =

; sn,';'
+ )

+
100 200 300 400 500 600 100 300 400 500 600

JUN 2.7 insesioliangvsunmdnlulifiverumeenalenuuguninlag Asauazane

2.) mslanfnuuAnduulTuLsEUUsaNIusUMWwULUIAaniyy : N153lAs1eiAY
Uaaﬂﬁ’maqmﬂf\maLLUUaﬂsé'fum‘%maﬁﬁamugﬂmwszwﬁéﬂﬁmuiﬁasimgﬂmwwwal,wen
way s ugUnnanesTasi [14] Tngvinnsdninieuyadoya (data set) voasiasiulng
80% Lusunmassiiglsidendusianinuuas 200 Wusiariuiiszuudaweonlils dnsy
sunwilundmuihglinidensunmitnssiusudonvesnues (Wu aueide, aungiuan,
AufaA) vnglaufidnuvasdorivesglifufionasinnudsdunsdamesiarld e
vou N dutadelunisifonsiainulunidmefeaiugui

3.) NMslaufAkuuAnduuITUNSTUUSIEHUIUNTWHUUAINTABAE : SEugUN W
W'lawasﬁgﬂﬁ’ummmmﬂﬁq61él’m%’umshmﬁ%ﬁmﬁmﬁ%sﬁwﬁmﬁa ganalan (hotspots)
[24,32] ReqavFefiuiivassUnnilanisuussdldiindenidustariugunim deindeste
A8 gUnMEnludl® (automated image processing tools) Qna%’wu%ﬁmﬁwﬁum
gonavon vugunmlnolanzlnodsauazans [31] (JUA 2.7) :nnsdaazsideyaves
sUmmilefumesonaUenunUszneuvinnslauduuudnduun’ vililenaisianiuazgn
Fameiufinn pndoyatrafuresnslasfuvuinduutd vesswarusunmiduglond
wdesldmnunensmminitnislasfuvuAnduuuusiaiumsnusidesnnusagssuy

sadugUnmMudsIMsdanesiuwasyadeyaiiuandeiueanluansianuiionys

2.2.3 mslaufuuulvanasi@snne (Shoulder-surfing attacks)
nstanduuulyama @ [32-34] Aenislaudnienisdunnnisteuteyasiaciu
sewhafigldmsBusuiauandundsFeduing msdunatuaansavildlasniaviaes
Ingnssnsenstuiinidle ndedinleanuazdengududunseagiunnmninleaunse

Y & = N v oA v & o o Y
LLﬁﬂﬂiﬁLﬂuaﬂﬂqﬂﬂiaLﬁumEﬁﬂ%l,ﬂuiwawflu 3WaNWUEUﬂWWV]aWUigUUWUWHWNQS{]@Qﬂuﬂqi
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¥
a a 1

ufytnilusfaauanuiuanugentunisldvesssuutiug [35] nadngaeyllidaunsald

9 Y

S <

syvvtuunstudusinuludinuseaniula

B 5 g g

| .~ A ) Wy SN
JUN 2.8 Megranslaudiuulvamnesigsni

2.2.4 mslaudnuudans (Malware attacks)

nsfnsemensiL$Ttllasunseyaelildan (unauthorized) thisinasilontaluns
Tauile Tauas (malware) ns3u (trojans) 15 (viruses) wag 1354 (worms) vdauansiona
Halifundniavled (uuannarsd vise uravaeulnuu) [36] neaziinsuautuiinianssu
Aaued Ll W nsdufinguuuun1siun (Keystroke-loggers) Luniswautudinnsldy
MuAdueiaves iy nMsduiinguuuunisldiaund (mouse-loggers) uag n15duiinuinee
(screen scrappers) wautufinannuiadeulmvomiivefly dmdusiERuiashsTunslY
Adalnsnaeninesfifivsmedentslamesiarumesddussiariugunmiuglasfidosande
nsTNiuvesmstuiinutiae dunistuiinguuuunisldund vse nmstuiinutiae fu n1s
Guiinguuuunsiiun inszlanfdndudosiumihvevesdldiniasdeudoyasiariuuy

LAVBINTITD

2.2.5 mMslanfuuunYBe (Phishing attacks)
nslanfivdinil [37] dlaufazadramihvivleduasulaenisfnaenainiulediiievaen
Tigldnsandeyasfaru fegruguuuuiegveaivlediasuluiudiuad widmsunsainsg

Auleduasudmiunsendeya szuusiaruguninuuuineniduiazinoadiullans

¥V

Sududesiyagunmuessiaruuuivledasenou flaufdosihnslanfuuuuiuduney

Y 9

o ¥

fadaszninedvledasaasdld wasihdoyagunmsianuuuivledaswnananauy
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[ 13 = ¢ Y = o v o a ] I3 I3
Aulgivasuuuuisvalndudidahdeyasianuigldnsenasuuivleduasulunsenuy

& s a <A & aa v o o w a
L'J‘Ul"ﬁ@ﬁ]iﬂ "“ZNOEJLﬂumiIR]MGWlG]ENE)’]ﬂEJmWiJWEJ’l‘EJ’ISJ?,ﬂﬂa’lwiuéﬂﬁmm

2.3 wuugdauniuanudirglunisldanuiiesiaagda (PSSUQ)

a

fllaleaydn [38] Aouuvasuamiiioldlunsusziduaudrelunsldaunazany
fanelafislrioszuudsgniannlaeuisnledidy wuugeuauauielunsldauiussneu
Ugesnudwiunislieu 19 4o Taedl 5 Sagusvasdlunstiaie arusamiilunsld
U AnuglumMsiteus Aunmeslays AnuasUTUYsInMaNdRlunsidl way A
FwFlunmsvhanuduagvesnsldeu ﬁ'm'lmmi’lﬁgﬂuﬂuﬁu 4 vevidospie Uselov
lunisldeauvesszuu (SysUse) asnnlunisiansnatayavesseuu (InfoQual) dufinsie
s¥mI95{lHuazszuv (InterQual) way aufianelalagsiudeszuy (Overall) Fefiinausinns
Tazuuunvisiade lnevisdoliiuiefianuaniafe udefan fotsis 19 e
1) Tneamsaduianelasonnnuirelunisidouresszunil (Overall, | am satisfied
with how easy to use this system)
2.) duanunsaldaulaegisiignie (it was simple to use this system)
3) duanunsoldeiuszuui ldvnanaud@ed 19 Usedndua (I could effectively
complete the tasks and scenarios using this system)
4) fuannsaldnuszuuildvnauauifiognssnaiga ( was able to complete tasks
and scenarios quickly using this system)
5) duannsolfrussuuilinnauautResnaiiuszansnm ( was able to efficiently
complete the tasks and scenarios using this system)
6.) 5u§§ﬂazmﬂams‘lumﬂsi’fﬁmizwﬁ (I felt comfortable using this system)
7) 5ummiaL%Uuiiwuﬁiﬁaé’md’mmﬂ (It was easy to learn to use this system)
8) Fudodrduaunsaldaruszuui Idfuuszans amingi$a ( believe | could
become productive quickly using this system)
9) 1 osruuindefianainszuuamnsalvideyalunisuddamiegedaiau (The
system gave error messages that clearly told me how to fix problems)
10) WeduiAawaiaseseuy duanunsadaurnuianainliegesinga (Whenever |
made mistake using this system, | could recover easily and quickly)
11.) %@ga%@ﬂizuuﬁﬂﬂiuamamaﬁ%hLau(Theinﬂannaﬁon provided with this system
was clear)
12) fuanursanideuadideansldeg19d18m1e (it was easy to find information |

Y

needed)
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13.) Yayavesszuuausaiiilalaeg1si1eaneg (The information provided for the
system was easy to understand)

14.) Toyavesszuuinlilviduanunsaldssuulaasudiuynamaudi (The information
was effective in helping me complete the tasks and scenarios)

15.) mi{]’mmisi’faagaﬁlumimemaﬁmm%’@Lf\m (The organization of information on
the system screens was clear)

16.) dumesivlgvoTzUUiANEIB N (The interface of this systems was pleasant)

17.) duveulvdumesingvasszuu (I liked using the interface of this system)

18.) iz‘u‘uﬁﬂmamﬂ'ﬁmuﬁ’mm’mﬁmmwﬁﬁ (The system has all the functions and
capabilities | expect it to have)

19.) Tngswuaufiswalanaseuu (Overall, | am satisfied with this system)
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o v

AUMANANULANANLALTENSNAFBUT (t-test) LiaTntad1AvaInLUasuLUasN T
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LINETUEAYIIEVRINITNAFDY
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suammaln P iy 0.002 sviaugUMwInaneen P iy 0.006 wagsianusiaumn

%an P 1AvU 0.0051
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sWanugUnmmIawe P Lvindu 0.0014 svan1ugUawnianesy P windy 0.0075 we

siaNusaInnuantuiiiuneiinsiuasuwasegsbifitedAglasiian P windu 0.0425

M13197 3.1 MTNNANITNAFBUBNTIANUAUIAITAAAINNTLGON TV URAYA (Soeaz)

v d Aode wamisvadoudl | drudsavunasgiu Adngn AN
AWUNNAgau
(Mean) (t-test) (SD) (Min) (Max)
A, Fuusn 3.224 t = 29010 6.069 0.00 14.28
wnuan Fugavin 0.000 P =0.0051 0.000 0.00 0.00
suiesiusUAT Fuusn 24.444 ¢ - 4.0100 23.428 0.00 70.00
wln Fugmvin 6.105 P =0.0020 8.852 0.00 25.00
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maERUFUAMN t=28520
«
Wianaun Fugavin 13.855 P =0.0060 13.952 0.00 42.85
swarusUnY Fuusn 18.980 t = 43870 17.741 0.00 55.26
mdly Fugaving 3.686 P <0.0001 7.708 0.00 20.00

A151997 3.2 mi’]\‘ir}\lamiﬂ/l@?{E]Uf\‘]”lu’mﬂ%ﬁsﬂaﬂﬂ’]i‘W‘EJ’]‘EJ’]JJ%@ﬂ@W\]UL“ﬁ’]éi%UUﬁ’]L%‘\] (mS59)

v o Auade wansvedeudl | daudsauuinsgiu fdngn AngEn
AWUNNAgaU .
(Mean) (t-test) (SD) (Min) (Max)
- Tuusn 1611 t = 20730 0.374 1 2
wmen Fugavin 1.000 P = 0.0425 0.000 1 1
s Tuusn 2.355 1.539 1 6
SUaENIUFUNIN t =3.392
wadln Fugaving 1.355 P=00013 0.486 1 2
saHuFUNH Auuan 1.935 t=2772 0.964 1 5
Widweew Fugming 1.387 P=0.075 0.495 1 3
s¥asuzUnm Tuusn 1.709 &= 3361 0.740 1 4
sy Fugaving 1.194 P = 0.0014 0.401 1 2
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Abstract. Smartphone technology nowadays is very progressive. With a powerful camera, high-speed
connectivity, touchscreen interface, millions of different applications development and also a biometrics
authentication system such as fingerprint scanner, iris scanner and even face scanner but whenever
biometrics authentication system accidentally failed a smartphone still uses text passwords, PINs or
Android’s Unlock Pattern as a secondary authentication system but users typically create week text
passwords since strong text passwords are difficult to recall and memorise. PINs and Android’s Unlock
Pattern are easier to recall and memorise but also having the guessablity problem. Graphical password
system is one of the approach which propose of solving the memorability problem. In this paper we
implemented and optimised the selected existing graphical password systems to smartphones and conducted
an experiment to study and compare a usability of graphical password to the current secondary authentication
system on smartphones in a week.

Keywords: user authentication, passwords, graphical passwords, usable security, human computer
interaction.

1. Introduction

Biometrics authentication system on a smartphone became widespread and easily accessible. Even with
high accuracy and easy for authentication but whenever biometrics authentication system is failed or
unexpectedly unusable such as user's hands are too wet or the user wears personal protective equipments for
example goggles, sunglasses or gloves a smartphone provides a secondary authentication system such as text
password, PINs or Android’s Unlock Pattern.

Text passwords are a common approach for authentication, but users normally create weak passwords
and face a problem to memorise strong ones [1], [2]. Alternatively most of users prefer to use PINs and
Android’s Unlock Pattern as a secondary authentication system. On the other hand these authentication
systems are even less secure than text passwords. Four digit PINs has only 16 bits of password space but also
has very high usability for users. Android’s Unlock Pattern is even easier to authenticate but has lower
password space and higher guessability comparing to text passwords and PINs [3].

Graphical passwords have been proposed to solve the memorability problem based on the studies which
indicated that humans are better at recognising and recalling images than texts of text passwords[4], [5],
Some graphical passwords provide a high password space and against password guessing attacks that is
equal to or greater than typical alphanumeric passwords, but also difficult to use such as low success rate and
taking too long login time [6], there is a trade-off between usability and cryptographic strength.

In this paper we conducted an experiment to compare and evaluate usability of selected graphical
password systems and PINs which is the most popular secondary authentication system in a smartphone with
similar level of password strength (entropy), our study was conducted with 40 participants in a week. We
developed and optimised an android application for studying participants use of selected graphical password

Corresponding author. Tel.: +66922733035; fax: +6623298412..
E-mail address: 58605087 @kmitl.ac.th.
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systems and PINs. Participants downloaded and installed the application from an email, Each user created
their personal account and created one password for each graphical password scheme and used them daily in
a week.

2. Graphical Password Systems

Graphical passwords are image-based passwords which are an authentication system that works by
having the user select images or points of the image. They are an alternative way of solving the problem of
using alphanumeric passwords [1], [2]. Graphical passwords are easier than text passwords for most people
to remember [4], [5]. A study by Robert Biddle er al. [6] classifies and compares stereotype of graphical
passwords which are Recall-based System, Recognition-based System and Cued-recall System.

2.1.Recall-based graphical password systems

Recall-based graphical password systems are also known as drawmetric systems which allows users to
create passwords from drawing lines or points on empty spaces or a grid. This type of graphical password is
the most difficult system to memorise since users must remember all lines without any memorisation aid.
Examples of recall-based graphical password systems are Draw-a-Secret (DAS) [7], BDAS [8] and YAGP
[91.

2.2 .Recognition-based graphical password systems

Recognition-based graphical password systems are also known as cognometric systems or searchmetric
systems. The system require users to select a set of images to create a password, then user must recognise
their images from among decoys to log in, The images used are mostly people's faces, pictures, artwork and
biographies. Examples of recognition-based graphical password systems are Use Your Illusion (UYT) [10]
and Déja vu [11].

2.3.Recognition-based graphical password systems

Cued-recall graphical password systems are also known as locimetric which require user choose
positions or points of an image during password creation and authentication, subjects are given hints (cues)
at the time of recall. The cues are supposed to help the subject recalls the memorised items. Examples of
cued-recall graphical password systems are PassPoints [12] and Inkblot Authentication[13].

UserID:

N HN NN e

|Login | |  Dont show indicators

Fig. 1: User interface of PassGo

3. Related Work
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3.1.PassGo

Pass-Go (Fig. 1) is a graphical password system proposed by Tao and Adams [14] which solves the
Draw-a-Secret (DAS) [7] scheme issue: the difficulty of accurately duplicating sketches whose lines cross
near grid lines or grid line intersections. It is named by the ancient board game Go, Pass-Go displays a grid
of 9 x 9 dots and users draw their lines or points using grid intersection points. Each user’s movements are
snapped to gridlines and intersections, avoiding the effect of small variations in the trace. The theoretical
password space of Pass-Go is larger than for DAS and PINs due to a finer grid (more squares); allowing
diagonal movements (DAS encodes only horizontal and vertical movements); both resulting in greater
password complexity than in DAS.

3.2 PassFaces

PassFaces is a graphical password system proposed by S.Brostoff, and M. A. Sasse [15]. The basic idea
is as follows. The user will be asked to choose four images of human faces from a face database as their
future password. In the authentication stage, the user sees a grid of nine faces, consisting of one face
previously chosen by the user and eight decoy faces. The user recognises and clicks anywhere on the known
face. This procedure is repeated for several rounds. The user is authenticated if he/she correctly identifies the
four faces. The technique is based on the assumption that people can recall human faces easier than other
pictures. The previous studies [16], [17] have shown that PassFaces are very memorable over long period.

3.3.PassPoints

PassPoints is a cued-recall graphical password systems which proposed by S. Wiedenbeck, J. Waters, J.
Birget, A. Brodskiy, and N. Memon [12]. A password is a sequence of any n = 5 user selected click points
(pixels) on a system-assigned image. The user selects points by clicking on them using a mouse. During
login, re-entry of the click-points must be in the correct order, and accurate within a system-specified
tolerance. The image acts as a memory cue to the location of the originally chosen click-points.

4. Experiment

4.1.Entropy Settings and Optimisations

We developed and optimised an android application as a prototype. In the following section we
mentioned that we chose Pass-Go, PassFaces and PassPoints for the experiment. For PassGo it normally
displays as 9 x 9 dots with multiple pen colours but for our optimisation to enhance the system more
appropriate for a smartphone display size (typical smartphone display size is around 4.5” - 5.5”) we scaled
down a grid size to 5 x 5 (Fig. 2(a)) and remove an ability to select multiple pen colours, The theoretical
password space of optimised Pass-Go is around 28 bits which is equivalent to six-character text password
consisting of numbers, lowercase, and uppercase characters which is more secure than 6 digit PINs that has
the theoretical password space around 20 bits.

PassFaces, The original PassFace settings had n = 4 rounds of P = 9 images per panel, with one image
per panel from the set of images. The user portfolio contains exactly 4 faces, so all portfolio images are used
during each login. The theoretical password space for PassFaces has cardinality P powered n, with P=9, n=
4 yielding 6561, is around 13 bits. We optimised by increasing image per panel to 50, P = 50 and changed
the number of rounds to 5, n = 5 (Fig. 2(b)) then the theoretical password space is increased to 28 bits which
is equivalent to six-character text password consisting of numbers, lowercase, and uppercase characters and
equivalent to optimised Pass-Go, We also did some optimisation to improve users recalling images and more
user friendly by changing human faces to dog and puppy faces and for each image has its own uniqueness.

PassPoints, the original PassPoints uses click-based system and the theoretical password space was
calculated by number of points(pixels) powered by a password is a sequence (n = 5) that is around 43 bits,
but for a smartphone display which has smaller size than a computer display and it is also a touchscreen
interface. Hence, we increased an area of tapping point on a smartphone display and the optimised
theoretical password space is calculated by number of point which is 50, P = 50 and a sequence is 5, n =5
then P powered by n is around 28 bits which is equivalent to six-character text password consisting of
numbers, lowercase, and uppercase characters.
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(a) (b)
Fig. 2: (a) User Interface of optimised Pass-Go (5 x 5 grid) on an android device. (b) User Interface of optimised
PassFaces on an android device.

4.2 Experiment

We recruited 40 participants to involve the experiment, these participants (16 female and 24 male , age
23 - 35) are from the software development company where one of the researcher is currently working with.
We assigned each participant to every optimised graphical password systems and 6 digits PINs. 83.33% of
participants use pin as a secondary authentication system, 10% of participants use Android’s Unlock Pattern
as a secondary authentication system while the rest (6.66%) use text passwords as a secondary authentication
system.

The experiment conducted at the company after working hour everyday during a week, initially at the
first day users were introduced and well trained how to use the optimised graphical password systems. The
participants were required to create the passwords at the first day. Afterwards, users were required to login
with the initial passwords in each day. In the first day and the last day we also did the Lewis’ Post-Study
System Usability Questionnaire (PSSUQ) to participants [18] In the section 4.1 we set up and optimised
password entropy and the selected graphical password systems have the similar theoretical password space
which is 28 bits which make us easily compare and evaluate the data to 6 digits PINs.

We evaluate ease of graphical password systems access using four complimentary measures: (1) error
rate of clicking incorrect points, (2) number of attempts required for successful authentication and (3) the
login time required in a successful authentication.

5. Results

5.1.Error Rate

Error rate is the average rate of clicking incorrect points by all participants. Table 1 displays the
distributions of error rate of each graphical password system and 6 digits PINs. Unsurprisingly, PINs has the
lowest error rate between first day and last day (first day = 3.224 and last day = 0%, P = 0.0051) following
by PassFaces (first day =18.98% and last day = 3.686%, P < 0.0001) then Pass-Go (first day = 24.444% and
last day = 6.104%, P = 0.002) and PassPoints (first day =28.28% and last day = 13.855%, P = 0.006). The
error rate is noticeably better comparing between the first day and the last day.

Table 1: Error rate result (percent)
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Day Mean t-test S.d. Min Max
First day 3.224 6.069 0 14.28
PINs t=2.901
P=0.0051
Last day 0 0 0 0
First day 24.444 23.428 0 70
Pass-Go =401
. P=10.002
Last day 6.105 8.852 0 25
Firs 28.28 23.93 0 73.33
PassPoints irst day 2 (=285
asstoin P =0.006
Last day 13.855 13.952 0 42.85
First day 18.98 17.741 0 55.26
PassFaces 1= 4387
P<0.0001
Last day 3.686 7.708 0 20
5.2.Login Attempts

Table 2. displays the number of attempts required for successful authentication of each graphical
password system. PINs has the lowest number of attempts (first day = 1.161 tries and last day = 1 try, P =
0.0425). PassGo has the most significant difference between the first day and the last day related to P value
in t-test (first day = 2.355 tries and last day = 1.355 tries, P = 0.0013) following by PassFaces (first day =
1.709 tries and last day = 1.194 try, P = 0.0014) and PassPoints (first day = 1.935 tries and last day = 1.387
ties, P = 0.0075).

Table :. Login attempts result (tries)

Day Mean t-test S.d. Min Max

First day 1.161 0.374 1 2
PINs t=2.073
P=0.0425

Last day 1 0 1 1

First 2.3 1.539 1 6

paso irst day 55 3392 5 6
P=0.0013

Last day 1.355 0.486 1 2

First day 1.935 0.964 1 5
PassPoints {=2.772
P=0.0075

Last day 1.387 0.495 1 3

First 1.709 0.74 1 4
PassFaces i ’ 1=3361
P=0.0014

Last day 1.194 0.401 1 2

5.3.Login Time

Table 3 displays the average login time required in a successful authentication of each graphical
password system and 6 digits PINs in second time unit. PINs has the fastest login time (first day = 4.67 and
last day = 4.344 sec, P = 0.5) and following by Pass-Go (first day = 19.305 sec and last day = 4.296 sec, P <
0.0001) then PassPoints (first day = 10.916 and last day = 4.389 sec, P < 0.0001) and PassFaces (first day =
28.755 and last day; p = 15.088 sec, P < 0.0001). Login time on the selected graphical password systems
after one week is also improved. Pass-Go and PassPoints login time in last day are similar to PINs.

5.4.Usability Results

We conducted user satisfaction experiment by using he Lewis’ Post-Study System Usability
Questionnaire (PSSUQ) which contains 19 usability questionnaire items and likert scale from 1 to 7. 1 means
strongly disagree and 7 means strongly agree from Fig. 3 displays an average value for each graphical
password system and 6 digits PINs comparing between the first day and the last day. The scores of PINs are
slightly different between the first day and the last day but for the graphical password systems, the scores are
significantly different and all of them are about the similar level. At the first day most of participants had
negative comments for the graphical password systems for example some of them said that “why do I have
to change from the current easy authentication system”, “Graphical passwords are too complex” but at the
last day 66.67% of participants said that they are willing to use the graphical password systems instead of 6
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PINs, while 20% of participants said that they probably use the graphical password systems instead of 6
digits PINs and 13.33% of participants preferred to use 6 digits PINs than the graphical password systems.
Table :. Login time result (seconds)

Day Mean t-test S.d. Min Max
First day 4.67 10659 1.911 1.78 993
1L P=05
Last day 4.344 1.923 1.37 8.39
First 19.30. 12.258 .14 48.51
Pass.Go irst day 305 t=6.612 5 5. 5
P <0.0001
Last day 4.296 2.076 1.8 10.21
First day 10916 (<6256 5.261 2.28 20.39
PassPoints P< 0_‘0001
Last day 4389 2.0165 1.3 8.71
First 28 15.661 12.07 1.
irst day 755 t=4.547 5.66 0 71.37
P <0.0001
Last day 15.088 5.074 7.51 2574

6. Discussion and Limitations

The results from section 5 shows that after users used the graphical password systems in one week as a
daily usage, error rate, login attempts, login time and usability are significantly improved and some of them
are almost equivalent to 6 digits PINs with the higher theoretical password space and less guessability issue,
Although the participants were well trained at the fist day but the error rate of graphical password systems
are still very high.

Our findings regarding error rate and login attempts show that users could take just one week to improve.
Once participants are familiar to the graphical password systems, the error rate for the selected graphical
password systems PassGo and PassFaces are significantly improved. Error rate result in the last day are also
comparable to 6 digits PINs. The error rate of PassPoints was slightly improved because users found that
tapping at the same position on a smartphone display is a difficult task even though we already enlarged the
tapping area.

Lewis’ Post-Study System Usability Questionnaire
7
6
» 5
[
Z
E 4
a
3
2
1
Pass-Go PassPoints PassFaces PiNs
M first day M last day

Fig. 3: PSSUQ result

Our findings regarding login time show that for each graphical password system were noticeably
improved especially for PassGo. The results of Pass-Go and PassPoints at the last day are comparable to 6
digits PINs. Login time of PassFaces were about 50% improved but still taking long time compare to the
others (PassFaces 14.927 sec, 6 digits PINs 4.606) because participants found that it was tough to find a
password image on total 50 images per one panel.

In addition of usability, Each graphical password system has about the same likert score as we
mentioned in section 5.4 most of participants are more satisfied comparing between the first day and the last
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day and most of them are willing to change their secondary authentication system on a smartphone instead of
6 digits PINs.

From the experiment, although the result could show that error rate, login attempts, login time and
usability were improved in a week but one of the main issue of graphical password system is shoulder
surfing attack is still need to be prevented and improved, some of our selected may or may not have an
ability to resist the attack.

7. Conclusions

We have presented the study of the graphical password usability on a smartphone can be significantly
improved in a week with higher theoretical password space comparing to PINs and we found that there’s
possible to use graphical password systems as a secondary authentication system on a smartphone. In the
future we would like to develop a better graphical password system on a smartphone which consists both
acceptable usability and security.
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Mobile web browsers are evolved to support the functionalities presented by HTMLS. With the hardware accessibility of HTMLS, it is now
possible to access sensor hardwares of a mobile device through a web page regardless of the need for a mobile application. In this paper, we
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memory task but be able to prevent the following problems by adding haptic feedback to PassPoints as additional decoy click points. We
also conduct a user study to evaluate and compare the usability of HapticPoints and PassPoints.
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HapticPoints : The Extended PassPoints Graphical
Password

Trust Ratchasan and Rungrat Wiangsripanawan

Department of Computer Science, Faculty of Science, King Mongkut's Institute of Technology
Ladkrabang, Bangkok, Thailand
{58605087, rungrat.wi}@kmitl.ac.th

Abstract. The most common issue of alphanumeric passwords is users normal-
ly create weak passwords for the reason that strong passwords are difficult to
recognise and memorise. Graphical password authentication system is one of
the approach to address the issues of alphanumeric passwords memorability.
Wiedenbeck et al. proposed PassPoints in which a password is a sequence of
any 5 to 8 user-selected click points on a system-assigned image. Nevertheless
PassPoints still faces the problem of predictable click points and shoulder surf-
ing attack. In this paper, we purposed HapticPoints an alternative graphical
password system on smartphones in which user does not need any additional
memory task but be able to prevent the following problems by adding haptic
feedback to PassPoints as additional decoy click points. We also conduct a user
study to evaluate and compare the usability of HapticPoints and PassPoints.

Keywords: user authentication, passwords, graphical passwords, usable securi-
ty, shoulder surfing attack, PassPoints.

1. Introduction

Alphanumeric passwords are the most common approach for authentication but users
normally create weak passwords for the reason that strong passwords are difficult to
recognise and memorise[1][2].

Graphical passwords have been proposed to solve the memorability problem based
on the studies which indicated that humans are better at recognising and recalling
images than alphanumeric passwords[2][3], Some graphical passwords provide a high
password space and against password guessing attacks that is equal to or greater than
typical alphanumeric passwords, but also difficult to use such as low success rate and
taking too long login time[5], there is a trade-off between usability and cryptographic
strength.

The previous studies[1,2] show that recognition-based graphical password systems
are an easier memory task than recall-based graphical password systems. In cued-re-
call graphical password systems, an external cue is provided to help remember infor-
mation. Tulving and Pearlstone explain that items in human memory may be avail-
able but not accessible for retrieval and show that previously inaccessible information
in a pure recall situation can be retrieved with the aid of a retrieval cue[3].

PassPoints is a representative of cued-recall graphical password systems of particu-
lar interest and worthy of extensive study based on the previous study[6]. It extended
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Blonder’s[21] idea by eliminating the predefined boundaries and allowing arbitrary
images to be used. As a result, a user can click on any place on an image (as opposed
to some pre-defined areas) to create a password. A tolerance around each chosen pixel
is calculated. In order to be authenticated, the user must click within the tolerance of
the chosen pixels.

Even though, The primary security problem of PassPoints is hotspots, when users
tend to select similar click points as part of their passwords. Attackers who are able to
gather knowledge of these hotspots through harvesting sample passwords or through
automated image processing techniques can build attack dictionaries and more suc-
cessfully guess PassPoints passwords [8, 9]. Another concern of PassPoints is a
shoulder-surfing attack. When a user clicks at his/her password click points, nearby
attackers can observe what points user is clicking.

In this paper, we purposed HapticPoints an alternative graphical password system
on smartphones in which user does not need any additional memory task but be able
to prevent the following problems by adding haptic feedback to PassPoints as addi-
tional decoy click points. We also conduct an user study to evaluate and compare the
usability of HapticPoints and PassPoints.

2.  Graphical Password Systems

Graphical passwords are image-based passwords which are an authentication system
that works by having the user select images or points of the image. They are an alter-
native way of solving the problem of using alphanumeric passwords[1][2]. Graphical
passwords are easier than text passwords for most people to remember[4][5]. A study
by Robert Biddle et al.[6] classifies and compares stereotype of graphical passwords
which are Recall-based System, Recognition-based System and Cued-recall System.

Recall-based graphical password systems. known as drawmetric systems which
allows users to create passwords from drawing lines or points on empty spaces or a
grid. This type of graphical password is the most difficult to memorize since users
must remember all lines without any memorisation aid. Examples of recall-based
graphical password systems are Draw-a-Secret (DAS)[10], BDAS[11], YAGP[12] and
PassGo[15].

Recognition-based graphical password systems. known as cognometric systems or
searchmetric systems, this system require users to select a set of images to create a
password, then user must recognize their images from among decoys to log in, The
images used are mostly people's faces, pictures, artwork, and biographies. Examples
of recognition-based graphical password systems are Use Your Illusion (UYI)[13] and
Deja vu[14].

Cued-recall graphical password systems. also known as locimetric which require

user choose positions or points of an image during password creation and authentica-
tion, subjects are given hints (cues) at the time of recall. The cues are supposed to
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help the subject recall the memorised items. Examples of cued-recall graphical pass-
word systems are PassPoints[19] and Inkblot Authentication[16].

3.  PassPoints

PassPoints is a cued-recall graphical password systems which proposed by S.
Wiedenbeck, J. Waters, J. Birget, A. Brodskiy, and N. Memon[19]. A password is a
sequence of any n = 5 user-selected click points (pixels) on a system-assigned image.
The user selects points by clicking on them using a mouse. During login, re-entry of
the click-points must be in the correct order, and accurate within a system-specified
tolerance. The image acts as a memory cue to the location of the originally chosen
click-points (see Fig. 1).

The underlying images of PassPoints for creating a password are not restricted to
any types of images such as drawings, Perspective photos, Human face images can
be used; users can even install their own images. Natural images help users remember
complex passwords better. This suggests that in a human context, the (conditional)
entropy of a password will depend on the underlying image, and leads to the question:
Given an image, how can we predict the (conditional) entropy of a click point in that
image, within the context of PassPoint passwords.

Based on the Ahmet Emir Dirik et al’s study[8]. They analysed the password secu-
rity of underlying images by computing the entropy of a click point by adding salien-
cy points to the images, and they compared the predictions produced by their model
with data consisting of roughly 100 actual passwords selected by users. In these (very
small) images their model was able to predict 70- 80% of the user click positions. The
results show that their model can be used to evaluate the suitability of an underlying
image for the PassPoints system.

Fig. 1. User Interface of PassPoints.
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4. Threat Model

Robert Biddle et al[6] elaborates standard threats to password-based authentication
systems and how they relate to graphical passwords. Based on their study we model
the threats faced in PassPoints. Attacks are classified as shoulder surfing attacks, brute
force attacks, dictionary attacks and hotspots.

4.1. Shoulder Surfing Attack

Shoulder-surfing attack is a direct attack focused on the visual aspect of graphical
passwords. When users are logging in or inputting passwords, attackers may directly
observe or use external recording devices such as high resolution cameras and sur-
veillance equipments to collect users’ credentials.

Several existing graphical password systems tried to prevent from shoulder surfing
attacks but turns out significant usability drawbacks[24], usually in the time and effort
required to log in, making them less suitable for daily-usage authentication.

4.2. Brute Force Attack

Brute force attack is a trial and error method used to obtain information such as a user
password by imitating the clicking on a password image. In a brute force attack, au-
tomated software is used to generate a large number of consecutive guesses as to the
value of the desired data. An attack of this nature can be time and resource consum-
ing. Success is usually based on computing power and the number of combinations
tried rather than an ingenious algorithm.

The advantage to do offline brute force attacks is that with enough time and com-
puting power, all passwords will be found. However, full search of large password
spaces is limited in practice by the time or processing power available.To minimise
the threat of exhaustive attacks, the theoretical password space should be too large to
search.

4.3. Dictionary Attack

The original idea involved guessing passwords from a relatively short pre-compiled
list (dictionary) of high probability candidate passwords, based on assumptions about
user behaviour. Massive dictionaries and powerful data structures have created a con-
tinuum from small dictionaries to prioritised brute force attacks, with smart dictionary
attacks combining time-memory trade-offs of brute force attacks with higher success
probabilities of prioritised dictionaries, in some cases algorithmically generated [25].

Many users’ uses weak passwords which make it is easier for attackers to guess the
password using the graphical dictionary attack[7].

Previous studies[8, 9] show that users’ choices are predictable in most cued-recall
based systems, so attackers can make use of this property. Attackers first collect im-
ages used by authentication systems, then processes and analyses the images to obtain
the hotspots and patterns.
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4.4. Hotspots

Hotspots[22] are remarkable points or areas of a password image with higher proba-
bility of being chosen by users as password click points. The attacks below target
PassPoints itself, as opposed to evolved systems like PCCP[23].

Success in exploiting hotspots with automated image processing tools has been
reported (see Fig. 2)[8]. The most efficient hotspot attacks to date [9] harvest from
different users a small sample of passwords for target images, using the component
click-points to build “human-seeded” attack dictionaries. One such attack uses a first-
order Markov attack, a second, based on an independent probability model, assumes
click-points are independent of their predecessors.

User password clicks

Fig. 2 A. Dirik et el. exploited hotspots with automated image processing

5.  HapticPoints

We propose a graphical password authentication system on smartphones which ex-
tended from PassPoints called “HapticPoints” to enhance and prevent attacks of Pass-
Points which we describe in section 3. In HapticPoints we added haptic feedback ran-
domly after a user click on a password click point to notify users that they need to
create additional decoy click points.

The reason behind adding haptic feedback is when the haptic feedback vibrates, it
can neither be observed by eyes nor eavesdropped by ears which means attackers may
not be noticed that which click points are actual click points and which click points
are decoy points. We generate the number of decoy click points (p) by:

decoyPoints = ciel(actualPoints/2)
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In HapticPoints graphical password authentication system, there are two usage
phases: the registration phase and the login phase.

5.1. Registration Phase

The previous study[17]. shows that their model can be used to guide suitable image
selection for graphical passwords before the user selects their first click point and
without requiring additional user effort by proposing a measurement for guiding im-
ages that is based on overall image saliency and contents (see Fig.2). They found that
the more salient regions on an image, the higher the entropy of click points, and thus
the higher the theoretical and practical password space.

In the registration phase we let users choose their own images to create passwords
then we show image saliency by using Deep Gaze[18] algorithm to inform the suit-
ability of the image to prevent dictionary attacks. The following is the complete pro-
cedure:

1. User selects his/her password image from the phone, the password image can
be any types of images.

2. The selected password image will be analysed and showed overall image
saliency (see Fig.3). At this step we will inform user that the more salient regions
on the image, the stronger password that it could be.

3. If user confirms to use the current image as a password, Create a password by
clicking on the password image in the range from 4 to 6 points in sequence (Simi-
lar to the original PassPoints)

4. Confirm the password by re-entering it correctly. Users incorrectly confirming
their password could retry the confirmation or return to Step 3 or Step 1.

Fig. 3 An example of saliency map
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Actual Password : Point A > Point B > Point C > Point D
Decoy Password : Point A > Decoy Point >Point B > Point C > Decoy Point > Point D
Or

Decoy Password : Point A > Point B > Decoy Point > Decoy Point > Point C > Point D

Fig. 4 Examples of HapticPoints password input.

5.2. Login Phase

In login phase, users use passwords created during the registration phase to log into
HapticPoints (see Fig.4-5). The following is the complete procedure:

1. User starts clicking the first password click point of a password image.

2. If the haptic feedback vibrates, user needs to create a decoy click point by click-
ing any area in the password image and If the haptic feedback doesn’t vibrate, user
needs to click on the actual click point of the current password sequence.

3. Continue following Stepl and Step 2 until user finished inputting password.

4. If users noticed an error during login, they could cancel their login attempt and
try again in Step 1.

| v

decoy click
yes

has haptic
feedback?

no

Fig. 5 HapticPoints login flow
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6.  Usability Evaluation

We developed a prototype on android operating system as an application and we also
recruited 20 participants to involve the experiment, these participants (8 female and
12 male , age 24 - 32) are from the software development company where one of the
researcher is currently working with.

The experiment started with a tutorial phase, in which participants had to enter a
PassPoints password followed by HapticPoints password on the smartphone. The ap-
plication continued to challenge the participants as soon as both passwords had been
entered successfully. Then, each participant had to create their own passwords.

We assessed usability with a combination of quantitative and qualitative metrics. A
scheme’s efficiency is measured by number of attempts required for successful login
and the entry time required for a login, effectiveness is assessed with the recall suc-
cess rate. The usability questionnaire provides qualitative data on user satisfaction
based on participant ratings onLewis’ Post- Study System Usability Questionnaire
(PSSUQ) to participants[20].

6.1. Login Attempts

Table 1 displays the number of attempts required for successful authentication of each
graphical. HapticPoints was taken slightly more attempts than PassPoints (PassPoints
= 1.645 tries, HapticPoints = 1.709 tries and P = 0.759). A T-test analysis for Pass-
Points and HapticPoints password revealed no significant difference.

Scheme Mean S.d. Min Max t-test
Original 1.645 0.797 1 4
PassPoints
t=0.308
P=0.759
HapticPoints 1.709 0.824 1 4

Table 1. Login attempts result (tries)

6.2. Login Time

Table 2 displays the average login time required in a successful authentication of
PassPoints and HapticPoints, Login time is also no significant difference between
PassPoints and HapticPoints from a T-test analysis (PassPoints = 8.421 seconds, Hap-
ticPoints = 10.278 seconds, P = 0.0782).
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Scheme Mean S.d. Min Max t-test
Original 8.421 3.838 335 1552
PassPoints
t=1.793
P=0.0782
HapticPoints 10.278 4.178 4.01 17.37

Table 2. Login time result (seconds)

6.3. Recall Success Rate

In PassPoints scheme, the nature of many recall success rate was down to either for-
getting the password length or clicking points outside the tolerance region. We con-
ducted an experiment to compare recall success rate between PassPoints and Haptic
Points. We separated the time range of the experiment to two groups which are one
hour and one week.

Table compares the recall success rate for one hour test and one week test. From a
T-test analysis shows that the recall success rate of both HapticPoints is similar to
PassPoints.

Scheme Mean S.d. Min Max t-test
PassPoints 95.97 9.347 75 100 0912
t=0.

One hour test P=0365
HapticPoints 93.548 11.12 75 100

PassPoints 67.741 29.006 0 100 (= 02002

One week test P=0.842
HapticPoints 66.129 33.259 0 100

Table 3. Recall success rate result (seconds)

6.4. Usability Questionnaire (PSSUQ)

We conducted user usability experiment by using he Lewis’ Post-Study System Us-
ability Questionnaire (PSSUQ)[20] which contains 19 usability questionnaire items
perceived usefulness of the scheme in completing the given tasks (SysUse), perceived
quality of displayed information (InfoQual ) and interface elements (InterQual ). and
overall satisfaction with the scheme (Overall). Likert scale from “1” to “7". “1”
means strongly disagree and “7” means strongly agree. Fig. 6 shows the results for
each scheme. A T-test found no significant differences between PassPoints and Hap-
ticPoints for any of the scores (t = 0.4412, P = 0.634).
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Lewis’ Post-Study System Usability Questionnaire

4 I Il
1 Il l

Overall InfoQual InterQual SysUse

%)

N

B PassPoints M HapticPoints

Fig. 6 PSSUQ Result.

7.  Security Evaluation

7.1.  Brute Force Attack

We calculate the entropy of haptic points password to quantify the security of haptic
points against brute force attacks. Entropy means the quantity of information inside
the password space, i.e., all possible passwords, in bits.

We implement a prototype to a smartphone which has 5 inches display size, and
the number of total tolerance squares is 60 (6 in horizontal and 10 in vertical). Table 4
shows and compares the calculated password entropy between the original PassPoints
and HapticPoints. We can find that the password strength of HapticPoints 4 click
points password is similar to PassPoints 6 click points password which also is equiva-
lent to six-character text password consisting of numbers, lowercase, and uppercase
characters. From the result, it shows that our proposed scheme is more secure than
PassPoints in practice against brute force attacks.

7.2.  Shoulder Surfing Attack

We followed the common approach of having participants act as shoulder surfers [26,
27, 28, 29]. Participants acted as shoulder surfers and the experimenter acted the vic-
tim. This setup has the advantage that the experimenter could train password entry in
advance, to ensure consistent entry speed and body posture for all participants. Thus,
we evaluated a casual observer’s ability to recognise a password entered by a trained
user, compared to evaluating an expert shoulder surfer with a beginner user in the
reverse setup. The average age of the participants was 29 years old. The youngest
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participant was 23 years old and the oldest was 44 years old.

The shoulder surfing experiment was conducted after the usability experiment. The
right-handed experimenter sat at a table holding a smartphone as if entering a pass-
word and the participant could position herself left, right, or behind the experimenter.
We also limited the number of login attempts for shoulder surfers to 4 times.

The shoulder surfing result of PassPoints is 12 out of 20 (60%) shoulder surfers
could crack the password but the result of HapticPoints is 1 out of 20 (5%) shoulder.

Number of click point(s)
4 5 6
Orignal PassPoints 23 bits 29 bits 35 bits
Entropy
HapticPoints 35 bits 47 bits 53 bits
Entropy

Table 4. The entropy in bits of the original PassPoints compared with HapticPoints.

7.3. Dictionary Attack and Hotspots

In general graphical password systems are vulnerable to the threat of dictionary at-
tacks. Attackers can collect the image of PassPoints and perform an automated image
processing [8] to obtain hotspots and patterns. However we enhanced an ability to
avoid dictionary attacks by adding image saliency [17, 18]. A more complex image
can provide more possible click points that users actually select, thus potentially en-
couraging the user to create a less guessable password, or at least one that is more
computationally intensive and time consuming for an attacker. This also has the effect
of spreading potential user password click points, and thus potential hotspots, over an
image, which may make dictionary attacks that need to consider all hotspots less fea-
sible.

8. Limitation

We can only increase the cost of shoulder surfing attack. If the attacker is able to ob-
serve multiple login sessions then clicking points may be revealed based on the inter-
section and correlation among the observations. HapticPoints is not fully resistant to
shoulder surfing attack, but still stronger than PassPoints because if PassPoints pass-
words are being screen recorded or observed, attackers could possibly crack pass-
words in only one time.
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9.  Conclusion

In order to solve the security problems of PassPoints (shoulder surfing attack, brute
force attack and dictionary attack), we propose a PassPoints based graphical-pass-
word authentication system called HapticPoints. By adding haptic feedback to create
decoy click points and a sequence of 4-6 click-points that user selects in the password
image. We implemented a prototype as an android application of HapticPoints and
conducted a user study. The experiment results shows that the password becomes
stronger and be able to prevent the attacks while the usability is slightly decreased.

HapticPoints provides 47 bits entropy (with 5 click points) against brute force at-
tacks which is higher than PassPoints (29 bits). Moreover, we enhanced an ability to
prevent dictionary attacks by adding image saliency at the registration phase to inform
the suitability of the user’s password image.
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