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ABSTRACT

Nowadays, there are several methods to eliminate spam mail. One of popular method is
eliminating spam mail by using machine learning. In this paper, we present a spam mail filtering
using genetic algorithm. We applied Genetic operator, crossover and mutation to create varieties
of mails templates which inherit from old mails. Therefore, it saves time for filter to prepared
training set and not need large training set to learn like others method. New mails templates
which have more fitness will be selected according to "fittest of survival” of genetic principle.
New mail templates are the result of new learning and new choices which improve the spam mail
filter efficiency and decided whether the incoming e-mail is spam. In this thesis, we compare the
efficiency of filter with Bayesian spam filter. We found that the propose method has more
efficient than Bayesian spam filter. With the accuracy 87.05%, recall is 88.50%and precision

86.35%.
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Buasznoudan U 3es (Header) wazdauiiioisas (Body) Aagilii 3.4

Received: from bright.net (unknown [83.134.197.119])
by zak.futurequest.net ([69.5.6.152])

with SMTP via TCP; 01 May 2005 14:44:44 -0000
From: <curlug@bright.net>

To: <rait@bruce-guenter.dyndns.org>

Subject: 3.25% intere/st ravj

Date: Sun, | May 2005 10:05:32 -0500
Mime-Version: 1.0

Content-Type: text/plain; charset=us-ascii
Content-Length: 463

Lines: 29

Hello
I have tried contacting you before in regards to the promised low interest mortga(ge rate. The good news is
that you did qualify for the loan, for a rate 0of 4.2% ! You could receive over u380,000 for as little as 500 per

month. Ba(d credit? Doesn't matter, low rates are fixed no matter what! To get a fr'ee, no obli,gation

consultation click here http:/goodwayz.com/x/loan.php?id=somb

Have a great day!

Ellen Horvan

| w ' = o
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Pr(B| A)Pr(A)
Pr(B)

Pr(4| B) = (3.1)

A
(bN)3]

' ' 1 ' ' ' & a °
Pr(4) Aeamuiiaziluiinnou (Prior Probability) n3emnamirnziiludiinnudity

110t (Marginal Probability) 4899 A

Pr(A| B) ﬁﬂﬂ‘zmﬂwmﬂuuuuﬂﬁ'auh (Conditional Probability) 193 A ideli¥ B n3e
Zontnmnineilufiunfinds (Posterior Probability) Lﬁmmngnuﬂaw?mﬂuﬁm:mnﬂ'1
404 B i 14fmual3
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Pr(B) Aonimniziiuiiunou (Prior Probability) n3efinamnieziiudsiinnudiy

A o e o q'
1oy (Marginal Probability) Y93 B mns:mmﬂ‘]uua{ua‘lammﬂummuﬁ (Normalizing

Constant) neanumgui Inailddsaunsi (3.2)

. Likelihood x Prior
Posterior = — (3.2)
Normalizing Constant

o A ] ﬂ Aa A o A w0 ° u’a’ P o ] s a -3
HUADANIUUIILL uiiRafindeiedadiuvessaunssiaderuanminziuinaiu

¥
nou lumansanudu onsidau P(B| )/ P(B) "lumm%’mwzﬁunhmmﬂﬁ'wmﬂﬂjm

k- Hd v
(Standardized Likelihood) AatiunquijiisagnasaniuInilddsaumsi (3.3)

Posterior = Standardized Likelihood x Prior (3.3)
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_P(ANB)
~ P(B)

P(4| B) (3.4)

o a [ P 3 & '
Tuhueadeaiu anuinziuveangmsel B o lfingmsal A dhullawaunisd

3.5A0

_P(AnB)
~ P(4)

P(B| 4) (3.5)

diori 2 fmmﬁﬁyn16’@1f%'uq'lmjwi‘]u'lﬂmuﬁnnﬁﬁ (3.6) D
P(A| B)P(B) = P(4 B) = P(B| A)P(A) (3.6)

misneaeadnedae Pr(B) v ldnguivesudvziulumuaunisi 3.7) e
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P(4| B) 3.7
o = d = = d
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] =) o ' -
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P(mail | spam)x P(spam)

P(spam i) = 3.8
\spam | aail) P(mail) .8
P(ham) - M (3.9)
nMailTotal
P(Spam) = M (3.10)

nMailTotal
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P(mail) = P(mail | spam)x P(spam)+ P(mail | ham)x P(ham) (3.11)

a g a \ ' ' v v o a [
i]Tﬂﬁllllﬁﬂ'IUﬂ’]'liJLlJUE)ﬁixﬁﬂa'l'n'l ﬂ')'HJu'lilm'ﬂHﬂlﬂ‘ﬁllﬂﬁxﬁl’ll'ﬂuﬂﬁit‘lﬂﬂﬂu (‘ffﬂ

auudgiian) Ml 1daumsi G.12) uay (3.13)
P(mail | spam) =~ P(word, | spam)x P(word, | spam)x...x P(word | spam)  (3.12)
P(mail | ham) ~ P(word, | ham)x P(word, | ham)x ...x P(word, | ham) (3.13)

= o v o o A =} ¢ ar = L's
aalsznoudluimaisndi(Words)  iilodoamsnsnowdatuladudwdues o
a 1 P a  d o ' o a & oy oA '
wnsannnanuhezdiufssiiududvezvesiumazm ludmaudsamanuiesiius oy
~ n’u,: ar o ] o { ar ] = ar
vosdwanmiiy Tasmsthanuinailuveshveei 1dngaiu wudoadu deansms
= d  a = g Ya ] = =y ot o a d Y o
Mowdnriuladudwdd iinsannnamnihesduiveiusmdavestaludnsdwi
wRrIRTUAUMsMIA NIz uveBmdve
4 1 I = o & ]
dieldnmninaiuwzuvesdwdivaidudmdves  P(mail |spam)  wozaimning
a S - o' 4 ° Y ] y
Wuvosdwdnvzihuduga P(mail | ham) Tiviwnlsvudioufudinaninasuvesils

P=1 o P [ L1 od A Jdl.o = o 9 (X~ == o
muafuUz11ﬂmmrm1.11ﬁamnﬂuama‘nummﬂﬁﬂmﬂuamﬂwz ﬂ'lvlllﬂﬂﬂ‘l_l’ﬂlﬂumlmﬂ

3.5 m‘mi’ﬁugmaﬁmﬁ’mwmmsﬁnﬁu‘li] (Decision Tree)
wvusmsandulefo lumadmsumsturudal# Top-Down Strategy 11 14 1un1sAum
fnevludumavesiaeuiicsadiuly1g ssmlsznouvosmumsdaiulolsenoudas
1. Thua (Node) Aodsiignnaaen niaitouly

v ] v v
2. WYUINIDNY (Branches) Ao wadans nidu 1 1dvianuaves Tnuatiy
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Metvoavuamsaadu lauanadagilii 3.5

Classl Class 2 Class 2 Classl

31 3.5 uamsiedaveanvuamsdndule

wvwsmsandulvensoinndszgndiduTnsaafravesng 14 gy
IF (Condition) THEN (Action)
IF (Condition1) AND (Condition2) THEN (Action)

3.6 ANNINUGMIDLINUIIUANSane3 TN

il a9t 1975 904U soauaURLANE [15) N InodoiFuny 18aRuin s dons
Usudrludunadeuuazszumiion (Adaptation in Natural and Artificial System) u Sashy
ﬂguﬁﬂﬁﬁmmmmﬁmmmsLﬁuu:mu‘i"’iﬁnmﬂﬁmsnaﬂﬁummummu"H'ﬁ’wﬁ'uuu
nouiiuaes Funsoudsdidyi TumsTnsigiilymimandamans @iousums
Beunuums3ifannmsuunouiiames  waziile iuumniaumnuiei1duenms
Aeuuumsiianmsuuaeuiauneiignas igmJ'smaﬁtﬁumﬁﬂﬂmm%hiuﬁui{ﬂssn
( Genetic ) LAZTIAUINS ( Evolution ) misdevesaoauausudnt 021 1asnszuIums
awnselFlumsudilaymluTaniiuivss1dedalsdromaiinveans3Sanns soauaudld
Wanunneveanudndanesiiud ifusanesiudmiumsdumdeyauaznisdun
fMAouTiAfiqa (Optimization) c?a"lﬁ’%’uumﬁmmﬁnﬂﬂa"lﬂnﬁﬁ'mﬁanmuﬁ'uﬁ:muﬁismnﬁ

.
a A

(Natural *Selection) HAZHITUFIANNWUGNTIY (Natural Genetic) ApFITFInlaNTiA1Y

St b -

=1 Vo = (] 9 ' e - =1 ) Y ar
LHNLLS\?ﬂ'I'IUE]NHTE]ﬂTETEJQSE}ﬂllﬂlﬂﬂﬂ']'luu‘ﬂll'lﬂﬂQﬂ'l'illﬁ'wwu‘lj.'ﬂﬂUf)?JﬂJTﬂﬂ'lﬁ*imllﬂﬁllﬂ'l
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wiuAndanesnulesnszneundiny 5 eanszneu 1dun
1. vduaueilymdisgluuy Tas TuTay wazmadeniihu T 1dvesudaz oy
2. Amsadalszansdusuiia (Initial population) veamadeniiiiulyl1d
7 : ; A q v ' A
3. WanFuanumuzay (Fitess function) te InzuuuLdazmaion
= o & [ =
4. wanlenloisines (Genetic Operator) 41915 v1Avuesflsznovveadoya
ABBANIZUIUNTG
U =Y a & J B aow = -4 '
5. AMNNeeiaeY FedeslFluam@ndaneiiu 1wy vuiavesszrng any
uezituvesnsldmanleneisines Wudu
a oo a AR J ad n': -
IUANBANDI NULANA19INTEMS Taoia 1 fAe
L fudtnisidumdineunioldlaseadnvesilymduiasinnisidisia
(Encoding) 3uuuuilgymn
9 ' w ] q’; T 9 ° ] '
2. Tassadnnnngquadnsineg veadlgnmiu lulsnsdumdmeuninaivesngy
¥
aaunlsviuTaonsa
3. msfumdineuninngulszansfineuPopulationnuminisinenla
o &
Maouniia
o o o o o a - o o - .
4. msdummeeuvinnadnsveangumdanlsiidhufandutmune (Objective
Function) liauledeyainmsinadondus

5. 19niezilu (Probability) lumsdumdmaey

s d S a ar a  a o g
3.6.1 NUFMTAINNEIINNVIDIUANDANDINY

aa aaa ' a A a o V. ow oW oA
ANUTITITUYIN ﬁqu‘ujﬂ“ﬂaz‘vuﬂﬁ]3uTﬂﬁqﬂg_lq“axWQﬂﬂiiuﬂllﬁﬂﬂ‘Nﬂu DUIHDININ

[
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AMWINAADNMIMTIFIATUANAIIAN FnaENUANA1RUTINARDSAT 1M I TT AT DALAY

"
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onsmsduiug TaodaiFdailuua Tiuezdroneaguanyuz i Iddulszmnsju

"
=

% Yo a Ada Ad o Y ' a Aa e
9AMa1U (Offspring) uaz“lwmnuﬂmumwnanymzmﬁmmnma'lﬂmnmnﬂuﬁtmﬁuml
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" ¥ ¥
mnzey e liansodssegsenldae I luanmiadonvesdailiddaiug Usznnsesil
iy iigudnuuzimmzaudensdinadiannniijuusswygy ienaiimly
' aw a adaa n‘: o @ o ' [
WA 4 (Generation)  ¥BAITAMING FaiiFdaiunag ldmeoiuglmifimnzauny
nl J o ' = o J y ' o =) " o
ANTNNARDUINTITY AI0819vee T Tamsaril i Insdutivgiuids v lumis
Tusmeveziidine Werwhiudsmlugailegiu dsmldiseiiadaonisiululiameeals
A o = = ;3 1 1 A ' =] 3 = o A
Wesmauszannidsmiinniu MsuRIIIMIIINEANNBYTOATIFINUAIYN BT INAIN

- 3 " 3 - A " wa e o e -:d o A
ansanuen igen mniulesiidiaegaely quauianglumsdrsediniivagniaen

-

] ¥ ]
uazdoneandadsmiugaraiu Wunueddsmnesrauviniunagii Temaniems uaz

¥
seATINGINITIIMADTY

" 3 9 1

InfinanuIt g nnuAndanes N uITMINBOULUVININNANNITNIIFIING
& =

o _ ar a1 i1 a o aq 3 a  a o SR
Safimisiidwiaeg ludmiugmaasuildszgnaldlunszuiunmsinuanoanainy

by
dane i

3.6.1.1 Yugmanimaiiine
' o a a ' 1 1 o o 1
Tundaziwad (Cell) voadliFinvzilsznovlddromivdesiiinnudAgunnoglu
fndva (Nucleus) Yoaisan Ao 1as 1T (Chromosome) iaaz 1ns T Tanvzi)sznouly
Yy - 4 4 ' d e 1 a4 aaa - d s
AU (Genes) Futlumironuanyuza1eg vesdaiidia molududezisnuaadnyus
A199 n3ouead (Allele) laodmisvosdumaztululasuleusziGondnlane (Locus)
= o ' [Y 1A 1 w a - v
sUnunvestudiuanmaiuizondid Tuni (Genotype) daudnuaznvuoniilingison i

Tu'lnd (Phenotype) [16]

3.6.1.2 WugmansmasuAndanainug
dmsunandanesiy dwisvesllyniszgnuilasivioglugivesansa (Sting) 9
Tas T Taw molulns lulsuezlseneulid108nuse (Character) 301N (Bit) HARZANIMUA
voeiiNezifumSnYsE (Character value) W3pA1vBITIN (Bit value) nanalnssadavoauday

Tn3 TuTruvesilyminuandraiu agdanunuisveshidifneineg Tadema 1
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'
[

M5197 3.1 Mddan i lunszurumsiudndanesny

o

Natural Genetic Terms Genetic Algorithm Terms
Chromosome String
Gene Feature, Character, Bit
Allele Feature value, Character value, Bit value
Locus String position
Genotype Structure
Phenotype Decoded structure, Alternative solution

3.62 FuneUMIMAUVBUVUANTane3 N
3.6.2.1 msﬁmuﬂgﬂunﬂﬂﬂu‘imu (Chromosome Representation)
msmuailym TaolFomansanoi iy sxdesinmidlamndhsiadoyaliedlu
stuuyTas T Taufimmnzau wu ortinauslugdunuvesavgudes mudmaueis
Fonus) msadudrwuiulufisasio nazuuuns (Tree) Wudu dmsummandanoiiinee
14Nz UIMMSIIANSANDS NUIUVA1Y (Simple Genetic Algorithm) [17] 1duaasdletians
Whswanuy luws madsauuuadudIfy (Permutation  Encoding) A1sidnsHaiuuan

(Value Encoding) 11225195 Waums (Tree Encoding) Auaaalugiii 3.6-3.9 auddy

Chromosome A 101100101100101011100101
Chromosome B 111111100000110000011111

17 3.6 namamsidsdauuy luus

Chromosome A 1 532647 98
ChromosomeB B 56 72 3149

51 3.7 uamamsidhsauuuadua R

Chromosome A 1.2324 5.3243 0.4556 2.3293 2.4545
Chromosome B ABDJIEIFIDHDIERIFDLDFLFEGT
Chromosome C  (back), (back), (right), (forward), (left)

UM 3.8 namamadseanuum
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Chromosome A Chromosome B
+
do until
step wall
v y
(+x (/5¢y%)) (do_untiil step wall )

31 3.9 uamamadsauuung

3.6.2.2 Uszing (Population)
Usznnslunszuiumsinudndaneiiivezuiseeniiu 2 nguie Uszxnsium Old
Population) 11az3z¥1n353U 11 (New Population) ﬂix‘mmimfinzgﬂﬁ%ﬁa'f:uuuﬁaﬁﬁz
Aaden Tdilulszansulni uazdmivdszrnsdusuiia (nitial Population) auflu
Usznnsunsnlunszuumsannsoi 18 Taosnsduadreiriiiiu 11 18vesudas finveaud

az Ins Ty Toumundeanis

3.6.2.3 MruANINYUAMMMINZEN (Fitness Function)
msmmuailatduanuminzauio maadreilasduiofnamamminzauves
1Jsz&nnsfhmmzfmﬁn:gﬂﬁmﬁanmsﬁaﬁgwﬂszﬂnniiuﬁia"lﬂmm’famﬁm“lﬂ o1uilums
Sannmnnumzauiiqaga (Max) wioidhumanuminzaudidiga (Min) 714 Taoiariau

b
ANuMINgTIiuzuananuesn lldmiuudazlym

4
3.6.2.4 MIAATITHAINNMNINZAN (Fitness Evaluation)
£ ) ¥
Wuduaounsaeasialas Tulay Tasihmn ldannsaeaswail ldunum luilsda
LY ° & "o 4 &
Anummzanvesilym #adansn ldnnmsamniizond sanumunzay Famtvziiu
daiuanad udaz Ias TuTeuiinnumunzauisinn 1udyninnioosivala wSee1s
aRouidioy lddumanuaunsalunmsegsenveausas Ins Tulam uazilunmssmua Tema

windadunuaaz Ias luTanzgasadenuuiiudunuulums s uiiaszansquaela

3.6.2.5 M3InA@eN (Selection)
o - oo [ | a A o & 1 '
iludupeuiiaeanuumsdatenyszynimusssuand edaien Tns Ty Taugun

T Tas Tuleudunuunielas Tulauviowi el¥lunisadialszminsiugnaely
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dmiumsaadeni 1dTaomsSamanumnzauveaudas Ias Tu TauTas3i a3 n i udh
AadonTas W Tsusnounilsiimanumnzauiuiimelafu13 faetialugilii 3.10
avowazAndeniouanz Ins TuTwudiimanuming augaganiolunanisernden
Tm‘Tuhuﬁﬁﬁm‘;mmmz'dmhunmauazﬁ‘imwﬁmn’hmﬁ'w INTIZVNNT AN

o | " ° o o a o dd ' '
WugilianhunamSednnnauiuszannsoihldifameiugialuiude T8

T3 T Tany AR M e

1101100101 89% T T Tansfioniden

=

1101100101

0100111000 19%

3 3a0uanesmsiden Tns T Tsumumnnumanz ey

as = Vv Y [ iy ' a A -
nisaaendeyaidnvazilulaundnnisia MsoysoavoIdaniminzaviiga
(Survival of the Fittest) [18](19] Suilumsadnanumnzauninmigaga (Maximized Value)
v ¥
Amnieziiluvosvesusas TasTulaw fiv 185umsdudenusiazads (Probability of Value

Selection: Py) vxiilulUsaunsi (3.11)

=~

P, = (3.11)

-
n

M-
>~

il v
e MmNz auvessazmadion (f) Heusunaswmanumng e
mmi‘]umsiﬂfhmwmmzﬁmmfiw‘hqﬂ (Minimized Value) a2 uveuAas

" ¥ "
Tns Tulaunzldsunsdudenudazass iy S aumsit 6.12)

Fg =1—n—f"—- (3.12)
2
i=l
o q’: o U -7 :; L L
muumu1mmmmmmmmﬂmam:qn"lﬁ(Expected Value : E) voaunaz 1ns 1u Tay

wha'lfaaunsf (3.13)
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E = P x Popsize (3.13)

. ¥
110 Popsize ADVYMIAVDIY5ZMNTNINIA
TunmisgulasTulanveunudindanesiunuudw szlduvusiasinmisnyuisdedis
D’ o 4 o ) ' ﬁs' ]
1l (Roulette Wheel) [19] ¥a9zimuaviiavesresisdonunnuioniiuiivzauldly
' Q’I ' oy o ﬂv
uAnEnTy vounaz Ins Iuleulasmsaail
1. mimanummnzauveuaag Ins Ty Tay
' L
2. manmheziuivegu1dluudazaveaunaz Tns Tula

3. manudazau (g) vesnnuinziluvedas Tns Tulaw daaumsi (3.14)

J
g= P (3.14)

i=1

4. ahaeuguimauei () iimeglugas (0.0, 1.0]
- o o o 4 1 ] '
5. wenlay Tulawddui » & r If1egsznin g, ua g,
as o ¥ o 9 aa ] a - Vv =l
nnItasnanu1dn Inslulaulaidaunihnziuiiszgridemioo willemagn
=) J 3/ ' ' 3 ° 9 P | 3 = g
ONVUIUBUINIILFDITNITNIN g, 1aE ¢, 3zuavIIn M ld Temad r vzanveariuiilos
o i 1 =] 4 1 '
Tumsassdud Tas TuTaulaifinomningdugs feeii lomagrideninniiesningeaii
4 A s { 1 \ 1 4
i g, uag g, 9z Fareandeanui ldnanludri dranninaduisgrident

Ann nezdi Temanszgaiden Tuidhnlszannsjulmigenmulidae dwanslumsiei 2

A g U Y o ' o’ s
13190 3.2 ﬂ']ElU'IQﬂ']‘J'1‘3)’Ll‘].I1.I§]']ﬂ8€’J~1 ﬁ'amaumuﬂ

a3 Ty Ty 1 2 3 4 5
AANUIMNIZ AN 8 2 17 7 2
mnnheziuiiozduldudazads @) 022 | 006 | 047 | 019 | 0.6
anudazaumaamniheiiu () 022 | 028 | 075 | 094 | 1.00
adramvgunnmsnyuadeusazaia () 033 | 084 | 045 | 012 | 028
Tas TuTafignidien 3 4 3 2 1
uenimiloninmssaiden Tavlfuuusrassmemyuisdedaaimin - (20 1852us9

Tmsouq nldlunszuaunmsaaidenldun msfaenuuuiad Ay (Ranking Selection) N3
s 43‘. 1] ar = o n(
AADNAMADIUZNILUULDY (Steady-State Selection) HazMsfia@onUUUTOAANT (Elitism

< < A v '
Selection) ¥us1esaden 14 ldmuanuminzanluuaaz
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d
3.6.2.6 M3nsoalaNes (Crossover)
o & o o u,: ' A Y
msnsoalonss Aomstiilas luTan 2 Tas Tulsy vhmsmudunsuaieg daes 1
" bl
Tas TuTeuInunesih I 15umsAaidennisae T nSonuiodamsiilns luTeuaes
o A . 4 ' & o y
Tas T Tsunwauduno 1 1da1 Tas TuTandun lwidwes Tuduaouiivewoiuadra
' 4 o o o t‘:lg
maden Inialudmenlduilaym wazilfulljamudonliaiulasmsasealenss
A s oW = 3 - ﬂ'ﬂog ar d'a 1
FanuAndaneInusznnnuaamadennavu lasmssavanuuziavesudas Ins Tulaw
9 ar A ' o -~ o a ¥ q‘:
hdeiu Tas TuTsuniimanuminzaugeniinizgridenyimsasealenesveoas
ni dawaldiiTemalumsegsealidajuaelilgandn msnsealenosmunsoildvnae
a ] & o
35 19U mMi3nsealeIniniiaga (One Point Crossover) M3A50A 10170500997 (Two Point
_ 4 e L g i o
Crossover) 11aN15A30% 1017051A109A (Multiple Point Crossover) 4313513 1auvia Tadail
) le o ar U ' A ar U : "
L dszrnsiamuazgmiunivg lasmadu e ldnanisiugeenuiiamua N2 ¢
¥ ¥ ¥
e N Ansmulszmnsnamua luguiug
[ ] = 4 an " [ o P 1
2. aanuguinauess () deliaeglugaa 0.0, 1.0] Taodr$maueTanguldianies
nhmnaniesdulunisnsealonss (Probability of Crossover : P)  ud2
' u’.: < a J
Tns TulauguuvazinamsnsoaTonos
[ L
3. nsoalenes Tasuann/doudiuvesy Ins Tuleuwewsiiu lag
' o VoA o L4
- guidendumisneziiminsealones
d' ' 1 o 1 ' ] u’/‘ L) ] a:{ ' 9 45
- wanifaoum luudazinvesy lns TuTsuvowd Awadumishguldumua
lvina Tas TuTawgugninisuou 2 Tas TuTaw
o' 1 " o Y " -3 " o " ]
nminsedlenes luudazjummsoi lduinnd 1 § Yuegnusasimaiuinuiuly

& o ° {
msasedaloned Fediuamveinmsnsea Tonosaunsosiuin ldamaunsi 3.15
o o
11UIUV0IMINTOA 181205 = P, x (Popsize / 2) (3.15)

¥ ¥
o P, AonmnieziilulumsnsedTenes uas Popsize Aovuinvpalszanns luguiug
o ' o =] ] 1o v e o o 1
meduminsed Teneiuuy luws wu Sigudwmisnegsimsasealones Iaidludwmis
i | b J e o ) d‘ y o '
4 msuannlavudiuveslas TuTaneziiadundsdumisi s Goollwdadumiagane

- IJ s H
ina Ins T TyuIndavu 2 Tas Tu oy Aaaaluguin z.al
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001160001

seLnIDing asoaloned

111100001 111110160

A o -
3N 3.1 wamenszuaumsaseda Tenesuuy luuis
wedrmsnasoaTlenes Tas Tulaunuudsnysndadmmian 3 uaasdagli 3.12

ABCDEFGH ABCdefgh

asoaloiind

abedefgh abeDEFGH

U4 3.12 uamsnszaumsasea Tenesuuudinys

dedumsasedlonesuuuns uaaiegili 3.13

asoalanad

B of

31N 3.13 mansoaTenesvealns IuTwuuuuns

3.6.2.7 MIUUAFU (Mutation)
msiaaduniomsiunar udnvazvesmsiilns Ty Tammnduud luaned gy
v lmvonnsdumian/aouly Tasimsndviimdfum Iniludumisiniiquld awen
aninziluvesmsiunduluudaziin (Probability of Mutation : P,) fifmua Tasnsiia
WiV RINsgua rvoaazdwmisinluudas Ins TuTaw Taod1a r o dumsisvesiin
Tl T e saumsii (3.16)
r<P (3.16)

m

]
=

1 = ° ' 3 o o a [ ° = o - @ ::
ANUVDIUN WU muuuauuﬂ%zgﬂmmm‘w mumn’nm::gﬂmﬂﬁmmﬁmuummsn

A 1ddsaumsi (3.17)
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1UIMVBINTTNUATY = P, x Popsize x L (3.17)

wo P, fie anunheziluvesmsiuad
¥
Popsize D vuavoatlszang luguniug

-
L 9 ANuu1Ivedlns Tulywy

kg

a [ ° Vet ' = & A
wavnmsiandu i Wl Tas Tu T Indiifigiuuvves Tns Tu Tsuuandaninidy s

y ¥
et

TomafivziiluTns TuTaunasumionasild winlasTuTeui 18 Tas I Tsufmaas

s

v " v v
Ao IA1AVIMLIZAUA 189 TasTulaun1dTinvzgndaoen T luduasunisgaiaen

“
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Yoyann 01ilu 1 niendudiu Aptvesmhiiundundasdeglii 314 silunisquiden
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c; o o ar
3N 314 nrasnszurums o iundu
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o A Y

1 n’: =] ° a ' ' - ' ' '
sldnanhudniudesildifadsznnsguing Taomlszansyulmiiiszgndionen
ﬂ ' ' o v aw ' 1 (% £ = aw e
nnuithilszannsium dmivifannmsiuda lsuderdy FwdoniTanumsiin ms

" " ¥
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3.6.2.9 mimmuamamlsaiag

mimmuamidnlsaeg lunszuiumsnminganes iy musouvseon tditu 2

nqu 1dun éhu'diﬁ‘la’fﬂ’maunnﬁmuuazﬁiau"l11ms§uqﬂmiﬁmu
a) ﬁanuﬂsf‘hfnmqumsﬁmu ﬁauﬂs‘luntjnﬁﬁﬁuﬁ

L. MIMUUAYUIAYLZ3INS (Population Size) $1umMIAYEIsZ NS THANS MY
apdsz@niam anuidalunsdumidiney uazmisldmsmensvesszuy drimandssans
vouinuly a1w‘iﬂﬂﬁﬁwvmuﬁvmﬂi:ﬁ“ﬂ'ﬁmw“lumsuﬁﬂtymﬁuq"l@’f UANINS WY
Uszmnsinnifiuludrnzdwalimahauiedummaouszdeslfnaasninens
1Ny ﬁ'nfumsf‘imuﬂﬁm’mﬂumﬂ'umﬂiw1ﬂ'sw¢’fmﬁmmmuwau [21]

2. madmuamnmuninziiulunsiaden (Probability of Selection) m3guinuiioh
ﬁmiﬂmaaﬂTﬂu‘hﬂmumnmmswumqﬁ'ammmun (Roulette Wheel) mmquu'lﬂm
Tiademiuauiuly wienhaiuly mimﬂﬂﬂﬂnhum"I:Jnnﬂmaan wiomIing
m‘iﬂﬂmﬂn'lﬂiTu'icnumamcmq umﬂusuumzuﬂs:mnsTﬂﬂuhuauq anfa

3. ﬂ'l‘iﬂ1'Huﬂﬂ'lﬂ’)‘IiJ‘LI1%”1ﬂu1uﬂ1iﬂ‘iﬂﬂ’1m’m‘i (Crossover Probability) mﬂm.,'cm
mawam"[ﬂsTnimnnnmmwmﬂumn"luﬂs.mmiuﬂa'lﬂ msimuamauieziiyly
msﬂsaﬁTanm‘nmm:annmu°lumsxmeszﬁmﬁmw‘lumsﬁ’umﬁman

4. mstmuamanuiadiulumsiiedu (Mutation Probability) Mgy Faudas
TymiszdoamsmnmuminziulunisaseaTonesinziunduiuandiatly Fnhuss
asdenld iz ausuudas oy Lﬁa‘lﬁmiﬁumﬁmauﬁﬂs:ﬁnﬁmwmnﬁqﬂ

5. $11IU3U (Number of Generation) Tun1sAumidiney
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b) ewlumsaugamanam
¥ ' ] " "
Tavdnanisud lvilymisziaSeduiio 1ddneunanga Ao 18 1as TuTauiiarnay
=) o et 0’: L)
mnzangaga annsoud lvilynmSeidludneunangavosilymnivg wieluuuima
A o = ar £ qy o 4 "
niis asedmualinszuumsndndanesiudugamsiaudedjugaga (Max
Generation) Nimuald udnilas TuTsuiifisnnumnzaugegauniiiudneuiilndifos
' a o as a dqy ¥ ° & o
nanlaoagd wu@AndaneinumiumaiianlFlumsdumsney Fudouuuuanin
aoar ad ° 7q 9 o Y ¢ A ' g
NIZVIMMITIANNINNBITUNAMINszgnalFiuneuiiaunes esouddymlums
o ' & 4 o ¥ a w a [ =
miiaoua1e Faugiumsmauiesdudunmdnsanetuuuudie S30uny
=) - | 9 o U e’ ar
TasTulaihuwn s asdadenlduuuinssmsnyuasdedanimin nsaseale
's o cﬁ - o - [
nefiilumsaseaToneiuvunilsge uaziuaduuuyluung Ssamnsosroudilaymlums
o 1 ‘ o't o e = ar J n’:, -
Aumdmouliunszunld Tumslszgnaldnm@nsdanesiusuilaymidieg tusedosiins
s i [ ] o o
USulze nldsunlasluuedau wu gduuvveslasTulay Hedsunnumnzay nie
maulsang eldidiiuguuuvesilym uazeldounsofumdmeuiiaigalius

b
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LY = d Y = a o a R
mnﬁmmumﬂzmﬂﬂqygmmmnaaﬂaﬂm

ar - 3 9 a w - | ' o w A (3 et
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=
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|
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ﬁjﬂﬂﬁiﬂ‘h")ﬂ1ﬂﬁ'ﬁﬂ‘b’1ﬁ ﬂ']ﬂiENBmﬁ‘UUST’I’ﬂ'SN‘UHNi]:’i‘]fﬂ’)ﬂuuuﬂ"li%'ldlilluﬂﬂ YU NS

e

-
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ALaoN nﬁﬂiﬂﬂiﬂt‘mi HAagMINUAYU lWﬂﬁi1Q§ﬂllﬂUﬂBQﬂlnﬁﬂ"ﬁ'IﬂHﬁTU'UHinﬂﬂUJﬁﬂ

=1 s & [ 9 s ow Y- | = Yn Y = o = o
LI mwmnu“lmmuﬁnﬂanaiﬂumm'smiUuz"1m1gﬂuumrmammmn“lmi‘luamaw:

¥

A o

o a a o Y a ar =Y = o
S00IWAA IUINUITNUTL SUAUNINAITOONUVUTZUFINS BIBIN S Ue NSRS oUBINAA

o~

a ¢ - Vo ad o v & Yy o VoA o e @ 1o
uﬁ3ﬂluﬁ“uglwaiﬂﬂﬁﬂasﬂﬂlﬁﬂui "]N‘]Jizﬂﬂll.lﬂﬂ']UUUﬂE]UUﬂUﬂaﬂ'ﬁﬂﬂﬂ‘l ﬂ'liﬂﬂﬂqufn

a ¥ o A a ¥ - ¥ Y a
wazmIiasouguveyaveIi1 emivudoyaiseuiesudnzidrignizuunisinmin
[ o R d'l = - £ = o o = o = o 1
panesNuNeNIzsoug UL DVBBI ARz ANTUMI S uunBidde 1)

& a P o = o o L=
TuneumMsadiInsedimdvesl 3 dunounan fe M3AsoudoYa (Data Preparation)
° . . s o a ow a
msadagmdeyad  (Creating Data Dictionary) uaz  msuszynd lfamdnsanesiy

4 &
(Adopting Genetic Algorithm) BAUTAIAIG 4.1

Prepared Data
Data Diftionary
Chromosome Fitness
Start . >
Representation Evaluation
r
Crossover, .
_ < Selection
Mutation

i g
3N 4.1 uanaudenlaezunsuvesszuy
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4.1 M3NIBNUYA (Data Preparation)

/e o

= = o o Y
1. amanumﬂ‘l’ﬁls:ﬂau'lﬂﬁqumuawzmmu 900 RUVIN [3], [4] uazdn

100 RN 1A57171189910 Hotmail 1182 Yahoo Mail 4asBiuaas 11w

1,000 RUVIN [4]
" o £ ) a o 9/ .. o @
2, ummnﬁﬂﬂmi‘lummaqammmsuug (Training Set) V149U 1,600 21V 1A
gadoyad M uNAToY (Testing Set) $117U 400 1T
3. aafwagiuanudvesh orfonanns 1dresiessndeduiiuduiaend

a = = o’d’ v A A ] o o w o
DONIINNU ﬂlm‘nmuwuﬁu"lﬁ‘l‘mmmuamﬂumsﬂﬂﬂmaxunmmmjm

“ o v

1910 (6] Wodadwds sxdadiiilu URL, Mitegludiiaudes (Header)

[
o

= o (= o -‘3 o zi -:i -~ :
voadud, M lulinnunue  uazdnav fiely Taosraunmasranua

¥
ae lTlvzgniSonduiiumdiny (Keywords)

4.2 M3a3193MUPYAVRIM (Creating Data dictionary)

yudoyadnlsznoulide

YU

o o o

L. MdngY (Keywords)iiaznquueamding
4 Y

oI eInsadalng lulaw Tasdmualiudastuveslns Tu Taumsy

o o e A L s z = ar U LY
mdiyludmdgwoniunguq 19113 dniusadosiinisanguIiuds

"
w oA

L4
dgamua Tasmsuisnguiinanmsfe vwsrusaumdrdyiiiame

= a o - [ ' - ar
Indifvariu n3ounnsndniiaeaiu Tegaszpaideanul7] Taoinmaily

" d 3 ] o U o o
MSUNNGNUY 1AM T1529nquuesdma laolu Taswsend [2] uazein
= 4

" o ar [ - 3 -
MIT2YNQUYDIDIANNAGDBING  [4] saufumsinsauilon ludd

widy i dmusauishiddgluddeoniiu 8 nqundn uazdodiaves

o
"
=1

Md A lungu uansfansan 4.1
2. anminziiuvesididy
nmsmannheziiluvesmdrfgyiuiems suanuina e 10141y
] a = °
msaieglunvuveslas lulawy TavezefuivswaziBoavesnsfiuimly

Yiavena 11/
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M3 4.1 uansddetsvesiidiie luusazngu
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J

ngy

3
¥onqu

Metavesmdnylungy

Gl

Adult - nguidifginofudeann

BUING

sex, adult, viagra, hardcore, webcam,

teen, girl, nude, gay, xxx, erection, etc.

G2

Business and Financial - ngufid Ay

neIUgs i azmsEy

enterprise, share, holder, investor,
strategy, mortgage, obligate, fund,

refund, loan, etc.

G3

Commercial - njuvoIMdRgy iy

MsAve uazdeiausy e

free, special, retail, resell, inexpensive,

cartier, louis, buy, etc.

G4

Medicine, Diet and Beauty - Nguv93fi1
Ay IneITUMI NI wazmsuImsiie

Wshaaranumsa

diet, fat, herb, weight, lose, age,
medicine, nature, health, prescription,

etc.

G5

Traveling and Gambling - nguv83f 1171y
MhvatumMsveuiior msvnHeundeuls

MIWIU aEMITITBIA9

hotel, reserve, travel, trip, holiday, win,

bonus, casino, extra, gambling, etc.

G6

Internet and Home-Based Business - ﬂ?il.l
o & oo a - - ¢ o
vosmnidngyAneInug R duIAes IR

o = - fd o
HAZMIMGININDUADTIUANTIU

internet, home, based, email, earn,

subscriber, home based etc.

G7

Political, Social and Religion - Ng1v93/
digineaiumsiies danu s uay

A
ANLIYD

policy, political, challenge, campaign,

public, church, etc.

G8

Common - nguvasidifiiinis 19

Fwfueglunarongy

now, tell, today, year, monday, texas

etc.

43 msiszgnaldta@ndana3iiu (Adopting Genetic Algorithm)

4.3.1 miﬁmuﬂgﬂnmwaﬂﬂﬂ:ﬂqm (Representation of a Chromosome)

msmniﬂsTnTwuuuunﬂﬂmsmwuﬂzﬂuumaﬂmTuhumnmsmuuuuusﬂunu

YOINIBAVOY 1o Buda Tﬂummmumsmmmﬁmr"mmsﬁmgﬂuuu‘l'nuq Puiiold

oaneTfin1di5oudi131unula (Template) innuadiwadatudmduuulagduyves

TﬂsI:J'Icynw?a'lﬂﬁIuTmnmiuumﬁmmmsﬂiznanﬁ'u'umﬁ‘lmmmﬂ:xﬂumﬁu’luuda:

U A L s
nquineglugiveanvgmaeadsgl 4.2
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Genel Gene2 Gene3 Gened Gene5 Gene6 Gene7 Gene8

Pu@D= | P GD= | P,(G)= | P G9=|PG)=|P,GO)= P (GN= [P, (G8=
0001100110 [ 0000000000 | 0000110101 | 0000000000 | 0000000000 | 0000000000 | 6000000000 | V000000000

3Ui 4.2 uamaguunvoalng TuTaw

o o

" ] 4 o 14 ] ] ' ¥
annmihziumdeina ldnnnnminaiuvesidvelan lungumsda

o

Mum lunquasaums (4.1)

. 3 1 * o ow ¥ [ . 8w
TR nuasiwudehAry i x anadnsdiuvesindhdiy i

Pug(G)= Z * b a ; i (4‘1)
il IR Tamualunga (total words)

Tau# P(word) Auani ldninaums (4.2)

» o,
IuRTInudhdty
P(wordi) — — (42)
IudhAY A

fethugu Mded “sex” S maundaiing 457 ads mﬂﬂﬂuﬁﬁﬂnngvmﬁmﬁ
590 1,273 1% 921831 P(sex) = 457/1,273 = 0.359 g

uazdrdmualiBid 1 ety derutuneumsgadiuda WuNAME Y “sex”,
“adul” Faufuiidrdolungu GI uazAri “free, “special” Hamd vy lundu 63 Tauf
dAgy “sex”, “adult”, “free” Ha “special” HAMMuTY 0395, 0.005, 0.230 Az 0.090
AUAIAY mm%'wimTnimuﬁmi'uﬁmtfnﬁuﬁ"v'h"lﬁiﬂuminm'.lultiwzxi'lmjmﬁ‘n?"nﬁm

] ¥
uaazdwdidnnunuingiumisveangu dmudwdaiuitnanmssnaaiu g

A1519N 4.2

:: = 4 - ' o ar = o o 1
M3 4.2 uaaamsaanunaonminziiuvesmddy ludwdaieds

Group | Word | P(word,) Probability of Gene
Gl sex 0.395
Gl adult 0.005 ((1x0.395)+(1x0.005)/2 ) = 0.200
G3 free 0.230

G3 | special 0.090 ((1x0.230)+(1x0.090)/2 ) = 0.160
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A " ] o v o 4 - &~ &
fipsnnmamninziuvesirddyndrgalugudoyane 0.002 1oL gIganD 1.000 ¥
4
Tudneriinudil isnsanldmanuuanaiadiomiganaiion 3 @unia A1luge0.004 -
VA A ﬂ ° o a’.: v A W o ﬂ A
1.000 znuNHmmui AR 998 A1 deszdssihwlasiiumyguasuney
o = o a o 3 = A
H 11 unsuumsmuAndanesiu mldisdsdesldavguaesduon 10 n il
1024 slumisuanan uaneuduisdesiinsdiugisuesnl 998 A1 iNoudAIAIL

= = 4 & o o 1
uguaea 10 dmdodou daunsoi ldasaumsi 4.3)

Lo e , ;
sz - sniesduign

amaniazdhiil i =[( X 1,024] +1 (4.3)

' ' .
arnniasithigeg - ammniaedudien

Frothagu mamniheziuiinmlivie 0200 Wesmauawauns (@.3) a
183
amuniziiuiiliunda = [(0.200-0.004/1.000-0.004)*1024}+1
=202,
=(0001100110),

dothmatuindnumuaumsi 42 szlddwestuiulasvinavgudmiy

g uaesfaalunIsIan 4.3

d' " ) ' ar o @ 4 ' o
M1519N 4.3 u'dmmsuﬂmmmmmﬁmﬂuﬂﬂuﬂsUuﬁ:ﬂaaﬂmuazmmmmﬂzﬁ]uﬂm

Ysuilomlauiunuguaes

manminiluneulsy mamninzihmanliy mamnihnzihmanliugunes)
Genel 0.200 202 0001100110
Gene2 0 0 0000000000
Gene3 0.106 105 0000110101
Gened 0 0 0000000000
Gene5 0 0 0000000000
Geneb6 0 0 0000000000
Gene7 0 0 0000000000
Gene8 0 0 0000000000
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432  m3dszdiumnnumngay (Fitness Evaluation)
Aomsmigaveelns lu Taunmunzaumineri 114 lunszuoumsswundwd Tausy
o o & = - ) a a0 o o
INNITNIHUANIAFUA NN LIZ Y (Defining Fitness Function) Taslinurfaan nAangu
P o J : 3 = [ -~ At 1 Y a
nimuavuuiuaeIlaNuauIsalunsaadenlns Iulauna nazneliina
a a ' i o d o . .
UszdanSamunszuuliuiniiga msfdmuailandunaiumuizen (Fitess  Function)
o s a = s’qy Yo 9 " ' = A
dmivanuImninusi 1asmualisnnumunzanvesudas Ins Ty Tauuiunufenin
vavenanuuiui lumsduunddnadey TanhgadoyadimsuSouduuiug,
L |

naaauny Ias luTasuniuny (Template) 311035 T Tauutnyunaazain NN

‘4 ad 0 o & 4 v '
vieoinls Falidunoumsmhaunugamduiion (Pseudo Code) Muanslddazalii 4.3

ufag Template, (i =1~ 312UV Template)
usnz Training; (j= 1~ $1142UVD4 Training set)
81 Class ¥4 Template, = Spam wan /* Template, 11109 Training ; i Spam*/
Ly Training = Spam uad7
anan1s ClassifySpamAsSpam 194 Template, ++
@ Training; = Ham ud?
ADAMS ClassifyHamAsSpam V04 Template, ++
1 Class 104 Template, = Ham uda /+ Template, NN "I'rainin,gj 1 Ham*/
&1 Training; = Spam ud"
A0ANS ClassifySpamAsHam 994 Template, ++

i Training; = Ham )

ADANMS ClassifyHamAsHam 104 Template, ++

4 o o ' ] o a o '
30 43 uaasmsinuransSuinveaAazIBiLY (Template) sy 1FanamAn

MuIEauy

] C: o [ o Ll A
A ldvnmstiudrsduentiun1Flumssiiusinumuizay (Fimess Value) @9

il saunisi @.4)

Az = (Ng s+ Ny ) —(Ngy + Ny g) (4.9)




39

A o = o - 7
s A0 Saumsmudwdvoziiuddves
-

° - ot = L)
on 718 SUMIMEBAAITIUBIAA
A o =t o = ot
on 118 SUMsMoBLAvozuBwdA

= Z Z Z

- o = o o
s 1B SuMIMeBwaailuwdes
" 1 : o ° =1 u 1
MANMAUNIZAVVD 105 10 Ut UN I YA A 30N IUIBLE S AR NAAIRINT19714.4

M3199 4.4 uaana0019 1as Tu Tsuutiuuy tazmanumuzayves Ins Ty Tay

fun Tnslulaw MANUHIIZ Y

1 [0100101100,1100101000,0000000000,0000000000, 15
1110010000, 0000000000, 1010001111,0000000000]

2 [0001011010, 0011001100, 0000000000, 000000000, 70
1010111001, 0000000000, 1010100000, 0000000000]

3 [0000000000, 000000010, 1001001011, 1000000000, 2
0000000000,0100110011, 0001000100, 1000100100]

4 [0000000000,1010001111, 1100001100,0000000000, 40
0000111100, 0000000000, 0011000100, 0100011000]

5 (0010000000, 1000000000, 0000000000,1111000000, 83
0011001110, 0101000000,1100110011, 0000000000]

1,600 (0000000000, 0011000011,0000000000,0101001111, 25
0000000000,0000000000,0000000000,0000000000]

433  m3nmaenlszyns (Selection of Population)
Aomsfiadon Ins T Tauimmnzan Bdmiuldidu Tns T Tasmmuuu(Template) 1u

" s

judaly Taolusouusnazdesimuatsznnsmduiunsuaumils §a1%nmarihga
doyadimivGoud madradules W leuuminuyTemplae)  Taoluinorinugi1g
smualns TuToudmsuiulszansdady 1,600 § 2Intiudmua Iy waziden
Tas TuTsunemifioz 19 lumsasoa Tonosaun Tasaunsatmmuasaulas TuTaune
whidulefiFudidednsintszansdaduld iy Amualns Tulvunou 10%
AL 10 Tas T Toudedy 1,600 @ 9219 1ns TuTwunous 160 § Tumsaseale
noiluseudaly mondsnnmsaseaToned 12181as TuTsulnudumdno 160 7)

1 1 ¥
139 320 A2 1o wiuTns TuTouasduez1d 1920 @2 1imiuszdearinissaiaen
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1 v
Ins T Taunmangauniuer Ao 1,600 &2 mdusaulas Tulsus gy Taons
Y -~ : L k1 1 o, ar o - 1 1] v [
Amemiu wzliededrnhminiduddadendilas TuTay Inuszdnidhgnszuiums

¥ "
nanlugudalyl (Gwswazidvavesmsdadenuuuasdesrnimin 1dluuni 3)

Jd a s
434 msﬂma'ianasam:msmamu (Crossover and Mutation)
o o J A 9 ' 1q Yt J

minasedleneimyumoadnlszmnsiulmildiinnunannatiuluszuy lu
= a e‘f-!l.‘ 3 d . . 4
INIUNUTU 1‘]5ﬂ1':'ﬂ5EJﬂTm’JﬂSu‘LI'UHquﬁ (Multiple-Point Crossover) 441318914150
o o a Ay Y a ¢ sd & A o ]
AvuainuininesmsiifanmsasedlenesiunlesiFud nisseimsquiden
o a A o do o = 3 a ¥ = a
Muinisihunsealeneinunld Tavmsaseazifaiummedulunguinadu

¥ ' 1
miniu limansansziidiunguld awmsimyuiniedseiumsgynio uazie

=S

9 a = a ar a - k) o [
Ammannawvesteya dmivhnniiundu Wumsiufunldoudoya a dumis

e

o : o Vv o @ oo = (dy ° '
Amuaiu Tasnlaoudoyasin 0 i 1 dwmsvinerinuii srewisodmualdingls

o

= = oA -: [ ] = A = @ o o o
llﬂ']iN?tﬂ‘lﬂllﬂﬂ'ﬂuHﬂ\‘l'ﬂ'lﬂﬂ'lllﬂ'izﬂ'luﬂ'ﬁﬂ'lﬂﬁ)luﬂﬂulllﬂiu unz%zmmmumﬂﬂswuﬁ

D.

¥ ] ¥
vosimimualulas Tula TavszduidonTas TuTanfieziiundu mimiudaquidoniing
°o_a o o @ a &4 a a A 9 1 a w o
wihiundu Tavszimsnduiiadivsdafouiie i hifansnariuiveslns Tu oy

o'l

' ¥ ] ¥
Wedugamsdutiummanudnuda 9218 1a3 Ty Tawdfimunssaidonlusoui

td
]

o 4 ' ' 4
11§19 1,000 Tns Tu o dalns Tumariiezgnisonds Tns TuTammsiuuy (Template) 44
92l 1,000 1 iuuY iiuvuBwSvozmariinSsuadougaveany Rule set) Fantavos

' - Y = & o 4 o
Tns TuTauminnui l&udasdagilii 4.3 Fevzi )19 uvuaunsnageumenissuun

didael
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Gene6 Gene_:_’f | Gene8

Genel | Gene2 | Ge

Template 1 10100101100/1100101000/0000000000{0000000000{1 110010000[0000000000{1010001111 0000000000

Genel | Gene2 | Genes | Gened | Genes | Gene6 | Gene? | Genes

Template 2 10001011010j0011001100{0000000000{000000000{1010111001{0000000000/1010100000 0000000000

Genel Genez 5_:;G'§ne3 . Gened  Gene5 | Gene6 | Gene? | Genes

Template 3 |0000000000{000000010{1001001011{1000000000{0000000000{0100110011]0001000100 1000100100

Genel Gene2 -:' Gene3 Gene4 Genes | Genes | Gene7 Geneg

Template 1 ,GOOE)(}OOOOOOOO 0011000011{0000000000/0101001111{0000000000 0000000000\0000(}00000 0000000000,

g; 1 e {3 P 9 a o =R l dy
3N 4.4 waaainuVveBamuai ldnnnssIIumsaAnsanesitu luguii

§ a ] ’ ' ' W 4 v v o
Uil 4.4 szriud wiuvveziim lunsaBuianmefuiiosnnminuuudazdann
ar ~ P s 4 o 1 q’ ° 9 ' qv
anyazyeIBmanaNnu Feanyuzmaimmsah 15 lunstssuuy (Pattern) voa

duanianyazuanaany'ld

43.5  mMinAaeUlszaNSnINUea3TVY (Testing Algorithm)
1 - - [} 6‘;’ [ 9 9 o =1 o
mswﬂﬁam::umui'fluwwa“lﬂmﬂ"luumﬂvlﬂmﬂmmgﬂﬂﬂwmmsmuunmumnﬂu
= o =1 o A A =1 [ a Yo =) o o - o
owdlaq iudwdvorniediwdn Tasldyanaaouiiuen 138 1mau 200 s Taoraws
v '
Anarnadeguuuveslns Ty Tounwiade 4.1.2 nndwhmanuvzumdsve s
=) 4' = o ar ] =1 Qs " ' q' =)
axuu‘umTﬂﬂuhwuﬂaw1ﬂammanmam;ﬂ?uumuunummmunmi‘]umau‘luuumm
1ns Tu Touminuunas Ins Tu Tasy Taguaaz I3 Tu TouuduvvegshinisnSouiion 1Ufasiy
" v ¥ [
dassmmitonly Buiuezld 1 ez TasessmsnFoufiousui ldsunsy 8 5y 3193593
Azuuuud DTS UTUATIe Tuas ety MR TN OIITUAT Gene Threshold BaAI7
=Y n’ai Y [ 4”:: a 8 2 W u ] qy u’:
owannswunil SjduuviadendsiuiuTas Ty lauuiuuuil wsigaziiu Tns Tu ey
' Ey 9 - @ i a oA @ ' i VY ' A
winvyte Iazuuudwanuihisdadedu Ins Ty Tsuutuyuil ua luaseandon 'y
o 9 = 1 A a @ Y w ] qyé dn’: o
Nz Idnzuuudmaniyiansssudwdolns In Tynutuyil FINVUADUNITNINIUATY

gaAdaiion (Pseudo Code) Muanald dagilii 4.5
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uAaz Template, (i =1~ $14IUYDQ Template)
usaz Testing; (= 1~ $74IUYDA Testing set)
udaz Gene, (k= 1~8)
&1 (w09 Gene, 4049 Testing,) > (1903 Gene, Y04 Template, ) 1
(GeneMatchCount 494 Testing j) G
1 (GeneMatchCount Y94 Testing;) > Gene Threshold uan
01 Class ¥04 Template, = Spam &3 /* Template, imu1u Testing, 1iu Spam*/
i Testing; = Spam 1"
anans ClassifySpamAsSpam Y94 Template, ++
1 Testing ; = Ham uda
ADAMS ClassifyHamAsSpam 184 Template, ++
1 Class Y04 Template, = Ham UIA2 /* Template, #1169 Testing 111 Ham*/
1 Testing ;= Spam uda
A0AM3 ClassifySpamAsHam 4949 Template, ++
&1 Testing, = Ham 11d

A0AMS ClassifyHamAsHam 194 Template, ++

1N 45 naasmsduundud TasinsannSoudounnmanmzdum sty

[
@

110 Template, fio Template NMAsRNTAN

. | ddo v a
Testing; A BIANNIDIND T

I o o
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3199 5.1 1aaInSouReuAT Accuracy, Recall 11A2 Precision 3211 19N1IAAIABAIULIN

t
Aen29min (Roulette Wheel) azmifAIBNIUUIARIA L (Ranking)

Ranking Roulette Wheel
Accuracy Recall Precision | Accuracy Recall Precision
SET1 84.50% 78.00% 89.66% 85.00% 74.00% 94.87%
SET2 82.00% 77.00% 85.56% 81.00% 71.00% 88.75%
SET3 82.50% 76.00% 87.36% 81.50% 80.00% 82.47%
SET4 81.50% 76.00% 85.39% 82.00% 76.00% 86.36%
SET5 78.50% 74.00% 81.32% 81.00% 77.00% 83.70%
Average 81.80% 76.20% 85.86% 82.10% 75.60% 87.23%
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INATTNN 5.1 WUINAURAYUBDY Accuracy, Recall 118% Precision UBNISNITAAADALULN
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\ o @ @ o o 1 a A o ' o
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M3 5.2 WTAIA Accuracy, Recall 11 Precision nmsfadeng Ins Tu Tsunousi

wosiFudaien

Parent Pair Percent Accuracy Recall Precision

1% 85.00% 89.00% 82.41%

3% 87.50% 87.00% 87.88%

SET 1 5% 86.50% 87.00% 86.14%

10% 85.00% 87.00% 83.65%

15% 84.00% 84.00% 84.00%

1% 81.00% 76.00% 84.44%

3% 88.50% 90.00% 87.38%

SET 2 5% 78.00% 64.00% 88.89%

10% 79.00% 71.00% 84.52%

15% 79.50% 81.00% 78.64%

1% 83.50% 93.00% 78.15%

3% 87.50% 91.00% 85.05%

SET 3 5% 82.00% 75.00% 87.21%

10% 82.50% 84.00% 81.55%

15% 79.50% 98.00% 71.53%

1% 85.00% 89.00% 82.41%

3% 86.50% 90.00% 84.11%

SET 4 5% 84.00% 80.00% 86.96%

10% 78.00% 76.00% 79.17%

15% 82.50% 75.00% 88.24%

1% 87.00% 86.00% 87.76%

3% 87.50% 86.00% 88.66%

SETS 5% 84.50% 90.00% 81.08%

10% 79.00% 73.00% 82.95%

15% 73.00% 82.00% 69.49%

1% 84.30% 86.60% 83.03%

3% 87.50% 88.80% 86.62%

Average 5% 83.00% 79.20% 86.06%

10% 80.70% 78.20% 82.37%

15% 79.70% 84.00% 78.38%
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ar ' = o’n’: 4 oA o ar ) @ u‘.:
(Chromosome) ﬂ’li'lji‘]lﬂ'IW']'i']llmﬂ'iﬂﬂﬁﬂ\i lﬁﬂﬂ1ﬂ11’llﬂﬁ1i’ﬁnﬁ1ﬁﬁUﬂ']'ill')lﬁ‘lfuuuuﬁﬂ\‘l

A9IM15199 5.3 LA 5.4

MIT1M 5.3 1AAIA1 Accuracy, Recall 132 Precision Y943 Tuasuieri 'l 20, 40, 60,

80 Generation 1az1ijo ummsiunduay (No)

Mutation Generation Accuracy Recall Precision

20 82.50% 84.00% 81.55%

40 84.00% 87.00% 82.08%

SET 1 60 84.00% 90.00% 80.36%
80 83.50% 85.00% 82.52%

No 84.50% 90.00% 81.08%

20 81.00% 74.00% 86.05%

40 80.00% 74.00% 84.09%

SET 2 60 84.00% 84.00% 84.00%
80 82.00% 77.00% 85.56%

No 80.50% 75.00% 84.27%

20 83.50% 89.00% 80.18%

40 83.00% 88.00% 80.00%

SET 3 60 83.00% 85.00% 81.73%
80 84.00% 86.00% 82.69%

No 80.50% 75.00% 84.27%

20 84.00% 86.00% 82.69%

40 83.00% 84.00% 82.35%

SET 4 60 83.00% 85.00% 81.73%
80 84.50% 86.00% 83.50%

No 84.50% 85.00% 84.16%

20 81.50% 76.00% 85.39%

40 82.50% 90.00% 78.26%

SET5 60 83.00% 84.00% 82.35%
80 83.00% 89.00% 79.46%

No 84.00% 89.00% 80.91%

20 82.50% 81.80% 83.17%

40 82.50% 84.60% 81.36%

Average 60 83.40% 85.60% 82.03%
80 83.40% 84.60% 82.75%

No 82.80% 82.80% 82.94%
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M99 5.4 UAAIM Accuracy, Recall 1192 Precision voImsiungsuiiolSusou

103 TuTawiulosiguanieg

Mutation Chromosome Accuracy Recall Precision
2% 82.00% 85.00% 80.19%
4% 83.50% 84.00% 83.17%
SET 1 6% 80.00% 74.00% 84.09%
8% 79.00% 68.00% 87.18%
10% 78.00% 74.00% 80.43%
2% 80.00% 73.00% 84.88%
4% 82.00% 85.00% 80.19%
SET 2 6% 81.50% 86.00% 78.90%
8% 79.50% 79.00% 79.80%
10% 76.50% 70.00% 80.46%
2% 80.00% 74.00% 84.09%
4% 79.50% 72.00% 84.71%
SET 3 6% 83.00% 86.00% 81.13%
8% 80.00% 81.00% 79.41%
10% 78.50% 77.00% 79.38%
2% 79.50% 73.00% 83.91%
4% 79.50% 74.00% 83.15%
SET 4 6% 82.50% 84.00% 81.55%
8% 82.00% 86.00% 79.63%
10% 77.00% 70.00% 81.40%
2% 82.50% 84.00% 81.55%
4% 82.50% 86.00% 80.37%
SET 5 6% 81.50% 84.00% 80.00%
8% 81.00% 83.00% 79.81%
10% 82.00% 85.00% 80.19%
2% 80.80% 77.80% 82.92%
4% 81.40% 80.20% 82.32%
Average 6% 81.70% 82.80% 81.14%
8% 80.30% 79.40% 81.17%
10% 78.40% 75.20% 80.37%
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s d = d
5.2.4 m3dsuasealonesmisiiimos
Qs = o a o 9 - o 1
msdiuwinilimesvesnsasealonesnild 2 uuy nensasealoresuuugu
¢ . fd s AL - s s Yo
(Random) waznIsnsoalonvsuuusmuanlesiFudnsd ¥aluinorinuii 1dsmua

WosiFUAT 20%, 25%, 30%, 35%, 40% naz lANamsnaaostaaaslumstef 5.5

[ 3
M319N 5.5 Laaam Accuracy, Recall 1102 Precision Y990135A3 aﬁianafﬁmmuuv

Crossover Percent Accuracy Recall Precision

20% 85.50% 91.00% 81.98%

25% 87.50% 88.00% 87.13%

SET 1 30% 88.00% 88.00% 88.00%
35% 84.00% 77.00% 90.00%

40% 80.50% 96.00% 73.28%

Random 80.00% 95.00% 73.08%

20% 83.50% 84.00% 83.17%

25% 81.50% 84.00% 80.00%

SET 2 30% 83.00% 85.00% 81.73%
35% 80.50% 80.00% 80.81%

40% 79.00% 78.00% 79.59%

Random 84.00% 86.00% 82.69%

20% 83.00% 88.00% 80.00%

25% 79.00% 71.00% 84.52%

SET 3 30% 85.00% 96.00% 78.69%
35% 83.00% 76.00% 88.37%

40% 83.50% 81.00% 85.26%

Random 87.50% 90.00% 85.71%

20% 84.50% 82.00% 86.32%

25% 84.00% 83.00% 84.69%

SET 4 30% 82.00% 82.00% 82.00%
35% 81.50% 84.00% 80.00%

40% 83.00% 81.00% 84.38%

Random 85.50% 82.00% 88.17%

20% 84.50% 86.00% 83.50%

25% 79.00% 79.00% 79.00%

SET5 30% 78.50% 84.00% 75.68%
35% 81.00% 74.00% 86.05%

40% 81.00% 73.00% 86.90%

Random 86.00% 85.00% 86.73%

20% 84.20% 86.20% 82.99%

25% 82.20% 81.00% 83.07%

30% 83.30% 87.00% 81.22%

Average

35% 82.00% 78.20% 85.05%

40% 81.40% 81.80% 81.88%

Random 84.60% 87.60% 83.28%
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4 [ o ot " ar
M3199 5.6 LAAIAT Accuracy, Recall 110 Precision mﬂaﬁumﬂmmmnmanu

Gene Threshold Gene Accuracy Recall Precision
3 45.00% 1.00% 8.33%
4 36.00% 2.00% 6.25%
SET 1 5 66.50% 99.00% 60.00%
6 79.00% 95.00% 71.97%
7 85.00% 74.00% 94.87%
8 38.50% 76.00% 43.43%
3 43.50% 3.00% 15.79%
4 34.50% 6.00% 13.95%
SET 2 5 78.50% 88.00% 73.95%
6 67.50% 91.00% 61.90%
7 81.00% 71.00% 88.75%
8 66.00% 35.00% 92.11%
3 49.00% 0.00% 0.00%
4 18.00% 8.00% 10.00%
SET 3 5 78.00% 99.00% 69.72%
6 85.00% 93.00% 80.17%
7 81.50% 80.00% 82.47%
8 69.50% 43.00% 91.49%
3 46.00% 2.00% 16.67%
4 37.00% 5.00% 13.89%
SET 4 5 73.50% 93.00% 66.91%
6 70.50% 84.00% 66.14%
7 82.00% 76.00% 86.36%
8 74.50% 56.00% 88.89%
3 39.50% 2.00% 8.00%
4 45.00% 2.00% 14.29%
SET5 5 72.50% 95.00% 65.52%
6 63.00% 94.00% 58.02%
7 81.00% 77.00% 83.70%
8 66.00% 43.00% 79.63%
3 44.60% 1.60% 9.76%
4 34.10% 4.60% 11.68%
Average 5 73.80% 94.80% 67.22%
6 73.00% 91.40% 67.64%
7 82.10% 75.60% 87.23%
8 62.90% 50.60% 79.11%
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Parent Pair | Gene Threshold Accuracy Recall  Precision

SET1 3 5 85.00% 87.50% 83.33%
5 5 85.25% 86.50% 84.39%
10 5 85.50% 85.50% 85.50%
15 5 82.00% 88.00% 78.57%
30 5 84.00% 88.00% 81.48%
3 6 87.75% 88.00% 87.56%
5 6 87.00% 86.00% 87.76%
10 6 81.75% 83.50% 80.68%
15 6 83.50% 81.50% 84.90%
30 6 78.50% 96.00% 71.11%
3 7 78.50% 64.00% 90.14%
5 7 85.25% 81.00% 88.52%
10 7 85.75% 82.00% 88.65%
15 7 86.25% 82.00% 89.62%
30 7 86.75% 89.00% 85.17%
SET 2 3 5 88.00% 87.50% 88.38%
5 5 87.00% 86.00% 87.76%
10 5 87.00% 87.00% 87.00%
15 5 78.00% 91.00% 72.22%
30 5 65.50% 91.50% 60.20%
3 6 90.50% 91.50% 89.71%
5 6 83.75% 96.00% 77.11%
10 6 87.75% 87.50% 87.94%
15 6 82.75% 86.50% 80.47%
30 6 71.75% 100.00%  63.90%
3 7 84.75% 76.00% 92.12%
5 7 87.25% 87.50% 87.06%
10 T 84.50% 83.00% 85.57%
15 7 87.00% 89.50% 85.24%
30 7 83.75% 83.00% 84.26%
SET 3 3 5 87.00% 86.50% 87.37%
5 5 86.25% 85.00% 87.18%
10 5 86.50% 85.00% 87.63%
15 5 84.75% 85.50% 84.24%
30 5 64.50% 100.00%  58.48%
3 6 87.50% 85.00% 89.47%
5 6 83.25% 77.50% 87.57%
10 6 85.75% 84.50% 86.67%
15 6 87.00% 86.50% 87.37%
30 6 84.00% 85.00% 83.33%
3 7 85.50% 82.00% 88.17%
5 7 82.75% 73.50% 90.18%
10 7 85.25% 83.00% 86.91%
15 I 85.25% 80.50% 88.95%
30 7 83.75% 83.00% 84.26%
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SET 4 3 5 86.00% 87.00% 85.29%
5 5 84.75% 85.00% 84.58%
10 5 86.50% 89.50% 84.43%
15 5 84.75% 84.50% 84.92%
30 5 86.00% 84.50% 87.11%
3 6 86.50% 84.50% 88.02%
5 6 88.00% 88.50% 87.62%
10 6 74.50% 99.50% 66.33%
15 6 78.00% 94.00% 71.21%
30 6 73.00% 88.00% 67.69%
3 7 82.75% 77.50% 86.59%
5 7 83.50% 84.00% 83.17%
10 7 84.25% 79.00% 88.27%
15 T 83.25% 77.00% 88.00%
30 7 70.75% 51.00% 84.30%

SET 5 3 5 88.00% 91.00% 85.85%
5 5 86.75% 84.50% 88.48%
10 5 87.00% 88.50% 85.92%
15 5 86.50% 87.00% 86.14%
30 5 85.25% 85.50% 85.07%
3 6 87.25% 87.00% 87.44%
5 6 88.25% 88.50% 88.06%
10 6 86.25% 83.50% 88.36%
15 6 87.75% 87.50% 87.94%
30 6 86.25% 83.50% 88.36%
3 7 80.25% 68.50% 89.54%
5 7 86.25% 86.00% 86.43%
10 i 84.75% 81.00% 87.57%
15 7 72.75% 51.50% 89.57%
30 ¢ 82.75% 80.00% 84.66%

Average 3 5 86.80% 87.90% 86.04%
5 5 86.00% 85.40% 86.48%
10 5 86.50% 87.10% 86.10%
15 5 83.20% 87.20% 81.22%
30 5 77.05% 89.90% 74.47%
3 6 87.90% 87.20% 88.44%
5 6 86.05% 87.30% 85.62%
10 6 83.20% 87.70% 82.00%
15 6 83.80% 87.20% 82.38%
30 6 78.70% 90.50% 74.88%
3 7 82.35% 73.60% 89.31%
5 7 85.00% 82.40% 87.07%
10 7 84.90% 81.60% 87.39%
15 7 82.90% 76.10% 88.28%
30 7 81.55% 77.20% 84.53%
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M9 5.8 LAAINUNDY Accuracy, Recall 1Az

Accuracy, Recall 118 Precision VOINN 1¥H

Precision ¥94M13nAas IUAdzISALAZA NN Y

Acc

Recall

Pre

Average of Each Set

SOUN 1

SET1
SET2
SET3
SET4
SET5

86.50%

86.50%

86.50%

87.70%

88.20%

87.33%

90.25%

92.50%

88.52%

87.00%

88.00%

86.27%

87.25%

86.00%

88.21%

87.50%

88.00%

87.13%

SOUN 2

SET1
SET2
SET3
SET4
SETS

87.25%

87.50%

87.06%

87.15%

87.90%

86.60%

88.25%

88.50%

88.06%

86.50%

87.50%

85.78%

85.50%

86.00%

85.15%

88.25%

90.00%

86.96%

50U 3

SET1
SET2
SET3
SET4
SET5

88.50%

89.50%

87.75%

87.55%

87.50%

87.66%

87.25%

84.50%

89.42%

86.75%

84.50%

88.48%

86.75%

86.00%

87.31%

88.50%

93.00%

85.32%

0UN 4

SET1
SET2
SET3
SET4
SET5

86.50%

82.00%

90.11%

84.75%

90.20%

82.46%

78.75%

96.50%

71.22%

83.25%

96.50%

76.28%

87.75%

88.50%

87.19%

87.50%

87.50%

87.50%

JOUN S

SET1
SET2
SET3
SET4
SETS

88.25%

89.50%

87.32%

88.10%

88.70%

87.68%

90.25%

94.50%

87.10%

87.00%

88.00%

86.27%

86.75%

84.00%

88.89%

88.25%

87.50%

88.83%

Average of All Set

87.05%

88.50%

86.35%




60

AT 5.8 wiuidenaneaemniine fmnzani Wnnnmeasaileylsy
Mot azBoady wuheuRAvAccuracy, Recall 1AZ Precision VoeTa 5 [ N aANT AR

3117 5.10 flag1fit 5.12 1 Humanaaan Accuracy, Recall 11az Precision vouatayata s
wnlusoud 1 e 1w minesAmnzauit I§nnnsmaasstuiide 5.2 e listunmaay

yosraanEN 18 lunsazadoya

1 1 21 3 M 51 61 7 81 91 101
Generation

: ' o A 4
71 5.10 naAas1 Accuracy veusadeyana s waiileldvisiimesn1dnnmanaaes

1 1" 21 31 41 51 61 mn 81 9N 101
Generation

v v 1
74 5.1 uarAaA Recall vouwadoyans s waiile e e I nnn1smanes



1 1 21 3 41 51 61 7 81 91
Generation

M ¥ (1 i1
141 5.12 1aReRA Precision vousateya s imiileldwsiimesnIdinnsnaaes

1 gU#t 5.10 g1t 5.12 vzi7tu31A1 Accuracy, Recall a2 Precision Ve isAdoyats 5
sziimanfasunlaseiannlugae Generation 1309 uaginnaeunasiosnnluga
Generation M4 97111 Accuracy, Recall 1182 Precision ¥09yadoyausazianszisunii
i Futhiguuuii llvesnszuunsinuAndaneiu uaz v Accuracy, Recall 11z

-
Precision N@

- s - ¢ o v e - ¢ = k7 -
5.4 nlfsumousnsesdmavezminavesuiinsedmavesdulszgnalingu]
d =
GIE AT
Al d A o
MUTouAeURT Accuracy, Recall 11a2 Precision 71 138MI1AINT0edindvoz Tanldie

a e = Ay ¥ 4 o = d k) = 4
uAndaneINuarNan1Inaassi 1dszniednsed@wdavez Taoldmidszend ldnquiiud

- - o @ a
lmﬂuuuﬂ?ﬂﬂlﬂﬂﬂﬂuﬂﬂlﬂﬂﬂ1ﬂﬂ'ﬁ']\ﬁ'l 59

v v
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Genetic Algorithm Bayesian
Accuracy Recall Precision | Accuracy Recall Precision
Set1 87.70% 88.20% 87.33% 70.50% 70.00% 70.71%
Set2 87.15% 87.90% 86.60% 69.50% 71.00% 68.93%
Set3 87.55% 87.50% 87.66% 72.50% 74.00% 71.84%
Set4 84.75% 90.20% 82.46% 70.50% 75.00% 68.81%
Set5 88.10% 88.70% 87.68% 67.50% 74.00% 65.49%
Average 87.05% 88.50% 86.35% 70.10% 72.80% 69.16%
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Abstract— In this paper, we propose a mechanism for filtering
incoming spam mails by generating spam mail prototypes using
genetic algorithm. Firstly, words from e-mails are extracted and
are categorized by their relating meaning into 7 groups. Then, we
compose a string of chromosome having 7 genes, i.e., groups of
words. Each gene, represented words in each group, is encoded
into binary value. The genetic algorithm and its operations are
applied to create varieties of spam mail prototypes which inherit
from old spam mails. It saves time for preparing training sets
and need no large training set for learning like other methods.
The spam mail prototypes are the result of this learning
mechanism. The experimental results show that the proposed
system has efficiency. When testing with both spams and hams,
the accuracy is about 85% in average.

Keywords— spam mail, spam prototype, spam filtering, genetic
algorithm

1. Introduction

Over the last decade, e-mail or electronic mail has become
a popular method of communication because it has more
convenient and cheaper than normal postal mail. On the other
hand, e-mail has become a victim of abuse. Some business use
e-mail for their benefit such as work at home business group,
commercial business group. These businesses send a lot of
e-mails which context concern about convince, offer prize for
something, give assistant, mortgage, medicine, and etc. This
kind of e-mail is called, "spam" mail. [1]

There are several meanings of spam, such as, unwanted.,
junk e-mail message, unsolicited commercial ¢-mail (UCE),
unsolicited bulk ¢-mail (UBE), and so on. Spam mail does not
only annoy e-mail users, it also increases the load of c-mail
server and waste of bandwidth. Thus, Internet Service
Providers (ISP) must pay more cost for bandwidth and storage.
And, e-mail users feel uncomfortable, lose more time because

of slower internet and need (o pay more cost Lo use internet too.

2]

Morcover there are a lot of viruses which disguisc in spam
mail. When the users read their e-mails, they will receive virus
attentively. Virus may be a little disturb system but it
continually uses victim's computer for distribute spam.
Furthermore, spam may create a way for offender to attack and
rob benefit from the system. [3]

There are several techniques to classify spam such as
hcader analysis, address list, keyword list, signature analysis,
content statistical analysis. But the popular technique is
machine learning. Thus, in this paper, we propose a technique
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for filtering incoming spam mails by generating spam mail
prototypes using genetic algorithm. Taking the advantage of
evolution mechanism of genetic algorithm, the system can
adaptively generate spam prototype for filtering automatically.

2. Spam Mail Prototype

Our system consists of 2 major processes as shown in
Figurel. An input e-mail is passed into a process of keyword
extraction. Within the process of genetic algorithm, a
chromosome represented that e-mail is constructed from the
extracted words. The evolution mechanism creates spam mail
prototypes as the output of the system.

Genetic
Algorithm

Keyword
Extraction

Spam Mail
Prototypes

E-mails —»

Figure 1. System Block Diagram

The collection of e-mails that considered as spam is called
corpus. Spam mails from corpus are encoded to chromosomes
and undergo with the genetic operators, ie., crossover and
mutation, and are evaluated by a fitness function. Resulting
from the genetic algorithm, rules set or spam mail prototypes
are obtained. Figure2 shows a flowchart of spam mail
prototypes construction.

o)
ST

[k Operins |

,,,,,,, N

—

Evaluated by Fitness Function |

!

Rules Set (Spam 4
mail prototypes)

(e )

Figure 2. Constructing rules set (spam mail prototypes)
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3. Genetic Algorithm

A genetic algorithm (GA) is an algorithm used to find
approximate solutions to difficult-to-solve problems through
application of the principles of evolutionary biology to
computer science. Genetic algorithms use biologically-derived
techniques such as inheritance, mutation, natural selection,
and recombination (or crossover). Genetic algorithms are
typically implemented as a computer simulation in which a
population of abstract representations (called chromosomes)
of candidate solutions (called individuals) to an optimization
problem evolves toward better solutions. Traditionally,
solutions are represented in binary as strings of 0s and 1s, but
different encodings are also possible. The evolution starts
from a population of completely random individuals and
happens in generations. In each generation, multiple
individuals are stochastically sclected from the current
population, modified (mutated or recombined) to form a new
population, which becomes current in the next iteration of the
algorithm.

3.1 Building Representation

An e-mail consists of header, subject and body, for our
proposed technique, we extract words within the body part of
e-mail only. The extracted words in the form of prepositional,
article, and number are discarded. There are 416 words which
have been categorized into 7 groups by their relating meaning.
Tablel shows all words in each group.

A spam mail is encoded to a binary string. One spam mail
represents one chromosome with 7 genes. The binary
representation of each gene is computed from words extracted
from a spam mail. Figure3 shows a pattern of spam mail
chromosome.

Gl G2 G3 - G7
weight [ weight | weight weight
Chromosome | " rG1 | ofG2 | ofG3 of G7

Figure 3. A pattern of spam mail chromosome

Let’s show an example how a chromosome of a spam mail
can be constructed. Let an e-mail contains 4 words, namely,
“sex”, “adult” belong to group Gl, and “free”, “special”
belong to group G2, as shown in Figure 4. We look up table of
the weight of these words in data dictionary. The
aforementioned weight of word can be calculated by
accumulating the frequency of all words and divide by the
total number of words in data dictionary. In this case, we have
the minimum weight of keyword equal to 0.013 and the
maximum weight of keyword equal to 3.31. Then, the
minimum and maximum range after normalization becomes
0.004 to 1, or 0000000100 to 1111111000 in binary. Table2
shows computation of the weight of words for this example.

Frequency Weight Weight
Group Word Frequency Totalword(418) | of wso'::i of group
Gl sex 157 0377 0.114 65
Gl adult 49 0.118 0.036 '
G3 free 800 1.923 0.581
: 0.364
G3 special 201 0.483 0.146

Table 2. Example of calculating weight of word in an e-mail
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Gl G2 G3 o G7
Sex, adult - Fm?' - —
special

Figure 4. A chromosome before represented to binary string

After we calculate weight of group which average from
weight of words that found in the same group. A chromosome,
shown in Figure 4, shows weight values in each gene as
illustrated in Figure5.

Gl G2 G3 w G7

l 0.075 [ 0 ] 0.364 I l 0 I
Figure 5. Weight of each gene in chromosome

The weight of each gene can be encoded into binary string
in the following patterns.

Binary 0000000000 represent weight 0.000
Binary 0000000001 represent weight 0.001
Binary 0000000010 represent weight 0.002

Binary 1111100111 represent weight 0,999
Binary 1111111000 represent weight 1.000

Therefore, weight of G1 gene, 0.075, can be represented by
binary value as 0001001011. In the same manner, weight of
G3 gene, 0.364, can be represented by binary value as
0101101100. While the rest of genes which has no weight, are
represented by binary value 0000000000, as shown in Figure6.

Gl G2 G3 G7

| ooo1001011 [ 0000000000 | 0101101100 | ... ] 0000000000 |
Figure 6. A chromosome representation in binary string

3.2 Genetic Operations
3.2.1 Crossover
For our proposed system, the crossover is allowed for bits
of gene within the same group only. We use multiple-point
crossover and randomly select the position to cross. In each
generation, 15 percent of chromosomes are crossed.

3.2.2 Mutation
Mutation is doing for guarantee that some data will be not
disappear. Mutation is done by changing bit in the position
which gets from random. In each generation, 2 percent of
chromosomes are mutated.

3.3 Evaluation

After e-mails from corpus had been encoded to
chromosomes and underwent the operations of genetic
algorithm, they are evaluated by the fitness function. The
fitness value obtained and used for ranking spam prototypes
can be computed from Eq. 1.

<~ number of keyword i x W

1
. total keywords in an e-mail (n) et

FitnessFunction =
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Where the training weight () is the summation of weight
of any word (w;) found in each spam mail divided by total
c-mails in corpus which we use for training. And w, is
calculated by count number of any word i in each e-mail and
divided by total words in that e-mail.

3.4 Selection

After all chromosomes had been evaluated by fitness
function, the system selects appropriate chromosomes for
filtering incoming e-mails. The selection method used is
roulette wheel technique.

4. Rules set for classifying e-mails

The weight of words of gene in testing mail and the weight
of words of gene in spam mail prototypes are compared to find
malich gene. In this proposed system. we specify that if the
number of matched gene is greater or equal to 3 then that spam
mail prototype will receive one spam score point. The
mentioned classification process for spam mails is show in
Figure7. .

Calculate weight of keywords
of cach groups

l

Evaluated by Rules Set

Figure 7. Show the classification process for emails

By comparing testing mails with all spam mail prototypes
and the sum of spam score point of all prototypes, if the
percentage of spam score point is greater than the percentage
of the threshold, then this testing mail is defined to be spam
mail. In the experiments, we set the threshold value at 30% in
which this threshold value can also be manually adjusted to the
appropriate value for optimal result.

4. Experimental Results
We collected spam corpus from [4, 5] and ham corpus from

[6]. In the experiments, we use 1,097 of spam mails and 300 of
ham (not spam mail).
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4.1 Experiment 1

We divided e-mails for training by 80% and for testing by
20% of the total e-mails. The experimental result shows that
the average accuracy obtained is 85.53%. with the average
values of precision 89.83% and recall of 75.71%. Figure 8
shows the accuracy of training set and validation set in each
generation.

100%
90%
80%
70%
60%

50% /A
40%
30%
20%
10%
r 0%

Accuracy

Training Set: Accuracy
Validation Set: Accuracy

....................

121 4 61 81 101 121 141 161 181
Generation

Figure 8. Results of experiment 1: The accuracy of training set and
validation set in each generation

4.2 Experiment 2

We divided e-mails for training by 60% and for testing by
40% of the total e-mails. The result shows that the average
values for the accuracy is 84.77%, the precision is 90,74% and
the recall is 73.13%. Figure 9 shows results of this experiment.

100%
90%
80% -
- 70%
>
i E 60% |
3 50% -
L 40% - - e
[ 30% +—— - ]
10%

1 21 41 81 81 101 121
Generation
Figure 9. Result of experiment 2: The accuracy of training set and
validation set in each generation

Training Set: Accuracy |
fulidulion Bet Acorscy [

l_..

T S e

141 161 181

4.3 Experiment 3

When we use 100% of spam for testing, the average values
of the accuracy obtained is 84.77%, the precision is 90.74%
and recall is 73.13%. The results are shown in Figurel0.
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Figure 10. Results of experiment 3: The accuracy of training set and
validation set in each generation

4.4 Experiment 4

When we used 50% of spam mails and 50% of ham for
testing, the average values of the accuracy is 85.14%, the
precision is 90.91% and the recall is 73.86%. The accuracy of
training set and validation set in each generation are shown in

Figurel1.

100%

70%

§§

4

Accuracy
88
R R

2

10%

Ti

Validation Set: Accuracy

I

_§[

raining Set Accuracy

0%
1

21 41 61 81 101 121

J2Zbe

141 161 181

Generation I

Figure 11. Result of experiment 4: The accuracy of training set and
validation set in each generation

5. Conclusions

In this paper, we proposed an adaptive spam mail filtering
which uses genetic algorithm and its operations, i.e., crossover
and mutation, to create new varieties of spam mail prototypes.
The experiments show that proposed adaptive spam mail
filtering performs efficient results. In additional, the system
allows the threshold value for matching rules set can be
manually adjusted to the appropriate level of filtering. In the
future, we plan to test our system with more different sets of
corpus. The categories and keywords, that represent spam mail
from the real situation usages, are to be included to cover
broader filtering performance of the system.
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Table 1. Show words extracted from spam mails categorized in each group

Group

Content

Example of keywords in each group

Gl

Adult

adult, aphrodisiac, big, cam, climax, company, cum, desire, erotic, fantasy, fuck, gay, girl, greate, guy, hard,
hardcore, heaven, hot, huge, long, man, max, maxlength, nude, orgasm, penis, performance, pheromone, pill,
pom, powerful, pussy, satisfy, sex, stamina, sweet, teen, viagra, webcam, x, xxx, XXX-pomn, young

G2

Financial

Account, accountant, alert, analyst, attorney, bank, bankruptcy, benefit, bill, billing, broker, budget, building,
cash, cheque, commission, consolidate, court, credit, creditor, currency, customer, debt, deposit, discover,
economy, entrepreneur, estale, exchange, fee, finance, freedom, fund, help, high-risk, insurance, invest,
investor, judgment, legal, legitimate, lender, loan, mastercard, morigage, obligate, pay, payable, payable,
paycheck, promote, purchase, rate, refinance, refund, rent, revenue, risk, service, statement, stock, support, tax,
transaction, vat, visa, wealth, worth

G3

Commercial

agency, agent, arrival, bargain, better, brand, buy, camera, cdrom, celeb, chance, cheap, Christmas, collect,
college, commerce, computer, cost, deliver, discount, especial, expensive, express, fantastic, free, furnishing,
furniture, game, get, gif, gift, great, guarantee, inexpensive, invite, item, just, keyboard, license, lifetime,
magazine, maintenance, mall, market, material, materials, mobile, motherboard, mouse, offer, online, only,
order, palm, pamphlet, percent, premium, price, produce, product, program, recommend, refill, release, resell,
reseller, retail, sale, save, save, sell, ship, shipping, shop, shopping, special, subscribe, supply, surprise, trade,
trademark, upgrade, voucher, whole, wholesale, within

G4

Beauty &
Diet

after, age, amaze, anti-aging, appetite, beauty, become, before, believe, blood, body, botanic, breast, build, burn,
calorie, capsule, card, cell, change, chemical, cholesterol, confirm, course, diet, difference, dose, drug, effect,
effective, eliminate, energy, enhance, exercise, eye, face, fast, fat, firm, fii, fitness, flexible, gary, grow, grown,
growth, hair, health, healthcare, heart, height, herb, herbal, hormone, improve, inche, incredible, kidney, large,
laser, life-changing, light, lose, loss, low, magic, medicine, metabolism, micro-cap, miracle, modem, move,
muscle, nature, nutrient, old , over, overweight, permanent, plain, potential, pound, power, protect, reduce,
remanufacture, repair, restore, retain, reverse, safc, satisfaction, secret, size, step, strength, strong, tablet,
therapy, thin, toxin, treatment, under, virginia, vitamin, weight, woman, wonderful, wrinkle

G5

Traveling

book, deluxe, excite, guide, holiday, honest, hotel, luxury, meal, package, plan, problem, relax, relief, reserve,
resort, summer, temple, ticket, tour, train, travel, traveler, trip, vacation,

G6

Home-Based
Business

address, astonishment, base, broadcast, bulk, business, comfort, connect, demo, domain, downline, download,
eamn, email, emailing, ethemet, facemail, fresh, home, homebased, homeworker, host, income, interest,
international, intemnet, investigate, job, list, lucrative, mail, mailbox, mailer, mailing, make, marketing, message,
million, money-making, opportunity, part-time, people, private, profit, reach, receive, recipient, require,
re-register, return, server, software, subscriber, success, teach, unsubscribe, user, visit, website, work,
work-at-home, worker, working

G7

Gambling

action, award, bet, bonus, casino, challenge, extra, gambling, gold, hunt, las, lucky, millionaire, player, poker,
prize, reward, rich, vegas, win
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