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ABSTRACT

This research proposes a methodology to detect misbehaving nodes in ad-hoc wireless
networks that uses Dynamic Source Routing (DSR) for discovering a transmission path. The
mobile agents are employed in the networks for monitoring the data communication at each
intermediate node on the transmission path. The misbehaving nodes, detected by the mobile
agents, are to be verified by the destination node in order to reduce the monitoring error. For final
data analysis, destination nodes will exchange the misbehaving nodes information with other
nodes in the networks. This information is later compared with the highest acceptable failure of

networks to whether the intermediate nodes misbehave or not.
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M13190 5.1 LAAINTIWAANA ALY True Positive

=S Kt B A RAR o ’," ST e ey

" i T g AR
WutinTov1e 670 * 67

0% 0.00 0.00 0.00 0.00 0.00 0.00
5% 1.40 0.28 0.21 0.04 0.30 0.06
10% 4.90 0.88 1.50 0.27 1.70 0.31
15% 6.80 - 1.02 1.60 0.24 1.90 0.29
20% 11.10 1.44 1.90 0.25 2.30 0.30
25% 19.10 2.48 2.60 0.34 3.30 0.43
30% 25.50 357 3.10 0.43 4.20 0.59
35% 34.70 2.78 3.50 0.28 4.70 0.38
40% 41.00 3.69 4.50 0.41

" TP R T pren e, AR x ST e g OIS Loy
1 Muinoio 1500 * 1500 mrasing wywing 2 KB/sec

0% 0.00 0.00 0.00 0.00

5% 3.20 0.64 1.10 0.22 0.30 0.06
10% 6.40 1.34 2.00 0.42 1.70 0.36
15% 10.30 1.83 2.80 0.50 1.90 0.34
20% 14.20 2.17 3.20 0.49 3.20 0.49
25% 20.60 323 4.60 0.72 4.00 0.63
30% 30.30 4.67 6.20 0.95 5.00 0.77
35% 37.80 4.54 6.90 0.83 6.20 0.74

40% 44.20 4.33 9.20 0.90 7.60 0.74

0.00 0.00 0.00 0.00
5% 3.90 1.09 2.70 0.76 1.10 0.76
10% 6.00 1.44 3.90 0.94 1.80 0.94
15% 10.70 2.02 5.70 1.08 2.30 1.08
20% 13.50 2.48 6.60 1.21 2.70 1.21
25% 21.00 3.49 8.20 1.36 4.30 1.36
30% 32.40 5.41 10.30 1.72 5.50 1.72
35% 39.70 5.32 12.80 1.72 6.80 1.72
40% 47.50 5.80 17.60 2.15 8.70 2.15
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shufiinfosna 670 # 670 s

5% 1.40 0.66 0.19 0.03 0.28 0.05
10% 4.10 0.84 1.45 0.23 1.65 0.26
15% 6.00 1.10 1.55 0.22 1.88 0.26
20% 10.00 1.78 1.92 0.21 2.31 0.25
25% 17.80 242 2.54 0.25 3.25 0.33
30% 24.20 3.20 3.12 0.31 4.21 0.42
35% 32.00 3.63 3.28 0.33 4.35 0.44

0.44 489 0.49

wniind 20 KBee

0.00 0.00 0.00
5% 3.15 0.60 1.25 0.24 0.31 0.06
10% 6.50 1.11 2.10 0.36 1.69 0.29
15% 8.60 1.38 2.88 0.46 1.84 0.29
20% 13.50 1.62 3.33 0.40 2.80 0.34
25% 18.60 2.05 3.98 0.44 4.10 0.45
30% 24.60 271 5.89 0.65 5.25 0.58
35% 32.80 3.28 6.88 0.69 5.70 0.57
40% 39.10 3.91 9.01 0.90 6.30 0.63

5% 3.76 0.79 1.35 0.28 0.56 0.12
10% 6.65 1.20 255 0.46 1.76 0.32
15% 111 2.00 3.20 0.58 2.11 0.38
20% 15.80 253 4.80 0.77 2.82 0.45
25% 21.22 3.18 5.60 0.84 4.25 0.64
30% 28.50 4.13 6.88 1.00 6.20 0.90
35% 34.60 5.02 8.45 1:23 6.35 0.92
40% 42.10 5.05 12.65 1.52 6.97 0.84
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M319N 5.1 (AD)

5% 1.35 0.20 1.19 0.18 0.26 0.04
10% 3.87 0.50 1.42 0.18 159 0.21
15% 5.80 0.75 1.49 0.19 1.90 0.25
20% 9.80 1.18 1.87 0.22 225 0.27
25% 16.40 1.64 234 0.23 3.14 0.31
30% 2347 1.88 325 0.26 4.30 0.34
35% 27.65 2.21 3.17 0.25 4.15 0.33
40% 32.57 2.54 4.00 0.31 4.77 0.37

V{‘I{I'_llﬂiﬂ'll‘ltl 15 00 _.;1500 m:‘nmns u‘uman 100‘ _ e

B R e Dt

0% 0.00 0.00 0.00 0.00 0.00 0.00
5% 1.42 0.23 1.10 0.18 0.31 0.05
10% 3.90 0.53 1.68 0.23 1.78 0.24
15% 6.10 0.84 224 0.31 211 0.29
20% 10.50 1.30 2.80 0.35 2.38 0.30
25% 15.40 1.69 3.50 0.39 3.34 0.37
30% 22.80 228 4.60 0.46 4.35 0.44
35% 27.77 3.05 6.40 0.70 4.46 0.49
40% 33.20 3.25 8.90 0.87 6.24 0.61

3‘“”*.‘\*0’1‘?‘!"%«%@5’* T P
fifngoio 25002

00m:1qmn uuman 100 KB/Sec
0% 0.00 0.00 0.00 0.00 0.00 0.00

R o R

5% 1.98 0.35 1.25 0.22 0.42 0.07
10% 4.20 0.58 220 0.31 1.98 0.28
15% 5.89 0.84 2.84 0.40 2.45 0.35
20% 10.50 1.34 4.20 0.54 2.66 0.34
25% 14.99 1.89 4.30 0.54 3.45 0.43
30% 22.78 2.51 5.55 0.61 4.65 0.51
35% 29.48 3.24 7.45 0.82 4.89 0.54

40% 35.40 3.54 10.59 1.06 6.54 0.65




M13197 5.1 (A1D)
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§gﬁ‘ﬁ 130110 670 * 670 MINWAT HUUIAT 500 KB/Sec -

R

0% 0.00 0.25 0.00 0.00 0.00 0.00
5% 1.29 0.17 1.18 0.15 0.26 0.03
10% 3.70 0.41 1.33 0.15 1.59 0.17
15% 5.48 0.60 1.45 0.16 1.90 0.21
20% 9.60 1.06 1.95 0.21 225 0.25
25% 15.45 1.51 233 0.23 3.14 0.31
30% 21.90 87 3.27 0.26 4.30 0.34
35% 24.65 1.97 325 0.26 4.15 0.33
235 4.02 0.31

1500 * 1500 m:umm u'uu'.m 500 KB/Sec

0% 0.00 0.00 0.00

5% 1.38 0.20 1.07 0.16 0.29 0.04
10% 3.84 0.47 1.64 0.20 1.65 0.20
15% 6.00 0.74 2.18 0.27 2.01 0.25
20% 9.40 1.05 2.60 0.29 220 0.25
25% 16.00 1.76 3.25 0.36 3.28 0.36
30% 20.90 230 4.14 0.46 4.24 0.47
35% 24.50 2.18 4.80 0.43 4.29 0.38
40% 32.10 2.09 5.90 0.38 5.80 0.38

: gfwiun:i?glﬁfilzij*i:zgc}d?ﬁ%%tﬁ{i@mm 500 KB/Sec

0% 0.00 0.00 0.00 0.00

5% 1.88 0.29 1.23 0.19 0.34 0.05
10% 3.98 0.57 1.78 0.25 1.75 0.25
15% 6.10 0.79 2.78 0.36 2.22 0.29
20% 9.70 1.26 3.90 0.51 2.40 0.31
25% 16.10 1.96 4.70 0.57 3.39 0.41
30% 20.17 244 5.27 0.64 4.12 0.50
35% 24.68 247 6.89 0.69 4.57 0.46
40% 33.10 397 8.78 1.05 5.98 0.72




Percentage of True Positive Percentage of True Positive

Percentage of True Positive

S0

670 * 670 (2KB/Sec)
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uiATev18 670 * 670 M3 13LAT  UUU3AT 2 KB/Se

: ndard”

%N _ Mxﬁ‘fﬁ . Pro(oco : Dmv%ﬁﬁfn Denvatlonﬁ'
0% 16.80 336 9.50 1.90 1.29 026
5% 16.83 337 9.80 1.96 1.52 030
10% 17.21 310 10.60 191 1.50 027
15% 17.49 2.62 10.00 1,50 1.80 027
20% 17.49 2.27 10.90 1.42 1.83 0.24
25% 17.95 233 10.50 137 1.80 023
30% 18.40 258 10.70 1.50 175 025
35% 18.00 1.44 11.60 093 205 0.16
40% 18.73 1.69 12.40 112 2.00 0.18

; ) 1500.* 1500 M131911A3 HUNIAT 2KB/Sec
0% 17.20 3.78 13.79 3.03 247 0.54
5% 17.20 361 14.00 294 247 052
10% 17.60 370 14.25 299 265 0.56
15% 18.00 288 13.88 222 347 0.56
20% 18.08 2.89 14.40 230 3.29 053
25% 18.45 2.84 14.98 231 3.60 0.5
30% 18.63 279 14.61 219 3.29 0.49
35% 18.72 2.25 14.70 1.76 3.38 041
40% 19.00 2.09 15.71 1.73 4.75 0.52
0% a6l 340 0.83
5% 19.70 473 18.40 442 3.80 091
10% 2150 495 18.80 432 450 1.04
15% 22.10 4386 19.00 418 480 1.06
20% 2280 5.02 18.80 4.14 5.50 121
25% 24.00 4.80 18.40 3.68 6.00 1.20
30% 24.00 432 19.50 351 5.70 1.03
35% 23.60 446 20.00 3.78 5.60 1.06
40% 2450 417 2020 343 6.50 L1
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M13197 5.2 ()
138170 670 * 670 MI1UUAT LUUTAT 2 K KB/Sec
0% 16.80 336 9.50 1.90 129 0.26
5% 16.83 337 9.80 1.96 152 030
10% 17.21 3.10 10.60 1.91 1.50 0.27
15% 17.49 2.62 10.00 1.50 1.80 0.27
20% 17.49 2.27 10.90 1.42 1.83 0.24
25% 17.95 2.33 10.50 1.37 1.80 0.23
30% 18.40 2.58 10.70 1.50 1.75 0.25
35% 18.00 1.44 11.60 0.93 2.05 0.16
40% 18.73 1.69 12.40 1.12 2.00 0.18
53
0% 17.20 3.78 13.79 3.03 247 0.54
5% 17.20 3.61 14.00 2.94 247 0.52
10% 17.60 3.70 14.25 2.99 2.65 0.56
15% 18.00 2.88 13.88 222 347 0.56
20% 18.08 2.89 14.40 2.30 3.29 0.53
25% 18.45 2.84 14.98 231 3.60 0.55
30% 18.63 2.79 14.61 2.19 329 0.49

20% 22.80 5.02 18.80 4.14 5.50 1.21
25% 24.00 4.80 18.40 3.68 6.00 1.20
30% 24.00 432 19.50 3.51 5.70 1.03
35% 23.60 4.46 20.00 3.78 5.60 1.06
40% 24.50 4.17 20.20 3.43 6.50 1.11
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5% 17.10 3.08 9.80 0.36 2.00 0.36
10% 17.60 2.99 9.95 0.40 2.35 0.40
15% 17.74 2.48 10.68 0.33 235 0.33
20% 17.65 2.12 10.32 0.30 253 0.30
25% 18.28 2.19 11.13 0.30 253 0.30
30% 18.64 2.42 11.60 0.26 2.00 0.26
35% 18.64 1.86 11.95 0.25 253 0.25
40% 18.19 1.46 12.58 0.22 2.80 0.22

0% 17.39 348 13.40 2.68 3.00 0.60
5% 17.60 3.34 14.30 2.72 3.30 0.63
10% 17.93 3.41 14.90 2.83 3.60 0.68
15% 18.40 2.76 14.80 2.2 3.70 0.56
20% 19.01 3.04 15.20 243 3.90 0.62
25% 19.20 2.88 15.80 2.37 3.80 0.57
30% 19.50 2.54 15.50 2.02 3.00 0.39
35% 19.60 2.35 15.20 1.82 4.30 0.52
40% 20.30 2.23 1.63 5.70 0.63
#§n§s§MW£ 2500 mwn:;uﬂm : '
e el ATt

0% 21.10 4.64 17.80 3.92 3.40 0.75
5% 21.40 4.49 19.10 401 3.80 0.80
10% 22.20 4.66 19.80 4.16 4.50 0.95
15% 23.30 3.96 18.30 3.11 4.80 0.82
20% 24.80 4.22 20.00 3.40 5.50 0.94
25% 24.10 3.62 19.60 2.94 6.00 0.90
30% 25.20 3.78 20.40 3.06 5.70 0.86
35% 25.00 3.50 21.40 3.00 5.60 0.78
40% 24.50 2.94 21.40 2.57 6.50 0.78




A131497 5.2 (AD)

g R S O R R R

5% 17.77 2.84 12.87 2.06 4.10 0.66
10% 18.21 273 11.50 1.73 3.90 0.59
15% 18.40 2.76 12.20 1.83 3.70 0.56
20% 18.57 2.23 12.80 1.54 3.70 0.44
25% 18.21 2.19 13.10 1.57 3.20 0.38
30% 19.20 2.11 12.30 1.35 2.90 0.32
35% 19.60 2.16 13.20 1.45 3.30 0.36

19.50 1.56 12.40 0.99 3.20 0.26

£ g J - T 7'.._.:_1_,1.;‘:;‘,1-‘? il
MuilinioNy 1500+ 1

500 A131IUA uuu3ag 100 K

0% 18.80 3.38 15.10 2.72 520 0.94
5% 19.30 3.47 15.70 2.83 5.00 0.90
10% 18.90 3.02 1530 245 490 0.78
15% 19.20 3.07 16.20 2.59 4.80 0.77
20% 20.40 247 16.70 2.02 3.99 0.48
25% 21.20 2.57 15.00 1.82 425 0.51
30% 20.80 2.29 16.40 1.80 4.60 0.51
35% 21.30 2.56 16.40 1.97 4.60 0.55
40% 21.40 2.14 16.60
;ymrggbjn;lgr %ggoﬁz?ﬁo AITIIAT IULIAT 100 KB/S

0% 23.60 5.19 22.10 4.86

5% 24.00 5.04 21.50 4.52 5.60 1.18
10% 23.40 4.68 21.60 4.32 6.20 1.24
15% 23.90 4.78 20.00 4.00 5.40 1.08
20% 2420 4.60 21.00 3.99 5.60 1.06
25% 25.00 4.50 21.20 3.82 6.66 1.20
30% 25.90 4.66 22.20 4.00 5.78 1.04
35% 26.00 4.16 23.00 3.68 6.45 1.03
40% 25.90 4.14 22.70 3.63 .13 1.14
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TR

18.20
5% 18.40 221 12.40 149 4.50 0.54
10% 19.00 2.09 1240 136 4.40 0.48
15% 17.80 1.78 12.60 126 460 0.46
20% 18.40 1.84 12.00 120 450 045
25% 19.70 197 13.50 135 3.60 036
30% 19.90 1.99 14.00 140 3.60 0.36
35% 20.30 162 1320 1.06 400 032
2030 162 1240 0.99 420 0.34
. Auilingevs 1500 * 1500 A1310A5 WUUIAT SO0KB/Sec
20.00 2.80 1750 2.45 6.40 090
5% 20.00 2.80 17.10 239 6.40 0.90
10% 19.40 2.52 1750 228 630 082
15% 19.70 236 1680 2.02 6.00 0.72
20% 19.40 233 17.70 212 5.40 0.65
25% 20.10 261 1830 238 6.10 0.79
30% 19.70 2.96 18.00 2.70 5.70 0.86
35% 20.00 2.00 1730 173 5.60 0.56
40% 20.10 201 18.10 181 5.60 0.56
E
0% 2420 2.90 23.30 2.80
5% 24.00 3.84 23.20 371 7.70 123
10% 24.50 3.68 23.60 3.54 7.10 107
15% 24.20 339 23.40 3.28 7.70 1.08
20% 24.00 312 24.40 317 7.20 0.94
25% 25.50 281 24.00 2.64 8.60 0.95
30% 25.40 3.81 25.20 3.78 7.90 1.19
35% 26.60 372 24.60 3.44 8.10 113
40% 25.30 3.04 24.90 2.99 8.40 1.01
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M3 5.3 uandasimaiidedoya

,{;}m{m W’?ﬁ%iﬁ&n{uﬁiﬁi 3‘?573@”“@"‘

0% 98.78 11.85

5% 90.90 10.91 96.51 11.58 97.00 11.64 96.66 11.60
10% 87.30 10.48 95.69 11.48 96.15 11.54 96.20 11.54
15% 82.30 9.88 94.25 11.31 95.90 11.51 95.61 11.47
20% 76.40 9.93 92.89 12.08 95.00 12.35 94.87 12.33
25% 72.30 9.40 91.18 11.85 94.90 12.34 94.09 12.23
30% 66.40 9.30 88.53 12.39 94.20 13.19 93.48 13.09
35% 57.30 6.8% 84.34 10.12 93.78 11.25 92.42 11.09
40% 52.30 5.23 81.40 8.14 93.54 9.35 91.02 9.10

PP R R e R oy
AUTIATONY 15002 1500 13130m 3 11n3AT 2 KB/See

0% 93.80 11.26 93.740 11.14 93.62 11.35 93.21 11.01
5% 88.40 10.61 93.10 18.98 92.50 11.10 91.50 10.98
10% 84.50 10.14 93.20 11.18 92.10 11.05 92.10 11.05
15% 79.50 9.54 91.10 10.93 91.10 10.93 89.40 10.73
20% 73.60 9.57 90.50 11.77 92.10 11.97 88.40 11.49
25% 69.10 8.98 88.90 11.56 92.00 11.96 87.30 11.35
30% 60.50 9.08 86.20 12.93 90.50 13.58 86.30 12.95
35% 53.20 7.98 82.90 12.44 89.50 13.43 82.40 12.36

5% 83.10 9.97 87.60 10.51 88.20 10.58 86.40 10.37
10% 81.00 912 85.45 10.25 85.10 10.21 86.20 10.34
15% 78.00 9.36 82.50 9.90 82.40 9.89 86.00 10.32
20% 73.60 9.57 79.60 10.35 79.60 10.35 85.10 11.06
25% 66.00 8.58 77.40 10.06 75.60 9.83 83.70 10.88
30% 58.40 10.51 76.00 13.68 73.80 13.28 82.00 14.76
35% 49.10 8.35 74.56 12.68 70.60 12.00 80.50 13.69

40% 36.00 6.12 71.50 12.16 66.00 11.22 78.70 13.38
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AT N T R o

"'a_wumnmmn:"soo

preln bl

* 1500 M1319NAT 11U3AT 20 KB/Sec.

e Den'vauc.mp B

0% 98.21 11.79 98.21 1 7 98.21 11.74
5% 89.10 10.69 95.40 11.45 96.40 11.57 95.40 11.45
10% 83.20 9.98 95.20 11.42 96.12 11.53 95.10 11.41
15% 79.50 9.54 94.00 11.28 95.10 11.41 94.54 11.34
20% 75.70 9.84 93.20 12.12 94.10 12.23 94.00 1232
25% 70.80 9.20 90.30 11.74 93.30 12.13 93.25 12.12
30% 64.00 8.96 88.30 12.36 93.60 13.10 93.56 13.10
35% 57.30 6.88 84.30 10.12 92.50 11.10

5.21 80.00 8.00 91.23 9.12

2500 A13190A3 13RS 20]

0% | 9110 | 1093 91.07 10.90 91.07 1091 90.75 10.88
5% | 8650 | 10.38 90.20 10.82 90.10 10.81 90.00 10.80
10% | 84.00 | 10.08 89.50 10.74 89.60 1075 88.60 10.63
15% | 7670 | 9.20 86.50 1038 88.40 1061 86.50 1038
20% | 71.70 | 932 85.20 11.08 89.00 11.57 86.20 11.21
25% | 6680 |  8.68 82.50 10.73 88.80 1154 84.80 11.02
30% | 5920 | 888 81.20 12.18 88.00 13.20 84.30 12.65
35% | 5070 | 7.61 79.40 1191 86.50 12.98 82.40 12.36
a0% | 4530 | 725 7670 | 1227 85.70
=0 = S e e

SR S e
0% 86.40 10.37 86.35 10.31 86.33 10.11 86.30 9.36
5% 83.10 9.97 87.25 10.47 84.00 10.08 86.20 10.34
10% 79.00 9.48 85.12 10.21 82.30 9.88 84.50 10.14
15% 76.80 9.22 82.00 9.84 81.40 9.77 84.80 10.18
20% 72.80 9.46 79.00 10.27 80.10 10.41 83.50 10.86
25% 64.70 8.41 76.90 10.00 76.20 9.91 81.30 10.57
30% 57.60 10.37 75.40 13.57 72.10 12.98 82.00 14.76
35% 47.30 8.04 74.30 12.63 70.00 11.90 80.50 13.69

40% 33.50 5.70 72.00 12.24 67.10 11.41 78.70 13.38
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P e
* Derivation

12.47 8.98 96.00 9.68
5% | 8600 | 1032 95.20 11.42 95.90 11.51 95.10 11.41
10% | 7960 | 9.55 94.80 11.38 95.60 1147 | 9450 11.34
15% | 73.80 |  8.86 93.60 11.23 94.80 1138 | 93.89 1127
20% | 6930 | 9.0 93.20 12.12 93.60 1217 | 9312 12.11
25% | 6530 | 849 92.10 11.97 92.70 12,05 92.10 11.97
30% | 61.80 | 865 87.60 12.26 93.00 13.02 92.00 12.88
35% | 5560 | 667 84.30 1012 91.78 11.01 89.45 10.73
4.84 77.40 7.74 90.20 9.02 86.78 8.68
Aufindero 1500 * 1500 M13519A7 HUNIAT 100 KB/Sec
0% | 8870 | 865 £8.55 7.60 88.48 8.97 88.41 7.65
5% | 8650 | 1038 88.40 10.61 88.50 10.62 88.00 10.56
10% | 8400 | 10.08 88.10 10.57 £8.50 1062 | 87.60 10.51
15% | 7670 | 920 85.40 1025 87.20 1046 | 85.40 10.25
20% | 7170 | 9.32 §2.30 10.70 87.60 1139 | 84.00 1092
5% | 6680 | 8.8 79.20 1030 86.70 1127 §2.30 10.70
30% | 5920 | 8.8 78.30 1175 85.40 12.81 §2.00 12.30
35% | 5070 | 7.61 75.70 11.36 83.60 12.54 79.60 11.94
40% | 4530 | 725 72.40 1158 80.10 12.82 74.60 11.94
L L -‘

0 s ﬂumnsa'anu 2500 * 2500 mﬂamns wuiag 1@ KB/Sec
0% | 8110 | 965 81.88 9.01 81.86 8.87 81.88 7.89
5% | 7520 | 9.02 81.00 9.72 79.10 9.49 80.20 9.62
10% | 7170 |  8.60 79.60 9.55 77.20 9.26 78.40 9.41
15% | 68.60 | 823 79.20 9.50 78.00 9.36 78.30 9.40
20% | 6500 | 845 78.80 10.24 77.40 10.06 79.20 10.30
25% | 5800 | 7.54 77.40 10.06 74.00 9.62 78.80 10.24
30% | 5180 | 9.32 73.50 13.23 70.00 12.60 76.50 13.77
35% | 43.40 | 7.8 72.00 12.24 67.30 11.44 76.00 12.92
a0% [ 3350 | 570 68.00 11.56 62.30 1059 | 74.00 12.58
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A
ﬂﬂ‘l’llﬂiﬂﬂw 670 "' 670 mnamm uuman 500 KB/Sec_

0% | 9230 | 963 92.28 8.72

5% | 8500 | 1020 89.40 10.73 90.70 1088 | 88.10 1057
10% | 7800 | 936 83.30 10.00 88.50 1062 | 85.10 10.21
15% | 7440 | 893 80.00 9.60 $6.00 1032 | 8150 9.78
20% | 6830 | 888 78.90 10.26 86.00 118 | 8000 10.40
25% | 6170 | 802 76.70 9.97 83.30 1083 | 7930 1031
30% | 5900 | 826 74.00 10.36 82.40 1154 | 7840 10.98
35% | 5150 | 618 74.00 8.88 §2.00 9.84 77.50 9.30
40% | 4130 | 413 69.10 691 79.30 7.93 75.30 7.53

'ﬁuﬁtﬂ?amu 1500 * 1500 MINIWAT LUUIAT 500 KB/Sec
0% | 8230 | 864 82.30 8.47 82.28 9.74 82.27 3.98
s% | 7280 | 874 78.50 9.42 §2.00 9.84 78.50 9.42
10% | 6750 | 810 74.60 8.95 80.30 9.64 76.00 9.12
15% | 6600 | 792 72.80 8.74 78.00 9.36 75.40 9.05
20% | 6320 | 822 72.40 9.41 79.40 1032 | 7400 9.62
25% | 5880 | 7.64 72.80 9.46 78.90 1026 | 74.00 9.62
30% | 5400 | 810 71.50 10.73 77.20 1158 | 7460 11.19
35% | 4870 | 731 70.00 10.50 75.40 1131 74.00 11.10
40% | 4156 | 665 69.10 11.06 75.80 1213 | 7240 11.58
P T A A Y O 5

HuhinTevy 2500:2500 AT AAT

1uIAT 500 KB/Sec

S R e P i,

76.18 9.32 76.17 8.97 76.18 8.37

5% 72.50 8.70 76.00 9.12 76.00 9.12 75.80 9.10

10% 66.00 7.92 74.60 8.95 72.50 8.70 75.00 9.00
15% 63.30 7.60 71.20 8.54 71.20 8.54 74.70 8.96
20% 60.70 7.89 71.20 9.26 69.40 9.02 74.00 9.62
25% 56.30 7.32 71.20 9.26 67.20 8.74 72.90 9.48
30% 52.00 9.36 70.30 12.65 65.10 11.72 73.40 13.21
35% 45.40 7.72 68.00 11.56 64.60 10.98 72.50 12.33
40% 35.60 6.05 66.00 11.22 58.00 9.86 70.00 11.90
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22.30

5% 15.10 1.51 24.21 242 30.30 3.03 38.70 3.87
10% 15.28 1.99 25.20 3.28 34.40 4.47 47.60 6.19
15% 15.55 2.02 26.80 3.48 37.60 4.89 56.90 7.40

0% 18.00 2.34 29.10 3.78 45.00 5.85 77.30 10.05
25% 18.80 2.44 30.30 3.94 52.00 6.76 92.30 12.00
30% 18.80 2.63 32.00 448 63.00 8.82 117.80 16.49
35% 20.50 2.77 35.70 4.22 70.40 9.50 136.50 18.43
40% 22.90 3.09 40.40 5.45 81.80 11.04 165.90 22.40

- :\ T 2y

0% | 1710 | 188 26.10 287 32.10 39 | 373
5% 15.50 1.71 26.10 2.87 33.40 3.67 45.60 5.02
10% 17.10 2.10 28.00 3.44 36.70 4.51 55.40 6.81
15% 14.70 1.81 29.30 3.60 41.50 5.10 63.50 7.81
20% 17.10 2.26 31.00 4.09 48.00 6.34 82.30 10.86
25% 14.70 1.94 33.40 441 57.80
30% 17.90 2.58 35.00 5.04 70.90
35% 15.50 2.20 39.10 5.55 85.50
40% | 2350 | 336 50.50 122 105.90

e 'ﬂuﬂﬁ;w“ﬁ’Wiﬁ?ymm l%w B
0% | 1520 | 182 26.10 3.3 32.10
5% 16.00 1.92 28.00 3.36 36.50 4.38 53.00 6.36
10% 15.90 1.94 30.00 3.66 42.20 5.15 61.00 7.44
15% 16.00 1.95 33.20 4.05 48.60 593 75.00 9.15
20% 15.70 1.95 37.30 4.63 57.70 7.15 91.00 11.28
25% 15.30 1.90 38.90 4.82 72.00 8.93 109.00 13.52
30% 17.10 231 41.40 559 88.00 11.88 133.30 18.00
35% 21.90 2.96 43.00 5.81 125.20 16.90 155.00 20.93
40% 24.00 331 53.50 7.38 180.00 24.84 202.00 27.88
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§ Denvanon
2570 | 257
% | 940 | 094 17.80 1.78 3030 303 | 3060 | 3.06
10% | 870 | 113 20.70 2.69 34.40 447 | 3850 | s01
15% | 1080 | 140 21.70 282 37.60 489 | 4510 | 586
0% | 1200 | 156 22.70 295 39.50 514 | 5450 7.09
25% | 1280 | 166 2170 282 44.40 577 | 6190 8.05
30% | 1350 | 189 25.70 3.60 50.00 700 | 7130 | 998
3% | 1600 | 216 27.60 373 58.20 786 | 8480 | 1145
a% | 1820 | 246 3260 4.40 68.10 919 | 9600 | 129
Pl e . HuiinTeso 1500.% 1 1500 M1513MAT 13RS 20 KB/Sec
0% | 1000 | 110 18.70 2.06 3210 353 | 3% | 3m
5% | 1000 | 110 23.60 2.60 33.40 367 | 3630 | 399
10% | 1180 | 145 24.60 3.03 36.70 451 320 | 531
15% | 1180 | 145 24.60 3.03 3830 am 5500 | 677
20% | 1180 | 156 25.50 337 4320 570 | 6880 | 9.08
25% | 1470 | 194 29.50 3.89 51.10 675 | 9330 | 1232
30% | 1790 | 258 31.40 452 61.90 891 | 11880 | 1711
3% | 2000 | 284 3630 5.15 73.70 1047 | 14340 | 2036
40% | 2850 | 408 4520 6.46 £7.40 1250 | 16600 | 2374

A A

\E.“."g..,..‘...;:

& SRR

e A e
‘l'l'l-l'mﬂ!ﬂ'll'lﬂ'zs 2500 ﬂ'IS'Nu.Iﬂ'I ll.'l]'lnnﬂﬁ 20 KBISec

e A Sy e R T
0% 10.80 1.30 26.10 3.13 32.10 3.85 46.00 5.52
5% 11.70 1.40 28.00 3.36 34.20 4.10 53.00 6.36
10% 12.70 1.55 30.00 3.66 38.10 4.65 61.00 7.44
15% 16.00 1.95 33.20 4.05 44.00 5.37 75.00 9.15
20% 18.60 2.31 37.30 4.63 52.80 6.55 88.00 10.91
25% 21.50 2.67 38.90 4.82 64.50 8.00 109.00 13.52
30% 20.50 2.77 41.40 5.59 83.10 11.22 122.20 16.50
35% 24.40 3:29 43.00 5.81 114.40 15.44 140.80 19.01
40% 29.30 4.04 53.50 7.38 158.40 21.86 174.00 24.01
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B e e e

u'nmmmu 670

AR T e

LR VT AR RN

* 670 mmmas I'U1I')ﬁ! 100 KB/Sec : -

| Snadnd |
Jumn
0% | 530
% | 580 | 058 1120 112 1330 133 | 2180 | 2.8
10% | 640 | 083 12.00 156 16.50 215 | 2400 | 32
15% | 800 | 104 15.40 2.00 20.00 260 | 2650 | 345
20% | 850 | 11 13.80 1.79 21.20 276 | 3030 | 3.9
25% | 1120 | 146 16.00 2.08 25.00 325 | 3170 | 4%
30% | 1350 | 189 2120 297 3290 461 | 4830 | 676
3% | 1600 | 216 24.40 3.29 4140 ss9 | 6l60 | ®32
40% | 1820 [ 246 3030 4.09 48.00 648 | 6850 | 925
0% | 580 | 064 18.70 2.06 26.30 289 | 3000 | 330
5% | 49 | 054 23.60 2.60 2730 300 | 3310 | 364
10% | 580 [ 071 24.60 3.03 2920 359 | 3500 | 431
15% | 490 | 060 24.60 3.03 33.10 407 | 4480 | 551
20% | 780 | 103 25.50 337 38.00 s02 | 6230 | 822
25% | 780 | 103 29.50 3.89 42.80 565 | 8270 | 1092
30% | 1170 | 168 3140 452 54.50 785 | 10320 | 1486
3% | 1460 | 207 3630 5.15 6330 899 | 12000 | 17.04
265 4520 1017 | 13140 | 1879
vfmuﬂfémq«%@;mnwm uudag f&ﬂmﬁBEEc |
0% | 780 | 094 16.50 198 24.20 29 | 3780 | 454
s% | 780 | 094 12.60 151 30.00 360 | 4260 | s
10% | 780 | 095 17.40 212 38.10 465 | 4850 | 592
15% | 1000 | 122 2230 272 4170 509 | 5520 | 673
20% | 1070 | 133 25.20 312 50.00 620 | 659 | 817
25% | 1450 | 180 31.00 384 61.10 758 | 7890 | 978
30% | 1740 | 235 33.00 446 74.60 1007 | 9690 | 1308
3% | 2130 [ 288 37.80 510 10080 | 1361 | 12310 | 1662
0% | 2420 | 334 53.50 738 12000 | 1780 | 14250 | 19.67
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3190 5.4 (10)
N3

0% 1.80

5% 2.80 0.78 4.90 1.26 7.00 3.00 14.00 4.26
10% | 320 1.01 6.00 2.26 9.10 4.95 16.00 6.31

15% | 4.60 1.30 6.70 2.90 9.80 5.42 18.00 7.18
20% | 3.20 139 6.70 3.28 13.00 6.50 18.90 8.57
25% | 4.90 1.89 8.00 4.03 15.10 7.94 22.50 10.26
30% | 630 244 10.00 4.62 19.60 10.44 29.50 13.57
35% | 8.00 2.88 14.40 5.10 24.00 13.61 35.40 16.62
40% | 10.00 7.22 27.70 17.42 41.40 19.24

% 1500 LA W3a% 500 KB/Sec
%1 A3 LLUUIAT 500 KB,

0% 3.80 0.74 19.20 2.11 30.00 3.30
5% 490 0.54 11.50 1.27 20.00 2.20 28.80 3.17
10% | 3.80 0.47 12.50 1.54 23.10 2.84 35.00 431

15% | 4.90 0.60 14.40 1.77 26.90 3.31 41.30 5.08
20% | 7.70 1.02 13.40 1.77 32.70 432 50.90 672
25% | 670 0.88 15.40 2.03 34.60 4.57 64.40 8.50
30% | 1170 | 168 24.00 3.46 48.00 691 78.80 1135
35% | 10.00 142 30.00 4.26 54.80 7.78 85.90 12.20
40% | 1340 : 5.36 60.00 8.58 92.00 13.16
0% 5.60 0.67 12.50 1.50 20.90 2.51 32.70 3.92
5% 4.90 0.59 12.60 1.51 3130 3.76 34.80 418
10% | 5.60 0.68 13.90 1.70 38.10 4.65 39.00 4.76
15% 7.70 0.94 16.70 2.04 44 .50 5.43 48.00 5.86

20% | 7.70 0.95 19.50 242 52.90 6.56 57.00 7.07

25% | 9.70 1.20 2230 2.77 64.70 8.02 68.00 8.43

30% 12.50 1.69 24.00 3.24 80.70 10.89 81.40 10.99
35% | 1600 | 216 29.90 4.04 96.00 12.96 98.80 13.34
40% | 2420 | 334 43.10 5.95 114.10 15.75 121.00 16.70
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Abstract

This research proposes the methodology to detect misbehavior nodes in ad-hoc wircless networks that uses
Dynamic Source Routing (DSR) Algorithm for communicating. Besides intermediate nodes in transmission path, other
nodes are going to be the mobile agents. These agents are going to monitor the communication of data at each
intermediate node. Because nodes distribute all over network space, in this way, the detection of misbehavior nodes can
cover more arca than other previous rescarches. The detection technique in our research is the analyzing on outgoing
packets from intermediate node and the route path of packet. Any misbehavior nodes will be detected, if there is no
packet sending out from intermediate node to the next hop in the route path and in the appropriate time. Consequently,
network communications avoid using route path which has misbehavior node. Thus, the network has high efficiency and

high reliability.
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ABSTRACT

This research proposes the methodology to detect
misbehavior nodes in ad-hoc wireless networks that use
Dynamic Source Routing (DSR) Algorithm for transfernng
data. The mobile agents are applied in the network for
monitoring the communication of data at each intermediate
node on the transmission path. The misbehavior nodes,
detected by the mobile agents, are going to be venified by
the destination node to confirm and to decrease the error of
monitoring. For final data analysis, destination nodes are
going to exchange the informanon of misbehavior nodes
with other nodes in network. This information is compared
with the highest acceptable failure of network to decide
that the mntermediate nodes are misbehavior or not.

network topology that are not part of route in current
communication. The strategy monitor route reply
packet. [1]. Thus, mobile agents know next destination
of packets. If the communication node does not
response in limit time, it can be said that this node is a
misbehavior node.

The rest of this paper is organized as follows.
Section 2 refers to some previous related works.
Section 3 describes The Packet Flow Monitoring (PFM)
machine. Section 4 descnibes the methodology in our
research. Section 5 shows the simulation results.
Finally, the conclusion and future works are given in
Section 6.

Keywords: Ad-hoc wireless networks, Attacker, Intrusion Detecticn RELATED WORKS

1. INTRODUCTION

There are many differences berween Ad-hoc wireless
network and Wired Network. First, in ad-hoc wireless
network, nodes can communicate between each other by
using routing protocol, no need to use the access point. The
routing protocols utilized in ad-hoc wireless network are
dependent on each node serving as router. For examples of
these protocols including DSR [1], AODV [2] and ZRP [3].
Moreover, the nodes of Ad-hoc Wireless Network are
computationally constrained and have limited power.

The ad-hoc wireless mnetworks is particularly
vulnerable due to its features of open medium, dynamic
changing topology, cooperative algorithms, lack of
centralized monitoring and management point, and lack of
a clear line to defense. For a clear example, Ad-hoc
wireless networks provide no fixed infrastructure, for the
reason that nodes can move all over network space. While
Ad-Hoc network is changing, it may cause the damage for
route being used at that tume. Likewise, network is
vulnerable and may also be attacked. How to detect nodes
that are misbehaviors, e.g. failing to forward data following
criteria of protocol, is a challenge of research problem.
Thus, in this research, we propose the mechanism to detect
misbehavior node, especially packet dropping attack [9], in
ad-hoc wireless networks which use Dynamic Source
Rcuting Algonithm (DSR [1]). Mobile Agents in network
are used to monitor storing-forwarding behavior of
intermediate nodes. The mobile agents are nodes i

Watchdog. introduced by Marti et al. was the first
snooping protocol for Mobile Ad-Hoc Networks
(MANETSs). Watchdog relies upon DSR and each node
participates by “watching” its downstream node, on the
route from source to destination, to ensure that it has
retransmitted the packet without modification. Marti et
al. hold that not only if source routing is not used then
a misbehaving node could simply broadcast to a non-
existent node, but Watchdog also is not capable to
detect the complicated attacking, for example,
collusion attack, multiple can mount a more
sophisticated attack.

Buchegger and Le boudec [4] built upon Marti et
al.’s work by replacing Watchdog with Neighborhood
Watch, which is also dependent upon DSR, and snoops
its downstream neighbor. They introduced a Trust
Manager, Reputation System, and a Path Manager.
Essentially cach node is required to run a finite state
machine to calculate trust, which in turn is used to rank
the other node’s reputation and then determine routes
with the highest secunity metric. Buchegger and Le
boudec [4] seemingly did not consider the resource
constraints imposed upon most mobile ad-hoc devices,
nor did they provide analysis of their protocol with
respect to network performance.

Snooping Protocol [10] is the other monitoring
technique to watch the inbound and outbound packet of
each neighbor node, assumption is that, if any
mtermediate node receives the packet in, called
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inbound, this node is going to send the packet out, called
outbound. Mobile agents in Snooping try to monitor both
of those packets. The weakness is that in unsuitable
network topology, 1.e. very wide network space, mobile
agents are not able to monitor both inbound and outbound
packet.

3. PACKET FLOW MONITORING (PFM)

In this paper, we present the “Packet Flow
Monitoring™ (PFM) mechanism in order to detect the node
which has not retransmitted the packet properly. The basic
assumption of our proposed PFM mechanism is that all
nodes use omni- directional antenna and node can hear the
packet that just has been sent out from intermediate node
by using promiscuous mode on mterface. The PFM
mechanism composes of 3 sub-systems working together as
shown in Fig.1.

Mobie Agent
monitor the
communication

g
a
m-m“r‘;oumww

& ——
anjey oy Buuuywo)
pue Bunpoayn

wngey oy
ssAeuy pue abueyoxg

Fig.1 The entire process of PFM mechanism

3.1 Monitoring Misbehavior Nodes

This sub-system 1s to observe the flow of packet
transferring in the path that its behavior is whether follow
the DSR protocol or not. Qur assumption use the basic
concept of On-Demand routing protocol [4], when source
has the data, sent to destination. Before packet of data will
be sent, source has to use routing protocol (such as DSR) to
find the reachable path from itself to the destination, this
process is called route discovery [4]. In DSR, source use
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route request packet to discover the available path and
Route Reply Packets is used by destination to inform
the path information back to source.

Seurce Attacker

Destination
Fig. 2 Example of Network Topology

From Fig 2, source can communicate to
destination by intermediate node [node: 2, 3]. Node A,
not on the path from source to destination, is mobile
agent hearing every packet in its boundary. The step to
monitor misbehavior node in the path are as below:

1. When source want to communicate to the
destination, source is going to send route
request packet to destination. Then, the
destination will send Roure Reply Packet back
to the source.

2. While Roure Reply Packets is being sent out
from the intermediate node, node A (or any
agent) is monitoring these packets and records
this transferring information, data being
recorded are sender node, path and timestamp.

3. Node A4 will monitoring data packet sent out
from the node 3 (which has been recorded
previously), so if there are no data packet sent
out from node 3, node A keep the record that
node 3 shows the misbehavior on this
connection. Misbehavior record on node 4
will be checked and confirmed in the next
sub-system.

3.2 Checking and Confirming the Failure

An ad-hoc wireless network consists of a
collection of “peer” mobile nodes that are capable of
communicating each other without help from a fixed
infrastructure. Therefore, it could be very hard to
decide the misbehavior nodes, detected by Monitoring
Misbehavior nodes sub-system. As the intermediate
nodes and the mobile agent may move away from each
other, the error of misbehavior analysis may be easy to
occur. One of the risky failures is called False Positive,
which report that some nodes are misbehavior nodes
bur, 1n the nght way, they are not misbehaviors.

To check and confirm the failure, system needs
some reliability to check and confirm this. In this
research, we use the destination of the transmission for
the reasons that first; destination is the most reliability
m communication path because almost attacking the
mtermediate node can be atracked by packet dropping
attack. Second, destination can confirm the failure of
the communication by checking with the transferring
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protocol e.g. using sequence number of protocol to check
the completion of data. Finally, since the transmission path
from the monitoring of mobile agent can be used as a path
to destination, mobile agent can send data to destinaton
immediately and it does not have to search for a new
transmussion path. Checking and confirming processes are
as below:

1. While destination is working, mobile agents of
destination check all packets sent from source all
the time by using information from transfernng
protocol such as sequence numbers and flags.

2. When all mobile agents find the misbehavior
nodes, they are going to report to destination by
using path from the monitoning. If they can not
send data using that path, they will try to find new
path.

3. Destnation receives all the information of
misbehavior nodes from mobile agents. Then, it
compares this recerved data with the actual data,
received from source. If destination does not
receive the actual data from source as checking in
1, then, 1t can confirm which nodes in path do not
send packets and are misbehaviors.

3.3 Exchange and Analysis the Failure

At thus state, the last sub-system will analyze and
confirm the comrecmess of the mnformation from monitoring
and identify misbehavior nodes in transferming path. After
destination of each path has the misbehavior information,
they have to exchange this information to other nodes in
network.

Since information of misbehavior nodes may disperse
on many destinations of each path in network and any node
can be the intermediate node on many communication
paths, this research propose the exchange and analysis the
failure to occur on the last destination as following steps:

1. The last destination sends request for the history
of misbehavior nodes by broadcast to its
neighborhood nodes. This request from
destination also identify the under suspicion nodes
for the reason that all mobile agents can send the
information of these misbehavior nodes back. And
each neighborhood node re-broadcast this request
all over network. For no repeated broadcasting of
the request, we have to limit the hop of
broadcasting as below:

Longest Side of Network Area
Radius of Transmission

Hop Broadcasting =

For example, network space is 500 X 500 m® and the
radius of broadcasting is 250 m. then, the hop to re-
broadcast is 500/250 = 2 . This means that for all the
network space, there are 2 hops to broadcast the request.

2. When each node receives the request for the

history of musbehavior nodes, it is going to do a
self-checking to find the requested information. If
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there is the mformation at this node, it is
going to send the information back
immediately.

3. When the destmation receive the requested
information, it keeps continue to the analysis
process.

3.4 Analysis Misbehavior Nodes Information

Since the abnormal behavior of node may cause by
its movement, this is acceptable for Ad-Hoc Wireless
Network. Thus, the misbehavior analysis needs to
adjust that the causes of the damage that occurred and
have been detected are truly from attackers or from the
movement of nodes.

We analyze this abnormality by comparing the
number of misbehaviors, happened in network, with
the maximum acceptable failure in the simulated
network with no attacker as in section 4.

4. METHODOLY

In this section we describe our simulator,
simulation parameters, and measured metrics.

We use the Network Simulator 2 (NS-2) version
2.27 with the detail as below:

®  Processor: Pentium4 1.8 GHz.
e Memory: 512 MB
Operating System: Linux Redhat 9.0
(Kernel Version 2.4.24)

Our simulations take place in a 1,500 X 1,500 n7°
flat space filled with a scattering of 50 wireless nodes.
The radius of each node is 250 m. The nodes
communicate using 50 constant bit rate (CBR) node-to-
node connections.

In all of our node movement scenarios, the nodes
choose a destination and move in a straight line
towards the destination at a speed uniformly distributed
at 5, 10, 15 and 20 meters/second (m/s). This is called
the random waypoint model [8].There are 10%, 20%,
30% and 40% of amnackers which will act the
misbehavior while transferring data packet. The run-
time of the simulations is set to 1,000 seconds. The
maximum acceptable failure 1s the average of the
failure from the scenarios that no attacker in the
network.

5. SDMULATION RESULTS

The simulation had been done with 16 different
speeds of movement and number of attackers. The
simulation has been done on Network Simulator 2 (NS-
2). The results of the experiment are shown as graphs
in the Fig. 2 and Fig. 3
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Fig 2: The comparative graph between the True Positive
and the number of attackers

Fig. 3: The comparative graph between the False Positive
and the number of artackers

6. CONCLUSION AND FUTURE WORKS

From our expenment, we can make the conclusion in
according to the results of our simulanon as follow. If
mobility in network has high speed, then, the network
topologies usually change. This bring about first, the
routing paths have high nisk of damage. And last, the
failures from five simulations may have high difference,
thus, the maximum acceprable failure, found from this
simulations, may not trend to close to the reality.

Through our continuing investigation, we have shown
that architecture with better intrusion detection m Ad-hoc
wireless networks should be distributed and cooperative. A
statistical anomaly detection approach should be used. The
trace analysis and anomaly detection should be done
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locally in each node and possibly through cooperation
with all nodes at the network. Furthermore, intrusion
detection should take place at all networking layers in
an integrated cross-layer manner.
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