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ABSTRACT

The classification of network intrusion detection by using Self-Organizing Map (SOM)
is an intrusion behavior management that mapped the multi-dimensional features into two
dimensional SOM. Consequently, the similarities of intrusion data are classified in the same
node. However, there are overlapping data in some cases such as data in a specific cluster have
different types of attack. Therefore, it is difficult to identify the type of intrusion behavior. The
problem of overlapping data can not be solved by single-layer SOM. This research presented the
classification of network intrusion detection using multi-layer SOM in order to classify the
types of intrusion. The process consists of two steps. First, the algorithm uses single-layer SOM
to classify types of intrusion from the primary data. Second, the results from SOM are examined
to determine the nodes that have overlapping rate less than the threshold. Then the data in one
layer is distributed again. From the experiments, we found that the percentage of detection rate

and false positive rate were improved.
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A1519N 3.2 LAAINANITNADDIVDINUINY

Attacks Detection Rate False Alarm Rate
Neptune 99.7181 0.0591
Port Sweep 97.9123 4.1917
Satan 90.2811 4.4988

13 2003 Heywood [6] I&1inuaue soM Tunisasaedudyninlauld Toolbox 910

MATLAB Tumisadiaununin soM Tasinisnaassuudeya KDD Cup 1999 §m35uns

=

¥ o cars B Aad v S A o -
3 nguazmaaﬂﬂuaammu SOM lﬂu 3 AUy ‘IﬁUH’)'ﬁﬂ'ﬁﬂQu o LiﬂJTﬂUﬂ'I‘H‘LIﬁmﬂﬂ

43910 KDD Cup 1999 3u#ind 6 AaianumeIn 41 guanyme 1Aun duration, protocol,

“u

. . & o i o v
service, flag, destination Q¥ source FAITUAAUFUN 1 9N INMTAITILURUNIN SOM DBNNT

[ b ¥ ]
i 6 ununwiodmiuSouidoyaqudnyusi 6 guanyue MduTui 2 wwaia

Qu Q
L

'
o @ A

v
LHUAH SOM $112U 1 IHUNINTINT DY NUALUNINNG 6 Audnbue IudAuTuN 1 lay
4o o ' o a
T¥andulunsdaisvangudeya (Potential function clustering) ¥8ad11MTBYABUNA LAZ

dmiumsm Inualndifivaves soM 15sAdumd Taoli Tumadsgii 3.13



27

39 Level | 3" Level
SOM - som
A #
2™ Level g
SOM !
| N |
e
2" Level
Data
‘|
2" Level
Preprocessing
|
R S — 7 1 1
| Duration ‘ Protocol | | Service ‘ ~ Flag  Src-Bytes  Dst-Bytes
SOM | | SOM ~ SOM = SOM = SOM | | SOM

1* Level Preprocessing ‘

- —
| -

‘ KDD 99 DATASET

514 3.13 ueraslumanINAABIYBINUIY [6]

Ha 1491NN15MAABIVDI Heywood A0 1A 89 % Detection rate 11a False positive rate

4.6%

3.5 ay

3

¥V Fd
=] o @ 3 =
Tuynil 1@ naueiugmvoanisasniudynin Jluuumsisouinganssudyngn

9 oA

o
o a ey 3 ar u.c "
Tnsaad13v0d SOM danesdumsizous uazauauAved SOM WIBUNILTAIAIDYIINTS

1991y el udse Tewivean1s19au SOM saudenuiseninelves luundalilee

¥
e o

vnawedaminwulumsldan soM lunsasiedudyngn wiowiniuaue luaaln



a
UNn 4

U Aa d
nsoonILUNaAtalEedI SOM

- oar

lﬂy L] @ ad o ~ = o f; o o é
Tyl nandmdnmsiaz Femsduiiuauise vesnudvenditninaue aalu
) .:ly o QR ada o =Y = oar =) E a kY

dui sz nauetaismslunsaniunuite msnsoudoyaililumsnanes uaa

Tuaanmsnaan uazmsialszaninmuesszuy Hludu

4.1 JeamsianveITzu

as dy o ql: o A Ya o 3 o &
Tt nauetuasumsninues Tueaszuundiv lauave Fudlums
v
o’ o o o 4 . ..
Yszgnald SOM uuuvawdIAusy w3031 “Multi-layer Self-Organizing Map” 1ums

Swunlsziammisyngnvestoya Asgili 4.1

3 ) .
KDD SOM Intrusion
Data Set Classification Alarm

[ ke
U 4.1 uaAsTuARUMTINLYEIZUIY

]
~

. < aw & &
Tavluduusn fie Seyaildluauiseiidudeyan1d91n KDD Cup 1999 [17] 39

[
aw A A o o

Y i o a A
L{Iuman‘.a'ﬁﬂmqumﬁuﬂﬁuﬂ;nﬂuuui‘ﬁuﬂm%uwmumnmsmmwé’uﬂzmz

waraeswazidualuiadedall dexi luduiaessziiludiuvesmsissynald som i
1 o L - é = o dy o
$r0lumasuunlizinnmsyngninedisneuiinned Feluauiieildiuauenis

[l
v =

aq ¥ o o :: ' [ '
Uszgnald soM uuumaeiwuFungaelumsasievudynin dounmusziiiudiuves

Q

¥ A oA a o ' ) ' =y VYo 3
msudaiou lignioanounimes nazludugamoszdudundauaszuuee lasuveya

o = A o 9 kT - =Y o
INNMTIMUNTLANHYANTTUNTYNINIIN SOM ey 1 iiludeyalunionoununes

o

L3108



29

4.2 Yoya KDD Cup 1999

Y010 KDD Cup 1999 [17) iludoyaiilszgndunnndeyanginssunmsyninves

& aw v Pl a a a
DARPA 98 [17] dalidoyaisznenlildrenanganssumsynnuazwganssulnd Tay
v
Yoyaii ldninmsinizisruumievivveauniinudsladuily (Columbia University)

(17

4.2.1 anvUzUINAYDI KDD Cup 1999
¥ a VA - " a s &
udoyaveamsandedoarsuullslanea Tcp luszuuniovisneuiaimes 4
YsznoulddongdAnssuind uaznganssunisynyn Taowganssunisyngn lduaia
td
poniilu 4 nqulnajq dedelaii [17)
o = = o
I. Denial of Service tHudnvuzvesdyninnoioiulandszuunouiiames
] = ] Yy
TildansaliuSamsaee 18 @y smurf
ar v ::;. i Yy o ]
2. Remote to Local iludnumzvosfyniniihildiugmaes luszuuua
wor 19 1 Iuszuy 199U guess password
o Y = Y va o
3. User to Root iudnvaizvesfyninfivenoudngsyuuTasmsl¥anivos
o ad
a1)iosymiaos 154 buffer overflow
4. Probe ludnymuzyeIdynInfingItIuATIVABUNIYABOUVBITLLIY 1FY
portsweep
¥ ¥ o ° ar
uazludoyaves KDD Cup 1999 wzalsznoulidrvnaudnyusiiou 41 quanyme
-:; o “ 3/ d'{ " -~ [ o "
ndugudnvazildanmsiFeudeszunniotis Tavaunsousnqaudnumzoonilungy
¥ ¥ ¥
dou sznouAu qudnyuziugiu (Basic features) T 1IUNITY 9 Audnyme Laz
" ¥y ¥ E
AUANHULNUANDN 3 NQu TAsTiTINNITY 32 Auanbuz Asae 11i [17)
3 " v
I. Basic features |1HufudnyazAugIuildsinunainsdoyandoasiu

wnsove Usznou T

" 3
MM 4.1 AuUanYUTNUIY

Feature name Description

Duration Length (number of seconds) of the connection
Protocol_type Type of the protocol, e.g., tep, udp, cte.

Service Network service on the destination, e.g., http, telnet, etc.
Flag Normal or error status of the connection

Src_bytes Number of data bytes from source to destination
Dst_bytes Number of data bytes from destination to source




M51aN 4.1 (M9)

30

Land

“1™ if connection is from/to the same host/port; “0” otherwise

Wrong fragment

Number of “wrong” fragments

Urgent

Number of urgent packet

o A g Y ~ ¥ d =2
2. Content features L{I‘Nﬂmﬁﬂﬂmz‘ﬂlﬂﬂi3U53Hﬂﬂyﬁﬂl!ﬁﬂﬁ1ﬂlﬂuﬂﬁ

= ' ar ] a =] a o o
NOANTIVUIAATY 13U ANVAANAIATUNITADNDY MT0N1T TIFRIT “su”

Wudu Usznoulldaw

M519N 4.2 Content features

Feature name

Description

Hot

Number of “hot” indicators

Num_failed logins

Number of failed login attempts

Logged in

“1” if successfully logged in; “0” otherwise

Num_compromised

Number of “compromised” conditions

Root shell

“1” if root shell is obtained; “0” otherwise

Su_attempted

“1” if “su root” command attempted; “0” otherwise

Num_root

Number of “root” accesses

Num_file creations

Number of file creation operations

Num_shells

Number of shell prompts

Num_access_files

Number of operations on access control files

Num_outbound cmds

Number of outbound commands in an ftp session

Is_host_login

“1” if the login belongs to the “hot” list; “0” otherwise

Is guest login

“1” if the login is a “guest” login; “0” otherwise

o { d 4 s
3. Traffic features (HunudnyuziinuIIusmdoyaiuaasdnymzyoims

0 ¥ 0 ]
doms 1wu SundilumsiFendehgszoudiorn Tyl 2 Suii Wudu

Usznoulidae

M1319N 4.3 Traffic feature

Feature name

Description

Count

Number of connections to the same host as the current connection in

the past two seconds.
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M3 4.3 (90)

Note: The following features refer to these same-host connection.
Srv_count number of connections having the same service as the connection.
Serror_rate SO error rate
Srv_serror rate S0 error rate for the same service as the current one.
Rerror_rate RST error rate
Srv_rerror_rate RST error rate for the same service as the current one.
Same srv_rate Percentage of connections that use the same service as the current
one.
Diff srv_rate Percentage of different service.
Srv_diff host rate Percentage of different host used by the current service.

o o 4 [
4. Host based features iugmianyuzifus s mdoyaiuanadnumzuoms
4 o 4 4 a 1o o 4
doms ldunion)awmaniouduaasanal iy Suruasslumsivon

ao llFunseatlaemanseudy Sudu Usznoulidqe

ﬂ]iN‘ﬁ 4.4 Host based feature

Feature name Description
Dst_host_count Count of connections having the same destination host.
Dst_host_srv_count Count of connections having the same destination host and

using the same service.

Dst_host_same srv_rate Percentage of connections having the same destination host

and using the same service.

Dst_host_diff srv rate Percentage of different services on the current host.

Dst_host_same src port_rate Percentage of connections to the current host having the

same src port.

Dst_host srv_diff host rate Percentage of connections to the same service coming from

different hosts.

Dst_host_serror_rate Percentage of connections to the current host that have an SO
CITOT.,
Dst_host_srv_serror rate Percentage of connections to the current host and specified

service that have an S0 error.
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n:; L]
MIN 4.4 (99)

Dst_host_rerror rate Percentage of connections to the current host that have an
RST error.

Dst_host_srv_rerror rate Percentage of connections to the current host and specified
service that have an RST error.

4.2.2 mamseudeyadunnnnne’
o =Y av q’y o a = Y o [ a o [ P 3
Tumsdniuandteidduivaniselfms vudoyadunadmsvszuy s 141y
. k4
msnaaes Tasdeyainl¥lumsnaasssimuauuiugiuvesszinnmsyngnuuy Denial
[ ¥ [ L
of service Al Probing tazwaAnssulnd iiosnniungudeyaiiiimaumniga Snsdy
o o s @ u’: o =t as ar n’:
492,843 13ARDIA LozHIMTUAVANULI 41 Audnyue sxlnudnyuzinusIY ATy
ar ar ar A o o ' s e Al
Wunudnpazuuudydnuel (Symbolic) Hadpahimsialiegludnuuzvosduavdon
¥ 4
wio ity ldademmuaiugiuvesdoyadunalunni 114 som Tasiiswazidon

v
Aane 111

A1 4.5 LAAIMIIHUAMIAAAVUNY Protocol feature

Value Assigned
tcp 0
udp 1

icmp 2

MINN 4.6 UAAIMIAIHUARIAUAVUNY Service feature

Value Assigned Value Assigned
http 0 other 10
smtp 1 private 11
finger 2 pop 3 12
domain u 3 ftp data 13
auth -4 je 14
telnet 5 time 15
ftp 6 mtp 16
eco 1 7 link 17
ntp_u 8 remote_job 18
ecr 1 9 gopher 19
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33

Value Assigned Value Assigned
ssh 20 iso_tsap 44
name 21 hostname 45
whois 22 csnet_ns 46
domain 23 pop_2 47
login 24 sunrpc 48
imap4 25 uucp_path 49
daytime 26 netbios ns 50
ctf 27 netbios_ssn 51
nntp 28 netbios_dgm 52
shell 29 sql_net 53
IRC 30 vmnet 54
nnsp 31 bgp 55
http 443 32 Z39 50 56
exec 33 tim_i 64
printer 34 red j 65
efs 35 ldap 57
courier 36 netstat 58
uucp 37 urh i 59
klogin 38 X11 60
kshell 39 urp i 61
echo 40 pm_dump 62
discard 41 tftp u 63
systat 42 tim 1 64
supdup 43 red j 65
MR 4.7 HERIMSAIMUARIF AR Flag feature
Value Assigned Value Assigned Value Assigned
SF 0 S0 4 RSTOSO 8
S1 1 S3 5 OTH 9
REJ 2 RSTO 6 SH 10
S2 3 RSTR 7
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Parameter Rough Training Fine Tuning
Initial &t 0.5 0.05
o decay scheme inverse_t
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Neighborhood Parameter
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smurf. 224,632 56,158
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land. 17 4
nmap. 185 46
Total 394,274 98,569
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ﬂ]‘i]ﬁ‘ﬁ 5.4 LIETAIWAVYDINITIAN detection rate

Attack Type detection rate
Normal 99.77%
Neptune 99.97%
Smurf 99.74%
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Land 100.00%
Nmap 50.00%
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Attack Type B=08 B=09 B=1.0
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M1519N 5.7 (AD)

Back 100.00% 100.00% 100.00%
Satan 96.92% 96.95% 96.95%
Ipsweep 94.27% 97.47% 98.70%
Portsweep 92.67% 94.53% 96.43%
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Nmap 97.46% 98.32% 99.72%
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nageumMidmunszinnvoatoya ¥alszneu a0 Iis Dataset, Wine Dataset

a o L4 L4 o  ar
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' . £
propagation W0 HaH IARIs S suiouny Tuma SOM UM v Ty

5.3.2 uneuMINARLY

4390 18 gadonauInsg I Irsis, Wine, KDD Cup 1,000, KDD Cup 5,000 3113
Yoyasoniiiu 20% dmSunisAnaeuiiizeaiaiin 8n 80 % dmFumsnadeuiiisea
iiai3sn Taolin1smnuaR I3 udLY84 Back propagation AiD BUNAIAWET S 1LY 13 17500 |
iwe3 FamuIIes 11U 4 19500 1 1AWe3 IWAIAWDS 3 11300 1 1AWB3 HMFUMS

a o
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Name Instances Attributes Classes
Wine 178 13 3
Iris 150 4 3
KDD Cup 1,000 41 11
KDD Cup 5,000 41 11
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attriblte

= aftributel 21

Epoch

Num Of Epochs 1000

Efror per Epoch =.0.0000825

UM 5.2 uansdirediwamsnaneiugAtoya Wine

3191 5.10 LuaAIHaYDITIIUMITIUMszIandeya

Name BP MLSOM
Wine 92.2535 % 95.47 %
Iris 95.467 % 96.375 %
Correct
KDD Cup 1000 94.572 % 97.852 %
KDD Cup 5000 92.367 % 98.526 %
Wine 7.7465 % 4.53 %
Iris 4.533 % 3.625%
Incorrect
KDD Cup 1000 5.428 % 2.148 %
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Multi-layer Self-Organizing Map for Intrusion Detection
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nmsfunIyniniadesio InoeFonsuemlazummsyngrinfev i 14 Sel-Organizing Map (SOM)
dunnindoyamganssunsyngnd IWeinqudnuusmarzuuniotomawia  Tnouaabieglugilvesusunm
SOM t0aiia asz Wdoyanisyninszuuinisviwiidnyuzadioiugninngulfeg Inuadeaiu ushunensdes
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Abstract

The classification of network intrusion detection by using Self-Organizing Map (SOM) is an
intrusion behavior management that mapped the multi-dimensional features into two dimensional SOM.
Consequently, the similarities of .intrusion data are classified in the same node. However, there are
overlapping data in some case such as data in a specific cluster have different types of attack. Therefore, it
is difficult to identify the type of intrusion behavior. The problem of overlapping data can not be solved
by single-layer SOM. This research presented the classification of network intrusion detection using
multi-layer SOM in order to classify the types of intrusion. The process consists of two steps. First, the
algorithm uses single-layer SOM to classify types of intrusion from the primary data. Second, the results
from SOM are examined to determine the nodes that have overlapping rate exceeding the threshold. Then
the data in one layer is distributed again. From the experiments, we found that the percentage of detection

rate and false positive rate were better than single-layer SOM.
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