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ABSTRACT

The objectives of this research were to develop the data event viewer for windows server
system, and to determine the engineers satisfaction on its application. The subjects of this research
were 20 service engineers of Customer Care Services Section, Enterprise Solutions Division, Yip
In Tsoi & Co., Ltd. The selection of sample was done by purposeful method.

The four developmental steps of the data event viewer for windows server system were
conducted. Firstly, to study the theories and utilize the “Visual Basic” program to develop the
data event viewer for window server system. The capabilities of such data event viewer program
are a.) It can be used on both personal computer and server in which was install the “NT Family”
Operation System. The default data can be explored. b.) The data can simultaneously be
inspected by two computers. c.) The program provided the report and also notified the alert via
messenger service on computer and e-mail. Secondly, to submit the developed program to the
experts for consideration and approval, then fix the errors and improve the software program.
Thirdly, to provide the improved program to the 20 selected subjects (service engineers), and
collect the data. Lastly, to calculate for “the Average” and “the Standard Deviation” of the

program.

The research finds that the data event viewer for windows server system get the “Good”

(X =3.96,S.D. = 0.44). For the engineers’ satisfaction get the “Good” ( X = 4.23, S.D. = 0.39).
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wFoait dszuifiansnouiulad 2000 ansrzduiiniulad 2000 nielminiiqgo
o 9 ), S A a e A Adn ra
fraugullsInsnea Kerberos winiu) wiailuasuiumesnuininlamudunlall Trust
[} @ 1 4 1 a a g
Relationship A1 Tamuveailegiiu Teannsaasisaenldinniesgnineiiifamamsnian o
a91n503la Tafinrsaoinyuioay lofuoaasa (IP Address) 11 Event ID 675 H50H 015047
1nFoIn3098 1Y Event ID 680 150 681
msasneonliduSennnidion q vealUslnnoa Kerberos duifiailli Event
[ a o
ID 676 (Authentication Ticket Request Failed) uadudu s Insaea NTLM Tuinlad XpP uay

2003 9289n91% Event ID 680 Taufiasiinues Event 15y Failure Audit uazluiulad 2000 vz
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danald Event ID 681 Faaunqmaiisaufia gauwesiuy (User Name) lugndos siarn
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nuAo1y uagmsdeneourafidaat (lussuudiansiulad 2000 uay 2003 @wsa
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smualades MWymaes aunda q denveuldninios lnuthauazdenseuldlunailaths)
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Event Type: Failure Audit

Event Source: Security

Event Category: Account Logon

Event ID: 676

Date: 6/1/2005

Time: 3:49:01 PM

User: NT AUTHORITY \ SYSTEM
Computer: DCI

Description:

Authentication Ticket Request Failed:
User Name Administrator ci628045-a$

Supplied Realm Name: MTG.LOCAL

Service Name: k rbtgt / MTG.LOCAL
Ticket Optiona: 0x40810010

Failure Code: 0x6

Client Address: 10.42.42.1

31 2.2 Event ID 676



Event Type:
Event Source:
Event Category:
Event ID:

Date:

Time:

User:
Computer:

Description:

The Logon to account: rsmith
By: MICROSOFT_AUTHENTICATION_PACKAGE_V1_0
From workstation: VMHOST
Failed. The error code was: 3221225578

Failure Audit

Security

Account Logon

681

6/1/2005

3:54:50 PM

NT AUTHORITY \ SYSTEM
DCI

miNﬁ 2.3 Error Code

31U 2.3 Event ID 681

azA195 Y

12

Error Code ¥94 Event ID 680 1az Event ID 681 dmiulislnnea NTLM

Error Code [Rl815
3221225572 yeuvasunAanie hiflluszuy
3221225578 IHAHUAR
3221225583 donvouAngMiitimua
3221225584 foneoudunioailon a1 doyan s
3221225585 WA IUNNADY
3221225586 yanzesuennnignngaldiu1iinga (isable)
3221225875 YRS UBAIANINUADIY
3221226020 yowoidelfousimiuiudiidonoou
3221226036 ynesueninnignngans1Fnudansn (Lockour)
Error Code ¥4 Event ID 675 12z Event ID 676 f1n3ulslnsnoa Kerberos
Error Code TUHe
0x6 ifiymesnuiiluszuy
0x12 Sonssufindrsnaiidimun , Goneeudauniesiiod ildoyaa’ll,
ymosuonanignuyaldanidans i (Disable)
yeTBsHBAIAINNARY, yeaBsLaAANIgNIYANTT 1941
fan3m {Lockout)
0x17 W IUMNAR1Y
0x18 SHAFUAR

0x25

P v v w o o
naunieanuh lamunsuInsames lduriutiv
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Event Type: Success Audit

Event Source: Security

Event Category: Account Management
Event ID: 642

Date: 6/1/2005

Time: 3:59:26 PM

User: MTG \ rsmith
Computer: DCI

Description:

User Account Changed:

Account Enabled.

Target Account Name: sally

Target Domain: MTG

Target Account ID: MTG \ sally
Caller User Name: rsmith

Caller Domain: MTG

Caller Logon 1D: (0x0,0x26B0I1Cl)
Privileges: -

3UN 2.4 EventID 642

7 o’Ag T a

flimsadgmsosuonnivuu Inioziia Event ID 642 (User Account Created)
° 3 o ' a dyﬂ' 4 a [
mldasrvreumsadagaesuonnid milulanmld 1Resa0 Event 1 finsownouiunos
wiwandnade easavaeumsadielansaymaeiueannifiiueylu SAM wsausag

g i 1 = o o I a 1 @
insouiioanng lulszaedainegadeymaesueanninisondt “Uszquas” (Back Door)
2 Y 2 o .a. a o [ ] 1 oS o L= Yt 1
erdhfaunziinuniosneuiame st eaI  wsIzngud dszaenaaaiad
Taneagmxesuoainniingnaziauannisasisasy niedmsisaeuiiesuin edouiy
o o
genasesuama I luszuy Tamu
4 a

ddy o “ 4 - .
FafidosAamuuazasasudnguuuniia Ao msmugmaesituiumndnvendy

'
ya o =

mm::inﬁmﬁugmmaé{h’fflﬂua"agﬁmaﬁfu 7 v lddniang q awAdmua BIHcundy wu
dosnsiiyaed B fidndlusedy Administator ﬁﬁamﬁugmmﬂ{uaﬂtmﬁﬁﬁ’fﬂmﬂuﬁm%n
ﬂjﬂﬁﬂfju Administrators Wudu 1WAeawm Event ID 632 (Security Enabled Global Group
Member Added) ’c?‘lﬁ%ﬁﬂ’l’itﬁuﬂm:ﬁﬂﬂﬂﬂfﬁiuﬂ‘ixm‘ﬂ Global Group, Event ID 636 (Security
Enabled Local Group Member Added) dm$umsifinanifnaangualseinn Local Group tag

Event ID 660 (Security Enabled Universal Group Member Added) 'c’?m%”umﬂﬁmm%nmmjm

82600
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U5¢40MN Universal Group ﬁnﬁnunfmﬂumjuius:uuiﬂmu uadmindlungulanea (Local
Group) 1915 URNIZEvent ID 636 iflvsot1uifivs doyafiifiv 1401 Event § Usznauda
aquifimsn/aouas mndnlmifelas uazlasifududly Fuaasieduluglii 25
Event ID 632 4331903 rsmith iWugiiungy Guest W liifiuandnvesnduuuy Global
Group 7113931 Domain Admins Hudu §1desmsasreaeuiivaeufiuaesuennniih 1y

'swuiﬂmuiﬁﬁﬂmuﬁ Event ID 645 (Computer Account Created)

Event Type: Success Audit

Event Source: Security

Event Category: Account Management
Event [D: 632

Date: 6/1/12005

Time: 4:01:03 PM

User: MTG \ rsmith
Computer: DCI

Description:

Security Enable Global Group Member Added:

Member Name: CN=Guest,Cn=Users,DC=mtg,DC=local
Member [D: MTG\ Guest

Target Account Name: Domain Admins

Target Domain: MTG

Target Account ID: MTG \ Domain Admins

Caller User Name: rsmith

Caller Domain: MTG

Caller Logon ID: (0x0,0x26B01CI)

Privileges: C

3U% 2.5 EventID 632

3 2 ' 4
5. MIATI9gMIdde a

. . A Z . ¥ o @ & o 3 =2
Audit Policy %971 Audit Object Access 1A ldudmsumensInTuMsID
o " ' 4 y a o S £ 3
ninensane 9 wu WS (File) TWanes (Folder) 1AT09MUN M3033amM3 (Registry) Hudy

d o = =] . @
deuindaldan ddquaszuudilugaen Security 9zwy Event szymadnfaminens

¥ A = 1 =

natwda Mandquaszuudelyddmuaeslsiudnas i Event Nszyfansquagudeya

saM 1udu
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N1A19 Advanced Security Settings HTTRAIUUNN T T Audi) Auditing mllﬁﬂﬁugﬂﬂ 2.6
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[ ¥ ¥
A529d0U udnan OK ulantA1e Auditing Entry 91nwidendndesnmsasinasy

q v oy & g . ' & ¢ A
mamsollathaudandn ok Bnafe uusmhlfidendunguunuiivsidenidugmaesiie
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e

o a " [ aa @ °
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Advanced Security Settings for sun” 13!

Permissions  Audiing IDwnEII Effective Peimissions |

To view more information about Special auditing entries, select an auditing entry, and then click Edit.

Auditing entries:
Type | Name | Access | Inherited From | Apply To |
Sucess Everyone Create Files / W...  <not inherited> This folder, subfold...

Everyone List Folder / Re... . <notinherited> :- = This folder, subfold...

Add... Edit... Remove
- Inherit from parent the auditing entries that apply to child objects. Include these with entries explicitly
defined here.

I~ Replace auditing entries on all child objects with entries shown here that apply to child objects

I 0K ] Cancel Apply

3UN 2.6 Enabling file auditing

i @ =) }

fonlssylandiny fe edulagduuumsasiadeunnatia lasmwizlunuoih

o 3 o ' ] o ¥yd 9 § 3 Ao d &
TUTV YNAIDUNYU ﬂ'l'ﬂuﬂiﬂ[ﬂu‘ll@n'ﬁﬂ’ﬁﬂ?umauﬂaﬂﬁuﬁg (Read — Success) FIVDUIUA

Y

{ a ] o Y & ]
nhaldwatamin de denlvdveiySuannauaziuluiiqge wenvind deyadild i

@ ] ] LY ' - 1o o
UszTeninmin Taseulngudaninezasieaeumamsal mworwwsmdeyai liduis
& o o ” d’ . i
a1 18 Tl muansnsvaouMAnIsel Read Data fammad (Fail) misilasuutag

A o & o o o . a4 o d
%Haﬂmx?% °1N'Vl'1VlﬁTﬂUﬂTHUWﬂ‘]iﬁi’lﬂﬁﬂum@mim Write Data 1l0¥ Append Data Ne 1353
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Event Type:

Event Source:

Event Category:

Event ID:

Date:

Time:

User:

Computer:

Description:

Object Open:
Object Server:
Object Type
Object Name:

New Handle 1D:
Operation [D:
Process ID:

Primary User Name:
Primary Domain:
Primary Logon ID:
Client User Name:
Client Domain:
Client Logon 1D:

Accesses:

Privileges:

Fail Audit
Security
Object Access
560

6/1/2005
4:08:47 PM
MTG \ rsmith
DCI

Security
File
\ Device \ HarddiskDM Volumes \ Physical DM Volumes
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