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This thesis proposes a new Snoop protocol to improve TCP performance for mobile
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» 2. Forward packet
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2. Forward to mobile host

Common case
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Yes

1. Free buffers
—P® 2. Update RTT estimate
3. Propagate ack to sender

Common case

No
Yes
Retransmit lost packet with
»| high priority
No Next packet lost
Discard.

Later dup acks for lost packet
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l Packet arrives

New Packet? Discard

Sender retransmission

ACK to Sender

In

" 5 1. Mark as congestion loss
equence?

Pl 2. Forward packet
3. Cache

Congestion loss

1. Cache packet
2. Forward to mobile host

Common case
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Ack arrives

1. Free buffers
2. Propagate ack to sender

Common case

Discard.

Later dup acks for lost packet
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ABSTRACT

This paper proposes a modified SNOOP protocol to improve TCP performance for mobile
network. The SNOOP protocol utilizes a caching technique implemented in base station to do fast local
retransmission in wireless LAN instead of end-to-end TCP retransmission. The paper objective is to
modify the existing SNOOP protocol to decrease unnecessary timeout that reduces the congestion
window size. The new SNOOP protocol was added with the capability to acknowledge the received
TCP segment in manner of the destination host. The idea is to slow down the congestion window size
reduction method that decreases the transmission rate of TCP session. As to evaluate the performance
of the proposed idea, we implement the protocol into a simulation model and compare the simulation
results with the based model. The simulation results show that the proposed protocol gain more
performance for TCP mobile node compared to the unmodified SNOOP protocol significantly.

Keywords: Wireless Networks, Improving Performance, TCP protocol, SNOOP protocol

1. INTRODUCTION

Transport Control Protocol (TCP) (W. R. Stevens. 1984, A. S. Tanenbaum. 1996, J. Postel. 1981, V.
Javobson. 1988, W. Stevens. 1997, M. Allen. V. Paxon. W. Stevens. 1999) is a reliable protocol
designed to perform well in networks with low bit-error rates, such as wired networks. TCP assumes
that all errors are due to network congestion, rather than to loss. When congestion is encountered, TCP
adjusts its window size and retransmits the lost packets. In wireless networks, however, packet loss is
mainly caused by high bit-error rates over air-links. Thus, TCP window adjustment and retransmission
mechanisms result in poor end-to-end performance.

The academic literature contains of solutions for elevating performance over wireless links.
Berkeley's SNOOP (J. Border. Performance Enhancing Proxy (PEP). 1999) , (Hari Balakrishnan,
Srinivasan Seshan, Elan Amir and Randy H. Katz. 1995) , (H. Balakrishnan. S. Seshan. R. Katz. 1995)
, (H. Balakrishnan. V.N. Padmanabhan. S. Seshan. and R.H. Katz. Dec. 1997) , (H. Balakrishnan. S.
Seshan. and R. H. Katz. 1995) , M-TCP (K. Brown and S. Singh. 1997), I-TCP (A. Bakre and B. R.
Badrinath. 1995) , Freeze-TCP (T. Go . J. Moronski. D. S. Phatak and V. Gupta. 2000), W-TCP (K.
Ratnam and 1. Matta. 1998) , WTCP (P. Sinha. N. Venkitaraman. R. Sivakumar and V. Bhargavan.
1999) and TCP Westwood (C. Casetti. M. Gerla. S. Mascolo. M. Y. Sanadidi. and R. Wang. 2001) are
some of the more important ones. Careful examination of existing schemes suggests four broadly
different approaches: link-layer based schemes (both TCP aware and unaware) (e.g. SNOOP), split
connection based approaches (e.g. I-TCP, W-TCP), early warning based approaches (e.g. Freeze-TCP)
and finally those necessitating end system changes (e.g. WTCP, Freeze-TCP, TCP Westwood).
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One of these approaches is the SNOOP protocol. Its main feature is to cache packets at the base
station and to perform local retransmissions across the wireless links. The SNOOP protocol based on
local retransmission scheme can improve end-to-end performance on networks with wireless links
without changing existing TCP implementations at the end hosts and without recompiling or relinking
existing applications. The SNOOP protocol introduces a module, called the SNOOP agent, at the Base
Station (BS). The agent monitors every packet that passes through the TCP connection in both
directions and maintains a cache of TCP segments sent across the link that have not yet been
acknowledged by the receiver. A packet loss is detected by the arrival of a small number of duplicate
acknowledgments (ACKs) from the receiver or by a local timeout. The SNOOP agent retransmits the
lost packet if it has the packet in the SNOOP buffer with suppressing the duplicate ACKs (DUPACKs)
to be sent to the sender (E Amir. H Balakrishnan. S Seshan and R. H. Katz. 1995). However, the
SNOOP protocol has a problem; if there were no arrivals of DUPACKs, the SNOOP agent does not
notice the packet loss until the local retransmission timer is expired. This scheme requires so much
time to retransmit the lost packets that TCP throughput performance is degraded as a result.

The SNOOP module has two linked procedures, SNOOP_data() and SNOOP_ACK().
SNOOP_data() processes and caches packets these intending for the MH (Mobile host) while
SNOOP_ACK() processes acknowledgments coming from the MH and drives local retransmissions
from the base station to the MH.

2. Modified SNOOP.

The serious problem of TCP performance is due to the reduction of the CWND (congestion
window) make the TCP sender get into unnecessary slow start. And the redundant retransmissions also
make base station sent and TCP source can consume the original low bandwidth on the wireless link.

We propose a new SNOOP scheme by adding some mechanisms, to make the SNOOP protocol work
more efficiently, the idea is to avoid CWND reduction and the mechanism is described as follow:

» The modified SNOOP will acknowledge all received packets in manner of MH. This
accelerates sender’s CWND size expansion.

* As to avoid the sender’s CWND shrink size caused by DUPACK from MH, the modified
SNOOP buffers DUPACK that would cause congestion control process. The advantage of this
mechanisms is elimination the unnecessary congestion control process because if the packet intended
by the DUPACK would come in time. The DUPACK will be discarded or else the DUPACK will be
forwarded to FH (fix host) as the normal process.

To solve this problem and make the SNOOP protocol more robust, we generate a control ACK
packet to reply all ACK when receives packet from sender and wait DUPACK notify sender on random
loss occurred every time. The base station detects the packet from sender then reply ACK all which it
will cache packet that in buffer and sent subsequently submit go to still the receiver. This accelerates
sender’s CWND size expansion and discarded the DUPACK as to avoid the sender’s CWND shrink
size. The mechanisms are shown in a picture 1, 2, 3 and 4.
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Our network topology shows in Figure 5. We have implemented modified SNOOP in the NS2
(UCB/LBNL/VINT. 2006) and compared its performance to TCP Reno and the original SNOOP over
the network shown in below. The network consists of a wired network segment with some cloud of
internet and connected to a base station with an interface to a wireless LAN. Losses are randomly
applied to the wireless link with loss rate 10%, and traffic congestions are caused by the simulating
infinite source agent FTP Application data transferred on the wire link, packet size 1000 byte. The
bandwidth between the fixed host (the TCP source) and the base station is set to 10 Mbps and between
the base station and the mobile station (the TCP receiver) is 1 Mbps. we observe variation of the
congestion window size to get characteristics of the three scenarios. Also compare the throughputs and

Figure 4 wait until RTT.
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3. RESULTS AND DISCUSSION

the gain of our method.

FTP Application
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BW = 10 Mbps

Since our effort is to solve the problem of SNOOP, we will focus on comparing of congestion

window size and throughput, in figures 6 and Figure 7 shows the comparison three scenarios of TCP-
Reno SNOOP and Modified SNOOP. In table 1 show the average congestion window and throughput.

BW = | Mbps

Figure .5 The topology for simulation.
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Figure 7. Comparison three scenarios of throughput.
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Table 1 Comparison CWND and throughput.

CWND (segment) Throughput (bps)
Reno 3.8 18680
SNOOP 13.58 54570.2
Modify SNOOP 18.2 81018.8

4. CONCLUSIONS

We modified the SNOOP protocol to ACK to sender and wait the DUPACK to sender method
at the base station. The new SNOOP protocol capable of acknowledge the received TCP segment in
manner of the destination host. The idea is to slow down the congestion window size reduction process
that decreases the transmission rate of TCP session. To solve this problem and make the SNOOP
protocol more robust on wireless networks. In our experiment can improve the average throughput
about 34 % to SNOOP and 378 % to TCP Reno.
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