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9 o a d 4 p Y ' 9
MIPv4 92 19@amBIsUBIIuN (Foreign Agent : FA) aaugiu HA luszninmséhe
9 A ) o [ 9 Aa R N "oar o
dunievis  ufimsiinsdadun1and (Route Optimization) uag liefueyumsiims

asaoumauiauaNulasatyluszninemsie

2.2.2 MIPv6

MIPvé fo mslFmBumeditaunundouiiuuniesis 1ve Taoindneuiianes
wowmse liayaaunsoldomawiion a0 adwiunslaInsdniindeuiidivaus
aouuneszld 1P ueawsaumunmsayInsdiwi msdwmua 1P uemnsa I fuinTes
nouianes vzmiloununinoiay Insfminaidhomiots angm MIPve 9gninua
unTavliindeneufiunesi 1p uomiasaaayn yausmilu Hoa yaiaeuily coa il
NNMIAAARDAY HoA Avzgndasie Iasdanaranie HA mds CoA Taviimsazaaiivarasnm
wilwdadiemnsadaded Idetdeiiies Aondsuuazddhideutdoulas b uemnse

1a 9 droaues mshauves MiPve Tauaas13lugiin 2.2



: icwp_seq=4785 ttl=§3 time=0.365 ms
: icmp_seqei786 ttl=63 time=0.326 ms
64 bytes from cn: icmp_seq=4T87 ttl=63 time=0.355 ms
64 bytes from cn: lcwp seqed788 ttle=6) time=0.341 ms
64 bytes from cn: icmp_seqed789 ttlwél timewD.316 ms
64 bytes from cn: icop_seq=4790 ttl=61 time=8.46 ms
64 bytes from cn: icmp_seqwi79l ttl=63 time=D.308 ms
64 bytes from cn: icmp_seq=4792 ttl=63 time=§.7T ms
64 bytes from cn: lowp seqed79) ttle6) times0.414 ms
64 bytes from cn: icwp_seqmi794 ttliwél timews.79 ms
64 bytes from cn: icep_seq=4795 ttl=63 time=0,404 ns
64 bytes from cn: icmp sequi?36 ttl=€3 time=8.58 ms
ping: sendmsg: Invalid argument

ping: sendmsg: Iavalid argusent

From 2001:£00:1£££:2::3 icmp_seqrd80] Destination unreachable |

: icmp seqedBOd ttl=€l time=7.34 ma
64 bytes from cn: icmp_seqe=4803 ttl=63 time=6.58 ms
5 64 bytes from cn: lowp seqed806 ttl=6) time=0.470 ma
™ B4 bytes from cn: icwp_seqedB07 ttlw6l timews.63 me

Eq:u Fuufouuda 4%, iarfimBalasuse 7l 64 bytes from ca: icep_seqed808 ttlesl time=0.379 ms
090640AM_ 18¥u 270,240,636 97n 608,940,809 # 2628.28 ATaluiv ; 64 bytes from cn: icmp seqeif0d ttl=fl time=0.437 ms
” i 64 bytes from on: iomp_seq=4810 ttl=§l time=5.70 ms

EPSVY | 64 bytes from ca: icwp seqedfll ttlm6l time=0.447 ms
11229 Enlerng Extended Passive Mode (157729 1| 64 bytes from cn: icmp_seq=4813 ttl=6l time=0,414 ms
RETR /homefngif090649AM_1of3.2ip

150 Opening BINARY mede dala connection for home/nguTI0E40AM _10f3 2ip
(808940809 byles)

11260 Dirsotory successiully changed. ‘EE 64 bytes from ca: lowp seqeddll ttl=6l time=0.451 ms
g
1

7. Browsers ¢ Search Engine

2001:f00:1fff:2::3
[TTGFTP20]| & VLC med| & nolmipvt-| & nolmipv.| B8 » USA <) n.n.Mﬂ:m‘ASu.

@I e Wi e

% 5

31 2.2 mslgau Mipve mnmisilasuaiedis 1P

nngui 2.2 Wumsl§TsunsumssudsIndide MN aumindy cN &aods ON e
¥1n39A91 IP-HoA maeamisdage &1 MN 1dhnsthetunnesieludnnsedema Juile
tholuudaez 1850 1P-Coa Tld ON fivhmsaumndy MN &2u ifamswgamsfadesaad
{FadeRnY “Destination unreachable” limmnsnfadety MN ladevmmsieunmsiase

) ] ar ) A
Tni uddraniuanyu MIPv6 zselszinasinamilifsemnsaldanld

2.2.3 M3I¥NUAIeNE MIPY6

panilsznovuns MIPvé Usznou lild-e

v
=) ]

MN Tuafidadedoasiu CN Tavls vunuay 1P @ui MN Tdeginieviu@unazey
¥ 0 ' [

1% nanoaw 1P @ud lumsdemsnasaszeznain MN Tamasudne 'l

cN Tuanaaredeaisnu MN lasfadenvuiomy IP ANY03 MN Aouineasral
g/ & L] A
fhensetnelliTene

HA 1aniasun1saagaasznang MN uag CN sernaimsihonsoas

nseviaaiy 1unseviodun MN 81 luinasuine

HoA 'lo#il MN 19@ndenu CN ieaginsotioau



inFevnelni iunsodwi MN 1indeuthnlileg

CoA lofifi 1851 ninded e Insiile MN 1?’1’51011J1ﬂ‘%'a1iw1wﬁ1fuq

Return Routability ‘{un1siSudunani/fousnmsiiermssadumaiimunzay

Route Optimization n3fndedomsfuuuuidumsfimunzay

L2 Handover funsthedumninietisiinielindovioau Tusedudud 2
(Layer2) 15 mstnedhuminueaaanon (AP) #i 1 lduesaRen (AP) 7t 2

L3 Handover fun1sthedumniniovwiinislndotwau Tussdusud 3

(Layer3) 1%y M3 185y 1P 910 AP1 unily 1P 910 AP2

2.2.4 eanlsznevvesanmsnlyuannlaeuves MIPve
pansznauvesvas fuann) douves MiPve 1sznou l1dqe
anmsmslsuilysmsaade 8U) MN 1Fuenld HA 185uns i 1dTmséhe

3o lndagii 2.3

* Source Address = care-of address
* Destination Address = correspondent
* Parameters:

+ home address

31 2.3 gluvudniesves BU

anmsudanlaumsiane (BA) iile HA SuUnsuszaounduAIu BA Aegilii 2.4

* Source Address = correspondent
* Destination Address = care-of address
* Parameters:

+ sequence number

3UM 2.4 JuvVY1IAII VR BA

ANIASBNAUNATOUIATOUIINY (HoTT) detoyauanidouriurioves HA ony

domsiuuuudmumaonsn MN T CN Asgiii 2.5




* Source Address = home address
* Destination Address = correspondent
* Parameters:

+ home init cookie

51 2.5 1 luuuv1IE15 Y09 HoTl

AN IAUANAAOVIAG01BINM (HoT) ADUNAUNIIAUUUUE N ALUNDITUNS

& [ s/ = L =
ﬁﬂmm‘uumsfnﬂmummmmm‘um;ﬂw 2.6

* Source Address = correspondent
* Destination Address = home address
* Parameters:

+ home init cookie

+ home keygen token

+ home nonce index

31/ 2.6 3UHVVY1IN3VOQ HoT

AnmsiEudunageumagua (CoTl) dedoyaminisumsdomsuuumsiadunie

MInaNAIzLN 2.7

* Source Address = care-of address
* Destination Address = correspondent
* Parameters:

+ care-of init cookie

31 2.7 juuvnIasves CoTl
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1 A: s 19 ﬂ' o o c=
VM Iauganaaaunigia (CoT) ﬂﬂ'lJﬂﬂ‘]Jﬂ'liﬁﬁﬂ]E)Qﬁmﬂi‘Uﬂi'mﬂ'ﬁﬁ]ﬂl%‘u‘n'l\‘m

mInzauAIgUn 2.8

* Source Address = correspondent
* Destination Address = care-of address
* Parameters:

+ care-of init cookie

+ care-of keygen token

+ care-of nonce index

U 2.8 3UVVY1I815909 CoT

msmsveiudeyalna (BRR) umsiunanievesudeyalnilas N vz
myaslvedu MN
Wnmsianain (BER) umisdsdoyarianainves ON 11w Hoa vos MN lai'ld

msfesverneAumlameIiun (HADRq) (unsiosveiivoAunt HA vos MN daj1)

Type Code Checksum

Identifier Reserved

: : d o
314 2.9 msSosvariodum Tauoinuy

msaeunduilenulauerdun (HADRp) Wums ldsudeyaddl HA eflunievw

Heanu waz MN nududeyalumsldam HA 114 HAL dag1fi 2.10
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Type Code Checksum

Indentifier M| O Reserved

Option ...

19 2.10 m3nounduiiiowy Teudun
3

msdadumananeuuulaunss (Type 2 Routing Header) umsandedomsny
Tagasannnietelmionds 1P Iniidludumalasiiisamesnuuy P inhldgaunud

ansonuiy IP im Tdedsdeiiiosdszili 2.1

Next Header Hdr Ext Len=2 Routing Type=2 Segments Left=1

Reserved

Home Address

30 2.11 msdadumanuu@ane lavass
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Mobile Node
Home Address

31 2.12 msndoudednniote MIPve wuu Tausau

Foreign MN Homerouter HA CN

royter
Router advertisement

&
€

Move To|Foreign
Network

Router advertisement J
Neighbor solicitation(DAD),

Binding Update (BU)
|__Home Test Ini (HoTI)

Care-of Test Ink (CoTl

Binding Acknowledgemant (BA)

Home Test (HoT)

Care-of Test (CoT)

Binding Update (BU)

Binding Acknowledgement (BA)

31 2.13 nszvaumsuanuasudeyaszning MIPve
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= Y a - - a &
135mswann MIPv6 vuszuudynd [11] WiTioa® (FreeBSD) [12] ulad dalu
¥ "
Fneriinusatiuil 1819 MIPL vuszuuaynd idmseiuagnmaaglivemiauammséng

Shunsevwhanga 1% MN uaz CN dwnsodndenu ladudy

a 4

2.3.1 maviannuuszuulfuamsayna

a wa a Y Y o J J "o o
Tuszvnlfiansdynd IRTiIgWannAumanraw Tsunsuiuegivanuminves

U
¥y vy 9
"o A w o o

Y 1 o o 1w = &
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finy leamhnmsWannuudyndasde 1

® http://www.mobile-ipv6.org

® http://www.linux-ipv6.org

2.3.2 mavannuuszuvlinmsiead

a wa = an 94 3 o J’ 13‘ 1o o
Tuszvlianistiead laNdWanIunmannae Tlsunsuiuegivanuniaves

vy ¥
o

¥
Aannnmiatuszun Imunanhfuidnsiinaniufgredmuuasigu REC 3775 fezdiny
Ja o s =t A 0 d’
lyaimswannuuiieadasae 1y
® http://www.mobileip.jp/
® hitp://www.kame.net
® http://www.tahi.org/
® http://www.sfc.wide.ad.jp/InternetCAR
® http://www.sfc.wide.ad.jp/NEMO/

®  http://www.sfc.wide.ad.jp/MIP6
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uazmsdsuamdulsve Idminzauiu mld Idamamsiedmnietedosiga

3.1 msnaaeq MIPv6

——— T —

MN-COA2

2001:f00: 1fff-5::2/64
2801:F00: 1f¢f: 7::/64 !
hY \ s
\-..’ N

3N 3.1 damsnaaosdnedunievivves MIPve

lumsnaaeaszilsznonidas WLAN 3 in3eduideudeiunugili 3.1 yagunsel
93ynd TLE 7.0 Wansninfug il 1as1 (Fedora) 191n0siun 2.6.11 d2u MN HA1 HA2 uaz
cN o219 T05unsu MIPve vusyuuliansayndde MIPv6-2.0-RC3 [11] msaoudln
d MU MN HA uay CN vzog lugilony (14)
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3.2 mulshtinansznuaemsindeudnamievis
Tumsnaaesldimsindouto MN Tiszndne 3 gamsidhs Taoisuindly

- [ & 9 (=] - [ P g o 9 = 1 1 g
IRNTDVIWHUIALDITDAATOVIUHUILASANAVLIU ﬁill,]ﬂj'luﬂﬂﬂﬂ'liﬂ'lﬂ'lﬂ'lﬁ'ﬁ'l%"lﬂlfNﬂ']i e

“u
v

' - @ v a 4 P ‘l’ o 4 4 a o
dhanTevigezisunaua MN Gundeun lsdugamsiudunwimingauiga ms1lines
dmsuduunmsiamsarrvesmsiodmnievivdszneulidis TD TR uaz TO Tavhie:

= 1 a o 1 cf
Hll']l]llﬂﬁxﬂ'l?"lmﬂﬂ?ﬂWlﬂ‘lﬂu

AD — Execute script run move to new access point -—-

e ——A1 837 180.055904 fe80::205:5dff:fe50:702d fi02::1 ICMPy 6 Router advertisement
J 847 183.376717 MN-CoA 2HA MPPv 6 Binding Update
Sequence number: 48705
TR 850 184.187264 MN-HoA CN MIPv6 Home Test Init
851 184.187641 MN-CoA 2CN MIPv 6 Care-of Test Init
856 184.199596 CN MN-CoA 2 MIPv6 Care-of Test
A3 858 184.386406 HA MN-CoA 2 MIPv6  Bindng Adknowledgement
Sequence number: 48705
To 879 189.188427 MN-HoA CN MIPv6 Home Test Init
882 189.194183 CN MN-HoA MIPv6 Home Test
—L a4 883 189.194592 MN-CoA 2CN MIPv 6 Binding Update
Sequence number: 8819
890 190.197799 N MN-CoA 2 ICMPv 6 Echo reply

1 3.2 maasandudeyaiuanldvuiusznhemsdednievioun Mipve

el d.' a' A ] LY L}
™ fdowiunarfesven MN Sudhouazaramsiyends Insisugadiieln

(@wt1ru Midsranudnmoluvesmsi¥eudsveunand)
TD = Al - A0 (3.1)

v v
TC fiemiunardesvemsaadaueamsd 1Pvs 1 1FaulumSevelna Tusaeiieed

¥
MSIFANSERUVD IP (DAD)

TC=A2-Al (3.2)

TR Homilunaisen19h MN $03u0 BU 69 HA 17050 HA ApUNAY BA

TR =A3-A2 (3.3)
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1o fismiunaiiesveveusamsalnives IPve Nlddaaae lavasaiu CN ey

>y ¥ H \ 4 = \
Tugrniuiimageluduasunisadradumeuumumaoudlenoui MN sdade laoase

1 CN W11 COA
TO = A4 — A3 (3.4)

i Al, A2, A3 uaz A4 Dileuaauaaslugili 3.2

2 ] '
Faoz lAnaswveansarsvesnsthedunsovie (TH) W

TH=TD+ TC + TR + TO (3.5)

Tunmsnaaes1a141dsunsuasnduunnina¥edimesisua (Ethereal) [8] 1A1iwad
SuaflioniournTaoldf1ds iweonfig  HAZMINMUUANAIITENIIINAITUAVIAINITY
Fuuinna waz MN 185 BA N1 CN 1mstuuininae s oloniaazyaam lans

ueraalugili 3.2

1 = Jﬁi o =
3.3 MNWINUAINHINANED
o n‘: o

a = o ' o o & '
’W'I‘i'IHWIB‘WN'HNﬂ'ﬂu’m'lﬁﬂ‘kl'I.lﬁﬂﬂﬁﬂ1“r11lﬂﬂ"l1‘gﬂﬂllﬂﬁ~i111lﬂ'li1iﬂ 3.1 G

a dat & w d, 4 ' q’ oA = d o =
wisimesttduwdde Uil FnunariiduainTsunsudyndiu Tusunsuuenlofifinns
i d ] 1
smuan Ieguds Tdihmsihawmarildunasiudnsunldousidunlsves T sunsuive

MusEaNSNINYDI5ZUL MIPV6

=i = I o
fA1319N 3.1 'W'ﬁ'lllkﬂﬂ'i‘ﬂu']lnﬁﬂﬂ']

wmniwesmsnuduna Muoansiines

MinRtrAdvInterval 3s
MaxRtrAdvinterval 10s
Router_solicitations 3
Router_solicitation_interval 4s
Router_solicitation_delay ls

DAD RetransTimer 1000 ms
DupAddrDetectTransmit 1

MN IPSec Off

67443
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A v Y A a ¢ o Yo '
MinRtrAdvInterval fin Anfasiigaiinandzihmsdsemalinugniie
- ' -:‘ :i '3 o Y ar ]
MaxRirAdvInterval D Annnfigainandssimsdsemalinugniie
4 ' =1 4
Router_solicitations Ain M3fignineiionvelelsinnand
] a 1 o
Router solicitation_interval fip 32913a1Msfignineizenve lefianinand
.. A ' o P oa P o
Router_solicitation_delay 718 ¥29nmmsainfigniieiionve lefinnnand
1 [~ : [
DAD RetransTimer f19 A1 lumsauidamsdiuvesdoya
4 o u’ o " [~
DupAddrDetectTransmit fip M3 1aufiimsiFanmsdriuveslefidauiu 1 Aedn
v
&uilu o ldmsiganmssiiuvesled
MN IPSec fio ms¥asosvesnnutasasslumsidldaumsindoudiodn

=) "
NIDVIY

3.4 Mmanageumsthetnaluunazns ol

nsdi 1

MmsUsunlaous MinRirAdvinterval (MinRA) 112 MaxRtrAdvinterval (MaxRA)
AMIEIRURAT RirAdvinterval (RA) =(0.03,0.07), (0.01,0.5), (0.5,1.5), (1,3) uaz (3,10)

ndii 2

I sunlanumilounsdifi 1 uaez 195l Router_solicitations (RS) iy 1 3u1#

nsdin 3

1¥msUsunlasumilounsdif 1 udliiia DupAddrDetectTransmit (DAD) i1y 0 fip
lidesimsidn 1p

Tuudaznsdldmnmanaeulugae 60 wihmsindeuths MN 910 Rcoaz T
RCOAI idanduinotuiy vmsifiuamngasmstroudnioyaitlfudinse

=

M3190 3.2 MIFAMNIaN 1

3N 1

sysctl -w net.ipv6.conf.default.router_solicitation_delay=1
sysctl -w net.ipv6.conf.default.router_solicitation_interval=4
sysctl -w net.ipvé6.conf.all.router_solicitation_delay=1

sysctl -w net.ipv6.conf.all.router_solicitation_interval=4
sysctl -w net.ipv6.conf.ethl.router solicitation_delay=1
sysctl -w net.ipvé6.conf.ethl.router_ solicitation_interval=4
sysctl -w net.ipvé6.conf.ipétnll.router_solicitation_delay=1
sysctl -w net.ipv6.conf.ipé6tnll.router solicitation interval=4
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AN 3.3 NTFAAINTUN 2

N3N 2

sysctl
sysctl
sysctl
sysctl
sysctl
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# This is an example of mipéd Home Agent configuration file

NodeConfig HA;

## If set to > 0, will not detach from tty
DebugLevel 10;

## List of interfaces where we serve as Home Agent
#Interface "eth0";
Interface "ethl";

#DoRouteOptimizationCN disabled;
#DoRouteOptimizationMN disabled;
##

## IPsec configuration

##

UseMnHalPsec disabled;

## Key Management Mobility Capability
KeyMngMobCapability disabled;
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# This is an example of mip6d Mobile Node configuration file
NodeConfig MN;

## If set to > 0, will not detach from tty
DebugLevel 10;

## Support route optimization with other MNs
DoRouteOptimizationCN enabled;

## Use route optimization with CNs
DoRouteOptimizationMN enabled;

UseCnBuAck disabled;

Interface "ethO" {
MnIfPreference -1;

}
MnRouterProbesRA 1;
MnRouterProbesLinkUp 0;

MnHomeLink "ethO0" {
HomeAgentAddress 2001:f00:1ff£f:2::2;
HomeAddress 2001:f00:1fff:2::3/64;

}

##

## IPsec configuration
##

UseMnHaIPsec disabled;

## Key Management Mobility Capability
KeyMngMobCapability disabled;

T1sunsu MIPv6 CN (Corresponding Node)

# This is an example of mip6d Correspondent Node configuration file

NodeConfig CN;

## If set to > 0, will not detach from tty

DebugLevel 10;

## Support route optimization with MNs
DoRouteOptimizationCN enabled,
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1151053 Ethereal 753930 ICMPv6 Protocol

No. Time Source Destination Protocol Info
880 122.114397 2001:f00:1fff:2::3 2001:f00:1fff:2::2 ICMPv6 Echo request
Frame 880 (118 bytes on wire, 118 bytes captured)
Ethernet II, Src: 00:0b:fd:c6:4f:a3, Dst: 00:05:5d:50:70:2d
Internet Protocol Version 6
Version: 6
Traffic class: 0x00
Flowlabel: 0x00000
Payload length: 64
Next header: ICMPv6 (0x3a)
Hop limit: 64
Source address: 2001:f00:1£ff:2::3 (2001:f00:1fff:2::3)
Destination address: 2001:f00:1fff:2::2 (2001:f00:1ff:2::2)

Internet Control Message Protocol v6

TUsunsu Ethereal 03799 RA

No. Time Source Destination Protocol Info

881 122.489766 fe80::205:5dff:fe50:702d ff02::1 ICMPv6 Router advertisement
Frame 881 (110 bytes on wire, 110 bytes captured)
Ethernet II, Src: 00:05:5d:50:70:2d, Dst: 33:33:00:00:00:01
Internet Protocol Version 6

Version: 6

Traffic class: 0x00

Flowlabel: 0x00000

Payload length: 56

Next header: ICMPv6 (0x3a)

Hop limit: 255

Source address: fe80::205:5dff:fe50:702d (fe80::205:5dff:fe50:702d)




T1/51n33 Ethereal 732991 RA (A9)

Destination address: ff02::1 (ff02::1)

Internet Control Message Protocol v6

1U51n 33 Ethereal 73299V NS

No. Time Source Destination Protocol Info
885 122.637295 :: ff02::1:ffc6:4fa3 ICMPv6 Neighbor solicitation
Frame 885 (78 bytes on wire, 78 bytes captured)
Ethernet II, Src: 00:0b:fd:c6:4f:a3, Dst: 33:33:ff:c6:4f:a3
Internet Protocol Version 6
Version: 6
Traffic class: 0x00
Flowlabel: 0x00000
Payload length: 24
Next header: ICMPv6 (0x3a)

Hop limit: 255

Source address: :: (::)

Destination address: ff02::1:ffc6:4fa3 (ff02::1:ffc6:4fa3)
Internet Control Message Protocol v6

T1)5unsu Ethereal A3299D MIPv6 Binding Update

No. Time Source Destination Protocol Info

Update

Frame 882 (110 bytes on wire, 110 bytes captured)
Ethernet II, Src: 00:0b:fd:c6:4f:a3, Dst: 00:05:5d:50:70:2d
[nternet Protocol Version 6

Version: 6

Traffic class: 0x00

882 122.491212 2001:00:1fff:7:20b:fdff:fec6:4fa3 2001:f00:1fff:2::2 MIPv6 Binding
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Flowlabel: 0x00000

Payload length: 56

Next header: IPv6 destination option (0x3c)
Hop limit: 64

Source address: 2001:f00:1£ff:7:20b:fdff:fec6:4fa3 (2001:f00: 1{ff:7:20b:fdff:fec6:4fa3)

Destination address: 2001:f00:1fff:2::2 (2001:f00:1{ff:2::2)
Destination Option Header
Next header: Mobile IPv6 (0x87)
Length: 2 (24 bytes)
PadN: 4 bytes
Option Type: 201 (0xc9) - Home Address Option
Option Length : 16
Home Address : 2001:f00:11ff:2::3 (2001:f00:1fff:2::3)
Mobile IPv6
Payload protocol: IPv6 no next header (0x3b)
Header length: 3 (32 bytes)
Mobility Header Type: Binding Update (5)
Reserved: 0x00
Checksum: 0x7e3e
Binding Update
Sequence number: 16768
I... ... = Acknowledge (A) flag: Binding Acknowledgement requested

.1.. .... = Home Registration (H) flag: Home Registration

..0. .... = Link-Local Compatibility (L) flag: No Link-Local Address Compatibility

...0 .... = Key Management Compatibility (K) flag: No Key Management Mobility

Compatibility
Lifetime: 65535 (262140 seconds)
Mobility Options
PadN: 2 bytes
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Alternate care-of address: 2001:f00:1fff:7:20b:fdff:fec6:4fa3
(2001:00:1fff:7:20b:fdff:fec6:4fa3)

1151053 Ethereal #3209 MIPv6 Binding Acknowledgement

No. Time Source Destination Protocol Info
Binding Acknowledgement

Frame 1002 (110 bytes on wire, 110 bytes captured)
Fthernet 11, Src: 00:05:5d:50:70:2d, Dst: 00:0b:fd:c6:4f:a3
Internet Protocol Version 6
Version: 6
Traffic class: 0x00
Flowlabel: 0x00000
Payload length: 56
Next header: IPv6 routing (0x2b)
Hop limit: 62
Source address: 2001:f00: 1fff:5::2 (2001:f00: 1fff:5::2)
Destination address: 2001:f00: 1ff:7:20b:fdff:fec6:4fa3
(2001:f00: 1fff:7:20b:fdff:fec6:4fa3)
Routing Header, Type 2
Next header: Mobile IPv6 (0x87)
Length: 2 (24 bytes)
Type: 2
Segments left: 1
Home Address : 2001:f00:1fff:2::3 (2001:f00: 1fff:2::3)
Mobile IPv6
Payload protocol: IPv6 no next header (0x3b)
Header length: 3 (32 bytes)
Mobility Header Type: Binding Acknowledgement (6)
Reserved: 0x00
Checksum: Oxe8cf
Binding Acknowledgement

Status: Binding Update accepted (0)

0... .... = Key Management Compatibility (K) flag: No Key Management Mobility
Compatibility

Sequence number: 50281

Lifetime: 105 (420 seconds)
Mobility Options

PadN: 6 bytes

Binding Authorization Data

Authenticator: BO6C1945DES3E9FC278FB304

1002 138.118354 2001:f00:1fff:5::2  2001:f00: 1ff:7:20b:fdff:fec6:4fa3 MIPv6
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115un33 Ethereal 13299V Route Optimization Tnely Routing Type 2

No. Time Source Destination Protocol Info

909 125.120647 2001:f00:11ff:2::2  2001:f00:1£ff:7:20b:fdff:fec6:4fa3 ICMPv6 Echo reply

Frame 909 (142 bytes on wire, 142 bytes captured)
Ethernet 11, Src: 00:05:5d:50:70:2d, Dst: 00:0b:fd:c6:4f:a3
Internet Protocol Version 6

Version: 6

Traffic class: 0x00

Flowlabel: 0x00000

Payload length: 88

Next header: IPv6 routing (0x2b)

Hop limit: 62

Source address: 2001:f00:1fff:2::2 (2001:f00:1fff:2::2)
Destination address: 2001:f00:1£ff:7:20b:fdff:fec6:4fa3 (2001:f00:1fff:7:20b:fdff:fec6:4fa3)
Routing Header, Type 2

Next header: ICMPv6 (0x3a)

Length: 2 (24 bytes)

Type: 2

Segments left: 1

Home Address : 2001:f00:1fff:2::3 (2001:f00:1ff:2::3)

[nternet Control Message Protocol v6
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#!/bin/perl -w
use I0::Socket::INET6;

my $sock = I0::Socket::INET6->new(Listen => 1,
LocalAddr => '::',
LocalPort => 9876,
Reuse => 1,
Proto => 'tecp');

die "Could not create socket: $!\n" unless $sock;
my $new sock = $sock->accept();

while (1) {
#Snew_sock->recv(Stext,128);
#if (Stext ne ''){

# print "\nReceived message '",$text,"'\n";
#}
}

#close ($sock) ;

Tsunsunlyly HA d15049

#!/bin/perl -w

use I0::Socket::INET6;

my $sock = IO::Socket::INET6->new|(
PeerAddr => 'hal',
PeerPort => 9876,
Proto => 'tcp');

die "Could not create socket: $!\n" unless S$sock;

#print Ssock "Hello World!\n";

close ($sock);
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Handover Performance of Mobile IPv6 on
Linux Testbed
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ABSTRACT

This paper studies the handover procedure of mobile
IPv6 and investigates various factors affecting the delay
during inter-network handover. The experiments are per-
formed over three wircless LAN networks using Mobile
IPv6 for Linux (MIPL) implementation. The goal is rec-
ommend guidelines for parameter setting such that the han-
dover delay is minimized.

Keywords: IPv6, Mobile IPv6, handover delay

1. INTRODUCTION

1Pv6 will play an important role in the future Internet
communications. IPv6, withits 128-bit addresses, will sig-
nificantly increase the Internet address space over the cur-
rent 32-bit address space of IPv4. The large address space
will accommodate rapid growth of the Intemnet by allow-
ing virtually every device in the world to have a distinct IP
address. Apart from the large address space, IPv6 sim-
plifies network management tasks through address auto-
configuration and hierarchical route management.

One potential use of IPv6 is for mobile application.
The next generation network is expected to be dominated
by mobile devices. Typically, when a mobile node (MN)
moves to a new network, its IP address must change ac-
cordingly. This causes existing TCP/IP connections to ter-
minate. The MN must re-establish the connection in order
to continue the conversation. Mobile IPv6 protocol [1] is
designed to solve this problem by allowing the MN to con-
tinue receiving packets through existing connections and
remain reachable while roaming to a new network.

Although TCP/IP connections are not terminated during
the movement, there is a brief period of disruption. This is
the time required for the MN to register its new location
with an agent in its home network who will later forward
the packets destined to MN to the new location. We call
this disruption period handover delay.

In this paper, we study handover delay performance of
mobile IPv6 when MN moves among three networks. The
experiments use Mobile IPv6 for Linux (MIPL) implemen-
tation., The goals of our study are to identify factors af-
fecting the handover delay and to recommend guidelines
for setting these parameters such that the handover delay is
minimized.

2. PREVIOUS WORK

Many articles propose new techniques and enhance-
ments to reduce the handover delay in mobile IPv6 [2]. Ttis
not our goal here to modify the existing mobile IPv6 stan-
dard. However, we want to work with the current mobile
IPv6 standard (RFC 3775) and investigate rules or guide-
lines for network administrators to improve handover per-
formance of their mobile IPv6 services.

This work focuses on mobile TPv6 implementation on
Linux. Previous reports on real measurements of mo-
bile IPv6 handover performance on Linux testbed include
[31[4][5]. However, none of these reports uses a complete
implementation of RFC 3775. For example, the measure-
ments in [3] do not consider delay for route optimization,
and the implementation used by [4] and [5] do not imple-
ment return routability. Moreover, the measurements in [4]
are very coarse grained since it measures the delay using
ping packets. Although measurements in [3][5] use packet
capture tool to capture arrival time of all packets, both did
not specify exact starting point of the handover delay. Our
measurements include all steps in the standard mobile IPv6
handover, including route optimization and return routabil-
ity. We use Ethereal software to capture the fine-grain time
interval, and we control the starting time of each movement
so that we know exactly when each movement begins.

3. MOBILE IPV6 HANDOVER

Mobile IPv6 manages movement of the MN by identify-
ing each MN with its static home address (HoA), regardless
of its location in the Internet. The original network where
the MN belongs to is called homie network. When the MN
moves away from home, it must send information about
its new location and new IP address to a home agent (HA)
in the home network. The home agent can then intercept
and forward packets to the MN at the new location. The
new address of MN at a foreign nerwork is called care-of
address (CoA).

The signaling process during the mobile IPv6 hadnover
is illustrated in Fig. 1. Atfter the MN moves to the foreign
network, it will create a CoA using a prefix received in the
router advertisement message. The MN then performs du-
plicate address detection (DAD) to check validity of this
new address. Once the CoA is configured, the mobile IPv6
signaling starts. MN registers its CoA with ITA via the
binding update message. 11A confirms the registration with
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binding acknowledgement. At this point MN can continue
to receive packets from existing connections. However, the
communication between MN and its corresponding node
(CN) must go through a HA tunnel. To create a direct
route between MN and CN, MN must initiate a route op-
timization procedure. This procedure begins with a return
routability process, whereby MN and CN exchange a pair
of keys to authenticate each other. One key is exchanged
via the HA tunnel using Home Test Init (HoTI) and Home
Test (HoT) messages. ‘The other key is exchanged directly
between MN and CN using Care-of Test Init (CoTI) and
Care-of Test (CoT) messages. Afterwards, MN can reg-
ister its CoA directly with CN using binding update and
binding acknowledgement messages.

4. EXPERIMENTS
4.1 Mobile IPv6 Testbed

Our testbed consists of three wireless LAN networks in-
terconnected as shown in Fig. 2. All devices, except ac-
cess points and Cisco router, use Limux TLE 7.0 (Fedora
Core-based, Linux kernel 2.6.11). The MN, HA, and CN
use Mobile IPv6 for Linux (MIPL) version 2 RC 3 patches
[6]. The MIPL configurations for MN, HA, and CN follow
those in [7].

4.2 Handover Delay Measurements

In our experiments, we force the MN to switch between
three access points-from home network to one foreign net-
work to another foreign network, and back to the home
network. We measure the handover delay starting from the
time the MN starts moving until the completion of route
optimization. We identify four components of mobile IPv6
handover delay as follows.

Movement detection time (Td): this is the time required
by the MN to detect and establish that it has moved to a
new point of attachment (i.e. the discovery of a new on-
link router).

Foreign MN Homerouter HA CN
royter

¢ Roser siverumosd
Move To Foreign
Notv

Nalgnbar wolicitntion(DAL)

Biwha g Update (KU)

Home Tem g (FoTD

Carec! Tem Init (CoTT)

Bining Atkoowledgemel (BA)

Home Test (HoT)

Cuwe-c! Tew (CoT)

Bating Updwe (BU)

Buwhn g Ackaowriedganept (BA)

Fig.1: Signaling messages during mobile IPvG handover

Fig.2: Our mobile IPv6 testbed configuration

Address configuration time (T¢): this is the time re-
quired to configure a new globally routable IPv6 address on
the MN. This includes duplicate address detection (DAD)
period.

Binding registration time (1r): this is the time between
the dispatch of a binding update signal from MN to HA
and the receipt of a binding acknowledgement signal from
HA.

Route optimization time (To): this is the time required to
register the new IPv6 address with the CNs. This includes
the return routability procedure which, if used, must occur
before a binding update is sent by the MN to a CN. There-
fore, the overall handover delay (Th) is

Th=Td + Tc+ Tr + To.

We use Ethereal packet capture software and mark
packet arrival time for each delay component. For 7d, we
mark the execution time of the “iwconfig” command and
the time MN receives the first router advertisement mes-
sage from a foreign router. For Tc, we measure the pe-
riod after router advertisement message arrives until MN
sends out the binding update to HA. 7r is thus the period
between the sending of binding update and the receipt of
binding acknowledgement from HA. At this point, traffic
can resume. However, the mobile IPv6 handover continues
to set up a direct route between MN and CN. Therefore,
To is measured up to the time MN receives the binding ac-
knowledgement from CN. Fig. 3 shows a sample packet
trace from Ethereal and the marking of each delay compo-
nent. Note that due to current bugs in the MIPL v.2 RC3,
we need to turm off the binding acknowledgement message
from CN [6]. Thus, in our experiments, 7o is measured up
to the time the binding update is sent from MN to CN.

5. RESULTS

The delay results presented in this section are averaged
over at least 15 movement trials. HoA to CoA2 indicates
the movement from home network to the first foreign net-
work. CoA2 to CoA is the movement between two foreign
networks, and CoA to HoA is the movement from the sec-
ond foreign network to home network. Unless noted other-
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Fig.3: Packet traces during mobile IPv6 handover

Table 1: Default Mobile IPvG Parameters

MinRtrAdvInterval 3s

MaxRtrAdvinterval 10s

Router solicitations 3s

Router solicitation interval 4s

Router solicitation delay (random delay) ls
DAD RetransTimer 1000 ms
DupAddrDetect Transmit 1(cnable)
UseMnHalPsec Disabled
DoRouteOptimizationMN Enabled
DoRouteOptimizationCN Enabled

wise, the mobile IPv6 parameters are configured with the
default values (see Table 1).

5.1 Movement direction vs. Delay Components

Fig. 4 compares handover delay component in each
movement direction. We set the router advertisement inter-
val at minimum, between 0.03 and 0.07 seconds. The han-
dover delay is longest when MN moves out of home net-
work and shortest when MN returns home, This difference
is due to the retum routability procedure which occurs dur-
ing route optimization. When MN first moves away from
home network, it has to exchange two keys with CN, one
via the HA tunnel and the other via the direct path, How-
ever, when MN returns home, it does not have to exchange
any key [1]. In addition, we find the movement between
two foreign networks also requires less time. Looking at
packet traces, we find that it is because MN exchanges only
the CoTL/CoT messages with CN, and not the HoTI/HoT
messages.

Another point worth noting is that the address configu-
ration time (7¢) dominates a significant portion of the han-
dover delay, approximately 2 seconds. This is certainly the
effect of DAD procedure since by default MN must wait at
least 1000 ms of DAD RetransTimer.

5.2 Effect of Router Advertisement Interval

In the second set of experiments, we consider the ef-
fect of router advertisement interval on movement detec-
tion time (7d) and on the overall handover delay (74). On
Linux routers, the period between each router advertise-
ment message is randomly selected between the MinR-
trAdvinterval and MaxRtrAdviInterval. First, we try the
default interval of (3,10). Fig. 5a shows Td scattering be-
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tween 2-12 seconds, and 77 growing at a linear proportion
with 7d, with the slope of approximately 1. This means
that to reduce Th we should reduce 7d, and hence reduce
router advertisement interval. Moreover, the difference be-
tween each movement direction also prevails as in Fig.4,
i.e., handover from home network takes longer than han-
dover from foreign network. To confirm this finding, we
try a different router advertisement interval. Fig. 5b shows
a scatter plot for the interval of (0.1,0.5). A brief glance
confirms that similar relationship exists in both Fig. 5a and
Fig.5b. However, to our surprise, reducing router adver-
tisement interval does not always reduce 7d. The 7d values
in Fig. 5b are distributed in the range of 0.6-1.7 seconds.
As we further vary the router advertisement interval, we
find 7d never goes below 0.5 second. We suspect that this
0.5 second overhead is probably due to layer 2 handover.
This finding agrees with the finding in [4]. Therefore, at
this point we conclude that the router advertisement inter-
val should never be set below 0.5 second since it does not
help reduce the handover delay.

5.3 Effect of Router Solicitation Interval

Fig. 6 (case 1) measures the average handover delay for
different router advertisement intervals. This figure con-
firms that reducing router advertisement interval below 0.5
second does not help reduce Th. So we investigate other
ways to reduce Th further. Without waiting for a router ad-
vertisement, MN may send a router solicitation message to
request a router prefix directly. Fig. 6 (case 2) compares
the handover delay when the router solicitation (Rs) is re-
duced from the default 3 seconds to 1 second, router solici-
tation interval from 4 seconds to 1 second, and router solic-
itation delay from 1 second to 0. As expected, reducing Rs
will reduce Th. Although, time saved by using router solic-
itation is quite small, the bandwidth saving (for not having
to send out router advertisement too frequently) could be
significant, especially in networks with a small numbers of
nodes.

5.4 Effect of Duplicate Address Detection

As we mention in Section 5.1 that a significant por-
tion of Th is due to Tc. In order to reduce Tc, we ex-
periment with the DAD procedure. Typically, MN must
perform DAD by sending a neighbor solicitation message
with a destination being the MN’s new address. If no node
replies within RetransTimer, MN can assume the new ad-
dress is unique on that network. In our testbed, DAD pro-
cedure will take at least 1 second which is the default Re-
fransTimer. Fig. 6 (case 3) measures Th when we turn
off DAD on MN. It shows benefit of Th reduction exists
under all ranges of router advertisement intervals. How-
ever, turning off DAD is only acceptable in a small network
where address assignment is based on EUI-64 (use MAC
address), and only one router advertises the prefix. In a
large network, it is not recommended because we may not
have a complete control on address assignment strategies
of all nodes.
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6. CONCLUSION AND FUTURE WORK

This paper studies the mobile IPv6 handover operation
on a Linux IPv6 lestbed, and evaluates factors that affect
the handover delay. In particular, we investigate the ef-
fects of movement direction, router advertisement interval,
router solicitation interval, and duplicate address detection
procedure. We find the handover delay when MN first
moves out of home network to be much longer than the
delay when MN returns home, due to the return routabil-
ity procedure. Moreover, we find the handover delay to be
directly proportional to the router advertisement interval.
But the benefit of reducing router advertisement interval
is only evident for the interval of more than 0.5 second.

HoA->CoA2

Handover delay (second)

(0.105)
RirAdvinterval (min,max)

(0.03,0.07) (05.1.5) 13 (3.10)

Fig.6: of router advertisement interval, router solicitation
interval and duplicate address detection

Below 0.5 second, the overhead of lower-layer handover
becomes dominant. In addition, router solicitation inter-
val and duplicate address detection delay can help reduce
the handover delay further. However, we do not recom-
mend skipping DAD unless in a controlled testbed. In con-
clusion, the findings presented in this paper only apply to
small networks. More studies are required to come up with
guidelines for a large network environment.

Our future work includes scalability study of the MIPL,
implementation. We need to evaluate whether the mobile
1Pv6 MIPL is ready to be deployed in a campus or enter-
prise networks where WLAN exists. In addition, we plan
to study new techniques for reducing DAD delay without
turning off DAD completely.
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Abstract

This paper studies the home agent (HA) reliability
with TCP. The experiments are performed with two
HAs and a backup HA. When the main mobile [Pv6
HA fails, the backup HA is used for standby and
recovery services instead. The goal of this paper is to
minimize the recovery time.

Keywords: IPv6, mobile IPv6, home agent (HA).

1. Introduction

IPv6 will play an important role in the future Internet
communications. IPv6, with its 128-bit address spaces, will
significantly increase the Internet address space over the
current 32-bit address spaces of [Pv4. The large address
spaces will accommodate rapid growth of the Internet by
allowing virtually every device in the world to have a
distinct TP address. Apart from the large address spaces,
IPv6 simplifies network management tasks through
address auto-configuration and hierarchical route
management. )

One potential use of IPv6 is for mobile application.
The next generation network is expected to dominate by
mobile devices. Typically, when a mobile node (MN)
moves to a new network, its I[P address must change
accordingly. This causes existing TCP/IP connections to
terminate. The MN must re-establish the connection in
order to continue the conversation. Mobile IPv6 [1] is
designed to solve this problem by allowing the MN to
continue receiving packets through existing connections
and remain reachable while roaming to a new network.

In the world of Internet has communication any
time, which compounds the information data, images
and sounds. If connection or equipment is lost, it affects
to the business very much.

In this paper, we study worst and minimal cases
that are possible to recover services for home agent
(HA) can communicate between MN and corresponding
node (CN) smoothly.

2. Previous Works

Many articles proposed new techniques and
enhancements about HA reliability such as below.

The increment of standard capability [1] is used for
the HAHA protocol [2]-[3]. The HA list is used with
HA switch that increases the operation to correspond
with failure. They used the binding synchronization by
putting the option in binding information update from
MN to HA list. The binding information is used with
HA to request the data of binding cache.

There are three HAs for conforming the reliability of
VHAR protocol [4]. That are active, backup and
inactive HAs. The active HA is used for main service. If
it fails, the data is sent to make the binding
synchronization with backup HA. After that, the backup
HA is instead used for service. Another is waited for
inactive HA.

In this paper, we used two HAs and study a simple
recovery used by TCP check. We set that HA is a main
HA and HA2 is a standby HA. When HAL fails, HA2 is
used for standby and recovery services instead. This
IPv6 mobile network system is implemented in our
laboratory and investigated its reliability.

3. Mobile IPv6 Handover

Mobile IPv6 manages the movement of the MN by
identifying each MN with its static home address (HoA),
regardless of its location in the Internet. The original
network where the MN belongs to is called a home
network. When the MN moves away from home, it must
send information about its new location and new IP
address to HA in the home network. The HA can then
intercept and forward packets to the MN at the new
location. The new address of MN at a foreign network is
called care-of-address (CoA).

The signaling process during the mobile IPv6



handover is illustrated in Fig. 1. After the MN moves to the
foreign network, it will create a CoA using a prefix
received in the router advertisement message. The MN
then performs the duplicate address detection (DAD) to
check the validity of this new address. Once the CoA is
configured, the mobile IPv6 signaling starts. MN registers
its CoA with HA via the binding update message. HA
confirms the registration with binding acknowledgment.
At this point, MN can continue to receive packets from
éxisting connections. However, the communication
between MN and its CN must go through a HA tunnel. To
create a direct route between MN and CN, MN must
initiate a route optimization procedure. This procedure
begins with a return rout ability process, whereby MN and
CN exchange a pair of keys to authenticate each other.
One key is exchanged via the HA tunnel using Home Test
Init (HoTI) and Home Test (HoT) messages. The other key
is exchanged directly between MN and CN using Care-of
Test Init (CoTI) and Care-of Test (CoT) messages.
Afterwards, MN can register its CoA directly with CN
using binding update and binding acknowledgment
messages.

Foreign Lo Homerouter HA CN
m}w
Move To Foreign
Ronster adversesec:
Neoughhor solxcanton
Binding Updee (3U)
Homa
Care-of ot It (CT)
Plnding Ackowiadgrmmost (BA)
Home Tes 06T)
Case-of Tost (CoT)
Binding Updeis (BU)

Fig.1: Signaling messages during mobile IPv6
handover.

4. HA Reliability with 3-Way Handshake

A TCP connection is always initiated with the 3-way
handshake, which establishes and negotiates the actual
connection over which data will be sent. The whole
session is begun with a SYN packet, then a SYN/ACK
packet and finally an ACK packet to acknowledge the
whole session establishment. At this point the
connection is established and able to start sending data.
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Fig 2: HA reliability method.

In Fig 2, HAI and HA2 check connection. If it
OKs, the scripts do not run. Otherwise, HA2 checks the
connection by using TCP 3-way handshake. If HA2
meets that HA1 fails, it recovers HA1’s services and run
that services instead. After HA1 recovers, it checks
DAD instead of HA2 for standby.

5. Experiments

e

2001:100:1f:5::2/84

Fig.3: Our mobile IPv6 test bed configuration.

Our test bed consists of three wireless local area
networks (WLANS) interconnected as shown in Fig. 3. All
devices, except access points and Cisco router, use Linux
TLE 7.0 (Fedora Core-based, Linux kernel 2.6.11). The
MN, HA, and CN use Mobile IPv6 for Linux (MIPL)
version 2 RC 3 patches . The MIPL configurations for
MN, HA, and CN follow that proposed in [5].

5.1 HA failure scenario

The CN lifetime of 60 second is investigated. The
status results are shown as follow.
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5.1.1 HA fail in home

Figure 4 shows the status of MN at home network
‘when it communicates with CN. From the figure, we
can see that the communications between MN and CN
are disconnected when HA1 fails. That is because the
HAL1 is the gateway of MN and route to CN.

Home Network

—e—HA1
~.#..CN

Reply or Not

0 50 100 150 200 250
Sequence

Fig 4: Status of MN at home network.
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5 —e—HA1
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g
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Fig 5: Status of MN at foreign network with no
route optimization.
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Fig 6: Status of MN at foreign network with route
optimization.

5.1.2 HA Fail in Foreign Network with no route
optimization

Figure 5 shows the status of MN at foreign network
with no route optimization. From the figure, we can see
that the results are almost the same with Fig. 4 but the
communications between MN and CN have waiting
time about CN life time plus 60 second.
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5.1.3 HA Fail in Foreign Network with route
optimization

Figure 6 shows the status of MN at foreign network
with route optimization. From the figure, we can see
that they can communicate even if HA1 fails. After the
information exchange and route optimization, the
communications are not via the tunnel of HAL
Therefore, the communications are smooth.

5.2 Measurement gain time

The recovery of HA is measured [6]. HA1 is set to
fail 5 times. The duration of each time is 10 minutes.
The delayed time of TCP check is set to be 1, 30 and 60
seconds. The time period checks for HA are shown in
Fig. 7. The time parameters for checking are defined as
follow.

Down time (Tdown) is defined as a period of time
during the HA 1 downs. That is
Tdown = A3 — A1,

1)

where A1 and A3 are the times that HA 1 begins to fail and
reply, respectively.
Restore Time (Trestore) is defined as a period of time
during the HA1 restores. That is
Trestore = A3 — A2, 2)
where A2 is the time that HA 1 begins to check the scrip.
Recovery Time (Trecovery) is defined as a period of
time during the HA 1 recovers. That is
Trecovery = Trestore — Tltcn 3)
where Tltch is the CN lifetime and is set to be 60, 120, 240
and 420 seconds.

Al —_— HA1 Fail
A2+ ——r—  HA2 start run script check
Tdown Tref(ore
el i HA2 instead to HA1 && MN
ping6 HA1 Reply

Fig 7: Time period checks for HA.

TCP check at HA1 runs script server and opens
socket for waiting HA2. It is a client that checks the
connection by using TCP 3-way handshake to HAL. If it
fails, HA2 is used for standby and recovery services
instead.

6. Results

The CN lifetime compared with HA down time is
shown in Fig. 8. The down time is proportional with CN
lifetime while CN lifetime is propotional with the checked
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time. The value of CN lifetime is happen when MN cannot
communicate with HA 1. It has “Binding Error” then MN
sends “Binding Update™ to CN lifetime for resetting
update lifetime to zero. When MN can communicate to
HAI again, it will send “Binding Update™ to HA 1 and the
lifetime of MN is not equal to zero.

* m
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L

CN Life Time (Sec) £
X .-

Fig 8: CN lifetime compared with HA down time.

Figure 9 shows the CN lifetime compared with
HA restore. The HA restore is not proportional with the
checked time. The HA restore doses not change when
the checked times are changed to 1, 30 and 60 seconds.
The CN lifetime is changed to 60, 120, 240 and 420
seconds and the mean value of five time failures are
evaluated and plotted the graphs as shown in this figure.

HA Restore
500
__ 400
'* —e—420s
008 w2408
{ 200 1208
E 60s
100 4=
N

CN lifetime (Sec)

Fig 9: CN lifetime compared with HA restore.

Figure 10 shows HA recovery. The values of HAI
and HAZ2 reliability recoveries are about 4 to 15
seconds. That is because the script of TCP check waits 2
seconds for checking the connection. The wait interface
of Linux absolutely fails and each delay appears from

2-layer in wireless.
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HA recovery
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Fig 10: HA recovery in each case

7. Conclusions and Future Works

In our experiments and results indicate that the
reliability of HA with network system of mobile IPv6 is
increased. It protects the loss of communication
between MN and CN when HA fails. If MN and CN are
communicated with route optimization, the loss
communication is a small problem for this system. If
MN stays at home and dose not used the route
optimization, it becomes the big problem although the
recovery time is set to about 60 — 420 seconds follow
adjusting CN lifetime.

In the future work, the down time is reduced less
than 60 seconds at home network. Then, the foreign
network cannot use the route optimization, so the
predict protocol for telling MN when HA2 detects the
failure of HAl is developed for no wait time of check.
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