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ABSTRACT

'Wireless sensor networks (WSN) have received a lot of attention recently due to their
enormous potential in different applications. Many applications in WSN require time
synchronization. Timing-sync Protocol for Sensor Networks (TPSN) can synchronize a pair of
neighboring motes to an average synchronization error less than 20 pus. Also providing network-
wide time synchronization in a sensor network by a pair wise synchronization performed along
the edges of a hierarchical structure. However, the drawback of TPSN is cumulative
synchronization error that will be highly influenced by delays during synchronization along multi-
hops. When the error of each pair synchronized nodes is strongly affected by clock drift from
inside node. In practical, node can have a bad clock (we called Fault Clock Node or FCN). For
example when node has low power energy the node’s clock may work abnormally, which could’
cause high synchronization error and create mores time error along multi-hops tree.

In this paper, we studied factors of synchronization error and present fault-tolerant time-
synchronization p.rotocol for wireless sensor network (FTTS-WSN) which works in a way similar
to NTP The protocol is able to detect itself node in hierarchical tree by a statistic method, then
modified existing TPSN to avoid of FCN. Our simulation results show that the average
synchronization error using the proposed protocol is 1-2%, 4-6% and 4-6% less than TPSN
shortest tree fashion (parent selection algorithm by shortest level), in case of FCN has c]bck drift
rate x3, x6 and x10 times of normal drift rate respectively and amount of FCN is 5-30% from
total nodes. Also the average synchronization error less than 18-19%, 20-23% and 21-23%

compared with TPSN traditional (parent selection algorithm by randomize).
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For i=1 To numbers of candidate parent received (m;) Do
If NOT ((candidate[i] state = = BPN) OR (candidate[i].state = = IBPN))
If (candidate[i].level is lowest)
first_choice € candidate(i];
* This is a best candidate parent. also do shortest path to root node. */
Else .
second choice € candidate[i];
# This parent may do not shortest path to root node. */
Endif
Else If (candidate[i].state is lowest BIL)
third choice € candidatefi];
#* This parent is a best of BPN or IBPN. ¥/
Else
last_choice € candidate(i]; is last choice to be the parent;
*# This parent is very bad parent, because its do longest path to root and a huge of
cumulative error. */
Endif
Endfor
* Then set Parent 1D follow as priority choice were found from previous conditions */
Parent ID € first_choice or second_choice or third_choice or last_choice respectively;
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0 1 2 3
0| DataType BIL LV
4 Source address
8 Destination address
12 Optional

v ¥
51 3.8 Tnseadradoyalnssaddndrnudu

o a a1 9 a o,
195y [Uﬂﬁﬁﬂ“fl 'IJENIﬂiQﬁfi NUUIA 128 VR (16 !].!ﬂ!

Waa DataType vuna 1 lud

0000 0110 (6) = LEVEL_DISCOVERY
0000 1000 (8) = PANIC_LEVEL REQUEST

Wod BIL via 1 lud fimdaud 0.255 seyanmzvesiifdunie ledifidu

Wad Lv v11a 2 Tud fimdaud -256.255 szysuveaInua

Wad Source address WA 4 Tud szymuoay TnuawiindeuliInualag wuilu

Tnuagnau

AR Destination address vu1a 4 lud syynavavinualaons uadmivms

Uszmemun iszy Inuaszunusnilu 4,204,967,295 wie FFFF FFFF luszuuiaugiu 16



34

¥ 1 ] y ¥ b4
Supouts  dlesewasunmduiinald  Tnuatienihdeyalugmdeyalénaden

¥
s

U

U
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aouita  wawn B Tnuauiiiaigauds ugai 3.9 sndhiaineudlvi Ly uazi

BIL vo1Tnualivuaie
v
Tausn Ly switvaudiinen Ly e lvuauyd @uumiily ) uyimisuin
a J = & u’: . o ‘of ' 9y o o '
wivdunnmdumilatu oy #+1) vdwmumliiy Ly veswnues ondiedn
. ¥
wuTnualan feglusudaninTnuaga szl 2y idhi 0+ 1= 1 iudu
¥ 0
daus BIL uneuszumum idudunls sulludesnsnaen 2 589
Fauiu (1) f BIL voe Inuamitiamnnd1 0 wie i (duudn BIL 93 1MuA
VA 3 C a 2 4 a & . Y A
il j fie BILj > 0) HINVII9LVINNVIUININIANN A il j+1) uaduseu’ly
usn (1) hisse Feezasreaeuideulan (2) IInuadanarniueanden
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Truande 'l (uduasud 6 317 3.3 40 3.1) minidduaia szunue Bz i

1 uad 119 szunua BIL 1 0

Iv € pkt.parent.lv +1; 7 Own level is increased one from parent’s /v */
# (1) The selected parent is BPN or IBPN. #;
If (pkt.parent.bil = 1)
bil € pkt.parent.bil+1; /* pil in increased one from parent’s hil. */
Else
% (2) Own node is a BON or a BPN. */
If (isSBPN(BIL, Average_Driftyee i Faulty_Drifi_Rate))

bil € 1; /* hil is assigned to 1. ¥/

Else /# Own node is not a BCN or a BPN. #/
bil € 0; #* hil is assigned to 0. ¥/

Endif
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0000 0010 (2) = NODE_SYNC_REQ
0000 0011 (3) = NODE_SYNC_REPLY
0000 0100 (4) = NODE_SYNC_MESSAGE
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Parameter Value

MAC Layer CSMA MAC (no RTS/CTS/ACK 118 no radio buffer)

Bit Error Ratio (BER) il w5 msdesuazdeadusamie lifduman
ileannmssuiuvesnauingedlaetiani

Random Model Uniformly Distribution

Number of Sensor Node (N) 100, 150, 200

Node Density 5,10, 15, 20 uag 25

Radio Speed 19.2 dladianedui

Radio Transmission Range

20 tung i

Message Size

128 1 (16 lud) uaz 192 1ia (24 Tud)

Minimum Accuracy Attainable

1 TuTas3ud

Clock model ANUNBINTS £ 40 p.p.m [6] THuAnAguaIRIW
A r e = =1
aaamasuduNNg Lihu 5.5 lulasui
s =4
ApIUIN
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Processing time or Total Synchronization Time (second)

—E—
TPSN (Randomize) ==

100 120 140 160 1680 200
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Faulty Clock Nodes (%)

4 =1 ' '
Ui 47 wansznunveanden Ivuanenuoiead

M99 4.2 nansznuninveanden Tnuadeaneead (MuwluIasiui)

False Clock Node (%)
5 10 20 30 40
E 3724 3724 372.4 372.4 3724
ag : (0%) (0%) (0%) (0%) (0%)
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Abstract- Wireless sensor networks (WSN) have received a lot
of attention recently due to their enormous potential in different
applications. Many applications in WSN require time
synchronization among all the sensor nodes. However, in practice,
network do normally have some abnormal nodes (we called Fault
Clock Node or FCN), which could cause high synchronization
error. In this paper, we present a light-weight fault-tolerant time

synchronization protocol (LiFTiS) which works in a way similar .

to NTP. The protocol is aware of FCN and is able to detect its
children in hierarchical tree. We also propose a light-weight
algorithm for selecting the best parent. Our simulation results
show that the average synchronization error using the proposed
protocol is 5-31% less than the existing algorithms e.g. TPSN etc.

Keyword: wireless sensor networks, time synchronization,
fault-tolerance.

I. INTRODUCTION

Time synchronization is a critical part of infrastructure for
any distributed system. Especially, distributed wireless sensor
networks make extensive use of synchronized time: for
example, to integrate a time-series of proximity detection into
velocity estimate; to measure the time-of-travel of sound for
localizing its source; to distribute a beamforming array; or to
suppress redundant message by recognizing that they are
duplicates of the same event detected by difference sensors. In
addition to these domain-specific requirements, sensor network
applications often rely on synchronization as typical
distributed systems do: for secure cryptographic schemes,
coordination of future action, ordering logged events during
system debugging, etc.

A. General clock definition [8]

Nearly all computing machines have a circuit for keeping
track of time. Despite the widespread use of the word clock to
refer to these devices, is timer more meaningful the way they
work. An electronic timer is a precisely tooled quartz crystal.
Typical crystal oscillators are accurate of the order of one part
in 10* to 10° (x40 p.p.m ) [4] — that is, two nodes’ clocks will
have a maximum drift 4-5 ps/s or approximately 20 ms/hr. The
skew is the frequency difference between nodes. It will cause
difference in actual time between them, which is called offser.

B. Terms in time synchronization [8]

Accuracy refers to how well the maintained time is true to a
standard time. To synchronize time means to set their time at a

978-1-4244-2858-8/08/$25.00 ©2008 IEEE

particular epoch to be exactly the same. After time
synchronization, remain a tiny drift error accumulates which is
referred as synchronization error (SE).

C. Performance metrics for time synchronization

Two significant metrics to evaluate time synchronization
protocol are average synchronization error (4SE) and
transmission.overhead (7X messages). ASE is an average of
time synchronization errors that still remain after time
synchronization of all nodes in the network. Most time
synchronization protocols will try to improve ASE i.e.
reducing it. The second metric is the communication messages
created for time synchronization which causes an overhead. A
lot of transmission messages cause reduction in node life time.

D. Sources of average synchronization error

Sources of ASE in wireless sensor networks can be divided
into two. First source of error is the synchronization error (SE)
between a pair of nodes. S. Ganeriwal et al. [1] proposed
TPSN and proved that two factors towards the synchronization
error are the uncertainty in communication delay and the drift
between the local clocks of pair nodes, expressed as SU€ + p©
+ RYC + RD. Here S, RYC, PY“ and RD stand for the
uncertainty at sender, at receiver, in propagation time and the
relative drift between two nodes respectively. The second
source error is the accumulated synchronization error through
the synchronization procedure, typically increase with more
hop counts [2], [3].

E. Sensor nodes with abnormal or fault clock

A wireless sensor networks is typically made up of
numerous sensors which have different clock accuracies. Notes
abnormal clock behavior having high skew error are referred
as fault clock node (FCN). The high skew error in clock maybe
caused with due to hardware error or harsh environment such
as temperature, poor battery condition and shock at the time of
installation etc.

The hierarchical infrastructure is composed of parent nodes
and child nodes. When a child selects FCN to be its parent, we
refer this parent node as bad parent node (BPN). Any child
node synchronized with BPN is referred as inherited bad
parent node (IBPN). Additionally, any child node that inherit
from IBPN is also called IBPN.

F. Significance of being aware of BPN/IBPN
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Figure 1: Significant of Awareness and avoidance BPN/IBPN. (a) General case. (b) BPN/IBPN is cause to increase ASE, compared to
general case. (c) Aware and avoid BPN/IBPN can reduce ASE, eventually a new path may longer than old path.

First we will give two assumptions about FCN. (1) The FCN
or BPN is identified by itself (2) All clock nodes have been
drifting in the same direction and error was a deterministic
quantity. Let us explain why we should avoid BPN and IBPN.
Figure 1 shows a WSNs topology. Node R in this topology is
the root node. A, B, X, and Y try to synchronize time with R or
its own parent. Bidirectional arrows represent, message
exchanges for offset and propagation delay estimation.
Besides, Dashed line represents possible alternate
communication paths. We assign SE; as synchronization error
between node i and node j. TPSN [1] was able to synchronize a
pair of nodes to an average accuracy of 17 pus. The
synchronization error would accumulate as hop count along
the synchronization path increases in multi-hop wireless sensor
network. As in figure 1(a), if SEzy = 17 ps, then SEgy = (SEgy
+SExy) = (17 + 17) = 34 ps.

Approximate of ASE for this network is the summation of
all accumulated synchronization errors from every pair of
nodes divided by the total node synchronized in the network.
As shown in figure 1, ASE is (SEgst+ SEgpt+ SEgyt SEgy) / n-1;
when n = 5, figure 1 (a) show approximate ASE is 25.5 psec.
In figure 1 (b) node X was identified to be BPN and has
synchronization error with its parent = 60 ps. Although all
another nodes still have synchronization error at = 17 ps, the
ASE in this case was increased to 47 ps, because of BPN
synchronization errors and IBPN accumulated synchronization
errors. In the worst case, when all the child nodes synchronize
with BPN or IBPN, the approximate ASE would be very high.
In figure 1 (c), we show that if Y simply chooses B as parent
instead of X, the ASE will be reduced from 47 ps to 40.5 ps.

In this paper, we propose a new time synchronization
algorithm and protocol that can reduce ASE when FCN exists
in the network. Our method avoid BPN/IBPN by addition of a
light-weight best parent selection algorithm, without increasing
overhead to the system. Only a small retransmission overhead
is needed when collision or lost reply occur. The results from
simulation show that our proposed protocol has ASE lower
than several existing time-synchronization protocols.

The rest of this paper is organized as follows. Section 2
discusses the motivation and related research in this area. In

" section 3, we describe our contributions and explain the

proposed algorithm. Section 4 includes the performance
evaluation of the proposed method. Finally, we conclude this
paper and describe our future work in section 5.

II. RELATED WORKS

J. Elson et al. [5] propose Reference Broadcast
Synchronization (RBS). It is a ‘Receiver to Receiver’ model,
which synchronizes a group of receivers. Main idea is to
remove the uncertainty from sender side with explicit
broadcast manner synchronization error and to estimate the
clock drift of nodes with linear regression. S. Ganeriwal et al.
[1], [9] propose Timing-sync Protocol for Sensor Networks
(TPSN) which is ‘Sender to Receiver’ model. A pair of nodes
exchange time message for calculating its offset. TPSN proved
that its accuracy from time synchronization is half compared to
RBS [5], but it must do timestamp at MAC layer when sending
a message. H. Kim et al. [2] propose a Cluster-based
Hierarchical Time Synchronization protocol (CHTS) by
clustering the network to decrease the hop count along the
synchronization path. S. Hwang et al. [3] proposed a Reliable
Time Synchronization Protocol (RTSP) by maintaining and
updating information of candidate parent nodes. These two
papers propose methodologies to create hierarchical tree with
lower depth. Their experimental results show reduction of
average synchronization error when tree depth is reduced.

III. IDEA & PROPOSED ALGORITHM

A. Idea

We supposed that if the wireless sensor network have the
knowledge of FCN or BPN, the system can maintain BPN and
IBPN states along the network. Consequently, nodes can
choose its best parent from its candidate parent nodes for
constructing hierarchical tree. Eventually, if the system can not
completely avoid IBPN, selecting the IBPN at the lowest level



is still better. By maintaining the nodes’ states and trying to
avoid such bad nodes (BPN), large ASE caused by BPN or
IBPN can be reduced.

We propose a light-weight parent selection algorithm by
modifying the traditional TPSN level discovery and panic level
discovery processes. Our proposed algorithm almost neither
increases overhead nor has any negative effects to other
actions of traditional TPSN.

B. Algorithm

Our protocol and algorithm is similar to the TPSN. Every
node in the network, either good node or bad node (BPN and
IBPN) are required to be synchronized to the same clock
standard i.e. same root node. The modifications to the TPSN
are at the level discovery phase and at panic level discovery
phases. We extend the process of parent identification and a
parent selection for optimization in the hierarchical tree. We
summarize our methodology into 2 parts as follows.

B.1) BPN and IBPN identifications - In this paper, we use a
simple algorithm and assume a trust model. Each node verify
its high error clock’ skew compared with drift error since last
time it has synchronized (normally,
approximate 20 ms/hr. [4]). If the difference is over the
threshold (for example, threshold is set at 50 ms/hr., a value
much higher compared to the average), then this node will
update its state as a BPN, and then broadcast this information
to its neighbors when the network do level discovery. We
define this information as ‘bad_inherit_level’ (BIL). The BIL
information includes ‘own_level’ (L¥) information, which is
the level in the tree maintained at each node. The BIL will be
maintained corresponding to the BPN or IBPN state along the
path to the root. In case that a node cannot avoid BPN or IBPN
to be its parent, it can choose one that has lowest BIL value.
The child of BPN (or IBPN as well) will update its” BIL by
increasing its BIL value from parent’s BIL by one. A example
of how to update BIL and LV is shown in Figure 2 (a).

B.2) Light-weight best parent selection algorithm is a
decision algorithm that extended the TPSN’ level discovery
and panic level discovery phases. As in figure 2 (b), while Y is
waiting for broadcast of level discovery information from
upper level, Y will receive two level discovery messages, from
X and from B (then N_REPLY = 2). As a result of information
(BIL and LV) received from each parent candidates (X and B),
Y can determine which candidate is a BPN or IBPN. If BIL

LW(1)
BIL(D)

L¥(2)
BIL(D)

LI1)
BIL(0)

LV2)
BIL(0)

LN0) LV(I) LW2) LV(0) LVn) LW(3)
BIL(0)  BIL(1) BIL(2) BIL(0) BIL(1) BIL(0)
(@ (b)

Figure 2: Level discovery and maintenance. (a) X is BPN and Y is
IBPN. (b) Y avoid the BPN by select another candidate parent that
BIL is 0 (or lowest first). In this case, Y will select B instead of X.

clock has dnft -

For i=1 To N REPLY (number of parent candidate
received) Do
If NOT ((candidate(i].state = =
(candidate[i].state == IBPN))
If (candidate[i].level is lowest)
first_choice < candidate[i];
* This is a best candidate parent,
also do shortest path to roet node. ¥/
Else
second_choice € candidate(i];
/* This parent may do not shortest pmh to root node. */
Endlf
Else If (candidate[i].state is lowest inherit level)
third_choice € candidate[i];
/* This parent is a best of BPN or IBPN. */
Else
last_choice € candidate[i]; is last choice to be the
parent
* This parent is very bad parent, because its do
longest path to root and a huge of cumulative error. */
Endif
Endfor
/* Then set Parear 1D follow as priority choice
were found from previous conditions */
Parent ID € first_choice or second_choice or
third_choice or last_choice respectively;

BPN) OR

Figure 3: A light-weight select best parent algorithm (LiFTiS).

value equal or more than 1 received from the parent
candidates, then any child node can aware of BPN/IBPN and
avoid it. Therefore in this example, Y will choose B as its
parent node. Although in situations where BPN/IBPN cannot
be avoided, the shortest path to root node or lowest LV/BIL
value would still be a better choice. Finally every child node
will identify its parent node (Parent_ID) and construct the tree.
Figure 3 is the pseudo code for light-weight best parent
selection algorithm. ‘

IV. EVALUATIONS

In order to evaluate the performance of the proposed
method, we established a simulation model in the NESLsim
based on the PARSEC platform. PARSEC (PARallel
Simulation Environment for Complex systems) is a C-based
discrete event simulation language. It adopts the process
interaction approach to discrete event simulation [7]. In
NESLsim, a sensor network is modeled as a collection of
sensor nodes, a channel, and a supervising entity to create the
nodes [6]. NESL simulator was used in TPSN [9], [1] and
RTSP [3].

A. Metrics
In this paper, we use the average synchronization error (4SE)
and number of transmitted messages from all nodes to be the

performance metrics. We then evaluate the efficiency of the
proposed algorithm with the traditional TPSN (randomly
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select parent node) algorithm and fashion on lower depth (by
choosing candidate parent from lowest level) algorithm.

B. Parameters

Networks with 100 nodes are deployed in a uniform random
fashion where each node has 0-9 node neighbors. The setup
includes a CSMA MAC (no RTS/CTS/ACK and no radio layer
buffer). The bit error ratio is zero, i.e., every transmission is
either success or failure only by collision. The radio speed is
19.2kb/s, similar to the UC Berkeley MICA Motes. Every
packet has a fixed size of 128 bits. A root node is stationary at
the middle of network area. The granularity of the node clocks,
which is the minimum accuracy attainable, is 10 ps. The clock
model used in simulations has been derived from the
characteristics of the oscillators used in sensor nodes. The
frequency drift is varied randomly with time, normally within
the specified range at 20 ms/hr. (or 4 ps/s) [4], to model the
temporal variations with temperature. All sensor node clock
drifts independent of each other. There is an initial random
offset, uniformly distributed, at the boot up time. Each
synchronization period (round) is graph show more than 30
minutes. Every scenarios run 300 times and graph results show
99% confidence interval. All other parameters have the same

_ values as in the TPSN simulation [1], [9].

C. Results

Figure 4 shows how average synchronization error was
affected by BPN/IBPN. In TPSN parent node was selected
randomly. After adding various numbers of error nodes (BPN),
and their error rates into network, ASE was increased.

Figure 5 compares ASE of LiFTiS with traditional TPSN
and fashion on lower depth hierarchical tree. In this scenario
there are 4 BPN nodes that have 100-200 ms/hr drift time
error. LiFTiS has ASE lower than traditional TPSN and fashion
on lower depth algorithms by about 31%, 5% respectively.

Figure 6 shows number of overhead messages for
synchronization and level discovery processing. The result
shows that LiFTiS and fashion on lower depth use a small or
number of messages compared to the traditional TPSN by
approximate 4%. This is caused by the number of
retransmission after collision and panic level discovery which
occurs more often in LiFTiS and fashion on lower depth
compared to the traditional TPSN. By trying to choose best
parents in LiFTiS, some parents will have more number of
children. Then many child nodes will try to synchronize to the
parent node almost at the same time. This leads to collision
and requires level discovery process again. So some children
will try to find a new parent with panic request for rebuild a
new parent connection.

V. CONCLUSIONS AND FUTURE WORKS

In this paper, we proposed a time synchronization protocol
and algorithm which is aware of FCN and could avoid of bad
parent nodes and inherited bad parent nodes. It is based on
TPSN protocol. The proposed algorithm has lower average
synchronization error compared to the existing algorithms, at
the cost of very small increase in overhead messages. :

In the future, we will perform more simulations on various
scenarios. We also consider modifying our algorithm to work



even when parent do not identify itself as FCN, so that time
synchronization works even if it is under attack.
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