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ABSTRACT

Information security involves with creation and editing of abundance
documents. Manual working makes all delays and error prone. Although there are
many automated tools for finding vulnerabilities but still stuck in the interpretation
of results in the desired format.

This project aims to create a prototype system for security flaws report
documenting automatically. To use with other scanning tools then can customize

report format suitable for following operations.
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YauULIATeIlAsITY F8mIsuiunis Usrlenifiaininneldiu wardiuusznouvesySygn
inus

unil 2 XML (Extensive Markup Language) namafsauniusiuazmaufiinlélu
Tasau Useneulusae XML Parser uag XML DOM

wnil 3 misldaugiudeyasiin NoSQL ndnismumneuazaud1fyresnisi
weluladgudeyaidaenarsiifiveimeslnat (MongobB) mnlituniseenuuulisesiui
NIVINUVBITEUY

unit 4 nmwlusunaudislimou  namdsmniuivesniw waglausidlmiesln
(PyMongo) fildlunsesnuuuszuuniglulasesu

Uil 5 MIBBNUUVKATWAIN NANITININTINTBTEUY N1sBBnuuLg uTeYa uay
mssenuuvaILRnfeiug LY

unil 6 N1MARBILAYHANIIYIARBY NATIRULIUNSYIRGBY Festneulufedau
YoInsvnasdLardIuvedlUsLnTy

Uil 7 wwamamsiauide nanafivunazy Ygwguasiauazuuaniauily wun

NNNTARIUAD
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XML (Extensive Markup Language)

WNdiBuLEa (XML) 38 Extensible Markup Language tfunwiilddmiunisdou
Lena13u3NaN (Markup Document) lagfitanaisuningwiuiimslyumian (Metadata)
WeusnninfiuazUszinnvestayavesdrudny q vaaenarsuulalagdaiau nsiiy
wman Wlvluenansaunsaiillassaivesenanstanuiuuagvillinisusyanana

| ' o a v o ¢ A o
wnasiiululngiewazlisuiunsdesnduuywdinefinnuenms
v - 3 Y i ' - F3
i ldnalulad wondiduuea lunisimwnnsg e snTyIeYLLeRIN Land
= Y < 1% ' - - ¢« o s
Wuwea 1ummimnedunsuanildsutayainuaievisasuiames (ewin wndidy
W v ™ 5 o wa . & ¢ o o
woa Lilsitueyulusunsnyssgndviasyuuufuinisla uenaini enfiouueaduiunim
o - I - v = o G -4 o )
#iflanubangu isswngldanunsoisrimuauazain wniaal (W3e Tags) Timuneiy
- v xl ™ Bl @ a a -
lnaslanziinudsamsldsddassuazdianunsoiiads wnien M3e Tags) lalu
o ] ! R o )
mendslaglifinansenusslusunsufilioguaasing  wasendiduueamungdmiunis
- v ' [ - ar .
wanidouveyaszniang §1uteya (Database) WUU swaYULUA (Relational)  wazwuy

¢ 3 ) a o 4 [ [ Y) v
aausNd (Object) Auwonnatadudy 4 Aildldiierdestuenasinensdnge

Tagllpssuilddnymguiiisdesty endiduuea ludwaes
1) XML Parser
2) XML DOM



2.1 XML Parser
wisiwes (Parser) iuasAuszneuaswansiuag fnegsswinuenndinduuas Ind
iondiduusalasiiinguszasieteatuimuiananududeuvesnnudiiusues tondidu
uea
msirsan widiwed uas uonwdiady dufl 2 ne de
1) msl¥ Object-based interfaces

2) At Event-based interfaces

Object-based interface parser

wiiwed  afaunudegusulivesingegradaiau lapussy wiaiud (Element)
viamumaslu XML document

gauUIinA-wa Bumesina (Object-based interface) a1vvsidudumaiinaiiy
s3sumAInTigadmiuwormaety isriiunsanvenvewusuiaguiulilumizeriudii
asafiufiulwduu fan (Disk)

souLind-tua Bumesila  zdmiuwewndinduihauiuusudegudulilu
mhgaud Smniduewwdiaduiuliaulanneduiusvonendiduuea usnainidnly
Validating parser w2 unuriaguduliiorsasiinismauasyinignaes laull #is (OTD) 10

s dvﬂl
AITIN



TUsunsudl 1.1 @mednsldnvas XML Parser

<?xml version = "1.0"?>
<products>
<product>
<name>XML Editor</name>
<price>499.00</price>
</product>
<product>
<name>XML Book</name>
<price>199.00</price>
</product>
<product>
<name>XML Training</name>
<price>699.00</price>
</product>

</products>

- s ar
JUR 2.1 unursgusiuliivasing



Event-based interface parser
Buvi-iua dumeiing (Event-based interface) 1UusssuvIfvesnisiges uasinau
Fudounnni sauldnd-lua dunesiva dmduuenwdiadu waliuszansamainndn
wislges aiunudsguiilivesinglidauwi saudnd-wa Sumedina udazeu
Induazade Slauv (Event) Walee owawud, wevv3ad (Attributes) vie windg (Text) Tu
& unusa Blaun 5%3@?!"5"1&&?’114%’11 LOLAIUA @M1 (Element starts) , OLALIUA LOUA

(Element ends) , WM , Wind AouwuY (Text content), LouW@ (Entities) 4@

\usiu

4 o -
3UN 2.2 MINN9Uas Event-based interface parser

2.2 XML DOM

Tunszuaumsthdieya endiduuea wildvuly uenndiedy dueedl lendiduuea
wifiwes Wusinadlumsisieyannienansiendiduien uazuavndiadu Fudu ofile
(AP) wiianil Tneiaiile Adoutuannde ey (DOM) FiliElumsideyare

DOM gau1391n Document Object Model fimsusaenarsiondiduuea Tusnwue

vpalassasranulll (Tree) fidadnansauSinamizeanudivennien ualivedns luidoulan

anunsadeuledaeninun



TUsunsudi 1.2 dednsldnvas XML DOM

<?xml version="1.0" encoding="UTF-8"2>
<!-- This XML document describes a DVD library -->

<library>
<DVD id="1">

<title>Breakfast at Tiffany's</title>
<format>Movie</format>
<genre>Classic</genre>

</DVD>
<DVD id="2">

<title>Contact</title>
<format>Movie</format>
<genre>Science fiction</genre>

</DVD>
<DVD id="3">

<title>Little Britain</title>
<format>TV Series</format>
<genre>Comedy</genre>

</DVD>

</library>

Value in name-value
pair is a text object

3Uii 2.3 Tassadravasing DOM



Description thild Example Method Method Method

Classes nodeName() nodevalue() nodeType()

Node Abstraction of other| Nodelist
classes (Node
collection)
Document |Root node Elemant < populationInThousands> 9 (DOCUMENT _NODE)
collection
Element Element or tag Text <country > country 1 (ELEMENT _NODE)
Attr An attnibute name- [Text <country name="Germany”> {name Germany 2 (ATTRIBUTE_NODE)
value pair
Text Textual value in <country> population 24 milhon 3 (TEXT_NODE)
{elemnent or attribute <pop>24 mill</pop>
</country >

U 2.4 msiiudnalaseaneuas XML DOM

DOM Node

as

mquanlu #lewdy fe Tuua (Node) dlvumbuingialuluuwnuiegudulil wazing

[ |

vos ey dnlvgandunsduiearsn nua Fuluatuiiailédmsu Lo,
wavn3dod, oudin, Wind a2,
Tvun annsadinmuesuaRiashoduds sy

- nodeType fielénilimihiunulssanuas nua

- parentNode fiofUnAsatveding Tuun dge

- childNode Aps1umsues nua Alugnues Tuun dam

- firstChild #a Tun Musnitidugn

- lastChild 1Tu Tnun faavhefidugn

- previousSibling #ie ua #lsinuanann Tuun Jaqtu

- nextSibling #ie Tnug Aifinuain Tuua Hagii

v

2 aa ¢ o o
- attributes uswmsves uovmitan 7 Inua dagiuiley

L)

o

° Qs ' o o v -
I‘Huﬂ AMAURARAELUR aa@ﬂﬂqﬂwaﬂ']llﬂll'lﬂﬂ ANUNANU

s

P aa ¢ o o o an ¢ o o '
- nodeName A8 WaNNIUIN NIUIUDNDITDUBY I'WLW], LBaNNIVUIRN ULNBULNN

W @ d o
AU WN (tag) YDUDI LBLALNUA

'
Il "

- nodeValue Ty wenn307d Misveandsrfieglu Tvun auuidn nua

[ o - L3 ' - e & =i [ 3 ¢ v
Wu Trus Smaniing aneed wevmstod dasiduwing dae



Tusunsudi 1.3 #eeneldnvas XML DOM Node

<?xml version = "1.0"?2>
- <customers>
- <customer>
<name phone='631-445-2231"'>Zachary Smith</name>
- <address>
<street>1 Smith Street</street>
<town>Smithtown</town>
<state>NY</state>
<zip>11723</zip>
</address>
</customer>
+ <customer>
+ <customer>
- <customer>
<name phone='212-123-5566"'>James Bloggs</name>
- <address>
<street>25 James Street</street>
<town>Manhatton</town>
<state>NY</state>
<zip>11124</zip>
</address>
</customer>
</customers>
fiorary
|
1] oo ovD
id=1 hi=2 id=3
Y Y vy Y vy v
title || format || genre | | itk || format || genwe | | Gtk || fomat

sUi 2.5 Taseadausuraguduldl
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nsideugudayaviin NoSQL

Fruteyaviinlueadiuea (NoSQL) axiiguuuunaladmiunsinivuaznisisteya
Tagl§iBnsfiuandnanngrudoyaiBsdunius (Relational Database) FsuurAnluidasuas
puFeuglunseenuuy Msrgsrakazn1muANnsidutuilavanlunislden

Hagtunszuavesnslérumaluladilueafiueainislinuunivaisinniu T
annsowdanguuewnalulanisinuieyasenidu 8 Ussuavde

O Document Store
Graph
Key-Value Store
Hosted Services
Multi value Database
Object Database
Tabular

O 0O O 0O O 0 O

Tuple Store

' - w P ' Y 0 a -
uwsarwaluladasianuumuzanlunsldnunuanareiuly dmiuuesindd (MongoDB)
- - %3 « L3 as ar ' 4
Whlueafuealunszpanenrauiuviala (Document Store) fildsunissensuinduwiily

& a v & cedet sl
ﬂﬂﬂﬂ'll.l.luﬂaimiﬂﬂ'ﬂi‘lﬂ

3.1 weralunsldaulueafiouea
311 fldeuiiswouuniudesy

Tullaguudlénudumedidaiivualivuntudos q litwadunislieuduiaios
roufmeiniegunsnidears duvaluladvesgunsnidoarsifuiivarnuaisaniu way
annsolfanldieitu vananmsiansruuliannsesesiusinunsdildnuve
avgUnsal szuudadassaaiuiEmatoutoyauuulmife nduigianisionsnang wu
fauaiiules fauassuu ssdudleutoyarinszuy witaquudlduinig (User) Taonsasiu

€ o oy ' 9 v ' ' P
gunsalingiivainuane fdwialunisteudeya wavnisleuteyaidteniusnounin

4



Snvadaiithdedu q wu defiramaniadidy maveedigldnuinnidufiveny viedldnui
lsuAureussivminiy vsgTandumediindaiu gouassuuiafesginssuuiifidnldo
ndssmavievialanvidelal

Fafudauaszuudesiammaiaungutoya Tnglilsuaviilisesiutumadounld

nuvagliuinisviniu udsessasiumsiaiudeyaiinintuies 4 8nse

235

Billion illion Hours

= o A - &
JU# 3.1 Puvawldnuniviannaununniy

3 &
3.1.2  Ussamvasteyaiianuvannvans uazUiinadeyaifeinmsdaiiviiuinty
Tnfulsvaglinunivianniuses q gunsallunisithldnuiivainvaienn
a & & & v A-lu | € ' v
89tu 8nvisUsvinvvasteyanlavinusasgunsaiivannatgussam iy Teau jUuaw
= a o i i L - [ - o M v
deq 3dle dumisaniufl (Geo Location) wardu q waznsteudayawmearifamnsavinld
1 =t (3 (3 (3 (] o 4’ L2 v ;
Pamszmaluladvessriawriuazeendursiinaiauiminiu - awrsaldoulddieiu
AvmINTu uazsIATITY
- ) [y o w v € v o a .
fatunisiaiudeyanvaiaidiuiaingunsalaie 9 81998ABIINITIATIER
woANITNRElIUINT Mmsdaaiunismain msvirteyamdindulavesiiuinig Yeyagna

al ol 4 - o/ ' 1
duius wazdu 9 madszuvugudeyalduiug onverlimuneiudneuzanuuednedn
soly
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" o i
3.1.3  mawavunalulagfuaiaurinivssaninmavu
v ar ¢ a - - v vi 1
amsmvaamsidnud@ivnesuaeuly fAe Tdnuladietu sagnas ud
a ad -t s o ) ° a - v
Uszdvsamdty  Faludandrdglunisiufiaisuiveunaluladiugiuteyade
v v w o a 2 [ | at L L4 o
Mdeanmsdaiugudeyavunalvg viesesiusnadldamildduinnun msveneszuy
v & o o o wi o o - ar ¢ "
gutayaidusesfiawnsovitldieiu lasaansavilalasmsinenaieudinieiundeiu
panlU v3alFeniINsveeeanuuIsIv (Scale Out) hildmsveneszuuwvilouwsineu fe
& v | af fala a o - =
YeERBNLUIRY (Scale Up) uarmpaltiniaadiviiesniiusedntnmgs aaziidunuiumg
AIIMIVEIGUUULUITIVNIN
o & ol & a - ar
AtiuN1TVENETFUUTIDE VUL ILYRIUDARILEA  ABNTTTBITUNTUEIETEUULUY
= v o4 4 ac s = v oo ac Xy <l
WU Faegnsvanedeyaluiivieieadimneivale 9 A3es warlfiaTeadivinedmilun
- ' ; ) v v oo £t o ' . o
Suni1 (Commodity Server) Taglidududpsléi@iniiesMisnin Enterprise Server #iil

Pamumanalaigaiuies waen1suimsdinnisien

3.2 Ugynvesgrudoyaidedunug
msldnugudeyadeduiusitioinssesiumsiniudeyavurelvg  sziitgm

Geanmsuisteyaifiuiludau (Sharding) wazn13nszatemiauams (Distributed Cache)

wzusvdnidesiniiemstensszuuguteyavessdeyaideduiuslfannsasosiy

P & o o v g v v &
ﬁu"lm'ﬁﬂﬁdaﬂnqﬂﬂu Wﬁﬂiaﬂiu"i}"lu'}unqil‘ll'ﬂ'ﬁqquiguu‘lﬂnﬁlnﬂu

3.21  misuisdoyaiiuiludiudaeauies (Manual Sharding)
mM3utansgudiosya (Table) sanidudau 9 udnitnisnszngludaiviuvene q

ax o gy v Ve v - - v
@innes eliudarmsavesgiudoyalidaiudeyanuinmweniuly imseidoyaly

v =

wiagguteyaivmaneesiiuly sxilinsvihnuvesssuuguteyattlume uazlywin

| 3 |

vaAsllaseanszaetayasenluluusanidinies msezdansiuteya wu tin wily
au fvdayaiuany awspviH uwendlrduriesesli@iminefursindesinisisleyaus
azidivvesunuduioudsiiu  mnsaruitgauassuudsvivieaues  lildsyuu

Futayadansiv
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3.2.2  mMsn5EA1euiaeA1udn (Distributed Cache)
diespanistifsruusesfumadildauluiinuiinn - msssdiddeyadenings
udoyarugutoyalaonse vilinssesiunslinuteyaiinaudidty dafuseding
vuaiawes (Cache Layer) fusn Aeunutewidluguangudeyalasnss Weus
miwmusway (Cache) Aoy Mdunmssudeyasnmisearmdrszifunissiusin
wmiemush (Memory) Tasmss vilisasduuSmansdunldemildunnty
uitlymdemaiuanawesisesiulanizniseteyaviniu  lisesfunisifou
foyaldl drdpanissesiunsfeudeyauinnaann wazswdeyatiunamnn Sadudsd
gudeyadsduiusliaansasosivanludnums s1u-Tou (Wite-Read) Toyauunaiiun
Todnin uazUssmsdifyRomsvhuanawesvgsosdinauasne uadlti@inesueneanly
fnavn fowmgeaiite Tenshmsiisdeyafuidudutasmismmduay Wudsdign
sautulumeluladlueafausa Inssesiunisutsdoyaiududlnesaluid  (Auto-

Sharding) warnsilamulaauduatlusies (Integrated Caching)

2
3.3  auduUAvesgudayaluleafiuea
[v ol n
33.1 mviuilasugduuuraslaseai1emsng (Dynamic Schemas)
madaivteyanie 9 lugiudeyadsduiusavdesiinisainssuuuureslaseaing
' v & W v - v v & v a a 9w =
713519 (Schema) T1agdaiiutoyasrlivie Wasesnisdaiiulayaliududonuasy guuuy
203lAT9ET19M15MeEnas (Alter-Table) deuszdaiutayaguuuulvild
f ™ v & v - o ) w
wiludagiunsiniuteyalinnswasuulainasaiial  insigANueeIn1slunis
a L 1 - A’ o v & '
Jaiudoyarn q fivarnvatsungsiu msfmualaswaievesmsnguteyaluedisls
- ' o =l v = v v ' oy O
uuluiFediietn wiemsssauvdsulasiaiuguteyaves 4 lneniiveyasguailuiio
4 o » a - v ) aa W Y v
pinvisevilildiay FBnsfeervdewensenitumsdini Fuduisuilgmdinsmingu
» S a te & v - v < a
sruuguteyauwvulueafuealitndusodigyuuureslasaasiamisneannieda
wislideadisuuuuvadlassadmsneuiissdnfiudeya deyausavuad annsadaiule
ausien1s  nsiuwisananunsovinldlaglifigywiiussuu vilianansodaiudeyals

- v o o e v &
G\'HJVImaﬂﬂ'ﬁ“saﬁlﬁﬂﬂuuﬂﬂﬁmaﬂﬂnﬂ'ﬂﬂaﬂﬂqni'}ﬂﬁ']
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332 mswisdayaiuiludiulaedalud@ (Auto-Sharding)
a v - " - v P a i - w -
diedeyafivuinlng  wiedesmaiiulszdniamlunisen-lsutoyauunmun
[ < [ ] - o 1 w = € 1
msutsdeyaiiuiludluszuvlueafiueassinisnszaeveyalududinine s lag
onlul® douaszuulisnludeweudeulusunaulunsnszaedeyaounilougiuteyads

Fuwus

3.3.3 msdnutaya (Replication)
o w ] =t o el - ] . . A4 arf ¢ ot
msdnundeyasiniaiaamildlydidniaieamils  (Replication) Lilewdiniaeinily
= = - ot & o o o 9 | - - v = ar
ey antAI8dIn U YUNIN I TULNUNUN Iﬂﬂ‘ﬂau“a“fJaQLLﬂagLﬂiﬂ\TﬂﬂﬂJﬂau‘jaLVﬂJUUﬂ'LI
v & ° v wa o ' v - v | v
iy msdwndeyaiiunuaniiinevaueiiemslénuiidainisaudaiiedlanasaiiad

(High Availability)

3.3.4 msiaiaeauduwayludaies (Integrated Caching)
msdnfuteyaildnutesinlilumisausidises iuguandieuveslueafn
wea Mvammhoanuduelilusies lidiluieviuanaeigiudoyadsduiusdnsely

bilidndusiasguainmssuuiivenaenludnmndnsiig
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3.4 gudayauailndi (MongoDB)

‘ mongoDB

Uil 3.2 dydnualvesueslnid

grutayausslndd (MongoDB) fia Document-oriented Database w3ag1utayaLds

wnans Jadumaiudeyaludnwasiiuandrn@sduiug  wuAavdnvasguteyald

- - | Y < v v ¢

wnans  AsliiinsdaivdeyaasluludnvusiiduaiswsenaudisuainasAeau
- v ] -V o ar ' = |

(Row/Column) Bnsald wsigmanuiuumariidedinavaigetny (HUe99I1NRI5196 9

v =i

srgunuuvadlaniaimaeiiulidae daudeyaudazunivzdesiidnuiurefuniviony
o v ow ) e < - v oo oy ' ey
fawsideyalunedinila  avhififinny nainumifevglinsaniidnvausidudesinidy
o ar l.; ) ] 2 : v 1

Fuuan fedunisiivienalsuuuidsienarsestisundgmidlawsiglifizluuuves
Tnssadamsne tenansusazluaziisnuiuwennitan (Attribute) Adanlalagazindunielil

Y v o w Ay o e W et
wihiuile viilviannsafuieyandudeulda

3.4.1 AuauURvaNalndd
weslnatldatvayunndansuenaesiameiu Insavuseneuluae
1) finsdhsvaluynanis UTF - 8 uaz Non-UTF-8 sgaiuaue Bnvisdsananstiudin,
aeun wazisendeyaluunsvilaiiul
2) advayunisviuduuwaanesy lasannsainnuiuiuseuuujuanisiuland

(Windows), ynd (Linux), wilalawea (MacOS), uazleaisa (Solaris)

a & o
3.4.2 uu'aﬁﬂwug‘mﬂmuaﬂnﬂu
aaa a & d 3 = o v o v
1) wedlndtfiuuAnfiugiuGesguuuuredasiadimatudeiugdeyanduiay
v oW @ o v - v = w v ot 3 XY ° |
U ﬂ\luua'lll"l'iﬂﬂﬂza'i']ﬂuaﬂllﬁ']u%aganmqmﬂ %Qﬁq‘Uﬂal“laLlﬂﬁ'];]zﬂ']MU'}ﬂLﬂu

- A d \ - =l
wilputAvvaIUsEnYang ¢ Allurelndt
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o w [ - v o - o ) o w v ool
2) ﬁ']“'s‘Uﬁ']U'Uﬂ%la'ﬂuqm']ﬂ'm'ﬁﬂ“ﬂﬁ]zuﬂaﬂLﬂﬂ'ﬂu (Collection) ﬂm'lmﬂ PIATUII0

Wisuwsumealantumiioununisna (Table) Iatduiu

nj ¢
al nJ {

S ag  pame: "al”,

gr st age: 18,
} Bri status: "D”,

b groups: [ "politics”, "news” ]
b’
Collection

U 3.3 dnvnraoaantuvemasinid

s ar “; V¥ o as E J - L - ¥ « 4‘
3) dwiursaaatuesiuii i@ mSunuamisunifonfaiun (Document) Fea150
Wisuwisunuwnl (Row)

a ar =3 v g ¥ - L ' A o = s s ¢
4) dwsuneamuiuvivsenavlumeilan (Field) s19 Jeamunsaeouiisuiuredu

(Column)

{
name: “sue”, <«—— field: value
age: 26, <+— field: value
status: "A", <«—— field: value

groups: [ "news”, "sports”" ] <— field: value

o o a
JUN 3.4 dnwazAeadadivivewasndt

5) Budnd (index) lunasindiiidnuziguiieafiugiudoyaiBaduius
« ¢ P 9w = el Yy o » v
6) pfres (Cursor) fimnuddnunluneslndd inseldssdunudeyansdoans Tae
O oo o el oo v a - < « ver v o
wesaiisenmdeyasnuedlndll dildnduindowresives lnenlildfdeyasia q

Banin
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343 nsiamsdeya

nsdanisteyavenaslnddevysznauludmenisaniunisin q laud nasada
(Create), n13ufily (Update) uazmsaudaya  (Delete) Tnsluntsdndiumsivaniianunse
famsdeyaldiitesitavaeaidaduideavindu dmsunsdudunsuiluwavauteyaaninse

A o bl o ol b
svyoulelumsdniiumsiupeadadunuuinizald

Collection Document
: ;
db.users.insert( '
name: "sue”,
age: 26,

status: "A",
groups: [ "news”, "sports" ]

}
)
Collection
{ name: "al”, age: 18, ... }
Document { name: "lee”, age: 28, ... }
{ { name: "jan", age: 21, ... }
name: "sue”

4 { pame: "kai", age: 38, ...
age: 26, insert - { & )
status: "A", { name: "sam”, age: 18, ... }
groups: [ "news”, "sports"” ]

} { name: "mel”, age: 38, ... }
{ name: “ryan”, age: 31, ... }

= FRan PR
{ name: "sue”, age: 26, ... }

users

o ar ] a T L ar ar
Uil 3.5 Methnsiiuaeafuiniludinonidatu



m199d 3.1 asIsuiiisunistygjAdwriszuinaedduea (SQL) uazuaalndd
(MongoDB)
sUwuunsUygRdwivesaauea JUwuun1sURyeiRdwYivasueslndd
(sQL) (MongoDB)
database database
table collection
row document %39 BSON document
column field
index index
table joins embedded documents ua¥ linking
primary key primary key
wrewe Lunisssyanizunivdensdu | mnewn Inanidadesgnadiidu id field
wiedulwsu3dad (primary key) Tngdnludia
WHERE ' $match
GROUP BY Sgroup
HAVING Smatch
SELECT Sproject
ORDER BY $sort
LIMIT Slimit
SUM() Ssum
$sum

COUNT()
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3.4.4 @egnnsldnugluvulasaitdeyasznitaueafiauea (SQL) uazuasindd

(MongoDB)

d 1 -
A15190 3.2 Mmsadmssteyassnitaeafaueauazuadlnii

SQL

MongoDB

CREATE TABLE users (
id MEDIUMINT NOT NULL
AUTO_INCREMENT,
user_id Varchar(30),
age Number,
status char(1),

PRIMARY KEY (id)

db.users.insert( {
user_id: "abc123",
age: 55,

status: "A"

= a v ' a - e
A135199 3.3 ﬂ'ﬁlﬂuﬂal&ﬁ?z“']1§lﬁﬂﬂ7u9ﬂuﬂs&la‘ﬂﬂﬁu

SQL

MongoDB

INSERT INTO users(user _id,

age,
status)
VALUES ("bcd001",
as,
"A")

db.users.insert( {
user_id: "bcd001",
age: 45,
status: "A"

})

= v ' a -t
A13519% 3.4 msuﬁﬂwagaizmﬂamamuaauazuaq'[nﬁu

sQL MongoDB
SELECT * db.users.find(
FROM users { status: "A" }

WHERE status = "A"
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SQL

MongoDB

UPDATE users
SET status = "C"
WHERE age > 25

db.users.update(
{age: { Sgt: 251},
{ $set: { status: "C" } },

{ multi: true }

a1519# 3.6 nMsaudeyaszninseafusauazuasingi

SQL

MongoDB

DELETE FROM users
WHERE status = "D"

db.users.remove( { status: "D" } )
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aelusunsudelnmou

Timeudumwnsiuganmymil fileuannnsngegnadietulud 1989 Tas Guido
van Rossum #sgnivauntusnlnglsiBafintuunanviodu nanfeannsoiuniwilwey 16
uuszuv gling  (Unix), dynd  (Linux), ulaidieudn (Windows NT), Fulmad2000
(Windows 2000), ulaadiendfi (Windows XP) wisusiuaszuu wWitiead (FreeBSD) &n

(] A A’ al L3 = [} ol ol
sgrmilanwiidumwianuae Touwuwease (Open Source) niiausey Wlawi (PHP)

4.1 MANNTNILYEINTE Iwnau (Python)
P v oo v o [ v o e
dias dsulantusnaulasiasvedusunsunwlainiy waznisezlilanands
- i [ [ al W v v o a - v o o 1)
watinauldnazdeadifuusnwuidanisulalanmids elmitausiuisidenis

Tnsanvazvesiuwdanmuiuuuals 2 Yszimlng ¢ Ae

4.1.1 eaulwaasd (Compiler)

Wuduwlanwidmduned (0), Iwdanda (C++), Unama (Pascal) msvinuife
JraTRERUANRIMaInTelAnfIdausfuIuauney  wiadendimsaeulng d1Lid
fefRinmaaivgimsualfnmddvidulndumana obj (object file) :niuiviinisulas
Twd .obj Widuluun3lung exe wavhesiely fhedunsinuvesredlmassniwd

Ui 4.1

JU# 4.1 nsuvanundmunam C, C++, Pascal



4.1.2 Bumainiaa3 (Interperter)
wyhauduussviaseaussvia e enuldadwiussianiaudlnviraulinasenun

s =
LAy PHFUN 4.2

#Vusr/bin/px;chgn'
Print”Pythen‘Hello,

o

3Ui 4.2 msFunliflsdduanlausd (Library) wieluga (Module) wasmunlvmou

nngumetslunsaififimaFentdlaidunnlausd (Library) vieluga (Module)
veanwilou Suwedineivssmwilmey  AezluinisSenitedtumaniuliinm
LdITnanInanIsiIuesnun ludrureszansammsiinutudiudaniwuuy
poslwmaiasvhaulfiiiniwinanwuaadumeindined mselAnddignaeninduas
swlassutanwuuueetlneeiiudldiuing exe sonun niufidudunounis

YMNUBLNUALY

4.2 ANMUEINNTITRINTE WU

Tuﬂﬂqﬁummmﬂumiﬁ’mm u uenwaiadu (Web Application) fiunnuisvane
AW DN e iisa (Perl), MeaR (PHP), 9191 (JAVA), owoai (ASP), Wduaa (Tcl),
Twnau (Python) usu dwsuaiwlwveu duirdilmilussnswaunlusunsuvuiv us
udeivarsusznisvesnwilwey vilildReslduniudes q Fameagudedvesnim

vV as 4’
Twneulsnail
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1)

2)

3)

4)

5)

9)

dwsensisoul  lesawlwneu  dlassainvesniwlidudou hladne
Falassaianwilieu azadretunwdinn insznwilwney  adduunlagld
i TR uAsnwd egudrannsoldauniwilmeuldlisn uenanilag
fnwueadiaubangugeinlinisianisiuaududeaiuuazifinglng (Text
File) loiluntned

LifouduAlddela q fedu  imsrzdaudsntwlumeu agnieliavand
Auouy (GNU)

Tildvarsunanwedu luthawsnawinveu gneenwuuldnuiusyuugiindegiae

u

wilutlaguuldinmafmudulan ey Wannsaldiussuuufoanisdu
1MLt Aynd (Linux), Fulmd95/98/eud (Windows 95/98/ME), Julmdioui
(Windows NT), 7ulaad2000 (Windows 2000), I'a:,aa\g (05/2)

awilwnau graisiulasldnusasnerduivesaeiing q Wunlifedu ey
MWE, Fwdawda, 917, Liida

amwlwneu Wunwssan @innes-lud ansud (Server side Script) Aans
vinnuvesnwilwvay asvihusuils @vines (Server) udidswadwsnduind
lpateust (Client) vilifiaaaendegs

Teavidsuselmou aansoiluiuuuszvuufianislavainvane
avuayuvalulad ooy (COM) vaslulasgaiaiulanid (Microsoft Windows)
lwvousiuninsgIunsdumesiva Tkinter  Faaduayuuuszuu tnd-iuland
(X windows), lLulaswandiulaad (Ms-windows) uay uumduneY (Macintosh)
nslddnds Thinter APl dasliflusunsuueslidoudluldmilodrlufuuy
sTUUUFRNIEY 4

a « " . - < a v 21
u launfialndUs (Dynamic typing) fie anunsadsuvtinteyaliieuavazain

10) &1 921-9u oouldng Ind (Built-in Object Types) A® Iﬂsqa%’wumimgaﬁmmm

Wlalulnmeu Usenaume das, Antuuis, anse Rdemnenisidausasiiuse@nsan

GA
v

11) fiiaseadionn q winue Wy nsUszananaingliad n1sdedeya nmadeusoansa

d o
n13nTvaaUtaulvveIteAIL NISUNUAT Wudy

12) fiuegadmiudanis isnani-lendinsadu (Regular Expression)

= o v & W o @ Voo a
13) fineganasnnuaninwannatvaywnnune laud Flaweu (COM), Buud (Image)

, @lee1501@ (CORBA), 198150 (ORBs) way lendiduwoa (XML) (Husu
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18) Fan1smizeausietednlud@ annsadanisiuiimizeainusiilideilesl
ynaulsiogneiivseansnw

15) sygeliitlayadavasinmey wilineluldnnwnd vide Indanda 16

16) oy nlilysunsuweiade laundia ded 1ausns (Dynamic Link Library) w38 fiuea
wea (DLL) Wisldsamiulwveu

17) fuegaauayuiiafuiinidse TWsiea 1530 1sgani-tendinsady, endiduuea,
iR gawwes Buwmedina (GUN) wazdu 9

18) Usznaudiuegadmivaing Bumeiiuaanud (ntemet  Script)  uavAndeny
sumesifindu Fanifin (Sockets), wazvimindiBu #Fleaniud (Gl Script)
nasnuldnudds Wit (FTP), Tna$ (Gophen), enfiduien uazdu q 8nann

19) @unsoUsrnakan A uIngIrans wazisnsueanslaognaiivse@nsnm

20) fiafduaiuayugridoya 1wy wneweafnea (MySQL), lewa (Sybase), saTuAa
(Oracle), Buwesiing (informix), Tofdd (ODBC) wardu q

21) filausFadvayusiiunisasiumwnsmiin 1wy viaawuae viennda  wiellou
Foauuun I aaenauduiinindluguwuudng q ldegnasminuaziivsyansnw

22) filavssaivayusiulygivivg

23) iflavsidmiuatrnenans POF Taelisiasiiasa Acrobat Writer

28) flausiidmiuaine Foaavidunay (Shockwaves Flash)  Taghisesdngs anlns
Aifuunay (Macromedia Flash)

25) WWaun uiwesia (Web Service) Ingfintwilwnou annsainfmunivigesia
sdlduimsnisaaiuleddiioguiienin dlesew (Content Management
Framework) fate fiemen  iilfedssnnwanidomdninudaslnmeu e

Plone
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ar 7S
4.3 lugadmiun1saamsgruteya
nlﬂl W a i - o a ai
mwlweuiluganiiniuannsalunsianisfugruteyaldaenats dwmiulugai
v o v o o LW
fimhngualdgudeyaiifitodnlnuesln (PyMongo) lasiiauanunsalunisinnusiuiu

Wosuunidu (BSON) vosnwinneou

Tsunsu 4.1 Weddunsideusiegrudeyadriumsianuresszuy

from pymongo import MongoClient
client = MongoClient ()
client MongoClient ('localhost', 27017)

Tsunsu 4.2 Weidunmidenseiugiuteya

db = client.test database

TUsunsu 4.3 Hadtunisifeudanunealdadu

collection = db.test collection

Tusunsu 4.4 Waddunisi¥audsuazaiiefanAaeiuni

import datetime

post = {"author": "Mike",
"text": "My first blog post!",
"tags": ["mongodb", "python", "pymongo"],

"date": datetime.datetime.utcnow() }
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N1599NLUULATINU

5.1 AMWIUYBITEUY
Tassuildldnszuaunisnisuseananasiuduienatsseaiu Tasnrsind
iwnanssenuildnniaiesiefumynseunevesiyuy nirnniulusunsuagyimaiiue
swandearins q Tugudeyaifiesesiunisidendiing 9 lunsthluldou Taedldau
annsadendeulvrssguuuursaenasieny MntuszuLIzhnsesnienas sl

asauAuRBINTIYeNlfnu Inenmsinuvssssuuszuusesnidu 4 Juneudail

1) madnenarsrenuaingldem
Wumaindenasisnunneissdlefumaeseuresssuuiilviinuesnesnuiu
Nessus winfu Tasidleglduhmadudrienaisnenu ssuuagimstihdoyadi 9 910
wnansseeuluiiulivugudeys
2) msfusideulvlunsdndeaiovnvesenasinenu
WHumssusdeultlumsdasadonvesenassnenuanglinu Tnsuseendu
- Result summary
- Vulnerability by host
- Compare with previous report
3) msUssnanadayalngruteya
szuvanieyatieoulvaudasnsangliimuuustnanaiuiudeyavuguteya
Wiathdeyas q Aessfuleuludtessnienanssenu
4) mIdewantenad1TIENIY
\Humsdseenienansseauinafumudeintsvesldon Tnefisuuuudail
- .DOC Wugyuuuienasveslusunsu Microsoft Word

- PDF Lﬂug'LJLtUULanmi'Uﬁﬂ Portable Document Format
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5.2 nseenuuuguteya (Database Design)
suuldiinsldnugudeyalaenans Tnsavinsifiuaeing 4 anenanssneui

v < v ' P v v v
ldnniasesiieAumyageunaivetislunsaiiienarssenunumudensvesgldnu

ip:161.246.4.3
port : 53
svc_name : "dns”
protocol : “udp’
severity : 2
pluginiD : 10539
pluginName : “DN5 Server Recursive Query Cache Poisoning Weakness”
pluginFamily : “DN5*
BID: 136 678
CVE : "CVE-1999-0024"
cvss base score : 5.0
cvss temporal score : 4.3
cvss temporal vector : CVSSZ#E:U/RL-UMCC
cvss vector : CVSSZHAVIN/AC:L/AEN/ACNAR/AN
description : *It is possible to query the remote name server for third party names.”
exploit canvas item :
exploit framework core :
exploit framework metasploit :
patch publication date_item -
risk factor item : *Medum®
see also : *hittp://www.nessus,org/ulcadei2da®
solution : “Restrict recursive querles to the hosts that should use this nameserver
{such as those of the LAN connected to it).”
synopsis : “The remote name server allows recursive queries to be performed by the host running nessusd.”
vulnerability publication date : 1997/08/01
XREF : *OSVDB:438 CERT-CC:CA-1997-22"

plugin_output_item" :

Ui 5.2 grudoyaBusnasiilémeluszuy



5.3 mseanuuududndanully (User Interface)

Tumsesnuwuuddnseiugld ladenn1sirausauiu Command Prompt Wens
vhenlaedalud@ nsfuteyadigssuuasniumdsilasuinangléaulasns Taoide
sﬂﬁqwuﬁﬂnWSLUﬂIUiLLnﬁuaxLLaﬂqﬁaanﬁiﬁuﬁﬁwﬁa Project.py %38 Project.py -h agla
wihsslusunsuiiinsuendessasdenisnisléau uar daudendraqlunisldem Téud

-h 38 —help Wunmsuanamthansii@ennsvinnunieudiesuie

i e —input musedelWduiuana Nessus szunisszydelrdiveinnaina
U

-s W3 —summary {Jun15EaNIULUUYBITIBULUY Results summary

-b ¥39 —-by_host L\"Jum'sLﬁangmwwammwmmu Vulnerability by host

- %38 —-compare uMFBNFULUUYBITIBUULY Compare Tngazdosszyie
IWdumana Nessus HvzthuniFeudisuiusummld

-d ve —doc Humsdenlispauiiadrsiusanidulyiduana .0OC

-p wio —pdf \umsidenlirenuiiaieiusenidulwdumeana POF

-0 ¥i8 —output MuFeelvdTsauiiFensazaiie iunssrudelwdseau

'dl v v
UL ERGRE

¢ to Generate Report

BUef ine output’s €

\Project >

d i L ﬂll
Ui 5.3 wihdnsuansmdeildlulusunsy
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Tawannsowdsdeulomsinseadomesonarsseeulass
1) Result summary
Wudeulvlunmsindsailomusnenasssau Insuanmadnsnmunvesssuud
YINN3ATI9a0U
2) Vulnerability by host
Hudeulslunisindsailemvenenarsseau lnsuaniseandoasie q Taoides
AU RIVBITLULTIVINNSATIA0U
3) Compare with previous report

WureulvnisiSeuiivuienanssieanu lagaginn1silSauiisuendnssgnuuay

Wnsuanseasideavamsiudsullasglanaiseau

wnidenieulusuiivy edessrydelnduinana Nessus fvvthundivuiiouiuduwn

Wd Tnwsgyndnnwisdines —

A

ct.py [options] [type of result] [type of reportl loutput Filena

help This message
1t Specify input Ne ws Le o Generate Report

Y
Fy

¥

Type of report
fype of report

y output’

»_Scan.nes

o » [T ] 7 -l ¢ - o . =
JUT 5.4 wihdsuaaenislddelng mndendeuluimsisSeuiiou

nsidenieulvvesguuuuranenatsTe lnsuuweeoniduy
- .DOC Tnsiluguuuuienansvaslusunsy Microsoft Word

- PDOF lnedugunuuienansuila Portable Document Format

31



a o v & P - dy v v X |
Lu@VI']ﬂ']'ﬁa'i'NL'ﬂﬂaTﬁ'ﬁ’]UQ']u{ﬁ%ﬁ]ﬂu q]ﬂﬂlﬂ']'iLLﬂﬂQ‘Ua'UE)\?L@ﬂﬁ"ﬁﬂlﬂﬂi'iﬂ?lu ‘[UE"J‘U‘TJFJQ

file target : ﬁ'\‘ljﬂﬁ 5.5

result] [type of report] [output File

This message
} input Nessus file to Generate Reponrt
I ype
ult Results summary
Inerability by host
» conpare with input file
Type of report:
P

t .doc
pdf 3 f report . pdf
Def ine output’s | ename :
L4 output Specify output’ f ilenane

C:NProject?>

= L = 3 o o &
JUN 5.5 widnuansdalndionarsivinanisadnetiuun
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\unsuansianisagunenisyesounemolussuulaeGesmusyfuamnundsses
wiazimsesdaduneazBonveenaseaunoumh
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Lfluﬂ*ﬁu,amﬁaqﬂa'a'uuaﬁmswwuuaxv‘i'\msm'%amﬁﬂqudauuaﬁ"'u'swdw
BN 2 At
6) NMNHUIN
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1) .0OC Taswduguuvuienarsveslusunsy Microsoft Word
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54.1 wnaseaulugluuuvasing .DOC

Ve

Vulnerability Scanning Report

Result Summary Version

G dby A ic Valoerability Report Cenerator
Nessus file : test_moltipessus

Scauped date: 02 Jasuary 2014
Generated date: 27 Febroary 2014

Uil 5.6 wihnienaseau
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Overview
Detail of system

l
B

IS Tan 02 Ig 3 3‘5 ~uli4
ame enGRYy-
P 161246548
MAT Address | 00:[add S4:a9:ef
K KicrosoRt Windows | Prolessional

Thu Jaa U2 15 !!3“ ﬁH

£
165246335
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Summary Issues of Current

Report

E m o2 P
Remote Code E ion (2671387) dentialed check)
18305 | Mierosoit Windows Ramots Dasktop Frotocol Server Man-n- ednm
the-Middle Weaknass
TTE50 Terminal Sarvices Encryption Level is Medwm of Low Medium
38453 Terminal Services DoesEt Usa Ne 'k Level Auth Wedium
(NLA)
TT381 | SOL Seli-Signed Centificate TMedium
S1192 Certificate Cannot Be Trusted Medtum
— 357608 | SAID Signing Duabled Madfum
J0I1% Terminal Services ECncryption Level 13 mot Low
Compliant
[ 53 2} BSL FCH Cipher Suftes Supported Tow

o

3 () olution
Famots Code Execution (2509553) (ramote check)

‘_S':'Wl_m;amgbulﬂod
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Summary Issues of Previous Report

3 m ote jow
Ramote Code Execution {2671387) (uncredentialed check)

133405 Microsoft Windows Remote Daskiop Protoco] Server Man-n- Sledium
the-Middle Weakness

37890 “Terminal Services Encryphion Lavel s Medium of Low WMedium

35453 Terminal Services Dossnt Use Network Level Authentication Medium
(LA)

TT3SI | SSL Seli-Sigoed Certinicaie Wedum

STISY | SSL Certficate Cannot Be Trusted Medium

[ 57808 | SAIB Signing Disabled — Msdhum

U218 Termizal Sesvices Encrypuion Level 5 not FIPS-140 Low
Compliant

(3174 ST RCA Cipher Suilas Supported Low

d ) '
JUN 5.9 M‘i'na'ithnaauuaﬂm'szuu'uaqmnaﬁﬂmmnauﬂﬁﬁ
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Vulnerabilities Comparison

Current scan : test_multi_After_scannessus
Scanned date : 23 February 2014

Pravious scan - test_multinessus

Scanned date - 02 January 2014

in DNS Resolution
Could Allow Remote
Code Execution
2309353) (semote
check)

F bf 255

METIGI0:
Vulnerabilities in
Remote Deskiop Could
Allow Remots Code
Execution {2671387)
{aner: is chack)

| SIB Signing Disabled |

4 43411

161,246,546

TET 46336 |

ILIPLIRR ]
161.246.5.39
161.246.5.11

181.086.5.6
161.246.5.46
161.246.5.11

Wrong Hostname

2 Ti813

PAPS.Sx<3.3.7

OpenSSL
openssl_x309_parse()
Memory Cosruption

Meadium

B1LI38358

T161.236.5.

[3 11213

BTTP TRACE Y
TRACK Mothods
Allowed

4 31192

Be Trusted

SSLSeHSimed |
Certificate

Nedium

[ Nlicrosoft Windows
Ramots Desktop

Medium

Protocel Secver Man-in-

TR 536 |

161.24658

161.246.5.46

161 246 5.46

e T

S e e o e o e o

- - »
zﬂﬂ 5.10 a'm~1uﬁnanﬂsttﬁuumuuqﬁaauua'uaﬁzuu

-

-
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Appendix
Details of Vulnerabilities Scanning Result

| Risk Level Tritical
Synopsis Arbiary code can De execuled on tha remote Bost through the maialled |
Windows DNS client.

Dascription | A Tlaw i the way he (nstalled Windows DS client processes Link- local
Multicast Name Rasolution (LLMNR) gueries can be exploited to execute
arbitrary code in the comtext of the NetworkService account. Note that
Windows XP and 2003 do not support LLMNE and successful sxploitation on
those platforms requires local access andthe ability to run a special application.
On Windows Vista, 2008, 7, and 2008 R2, however, the issus can be exploited
remotely,

Solution Microsoft has ralaazed & 581 of paiches for Windows XF, J003, Vista, 2008, 7, |
and 2008 R2.

Also Bitp: achnet miceo3ottcomn en-us security bullatams | 1-030

| List of Hosts | 161.235.5.11 (udp/3355)

Risk Factor] CVE : CVE-J0IT-0657
(Reference) | BID : BID-47242
Other Refarances : OSVDB:71780 IAVA:2011-A-0039 MSFT:MS11.030
I CVSS Score | TRLE N By C
CVSS Temposal Score : 7.8 CVSS2¥E-POCRL-OFRCC

[ Explolt With | Core trug plok (trae

Velsersbiiy | J0TT04TY

gﬂ*‘v"l 5.11 7ANUIN

i faad
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54.2 wnasmenulugduuuvasivg PDF

Vulnerability Scanning Report

Result Summary Version

Generated by Antomatic Vulnerability Report Generator
Nessus file © wes_muttiscon

Scanned date : 02 Jususry 2014

Generated date © 27 February 2014

<
UM 5.12 wihuniendnsineau
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Overview
Detail of system

Senn inforarstion

Start time

Tha Jan 02 19:05:49 2014

Fnd tme That Jan 62 19:12:40 204

Host Laformation

NS Naoae

ZonGRy-PC

L4 161.246.5.46

MAC Address | 00 tacddS 49 0f

08 Microsoft Windows 7 Professions!

Critieal High

Medinm

Total

L] i

47

168,248,839

Sran Information

Start v

Thar fan 02 19.05:49 2014

End tizne Thu fun 612 19:12:41 2014

Himt Information

DNS Naric

inag)9.ce kutitlae.th

w 16] 246 839

MAL Address | bac6fiS(8329

Of Microsoft Windows 7 Professiomd

Rewilts Summary

Criticat High

Medinm

Sean nformation

Stat e

That Jan 07 190549 3014

End e Thu Jan 02 19:22-22 2014

Howt 1nfarmation

DINS Name l eagl 1 ce kmitlac

e

e

i
31]?1 5.13 AIWIINVBITEUY
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Summary Issues of Current Report

58435 M3I2-0620: Vulnerabilities in Ronote Deskiop Could Allow Remote Code High
Execution (2671387) (encredentialed chock)

18408 Miciosoft Windows Remote Deslitop Protocol Scever Mun-io-the-Middle Mediuns
Weakness

57650 Terminal Scrvices Encryption Level is Medium or Low Modumn

8453 Terminal Servives Docxn’t Lise Network Level Authentication (NLA) Medrum

7582 SSL Self-Signad Cortificate Modwmm

S92 SSL Conificate Cannot e Trasted Mediurm

ST60R SME Signing Dibled Modum

Jo2ix Termnal Services Encryption Level i not FIPS- 148 Comphiars Low

65821 881 RC4 Cipher Suites Supported Low

Plugia ID Detaily Risk Eovel
23514 MS1I-030: Valncrability in DNS Resolution Could Allow Reowite Code Critreal
Exveution (2509553) fremote chock)
§7608 SMB Signing Disabled Mo

Plagin 1D Details Risk Lavel
10839 DNS Scrver Recursive Query Cache Passoming, Weakncss Maodium
12217 DNS Server Cache Savopng Remote lnfi Disch ‘Moin
35450 DN Server Spooted Request Amplification DDoS Medis

Current Report : test,_multi.nessus

ST

s

= ' s
v 5.14 m'maitquﬂaauua'ums:uwaawnmsswmuf]a JUU
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SR415 MS12-020, Vulscrabslihes m Remote Dovbiop Could Allow Remote Code igh *
Execution (2671 387} (ancredentisled check)

(L0 Microsoft Windows Remote Deskiop Prosocod Server Man-in-tho-Mddie Medom
Weakness

S76%0 Torminal Scrvices Encryption Levei n Medum or Low Medusra

S8483 Termmaal Scrvices Decsn't Use Network Lovel Asthentication (NLA) Meddium

5T582 SS1. Seif-Signed Cortificaie Modnan

192 SSL Cernficate Caonot Be Trasted Modum

STelR SMB Sigring Disabled Muodamm

218 Torminal Scrvices Encryption Level is oot FIPS-140 Compliamt Low
65421 S3L RCA Cipher Suites Sapporied Low

a i '
JU 5.15 M1319a7UAS0ULEYDITEUUYBUBNETTTIBUNBUNIN

5 Plagin 11 Details Hisk Level

53434 MS11-030; Vulnerabifity in DNS Resolution Could Allow Remote Code Critical
Execunion (2508553) (remesc chek)

ST608 SMB Signing Disablod Medium

1

i Flugis ID Detaths Risk Level
10539 DINS Server Roxursive Query Cache Poisoning Weaknoss Meodiam

‘é 127 DINS Server Cache Snooping Rewote Drscl Madian

4 35459 ONS Scrver Spoofed Regoost fu Didos Mediom

4

|

i

i Previous Report : fest_nmitinessus

|

3

1

i

1

§

— G T A AT e I S S
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.

Vulnerabilities Comparison

Curreat Scan 1 test_malti_After_scan.sessay
Scanned date : 23 February 2014

Previows Scan : test_maltiacssus
Scanned date : 02 January 2014

Namber Nesses Finding {wuc Risk Previous Scan Curremt Scan
Plugis D Level
1 33514 MSH-030: Voinerabilaty in Critical 161.246.5.11 161.246.5.46
DNS Resoluton Could Allow
Remote Code Execation
{2509553 {remote check)
2 Ss43s MS 124020 Volnersbilitics in High 161.246.5.46 161 246546
Ramote Desktop Could Allow
Remote Code Execution
{2671387) {uncredentnied
eheck)
3 57608 SMB Signing Disabled Mednan 161.246.5.46 161.246.5.6
161,246,839 161.246.5 46
161.2465.1) 161246501
4 45411 S3L Comificate with Wrong Mediom 161 24656
Hontranme
TFI4Z8 PHPS Sx Mediom 161.246 5.0
L] s HTTE TRACE [ TRACK Medam 161.246.5.6
Methods Allowed
7 s SSL Cortifiente Cannot Be Medim 161.246.5.46 161.246.5.6
Troued 161.246.5.46
& 57582 SSL. Seli-Signed Cenificate: Medmm 161,246,546 161.246.5.6
IBI.H_I;M
9 15405 Microsofl Windows Remute Mednan 161,246,546 161246 5,46
Deskiop Protocol Scrver
Weaknes
1o AT050 Tenninal Services Medium 161.246.5.46 161.236.5.46
Level is Modiam of Low
1] 38453 Temunal Services Docsat Mediwm 165,246 5.46 161.246.5.46
Use Network Level
 Authentication (NLA)
12 2 DNS Server Cache Snooping | Medium 161 24643 161.2464.1
S 3
Drsghonare
i3 19539 DNS Server Recursive Query | Medium 124643 18124643
Cache Porsomng W eakncw

= I '
35U 5.16 MTUAAINTTITBUTIBUAEDULDVBITZUY




Appendix
Details of Vulnerabilities Scanning Result

Plegis ID 12217

Risk Level Medmrn

Sy sopun. The remote DNS server i vulserable 1o cache snooping attacks.

Description The remote DNS server responds 90 quenes for third-party domaims thal do not have the recursion bit sat. Ths
may silow a remote attacker to determine which domains have recently been rewolved via this name server, and
tharefore which hosts bave boon rocently visied. For imtance, of an sttacker win umtovesicd ia whether your
compary stifizcs the online sarvices of a particular financial institution, they would be able o wse this sttnck 10
build a statestical model reganding company nsage of that Snancial instituton. OF coune, the atisck can abso be
wed 10 find H28 parmers, web-sarfing pstioms, cxternal mail serven, snd morz. Note: If this is an mtcraal DNS
sctver mt sccessable 10 outside actworks, attacks would be lennted 10 the mternal nerwork. This may include
ctnpliryces, consditanty and potcraiaily uscrs oo a guest nctwork of WiF1 cosncction i supponed.

Seatution Contact the vendor of the DNS software for » fix.

See Abso bt oontentidownloadupdifim_cache_wooping. pdf

List of Hosts 161.246.4.3 (udp/33)

Risk Factor CYE:

o
Other Referonees ©

CVES Seore CVSS Base Score 1 $.0 CVSS20AVNACLASNC MENAN
CVES Temporsl Score &

Exploit With

Vulnerability

Publication Date

Piagia 19559

Rink Level Modium

Symopuis The remote name server allows recursive guencs o be performed by the host rusming newusd.

Dereription it is posssbic to query the remnotc same scrver for third party names. if ths is yosr mirmeal RasseseTves. then the

sttack vecior may be lianied 0 employees or pucst acoess if aflowed. If you are probing 3 romote asmcscrver, then
A allows aayont 10 use 1t iesolve thind party names (such w www nesuscorg). This allows stacken w perform.
cache ponsomag stacks against this nameoserver. 11 the bast allows these recursive quenies via UDP, then the bowt
can be used W ounce’ Dental of Serviee aftacks agains! anothes network of system.

T - - R e wal s o

;sm‘ri 5.17 mMAnuIN

T
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6.1 NSNAABISIUNY Nmap

6.1.1 msvaaseniseentanalsiaenisidau Nmap

www.ce kmitl.acth faemsldAds “nomap -A -oX scanme.xml www.ce.kmitlac.th”
Favanetanisnsivaauiuled www.ce.kmitlacth Tasliiinisnsivasunesturessuu

UfuAnisvesszuu uazliviinasdeeanienarsinearulugduvuvesind XmL

-
98 scanme.xml

root@t:-#|nmap -A -oX scanme.xml www.ce.kmitl.ac.th

root@bt: ~

Host is up (6.0058s latency).

rDNS record for 161.246.4.119: jewelerl9.ce.kmitl.ac.th

Not shown: 996 filtered ports

PORT

lwarnlng 0SScan results may be unreliable because we could not find at least 1 o0 v

f86/tcp open http
y8 with Suhosin-Patch)
| http-title: Department of Computer Engineering , |
| _http-methods: No Allow or Public header in BFI'IDNS response {status code 280)
111/tcp open rpcbind (rpcbind V2) 2 {(rpc #100608)

| rpcinfo:

program version
166600 2
106008 2
186024 1
100824 1

STATE SERVICE
21/tcp open ftp
22/tcp open ssh

port/proto
111/tcp
111/udp
47426/udp
49728/tcp

Starting Nmap 6.61 ( http://nmap.org )} at 2613-08-29 00:09 ICT
Nmap scan report for www.ce.kmitl.ac.th {161.246.4.119)

VERSION

ProfFTPD 1.3.1

OpenSSH 5.1pl Debian 5 (protocol 2.8)
| ssh-hostkey: 1024 9a3:68:d6:46:2d:76:5¢:af:01:40:7:39:bb:44:3b:f8 (DSA)
| 2048 8f:13:7b:90:d7:43:90:5f:fb:66:a7:3b:fe:7c:d2:15 (RSA) ]
Apache httpd 2.2.9 ((Debian) PHP/5.2.6- 1+lenn

service
rpcbind
rpcbind
status
status

Faculty of Engineering ,...

a v v o v a ¢ o ¢
Guaumensdlusunsy Nmap  vinnsasisasudeyanisiianeinveaivled

3U 6.1 msldau Nmap Tumsastaseudeyanisilanainvaaiuled

www.ce.kmitl.ac.th

a7



vinnsisenldiusyu laeldads “/nmapdbpy -¢ nmapdb.sgl -d  my
scance.db scanmexml” Fwansfsnsainsgiudeya myscancedb lasldArdsain

nmapdb.sql wazyinmsihdayaainlwg scanmexml ihggrudoya myscance.db

root@bt: ~

root@bt:~#|./nmapdb.py -c nmapdb.sql -d myscance.db scanme.xm
root@bt:-#

g

\ ™ o o PR ”
UM 6.2 msldddsnumaazyinsindrdayasnlng xmL ihggrudoua
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mnmangguteyamed “sqlite3 myscance.db” WagyiIMIMAABUNIIRATIN
Tugutoyasionislii “tables” Tasazldiunadnseaniluniin hosts wazm1519 ports
Mniuihmmegeun1sgAimunn18uR1519 hosts MBS “select * from hosts;” way

) o o, & o = [ v o
nsgAmiamunn1elumsne ports feds “select * from ports;” aaglanadndasgun 6.3

root@bt: ~

db.sql -d myscance.db scanme.xml

iSQLite version 3.
‘Enter ".help” for instructions
iEnter SOL statements terminated with a *;~

.sqlite> select *| from hosts; !
161.246.4.119] [www.ce.kmitl.ac, th]ipv4|QEMU user mode network gateway|QEMU90{{1 |

3777897 Ll
sqlite>]select * from ports;
161.246.4.119{21 | tcp|ftpiopenProFTPD 1.3.1 |

161.246.4.119{22| tcp|sshjopen|OpenSSH 5.1pl Debian 5 protocol 2.8]ssh-hostkey: 1
024 93:68:d6:46:2d:76:5¢:af:01:40:¥7:39:bb:44:3b:f8 (DSA) 4
2048 8f:f3:7b:90:07:43:90:5f:fb:66:a7:2b:fe:7¢:d2:15 (RSA)

161,246.4.119{80] tcpjhttpjopeniApache httpd 2.2.9 {Debian) PHP/5.2.6-1+lenny8 wi |
th Suhosin-Patch|http-title: Department of Computer Engineering , Faculty of En |
gineering ,... ‘
http-methods: No Allow or Public header in OPTIONS response (status code 266) i

161.246.4.119{111 ] tcp|rpcbindjopen| 2 rpc #100808|rpcinfo:
program version port/proto service .
: }19}668? 2 Ill/tcp rpcbmd , v

1J 6.3 mﬁm’lu SQLite3 ’lun'ﬁnswawﬂ'\'l,umwaua
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'
|

WnmsvedeunsgAviamuan1elua1se ports  BallAwaiamiaiy 22 AaeAd

= v v sw P
“select * from ports where ports.port="22";" B1aglaNadnsnIzui 6.4

Y

X root@bt: ~

161.246.4. 119121]tcp]ftp{cpen!ProFTPﬁ 1.3.1 | 8
161.246.4.119}22|tcp|ssh|open|OpenSSH 5.1pl Debian 5 protocol 2.8{ssh-hostkey: 1
024 9a:68:d6:46:2d:76:5¢:af:01:40:17:39:bb:44:3b:f8 (DSA}
2048 8f:f3:7b:96:d7:43:90:5f:fb:66:a7:3b:fe:7c:d2:15 (RSA)

161.246.4.119]80|tcp{httpjopen|Apache httpd 2.2.9 (Debian) PHP/5.2.6-1+lenny8 wi
th Suhosin-Patchjhttp-title: Department of Computer Engineering , Faculty of En
gineering ,...

http-methods: No Allow or Public header in OPTIONS response (status code 200)

161.246.4.119{111]tcp| rpcbindjopen| 2 rpc #186868|rpcinfo:
program version port/proto service

100000 2 111/tcp rpcbind
160000 2 111/udp rpcbind
166924 1 47426/udp status
100024 1 49726/tcp status

sqlite> select * from ports where ports.port="'22';

161.246. protocol 2.8|ssh-hostkey: r':

924 9a: 68 (6:46:2d:76:5¢:af:81:40:17:39: bh 44:3b:78 (DSA) |

2048 8f:13:7b:90:d7:43:90:5f:fb:66:a7:3b:fe:7c:d2:15 (RSA) 5'
¥

sqlite> l '
o £ = v - | 4
JUT 6.4 nsldfu sQLite3 Tun1sfsAdoyaiensuanna
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ynsnaaaumasenltaussuu lagldrds “/projectpy #a3zUUILIINITUARS

YOAUSUAUYITEUY

root@bt: ~

root@bt:~# ./project.py
**pwelcome to Automatic Vulnerability Report Generator**
: [Options] <Database output to HTML Report> ./project.py

(-h) --Help This message

(-i) --Import Import Database file

(-e) --Export Export HTML Report file
root@bt:-#

=i o W o o
3U# 6.5 msldddanasunldnuszuy



yimsisenldaussuu eeldads “/oroject.py —i myscance.db -e Report.html
Favuneianisenldauiidunisulsnadwsiivegnielugiudeyalvuansnasaniu

wonanssenulugunuuedig HTML lufitifelnd Report.html

root@bt: ~

root@ht:-# ./project.py -
**Welcome to Automatic Vulnerability Report Generator**
Usage: [Options] <Database output to HTML Report> ./project.py
options:

{-h) --Help This message

(-i) --Import Import Database file

(-e) --Export Export HTML Report file
root@bt:-# ./project.py -i myscance.db -e Report.html
root@bt:-#

] v a o v g & ' o v
U7 6.6 Msldnuszuumeinsulskanadnsiinuagnslugudeyalviuanawa

saniuienasnenulugiuuuvadivd HTML
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- v o a v v | -
dieszuvldvihnisuszananaaiauisuiesudrnvdweanionarslugiuvuienarsve

Report.html ﬁ‘mam'l,ugﬂﬁ 6.7

« Mazitia Firefox

: @ | & flesmothepotitmi A S i e g e y i
B eackrack Uneax [ Oflensive Seawrity [REsploit-DB Wy Alcrackng [ SomarM : :
™" — e R

oD Ll —, ey, ' ' i

OpenSSH 5.1p1 Debian 5
protocol 2.0 i

Apache hitpd 2.2.9 (Debian) ] -hitp-title: Department of Computer Engineering , Faculty of Engineering ...

http-methods: No Aliow or Public header in OPTIONS response (status code

-ssh-hostkey: 1024 9a:68:d6:46:2d:76:5c:al:01:40.7:39:bh:44.:3b.f8 (DSA)
2048 8{:{3:7b:00:d7:43:90:5[.(b:66:a7:3b:fe: 7c:d2:15 (RSA)

i PHP/5.2.6-1 +lennyB with |
| Suhosin-Patch i 200) i
-rpcinfo; program version port/proto service 100000 2 111Acp rpebind i
2 rpc #100000 i 100000 2 111/udp rpchind 100024 1 47426/udp status 100024 1 49720cp
4 status i

3U 6.7 lenansswauitegluguvadlnd HTML
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6.2 N1INAADITIUNU Nessus

ynstamianalusunsy Command Prompt taviinsisuldnulusiunsunienis
NUNATES Project.py w38 Project.py -h aglaminsiglusunsuniinisuaniiasivaziden
Fonsldau wae ddendraglunsidau lawn

-h ¥i30 —-help Wumsuanmthamamidanmsvinnunisudaiune

. - . | ¢ & - & = ° v

- %39 —input Auss¥slwdunana Nessus Isiumsszydelnanasiunaing
7897

s W38 —summary \JumMadenuluuYeIsIBauIuY Results summary

-b %30 --by _host Lﬂumilﬁangﬂuuwaaswmuuu Vulnerability by host

-c win —-compare (Hun13IEENFULULTBITIBIMLUY Compare 1aBIEABITEYTD
Inldunmana Nessus MazuunUieuiisuiuduning

-d %30 —doc WWumsidenlisenuiiaintueenidulvduiuana .DOC

-p %o --pdf IWunsdenlisieauiadiauesnitulwdunana POF

- W - ¢ o v v o, o I o 2

-0 "398 —-output Muselidnenuiioinsazaing Wunsszylelndsenuaungly

w
M8INIg

e to Generate Report

d ’ o ﬂ./
JUT 6.8 wihdrsuanmdeildlulusunsa
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6.2.1 maaaIN1TeanendsIBUlugiuvurelva .0OC

6211  nseenienaseudteideuly Result summary Tuguuuuvaslwg .0OC
vinsilavieinglusunsy Command Prompt titevinisBuldeulusunsulasnis

fiuviFnds Project.py i test multinessus -s -d ntunmsainuenarsneaulaelitoya

NINE test_multi.nessus laeidanguuuusienuilu Result summary wazesnienaisiu

sUwuuealns .0OC

esult]l [type of report

Type of repoprt:

Define output’:

2isProject >Pro jec

JUN 6.9 wihsauansdaeganisldddslumsainsendrsdqsiouly Result summary

luguuuuvaslng .ooC

Welusunsuwihnuagyimslinguteyauadlndd dsldlumsiaiudayansuld

nBunning etelunmsinGeteyalutunounsasnaenanssteau
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56

for help anc
MongoDB

help
]

sten] db ver

connections (

1 admin
andlisten fe ! s on port 2%
andlisten pted from 127.9.8.1:

A& & ' ; b - &/ N o & ,
3U#l 6.10 wihdinauananisagudeyaitldsaunulusunsy

dislusunsuaienasmenuaisdu winmstagrudeyaneslndduazszydelng
o v & - & w ¢ <
Lenanssreunainatuainiusunsy lngluniazlalddienaissieaiuie

test_multi_summary.docx @stplnauulasinnisuiteveduwniwausznauiuguuuuves

o & o v
3']EJ\TIHY1LE\BH‘[U'UUWE]UWLL5'J

lm iy

he 1p e85 age
input Specify input MNessus

—sunnary

nult
1 . e xe

sunmary . doc x

] ' o al o
JUM 6.11 wihdsuansnanasaniainlndianaisaasiauly Result summary

Tuguuuuveslud .0OC @Sedu

wadwvinldfe Indionanssenuitiitedn “test multi summary.docx”



Gi)-}; » Computer + localDsk(C) » Project » " 1 bg b Seantn Pryect

Organize ¥ (W] Open » Print Bum  Newfolder =

N Desitop
& Downloads

I Favorites j\‘

¥ Recent Places [ meongodb i tempiate

Fite folder fil Fielode
test_multi_summary test_multi.nessus
thicrosoht

Word Oocurnant

% Dropbox
& Project

2 Libraries
¥ Documents | test_multi_Aftes_scan nessus Project
o' Music v
& Pictures

B video:
o} Homegroup

M Computer
& Locat Disk (C)
a Btoment (D)
s Local Oisk (E)
& CD Drive L)
test_multi_summary Titie: Add a title Sre: 726 KB gu: Add & tag

t Authors: Add an euthor Date moddied: I7-Feb-14 909 PM

UM 6.12 wihdinauanslwdfiairlasideuly Result summary uaziulws .ooc

6.21.2 n1seentand1sTenudieieuly Vulnerability by host luguuuuvasing
.DOC
vimsidantihsnslusunsy Command Prompt devinisBuldaulvsunsulasnns
AuAIds Project.py - test multinessus -b -d sufunsafaenansseaulaglidoya
nlna test_multi.nessus Iﬂmaangﬂuuv'ﬁ’lm’luuﬁm Vulnerability by host uwagasn
wnansluguunuuredlng .DOC

esult] [type L =

This me aye
Specify input Ness

ilype of report:

C—~d> dot Type of report
e S— upe of repont
iDef ine output’s filename:

(-0 output Specify output’s filenane

:NProject?Project.py —1i test_multi.nessus

o v ar ' o ar e v g o il i
JUN 6.13 wihdnuansitagnainsidadslunisairsenarsaretauly Vulnerability by
host luguuuuvaslva .DOC
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Welusunsuairaenanssienuaiadu axiimssvydelvdienarsseaunainetiu
o « = " o ol e W
nnlusunsy Tneluntazldlndionaissisaude test multi_host.docx Fetelndiuldann

o a ¢ Y o 1] o w
ﬂ’l‘ju’l‘va‘ﬂadauww‘lﬂﬁﬂ‘iznE)‘UﬂUEULLUU“IJ’eN'i”IEN’lUVILaaﬂluﬂumauwum

-pY
y [options] [type of result] [type of report] [output Filenajsl

input HNe us file to Generate Report
f result Result unmar
f results Uulnerability by ho
le compare i

IC:N\Project >

4 : N —— W T »
JUN 6.14 mihdrsuansnanasniaitelndionaisfaetouly Vulnerability by host

Tuguuuuvaslud .DOC 1a5adu

HaaWinlafe IWdlenaissneauiniivedn “test multi host.docx”

R B 1 B e AN T o T
e e R TR S e
@\J'; # Computer » Local Disk (T} » Project » vibg il ©
Osgance = (W} Open = Print Bum Hew folder - &
W Favorites 8  deia L
B Desitop i { Fie toides Fe fo
% Dewnloads 4
. Recent Places mongodb { template
%7 Dropbox Yl
M Project i test_mealti_host test_multi.nessus
: | Miroroft Voed Docusnent NE
4 Librasies M| 876K%
! Documents test_mults_After_scan.nessus Project
2 SUS Frie T
o Music % K8 L
il Pictures
B videos
) Homegroup
% Computer
& Locat Disk (C)  +¥
s Bittorent (%)
s Local Disk ()
&3 CD Drive (L) -
test_multi_host Title Add atitle ize: 816 KB Tegu Addateg
Shcrosoft Word Document Authors: Add an suthor Date modified: I7-Feb-14 9:29 PM

;ilh?i 6.15 wihdsuanslwdiairalasdouly Vulnerability by host uazulwd .oocC
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59

6213  m3venwnimsnenuisisulunsiteuiisuluguuuuvedlid .ooc

ynsantianslusunsy Command Prompt ievinisaldiulusunsulasnis
R Project.py -i test_multi_After_scan.nessus -c test_multi.nessus -d azitunis
asrvenarsieaulaelideyasnnlwa test_ multi_After_scan.nessus  Imsidanjuuwuu
srwuilunmsisuiisy TasazilSoudisuiulvd test multinessus wazoanenaislu
JUwuuvedlwd .0oC

T e

B C\Windows\system3\emd.ere

yisProject >Proje J
& /Proje w [options] [type of result] [type of report) witput FilenajSs

This message
Specify input Nesst Fil to Generate Repor

Resul unmary
Uulnerability by host
e to compare with input file

] ' u ' ) ° o 3 s .d
UM 6.16 nihdsuanasileganisidddilunsairsanarsissiaulunisissuiiisy Tu

suuuuvaslva .0OC

Welusunsuadraenaisseuaisdu sviinssvyvelvdienarsmenunainiu
nlusunsu Tnglundazlalvdienarssnenulie  test_multi After scan_compare_with
= o « & [ o o a 3 @ <

_test_multi.docx  @s¥alndtulavinnmsnihvevedunnivdusznauiuzunuurassisaui

Wenlutuseuiud IngluzuuuuresmalSeuisuasiinnsueninUieuiisuiulndle



IC:\Project>_

< ' ” i - g
JUM 6.17 wihdsudnsnanasannailndianarsdsReulvnasisuiisy Tuguuuu
woslnd .DOC aTadu

naawnnlane IWdlenaiss189uniivedn “test multi After scan compare with test
_multi.docx”

‘ o

Ly o K Suelit 6 SLS GES S (R
@\\ j®! L + Computer + Local Disk (C5) + Project +

Organize » W] Gpen. ¥ Pt Bum New foider e B 8
| 3
¥ Favontes B dn
i 1 i
M Destop g eicider
# Downloads
3 Recent Places template
i3 Dropbex I
A Project

1, 3C8n_compare_wit test_muMtinessus
H 1 M
% Libtaries -

* Documents

14 Dorpment

& Music b e g -
= Pictures

8 videos

Project

3 Homegroup

% Computer

& Local Disk (C)
s Bittorrent (Dc)
a Local Disk (B)
&k CD Drive (L]

test_multi_After_scan_compare_with_test_ Titie Add a titie

ire. 106 KB
Authars. Add an author

Ui 6.18 wihvnsuanasinanainddastaulunisisuiisy uanlulvs .0oC
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61

6.2.2 nsveaen1seenandTIeuluguuuuvasing .PDF
e
N1590NLNA1551891UA8ReULY Result summary luguuuuvasive .PDF

6.2.2.1
o a, v A o - o
vnsitantiisnelusunsy Command Prompt wevinnsisuldeulusunsulaenis
RunFda Project.py -i test_multinessus -s -p sudunmsaitnenarseanlaelddoya

WA test_multinessus lagidanjuuuusienuilu Result summary wazeanionaisiu

suwuuvedlwa .PDF
B CAWindows\system3Z\cmd.exe

\Project yProject

. s S
JUN 6.19 wihduaasdretunisldmdslunisaitaenaisdeitauly Result summary
Tuguuuuvesivia .PDF
Welusunsuainuenarssisauadadu winmsseydelndionaissieaiunainetu

oS4 P - ! = o Y vy
nlusunsy lasluniezlalwdieonarssisaude test_ multi summary.pdf @sTalwauule

o = « o ol ) o w
MnMsTevaduyindUsznauiuzuuuvrenenunidenlutunsunua



::\Project>Project.py
.7Project.py

[options] [type of resultl [type of

report] [output filen:

This ne

Specify

Results wmmé
Uulnerability

: to compare with input file
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1) Result Summary
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Yulnerability

i#41

Plugin ID 10736

Risk Level None

Synopsis A DCE/RPC service is running on the remote host.

Description By scndmg a Loukup rf.quesl to the portmapper (TCP 135 or epmapper PIPE) it was pumble to enumerate the
Distributed C¢ g Envir {DCE) services running on the remote port. Using this information it is
pomblewcunnoclandhnﬂmmh service by sending an RPC request w the remote port/pipe.

Solation na

See Also

List of Hosts 161.246.5.46 (1cp/d9152)
161.246.5.46 (1cp/49153)

161.246.5 46 (1cp/49165)

161.246.5.46 (tcp/d9161)

161.246.5.46 (1cp/d9181)

161.246.5.46 (1cp/d9154)

161,246.5.46 (tcp/49157)

161.246.5.46 (1cp/445)

161.246.5 46 (1cp/135)
Risk Factor CVE:

BID :

Other References

CVSS Score CVSS Base Score @
CVSS Temporal Score :

Exploit With

Vulnerability

Publication Date

- - ' =
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2) Vulnerability by host
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Vulnerability

Plugin ID 53514

Risk Level Critical

Synopsis Arbitrary code can be exccuted on the remote host through the installed Windows DNS client.

Description A flaw in the way the installed Windows DNS client processes Link- local Multicast Name Resolution (LLMNR)
queries can be exploited to execute arbitrary code in the context of the NetworkService account. Note that
Windows XP and 2003 do not support LLMNR and successful exploitation on those platfi requires local
access and the ability to run a special application. On Windows Vista, 2008, 7, and 2008 R2, however, the issue
can be explosted remotely.

Solution Microsofl has released a set of patches for Windows XP, 2003, Vista, 2008, 7, and 2008 R2.

See Also http://tech i ft. com/en-ussecurity/bulletin/ms 1 1-030

List of Hosts 161.246.5.11 (udp/5355)

Risk Factor CVE ; CVE-201 1-0657

BID : BID:47242

Other References : OSVDB: 71780 IAVA:2011-A-0039 MSFT:MS11-030
CVSS Score CVSS Base Score : 10.0 CVSS2ZEAVINIACL/AwN/C.CI.CIA:C

CVSS Temporal Score : 7.8 CVSS2HE:POC/RL:OF/RC:C

Exploit With Core lmpact (true) Metasploit (true)

Vulnerability 2011/04/12
Publication Date

Vulnerability
57

Plugin 1D 58435

Risk Level High
Synopsis The remote Windows host could allow arbitrary code execution.
Description An arbitrary remote code vulnerubility exists in the impiementation of the Remote Desktop Protocol (RDP) on the

remote Windows host. The vulncrability is due 10 the way that RDP accesses an object in memory that has been
improperly initialized or has been deleted. If RDP has been ecnabled on the affected sysiem, an unauthenticated,
remote attacker could leverage this vulperability 1o cause the system to execute arbitrary code by sending a
sequence of specially crafied RDP packets to it. This plugin also checks for a denial of service vulnerability in
Microsoft Terminal Server. Note that this script does not detect the vulnerability if the 'Allow connections only

from computers running Remote Desklop with Network Level Authent " sefting is enabled or the security
layer is set 1o 'SSL (TLS 1.0)’ on the remote host.

Salution Microsoft has released a set of patches for Windows XP, 2003, Vista, 2008, 7, and 2008 R2. Note that an extended
support coniract with Microsoft is required to obtain the patch for this valnerability for Windows 2000,

See Also http:/techy icrosofl.com/ fsecurity/bullctin/ms 1 2-020
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3) Compare with previous report
anseihnmalisuiisuienansnenulaeinimadisuiisuynseuneingnesuns

wulasumsunloudavieli visetliyaeeuuslaintulmiluszuu

Vulnerabilities Comparison

Current Scan : test_multi_After_scan.nessus
Scanned date : 23 February 2014

Previous Scan : test_multi.nessus

Scanned date : 02 January 2014

Number Nessus Finding Issue Risk Previous Scan Current Scan
Plugin ID Level
i 53514 MS11-030: Vulnerability in Critical 161.246.5.11 161.246.5.46
DNS Resolution Could Allow
Remote Code Execution
(2509553) (remote check)
2 58435 MS12-020: Vulnerabilities in High 161.246.5.46 161.246.5.46
Remote Desktop Could Allow
Remote Code Execution
(2671387) (uncredentialed
check)
3 57608 SMB Signing Disabled Medium 161.246.5.46 161.246.5.6
161.246.5.39 161.246.5.46
161.246.5.11 161.246.5.11
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