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ABSTRACT

The aims of Network I/O project are to develop the automatic system, to monitor the
system via the internet efficiently, to monitor and control the electrical appliances and sensors via
the internet, and the last one is to make the low cost electronics board that people can implement it
by themselves

The Network I/O project, the board is developed from AVR microcontroller. It can
connect, control the electrical appliances and monitor the sensor. There are 2 kinds of Network 1/0
board i.e. Network I/O Gateway board and Network 1/0 Node.

The Network 1/0 Gatewéy can connect the internet via LAN to communicate with server
that installed openHAB and mosquitto (MQTT Broker) for sending the sensor’s value received
from Network I/O board to the server and show the result on the application and receiving the
command from user via application to turn on or turn off the electrical appliances. The Network
I/0 Gateway can also communicate with the Network I/O Node via wireless signal 2.4 GHz. The
Network [/O Node is a board that connect directly with the electrical appliances or sensors.

The result of this project, Network I/O can be used to monitor sensors and control the electrical
appliances. The limitation of this project are it cannot use in large area or the area that has many
obstruction and it must only use with the compatible electrical appliances or sensors.

The Network I/O project can further development in the future by improving the security
and its design to attract users to use it. The Network I/O project is not only used for smart home, it

is also used for smart farm or real-time weather report system.
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2.1 Inslnpea MQTT

<3| 1
Tns InAoa MQTT W50 Message Queue Telemetry Transport 111 Tns InAoanmsaatonay
' @ a o . &
AUANU (broker-based) itaz 19T we1n15 Tunssiauios (lightweight) Fagnoonuuuun

o o 1

9 W Ay 1 A ; a 1A o 1et
AMFUNUANTe910RA199 U T2UVNY bandwidth TumsAaaedoa1sal uay lauliany
UTDN 0 (unreliable) ¥30 TEUVANDINANIAD (embedded system) HAT T 1A AR IUAIT

o L ddeqyd
anuE lumslszurananasiunnlsnudoya

2.1.1 paauiavaalwslanea MQTT
1) 1M ann13 publish Uag subscribe (Uszmaaziany) TannulUdidunianie
Yaeniidesns Taslisdiuumsasdeitoais 3 suuuy Tdun
ANl (One to One, 1:1)

¢+ “publisher ™, R & subscriber™,
._(source) ./ Ll . (sink)
subscribe (fo. ) by
publish {122, Infe) publish (1507, info)
| »

U 2.1 msfndeaemsuuunilaneniia

nilanonals (One to Many, 1:M)

D TR g oY
¢/~ publisher ™, P pt— Y
“.__(source) - broker 4 ,f’osubscﬁbar\\
el ! ; p
subscribe () . (Sink) -
N b
s, publish (1951, nfo)

31 2.2 msfadedemsuuunilsevias



HawAONA1Y (Many to Many, M:N)

7 g

g p.h.'__m?-:-l'_:jé;\
W~ publisher ™,
“..(source) ./

. 7
e

subscribe ( )

l g

pibet (Jopic. ¥i) publish (1, info)

31 2.3 msAasedemsuuuHaIAOHAE

3 - , :
2) 14Tws Tnaea TCP/IP Wuiiugmlumsdemsehuszuuiniote
3) ﬁﬂmmwmﬂﬁms %30 QoS (Quality of Service) 3 52AU 18un

QoS A1 0 W38 At most once D MIAITOANVHIUTLULIATOVIBULY best

£ iy 1 ! 3
efforts Fetonnuenngynie Tavi lulinisdadeyad

m QoS 0
HiveMQ

71 2.4 myasveyaiiil Qos szi 0

u

QoS 5261 1 30 At least once fio M3detonuiiiulsziuidennuazgnda

= 1 =1 T 9 3
fadaron HADIIWENM I TIVDY AL

@b QoS 1
‘.—.—.

31 2.5 myasteyaiiil QoS széu 1

U

Hive MQ

QoS 5211 2 179 Exactly once fio midadoauiisuilsziuidoaniuazgnda

= =t 1 = gz =
ﬂQﬂﬁ"IEJT]NLlﬁﬁJﬂ']‘iﬁ\HWﬂQﬂ'NiﬂU’J



QoS 2
A —>

——-—)l Hive MQ

[
=

31 2.6 m3aedieyanil QoS sxé 2

4) T Overhead vinaufin @lvwan 2 lusmnhueame FATANNEIAR) Favzao
ARAMUNUNIUYDINITITINT IUTZULIAT OV
2.1.2 jUnuvvesvennululnsinnea MQTT
2.1.2.1 guvuden 1MUY Fixed Header
lwanes vestonuuAazTenwiideru Ins Tnaea MOTT vzalsznou’ly

AToyan1NT AIN1T19 2.1

M54 2.1 JUnuVveItenIN

bit |76 (543 NS oo

byte 1 | Message Type | DUP flag | QoS level | RETAIN

byte 2 | Remaining Length

Taw Tuaf 1 Usznouludae
1) Had Message Type ogiiiinii 7-4 1¥dmsuuenyiiaveatonny Taviiviia

AN AIAITIN 2.2

M1319 2.2 Message Type $HAM199

Mnemonic Enumeration Description
Reserved 0 Reserved

CONNECT 1 Client request to connect to Server

CONNACK 2 Connect Acknowledgment




1514 2.2 Message Type THAA1 (M0)

Mnemonic Enumeration Description
PUBLISH 3 Publish message
PUBACK 4 Publish Acknowledgment
PUBREC 5 Publish Received (assured delivery part 1)
PUBREL 6 Publish Release (assured delivery part 2)
PUBCOMP 7 Publish Complete (assured delivery part 3)
SUBSCRIBE 8 Client Subscribe request
SUBACK 9 Subscribe Acknowledgment
UNSUBSCRIBE 10 Client Unsubscribe request
UNSUBACK 11 Unsubscribe Acknowledgment
PINGREQ 12 | PING Request
PINGRESP 13 PING Response
DISCONNECT 14 Client is Disconnecting
Reserved 15 Reserved

3
2) ¥ladi DUP flag 81110 flag HignAmuammvmiennui lnaoudnse

3)

1B W0 T We1 1Y d9toA1W PUBLISH, PUBREL, SUBSCRIBE W30

UNSUBSCRIBE Tagaz 19 18 udon1uiil QoS seauininna1 o miniu

o d {4 vo do @ i
wazSuunesil acknowledgment wonniliagF Ui Sudon1mi DUP flag

o ' v Y v Y '
gniuanzdssnsae lanimssudennuainie lu
Wad QoS Level 191ums5udseiumsas PUBLISH message B4955A1UY04

QoS 1udange 2.3

M54 2.3 szavvesnaumwlumsliuims

QoS value | bit 2 | bit 1 Description
0 0 0 At most once | Fire and Forget <=1
1 0 1 At least once | Acknowledged delivery | >=1
2 1 0 Exactly once | Assured delivery =1
3 1 1 Reserved




oy 4 v & A <y
4) WA RETAIN gn1%1u PUBLISH message i Taaiile lnaoundoants

' @ A ay ° 1 d
4 PUBLISH message 1U60dinn05 Wad RETAIN vz gnimuanuilu
1 e ImiFsnesdessimsinudeonnui laaeudas ldide 145y
9 Y A Ay s vy . . '
ToA11uua) uazilodl lnaouAIMNADIN1T subscribe topic A4NA17
¥ ¥
retained message ﬁ’ltjﬂi]::g]ﬂﬁﬂﬂﬁd subscriber 14 Tagdoa11niuiing
AMuAfretain flag 111 1 Ao udvn luinsiimuanRetain flag 19
' [ @ sal P 5 ¢
3 192 1finsaa retained message Tds Tnaiouainun subscribe topic HU
a =1 a J o " s
d1MTU retained message 3QANU 13 FS W8S 3UNIUF IO restart
£ s a . A Yo Y o
UBNIINUFTHIIBTVENINITA retained message We'lasudonaund
Yamnugue
dmsu Tudh 2 szuenfesauludiidevestoya Ferlsznoulde

Joya 21/sz1an 14un variable header 11a2 payload Tavnsifudoyaiilu

LU Big-endian 1305039910 ludilhioddgyga l)m ludnided Ay
& v o od v g P, ) Y
gevoyalulaatioz ladeya 1 ludadmTuvennuenvesdonany 127

! a - a y 1
lud Taouaaz Tudez 19 7 Sausniteinudeya uaz 14iaqahoimouond

" "
1 & a A

= 9 1 o’g AU t:%’ = ' 4 A s =
mmgammﬂulnﬂuma i afatied 8 HENITENI “continuation bit” %9 TNS
Tnaoa MQTT vz w1sa 1o 1uan lua lunisuanenuevesdoni
= ¢ A 9 Y 4
mniga 4 lud Wseunuvuianawerivestenu'ld 268435456 Tus

W30 256 MB f14015149 2.4

1319 2.4 ﬂ'lﬁ!m‘l-!‘llH'Iﬂﬂ’ﬂ%lﬂn’llﬂﬁ%i’]ﬂ?'m

Digits From To
1 0 (0x00) 127 (0x7F)
2 128 (0x80, 0x01) 16 383 (OxFF, 0x7F)
3 16 384 (0x80, 0x80, 0x01) 2 097 151 (OxFF, 0xFF, 0x7F)
4 2097 152 (0x80, 0x80, 0x80, 0x01) | 268 435 455 (0xFF, 0xFF, 0xFF, 0x7F)




2.1.2.2 Juuuden13 Remaining Header
SRV BT remaining length ﬁLﬂuﬁauﬂﬁwm fixed header n?;q”lﬁ’uﬁ
1) twaneAnuualined (Variable header) Ton1usa MQTT UNY0ANY
121757 variable header 14524314 fixed header Uaz payload

2) ¥ou0aTws InAva (Protocol name) Y510y 11 variable header Y84 MQTT
CONNECT message Tnoifludeyafild5unmsithswadeniuuuy UTF-8
‘%Q Protocol name ngnﬁmuﬂiﬁﬁ‘]u “MQIlsdp”

3) L’mg‘ﬁ’}u‘UENIWEIﬂﬂBﬂ (Protocol version) ﬂﬂﬂgﬂu variable header Y©4
MQTT CONNECT message 135109 14 variable header Y94 MQTT CONNECT
message (HuRadnTsiatoyauuy lifind osnuuua s-bit 1duaaued
FuveaIns Inaoa MQTT 7t lnateudldarn TasluTnseauii 14 Ins Inaoa
MQTT 19059 3.1 darTusadpammuale protocol version i1 3 349z 14

Hadanyauzdan1sne 2.5

M99 2.5 Naaffune svuveslnsinaea MQTT

bit | 7/6(5(4(|3|2|1]|0

Protocol Version

0(0(0]|O]O]O]1]1

CONNECT flags Clean session, Will, Will QoS, Will Retain, User Name 10 %
Password flag ﬂsmga;ﬂu variable header Y99 CONNECT message &4 110 0
U84 CONNECT flags 93 lign 19911 3 CONNECT flags Idnyaizaaniang

2.6

1949 2.6 WaAA199U4 variable header

bit 7 6 5 4 | 3 2 1 0

User Name Password Will Will Will Clean Reserved

Flag Flag Retain QoS Flag Session




10
3 ) 71 o &
Variable header Usznoualelannieg aail
1) Clean session flag ’PJQML"LJ drunuatdaf 1veelud CONNECT flags RREY
° ' ! a < . ¥ o
Amuan @AY 0) 153 W05 9XAY subscriptions Y4 laateud 1inaanin
4 a a 1 1 ° 1 ad o o
i laaoudenidanmsaane lids uadmndmuan iy 1FiWnoiazm
a 2y A g oy y &
mandesdeyainy lineumine
2) Will flag og@umiiadiafi 2 vea'lud CONNECT flags Tne Will flag v2gnda
ad o Ad a Y a = d‘ £ o ad o A
ndsneilunsdli iaderanaiaineoeny VO upuFinineivse
A 1 Y ¢ Y ' . ad 4
ms¥euaeveds lnatouAdumad Taun15a4 will message Vo U053
1 o ' ! s A ,
e hignueuilunisay DISCONNECT message ¥03d4 Tnatouq 1ije will
flag gRAvuanIal Tu Tud Connect flags 9¢AB¥IMIAIMUA Will QoS
¥
uaz Will Retain @70 WoN9InH Will Topic az Will Message 92A091/5107)
Tu payload Al
3) Will QoS g ludumiaiinil 3 18z 4 Y89 CONNECT Flags 18 Will QoS 19
FMITUMHUATEADYDINITSUYTEAUNITEY Will message TUATANATS
ionasved lnaeuagnenidnuuyliniafia Tay Will Message 92011
payload U939 CONNECT message
4) Will Retain Flag 0g1udmmiatiah 5 vo9lud CONNECT Flags #3811110
o 1 1 A o = .
Will Retain Flag gniinuafmuien i ndswines sz doaiinisiny will
[ ¥
Message 19113 Taun15M92 A MUARIWill Retain Flag 104U Will Flag 9#94
PNMHUAAINDY
5) User name 1ag Password Flags 04 14@ 111U 6 1ag 7 499 CONNECT
v a o ° ' = 9
Flags 011 1nn3deaiiafigniimuaninaiedadesns 195015521 username
9 A 1 = 1
g password lumsadamsireuno F4A19049 username LAL password 9%
ngclu payload Y99 CONNECT message
6) Keep Alive Timer Huu1a 16 70 Tas1)s1ng Tuaauves Variable header ¥4
MQTT CONNECT Message Ai1984 Keep Alive Timer 1113815 15111
asodimuad ldunfigaifluszeznat 18 ¥1Tus Taadlusriivenis
L Y

! - = A A "y <Y
‘D"NL'Jﬂ'lﬂu1ﬂﬂq@ﬂﬂguﬂ1ﬁﬁﬁm@ﬂuﬁﬂ1ﬂ"[ﬂalﬁuﬂﬂ'lllﬂﬂ!ﬂuﬂwl“ﬁﬂ‘uBﬂ'ﬂll

dl. [ g) U d‘i [ =1
N11u5$ﬂ$l3ﬁ1ﬂﬂ'}1“iu¢ivh i!'ﬁﬂ\n']ﬂ']il‘ﬂﬂﬂﬂ'ﬂﬂ’ﬁluﬁiyﬁ'l
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919 2.7 Was‘iﬁm%’uﬁmuﬂ Keep Alive Timer

bit| 7|/6|5|4(3|2|1/0

Keep Alive MSB

Keep Alive LSB

Connect return code 1Js1nga§j“ludfzu variable header Y93 CONACK

Message 1@ 1M TUTIBNURANTIHOUAD TABTHAA1IAINITI 2.8

1319 2.8 Return code HAAIHANTSIYONAD

Enumeration | HEX Meaning
0 0x00 | Connection Accepted
1 0x01 | Connection Refused: unacceptable protocol version
. 0x02 | Connection Refused: identifier rejected
3 0x03 | Connection Refused:1%3Wi30unavailable
4 0x04 | Connection Retfused: bad user name or password
5 0x05 | Connection Refused: not authorized
6-255 Reserved for future use

1314 2.9 gﬂuuu‘?ﬁlaﬁ‘m#ﬁmuﬂm Connect return code

bit | 7|6|5|4|3(2|1]0

Return Code

Topic name 41 8 U Tawsingoglu variable header Y89 MQTT

PUBLISH message Ve 19'521)709n19v0390a 11 payload fign publish Taw
¥

10n71u11 topic name 92T WaUY UTF-8 1Az 1315001 topic name

Idvuagaga 32,767 Asnus
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2.1.2.3 sUuuudenaulu Payload
a1l Payload Yszaoulidqe
1) CONNECT 190 payload 98 #paiisidnusfuilu UTE-8 etharies 1 #2603
wazvzAouilunuane ligriu maredealdszyda Client
2) SUBSCRIBE payload ﬂzaﬁmﬁ’aya topic name ﬁhlﬂm'ﬂ UATINITD subscribe
18 nagszavios Qos Tneuiuass iy UTE-8
3) SUBACK payload IfUseA1v04 QoS MiFsvinefoynald lnaioudidau
subscribe ‘&
2.1.24 ﬁaﬁzqﬂ‘szmﬂmmi’famm (Message Identifiers)
Message Identifiers 1Js1ﬂ§]'ag'°1u variable header Y94 MQTT message Uszian
PUBLISH, PUBACK, PUBREC, PUBREL, PUBCOMP, SUBSCRIBE, SUBACK,
UNSUBSCRIBE 102 UNSUBACK da1l51ng unsdififinisssyssduves Qos ilusedy 1
EL) Mni’u %d%‘lﬁﬁ message [D ﬁﬁm 0
2.1.2.5 IwsIlnpea MQTT AumsiisHauy UTF-8
msitsanuy UTE-8 Tudd 1 uag 2 19dmsuRnsiuaudsnysves

Yonnw ludn 3 Wuduhl 145y ydrsnusuun Asc Faiigduuudanisg 2.10

13149 2.10 3ﬂllUUWﬂﬁﬁ]H¥ﬂﬂ1‘§ﬁ]ﬂuﬂ Message Identifiers

bit 716(5|4]3|2(1/0

byte 1 String Length MSB

byte 2 String Length LSB

bytes 3 ... | Encoded Character Data




11519 2.11 190819 INIHUA Message Identifiers 7191 OTWP

bit | 7

6|5

312|110

byte | | Message L

ength MSB (0x00)

00

0(0|0]|0

byte 2 | Messa

ge Leng

th LSB (0x04)

010

0

01

0]0

byte 3

'O (0x4F)

110

0

111

byte 4

'T' (0x54)

byte 5

byte 6

2.1.2.6 bit N13i8n51%91% Unused bits

Tunsaindalaligninnldauezdeasmuada iy o

2.1.3 Command messages

2.1.3.1 CONNECT

71374 2.12 Fixed header Y89 CONNECT message

CONNECT 1#lumsiesvemsieudouodlnaoun 1183 Server

bit| 7 (6|5 | 4 B8 2 1 0
byte 1 Message Type (1) | DUP flag | QoS level | RETAIN
010]0]1 X X X X
byte 2 Remaining Length

I3

fodana flad DUP, QoS, tiaz RETAIN flags ligniinnldaiuvariable header

¥03 W3 InAoa MQTT V 3.1 H1Uu1A 12 byte



1519 2.13 A298N9MIMHUA Variable header

Description 716(5/4(3(2(1|0

Protocol Name

byte 1 | Length MSB (0) 0/0{0|0|10]0]0]|0
byte 2 | Length LSB (6) 0ojof(o0jojof1]1]0O
byte 3 '™' Oj{1]0ojO0|1]1|0Of]1
byte 4 "Q (410 I o 5 O 1 O A
byte 5 i (013 [ I35 I 0 T I A
byte 6 's! 10 ol O O S Wy
byte 7 'd' O NN/ LA D | O
byte 8 D ol1|1|1]o]o]olo

Protocol Version Number

byte 9 | Version (3) ofojof{ofo|0]|1]1

Connect Flags

Description 7(6|5(4(3|2(1]0

byte 10 | User name flag (1) iy | oxiSORIS, | 7 7P BR
Password flag (1)
Will RETAIN (0)
Will QoS (01)
will flag (1)

Clean Session (1)

Keep Alive timer

byte 11 | Keep Alive MSB(0) (0[O0 |[0[0|0(0|0|O

byte 12 | Keep Alive LSB(10) [0 [0 [0 |0 |1 {0 |10

@131 payload U89 CONNECT Message 9=1U5znov luaeanTaidrsa
{ o/ o ] 3‘4 1 { é! 1 o o
LYY UTF-8 fillvua 1 A98nusvsenInnaiu uazdauiinassziuegiun1snvua Flag
7199 U Variable Header %381%1n3n15i1%uAAIQN Flag 92 W11 payload Y89 CONNECT

Fd
Message ﬂ:ﬂszﬂau"lﬂﬁ’mifagamﬁ

14
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1) Client Identifier ifutoyaan3auun UTF-8 Tanidlulaaeudp defivuin
123 §16013 Fedrnimuaiu 23 Mnys vz ldifadeianain
Identifier Rejected

2) Will Topic 1 Flag ﬁgﬂﬁ‘muﬂﬁTWill Message 9 N Publish T da will
Topic TneszAvvDY QoS ﬂ&’gﬂﬁ‘l‘ﬂuﬂiﬂﬁl Will QoS 1@ Retain Status 3%
nfmuaTay Wil Retain flag 710411 Variable Header

3) Will message 81 Flag ﬁgnﬁmwﬁw\?\/ill Message S1imuatenuiign

Publish 1163 Will Topic uazd laaouduianisaade lduvuuluniena
Will Message 9199 1A2158121510 0 A26nY3
4) User Name 19 lun1sszysanuuaz 19igaidns lunisifoude Tas User
Name Flag A949nfMUAf134 User name veApaifuandafidhswauwy
UTF-8 1azin1ue1d liinu 12 @enus
5) Password 19Tun13fige1iant lun1sifoude Taw Password Flag A0agn
MnuAmFs Password szdpaiuan3afidns e UTE-8 uasfinnuen
Tuify 12 Adnys
Fiinesazda CONACK message Lﬁﬂﬂﬂu CONNNECT message 911
Taaeudd mindivnes 13185y CONNECT message 7161121
MnuaEiinesizhnsamsdoude Tuvaz@oriud naoudli1d
$1 CONACK message 910135 W03 nelunarfidmua lnaeudizii
M31a socket ¥89n15150uABYD TIN5 InAoa TCPIP waz¥in1sida
socket THu !ﬁ@ﬁ'#) CONNECT messagellﬂgxu%%lﬂl’mg
2.1.3.2 CONACK
CONACK 133117059259 CONACK message 1163 lnatoudiionouiunis

1¥DUADAIICONNECT message

#1374 2.14 Fixed header Y839 CONACK message

bit | 76|54 3 | 21| 0

byte 1 | Message type (2) | DUP flag | QoS flags | RETAIN

o(o|11]0| x | x| x| x

byte 2 Remaining Length (2)

ofojofof o (o |l 1]| 0
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13749 2.15 Variable header Y93 CONACK message

Description 7(6|5|14(3[2]|1]0

Topic Name Compression Response

byte 1 | Reserved values. Notused. | x | x [ X | x| x| x| X |X

Connect Return Code

byte 2 | Return Code

119714 2.16 Return code Y93 CONACK message

Enumeration | HEX | Meaning

0 0x00 | Connection Accepted

1 0x01 | Connection Refused: unacceptable protocol version
2 0x02 | Connection Refused: identifier rejected

3 0x03 | Connection Refused: |5 1195 uﬁavailable

4 0x04 | Connection Refused: bad user name or password

5 0x05 | Connection Refused: not authorized

6-2535 Reserved for future use

2.1.3.3 PUBLISH
PUBLISH 191uns publish ¥on213 Tag laaeudaz de PUBLISH Message 11
duF5Win83 Ty PUBLISH Message uanzsuvzdoagndslusa Topic fiferdas uazdimn
1naiouAni1n13 Subscribe Topic ‘Hﬁ\i Topic ELIRLLER ﬂ?ammﬁgn publish RIEE Topic

¥
AUz NIFTHIes danda lnaoud 1 PUBLISH Message

19 2.17 Fixed header 499 PUBLISH

bit (7|65 4| 3 |2 |[1] 0

byte 1 | Message type (3) | DUP flag | QoS level | RETAIN

00|11 0 0 1 0

byte 2 Remaining Length




17

Remaining Length 9211 UYUIAYBIAIINENIVDY Variable Header + ANNUTI
a <) o 1 o
V84 payload Taetlviaitlusmaumiveslud
¥
Variable header Usznoudlsianaane 117
1) Topic name (L a3 M3 UY UTE-8 avazdoa 1ull Wildeard
Character 3910GAY

2) Message ID 25 nQiilo 19 QoS 58AU 1 130 2 11U

11514 2.18 A20819U04 Variable Header Y939 PUBLISH Message

Field Value

Topic Name: | "a/b"

QoS level !

Message ID: | 10

A1919 2.19 fI0E19MINUYOYAUDI PUBLISH message

Description 716|5(4(3[2(1(0
Topic Name
byte | | Length MSB (0) 0/0j0j0|0O|0O]|OfO
byte 2 | Length LSB (3) ojojo|ofo|o|1]1
Description 7(6|5(4]3|2(1(0
byte 3 'a' (0x61) 0|1{1]0(0]|0]0O]1
byte 4 '/ (0x2F) 071 04(hal @5h gyl 191
byte 5 'b' (0x62) gl1({1(0(0]@| 190
Message Identifier 7
byte 6 | Message IDMSB(0) [0 [0 |0 [0 |0O|0[0]0
byte 7 | Message IDLSB(10) ([0 [0 |0 [0 |1|[0[1]0

; Bl s
Payload iilutoyafidean1s PUBLISH #siusgiummihdeyaiidesns

L) £

Qo o : g 1o o ﬂi
11111159 7UResponse 19ADU5TU PUBLISH Message 398 UTLAL QoS

Y

) ¥y ¥
19 Fatlulmuarseas T
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M54 2.20 5¢AV QoS U99 PUBLISH message

QoS Level | Expected response

QoS 0 None

QoS 1 PUBACK

QoS 2 PUBREC

[ g i o ad o A
PUBLISH message 819929 0N&I01910 Hed (Publisher) TUsagivnesnie 1in

U u
r

=4

B 305 11gadRan 1w (Subscriber) FaidlofFuldTudoniuudafaziins
nrzvhfiuanaTueon ANz AUV QoS
2.1.3.4 PUBACK
PUBACK 1iludona1ui 19a 01 PUBLISH message 1) QoS 3371 1 T
PUBACK Message ﬁj:Qnr‘rﬂﬂm%’ﬂnaﬁﬁamﬁu PUBLISH message ﬁl!ﬁl”lﬂﬂ'li Publish

vod lnaoudnas Iy Subscriber 1BABLSY PUBLISH message 111910 Server

f1919 2.21 Fixed Header 499 PUBACK

bit f|==| 6 | B199 7] ¥ U/ | &2 (\W\ U

byte 1 | Message Type (4) | DUP flag | QoS level | RETAIN

Gy L g™\ R X X X
byte 2 Remaining Length (2)
Ol 0P| O 6 0 0 1 0

3/

[ =) o ] ° g/ = o

Yadinm Had DUP, QoS, iaz RETAIN flags hugniiuilda uaziad
.. ) ' .

Remaining Length 3v11@ 2 Tud tagannsodlvimiusmaumiveslud 18 Variable header

Usznou A0 Message ID vu1a 16 On d15019 14 PUBLISH message

119149 2.22 Variable header Y939 PUBACK message

bit (7]6|5[4(3|2|1/|0

byte 1 Message [D MSB

byte 2 Message ID LSB
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4 s o 2' ] 4
e lnaeud 185U PUBACK Message i&21ziimsiadonnun 1y eann
Y] % d ad da oy v
donnuiugnu I3 luginnesiseuioonan

2.1.3.5 PUBREC

o

PUBREC I dmiuivdseiumsastonim (@ud 1) dudoainunldluns

'
a 1

[ e a 1 ad
ALY PUBLISH Message T1i5¢A1 QoS 1111 2 T PUBACK Message gnas Tagidsviins
A v . @,
IMWeneUITU PUBLISH Message 910 lAaEUANI© Subscriber A9U5T PUBLISH Message 911

Server

A1914 2.23 Fixed Header Y99 PUBREC message

bit 71654 3 2 1 0

byte 1 | Message Type (5) | DUP flag | QoS level | RETAIN

04l 4 0 1 X X X X
byte 2 Remaining Length (2)
0 |0 |0 0 0 1 0

Y o

fodaina Wad DUP, Qos, tag RETAIN flags ligmimnldau uazarwen
494 Variable Header D110 2 Tud w3 e iWusmaumived lud Variable header sznou 'l

Ay Message ID o MIVUMT Acknowledge PUBLISH Message

71314 2.24 Variable header Y93 PUBREC message

bit (7|6|5(4|3|2|1|0

byte 1 Message ID MSB

byte 2 Message ID LSB

i 147y PUBREC uda f51v2d9 PUBREL Message 11dagfdq Tavszy
Message ID ifinaslu PUBREC Message
2.1.3.6 PUBREL
PUBREL 1¥dm3ususziunsdedonin (@i 2) fudonnuii185ums
AOVTUIN Publisher 1163 PUBREC Message 11015 W83 v30 m1nidivines 11ds PUBREC

Message 91 Subscriber



20

M1314 2.25 Fixed header Y93 PUBREL message

bit 716|5]|4 3 2 1 0

byte | | Message Type (6) | DUP flag | QoS level | RETAIN

011 110 0 0 1 X
byte 2 Remaining Length (2)
001|010 0 0 1 0

EY

Yodana RETAIN higniiwn 19911 uag Variable Header v 2 lug

PUBREL Message 1% QoS 55A1 1 uagfmia DUP Flag 1lu ietimsdatonnudunaiausn

f13514 2.26 Variable header Y93 PUBREL message

bit [7|6|5[4(3(2]|1]0

byte 1 Message ID MSB

byte 2 Message [D LSB

(o303 1851 PUBREL Message 910 Publishert@ 5003 szt udonany
@138 M5y Subscriber 1azIN15d4 PUBCOMP Tneld Message 1D @111 Publisher tile
Subscriber 1931 PUBREL Message 90i¥3 1305187 Subscriber vzifiudonau 1y uazda
PUBCOMP l1Jd3 Server
2.1.3.7 PUBCOMP
PUBCOMP Ifdmsusurlsziumsdetoning (@i 3) Sunsaeufuen
5351995 11/83 Publisher #1d9 PUBREL Message %38 13un13ae15191n Subscriber 1184

PUBREL Message 910 Server

711974 2.27 Fixed header Y93 PUBCOMP message

bit 716 |54 3 2 i) 0

byte 1 | Message Type (7) | DUP flag | QoS level | RETAIN

0 1 1 1 X X x X

byte 2 Remaining Length (2)

ojofofo| o o0 (1] O
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£y

fodaina flad DUP, QoS, 1Az RETAIN flags Tiigmimn1daiu Variable
=} a a {
Header Hu110 2 'lU#f Variable header 191711 Message ID v11a 16 Ta #i la91An1s

Acknowledge PUBREL Message

#1914 2.28 Variable header Y99 PUBCOMP message

bit [7(6|5(4[3[2(1]|0

byte 1 Message 1D MSB

byte 2 Message ID LSB

& Yo s ) L a A
iie'lnaloud 145U PUBCOMP Message 1nalouaazaudon11uauauiiiodnn
dugnaudinnes lud
2.1.3.8 SUBSCRIBE
Y o [ i o . § o
SUBSCRIBE 19d i vasnziiomiefnniy topic i laatauaaulaiy
ad e & = o o ' o oy Yy ad ¢ |
#5003 TaioainibounaziinisnnuanITza U QoS NABINITUAATIHIDT VLAY
4 { =1 [
PUBLISH message 11 1% 1nateuada lnaoud iy subscriber N2 1451 PUBLISH Message

=
VD topic NABDINTT

11514 2.29 Fixed header Y93 SUBSCRIBE message

bit € PN S o 3 2 1 0

byte I | Message Type (8) | DUP flag | QoS level | RETAIN

10010 0 0 1 X

byte 2 Remaining Length

Yodauna Was RETAIN lignihunldaiuvariable header 1sznouliday
Message ID d1m5u1411 SUBSCRIBE Message Rilsau QoS 11w 1 mnmsadiuaraaziily

#9619 09T Message ID 10 a411 Variable header
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13714 2.30 Variable header Y84 SUBSCRIBE message

Description 7|6|5|4|13|2(L|D

Message Identifier

byte 1 | Message IDMSB(0) |00 |[0|0|[0|0|0|0

byte 2 | Message IDLSB(10) (0|0 [0 |0 [1|0|1]0

| s ")
Payload A list ¥4 Topic 1 lnaeuARoan13 Subscribe AT TZALUDY QoS
wlaaeud 19 unisSudoya Taoh Topic vzdvammuaiiu String ArsaLLY UTF-8 LAz

111503 Wildeard 18

1314 2.31 72084 payload Y99 SUBSCRIBE message

Topic name "a/b"

Requested QoS | 1

Topic name "c/d"

Requested QoS | 2

A1374 2.32 $1288190 15171 payload Y93 SUBSCRIBE message U84 topic “a/b® 11ag “c/d”

Description 2| 068 -3 L2 A

Topic name

byte 1 | Length MSB (0) 01010]0]0J0|0/0

byte 2 | Length LSB (3) 0j10[0|0|0O|0fT1]1

byte 3 'a' (0x61) O(1(1(010[0 [0/
byte 4 'I' (0x2F) OG0 L)1y
byte 5 'b' (0x62) 0 5 O o 1
Requested QoS

byte 6 | Requested QoS (1) [ x [ x | x [ x |[x|x|0] 1

Topic Name

byte7 | Length MSB (0) |0|0|0|0|0]0]|0]0

byte 8 | Length LSB(3) |0 |0|0]0|o0 0|11

byte 9 'c' (0x63) Ofrj1{ofojoj1]1
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A1514 2.32 §29613M151f1 payload Y93 SUBSCRIBE message Y04 topic “a/b”1az “c/d”(s19)

Description 7(6,5/4|/3|/2|1]0

byte 10 /' (0x2F) ojo|1{o]1]1|1f1
byte 11 'd' (0x64) 0|1]1/0]0(1]0f0
Requested QoS

byte 12 | Requested QoS (2) | x | x| x| x| x[x| 1[0

Y a

o o o = o
MINTHUATEAVUDY QoS %:mmmmwuﬂ"lmqwm 0uag 1 ¥94 lud

Requested QoS

M54 2.33 MIMHUATZAVYDI QoS Y93 SUBSCRIBE message

bit 7 6 5 4 3 2 1 0

Reserved | Reserved | Reserved | Reserved | Reserved | Reserved | QoS level

X X X X X X

o = C{ 1 o A a o
toduna dafi 72 Tugmibwldauiediviaes 1850 SUBSCRIBE

Message 970 InaiouAServer 12¥1101589 SUBACK nav 1191 Client

2.1.3.9 SUBACK

d' =] o '

SUBACK gnaeTauidsvinesimotuduingiwines 145y SUBSCRIBE

d 9
Message 910 1AAUALA?

13714 2.34 Fixed header Y93 SUBACK message

bit | 7|6 54} 3 (2 |1] 0

byte 1 | Message Type (9) | DUP flag | QoS level | RETAIN

1 010 1 X X X X

byte 2 Remaining Length

o - o ' (] i
Yodaina Waa DUP, QoS, az RETAIN flags 11ignii1unlda1u uag Remain

o g [
Length 9211412108190 PayloadVariable header 52 n o1 11@28 Message ID #1415

ar

SUBSCRIBE Message 1 185U dfafigtuuudail
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11514 2.35 Variable header Y93 SUBACK message

7/6|5/4(3[2|1]0

byte 1 Message ID MSB

byte 2 Message ID LSB

d [ o A 9/ kg . P Y o
Payload 321N UTEAVUDY QoS NiNyI1UDINL TOplCﬂ’I?J‘ﬂllﬂﬁ"Ull’I"ﬂ’lﬂ

a A

o W o vl
SUBSCRIBE Message LagN1TNIHUATEAVUDY QoS ﬂﬁﬁ'liﬂiﬂﬂ“ﬁuﬂulﬂﬁﬁjﬁﬂ 0OunE Uvyg

Tud Requested QoS

M1514 2.36 120819 payload Y99 SUBACK message

bit 7 6 5 4 3 2 1 0

Reserved | Reserved | Reserved | Reserved | Reserved | Reserved | QoS level

X X X X X X

Y a A 1 o 3/
Joduna Uad 7-2 Tigmihan oy

M54 2,37 3uDY payload Y99 SUBACK message

Description T 16 WSR3 3.2 | 10

byte 1 | Granted QoS (0) [ x | x [ x [x|x|x |0 |0

byte 1 | Granted QoS (2) [ x | x |x|[x|x|x| 1|0

2.1.3.10 UNSUBSCRIBE

o = ' v oa 4 a
UNSUBSCRIBE [Hudoanuiigndaninlaawud lildudsnesiwoonian

13AAAY Topic NAAAINOY

A19714 2.38 Fixed header Y83 UNSUBSCRIBE message

bit 716 |54 3 2 1 0

byte 1 | Message Type (10) | DUP flag | QoS level | RETAIN

1101 0 0 0 1 X

byte 2 Remaining Length
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Fodainn QoS Level vzdnarmualiiiluszdy 1 RETAIN Tugniiwnldau

1L8¢ Remaining Length witluanueIves PayloadVariable header Uszneunay Message ID 7

QNa91INU UNSUBSCRIBE Message

19749 2.39 Variable header 483 UNSUBSCRIBE Message

Description 7(6|5(4|3(2]|1/0
Message Identifier
byte 1 | Message IDMSB(0) |0| 0| 0[0]|0|0|0]|0
byte 2 | Message IDLSB(10) [0 |0 [0 [0 | 1|0 |10

9 d . = { 3/ a a a @ [
19101 List Y04 Topic Name 1A04m13920nann13ann1u(Unsubscribe)A19814

i o
V04 payload YD Unsubscribe Message veiilu

M1319 2,40 A08N9IM SN payload U949 Unsubscribe message U84 topic “a/b” llay “c/d”

¥

aadl

Description AR 4 {32 |1 0
Topic Name
byte 1 LengthMSB(Q) O[O0 | 0| O |O| O ]O 0
byte 2 Length LSB(3) |0 | 0| O 08 | OV 1 1
byte 3 'a' (0x61) Ol 'L, 1l 0O |00 (O 1
byte 4 '/ (0x2F) 0]10] 1 0 M\ 1910 1
byte 5 'b' (0x62) 0 | N1 ORNI0/ 0" 1 0
Topic Name
byte6 | LengthMSB(®) |00 | 0| O |O| 0O |0 0
byte7 | LengthLSB(3) [0| 0| 0 | 0 [0] 0 |1 1
byte 8 '¢' (0x63) 0111 0 [0l 0|1 |
byte 9 /' (0x2F) 0101 @ [1f{1]1 1
byte 10 'd' (0x64) 0|11 0O (0|10 0

A4 ad 1 Yo Y ad ¢ '
B ines 15U UNSUBSCRIBE Message Ha1G5ino5 oz dq

UNSUBACK Message Na14171 Client
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2.1.3.11 UNSUBACK

A @ 1

U a Jd L4 a L4 Y o
UNSUBACK gnadlaotdivined lddelnatoudiNotuduiilasy

UNSUBSCRIBE Message i3013081132

13719 2.41 Fixed header U939 UNSUBACK message

bit 1 T - (- 3 2 1 0

byte I | Message Type (11) | DUP flag | QoS level | RETAIN

1 0 1 1 X X X X
byte 2 Remaining length (2)
0| 0 |[fOg70 0 0 1 0

Y o

vodauna ad DUP, QoS, 1Az RETAIN flags Tigminnlda uag

-~ g ; .
Remaining Length 9211lUV IRV Variable Header HaTivu1n 2 lua

il

= 1

M1314 2.42 M3V Message ID ignasaniiy UNSUBSCRIBE Message

bit |7]/6|5|4]3|2[1]0]

byte 1 Message ID MSB

byte 2 Message ID LSB

2.1.3.12 PINGREQ
PINGREQ 1% lunisasnasumsieudoszriing lnaeudiu@svnes Tay

o

4 ] @ = o [ 1
InauanaeudenudsWines vzitudod

#1314 2.43 Fixed header 499 PINGREQ message

bit 716 |5 | 4 3 2 1 0

byte 1 | Message Type (12) | DUP flag | QoS level | RETAIN

1 1 0 0 X ps X X

byte 2 Remaining Length (0)

001|010 0 0 0 0
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Yodainn Wad DUP, QoS, 1oy RETAIN flags ligmimnldam
2.1.3.13 PINGRESP
PINGRESP i udonnuidivines ldnou lnaioudnds PINGREQ Message

ADUDINAD U DIFOUAD

1919 2.44 MU Message ID AgNTI11HU PINGRESP Message

bit 716 |5 |4 3 2 1 0

byte 1 | Message Type (13) | DUP flag | QoS level | RETAIN

1 1 0 1 X % X X
byte 2 Remaining Length (0)
01010 0 0 0 0 0

Yodana Has DUP, QoS, tay RETAIN flags Tiignianliay
2.1.3.14 DISCONNECT
DISCONNECT gnasainlnaous hldussines lunsain Inaeuddoanis

gnIaNN5IANR Inen131la TCP/IP Connection

A1319 2.45 M3HY Message ID Nignaniy DISCONNECT Message

bit 71654 3 2 1 0

byte 1 | Message Type (14) | DUP flag | QoS level | RETAIN

l 1 1 0 X X 4 K
byte 2 Remaining Length (0)
0 0 0 0 0 0 0 0

2.1.4 52AUY2AMNWIUMIALINS (QoS Level) #az Flow M3ty
2.1.4.1 QoS 52AU 0
¥
Qos 7¢Av 0 lufulszAundoyadsialaremanse lu uagiimsdudivanss

1987 (At most once delivery)
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28

Client | message and direction Server
QoS = PUBLISH Action: Y1115 Publish message 1164 subscriber
[0 >

2.1.4.2 QoS 32AV 1

QoS szAU 1 Imssusziundoeyadedalarenmauiveu uaerafimsas

¥ b4
nanenss uazdaronieen ldsudeyadh (At least once delivery)

AT 2.47 TUADUM TN UV QoS 520U 1

Client message and Server
direction
QoS =1 PUBLISH Actions:
bup=0 | e > d
Mesgale [T~ x . Lm:I message adlu
UGNV
Action: 1711 message aslu o %1115 Publish message Tds
NUIWAINT subscriber
e QU message DDNIN
NUIAINT
Action: 1 message 80NVN PUBACK
NUIWANNT S

2.1.4.3 QoS F¥AL 2

QoS 5¥AY 2 imssulsziundoyadedalaromaniven Imsdadoyaiiiog

z w53 y
ATaAE lazdarema T 1T udeyadh (Exactly once delivery)
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Client message and Server
direction
QoS=2 PUBLISH Action:
pRpE=g 00 | e > (AL message 83 1U¥HIEANT
Message ID =x H3o
= Actions:
Acltion: e omessagc Al (AL message ID aalumideanud
HUIIAUN
e  Publish message to
subscribers
.
PUBREC Message ID = x
RWA. . A
Message ID = x PUBREL Actions:
---------- o
o 111713 Publish message 1184
subscriber
e @1 message 0DNIIN
NUIANUT
30
Action: 011 message ID 99N910
NUIWANUT
Action: 01 message 09NN PUBCOMP Message ID = x
nieANT P
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a

Topic Wildcards tijaoaniiiu 3 szinndai

1) Topic level separator 19111932 A 003 Topic TneldinToamuny < Tne
siuuezlugail vorviavar. v

2) Multi-level wildcard 1981984 Subtree Y94 Tree U84 Topic 15U 81M1n topic
a/b 1 topic 8089 st alblc, a/b/d, alble, alble/x 1AL a/blelz 19113130 19
alb/# Tum3ghaia topic dosmanin'le

3) Single-level wildcard 1981484 topic Wanualu 1 3281 15U $19717 topic a/b
i1 topic toBY fail a/ble, a/b/d, alble, alblelx WAz a/blelz 1518330 1% ab/+
Tums19dia ab/c wag ab/d uaz a/b/e vz lainsoUAQY topic a/ble/x Uag

a/ble/z

=
2.2 mnlulad Internet of Things
. aa S B A A o 4 ' 1
Internet of Things (IoT) fie 1na TuTatd e SifinfeugUnssiuas inTesilan1an 13w
L4 d =1 o 3 @ 4 "
Insinidede sooud qiou Insvimi uazdug h13denu Tasnseailon1eq swwawise
d’ & ) 9 [ ) ¢ o Y ac & A g/ as
aouToauasdomaiuld Tagriuszupdwaeiiia Tuowan dusInan hlweisudunedy
a o = ' Z o i
maTuTagimhliwame aunsoniugudavesdisg nannlubu uasdninauvsennd
o ' a 4 y o =
Trudld wu msnvnueamgineluthu msdlada’lv audansdaliinseaiinum Gu
¥ - < @ A ad oo o o gt g
aunun uaeelsiny dafima TuTagouq Noniluszdeagnimuinoui 1oT sziluaiy
a X 1] @ 1 A ' 1 o =
VIIVUNT U SEUUATIVIUANE (Sensors) JUUVMT iFeuaeszHINgnTnl uazszuuhd
¥
deglunaufiunes udvueil U3 lnajq 8619 Microsoft Liay Cisco Avum A man Ty
maluTadil uaglud) 2013 maTulad “Internet of Things” 1 YNYADINUNINTY HAZILTNT

o & w as - ) EY o m ¥ a ]
nuLae wwmma‘wﬂw mmmumﬂﬂmwmﬂw

2.3 gonlding openHAB

< [ o o a &
Wuyonauns Opensource MHIUNITAIUAN ARAIN erf'lf] HAagaINITIE YUY Automation

J - 3/ ar =
7199 Ta8laW1Z Home Automation H391 148N 8L
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2.3.1 puandi
szuuluAnsNTeesunIy Java

a ¥ o 3
1) usofaganaz o lau
Wuszuuluams

2) “l‘i’f’amN'Tumaﬁmmﬂwﬁm%’uw‘%mmﬂwﬁm%’uwﬁm%ﬂ

iOS 12y Android

3) 50950 Tns InABaA1) MINNY |9 TCP, UDP, HTTP, MQTT Liag SNMP Fu

9
AU
2.3.2 aoninenssuvad openHAB

2.3.2.1 openHAB Runtime
@ : 4 ad ¢ Y Ao
gnAILIAIBATHT Java & uouaiouihudidne nimhidamaszyy

o ° o 4 ] a <
Tﬂﬂ;j'wcsummmsnm‘ﬁuﬂgﬂuuumsmmumumwﬁmwammmﬂwmﬂww%mi

neraanaluneyUnaman 14

| openHAB Add-ons

openHAB Architecture Overview 3 gowee e

e S

openHAB || openHAB
Jtem Provider | | Protocol Bindings |

51 2.7 amifaen3331v09 openHAB

2.3.2.2 m3naneTea1iMEluVD3 openHAB
a é ' 3 ' YRR
s Radedesozutaeeniilu 2 ¥04n1e laun Asynchronous Event bus laZ

Stateful repository
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2.3.2.3 The Event Bus
= 3/ a 1A ' o o 1 1 1
Shudumalunsfnredea1ssznIN openHAB FugUnsaIAIg HUFBINN
Sa 1 1 " I h ] ' da & 4 1
% 4n1 Protocol binding FaANAINIU Event bus 92111 Event A iinatiuvegUnaal LY
- 1 o
msfdsuanizusaglnsaiaie i
2.3.2.4 Item Repository
o lé = 1 l:i ! 1 o o
SumsH LY Stateful 4 19 lumsAAAMAIMGNTIFIM Event bus AIMT
'y 1 EY 9 & = ' ¢ . o
f19814U03015 1% Item repository AD AsaaaiuA19IngUnssinanNILdAIRatY

“Bﬂ a o 1 VA & o - o A 1 'IJ ¢
NWALATUOYHNADIUDY “]Nﬂwl]ﬂjiﬂﬁqﬂﬁﬂuHﬂwLﬂUﬂﬂ’]uﬂ’]imleﬁﬂ‘Nﬂﬂ‘UQQQ NIt

Commands

Commands.

Stawus Updates

eoe®

DI Do

¥

5128 {ns3a%139n5a0a15903 openHAB

2.3.2.5 Sitemap

g ad ¥ T . '
Sl Tree AU TAT9a519U0UAZANNAUWUTYDI widget #1399 U9 UL aulu
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2.3.2.6 Item UI Providers
o o o o A A Y o 3 | Ao 7
lﬂﬂﬂ’l“ﬁ’!ﬂiuﬂﬁﬂ'l‘ﬁuﬂﬂ'lﬂ'ld”']‘ﬂlﬂﬂ’)"’llﬂdﬂ‘ﬂﬂ"lﬁﬁiw Ul Tﬂaﬂmmwuﬂuu

=
vzgnUaaly Sitemap

2.3.2.7 openHAB Designer
= o saq Y o " =
Wurodaursildeonuuunisyitaiuues openHAB Runtime 7IN03N13

[ { = ) @ I's
penuuuuazlSunlasy GUl veaduuenARnTULazIDUWAMTHUNa TN THY

2.4 MQTT Broker
Wuyenduls N nedane message 910 MQTT Publisher #3 0 lnatoud 1Uda MQTT
. = 1 1 5 1
Receiver M3 0B WnasiuszuunietisTagld Ins Tnaea Tcp Wuiugmlumsadoya

2.4.1 Mosquitto MQTT Broker

'
a

Fuserausdszinn MQTT Broker il Opensource Taviauilsznoy dﬁ
2.4.1.1 mosquitto.conf
a1 dm s muariof AN N8I MQTT Broker
2.4.1.2 mosquitto_passwd
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2.6 Microcontroller
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2.8 EEPROM
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2.16 TCP/IP Model
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N TOONUULMAS WM TZUY

= { o
Network /0 1Huveia luTasaouTnsame s iwaumnnnlylns Inswmaninszga AVR &

[ 1 1 : v =i
anweusasudadeyarunsouie 1dFawesa Network 1/0 utiseamiilu 2 Yszinn fie Network 1/0
Gateway 110 Network 1/0 Node F9U05A Network /0 Gateway 12 149AaR0AY Network I/0 Node H1U

dyau15ae 2.4 GHz uazAndonuiFs e siudumesiia Tasldme LAN

d
3.1 99n1sznavvesszuL

1) YDA Network 1/O Gateway

2) U39 Network /0 Node

dda &

ad '3 o i
3) 1T WD INAAAITONNLIS openHAB (1A mosquitto

4) WoUNANFUAANINUAZAIUATZ VY

3.2 NsONIUUSISANIS

3.21 U@%ﬂ Network I/0 Gateway

GPIO
Display } ——-[ 5V Adaptor ]—[ 220V ]
SPI BUS
P— m
connector

external

EEPROM

12C BUS USART as SPI

31.' 3.1 uain Network I/O Gateway
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3.2.2 U'E)‘fiﬂ Network I/0 Node

nRF24L01 Atmegad8

0)\ —-' 5V Adaptor H 220V ]
SPI
m GPIO
Medule ’

3‘1] 3.2 ‘ua%m Network I/O Node

d
3.3 msoenuuud N

Vv o

) o ad P [ o 3‘1 ) = a 2: a 4 J
AMTUFTWIDINTHIUTINAY Network /O Huapalinsandasan il Aarl
3.3.1 openHAB

] o 1 @ J i
openHAB tHlumeniuaiduioguaannsatuuds ldnwdosms Taoilusensiuasilsy
° & a 4 ] o a ) a o
AANMININUN Fams Aaaufhguesa Network 1O rumaduiodndmsunazuodndmsuy
a a o s ] I ?J ) a o dy
auin Iluszuuliiang i0s uaz Android dmFumsUSuudaTugyimslsuuAadadl
3.3.2 mosquitto

x o) '3 o o - o a Ty o ar
mosquitto 1 uoHiIduS 951 ndeevhmstuudea 1iimsinuaeandoatu MQTT

W

Server 1181¥ openHAB runtime

Network /O

i, Node

. klI/0
LS o O Networ
) Network 1/0 . Node
* Gateway Network I/O
Network 1/0 Gateway

Node

31 3.3 Tnssad19szuuves Network 1/0
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34 ‘i"lﬂﬂglgﬂﬂﬂ']iﬁ"N"lu‘UﬂQﬁzﬂ‘ﬂ

3.4.1 MaMausessuDEanIau

o3 MnosBuriey item veewe i F openHAB H1Jsynia'ld 991015 Publish uas

Subscribe Topic 714 Topic ‘ﬁﬂﬂul‘i)ﬁu item GiN‘] Taw item 1¢]ﬁ‘fl MQTT Binding Tunfn19 inbound item
FuATnR5uA TS0 Subscribe #9% item A3 MQTT Binding TuAM14 outbound item 113
wihildsioon e Publish i1l MQTT Broker $nouildiil Topic lathaftegluszuy vinthuile
¥1M51¥0UADUDTA Network 1/0 Gateway 1Az Network 10 Node 191932 Uu1d7 18R Network /0
Gateway (3491013 Publish 1182 Subscribe MH38AFIA199 A1 Topic MATITE TUSuFIWI0T ¥l
Wil MQTT Broker fi03a815 Publish 1132 Subscribe Tavauysal na19fie MQTT Broker §911u
5EUUY Topic Ta1ha uazudas Topic ﬁ'ﬁ}‘ﬂ A9 1A Publish 150 Subscribe 1149

3.42 msdamoniues TS e Uwiini

o _joe OB

wmamsalanud isuesdadoya luaaswauunedwaindu 119 Topic “/home/sensor!”

Tavodourudamsideudodagy 3.3
1) VoA Network I/0 Node 81 indunaefainiiuaasli)ianesa Network 1O Gateway
Wudyyliae 2.4 GHz
2) U979 Network 1/0 Gateway Sutoyaduiiudminduaoiuadradunining MQTT
1&2 publish #1184 Topic “/home/sensor1” Fuaneuan lUgsdumesiln
3) MQTT Broker I8 5unfininn MQTT nintfuszinmisuasuiininaldedlusuuyi
openHAB @nsan 1918 Iae19n52091n15 MQTT Binding
4) oW¥iiiaF openHAB 1A5uAINFUT MMTumzgds IUuaR IR WIS
3.4.3 nadamFmnuedndinduiedletaniedlvivih
memsaiauud fliduilanaoa i Taowaoa 114 Topic “/homertightl” Tumsaaugums
WaTlanasa’l Taverdounudamsioudedagy 3.3
D flédatlanasa lWihnueUndindu openHAB AaueUndindw openHAB Avzdafida
voamsillanaoa lWfignay item Al topic “home/light!” TUduS e Rveniiuag
openHAB 1191104
2) tilowoiing openHAB YimsUszuaanaudaezdedoyalids MQTT Broker Tnarion

! = A 4 ar
deazlinisuasdoyalasl¥nszuiun1s MQTT Binding 1o 1 e uisafeasiy

MQTT Broker 18 uagannsodedidaialarenaldgndes
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3) MQTT Broker SU403a910 openHAB A529@0U1a18M191az 029105 publish message

aana1 lNuesa Network /O Gateway #1 subscribe topic “/home/light1”

3/ 1 2

3 s Y
4) Lﬁﬂ‘llﬂllﬁﬂﬂﬁdlﬂﬂd‘l}i’)gﬂ Network I/0 Gateway ullliﬂ?ﬂﬂﬁI‘l’]iﬁ!aﬂ‘iﬁlzﬂizﬂJ’]ﬂWﬂllﬁ’J

Uy

'
0 @ 1 o

aardutlavaea v lidiuesa Network /O Node finauauviana v Tasdedayain

iudnynna e 2.4 GHz

5) UB3A Network I/O Node datlavaon v

3.4.4 MINMNUDIATUNA

1A o & o o

mamsalauud Weafdanindurefennae 14 agvi lvvasa it Tuiia

D) om0 nidume §gnaarii Network /O Node H1U Network IO Gateway agH1M
MQTT Broker TERGE openHAB

o o . A { o [ ;
2) ¥aWiLF openHAB v2vhmMIvszinanasa uiRnwaeiisimua 1S INg rules 9

1l
1

I’ aamiimnua 13 openHAB v publish fidaitlanasaInlae

'
=] ']

o W o a o
Network I/0 Gateway o184 115 a Network /O Node iiaitlanasn 1

Qs 1 U a ) v
3.5 mamamuﬂﬂmaﬁ’ﬂmm

¥

o
o I F e

3.5.1 Medumsnantlailadedivfndod]d

M 3.1 M13aan 1WA .items

Group All

Group O_8eénsors (All)
Group o lights (All)
Group o _dimmers (A1l)

Group o_allsensors "iwwai" <sun> (o _sensors)

Group o_alllights "wsealW" <lights> (o lights)

Number o_SS1 "wweiiafd 1 [%$.2F wiw]" <sun> " _allsensors)
{mgtt="<[iot:/homes/sensors/SSl:state:default]"}

Number o_SS2 "dwwefiddl 2 [%.2f wihw]" <sun> (o _allsensors)
{mqtt="<[iot:/homes/sensors/ss2astate:default}"}

Dimmer o DimmedLight "Dimmer wowitsu [%d %%]" <slider>
{mgtt=">[iot:/homes/switches/dimmer:state:*:default]"}

Switch o_ledl "waealWesibuin" <switch> (o _alllights)
{mgtt=">[iot:/homes/switches/ledl:command:ON:1],>[iot:/homes/s
witches/ledl:command:0FF:0]"}

Switch o_led2 "waealWmnw" <switch> (o _alllights)
{mgtt=">[iot:/homes/switches/led2:command:ON:1],>[iot:/homes/s
witches/led2:command:QOFF:0]"}
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o o by ¢
M9 3.2 M3naa 1a sitemap

sitemap o label="Smart Home"

{

Frame label="ifuwai" {
Group item=o0 allsensors label="ifuzai"
icon="temperature"

}

Frame label="waaaly" {
Group item=o_alllights label="dusw" icon="switch"
}

Frame label="wsoalWuuudiuanuainla™ {
Slider item=o_DimmedLight switchSupport

3.5.2 APENITIUAAADNAUAIY

v
s

3.5.2.1 HuueUwanyu

rduLas

1 1iurdas >
uaanlvl
,‘j Huae >

- ©2010-2014 openHAB.org

31 3.4 manaaswanInunelwandy




3.5.2.2 wouwdmsuuusyuul §iams ios

iPod = 02:35 ¢ @ e
Smart Home Settings

Wawad
- [ I'd
l VigRIbi )
viaan LW

‘f FUEY

31 3.5 mInanamarueUndnFuuuszuulfinms ios

3.5.2.3 updwanduuusyuuU§OAmMs Android

l‘?‘-‘, Smart Home
i il

1 L-x'iun.f-ns"

_ wanall

71 3.6 msuaaawarureUwlinduuuszu§iiRins Android
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N1INAADIATHNANIINAAD

d ¢
4.1 130475

4.1.1 mammmgﬂﬁewad Microcontroller
A g v ¢ a b ¢ 3 9 " o
WM IaIU0ia PCB tazann1gUnialidTaneayinsninaaouniniauves
. ' o v a A v A ; o Y
microcontroller 11e111501191% 1dalndnT o 1111194910110 microcontroller T1UAANA A
o a Y A = o SA a =1 Y
i limineassdugaw1Ufimsianvesglnseioug fAaldeinanuilusiaimnaaea

Pzu1aoaNRY 2 AIUAD MITATIIABUNINAIUNENMN (physical) LALN A UATING (Logical)

ATNAADINNAIUNIEAN (physical) ADNI1TATIVAOVIY microcontroller HUDE 11

= 3 =l

. ! z::; ol & dl 9 g
ANIZLIARDY (cnvironment) NNABINT 0 liinaz wieuNIY TV Firmware 30 ROM N3 19U
[ 9 w . { as " 4
wio lunaanald lasnisdansau Idifing voe 7 GND 493 Microcontroller lW@AT19 @01
3 a 1 . s 4 ¥
AUYNABIVDINTIAU HAZABD Microcontroller 19111 Programmer 1NBATI9ADUANUYNA DY

VDIIVI

U 4.1 nsaaulihszranen vec uaz GND



51

T ' ¥ N
usasu I vee il Iidesvesasegsninsyduidmualy 2.7 -5.2)

i Ed
e agu ihineldiuglnsehiuiisane

Main ii;og_ta-r;f_l-‘_uses | Léckp_ils_l Advanced | HW Settings | HW Info [ Auto |

Device and Signature Bytes

Aimegsion J
(Ox1E 0x93 0x0F | Read Signature

Signature matches selected device

; i g
3‘1] 4.2 1iol¥ Programming 733980V Microcontroller NUD5A Node

77 T s medewitaesaaz [ | = 10

| Main | Program [ Fuses [ LockBits | Advanced | HW Settings | HW Info | Auto |

Device and Signature Bytes

|ATmega32 VJ E
resE | |

Signature matches selected device T

1 | J
E‘IJ 4.3 13014 Programming A330980U Microcontroller Nvesna Gateway
1 o 1
119%1015 Read Signature 11U UD5A Node 11a2 Gateway Y5103 UVD I
. = o d
microcontroller AgAR0Laz Liuaaa Error laq nuisn1minneesuazglnsaiaeninsuiu
1 o kY 4
A1 1 lagnaes
)
ﬂ?iﬂﬂﬁﬂﬂﬁ?’luﬂiiﬂ% (Logical) APN13ATI9ADUIN Microcontroller HUA1415D
o { 1 o 4 Vv
¥1UAN Flash memory 1l Download 841/ 1ded19gndes TasezyiimsidonTusunsuiia 19
s " W o )
Microcontroller AA4TOAIINDBANINI Serial port ¥1A microcontroller a1usaiiaula

] . 1 v @ oo { k4
QNABINNIBAINIT configuration A197) AUWUTAY Hardware N190H0 13
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Programming FLASH.. OK!
Reading FLASH.. OK!

FLASH contents is equal to file.. OK
Leaving programming mode.. OK!

>

<imf

51 4.4 a49112Y93M3 Download Flash memory lavuoia

About XModem...
PC Setings | Range Test Terminal IModem Configuration |

Line Status srAsse—n ey | Close | Assemble| Clear | Hide
EER] |OTR [v RTS [v Break [ | comPort| Packet | Screen | Hex
[Haruhi ‘48 61 72 75 68 69 0D
|Haruhi 48 61 72 75 68 69 0D
il—laruh‘i 48 61 72 75 68 69 0D
Haruhi 48 61 72 75 68 69 0D
Haruhi 48 61 72 75 68 69 0D

)
31 4.5 Yonnuia @O NIRINVEIA

nAnsnAneaasIfifuT microcontroller Am3asinu Idgndoutioann
aunsarnuaiides Tsunsuas 1 dedagndewas Wi Error a9
4.1.2 NAARIMINUVYDID0 LCD
UNDOSA Gateway 923190 LCD %iif Character Y119 16 x 2 ﬁﬂﬁ'&@;jxﬁmmm

Fonu 1A T ANAAIR 18 NEIAINA microcontroller 7414 @nsanaasd laaronsdali

v0UFAITEAIINDBNIN
LCDGotoXY(@,1);
LCDstring("HARUHI",6);
f LCDGotoXY(0,0) ;
1 LCDstring("AbCAEFGhIK1MnOp",16) ;]

31 4.6 code Ml¥lunisasve LCD
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o d a';
31' 4.7 HAANTVDIN1TTi99 LCD

4.1.3 ﬂﬂa'ﬂﬂﬂ1iﬁﬁ]u‘l’®ﬁ Ethernet shield
. A o Y & 1w : o
Ethernet shield Ao gUnsainly¥lun1si¥oudony Network 1A0 interface A1
3 1
microcontroller W11 SPI BUS 1A ® Ethernet shield T 114159 l‘dﬁﬂﬁ’d AUTZUY LAN laop1y

ey = 3‘; o o d
TnsIanoa TCP/AIP 1@35n15nAanefionand UasAIAUTL Ul LAN UaZaDd ping H1UDIA

{ W elanedwes wom

L b R B R

31 4.8 Ethernet shield vauzinau
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Pinging 192.168.1.120 with 32 bytes of data:

Reply from 192.168.1.120: bytes=32 time<ims TTL=128
192.168.1.120: bytes=32 time<ims TTL=128
192.168.1.120: bytes=32 time=3ms TTL=128

Reply from 192.168.1.120: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.120:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 3ms, Auerage = Oms

31] 4.9 N3 ping 14J613 Ethernet shield

Connegtion clas

qﬁlﬂ 4.10 M3 connect 13 Network 1O Gateway

o [ + o ' 4 .
MINIIUUDY Ethernet shield (Hu lamfinandinned1a1iea91na w15 ping 1
@ ] P VY
1azAI Network 1/O @10170 Connect L1g Listening UMW Network 14

4.1.4 NARDINIMNUVDI Digital AC output

T ¥ )
AC output Tuitiag 14 Solid State Relay 1fhugilnsailumsduWnszuaaduive 14y

Y o

g9 19 Irlihneluthuds Solid State Relay 95 udnyny1nt digital 41910 microcontroller 11

o

a

< o '
minaaenz lduana’lul 40 w 220 vAC ifludmaanauaz 19usia Node Tumsiednyn o

s

51 4.11 vaea lWid il A udyao
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51 4.12 viaea Wil ATy dane

Han13NAaRa1l71n 31 microcontroller 11150 WAL Iinszuaady 14 Taory
. = arn o v g o
Solid State Relay anmaniauiiaved Relay azaansanauguwasau i 1dna 6000 ad
4.1.5 NAABININNUVDS Analog DC output (PWM)
) o aJ
Analog DC output Aensmauaw IWdhnszuansa lagmunsaimuanaaulag

Duty Cycle Tufitiaz1¥viana 1l LED Tunisiaainaved Duty Cycle Ni)asuinlag

51 4.13 mwwaealWl LED #iilu Analog DC output (PWM)
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Haidcopy Haidcopy. Huduqu,
Menu Menu Menu
l fd Interface, | o | Interface, +| Interface,
............................................ ) Lo [ N N S
| oI B S A of W | [ [ or e
E i | [Lenguage | } f Language | i1 Language
Mgy e - Engh oo o ! I English .;L } , SR Englist
E : More » | : More » | t Mote »
| Inage saved to DS0041.BHF conpleted I $0.000 s Lijn-;» saved Lo DSO0GE.BHP completed

= 2t b e e ™ i W ST o

CH2 m S 1 CHZ =50

e

nRTH
1 4.14 Fyananael¥iny vaea LED Tagr1u Transistor Jagd Duty Cycle 114 25% 50%

75% auaauBsanadigldun

mﬂmsmamﬂiwﬂg’jwﬁ'muﬂpmﬁﬁ%’wdﬁummaﬂmﬁmﬂ”mﬂwa'oﬂ LED uiaz
AANINAI19A1 Duty Cycle ﬁaﬂéﬂuuﬂmmﬂmmmﬁuﬂ"ﬁmm transistor 92 @13150918 T
1Rgaqe 5V 2A uiiosnn1d Adaptor sV iHuunadamadsaioinihliussduan ldmndeas
NILLAFININ

4.1.6 NAABININIANIUVDA Analog AC output (Dimmer)

Analog AC output Aion1sarugy lihnszuaaduTasannsasmuandanuldTay
DIAINANNITUDL Zero — crossing detection lag opto — diac 1 input 191U microcontroller 1Az
T Iihnszaasy Taold triac 390D diac Taosmuanarlumsaaduioriuandaai
seireliiugunsailufitiny1$naoaTluina sow flusmaaes manaaosazuiaili 2 dau
AodIu input LA output ludruvos mput 3214 microcontroller 5 ﬁ'ﬂgiy‘lm Zero — crossing

910 diac input opto

|

Haldcopy’
: Menu

Interface
Menu

o ; o)
( 0if WL
. Language
: English
‘ More »
10,000 s
HAIH Wion: Bl EDGE

CHI =1 CHE = SU

v YV

v o A
g‘lJ 4,15 UFIAH input NHTHAIPNTHNIU
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sEDe  2O-Hpr’1S  4:34 W CH?Z2
Coupling
3 iy i Invert
; 11
EENRRRRRNE
F
Tl tI il oo '; o L
H‘ \“ i:! E‘ 1l 4 \. H Probe
ibbsd LS AN 4 R 4 | %1
;D.GDG s
HAIH Wions B i EDGE S 103, 21
CH1 CHZ2 ==S0amy

31 4.16 naadlviiuD s iudor 1Y diac input opto 89N

o o A o 9 : Y o
‘Nﬂgﬂ 4.16 11U ﬂumpmﬂmmmﬂszmammu microcontroller 18 14HanNNTUDI
X o w o d 2/ a4 ' . -
external interrupt Iﬂﬂilzim iyiyﬂmmﬂumﬂmnwmxﬂumgmuwm Zero — crossing Hi0
AWUUNN Line 182 neutral HAWSIAUNINY

Tudanved output vzvmstlszinanaie I udy QY IY Zero — crossing 12311M3

° Ay
FIUAUININ

Ao

o

an

15 delay NOWIANITHINIUYDY triac TABRIU opto — diac

== . \ 2A e - L4 | TRIGOER. = ST
i : Type : Type Type
f | IR Edge Edge
| ﬂ‘ 5,\" ; /I | Source 0! i | r|1 T ﬂ %‘ﬂl‘ ! InL S
!p ‘M 1{ CH2 fl i W Th2 (| i i [\ |enz
RN L ol IR [\ ks et | (l ) || [ Wode
TTRR YL : i N ) R Ri e B B & sl T e i e P M et
- bt L B LR L = L A
Al Mol "‘m.--.a'\[l' 1-‘ TS Y RNE R (P S SR ‘Rhli,,{_-JJJ ‘
: Slope /| Slope /| i Slope 7,
0:000 s Covwem), 1 he S\ P 5 {Eougieg o000/ Coupling
MEIN U_:: ;h,_l_\. M2 EDGE 14.615%Hz _ r;;’—:‘;\[\,” s 16, 6207kHz -I i _!H\‘I.H.LHA EDGE / 14,9867k H2
(a) (b) (c)

31/ 4.17 output ¥9a microcontroller (F1Ma0a) rifonAuuiTioy 71 input @) luanuai
Mg Feannann hlvies (deldva)
(@) finamad o0 %
(b) finnaadng 10 %

(¢) NANNAI950 %
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51 4.19 dimmer Wo3Sunmaing 10 %

1
at

Analog AC output @111500u lamuidemsuae1aiiuievangh luannsodu

o 5 Y o Y a = = 3 1 a ¢:¥ 1 w
WY1 zero — crossing hlﬂ‘ﬂﬂﬁlﬂﬂﬂ"liﬂi%‘wSULﬂﬂﬂlullmﬂﬂ‘lJullﬁnliJ‘U@Uuﬂ

4.2 MINABBITZUVIABITIN
[ =1 (] A
ASNARDIIELIPENITIY 2 ¥9AD
1) 33971 1 ¥9NUD3A Network /O Gateway Uag Network I/O Node Saviannliia3a 2
l4u0$a Arduino naasdszuuunylinou

2) ¥397 2 19N VDI A Network IO Gateway 1122 Network IO Node Wani a3 ouda
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4.2.1 MINAavaraniIs openHAB

JLED sy

L]

o LBD Swikeh2

Server
(openHAB+
mosquitto)

v d
31 4.20 uwudan1snAaeave IS openHAB

4.2.1.1 jluwumnaaes

3 ¥
NAIINARAIYDYIIT openHAB Runtime ltazaamaneaisudonuds 19

[V

o & 1
AUHUNITAIU

' ¥
1) 1@ terminal UAIANTAE4 sudo bash /etc/openhab/start.sh 9INUUTDIU
[ = ¥ Vet ¥
openHAB vamssuan AN G eusoy

Py o a
2) Waduwsimes naudi1Ud

http://___ Server IP :8080/openhab.app?sitemap=sitemap name

4.2.1.2 HANINAADY

; LED Switcht

v LED Switch2

31 4.21 viheeuendntuveanisnaaes 4.2.1



4.2.2 MinaaeavenNuIF mosquitto

Server (openHAB+
mosquitto)

"3 d d
31 4.22 uuian1snaae sweNNIIS mosquitto

4.2.2.1 juuumsnaaes

¥
4

¥ a Jala o f a 1 A o
naaedlaglsaouineinannsroWnlIF mosquitto AnAOADAITAY

a d daa g s 4 i [ g
WD TNAAAIYONNLIT mosquitto AIH

1 ¥

1) NAADIAITY mosquitto_pub A4l

mosquitto_pub -h __server_ip__ -d -t /homes/switches/light] -m 1
3

2) NAADIAINI mosquitto_sub Al

mosquitto_sub -h __server_ip__ -d -t /homes/switches/lightl

4.2.2.2 HamMIinnasy

60

ches/lightl -m 1
Client mosqpub/35940-st@47-vir sending CONNECT
Client mosqpub/35948-st@47-vir received CONNACK

/1lightl', ... (1 bytes))
Client mosqpub/35948-5t847-vir sending DISCONNECT

tches/lightl -m @
Client mosqpub/35942-st@47-vir sending CONNECT
Client mosqpub/35942-5t@47-vir received CONNACK

lightl', ... (1 bytes))
Client mosqpub/35942-5t847-vir sending DISCONNECT
rtﬁ4?@st847-virtual-machine:~$ 1

tB47@ste47-virtual-machine:~$ mosquitto_pub -h 192.168.207.140 -d -t /homes/swi

Client mosqpub/35948-5t847-vir sending PUBLISH (de, q@, r@, ml, '/homes/switches

5t847@stB47-virtual -machine:~$ mosquitto_pub -h 192.168.207.148 -d -t /homes/swi

Client mosqpub/35942-s5t@47-vir sending PUBLISH (de, ge, r@, ml, '/homes/switches

31‘ 4.23 Han M IFAIE mosquitto_pub
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st847@st047-virtual -machine:~$
tches/lightl

Client mosqsub/35931-st@47-vir
Client mosqsub/35931-st@47-vir
Client mosqsub/35931-s5t847-vir
/lightl, QoS: @)

Client mosqsub/35931-st@47-vir
Subscribed (mid: 1): @

Client mosqsub/35931-st@47-vir

s/lightl’; ... (1 bytes))

1

Client mosqsub/35931-s5tB47-vir
s/lightl', ... (1 bytes))

e

Client mosqsub/35931-5t@47-vir
Client mosqsub/35931-st@47-vir

mosquitto_sub -h 192.168,207.148 -d -t /homes/swi
sending CONNECT

received CONNACK

sending SUBSCRIBE (Mid: 1, Topic: /homes/switches
received SUBACK

received PUBLISH (d8, q8, ré, m@, '/homes/switche

received PUBLISH (de, q@, r@, m8, '/homes/switche

sending PINGREQ
received PINGRESP

g1 4.24 wa91nM31GMF mosquitto_pub

o d ar
4.2.3 ﬂ"l‘i‘l"lﬂfmdﬂ'lﬁﬂ'l\ﬂ“l«l‘llﬂﬂ"ﬂﬂﬂ'ﬁlﬂﬁ mosquitto %?Nﬂll openHAB

. LED Switcht

) LED Swieny

Server (openHAB+

mosquitto)

o o d 4
31 4.25 IHUAINM INARRIN 111UV I¥O WIS mosquitto TINA openHAB

4.2.3.1 3dsuumsnanes

NAABITINMTHIUAIES mosquitto_pub AIATIVEABUI openHAB 111ATL

Ardanse |y



4.2.3.2 HaMINAaoa

LED Switch1 iy
\/ LED Switch2 '[ o |

©2010-2014 openHAB.org

71 4.26 niheenewalRTHYEIM INATRY 4.2.3
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lient mosqsub/36212-5t847-vir sending SUBSCRIBE (Mid: 1, Topic: /homes/switches

lightl, QoS: @)

lient mosqsub/36212-5tB47-vir received SUBACK

ubscribed (mid: 1): @

lient mosqsub/36212-5t847-vir received PUBLISH (d@, q@, rl, m@, '/fhomes/switche
s/lightl', ... (1 bytes))

lient mosqsub/36212-5t847-vir received PUBLISH (d8, q8, r@, m@, '/homes/switche
s/lightl’, ... (1 bytes))

1

lient mosqsub/36212-5t847-vir received PUBLISH (d8, q8, r@, m@, '/homes/switche
s/lightl®, ... (1 bytes))

31 4.27 neaesmsitatlaviaen livaean 1

Client mosqsub/36215-st847-vir sending SUBSCRIBE (Mid: 1, Topic: /homes/switches
/light2, Qos: @)
Client mosqsub/36215-5t047-vir received SUBACK
Subscribed (mid: 1): @
Client mosqsub/36215-5t847-vir received PUBLISH (d@, q@, ri, m@, '/homes/switche
s/light2', ... (1 bytes))
@
Client mosqsub/36215-5t@47-vir received PUBLISH (d8, q@, r@, me, '/homes/switche
s/light2', ... (1 bytes))
1
Client mosqsub/36215-5t@47-vir received PUBLISH (d®, q@, re, m@, '/homes/switche
s/light2', ... (1 bytes))
e

51 4.28 naavamsilatlanaonInvasai 2
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J d
4.2.4 MmInanearenuIs mosquitto 3NN openHAB llag U83A Arduino 1 U83A Y

Ethernet

Server
(openHAB+
mosquitto)

| sensor 3330

&32010-2014 openHAB.org

Arduino

d d o [
31 4.29 mInaaoareWiI5 mosquitto 941D openHAB Hay VoIA Arduino 1

V057 FY Ethernet

4.2.4.1 luyumsnanes
i ldonduees ldugsWnesuazians

4.2.4.2 pamMInNaney

#l Published data : 33.5
Fublished data : 33.6
| Fublished data : 33.3
h Published data : 33.8

J ) o Ll ayy o ¢
31 430 Y25A Arduino ¥1M7 Publish M lanimduaes




Client
Client

mosqsub/3402-5t047-virt
mosqsub/3482-5t847-virt

sending PINGREQ
received PINGRESP

64

Client mosqsub/3482-st@47-virt received PUBLISH (de, q8, r8, m@, '/test', ... (4 bytes))
giignt mosqsub/3482-s5t@47-virt received PUBLISH (d@, q@, r@, m@,
zii:nt mosqsub/3482-5t847-virt received PUBLISH (de, ge, re, me,
:ii:nt mosqsub/3482-5t847-virt received PUBLISH (de, q®, r8, me,

33.3

'/test', ... (4 bytes))

‘ftest', ... (4 bytes))

‘/test', ... (4 bytes))

51 4.31 a579@0UAIT MQTT Broker 1031210 Topic “/test”

1 Sensor

©2010-2014 openHAB.org

51 4.32 vihoeuendniuveInmaea 4.2.4

d ¢ 1 v d ]
4.2.5 MinaaaarenNNg mosquitto 334NV openHAB 1Az Arduino 2 U930 WY

Ethernet

Server
(openHAB+
mosquitto)

Arduino 2

Arduino 1

L) d 3 o
31] 4.33 uWurIMINAaaIsa N5 mosquitto REIY) openHAB I8¢ Arduino 2

d
1Uo5a H1Y Ethernet
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4.2.5.1 gﬂ!mummﬂnm

Arduino Vo5a# 1 demdudla-tanasa lldugsvnesuazdaliilavaoa

LED 1 Arduino U85a% 2

4.2.5.2 Han1inaaag

i1Sent command : 1
8 To Topic : flight

51 4.34 Uo5A Arduino 1 #aMF91Uis MQTT Broker iiNel#ilavinen LED uu

Uﬂ%ﬂ Arduino 2

lient mosqsub/3689-st@47-virt received SUBACK

[Subscribed (mid: 1): @

IClient mosqsub/3689-st@47-virt received PUBLISH (de, q@, r@, me, '/light', ... (1 bytes))
1

31 4.35 asrmeumdenadalvilaviaen LED

qReceived command : 1
| From Topic : /light

51 4.36 Vo 3A Arduino 2 1d5uMFaNdun91nVe5A Arduino 1

J LED $witchi m

v LED Switeh2 |

20102014 openHAR org

71 4.37 winhoeueUnwaintuueanImaaes 4.2.5
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(Y] d d
4.2.6 MINARRIFONNIF mosquitto $INTV openHAB UALUDIA Arduino 4 VDIA AU

Ethernet i8¢ RF 2.4 Ghz

Server
(openHAB+
mosquitto)

Arduino 1 Arduino 4

Arduino 2 Arduino 3

@ (% d
5V 4.38 upuiamsnaaesweiids mosquitto 331U openHAB Hazuo3A

Arduino 4 U859 #1u Ethernet 102 RF 2.4 Ghz

4.2.6.1 E“IJ!!U‘UD'I?TW] avd

l:;. o L) 1 g L 1 d'.
Arduino U95aN 1 Suaaiuid e viniumaedelf Arduino Uo3a

a ¥ g, ) a ¢ o v ad d ad 4
#1 2 AU RF 2.4 GHz mimiuanggndarudumeiiia lldudsnes iiivinesezlszuiana
narildtunuat Idilallavasalnie 1 e lawaududamdadinanezgnasluda

]
=] (]

. I a s o é’; = 1 [ 4 ¢ A A a A A =
Arduino V83 3 W1udumoesifia v1ntiudada 16 Arduino Uasah 4 1eitlanollanie
LED H1U RF 2.4 GHz

4.2.6.2 HaMINaao

Msent data : 34.3
lSent data : 34.2
Sent data : 34.6
Sent data : 34.1
Sent data : 37.3

[ . ] 1 d (v J . '
51/ 4.39 UB5A Arduino 1 deteyannduaeiliiauesa Arduino 2 H1u RF 2.4

GHz
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Received data : 34.3
Fublish data: 34.3
#To Topic : /test
Received data : 34.2
Fublish data: 34.2
Tc Topic : /test
Received data : 34.6
Publish data: 34.6
To Topic : /test
Received data : 34.1
Fublish data: 34.1
To Topic : /test

M Received data : 37.3
i Publish data: 37.3
#IIC Topic : /test

i A e T T T P T

H
8
Ll

31 4.40 VoFA Arduino 2 FURA19IAVBIA Arduine 1 #8IMIMS Publish Fexalilés

Topic “/test”

IClient mosqsub/3849-st@47-virt received PUBLISH (de, q@, r8, m@, '/test', ... (4 bytes))
i?i:nt mosqsub/3849-stB47-virt received PUBLISH (de, g@, re, m8, '/test', ... (4 bytes))
z;i:nt mosqsub/3849-stB47-virt received PUBLISH (d@, g8, r8, me, '/test', ... (4 bytes))
:Ti:nt mosqsub/3849-5t@47-virt received PUBLISH (d@, q@, r@, me, '/test', ... (4 bytes))
giitnt mosqsub/3849-5t847-virt received PUBLISH (d@, q@, r@, m@, '/test', ... (4 bytes))
37 &3

3/
31 4.41 asrv@eumsasteyatiInly Topic “/test”

RN

13

Received command :
From Topic : /light
%Sent data :

1

51 4.42 openHAB imsszarana tdIMUNAIN N HunfdImuald 939ms

Publish mdsitlaviaeal @ila = 1) 11Fw50 Arduino 3 %9 Subscribe
. . o — s d . A4 a
Topic “/light” uazimasaamds 11 1Udwesa Arduino 4 meilaviasn

LED

il

||Received command :
Turn on lightl

)
Y a

31 4.43 Uo3A Arduino 4 1a5umdl¥ilavaen LED
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J LED switeh2

68

. LED Switchi m

LED Switch2 i

2010-2014 openkAb arg

5V 4.44 wihoaueUndimyuve M INAD 4.2.6

4.2.7 MINAaeawaNiI5 mosquitto TINNL openHAB 1AL UDIA Network I/O

Gateway 1 U230 #H Ethernet

Server
(openHAB+
mosquitto)

Network 1/0
Gateway

L [¥] d
51 4.45 upuamnaaeareing mosquitto 53UNY openHAB Haz UoIA

Network I/0 Gateway 1 U25@ W14 Ethernet
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4.2.7.1 pluuumImaaes

¢ ] ¢ w o ¢ 2
VD35A Network /O Gateway 9z daf191av0sa 1Ududswines anvu
ad re a o oa e Y A 1 HA a 4 1 o @
EiWnesrginisanmndanasimunusinae 13use I vindudiWinesvz deida
o ar A o =y
ndulUgauesa Network /0 Gateway tioillav3otlaviaon LED

4.2.7.2 HamMIinnaoy

IClient mosqsub/32@85-st@47-virt sending SUBSCRIBE (Mid: 1, Topic: /lightl, QoS: @
)
IClient mosqsub/3285-s5t847-virt received SUBACK

Subscribed (mid: 1): @

IClient mosqsub/3285-ste47-virt received PUBLISH (d@, qe, re, m@, ‘/lightl', ...
{1 bytes))

1

51 4.46 o 3a Network I/0 Gateway lasumFsilanaealvoinuednwimiy

W LED Switchi m

W “ED Switch2 Y

120303014 openHAR org

51 4.47 viihaeueUndniuveamsnanes 4.2.7
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4.2.8 MInaasrerlniai mosquitto ERETGT] openHAB lIlag Network I/0 Gateway 3

d
U957 WY Ethernet

Server
(openHAB+
mosquitto)

Network 1/O
Gateway 2

Network 1/0 Network /0
Gateway 1 Gateway 1

o d 1 [ 3
g1 4.48 UHUAININARR I NNUIT mosquitto $IUNY openHAB 1Ay VDA

Network I/O Gateway 3 Uo5A WY Ethernet

4.2.8.1 jUuuumsInaaes

=

' 1 @ (4 1
Up§A Network /O Gateway 1 uae 2 g luadevieifedru uazueiai 3 of

[} v '
=4 ! o o =

dnnsevievils laelduasan 1 deridelddivesan 2 weoilavaoa LED uay lduesan 2

P W

1o @ ) { A ey 3 a

damda lidavesan 3 metlavasa LED 11nuuliussaf 3 demduiedlanasa LED U
¢ o

Yos5ad 1

4.2.8.2 HANINADD

LED Switch1

LED Switch2

W LED Switch3

31 4.49 vithooua Uy uveIMsNaaed 4.2.7
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Client mosqsub/3205-st@47-virt sending SUBSCRIBE (Mid: 1, Topic: /lightl, QoS:
)
Client mosqsub/3205-s5t@47-virt received SUBACK

Subscribed (mid: 1): @

Client mosqsub/3285-st847-virt received PUBLISH (d@, g8, r@, m@, '/lightl', ...
1 bytes))

L

51 4.50 va3A Network /O Gateway 1'la3uidsilaviaealnonuetwaniy

Client mosqsub/3287-5t847-virt sending SUBSCRIBE (Mid: 1, Topic: /light2, QoS: @
)
Client mosqsub/3207-5t@47-virt received SUBACK

Subscribed (mid: 1): @

IClient mosqsub/32087-st847-virt received PUBLISH (deé, qe, r@, me, '/light2', ...
(1 bytes))

1

31 4.51 Yo3A Network 1/O Gateway 2 laSumdsillanaenvlornuewdmiv

Client mosqsub/3208-st@47-virt sending SUBSCRIBE (Mid: 1, Topic: /light3, QoS: @
)
Client mosqsub/3288-stB47-virt received SUBACK

Subscribed (mid: 1): @

Client mosqsub/3288-st@47-virt received PUBLISH (d®, qe, r@, m8, '/light3', ...
(1 bytes))

1

31 4.52 V83 Network 1/0 Gateway 3 ldFudsilanaealnonuedndmiv
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4.2.9 MInnaeawaaF mosquitto 3IUNL openHAB 1oz Network 1/0 Gateway 3
4§ L) é
voin lnatAaz Network /0 Gateway [¥o3AdM Network I/O Node 3 Uo3n W1

RF 2.4 Ghz
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(openHAB+ (e
mosquitto) m

p . Network
1/0 Node1l At
Network ; m
w - [ 1/0 Node8
Network Network 1/0 N;!:vurk |,r30 (f m
10 Node3 Gateway 1 ateway Fiebwork
e o Nodts
Network
1/0 Noded
Network

1/0 Node5

Network
1/0 Node6

51 4.53 unudan1smaae et mosquitto 33UNY openHAB ag Network 1/0
Gateway 3 U950 InuAaz Network I/0 Gateway 1¥9NAaNU Network 1/0 Node

3 U93A WY RF 2.4 Ghz
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o a
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o & al a 1 )

VB3A Network /0 Node 1 uazfidaiilatianasa LED v8aus3a Network O Node 9 Tnogiy

a3 o A [ o
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o/ o @ 4
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Network 1/0 Gateway liannsndadoyalifanesa Network 1/0 Node 16 Tauitludasiinves
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auysel Fatunininisinerneda Nework 10 1 1dausesufludeadimualiueda
Network /O Gateway 1119110814 anghanilesgndne nmsaedeyalidaueda Network 10
Node #38n1551U403ya91AV05A Network /O Node
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NRF24 Hluginsalifeudouuy |3 meildaauanud 2.4 GHz Seaunsodadody
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4.2.11 MINADDI MIMN UYL Ethernet module A MQTT broker
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2
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1) Connecting flamsea packet 1#OV® connect 1AZTD Acknowledge
" e A
2) Subscribing A9N13 1ATL Acknowledge Y94 115 connect MINUUILAN packet IND
U® Subscribe AL 9 Acknowledge

3) Ready 710 1471 Acknowledge U99n17 Subscribe 9¢11M1584 Ping packet L1230

JU Ping Acknowledge 1N 3 I

31 4.59 n¥00ve VD IA Network I/0 Gateway 1100gj11 Ready state (A HuHaT
ping 90011 1187 G WD 133D Ping Acknowledge 182)
1 o Y 3/ A 2 1 e
#A151n) 71 Gateway a3 ldegngndes iesnnaunsaouaony

; . ' g B
server 19BE19QNABI L1AZAINI5D connect Tnal ldvinmsitronlunsauiugnaaly



76

4.2.12 MINABDY MIIMNNUVD Ethernet module D Open HAB
Open Hab (¥4 interface M1F0UADNY MQTT Broker #3928 101509 A AL A 11150
< Yt Y 4 g A @ W 1
#4015 MQTT Broker 190na28n15naaostidunsnaaouiognnuduW 1521914 Open
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J switch 1 ™
v switch 2 -

Y switch 3 l 70
J/ switchd PREFTg

%2010-2014 openHAB.org

switch 1
switch 2 |
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1.1 MSAANITZUY

n.1.1 MIAAAII5ANIS

EY

o 4 1 @ 4 =1 -
FImsiaeuReUs A Network 1O Node iganuinsaald v viedumesndoams
faaua1 1IN UFouAUBS A Network 1/0

0.1.2 mInansszumdsnies

o v o & dqwa & d o1 Y a o & a ea £
Amfumdailanaseniiadang s1damaseinszuulfians Ubunt 49
" 4 O
szuuliamsiegauazaseqaiuszuulljians Ubuntu p19az ldmdamariilila
= :J d
n.1.2.1 MsAadasevining openssh-server

a 5 9Y o n'a [ é’l;
AnnaTapldmiae Al

(Y o I’J " :’J d
dheehe n.1 mdailFlumsAadaveniind openssh-server

r;udo apt-get install openssh-server

n.1.2.2 m3naaarering mosquitto

¥
a as &

1 ¥
fasa Tanldend Aail

@ o H'J . a ;’; d
fheeha n.2 mFaiFlumsAndssenina mosquitto

1. sudo apt-add-repository ppa:mosquitto-dev/mosquitto-

ppa
2. sudo apt-get update
3. sudo apt-get install mosquitto mosquitto-clients

python-mosquitto




n.1.2.3 M3AaAI¥eNNIIS openjdk

Meea n.3 MFanlFlumsAndaseiinas openjdk
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1. sudo apt-add-repository ppa:mosquitto-dev/mosquitto-
ppa

2. sudo apt-get update

3. sudo apt-get install mosquitto mosquitto-clients
python-mosquitto

n.1.2.4 M3AAAI¥NNINS openHAB

E £
= (g & @

fndaTaoldeda fadl

v T o Q'J y a :’J d d
A20819 n.4 MFINFIUMIAAAI6WNIDS openHAB

1. sudo apt-add-repository ppa:mosquitto-dev/mosquitto-
ppa

2. sudo apt-get update

3. sudo apt-get install mosquitto mosguitto-clients
python-mosquitto

4. sudo echo > "deb http://repository-

openhab. forge.cloudbees.com/release/1.6.2/apt-repo/ " >
/etc/apt/sources.list.d/openhab.list

5. sudo apt-get update

6. sudo apt-get install openhab-runtime

td ¥
Tuduaen1wziiun1sAana openHAB Runtime Tifaruysaindonldam

o o U Ao o a
1) ¥1mM3 download 1@ luaau openHAB Runtime (Iuvmzhsar Insaaiy

version 1.6.2) Falsznoudan Runtime Core (distribution-1.6.2-runtime.zip),
Addons (distribution-1.6.2-addons.zip) (8¢ Demo Setup (distribution-1.6.2-

demo-configuration.zip)




85

2). shmsuanlrdna 3 g
3). 1971Usunsy WinSCP vmsaeTould 1164 server Tag1d protocol SFTP
dmiv lay
3.1. 1d# 18010 suan 18 distribution-1.6.2-addons.zip IynsaeTeu
ulﬂﬂﬂlﬂul’fﬁ /etc/openhab/
3.2. 18 1Renn1suan 1Wg distribution-1.6.2-addons.zip T¥inisaieTou
mwe g org.openhab.binding. mqtt-1.6.2.jar Il'l]“?l /etc/openhab/addons
3:3: hlﬂﬁ“ﬁ 1dnnmsuan g distribution-1.6.2-demo-configuration.zip Ty

msateTou Ind 11139 fetc/openhaby

/etcfopunhab)’éonfi‘gur;iiqns
Name Ext

-+

. rules

.. sitemaps
K logback.xml
Lllogback_debug.xml
. openhab.cfg
__ openhab_default.cfg
| users.cfg

a o

3 4o
3 n.1 dumvisiivlWadfyves openHAB

4). 1INUUMNMITNATDVIZVVUD openHAB 1abN155UA1A bash
/etc/openhab/start.sh WU PUTTY U&7 1% Web Browser Iaaid 11
http://__server_ip__ :8080/openhab.app?sitemap=demo A RTCT 0 TR L AT ROLY

¥
Undvy lanadwiaatl
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| :‘_’—: First Floor b
™
== Ground Floor >
:: Cellar »
y Outdoor >
Weather
1 Qutside Temperature >
Date
| Date Thursday. 30.04.2015 |

31 n.2 reesveanewainiu

n.1.3 maSunaamuesszuy sazmsadnaiudadedlidmmivaugussuy
1.1.3.1 ¥oWM3T openHAB
{ - : ol
o195 openHAB I IWdRRuITe AN AW TTIAN Falliaana Inan
o X o Y ]
dladeahmsasietiueaniodfuud luawiudy aldun
2 | Yo . o 1 =) ) % 3
D) W8 items  1¥f1mua object AMSUSUAIMTOAIA1521 19 openHAB
1ag MQTT Broker
2) W& sitemap ¥ mualassaauazmihavoselwaman
o ° 1 =2 o ¥
3) 1@ rules  19muanga19u09 openHAB Faldlumsimualvszuy
o ) wa 1 & a A ] B
MU usa Tusid wu delditla Ividiofanan 18:00 u. ihudu
I Yo o
4) 4 openhab.cfg lomruanisyiauees openHAB
5) 14 start.sh 1¥dmSuiFun5¥191999 openHAB Runtime
4 9o o o Y q ¥
6) 108 user.cfg 1¥dM5UAIMUA username LAz password TuMsIN1F52UY
U4 openHAB
o Y ° A w1 4 o iy 1
7) 104 login.cfg lddmiumsmuadod 1Fuaz siaruivetloadudn luld

Svayanadnunldaiszuy



n.1.3.1.1 m3mmuamlulvla openhab.cfg

3 o o 1 W : o
TudipaduaeyiimsivuAieadIU Transport Configuration TR IHUA

a1 AARBAY mosquitto (MQTT Broker)

& o & 1 { s 1 y
Fagunumdaneung [vzdsumeslizduuudsll

o

feeha 0.5 AisuAu 1Y Transport Configuration ¥o41W4 openhab.cfg

87

mgtt:
mgtt:
mgtt:
mgte:
Mgt

<broker>.
<broker>.
<broker>.
<broker>.
<broker>.

url=<url>
clientId=<clientId>
qos=<gos>
retain=<retain>
async=<async>

f0ea n.6 MTamely Transport Configuration Y83 1¥d openhab.cfg HA0INAIANA?

mgtt:
mgttl
mgtt:

iet.url=
iot.clie
iot.gos=

mgtt:iot.reta

mgtt:

iot.asyn

teps/ [Iocd Lhe sts 1883
ntId=arduinoGwW

0

in=true

c=true

7.1.3.1.2 Msmuua e .items

Syntax Y04 1Wa _items Hg1unudail

a

itemtype itemname ["labeltext"] [<iconname>] [(groupl, group2, ...)] [{bindingconfig}]

e

b

s

pdana Asfioglu [ 1 uuieis vzldamdeluldmals dudloedaudon

v 9 o . A8 4 | o .
Fan1mn i ldanas n15Useniet item Nduiiqe wwifludnyag itemtype

itemname

1)

% a : ' a . {o o
itemtype 10 FUAVD item YOI openHAB F9riAv0 item NouTuIAZ

s

Ed
l#1iow Haall
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a o ldlo I - T
M1314 n.1 ¥HAVEY itemtype N uiluuazlivon

Fovos MoesLY wiinvesfa
item

Dimmer Item carrying a percentage value for OnOff, IncreaseDecrease,
dimmers Percent

Group Item to nest other items / collect them in =
groups

Number Stores values in number format Decimal

Switch Typically used for lights (on/off) OnOff

: A A \ & Y og A dyy 1y ¥
2) itemname A8 BV item FeaIaAUT U0 150 14 LARDIAIAIY
A’, & & 9 1= 1 a v e [ e W
ngIAare Ao Ao luiiveaing ilusidnusndangs lae ludenyse
=) é‘ i T8/ o W a 9 L ’u" o A . A d‘
ey VUAUAIAITNYINHIBINGY HazADd e UFOUD item BUAT
dsgmald
v Ey i) '
3) labeltext fin ¥0AUN 1FUAAY item U 1i0Fon1FHIU Application
AN 9/ < { a
asoaailutennulanldnuiideans (sesiunune)
- A4 A \ R o v v & A . -
4) iconname 1 FOUDY icon fapanisiiunly (MDIFININT DYDY icon N
o
seuuiil4idenldmnin)
A A | y v 3 '
5) group A1D OUBY group # item HuADINITI l1log
3 H ¥ 1 LA 1 at
6) bindingconfig Ain A1FaN1FMMUATT item HuvzFuAMIoaan 11d3
v
MQTT Broker #1151 bindingeonfig Y94 MQTT W &l 2 juluvufe
1 3
Inbound 11 Outbound I8¢ Inbound 1¥1un38l# item HABINTTTVA1AIN
] 9
MQTT Broker 11a8¢ Outbound 19 1un5ai# item HAvani1seaanlds

MQTT Broker
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v
daog1amsnan lulWe items

Group All

Group o_sensors (R11)
Group o_liq'm:.s (All)
Group o_dimmers (A11)

Group G_allsensors "pduws™ <sun> (uﬁaensarsj
Group o_alllights "wazeWl" <lights> (o_lights)

Wumber o_S51 et 1 [%.2F wusu]" <sund> (o_allsensors)
{mgtt="< [iot:/homes/sensors/551l:state:defaulc)"}
Humber o 552 "wjuwofd¥i 2 [%.2f wuw]" <sun> (o_allsensors)
{mqtt="<_['_ct:/.‘*.cn'.es/:e:sc:s,"SSZ :state:defaule]”}

Dimmer o_DimmedLight "Dimmer scatews [3d ¥%)" <slider>
{mget="> {10t/ nomes/switches/dimrer:acace:~:defaulc)"}

Switch o_ledl "wacalddosdusen” <switch> (o_alllights)

(mqtt-'bv[*_ct:/‘:‘.cmes;‘ switches/ledl:command:ON:1),>{igt:/homes/switches/ledl :command:CFF:0)"}
Switch o_led2 "wacelruw” <switch> (o_alllighta)
{mgrt=">[ict:/nomea/awitches/led?:command:ON:1],>[io%:/homes/switches/ledZ iconmand:CFF:0)"}

31 0.3 dedhamsaanililua .items

25U10AID819

o ' a iy, i el / Aw o o g4 w ,
9INA20871 93 item 04 § items t U item HFUAIINGUITBTHIMAAIHAITUAIAY 2 items
= a 5 w 1 1 = = da a
11 item ¥1iA Dimmer 3 15USUAIAMUAI9v0IaA 11 1 item U item MTuaInmilalla

naoa 11 2 items

n.1.3.1.3 M3mmualna sitemap

Syntax ussiaungaveald siemap 9xdeadssmeAToueq sitemap Taold
element ¥0 sitemap TN sitemap A0 element fidludnalsgnou Timwives hiannsa
1119970 application I8 Faasormualdlaglddds

sitemap [sitemapname] [label="<title of the main screen>"]

A1314 .2 element M¥1HUBHY

3o Element 2511
Chart Adds a time-series chart object for displaying logged data.
Frame Area with either various other sitemap elements or further nested frames
Group Renders all elements of a given group defined in an items definiton file
Slider Renders a slider
Switch Renders a switch item
Text Renders a text element
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M5 194971 element Frame
Frame [label="<labelname>"] [icon="<icon>"] [item=<item>]

{

[additional sitemap elements]

A9814 1.7 HI0819MIIYA1TIUD9 element Frame

Frame label="ifwmai" {
Group item=sensors label="ifwzai"
icon="temperature"

}

11519974 element Slider
Slider item=<itemname> [label="<labelname>"] [icon="<iconname>"]

[sendFrequency="frequency"] [switchSupport]

$170819 1.8 98193 1VAITIVD4 element Slider

Slider item=dimmers label="&uuas"
iceh=d*sd wean

mﬂ*fs’ 471U element Text

Text item=<itemname> [label="<labelname>"] [icon="<iconname>"]

f9819 0.9 FILE1INTIHAI1FIVLY element Text

Text item=status label="uuq" icon="door" J

M5 1997% element Group

Group [item=<itemname>] [label="<labelname>"] ficon="<iconname>"]
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{0613 n.10 AIBE19MTITAI1TIUDY element Group

lGroup item=switched label="sini" icon="switch" J

11314474 element Switch
Switch item=<itemname> [label="<labelname>"] [icon="<iconname>"]

[mappings="<mapping definition>"]

A9e149 N.11 MBEIINITIFA 1TV element Switch

Switch item=switch label="&ini" icon="switch"

1 a‘l 1
avthamanamulia sitemap

sitemap o label="Smart Home"
{
Frame label="ufumas"{
Group item=o allsensors label="uluwd" icon="temperaturs"
Frame label="uazell"{ ‘
Group item=0_alllights J.abel="ti-.a’*4" icon="awitch"
Frame label="ussslvluuudsuaiamndld{
Sliderr i tem=c_DimmedLight switchSupport
) v o d ¢
51 n.4 Medramsmmualila sitemap
- o 1
DIUWAIDEIY

=] . y = ' P =t 1 s

() sitemap %0 o waziidan11u Smart Home ogniiusn Tasivmiuisnazlinianmyves items
1 ' - i o : ' 1 od ! a o

Tvajq ey 3 muIa Fagnuonaw frame Aimua Fa1dun ngudires nquvesaindvaeal

1AzNguYed Dimmer Y5uaNuaIveanasa I Fudedldhmsi@onnuinved item 1

9 o o 1 9/
ATUNIALUAINIZIVONY 1tem Uﬂﬂ"‘iﬂ'lualu

o d
1.1.3.1.4 M3mrua IWa .rules
¥
dmsuTaseadaved W rules WU alidaualseneudle 3 dau fe

1) d@7u Imports
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2) @7 Variable Declarations

3) @3 Rules
U 2‘; = "
Taolud 1909 Imports 1A Variable Declarations Huag 14 lu1ansdl uelu

be

[

#2199 Rules 1uvzdpaiiynade Tasn1smmuangaan v figluyndidadail
rule "rule name"
when
<TRIGGER CONDITIONI> or
<TRIGGER_CONDITION2> or
<TRIGGER_CONDITION3>

then
<EXECUTION BLOCK>

end

£
ﬂ?ﬂﬂ1ﬁﬂ1iﬂﬁﬂ11uqﬂﬁirubs

import org.openhab.core.library.types.*
import org.openhab.core.persistence.*
import org.openhab.model.script.actions.*

var Number lastCheck = 0

rule "autogw"

when
Item tempSS received update
then
if (vempSS.stace>30) {
if (lasctCheck == 1){}
elseq
sendCommand (autosw, ON)
lastCheck = 1;
}
}
else {
sendCommand (autosw, OFF)
lastCheck = O
end

51 0.5 dreehamsaamlulvg rules
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T UIUATDY14

1i}® openHAB $uA1N1d items tempSS Avz1i1A1UD4 tempSS Tasvaey Tasmiliamnnndl

30 fazda I aai v Taosa i@ (Smuald item autosw (114 ON)

d d
1.1.3.2 4oWNIUI5 mosquitto
< s o o = 9/ [ 9
Fussenlyinfszinn MQTT Broker dmSumsizonldauiild ay
mosquitto_pub T¥dmsuy publish a1 topic AUNADING
mosquittto_sub 198 M3V subscribe topic MUNADINT

AI0e149 n.12 MINU mosquitto_pub
mosquitto pub -d -t /homes/sensors/lightSS -m 15 o

#1961 .13 M31591%4 mosquitto_sub
| mosquitto sub -d -t /homes/sensors/lightSS J

.2 MIFNUTZVY
Y -1 a nl.r T o d d
n.2.1 M3lsnudvuednwamFusudvi s iwe
1 =1 4 o A aa 4 { Qo .
m3ldnuiuduunive i ldsz vl §iianisoug #i 11y i0s 1ag Android
g < £ (o @ 1 v a 9 a
aunsoldauszunld samsuaaraluunuveiudazdionnezuananiuandes dmsu
L = 3 s dy
M5 lFnulivuaouaatl
a g 4 s 4 g
1. Waduws 1o udud1 1UN http:// server ip__:8080/openhab.app?
sitemap=stitemap name

2. MsAAAIN AIUANMIBEIMITZUUA AR DINS
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51 1.6 HANINATOU openHAB

n.2.2 m3lfaurumedndmiunuszuudfiiams ios

a & Y o a
1) 191 App store &A1 D UNAIATU openHAB 91nHUAY IHARIIAAA

iPod = 02:27 C @ .

1, openhab 1 Result €3

openHAB _ [+0PEN
openHAB UG

(1 1]
Lo & T - Cwvee ¥ R e
MainMany | Beltegs (. Dack  Widget Gvervisw. | Settinge
= it Floar BIRARY WILGETS
% Geound Fior v Toope Swich
2. Cobar W/ Bation Switch |
DXSCRETE VOGN TS
4 owcoor
FATHER ©2 Boene Selecton
1 ouside Temperat... €3 some [ e [EEY
DATE 1 temperature | — i ]__+
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DN J Dewmer et
¥ Geoup Dema W PaaELight (A . A
Wi Whdgel Overviowe [0 rororsnoner (a1 (W) ¥
@ Mutmesin 5 Bhnds s

31 0.7 Aumuerndindu openHAB 1u App store

2) WaueUndnduudrhazied Tnua Demo vooUndindu 1¥iden Settings
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medsuunsnedwamdulimusa ldaususzuyld
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Demo House

First Floor
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Qutdoor

WEATHER
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DATE
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Date

(SROR

Settings

51 .8 nihesuelwdin¥u openHAB iioillaldnunTausn

3) ¥imsfaould Remote asanuidsinesveard 19 imielilsuuauolnain

¥ 1
FulimilougUdmars miminliian sitemap N lFADIMIHIN1FM

iPod = 02:35
Cancel Settings
Local
Remote

AUTHENTICATION

Username

Password

MISC

Ignore SSL certificates

Demo mede

Disable idle timeout

openHAB info

Select sitemap

(o ]

Save

http://128.199.172.114:8080

U .9 imsAamuewatniy
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1 HuEBs
viaaa W

J UE

31 n.10 wihoeveaewan Ty

n.2.3 msifauemedwamFuuuszuul §UAms Android
' ¥ ¥
1) 191 Play store HAIRMILOUNAATY openHAB 1AHUAI N IHaAAAR

€ openhab
Apps

®

o Y

amliAam
Speni

1AQOE:

1.openHAB ! 2. 3House- i 3. Sensio i 4. BlueHome
openHAB UG (haft openHAB Sensio AS Unlocker

Jhou.se Stelaan Seys
LA R -] *kkkd REL *kkkd FRIC THB177.91

51 n.11 AurweUwdindu openHAB lu App store
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DATE
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DEMO

o
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51 n.12 wihosuendn¥u openHAB tiloidlaldnunsausn
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a o Y A 3
1o U-waINFY 1AUADN Settings

wu

+ Settings .
Select default sitemap
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~ openHAB info

Clear images cache

51 n.13 (8o Settings
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4) ¥1m31/aould Remote asaruidsunosvesd 14 imde il uuauelnain

Y

1 g . { o
Fulfiniougidruans amiuliidn sitemap fflddeansiiunldam

@ Settings
HABONO(D SETTINGS

openHAB URL

Netewt

openi-HAB Remote UAL
e /4128190 1720140080

Usemaime
it st

Password
Tt ek

Disable display timer
Disadsle s uy dewischn 08 S1viee when HARBOR o 1 ronrang

Demo mode
Run HABDved i dorc mode

HABDrcid Theme
Heale Light

Animation style
Anoid (Drseoive)

Ignore SSL cerlificate v

Igrpan carbhcane walihat-on during 381 handehatn

Ignore SSL hosthame i
Igaee hesamsnie chack di g SELhandshate

HABDroid Version
151

71 n.14 misdemuendniu

A 4 a9
5) 109N sitemap NABINTI

Select default sitemap

4 -
31 n.15 1@@n sitemap

6) MM3AAAN AILAUHIOTINIITZUIANAADINS
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Tsunsuneniiamesnsuiudedlilumslsauszuy

=1
9.1 KiTTY 1199 PuTTY
9 [ A 1 o = A o o & 1 { A 1 &
18 m S udenuIF oo fuR1daa199 MNeaTea 15U NAABUATT publish 1Az

115 subscribe Y84 mosquitto

Shpoeiy;edumwum(ccmdb
Host Nama for P address) e
Connection type:
CiRaw  ()Teinet (JRiogh @SSH () Seral
() Cygtemn
Load, save or delete a stored session
| - Salaction Saved Sessions/New Folder
i Colours
= Connection [
Prosey [
b iy 4
| ~Rlogn | Delete
| #SSH
- Gygtom
-Comment

n(HqcbDefaui;FLleFerslscence javn.lOS) ~[na:na)
at org.eclipse.panc.client.mgrtv3.MgttAsyncClient. <init> (MgttAsyncClient
.,avn 273) ~[na:ina)
at org.eclipse.paho.client.mqtTv3. MqrtClient.<init> (HgttClient.java:222)
~[na:na)
at org.openhab.io,transport.mqtt.internal. HgttBrokerConnection.openConne
:'tJ.O'l (Mqtt3rokerConnection.java:297) ~[na:na]
| at org.openhab.io.transport.mgut.internal. HgrtBrokerConnection.scart (Hqt
HcarokerConnection.java:lls) ~[naina]
[ at org.openhab.io.transport.mqrr.MgreService. updated (MqrtService.java:ll
Hlz) ~(naina]
it at org.eclipse.equinox.internal.cm. ManagedServiceTracker$l.run (ManagedSe
flzrviceTracker. java:183) [org.eclipse,equinox.cm 1.0.400. v20120522-1841.jar:nal
Il; at org. eclipse.equ!.nax.:.n\:exnu.l.cm.s:rializadl'a:muaueu..mn(Se:.\nli.zedI
llaskQueue.java:36) [org.eclipse.equinox.cm_1. 0.400.v20120522-1841.jar:na]
2015-04-29 15:07:53.724 [INFO ] [.service. T AbstracthctiveService] - HITE Refresh
||Sexrvice has been starcted
M2015-04-29 15:07:53.800 [INFCO ] [.service.AbstractActiveService] - NIP Refresh S
flervice has been started
H2015-04-29 15:07:56.282 [INFO ] [c.internal.ModelRepositoryImpl] - Loading model
| 'o.sicemap’
12015-04-29 15:07:56.601 [INFO ] [c.internal.ModelRepositoryImpl] - Loading model
‘o.items"
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aQ o A ) o ) 4 =) o 1 1
¥ msuioudarudEsnnesieusnssants IWda199 ves openHAB 15U msud 1y

i ‘éI{ configuration

@ NewS'dz]

Session
File protocol:

Local Mark Files Commands Session Options Remote Help
[ &3 £3 synchronize [l P [ 4} [ Queue ~  TransferSettings Default A
| Execute Touch Tar/GZip UnTar/GZip Grep = -y Print @ {8}
001@128,199.172.114 | G New Session | : lehy :
{1 My docum < = [§7] BERE %o s @ e ®
oad PLULI () L Praferte ‘ﬁi » [#H® [glownload (¢
e e A
Name [ Size Type A || Name Ext (sl
4 Parent directory .
1« Adobe File folder i || 4 bin
.. Adobe Scripts File folder i boot
.. AirDroid File folder o dev
Arduino File folder ﬁiEgg}
- Bluetooth Folder File folder . home
. Camtasia Studio File folder L lib
.. CAPCOM File folder . libB4
. Corel VideoStudic Pro File felder . lost+found
.. Criterion Games File folder ) media
. Custom Office Templ... File folder o] @ mnt x
< iy g 5 ||« 7 >
0Bof4028in 0 of 35 0Bof126Bin0of 24
SFTP-3 0:00:26
4] ¥ |
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9.3 openHAB Designer
1‘1??? m%uufﬂw"lﬂﬁﬁsﬁuw”mﬁn openHAB 1Y ulﬂﬁ .items, Vlﬂﬁ .sitemaps, ulﬂﬁ .rules

4 . "
uaz W4 configuration 71139)

Run File Search

. Configurations | = 8 b oitems 12 | s o 1 B
Ehe ¥ Group  All i
i & leri % Group  o_sensors (Al1)
§ iotiterns [ Group o_lights (R11)
§ oitens | Group o_dimmers (Al1)
o testitems ,

Group o_allsensors "fuwed™ <sun> (o_sensors)

S5 Drsi
B Pusnesce Group o _alllights rupcal™ <lighta> (o_lights)
= Rules - i
— Sfllpls Humber o_551 Mk 1 [$.2F vdw]" <sun> (o0 allsensors) {mget="<[i0T:/
» & Sitemaps | Humber c_532 mduwciffi 2 ($.2f wlbu)" <sun> (o_allsensors) (mgre="<{iori/
» e Transform v;
: i = g Dimmer o_DimmedLight "Dimmer seiliau [¥d ¥%]" <slider> {mqut=">[icL:/hom
i Items
5 e All Switch o_ ledz muppelvmon® <switchy> (o_alllights) {mqee=*> [iot:/homea/o/:

» bAI\V i ﬁ‘ Switch o_ledl "uapslviicifuien” <switch> (o_alllights) (mqtL=">[ict:/homes,
|
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f.1 Network I/O Gateway
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f.2 Network I/0 Node
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