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ABSTRACT

Existing security assessment tools require specialized training and expertise to
operate. In addition, the generated reports from these tools could be difficult to
understand. Hence we design a unified security assessment framework, ProjectX to
mitigate these problems. Our framework can manipulate various security assessment
tools. The operators can customize the assessment methods to accommodate the
target systems using easily configurable script. The framework then collects the results
to generate unified and comprehensive reports. The framework could be extended to
include additional assessment tools or generate different reporting formats. The
administrators are also able to issue assessment operations and inspections using user-

friendly mobile applications.
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3.3 Attack Graph
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3.5 lassasedruusznauveniulston

3.5.1 XAttackGraph AP

XAttackGraph REST API
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3.5.1.2 gUuuumsdnLAu Attack Graph (Attack Graph Database Schema)

a8 1 - ] ad v [ l:‘
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3.5.2 XScanner

XAttackGraph REST API
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3.5.3 XAttacker

XAttackGraph REST API
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3.5.4 XReporter

S el XAttackGraph REST API
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3.5.5 XManager
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3.5.6.1 XService

22

—e REST B

MQ

workers

|

1[5

Active
workers

= ° g
z'd“ 10 NMNTIUNTTNINIUYBY XService

1) Aenadnmeueniiy REST API
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put the jobs
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Sinatra REST API
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processing the jobs
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x_module name step “SESSIONID
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SUBNETED_IPS | example: 192.168.97.0/24
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3.6 NMSNINULVUTUIY
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3.7 NMSUSULAINTISNI9IUYDIDDNALDS
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3.8 N15VUUADVDIVDONALIS
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3.8.2 mMsiwun1suludiulsenavvandulsdos
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3.9 Mobile Client
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3.9.2 MWsIUVBIURUNAIATY

weundatuuseneumemin Dashboard dmiugnimsanvesszuu wih Task dwsu
dams wh Session dwiugmssudiunisiiuan Tasluuday Session Uszneusne win
oM UszdiumuvasaivvemsaiunsiaeuwarminssnumsUsediuni

a < a
Uaeasgveslvunignusuiiiu

Ul 16 NNIINYRMBUNALATUUURUNTAl Mobile



32

3.9.3 sqwasideanaunalAty

3.9.2.1 W1 Dashboard
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usnandfauaninmsiniunisaign 4 msiudiums FwaudideuasAodidud
venfumnuAunilunisdudumsiu fléannsonadennsduiiunsiiaseduudr (A
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3.9.2.2 Menu AU

XMobileClient

Dashboard

Eﬂﬁ 18 Menu A1uY14989 Mobile Client

Wauauwyamutheanisnauaraininandrsluean t{‘JuunuLugﬁa']m'im.'if"rﬁ\ﬂﬁmn
nnmhneluweundindu fliawnsadenadusewitawii Dashboard windsnu (Task) was

MUAAINITANTUNTITNINUA (Sessions) Iaemuazanlunisldauy
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3.9.2.3 WM&y (Task)

v W 4 4 06:53 | : v 48 11:10

web v

schedule ~

QUICK —" "
START e

START

ADVANCED

(n) (v)
gﬂﬁ 19 Wid1UYe Mobile Client

(n) waRIVLINISaIIUBE141Y (Quick Start)

(¥) WEAIMNINITANIULUY Advanced

tﬂuwﬁwﬁw%’uﬁamﬁimammiﬂé’i’qmiﬂsmﬁummUaamﬁmaaﬁwu‘lﬁ'ﬂﬂmﬁam}u
Quick Start wiegldamsadentu Advanced saviirluguimsidonsu (Task) Afvun
Wawarsudnmsisenlude 3.7 nsUsuumnisyiiuveswensiuas voswenduadindeai
98 ProjectX T,m&:'lum'iLz'%'anqwuﬁ;ﬂ%ﬁqawuﬁmﬁanrhvsumn’l'sz-hmﬁ%ﬁa'[ﬁisuuﬁﬁms

Usziliuanulaeadediluszerinaiiinmuale fgui 19 (v)
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3.9.2.4 MNISANRUNITNILR (Sessions)

i 4 B 20:31

Sessions

test_web_session15012015 e 60%

test_web_session17012015  e— 75

test_web_session20012015 == g

test_web_session22012015

test_web_session28012015 = 100%

ar ]

= o & & . "
3Un 20 ﬁ']aﬁn@ﬁﬁ"lll.ﬁﬂ\'lﬂ'ﬁﬂ']lauun'ﬁ“qu”ﬂﬂaﬂ Mobile Client

v

uamatimsaniiunsisslagglidagiuisiieglusswindiiiunsuasiisuiiunts
@suan Imum'iﬁmﬁum‘iﬁca%u,ﬁ'aa'lmmnml,ﬁaﬂmmwumiﬂﬁxLﬁummUaamﬁ'ﬂmaams
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3.9.2.5 miseunsUszdivauvasaisueanisaiiunisiae sy

O W 4 W 06:54 i09v.d4dml17:10
Sessions Sessions
SUMMARY GRAPH SUMMARY GRAPH
Average
I ®17217.0.10
‘@ 172.17.0.11

-

Good

@ 172.17.012

Score: 5.93

Good Node: 1
Average Node: 2
Bad Node:

o
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ﬂ'w 21 Apg1eutnsIeuUnssyUssEiuAuvasane
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(v) waneRIDE1aMN Attack Graph

Tumdhagu (SUMMARY) fisgud 21 (n) uamssrsnulasaguludnwuzesaminanay
Tnsuansdndruvaaluuaing 4 (wdsdlviuinng) wﬁﬂmuum')uﬂaamﬁuqq (@Ty7) nans (@an)

ware @uma) Tussuuivinnisusadiu wazuanasiavdruulvuamuasedinuans
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v o o o a
3.9.2.6 mihsenunsusuiiuaulasaisveslvuangnusadiu

Sessions Sessions
GENERAL SERVICES GEMERAL SERVICES Name: Directory Indexing
Xmodule: nikto_adapter
P Adderss: 192.168.56,102 Severity: 10
for [ 4 Name: http Description: /doc/: Directory indexing found
Yot CVE: htip://cve.mitre org/cgl-bin/cvename cgl?
name=1999.0560

Software: unknown

Name: Directory Indexing

X dube: nikh apt

R S module: nikto_adapter

Port: 22

Description: /test/; Directory indexing found

Mwa " g

Software: unknown CVE: http:ficve.mitre.org/cgi-bin/evename cgl?
name=1999-0569

Goo.. 8

Name: Directory Indexing
Xmodule: nikto_adapter
Bad 1.0 Soviilis 1
Description: /icons/: Directory indexing found.
CVE: http-yeve.mitre.org/cal-bin/cvename cgi?
name=1999-0569

Name: Potential Sensitiva Information

Exposed
Xmodule: nikto_adapter
RS
(n) (v) (m)

d o ' o <
JUN 22 fedrmihssnunsysaiivaraaenssveslwuniignusudiu
(n) uansAregramintayansly
w a & &
(v) udnpg NI MauATeslvuauy

(A) WARINDENINUNYDA N ININNAVEI W UALY

wihdeyamly (GENERAL) daguil 22 (n) wamesisanlasagludnumzveandn

@ 1 a = PP W - - v
NNau lsuansdnaiuvauinis (services) vmmuuummﬂaamnaqe @We2) nany (Adw)
wazdn (@uwne) vodlvu du lnsazuuudinanlaunainaisyiuanulasnsioveudazuinas

meluluuaiu

P & &y v < <
aanIanagUInIIVisuavesluuntiuldl (Wiu SERVICES) faguil 22 (1) iieg3ems
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vorimmvimualulvuntiy  uarfiaansonafivinsiy 9 egdeyasienisdeslnives
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=
Unv 4

NIIVNNADILLATHNANTIINAAD

-
4.1 wdaadvaneiildlunisnaans:

= o '
a5 1 ipdeadlmunedne 4 #ldlunisedes

C a wa P o a
oi3eq | sTUUUfURNS vinsiin

M Metasploitable2 (U‘%m'mxmuﬂﬁﬁwaq Metasploitable2)
LB Ubuntu 12.04 HTTPS (443) [HTTPS PROXY], SSH (22)
W1 Metasploitable2 | HTTP (80) , SSH (22)

w2 Metasploitable2 | HTTP (80) , SSH (22)
DB Metasploitable2 | MySQL (3306) , SSH (22)

- I r -l h -~ - a o
lumanaaealdtinisld Metasploitable2 Tneruiniesreniiumesiaiioutagninda

a wa € fo ol L =l ¢ o Y o a ]
svuuufuRAnsuazeenawluneituinuididedwiluedn  Taugauszasdiielddmsurin

oo = ) a A o gy o
mveasInslaAviemslsuiivenulaeadslauadecdlar q  wasieldeiuiens
Mnuvetealnisn q Nlaevhlvawsanuldvesasiluanianiseiass nsdnesenailoud
d‘ o © = - o J o o L4

nldivevinmsdifiunsussdiunnudasadulag - ProjectX  wasilFeuiiisunadngnis

o - o = 1 ' Aﬂl 1 = d - “y
allumsivuinsuazdeslwinilegaisvennsouaiioui [12]

4.2 \@509n 1 lunsaniiunisusssiuanudaanse:

\Dunieuaiiou (Virtual Machine) fifin1s@iamaszuuUfuAnis Ubuntu Server

14.04.1 lawfidnnuaes CPU §1uau 2 Aes mheausivuin 2048 MB wavly ProjectX
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= a -
4.3 MNAaDIN 1 NMSUSTHULATDUAYY

4.3.1 @NTNUINADU

ipTeathmany: Metasploitable2 (IP: 192.168.56.102)

4ProjectE

= =
JUM 23 anmuandaun sadaud 1

M

(w3aesdiuntg 192.168.56.1) (192.168.56.102)

o a - oS d - " & .
Wumsitunisuszdivanuasadsluiieisunen runsdnulay Mobile
Client
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4.3.2 N13RaAn

m= "192.168.56.102"
update_progress(1@)

phase :scanning do
nmap_adapter.simple do
end.start{m)

end

sleep 30.0
update_progress(45)

phase :attacking do
hydra_adapter.ssh do |config|
config.user_list = File.expand.path(*..). /neséurcesfuser list.txt’', _FILE )
config.dictionary = File.expand pathf . ./../resolurces/ gic Cyetat’, FIREQ)
config.output = File.expand_path({". /resolrces/hydop_result#{Time.now.$o 4} .txt", _ FILE_ )
end.start(m)

nikto_adapter.simple do
end,start(m)
end

sleep 50.@
update_progress(8e)

phase :reporting do
811_in_one.json do
end.start('all gdnone. dson’ )

end

sleep 2.0
update_progress(100)

< L) w =
JUN 24 mansArdmsumMIanas 1

Mnsuanuminsuaznaneeniasilsluuimai 9 Teaensld xModule
nmap_adapter  uayyhnslanAvwealnisiarurewims  ssh fe XModule
hydra_adapter uazlaufiulenidize - nikto_adapter  uavgminedsaiiassanulugiuuy

JSON ti1u XModule all_in_one #saxldldlunisuaneraves Mobile waz Web Client sigly
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4.3.3 §an1sALauNIs

szozamidlumsaniiunis: 85.03 Juai

Tnsuvaunrsuanuiniotaglng nmap_adapter 30 Junil Msvsudiumulasndy
lae hydra_adapter wag nikto adapter 594 50 3un¥l wavn1saseseun1sUsediuang

Uasnsiulay all_in_one 8n 5 3uii

Attack Graph:

Sessions

SUMMARY GRAPH

@ 192.168.56 102

311171’ 25 wan1sMAaedl 1 uanslag Mobile Client
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o a ° 1l o
AN5199 2 USNsuazdurutasinanwulunisneassi 1

uinIs wasn | gaviduas Surudesinifinu
ftp 21 | vsftpd 2.3.4

ssh 22 | OpenSSH 4.7p1 U 1
telnet 23 | Linux telnetd

smtp 25 | Postfix smtpd

domain 53 | ISCBIND 9.4.2

http 80 | Apache httpd 2.2.8 #: 2, Urunan: 9: $euse: 6
rpcbind 11 17 unknown

netbios-ssn 139 | Samba srﬁbd 3X

microsoft-ds 445 | Samba smbd 3.X

exec 512 | netkit-rsh rexecd

login 513 | unknown

shell 514 | unknown

rmiregistry 1099 | GNU Classpath grmiregistry

ingreslock 1524 | Metasploitable root shell

nfs 2049 | Unknown

ccproxy-ftp 2121 | ProFTPD 1.3.1

mysql 3306 |MySQL 5.0.51a-3

postgresgl 5432 | PostgreSQL DB 8.3.0 - 8.3.7

vnc 5900 | VNC

X11 6000 | Unknown

irc 6667 | Unreal ircd

ajpl3 8009 | Apache Jserv

unknow 8180 | Apache Tomcat JSP 1.1
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Yaslninnsrany (18):

asaanugelwiludwnwion 18 deelud Taglu 18 deslwitiiitedlnifrouseii 6
1 & - & 1 i | 1 - = < )
foslyd Hude saruilin (Yealui weak password) 1e9u3n1s ssh uavimdessduns
-y 3 | oy = L] ] & H | e A o 3/
Wamensasriuaznsilamglasnmeionmhlugnmisdumvasiniviedeyaidmaiiouss
' ' & 1 e v v o ' ida 1 a >
selu 1 msmensviarugmteya Wiy Jududedwindiegadaves Metasploitable2

[12]
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= a = < e a
4.4 NIVNNRDIN 2 ﬂ‘li‘l."iﬂl&lﬂlﬂ'ﬁ]ﬂlﬂﬂ?ltﬂ:ﬂ‘]ilﬁﬂ‘ﬁ'ﬂy’ﬂlﬂulﬂﬂ

4.4.1 ANNUWINADY

iw3eathvang: M Metasploitable2 (IP: 192.168.56.102)

M

= =
JUN 26 anunRRUNINARBUN 2

(A3oeanliunis 192.168.56.1) (192.168.56.102)

o - - ar -‘ J [ .Il &
WunsaufiunsUssiiveuasadtluiedondsn  Hunisdsulae Mobile
z @ - = . ) 5 e B ol
Client wilouftumsveaesit 1 udluntmeassiiaviisdniivieyaiudnlunsdannse

v e - v v
Whhaeseanemalawinly



ssh_agent

4.4.2 NSAYAN

m= '192.168.56.182°

update_progress(1e)

phase :scanning do
nmap_sdapter.simple do
end.start(m)

end

sleep 30.0
update_progress(4e)

phase :attacking dc
hydra_adapter.ssh do |config]

config.user_list = Files.expand_path('.
config.dictionary = File.expand.path(". .,
config.output = File,expand_path(™.

end.start(m)

nikto_adapter.simple do
end.start(m)
end

sleep S50.9
update_progress(7s)

phase :safter_attacking do
ssh_agent.netstat do
end.start(m)

ssh_agent.hostname do
end.start(m)

ssh_agent.route do
end, start(m)
end

sleep 20.@
update_progress(ss)

phase :reporting do
all_in_oné,json do
end.start("ald_in_one.json’)
end

sleep 2.0
update_progress(1ee)

. Jrespources/user_list Bt ,“WFILE )

Iresopnces/dictionary. txt ™0, FRLE_ )

\ Afresgurces wdra resulte{Time.Now. to_i}.txt", _FILE_ )

= &, a <
UM 27 msasdndmiunmaasei 2
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Toeiuduinnsmeaes 1 Tuduvewmdmslaudledsild  XModule #o7n

=
weak_password 3NNNaN1INAaeIN 1)

- o v a o I i v a o
Faihnsiiudeyaiiduaniniesiiidedwifiannsadeiudmdals

(\fu
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4.4.3 HANISALLUNTS

szazraldlunisaniiunis: 104.034 3unil

al el & = - e
TonaMNLTuInnIsinaam 1 A L".aaw'ﬂ-&‘[um'stﬁuﬁagamumaﬂmu

ssh_agent (19 3u#)

v w v a | - - v - -
.[“NaaWﬁnqsﬂU“7U5n15LLa:‘:‘UaﬂIﬁ')L“USUﬂTﬁWﬂﬂQQW 1 LLFﬂ.ﬂ'Ua““ﬁLWNLWNQqnﬂqﬁ

[

<t 1 L4 d 4\' - -1
ferannisitlvlueseadmnefisfulas ssh_agent aall
netstat:

v a}ly J v & v &[yy- I A a
UBNAINUBYAVIAIN nmap_adapter ua?  IINNITINVUBYANTIUIMFONILUINIG

v o ) o - J a P o ' - &
prlstnmaaliny YuAe rpostatd nesn 3739 iesaindunisihnukudunesiva

localhost Fauinlaifisnanateuen
hostname:
metasploitable
route:
Destination  Gateway Genmask Flags « Metric Ref  Use Iface

192.168.56.0 * 255.255.255.0 U 0 0 0 ethO
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= a C
4.5 NM15NAARIN 3 N15USELIIUNABLATDY

4.5.1 aNNUWINADY
Lﬂ%auﬂwmu: LB (IP: 192.168.56.110), W1 (IP: 192.168.56.107), W2 (IP:
192.168.56.108), DB (IP: 192.168.56.109)

U7l 28 danmuandauntsnanesii 3
(A3oeAiiuns 192.168.56.1)
(192.168.56.110, 192.168.56.107, 192.168.56.108, 192.168.56.109)
Wunsindunisusydiummasnisluiniomaioeies runsdanulag
Mobile Client Tngiedes Wi uaz W2 Tuimaduledludnuamiisatuiugutdeyasn

= - ° - - -
\n389 DB laudiinses LB vimtaiiilu Load-Balancer wag HTTPS Proxy lasnsditiiunsdld

o o = % i -l o - g
wsiiums (ProjectX) agluinisdiaifisanuinioavanil



4.5.2 NSRAAT

1b = "182.168_ 56.110
wl = "192 168 56187
w2 = "182 1868 56.108
db = "182 168 56 199
update_propress(12)

phaze ‘scanning do
nnap_sdapter.cimple do
end.starti{lh, wl, w2, db)
end

sleep 328.8
update_progress(4@)

phaze :after_scamning do
s_inf.app_db do
end. start

end

sleep 2.8
update_progress(5@)

phase :attacking de
hydra_sdapter z:h do |config]
config. user_list = File/expand path(
config. dictienary = File expand path(
config. output = File.expand_gath(
end. stars(ly, W, w2, db)

hydra_adsprer .myzql do |config)

config.ucer_lizt = File.espand path(’ ...
configodiceionary = File.expand_path{ .. )
config. output = File.expand_pavh{"../..

end. start{db)

nikto_adapter.simple do
end.ztart(ul, w2)

nikto pdapter.cimple do |config|
config.part = 443
end. stare(1lb)
end

sleep 150.8
update_progrezsz(8@)

phaze :reporting do
all_in_one.json do
end.start('all_in_one.json’)

end

sleep 2.8

update_progresz{18@)

-/

/

repogrces/deer Jdst Rar o o FILE )
sesotdce: /dfceiongy gav’; C OPTLE_ )

resoince: Hydrg resul ¥ Timepaw. to_1} . txt’ [ FILE )

fotcouncagfusen Merirae™y / (EILE )
rézaurieci dictionary Ot | FILE)

o g . o4
UM 29 mMIsasAInInaaeh 3

frazouncesihydna_result®{Time.now.te i + 1} exx”, _FILE_ )
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4.5.3 Han15ALiunNIs

szazaidlumsandunns: 476.78 3undi

a a a: - ] a - i - <t I3 =l1 v el ar
IﬂﬂL’JﬁWVtLWN‘UNM’lﬂBL’Ja’]ﬂ’\WﬁUﬂ'l'iﬂisLlJu'luLLﬂﬁzLﬂi'ai (Badunaminatagsnu
a e 5 A a‘l[ - s @t II "
vandnlun1maaen 1) e 4 w309 uazalglunisusediuaudunuslay s infer
(5 3un)
Attack Graph:

i "d 4 21:49

Sessions

SUMMARY GRAPH

#.192168.56.109

@ 192 168.56.108 -

@ 192.168.56.110

3U# 30 nan1maaesdl 3 uansiag Mobile Client

3 4 - ' i o 2 O w - - e
wiildhmadeusoveasiesiildain s infer dudimamndousinnisdeuresse

A - ar ar - 1 4 1
woaums Lesniumsszdiunnuduiudlasganuimsdn q Ansamu Wy dmnw
Duldliheglueietedentu (192.168.56.0/24) uavenaimmuduiusludaiulediuay
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gwdeya  egnlsimu  ielimsusadfiuauduiususivdumnntuensdudusiedldnig
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1Y) ° w - I -l
U3uU§e XModule ssh_agent dwsunsisasunmsiouson 9 vauadesannsadlule
\ ' v o W 4 o v v o g v v o cd 4 U
Wy Msgudeyaninids netstat vuiasesinluldovilinumuduiusiSeuniaaiu

ar - - i -l - 1 @ i I3 & & - o [ i
Auinseedu 9 luszuu 1wy eniinisienenuiunesnlanesanilsiuiniesdulusyuy Wusiu



vinsuazdasinifinsaanuy:

\A304 LB
HTTPS (443) gaalwiviuna: 1
SSH (220  weelnisouse: 1

1A W1 uaziATae W2
HTTP (80)  Yeslwifinuimilounisvnassi 1 uay 2
SSH  (22) vaslwisapuse 1

\A304 DB
MySQL (3306) %oslnisiouss: 1
SSH. - (22)- - saslmisuiss: 1

| Vel - \ -l =y
Tawgodlmifinuresing SSH uay MySQL vesudaviasadluiadetiy

ARl (weak_password) Fudutodnidouss
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unajUuasdatauanue

5.1 undasy

L 2 1 L v ar & « -l = < =
LT '11/1'1\1'3'1?]3131‘61 Hlﬂﬂ']'iﬂ'i']d“ﬁ:ﬁﬂﬂlﬂ']'ﬂﬂwm wWshazimsasaiwaUseiiuanu

a - o n‘ v d” 1
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e by ] Qll L3 1 Aﬂ ar L
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1 =l
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1)
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5.3 UUIMNIUNISAAUNAD

1)

2)

3)
4)

5)

8)

W ninialudiu XService 1y M3ty XLogger dmsutusinmsaiiunisnng 9
waz XNotifier &MSUMIUINABUH UYMW 9 19U Email 1Tusiu
) v @ d - ' v & - v °
W XModule IWsesiuiasesiioneusnsing 9 Tinntiu ihelinseungunisviie
v o
Tannian
ar N P [ -l ] 4:} o -
Walu1 Web Client twattudngeamiavialunisaiidusu
Walu Mobile Client ansnsasasiunisyssdiumauvasnisluszuuneuiainesle
NN 1 szuuRegly
@ 3 ~ Vol - 1 ar IJ-J AI -3
Wan Mobile Client Tliguuuunsansonuglanimnzaniiiu lasaouniunis
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nutagiunaznisvirigladesnisiiada iwetinduanuivlgwely
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AMARUIN N.

dqunnnauseatuusaUnaAty (API)

1. XAttackGraph REST API

1.1 N159ANISNISATUNIS (Session)

Session Node

INDEX. 6ET /sessions/

SHOW. GET /sessions/:session id
CREATE: posT /sessions/

UPDATE: pUT /sessions/:session id
DELETE: DELETE /sessions/:séssion id

1.2 N159RN15Inualand (Attack Node)

Attack Node

INDEX' GET /sessions/:session_id/nodes

SHOW: GET '/sessions/:session. id/nodes/:node addr
CREATE: posT /sessions/:session_id/nodes

UPDATE. RUT/PATCH | /sessions/:session_id/nodes/:node addr
DELETE: DELETE /sessions/:session id/nodes/;node addr

1.3 N153AN5INUAYINIS (Service Node)

Service Node

» INDEX: GET /sessions/:session_id/nodes/:node_addr/services

SHOW. GET /sessions/:session_id/nodes/:node_addr/services/:service_port_id
CREATE: posT /sessions/:session_id/nodes/services

UPDATE: PUT/PATCH

/sessions/:session_id/nodes/:node_addr/services/: service_port_id

DELETE: DELETE

/sessions/:session_id/nodes/:node_addr/services/:service_port id
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1.4 N139an15IMuAYaslnd (Vulnerability Node)

Vulnerability Node

+ INDEX: GET
/sessions/:session_id/nodes/:node_addr/services/:service_port_id/vulns
+ SHOW: eeT
/sessions/:session_id/nodes/:node_addr/services/:service_port_id/vulns/:vuln_id
« CREATE: poST /sessions/:session_id/nodes/services/:service port_id/vulns
« UPDATE: PuT/PATCH
/sessions/:session_id/nodes/Tnode_addr/services/iservice port_id/vulns/:vuln_id
+ DELETE: DELETE

/sessions/:session_id/nodes/:node_addr/services/:service port_id/wulns/:vuln_id

1.5 N159ANISAUFUNUSSENIIuuA (Connections)

Connections

+ SHOW. GET | /sessions/isession, id/nodes/:node_addr/connectionss
+ CREATE: post /sessions/:session id/modes/:node addr/connections/

1.6 msIansnuauURvesluua (Properties)
1 = o ' e | v
nmsaimIemsivauwaduusamisaimuniRaEuRcng  veslnunlani

HTTP Body (application/x-www-form-urlencoded) u8aWan properties

s 1 v [ v =i 1
frpgnanisaseluunleoduntsadialvunlond iy

POST /sessions/1234/nodes
properties[addr]=192.168.56.102
properties[addrtypel=ipv4

properties[state]=up

- - a4 & a i)
lag  addr manefls wnsiavlefiuesnsaveanieafignusvidiumminasnie

addrtype et Ussinymneaulofiueansa lawensiiandu ipva wie

ipvé
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o ' " ' -
state v @nurma¥ouneain Projectx lnwenaiidniu up e down

migdeyavesluuain q arlasudeyanduanluguuuu JSON Object #3® JSON
Array [13]

G‘f')aamn'rﬁuﬁazga‘lnumimaL"fJum‘i%'U'z’imgaTwumU%mi L

GET /sessions/1234/nodes/192.168.56.102/services

200 OK

[ { service_name: http, port_id: 80 }, { service_name: ssh, port_id: 22 } ]

3 | a
g service_name WiIgnd 9aU8IuInig

. ot ¢ ol ol mi o a &
por‘t_ld Ut Mu’tataﬂwa‘iﬂﬂlUﬂi‘Ui‘f’lMiUU‘iﬂﬁu‘u
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2. Ruby SDK
ar J S ﬂv J v - 1 ar
Ju  Library  dwiunwn  Ruby  fivnasiaundusnielvanansofnsierdiu

XAttackGraph AP! I#lagdne iitetlulddmiuniswaun XModule sely

2.1 MSIANISNISATUNIS (Session)

session_id = AttackGraph.create_session

AttackGraph.with_session(session_id) do
attack_nodes.= AttackGraph::AttackNode.all
# other_good stuff here

end

2.2 MSINSInunlaufd (Attack Node)

Basic (ActiveNode::Base)

AttackGraph: :AttackNode.new(i.s)
AttackGraph::AttackNode.create(...)
AttackGraph: :Attackiode.all
AttackGraph: :Attacknode. find(...)
AttackGraph: :AttackNode.where(...)

attack_node.save
attack_node,.persisted?
attack_node.update_attributes(...)
attack_node.destroy

Association (ActiveNode::Association)

attack_node.services

attack_node.vulnerabilities # equivalent to attack_node.services.map(&:vu
attack_node.services << service_node

attack_node.services.build

attack_node.services.create

attack_node.services.clear

attack_node.services.empty?

attack_node.services.count

attack_node.services.find(...)

attack_node.services.where(...)




2.3 MSIANITIUAUINS (Service Node)

Basic (ActiveNode::Base)

service_node.save
service_node.persisted?
service_node.update attributes(...)
service_node.destroy

Association (ActiveNode::Association)

service_node.vulnerabilities
service_node.vulnerabilities << vuln_node
service_node,vulnerabilities.build
service_node.vulnerabilities.create
service_node.vulnerabilities.clear
service node.vulnerabilities.empty?
service_node.vulpepabilities.count
service _node.vulnerabilities.find(;..)
service_node.vulperabilities.where(...)

2.4 n1s9anslvuateasind (Vulnerability Node)

Basic (ActiveNode::Base)

vuln_node.save
vuln_node.update_attributes(...)
vuln_node.destroy

2.5 NSIANTITAUAUNUSTENININUA (Connections)

Connections

attack_node.connect_to({ addr: node to_connect, port id: port_to _connect })
attack_node.connections
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2.6 m3dan1spuaNUAvesluua (Properties)

=l -l e l‘: o 1 ¥V oar o ar " 1 L
mm'snL'sUn‘vaﬁmauumaﬂwumuuuazmuumm‘lmwum AIDEUNLTUY WINABINIS

unlvanuznmsiUaldauveslwunlauf attack node awnsovinle fadl

Node Properties

attack_node.status = 'down’
attack_node.save

attack_node update attributes(status; 'down)
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3. NodelJS SDK
Tnevlufidnwastudeatu Ruby SDK usmsyheuwesiiaddusing q anduldlu

anweug Non-Blocking 1/0

at ' 1 b4 -
MDY TUNITATIMUALILA

attackGraph.attackNode.create({ addr: "192.168.99.192", addrtype: 'ipvd’ }, function (aNode) {
console.log("Hi, from’; atlode.addr);
attackGraph.attackNode. count(functien (err, count) {
console.log( "Now, has attack nodes:, count);
j 3 1
3K
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