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ABSTRACT

This project presents a studying and implementation of identifying
system based on embedded system. The system " consists. of a fingerprint,
microﬁontroller and embedded system. In order to identify and control the
person’s accessibility, the system will use the fingerprint, microcontroller and
embedded system to process for opening and closing the door. In addition, all
informations are recoded in the database which can be verified at later.
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use
to computer
7ta 12V
DC input

3U1 2.10 Tasaashavesuada Arduino UNO R3

1. Power: UB$# Arduino Uno R3 anunsaldliiasaann USB niouuasriile
Iniannrguenitu Power Supply lalasnss lnsuasaszrinisidenlaesalusd lasd
1NLﬁyuqmnmauanm-iaz”hwiw 7-12v

2. 5V uworsinaditinuuie 5 v anveialilasaeuinsataes

3,33\ L{‘Ju'u'umaﬁvgmﬁﬁlwmmm 3.3V mnuesalulaseeulnsaaes

4. GND: D Pin dwmiudonsndainuada

5. IOREF: 11Uuuesn Arduino 13U Wuuseiusedvasilasaoulnsaaes

6. INPUT/OUTPUT PIN: Tagusiazaniia 14 v1ddneavuveda Arduino Uno R3
m:u1'5ﬂﬁ'lm'l‘z'ﬁﬂuE‘]uww"?mmﬁ?wwhﬁwﬁwz'i’a digital Write () uay digital Read () lnevy
viaufiusedy 5 Tad wAazviaunIaliniesunszualigega 40 mA uwariinusuniui
funeluan 20-50 Alalev

7. Serial: 0 (RX) uag 1 (TX) ildlunasldsy (RX) wazda (MO 4 Yoya TTL uuy
aunmmmmuﬂvwama‘ldw'vaq ATmega8U2 wmumwuﬂmammmmn USB-to-TTL &4
fiogneluveinagud

8. External Interrupts: 2 waz 3 vumariiannsorwuasliZannstadime
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9. PWM: 3, 5, 6,9, 10 uay 11 1Juv1 8 Jaerdnauuy PWM arenisldany
Wandu analog Write ()

10. SPI: 10 (SS), 11 (MOSH), 12 (MISO), 13 (SCK) yunanfiatuayunisdeans
wuu SPI lawld SPI library

11. LED: LED Midousafuvidineait 13 ioaousidu HIGH LED szadrauay
suidlewnilaniuy Low

12. TWI: Ad w3811 SDA uaz SCL A5 viavatiuayunisdomsuuy TWI

13. AREF: ussiudedsdmiveeunden iuileidu analog Reference ()

14. Reset: mzfl'ww%’umﬁumms-n‘muﬂaauafﬂﬁwwuuﬂaﬁamuaaaﬁmi’]us:}ué

2.8 Raspberry Pi

Tun1sdavilassnuldld Raspberry PitBeusadu Arduino iletuiindeyauas
Uszananatiieuanifoyasiny Web Server lng uoda Raspberry Pi Alélunisuszmnanauas
dmaduveiareuinmes 32 Gn ses3usruuUuinig Linu Wenhededieuiuueini
duq iliflanwieufuadisunsvans

2.8.1 pruaniAaMImAiia

- 148 SOC Broadcom BCM2835 #9571 CPU, GPU waz SORAM 13lud
ey

- ieUsvinana CPU 700 MHz ARM1176JZF-S core

- WigYsE1980 W GPU Broadcom Video Core IV ,Open GL ES 2.0, Open VG
'1080p30 H.264 high profile encode/decode

- MWA T SDRAM 512 MB

- dheia USB 2.0

- fiadoyranfiuun RAC uay HOMI Banagslsogrimils

- roullawmeaSdwmiuleuste GPIO, SPI, 12C, 125 way UART

- SwUUUHUANYINUEI SD Card

- $26i9 LAN 10/100 Mbps

- ¥lwdss 5 VDC nszuaegation 700 mA

- YUINVBTA 85 x 56 mm
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2.8.2 Insea313uasa Raspberry Pi

x
£
s
z
x_
{
=

JU 2.1 dhutsznauresuadn Raspberry Pi

. o - v v
1. ARULLIALHBS SD CARD Feazindseglavein

g

routipinesdmiuilausioduna wsina (GPIO), SPI, 12C, 1S uar UART lag

AUMATIAN Landdiagy

3,
4. poulawasnodnnndslaeltuda 3.5 mm
5. LED uananuzsingg 183uain Raspberry Pi

£,
:
8

4N ) 1w da
ﬂautﬁmma‘maammﬂmmwwu RCA dwiudensaiuenwitiidauuy RCA

ApwtiAAaY USB 2.0 3717y 2 wosh

< B | " o l
. AOUIAWET LAN 10/100 Mbps dmiuitoumenuIzULLATDUE
. pouiAlmes Csl dmiudesuderiulugandes
9.

LAN Controller

& ¢ o o o 1w - "
10. ApuAwes HOMI dmiuleusiadygrunmuandss ediouradiuionin

w
[

FiTitauuy HOMI W Tnsvien] vide vausiines
11. ¥ SoC Broadcom BCM2835 ‘iﬁdi’lu CPU, GPU way SDRAM 13 Tud44

{Wenu

o ¢ o | )
12. pputlAwmas DSI dmsuldaunanulanIn
‘ 7 @ i o v P
13. paulllAwes Micro USB dwiuielnidesiveda
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2.9 Finger Print Scanner Module

‘I’ ﬂ" =4 1] d : = A v o o
wIpsaunuateindesu GT511C3 Wundesaunuarsihileflmhunldlunisvia
- v a . o a1 ' v
Tpssudseanuuunilildnudululasaeulnaaes wazdl Library fdresenisldauly
& . =& ' w - W i ] o
lulasmoulvameinsena Arduino Ssireseniswaun Feiliedalusunsuriag anwly

mMsUszenalga

U 2.12 Finger Print Scanner (GT-511C3)

Finger Print Scanner (GT-511C3) {uluganlddeyayin TTL Tunsdeans Tugad
TuInaNkAYBRaN sARRlneilnuaTRA I

- AW

- annsoailvangunmatsiiadeingunsaild

- mmma’muam%auuﬂwuaw%ﬁauazgwuﬁay,a'l.ﬁ
- iluslamaa UART Mlunsdeansioya



2.9.1 uauvAnanaila
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M3197 2.1 AraalAvnamadinues GT511C3

Item

Value

CPU

ARM Cortex M3 Core

Sensor

Optical Sensor

Effective area of the Sensor

14 x 12.5 mm

Image Size 202 x 258 Pixels
Resolution 450 dpi

The maximum number of fingerprints 200 fingerprint
Matching Mode | 113, %N

The size of template

496 Byte (template) + 2 Byte (Check sum)

Communication interface

UART = 9600 bps after power on
USB Verl.1, Full speed

False Acceptance Rate

< 0.001%

False Rejection Rate

< 0.1%

Enrollment time

< 3 sec ( 3 fingerprints )

Identification time

< 1.0 sec (200 fingerprints )

Operating voltage DC33-6v
Operating current < 130 mA
Operating environment Temperature -20.°C=+60.°C
Operating environment Humidity 20% - 80%
Storage environment Temperature =20 °C - +60°C
Storage environment Humidity 10% - 80%




2.9.2 Finger Print Scanner (GT-511C3) iijuuuunsdetoya
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AR EIENAY]
Host Device
COMMAND PACKET
Command = Open
Parameter =
0: not to get extra info
Nonzero: to get extra info RESPONSE PACKET
Response = Ack
{ host requested to get extra |
DATA PACKET
Data = Date[6]
Year = Date[0] 100 + Datef1]
-— | Month = Datel2)
Day = Date(3]
Datef4} = Ox00
Date[S} = 0x00
= AATERY A
U 2.13 Initialization
o 1 - oo : ‘
U7 2.13 Wugvuvunsdeteyadiaiusudaldauues Finger Print Scanner
(GT-511C3)
mMsduan

COMMAND PACKET
Command = Close

RESPONSE PACKET

3Ufl 2.14 Termination

a | o
U 2.14 WuguwvunisdsteyaidiaUanisldauves Finger Print Scanner (GT-

511C3)
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nisawmzilyuatsiiile

Host Device

COMMAND PACKET
Command = GetEnroliCount

4

RESPONSE PACKET

Response = Ack
Parameter = Enrolled Fingerprint
Count

A

g'dwd 2.15 Get Enrolled Fingerprint Count

Uil 215 uguwuunsdsteyaiililunisamadouves Finger Print Scanner
(GT-511C3)

Waanunsalaswsdou

Host Device

COMMAND PACKET
Command = CheckEnrolled
Parameter = [D(0-~199)

RESPONSE PACKET ‘
Response = Ack: This ID is enrolled
Response = Nack: Error

- NACK_INVALID POS
NACK_IS_INOT_USED

gﬂﬁ 2.16 Check Enrollment Status

= I~ | =
3UM 2.16 Wugduuunsdtioyansdnsivaevaniuznwnsameidouues
Finger Print Scanner (GT-511C3)
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2.10 Liquid Crystal Display Module

mihsuanwaluga LCD (Liquid Crystal Display Module) wiamiisuaninauuy
=5 o 13 - v ar = ar ar = v J‘
wanadlagluga LCO vxiley 2 vllameiu Ao wuudisnus wazuuunsiiin Tasasneitugu
voaluga LCD wuudangy

BRI TEEa0e

3Uil 2.17 Tipa LCD Characters 16x2

wandavidyaiuvasiuga LCD

7% 1: GND dmiurevIns1IAe 193

1m7'a 2: +Vee AUl +5 v

'zmn 3: Vo dmdudiumauainvesinaeluga LCD

it 4: RS (Register Select)'mmaanmwmmanuwamasmamsaﬂauﬂﬂa 0"
LH0AA "Uﬁwaaua “1” srinsatoya

'zrm 5: R/W (Read/Write Control) mmumawawauanu‘[uma LCD

'zmn 6: E (Enable) Uaudtyaiunad Enable Wluga LCD Faviran

917 7 89 18: DO-D7 (DATA) Lflu‘maua



2.11 Logitech Webcam C170

gﬂﬁ 2.18 Logitech Webcam C170

3
o

. = L4 o e oo
Logitech Webcam C170 Taslassnuthinnldauietuiinnmvesyana

AuduURNAALA

- MSAUMUIHILIRTE (640 x 480 Tiniga) shaszuuLLz

- M3FUNWIFle gega 1024 x 768 Ainiga

- mAlulad Logitech Fluid Crystal™*

- DWENY iR 5 uniniga (USulgaioveniuag)

- lwAwvulusndeunmstestudessunay
--FUs0aNsleIIy Hi-Speed USB 2.0 (Wuzii)

- AdviounUsraddmsuAnsauunaiioy, sanm LCD wie CRT

2.12 Real Time Clock

5Uf 2.19 Real Time Clock DS32531

18
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U7 2.19 Real Time Clock DS3231 1i8991n Raspberry Pilaifi Real Time Clock
UUAIUDIA wﬂﬁlummsnuamnmmuaiamammu‘lun'mflu Data Logger luga Real
Time Clock DS3231 3ndunaduldauiedmundinaiass Tagld Chip DS3231 uax
sanuuuibiidsuldanudafu GPIO vee Raspberry Pi weilt iilosanldanldiausediu 3.3 v
way 5 V Jsamnsaldauld

2.13 wiwanlni

Uil 2.20 wimanlwih

sUw 2.20 ganaouuinaniniln (Magnetic Lock) ﬂMvnau‘lUmauumannm
LLa.,LLnuﬁ'lﬂﬂm Tma'qﬂnaauuuman‘lwﬂm°mmmaumu‘luwawmwma'lwummﬂaamamn
Bt Tmmuaumwwlwtmm 'qmnaauuuman'lwﬁ"ma"mmsaamhum Fayanasu
uuman‘lﬂﬁ’mu‘lwanmswumu'uzmvnmmamsuuman'lﬂﬁ'\mans.,ualﬂ"mmmmmmﬂh
auaunnmmmusqmqﬂmgﬂnaauuuman'lﬂﬁw ﬁqwsqmqﬂmnanl.waqwaman'ﬁwwm'lﬁ‘lu
annsolauszgla



20

- s ' v o
M9 2.2 ﬂmﬁuUWﬂBQﬂaauuuLuanmﬂﬂ'ﬂﬂ‘i\N'ﬂJ

ANANUR FwazIdun
YUIAUTIMAVEAN 600 Youn
YUIAULTIAY 12 VDC
YUINNTZUA 300 mA

2.14 Switching Power Supply 12 Volt 2A Module

Switching Power Supply \Uugunsaiilduvasiwlifuyagunsallunisnaass
Tavazudasiviain 220 Volt AC Widulw 12 Volt DC ilehnszudlnluidssludiuyesysyy
widn Wesnnuszguimantdlwidss 12 volt lunsviheu whuenaniiniludaeslv
12 Volt fildainnsudasinees Switching Power Supply il input Tunasyialsin 12
Volt DC 1w 5 Volt oe leluidulmidsslvifuuase Arduine lasld 1 7805 \Hudhmuey

“5’1.!171' 2.21 Switching Power Supply 12 Volt 2A Module

gﬂﬁ 2.21 ijugﬂ Switching Power Supply Module #ldlun1suvasluain 220
Volt AC Uil 12 volt DC Witugngunsaflumsvaaesvesszuy

2.15 2935 7805 Regulator Circuit

2995 7805 Regulator Circuit Wumswasuussiulvi 12 Volt DC Wiihuusasiu
5 Volt DC wethlulfifuuvasdeWitugunsalseg fldlumsilasenu
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§Uﬁ 2.22 1335 7805 Regulator Circuit

2993 7805 Regulator Circuit tHuatasiildlunasiudouusedulnifiinin 12 volt
DC Wi 5 Volt DC Taeldaunsalineg fagy 2.22

2.16 1317 Solid State Relay

2993 Solid State Relay Mvimihiiifuaindrusunisiuracszg
wimdnlwihdagneuesilng Microcontroller

gﬂﬁ 2.23 1993 Solid State Relay
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- ¥ < o o |
UM 2.23 2995 Solid State Relay noenlaglusunsy Proteus 8 taldviiminm
Wuaindlunisaduaniuznisvihuvesssguimdnliegluanius Un-Ua wdnnisiny
o o Vel o § vel i ar
diedinszualnigai Input asvitlviinszualwaainen 3 (Emitter) vos PC817 lUdawn Gate o9
i o v ] I - [ = a d 1l v al
Triac vilfanurveszauimangnilneen wudeanudiobifinszualwlnadai input 9
vibilifinszualnasinen 3 (Emitter) vos PC817 1Udavn Gate o Triac danaliusey
wimandnsanuzlausee

2.17 AMNTIUVa4lATIIY

Internet Ras"b‘?’ pi Web Camera
= xS : e
Button ' Arduino

Fingerprint

Solid State Relay Magpetic Lock

-
JUN 2.24 awsanvealAseau

Ui 224 nwsavedlassulaedumudiniusvesgunsairng feld Arduino
tumsuszananalunisfuardeyasin Finger Scanner GT511-C3 teldlunsdmifudoya
wazldlunisminvasudimilunmisiladsyglasld Solid State Relay lunmsmunuaiiouiy
a’mqﬂunm‘!"mu“lﬂmuquqﬂnscﬁﬂszguu'mﬁmﬂ"a'[ﬁmmsntﬁﬂuazﬂmlszq‘lﬁiﬂuﬁ'%a LCO
Wugunsallumevesmsuamskauavdoasivgliuuasld Raspbery Pi ludafudoya
Tuaztiaaniagunmitdisain Web Camera aslu Database uavammsouansgudoya
HIUN Web Server
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unn 3

N159ONUUULAZNTIAVINUS YU TinuS

3.1 n1999nLuy

3.1.1 Block Diagram

mayhauvesszuvwiaiuassdumany dui 1 1oun dauvesssuuiiosawny
a1Uﬁaﬁaua:ﬁ")uﬁamlﬁudﬁ’:waqsxuuﬂ'wﬁn'il'a:;}aLLangmw

dwdl 1 sswvaunuaeiiailelngld Arduino Wuiyszaananuaunisinn
¥83537UU 1l Input 1fun Button Switch Wudunalumsidenlwumuardinis n1sviaiues
52Uy 19 Finger Print Scanner '(.ums%"uFi'munumaﬁdﬁauazﬂ’uﬁnﬁay}mﬁaﬁqqﬂﬁmu’lu
msti1eentsyy i Output laun LCO Wlunsdomssenineglénufussuu uarldaees
Solid State Relay tum3Iuaadnmuaumsiuves Magnetic Lock

dauil 2 srvvluiinteyauaz sunmlagly Raspberry Pi llusaivasinuay
Uuiindeyauarguninain Web Camera wazuaninanunia Web Server iaulassing

Internet

Real Time Clock

£

Raspberry pi Web Camera

Internet %
> -

Fingerprint

Magnetic Lock

Solid State Relay

gﬂﬁ 3.1 Block Diagram
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3.1.2 MIYINNIUTaesTUVaRnUatsiaile

Mode IDLE —

" Mode
Welcome

Password |—

o) »

A o ““ =
3UN 3.2 mavinnuszuvaunuateiiile

A s e a o
UV 3.2 uansdunaun1syinIIue9s s uUNANYeINITMIIUYBISEUVALNY
anutiiile
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3.1.3 Tuua Idle

Wait for
Value

Ready or Mode

Mode
Welcome

gﬂﬁ 3.3 luua Idle

i \'; o 4 I o
JUN 3.3 uanstunounisviinuveslvun idle Faduannzilifininiendeey
ar i L4 -~ d o o W a q‘; a
993UARINGUNSAl Switch iavhaumddialuaiutunsumsvina
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3.1.4 Tuun Welcome

Wait for

Idle N &
Timer i | Open door Cant Open
<=0 |Pin A4 High Pin A5 High
Yes
Mode IDLE

gﬂﬁ 3.4 Tuum Welcome

< & s = o
U7 3.4 Fumounsvitniuveslmin Welcome duiluaniisiinisinnuvese
LCD wa¢ Fingerprint Scanner §19¥iin135e3uA1ngunsal Switch uaznsigadfinuain
X a o
Fingerprint Scanner Tumsuszananaifiavhmsuanienysye)



3.1.5 Tnue Password

27

l—-h-— Password 1
r
~‘Password 2
Wait for Value
No
dle Time
<=2000
Yes
Modeldle
L o ‘
g ; P‘ que
o ' *

gﬂﬁ 3.5 luua Password

U7 3. 5 Inun Password lﬂunws’ldmammmd‘[wum Menu Tun15dudin
awihilowazavasingie m'l-iﬂum'sﬂaanuuanamauanmm‘l‘m"miﬂa‘lu'lﬂsuaurum
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3.1.6 Ivua Enroll w32 Tuuraanzilou

Slots Full

Wait for
finger 1

Wait for
Value

Mode IDLE
3. N
Mode
Deroll
Enroll Fail |«
Mode
Ay Enroll OK!

- = =
3UM 3.6 Inum Enroll w3e Tuunamzideu

4.k : p » :
Ui 3.6 Tuneumsinauveslvun Enroll wis Tnusawmzideu Fadunounis
o - o e & a4 o a o
vinulumsamsilsuiuiinaeiniafieldlunisiigaimmilunisyandeayssy Taseziinng
o a & 4 1 0
Uuiinaneinileawasufieiivlumiisaud



3.1.7 Inua Deroll w32 nusauateiiiile

Yes

Mode IDLE

L

Mode

No User

Press
Finger

Yes

29

b

Welcome

SN
Kt

3Ui 3.7 Tnun Deroll wio Tmimavarsihile

Delete

3 Y ’ by £ oa
UM 3.7 Wudumeumsvirnuveslnun Deroll no Inuaavaieiiile dadu
Funsumahalumsay D awihile Adhnstuiinllnsiduneunisvheudeg 3.7



3.1.8 NMIYINUYBITEUUUY Raspberry Pi

30

=

( Start )

»  Wait for
Value

Wait for |«
Value

Camera

Pin 23
Receive
logic 1

Save time

Pin 31
Receive
logic O,

Yes

and picture

Save time

Close
Camera

d o
JUN 3.8 NMSNNUTITTUVLY Raspberry Pi

P ° K A [T
3U# 3.8 1Wusruunsviauuu Raspberry Pilae Raspberry Pi 9¢583uUA131n
Arduino Lﬁaﬁwmsﬁ‘uﬁnLaamazgﬂmw %’umaumsﬁmmf}uﬁqﬂ 3.8
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unn 4

HANTIVNAGDY
4.1 HANTINAADITEUUALNULILD

4.1.1 Tnun Welcome

gﬂﬁ 4.1 lvua Welcome

= e oy v
JUT 4.1 unisuduveslusunsulasnaitys Ready sruvazidagivug
- 1 o 4 L -v . .
Welcome #1ariinisuaninarituge LCD Aaguiiaiunisuenlaneiiavy Finger Print
Scanner afgaifny
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4.1.2 lvua Password

UM 4.2 T Password

= a4 e ' iy
JU# 4.2 1H8vn15nadu Mode 31nlnun Welcome szuuagidnglvuam
A . Vs LA Q“
Password titetlesfuynnaiiliiléiuounnlumstuiinarginie
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gﬂﬁ 4.3 1d Password

- ° ' ° w W v ) YV oo
U7 4.3 viamsld Password 912w 3 fignaesasiiaginaa Enroll §lavedl
MIUTUABUEIUID LCD AsgUnInd 4.4

< v oo ' =
JUT 4.4 ududiaunsdlld Password fin
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4.1.3 Tvua Enroll w39 Inunamaideu

sU# 4.5 Tnum Enroll

‘iu-n a. 5 I'mm Enroll LUquuﬂvﬁ%‘lummummﬂu'mmwaamvtwu'lus.,uu
maammumau'mamal%‘lumsmwaaummu
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U 4.6 nus Enroll Yufinansiiniie

d J o L v o ﬁ.’
JUM 46 ievihmsnay Select 3nlvum Enroll sxuvazlwinisaunuiile
o w e - O o oo
Wiotuiinawihilednuiu 3 asufievuiinlussuy
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4.1.4 Tvum Deroll w3 Wunavatuiiaile

5Ul 4.7 Tun Deroll

< ad e ' v o
JUN 4.7 Wigviimsnayy Mode 91nlnun Enroll s¥uuastingivua Deroll ule
Aoenisavareihilaliinsandy Select svuuagliiinisnetiavu Finger Print Scanner
- L
\eauaeiiaile



4.2 HANIINAABINSIVEDUAINY

& o d
4.2.1 Han1InNIEUAWUIUAN

37U 4.8 nenesaunuaiein

v

Uingindssguamingnitinesn

v u

muha 1!||.l| ]
’ . His
- O e S

Ep A ED IS NE QYR R TR ST

fin1suunnliluszuu

1l

b |

48N

fimsturinBluszuu

Ch1 Max
PARY

Ch1 High
240V

i

- A o A w 4 o -
JU 4.8 weassaunuawihileniinsTuiinlilusyuy wevinnsiladseg wa
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guﬁ 4.9 WJunsindyaruiidedyyrnne Tx 'Lunsm“ﬁ'mmm;ﬂmﬂsquﬁ fiven
90 Finger Print Scanner 31U UNIMNA 12 byte 55-AA-01-00-00-00-00-00-51-00-51-01
annsneulanatl

55
AA
00
01
51

bbb

01010101
10101010
00000000
00000001
01010001

< - ! - w
(#1 byte duq Aouimilounu)
- -l ' - )
(#1 byte duq Noumiiounu)
< < d = [
(M byte pu9 n@UMLBUNY)

Chi Max
3.12V

Ch1 High
3.00V

|

T

R TR SRR SR
SieiM2.00ms A Chl S 1.60V

o o e - - = v
UM 4.10 Tadays N Rx nsdlannsadauszele

U 4.10 Wumsadygnitddygrane Rx‘lunsﬂﬁ:mmimﬂﬂmxglﬁ il
88n37N Finger Print Scanner J31UUuIvuA 12 byte 55-AA-01-00-01-00-00-00-30-00-31-

01 ausaenuladatl

95
AA
00
01
31
30

bl il

01010101
10101010
00000000
00000001
00110001
00110000

P - & - o
(W byte 8u9 n@UMLlaUNY)
< < ' - Y
(M byte du9 Ao uvileunu)
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= T o ez
4.2.2 wan13nsadauaeilaionlidinstuiinldluszuu

< a A |
‘gU‘VI 4.11 ﬂﬂaaﬁﬁuﬂuﬁﬁﬂuﬂuamullmiU‘UVlfﬂ.'ﬂU‘ihUU

< A 4 v o et '
JUT 4.11 waagsaunuaeinienlidnstudinlilussuy nausingiavsey
wiwanhiawnsadale

nRaesuntaR 002 b ey g

Chi High
2:.32V

- shisiit

Chi J 148V

Oms. A

4 ol a 1 - v
U 4.12 Yadoyqauiinn Tx nsdlliamsaauseld
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Ul 4.12 umsindyaaiidedygrane Tx TunsaiftliannsalaUszgld 7
28NN Finger Print Scanner J31WUMIMLA 12 byte 55-AA-01-00-00-00-00-00-51-00-51-
01 awnsnulanail

55 — 01010101

AA —» 10101010

00 — 00000000 (7 byte Buq Asuwmilouiu)
01 — 00000001 (7 byte Buq fAgumilouniu)
51 —» 01010001 (i byte #uq Agruwmiloutu)

Ch1 Max
3.08V

epaatestgA I e Jeimgl @ o W o;- @ @rgE e léme  AEERAEY

s Yl (BT SRy Sed sl Gwe Sion fma AVS 18U e

13 Tadygyuiin Rx nsdlliannsaidiausygle

€afl
it
=L
=

U 4.13 Hunsindnnaidsdygraine Re Tunsdithiannsodauseald 7
88NN Finger Print Scanner H31uuvianug 12 byte 55-AA-01-00-08-10-00-00-31-00-49-
01 awnsasulasai

55 — 01010101
AA —» 10101010
00 — (00000000 (7 byte Buq Agrwwmilouu)
01 —» 00000001 (it byte Buq fAgrumilouiiu)
08 —* 00001000
10 —» 00010000
31 —» 00110001
49 —» 01001001
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4.3 neaadlusunsuuu Raspberry Pi

%1115 Run TUsUnsu n1w1 Python uu Raspberry Pi tialsivinn1sdudinSudl
naargunInasuy Database ile Arduino @3 Logic “1” el Raspberry Pi ¥ian15Uuvin
Juil 1an uazgunmasuy Database lagldF1ds sudo python webcam.py Tasazuvaii 2
nstl Ae 1) nsdivesypnaiitiuiinateiiadieliudravvinistuiiniuil wasinadh 2. nsdves
yarafdshivufinansifledlovmsigaimn 3 afh asvimstuiiniudl van wazgunw

JUN 4.14 Juiinfuiuagziiatasuu Database
dw = & v v
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#include <LigquidCrystal.h>
#include "FPS GT511C3.h"
#include<SoftwareSerial.h>
//fualnunenee
#define MODE_IDLE 0
#define MODE_WELCOME 1
#define MODE_ENROLL 2
#define MODE DEROLL 3
#define MODE_PASSWORD 4
// imuadana
#define BTN MODE  AQ
#define BTN_SELECT A1
#define BTN. OPEN. 12
// fMuABUNALAEIDENA
#define BACKLIGHT A3
#define Ready A2
#define DOOR 10
#define C_OPEN A4
#define CN_OPEN A5
#define camera 13
/Mmuadnny id
#define IDLE_TIME 150
#define MAX_ID 200
// fnwiadeydnwal
#define CH_LOCK 1
#define CH_OPEN 2
#define CH_PERSON
#tdefine CH_SELECT
#define CH_NEXT

byte locked[8] = {
0b00000,
0b01110,
0b10001,
0b10001,
Ob11111,



Obl1111,

Obl1111,

0b00000
k

byte opened[8] = {
0b01110,
0b10001,
0b10001,
0b00001,
Ob11111,
Ob11111,
Ob11111,
0b00000

byte person[8] = {
0b01110,
Ob11111,
0b01110,
0b00100,
0b01110,
Ob11111,
Ob11111,
Ob11111

byte sel[8] = {
0b00000,
0b00001,
0b00010,
0b10010,
0b01100,
0b01100,
0b00000,
0b00000



byte next(8] = {
0b00000,
0b00000,
0b00100,
0b00110,
0b11111,
0b00110,
0b00100,
0b00000

k

//MMUANDNANSYI NI
LiquidCrystal lcd(8, 9, 4, 5, 6, 7);
int curMode = MODE WELCOME;
int idleTimer = 0;

int count=0;

FPS_GT511C3 fps(3,2);

/filaifunsindsee
void openDoor({.
lcd.setCursor(0,0);
cd.write(CH_OPEN);
lcd.print(" Open.. ")
buzzerture();
Serial.printin(*Open door”);
digitalWrite(DOOR, HIGH);
delay(2500);
digitalWrite(DOOR, LOW);
lcd.setCursor(0,0);
led.write(CH_LOCK);
lcdprint(1, "Door opened!");
delay(1000);



/s ala

void buzzerture(}
digitalWrite(11, HIGH);
delay(800);
digitalWrite(11,LOW);

/iaidudsdlside

void buzzerfalse()}
digitalWrite(11, HIGH);
delay(500);
digitalWrite(11,LOW);
delay(50);
digitalWrite(11, HIGH);
delay(200);
digitalWrite(11,LOW);

}

void warn(}

int k=0;

for(k=0; k < 15; k++){
delay(50);
digitalWrite(11, HIGH);
delay(300);
digitalWrite(11,LOWY);
delay(50);
digitalWrite(11, HIGH);
delay(300);
digitalWrite(11,LOW);}
delay(50);

//amuaniadnaid
int getNextld(int cur}{
inti=0;
for(i = cur+1; i < MAX_ID; i++){



if( fps.CheckEnrolled(i) ) return i;
}
for(i = 0; i < cur; i++)

ifl fps.CheckEnrolled(i) ) return i;
}

return -1;

int getAvailableld(int cur)}{
inti=0;
for(i = cur + 1; i< MAX_ID; i++){
if( ffps.CheckEnrolled(i) ) return i;
}
for(i = 0; i < cur; i++)
if( ifps.CheckEnrolled(i) ) return i;
}

return -1;

//itafidumsvihauvesblack light
void turnBacklight(bool a)}{
iflt a){
digitalWrite(BACKLIGHT, HIGH);

telse{ -
digitalWrite(BACKLIGHT, LOW);

}
//itardusmunted
void lcdprint(int row, char* msg)
lcd.setCursor(0, row);
int len = strlen(msg);
inEi=0;
led.print(msg);
for(i=len-1;i<16:i++)
led.print(" *);
}
lcd.setCursor(len, row);



}
//RaAnmsYnay
void setup(){
Serial begin(9600);
Serial.printin("Make emoticons");
lcd.createChar(1, locked);
lcd.createChar(2, opened);
lcd.createChar(3, person);
lcd.createChar(d, sel);
lcd.createChar(5, next);
Serial.printin("LCD initialize");
lcd.begin(16, 2);
Serial.printin("Pin mode setting");
pinMode(BTN_MODE, INPUT _PULLUP),
pinMode(BTN_SELECT, INPUT_PULLUP);
pinMode(BTN. OPEN, INPUT PULLUP);
pinMode(11, QUTPUT);
pinMode(C_OPEN, OUTPUT);
pinMode(CN_OPEN, QUTPUT);
pinMode(13, OUTPUT);
pinMode(Ready, INPUT_PULLUP),
pinMode(BACKLIGHT, QUTPUT);
pinMode(DOOR, QUTPUT);
delay(100);
Serial.printin("Finger print scanner initialize");
fps.UseSerialDebug = true;
fps.Open();
Serial.printin("Ready");
digitalWrite(DOOR, LOW);
}
//itaulailéldany
void idle()
digitalWrite(camera, LOW);
if( digitalRead(BTN_MODE) == LOW || digitalRead(Ready) == LOW)
changeMode(MODE WELCOME);

return;



}
if{ digitalRead(BTN_OPEN) == LOW X
idleTimer = IDLE_TIME;
openDoor();
changeMode(MODE_IDLE);
return;
}
delay(100);
}
//aridumeusy
void welcome()
idleTimer—;
digitalWrite(camera, HIGH);
if( idleTimer <=0 X
changeMode(MODE _IDLE);
return;
}
if( digitalRead(BTN_MODE) == LOW)
changeMode(MODE PASSWORD);
return;
}
if( digitalRead(BTN_OPEN) == LOW X
idleTimer = IDLE_TIME;
openDoor();
changeMode(MODE_WELCOME);
return;
}
if( fps.lsPressFinger() X
fps.CaptureFinger(false),
int id = fps.ldentifyl N();
if( id < 200 {

lcd.setCursor(0,1);
led.write(CH_PERSONY);
led. printid);

led.print(" verified!");



digitalWrite(C_OPEN, HIGH);
delay(100);
digitalWrite(C_OPEN,LOW);
openDoor();
changeMode(MODE_WELCOME);
return;
Jelse{

count++;
idleTimer =1DLE TIME;
buzzerfalse();
ledprint(1, "Who are you?");
iftcount>=3){

lcdprint(1, "Repercussions”);
digitalWrite(CN_OPEN, HIGH);
delay(100);
digitalWrite(CN_ OPEN, LOW);
warn();
}
delay(1000);
changeMode(MODE_ WELCOME);

return;

}
delay(10);
}
void password(}
idleTimer--;
digitalWrite(camera, HIGH);
int pls;
int p2s;
int p3s;
if( idleTimer <= -300000 X
changeMode(MODE_IDLE);
return;

}



if digitalRead(BTN_MODE) == LOW )}{
int p=0;
int p1=0;
lcd.setCursor(0,0);
led.write(CH_LOCK);
lcd.print(" PASSWORD");
lcd.setCursor(0,1);
led.print(p1);
for(p=0;p<10;pX

if( digitalRead(BTN_MQDE) == LOW X
pl++;
delay(250);
led.setCursor(0,1);
lcd.print(p1);
}
iflp1>9)
p1=0;
led.clear();
lcd.setCursor(0,0);
lcd.write(CH_LOCK);
lcd.print(" PASSWORD");
lcd.setCursor(0,1);
lcd.print(p1);
}
if{l digitalRead(BTN_SELECT) == LOWX

delay(550);

pls=pl;

goto pass2;

}
}

pass2 :

int p2=0;

//int p2s;

for(p=0;p<10;pX

if{ digitalRead(BTN_MODE) == LOW )



pP2++;

delay(250);
lcd.setCursor(1,1);
lcd.print(p2);

}

iflp2>9)1

p2=0;

lcd.clear();
lcd.setCursor(0,0);
led.write(CH_LOCK);
led.print(" PASSWORD");
lcd.setCursor(0,1);
led.print(p1s);
lcd.setCursor(1,1);
led.print(p2);

}

if( digitalRead(BTN SELECT) == LOWX
delay(250);
p2s=pZ,
goto pass3;
}
}

pass3 :

int p3=0;
for(p=0;p<10;pX
if{ digitalRead(BTN_MODE) == LOW ){
p3++;
delay(250);
led.setCursor(2,1);
led.print(p3);

}

iftp3>9N

p3=0;

lcd.clear();



lcd.setCursor(0,0);
led.write(CH_LOCK);
lcd.print(" PASSWORD");
lcd.setCursor(0,1);
led.print(p1s);
lcd.setCursor(1,1);
lcd.print(p2s);
lcd.setCursor(2,1);
led.print(p3);

}

if{ digitalRead(BTN_SELECT) == LOW)Y
delay(550);
p3s=p3;
goto check;
¥
3
check :
if(p1s==18&p2s==18&&p3s==1)
changeMode(MODE_ENROLL);
return;
}
elsef
ledprint(1, "Repercussions";
digitalWrite(CN_OPEN, HIGH);
delay(100);
digitalWrite(CN. OPEN, LOW);

warn();
changeMode(MODE_WELCOME);
return;
}
1}
//ilsfFuamadou

void enroll(}
digitalWrite(camera, HIGH);
int enrollCount = 0;



enrollCount = fps.GetEnrollCount();
lcd.setCursor(11, 0);
led.print("(");
lcd.print(enrollCount);
led.print(")");
lcd.setCursor(0,1);
led.write(CH_SELECT);
led.print(* to start");
while(true){
idleTimer—;
if( idleTimer <= -2000 X
changeMode(MODE_IDLE);
return;
}
if( digitalRead(BTN_MODE) == LOW X
changeMode(MODE DEROLL);
delay(100);
return;
}
if( digitalRead(BTN SELECT) == LOWX

break;
}
//. checkMotion();
delay(10);
}

// enrolling

int enrollld = -1;

int i;

bool used = true;

bool bret = false;

// find enroll id

ledprint(1, "Looking slot");
for(i = 0; i < 200; i++X1

used = fps.CheckEnrolled(i);



if{ lused X
enrollld = i;
break;

}

ift enrollid == -1 )}
lcdprint(1, "Slots full”);
delay(1000);
changeMode(MODE_WELCOME);
return;

}

fps.EnrollStart(enrollid);
ledprint(1, “Put finger (1/3)");
while(fps.IsPressFinger() == false}{
ifl digitalRead(BTN_MODE) == LOW ){
fps.Close();
fps.Open();
changeMode(MODE_ENROLL);
return;
AR
}
bret = fps.CaptureFinger(true);
if( bret == false X
ledprint(1, "Capture faill");
delay(1000);
changeMode(MODE_WELCOME);
return;

}

lcdprint(1, "Remove finger");
fps.Enroll1();
while(fps.IsPressFinger() == true) delay(100);



ledprint(1, "Put finger (2/3)");
while(fps.IsPressFinger() == false){
if{ digitalRead(BTN_MODE) == LOW X
changeMode(MODE_ENROLL);
return;
}
}

bret = fps.CaptureFinger(true);

if( bret == false X
ledprint(1, "Capture faill");
delay(1000);
changeMode(MODE_ENROLL);
return;

}

lcdprint(1, "Remove finger");

fps.Enroll2();

while(fps.IsPressFinger() == true) delay(100);

lcdprint(1, "Put finger (3/3)");

while(fps.IsPressFinger() == false)
if{ digitalRead(BTN_MODE) == LOW )

changeMode(MODE_ENROLL);

return;
}

}

bret = fps.CaptureFinger(true);

ifl bret == false X
ledprint(1, "Capture faill");
delay(1000);
changeMode(MODE_WELCOME);
return;

}

ledprint(1, "Remove finger");

int iret;

iret = fps.Enroll3();

if( iret == 0 X



ledprint(1, “Enroll OK : ");
lcd.write(CH_PERSON);
lcd.print(enrollid),
Jelse{
ledprint(1, "Enrolling failed.”);
}
delay(1000);
changeMode(MODE_WELCOME);

//ilsfFuavaneiiile
void deroll(}
digitalWrite(camera, HIGH);
// press select button to start
ledprint(1, * ")
lcd.setCursor(0,1);
lcd.write(CH SELECTY);
led.print(* to start”),
while(true){
idleTimer—;
if{ idleTimer <= -2000 X
changeMode(MODE _IDLE);
return;

if{ digitalRead(BTN MQODE) == LOW X
changeMode(MODE WELCOME);

return;

if{ digitalRead(BTN_SELECT) == LOWX
break;
}
// checkMotion();
delay(10);



int enrollCount = 0;

enrollCount = fps.GetEnrollCount();

ifl enrollCount <= 0 X
lcdprint(1, “No user");
delay(1000);
changeMode(MODE_WELCOME);

return;

int etir = -1;
cur = getNextld(cur);

ifl cur ==-1)
lcdprint(1, "No user’);
delay(1000);
changeMode(MODE. WELCOME);
return;

}

lcdprint(0, " *);
lcd.setCursor(0,0);
lcd.write(CH -NEXT);
led.print(" Press Finger ");
lcdprint(1, " ")
lcd.setCursor(0,1);
led.write(CH_SELECT);
led.print(" to delect *);
lcd.write(CH_PERSON);
//\cd.print(cur);
while(true){
ifl fps.IsPressFinger() X
fps.CaptureFinger(false);
int id = fps.Identifyl N();
if( id < 200 X
ledprint(1, " ")



lcd.setCursor(0,1);
lcd.write(CH_SELECT);

lcd.write(CH_PERSON);
bool bret = false;
bret = fps.DeletelD(id);

lcdprint(1, " *);
lcd.setCursor(0,1);
lcd.write(CH_PERSON);
led.print(id);
lcd.print(" Deleted!");
delay(1000);
changeMode(MODE_WELCOME),
retum;

else{

idleTimer = IDLE_TIME;

lcdprint(1, "No ID");
delay(200);

delay(1000);
changeMode(MODE WELCOME),
return;
)
if(digitalRead(BTN_MODE) == LOW)
changeMode(MODE_WELCOME);
return;
}
delay(10);
}
changeMode(MODE_WELCOME);
}

e - °
//Mantunswasuluuanisvinau



void changeMode(int mode){

led.clear();

if ( mode != MODE _IDLE X
idleTimer = IDLE_TIME;
turnBacklight(true);
fps.SetLED(true);
lcd.display();
Serial.println("ldle mode”),

Jelse{
idleTimer = 0,
count=0;
turnBacklight(false);
fps.SetLED(false);
lcd.noDisplay();
Serial.print("Mode change to ");
Serial.printin(mode);

switch{mode){

case MODE_WELCOME:
lcd.setCursor(0,0);
tcd.write(CH_LOCK);
led.print(". Welcome T-112!");
lcd.setCursor(0,1);
led.print("Put your finger");

break;

case MODE_PASSWORD:
lcd.setCursor(0,0);
led.write(CH_LOCK);
led.print(" PASSWORD");
lcd.setCursor(0,1);
/Ned.print(");

break;

case MODE_ENROLL:
lcd.setCursor(0,0);
lcd.write(CH_PERSON);



led.print(" ADD MODE");
break;
case MODE_DEROLL:
lcd.setCursor(0,0);
lcd.write(CH_PERSON);
led.print(" REMOVE MODE");
break;
}
curMode = mode;
delay(100);
}
/AUsnunsamannisyinau
void loop(X
switch(curMode){
case MODE_|DLE:
idle();
break;
case MODE_WELCOME:
welcome();
break;
case MODE_PASSWORD:
password();
break;
case MODE_ENROLL:
enroll();
break;
case MODE_DEROLL:
deroll();
break;
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import cv
import datetime
import RPi.GPIO as gpio
import time
import MySQLdb
import os
pin = 23
pinl = 29
pin2 = 31
while True:
gpio.setmode(gpio.BOARD)
gpio.setup(pin2,gpio.IN,pull_up_down = gpio.PUD_UP)
if gpio.input(pin2) == 0:
imageWidth = 320
imageHeight = 240
#cv.NamedWindow('window1", cv.CV_WINDOW. AUTOSIZE)
camera_index = 0
capture = cv.CaptureFromCAM(camera_index)
cv.SetCaptureProperty( capture,
cv.CV_CAP_PROP._FRAME_WIDTH, imageWidth );
cv.SetCaptureProperty( capture,
cv.CV_CAP_PROP_FRAME_HEIGHT, imageHeight );
font = cv.InitFont(cv.CV_FONT. HERSHEY COMPLEX SMALL ,
0.5,0.5,0,1, cv.CV AA)
while True:
frame = cv.QueryFrame(capture)
cv.Rectangle(frame, (0,0), (imageWidth,
15),(255,255,255),cv.CV_FILLED,8,0)
tstmp = datetime.datetime.now().strftime("%Y-%m-%d
%I1:%M %p ")
Hprint "%s" % tstmp
cv.PutText(frame, tstmp, (10,10), font,(0,0,0))
#cv.Showlmage("window1" frame)
gpio.setmode(gpio.BOARD)
gpio.setup(pin,gpio.IN,pull_up_down = gpio.PUD_UP)
gpio.setup(pin1,gpio.IN,pull_up_down = gpio.PUD_UP)



if gpio.input(pin) == 0:
#tstmp = time.ctime(time.time())
cv.Savelmage("/var/www/image/%s.jpg" %
tstmp,frame)
print "Save Image"
db =
MySQLdb.connect('localhost','root', 1234",'project’)
curs=db.cursor()
X = "%s.jpe" % tstmp
fprint x
with db:
curs.execute (""INSERT INTO time

values(CURRENT_DATE(),NOW(),%s)"" (x))
#time.sleep(1)
pinl = 29
gpio.setmode(gpio.BOARD)
gpio.setup(pini,gpio.IN,pull_up_down = gpio.PUD_UP)
if gpio.input(pin1) == 0:
print "Save time"
db =
MySQLdb.connect('locathost, root’, 1234, project’)
curs=db.cursor()

with db:
curs.execute (""INSERT INTO time1
values(CURRENT DATE(), NOW())™)
#time.sleep(1)
gpio.setup(pin2,gpio.IN,pull_up_down = gpio.PUD_UP)
if gpio.input(pin2) == 1:
os.system('sudo pkill -f webcam.py')
if gpio.input(pin2) == 0:
print "Wait ready"
time.sleep(1)
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1. Concept

This device is one chip module with;
» fingerprint algorithm
« optical sensor

The major functions are the followings.

High-accuracy and high-speed fingerprint identification technology
Ultra-thin optical sensor

1:1 verification, 1:N identification

downloading fingerprint image from the device

Reading & writing fingerprint template(s) from/to the device
Simple UART & USB communication protocol

& & @ & &

Technical Specification

Item Value

CPU ARM Cortex M3 Core {Hofttek HT32F2755)
Sensor optical Sensor

Effective area of the Sensor 14 x 12.5(mm)

Image Size 202 x 258 Pixels

Resolution 450 dpi

The maximum number of 200 finderprints

fingerprints

Matching Mode 111 1N .

The size of template 496 Bytes (template) + 2 Bytes (checksum)

UART, default baud rate = 9600bps after power
Communication interface on
USB Verl.1, Full speed

False Acceptance Rate (FAR) < 0.001%

False Rejection Rate(FRR) <0.1%

Enrollment time < 3 sec (3 fingerprints)

Identification time < 1.0 sec (200 fingerprints)

Operating voltage DC33~6V
| Operating current < 130mA

Operating :e“"’e'at“’ -20°C ~ +60°C

environment Humidity 20% ~ 80%




2. Protocol: Packet Structure

(Multi-byte item is represented as Little Endian.)

Command Packet (Command)

OFFSET | ITEM TYPE | DESCRIPTION
0 0x55 BYTE Command start codel
1 OxAA BYTE Command start code2
Z Device ID WORD Device ID: default is 0x0001, always fixed
< Parameter | DWORD | Input parameter
8 Command | WORD Command code
| Check Sum (byte addition)
10 Check Sum | WORD OFFSET[0]+...+ OFFSET[9)=Check Sum

Response Packet (Acknowledge)

OFFSET |ITEM _ |TYPE _ | DESCRIPTION
0 0x55 BYTE Response start codel
1 OxAA BYTE Response start code?
2 Device ID | WORD Device ID: default is 0x0001, always fixed
Response == 0x30: (ACK) Output Parameter
4 Para O W RR Response == 0x31: (NACK) Error code
0x30: Acknowledge (ACK).
8 Response WORD 0x31: Non-acknowledge (NACK).
| Check Sum (byte addition)
" Check Sum | VWOe@ OFFSET[O] +...+ OFFSET(9])=Check Sum
Data Packet (Data)
_OFFSET | ITEM | TYPE | DESCRIPTION
0 Ox5A BYTE Data start codel
1 OxAS5 BYTE Data start code2
2 Device ID WORD Device ID: default is 0x0001, always fixed
N bytes Data
4 D N
i BEES The size is pre-defined per protocol stage
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Check Sum (byte addition)

At Check Sum | WORD OFFSET[0]+...+ OFFSET[4+N-1]=Check Sum




3. Protocol: Commands

Summary
In a command packet Command can be one of below.
' Number |
Ali
(HEX) 34 s T
01 Open Initialization
02 Close Termination
03 UsbinternalCheck Check if the connected USB device is valid
04 ChangeBaudrate Change UART baud rate
| Enter IAP Mode
= o ki In this mode, FW Upgrade is available
12 CmosLed Control CMOS LED
20 GetenrollCount Get enrolled fingerprint count
21 CheckEnrolied Check whether the specified ID is already
enrolled
22 EnrollStart Start an enrollment
23 Enroll1 Make 1°° template for an enrollment
24 Enroll2 Make 2" template for an enrollment
Make 3™ template for an enrollment, merge
25 Enroll3 three templates into one template, save
merged template to the database
26 IsPressFinger Check if a finger is placed on the sensor
40 DeletelD Delete the fingerprint with the specified ID
41 DeleteAll Delete all fingerprints from the database
. 1:1 Verification of the capture fingerprint
i varly image with the specified ID
! 1:N Identification of the capture fingerprint
o s 2 image with the database
. 1:1 Verification of a fingerprint template with
- Te
€ vl lomplare the specified ID
. 1:N Identification of a fingerprint template
53 IdentifyTemplate it Wi aial s
60 CaptureFinger Capture a fingerprint image(256x256) from
the sensor
61 MakeTemplate Make template for transmission




wanload the captured fingerprint

i Remage image(256x256)
Capture & Download raw fingerprint
63 GetRawlmage imgge (320x240)
70 GetTemplate Download the template of the specified ID
71 SetTemplate Upload the template of the specified ID
72 GetDatabaseStart Start database download, obsolete
73 GetDatabaseEnd End database download, obsolete
80 UpgradeFirmware Not supported
81 UpgradelSOCDImage | Not supported
30 Ack Acknowledge.
31 Nack Non-acknowledge.




4. Protocol: Error Codes

When response packet is Non-acknowledge, Parameter represents an error code

as below.
NACK Parameter Value IDgscription
NACK_TIMEQUT 0x1001 |0bsolete, capture timeout
NACK_INVALID_BAUDRATE 10x1002 |obsolete, Invalid serial baud rate
NACK_INVALID_POS lox1003 'gi:i;gecified ID is not between
INACK_IS_NOT_USED |0x1004 The specified ID is not used
NACK_IS_ALREADY_USED 0x1005 The specified ID is already used
NACK_COMM_ERR 0x1006 Communication Error
NACK_VERIFY_FAILED 0x1007 1:1 Verification Failure
NACK_IDENTIFY_FAILED 0x1008 1:N Identification Failure
NACK_DB_IS_FULL {0x1009 The database is full
NACK_DB_IS_EMPTY lox100A The database is empty
[Obsolete, Invalid order of the
MACK.TURN_RY GeLO%8 g‘hr: ILT;;twas not as: EnrollStart ->
Enrolll -> Enroll2 -> Enroli3)
NACK_BAD_FINGER 0x100C Too bad fingerprint
NACK_ENROLL_FAILED 0x100D Enroliment Failure
NACK_IS_NOT_SUPPORTED  |0x100E TRagReciigpMmand Is not
supported
NACK_DEV_ERR 0x100F Ef;;i%;‘l’; isgzﬂg’lg E
NACK_CAPTURE_CANCELED 0x1010 |Obsolete, The capturing is canceled
NACK_INVALID_PARAM 0x1011 Invalid parameter
NACK_FINGER_IS_NOT_PRESSED|0x1012 Finger is not pressed
There is duplicated fingerprint (while
|Duplicated ID 0~199 enrollment or setting template), This
error describes just duplicated ID




Storage
environment

Temperatur
e

-20°C ~ +60°C

Humidiy

10% ~ 80%




6. Protocol: Flowchart,
description

6.1Capture of the fingerprint image

IsPressFinger checks whether a finger placed on the sensor.
This function is used especially while enroliment.

CaptureFinger captures a fingerprint image (256x256), if a finger isn't placed on
the sensor, it returns with error.

If this function returns with success, the device's internal RAM keeps valid
fingerprint image for the subsequent commands. If the host issues other
command, the fingerprint image will be used and destroyed.

GetRawImage captures a raw live image (320x240), it doesn‘t check whether a
finger placed on the sensor, this function is used for debug or calibration.

6.2Identifying and Verifying

Identify and IdentifyTemplate perform 1: N matching operation.
Verify and VerifyTemplate perform 1: 1 matching operation.

Just before calling of image-related matching functions (/dentify, Verify), the host
must call CaptureFinger.

6.3Enrollment
An enrollment flowchart is as below.

EnrollStart with a (not used) ID

CaptureFinger

Enrolll

Wait to take off the finger using IsPressFinger
CaptureFinger

Enroll2

FEN B W e



DS3231

General Description

The DS3231 is a low-cost, extremely accurate 12C
real-time clock (RTC) with an integrated temperature-
compensated crystal oscillator (TCXO) and crystal.
The device incorporates a battery input, and maintains
accurate timekeeping when main power to the device
is interrupted. The integration of the crystal resonator
enhances the long-term accuracy of the device as well
as reduces the piece-part count in a manufacturing line.
The DS3231 is available in commercial and industrial
temperature ranges, and is offered in a 16-pin, 300-mil
SO package.

The RTC maintains seconds, minutes, hours, day, date,
month, and year information. The date at the end of the
month is automatically adjusted for months with fewer
than 31 days, including corrections for leap year. The
clock operates in either the 24-hour or 12-hour format
with an AM/PM indicator. Two pragrammable time-of-day
alarms and a programmable square-wave output are
provided. Address and data are transferred serially
through an I2C bidirectional bus.

A precision temperature-compensated voltage reference
and comparator circuit monitors the status of Vgg to
detect power failures, to provide a reset output, and to
automatically switch to the backup supply when necessary.
Additionally, the RST pin is monitored as a pushbutton
input for generating a pP reset.

Typical Operating Circuit

Extremely Accurate 12C-Integrated
RTC/TCXOI/Crystal

Benefits and Features
e Highly Accurate RTC Completely Manages All
Timekeeping Functions
= Real-Time Clock Counts Seconds, Minutes, Hours,
Date of the Month, Month, Day of the Week, and
Year, with Leap-Year Compensation Valid Up to 2100
- Accuracy +2ppm from 0°C to +40°C
» Accuracy +3.5ppm from -40°C to +85°C
Digital Temp Sensor Output: £3°C Accuracy
Register for Aging Trim
RST Output/Pushbutton Reset Debounce Input
Two Time-of-Day Alarms
= Programmable Square-Wave Output Signal
* Simple Serial Interface Connects to Most
Microcontrollers
« Fast (400kHz) I12C Interface
s Battery-Backup Input for Continuous Timekeeping
« Low Power Operation Extends Battery-Backup
Run Time
= 3.3V Operation

s Operating Temperature Ranges: Commercial
(0°C to +70°C) and Industrial (-40°C to +85°C)

e Underwriters Laboratories® (UL) Recognized
Applications

s Servers
e Telematics

o Ultility Power Meters
* GPS

Ordering information and Pin Configuration appear at end of data
sheet.

Vec Veo
Vee Rey=tw/Ca YA o
Rpy Rey é 5
Vee —
sCL SCL NT/Isaw s tom
; SDA #1 SDA 12%Hz -~
RET [t —— R&T DS3231 o B
PUSHBUTTON l N.C. N.C. =
RESET N NE. o
NC. NC. =
L N.C. GND N.C.
s

Underwriters Laboratories is a registered certification mark of
Underwriters Laboratories Inc.

19-5170; Rev 10; 3/15

maxim
integrated.



DS3231 Extremely Accurate 12C-Integrated

RTC/TCXO/Crystal
Absolute Maximum Ratings
Voltage Range on Any Pin Relative to Ground ....-0.3V to +6.0V Junction Temperature..........cocccceeeneeresisssnsssssseenseeneneens T 128°C
Junction-to-Ambient Thermal Resistance (8)A) (Note 1)73°C/W Storage Temperature Range .. =40°C to +85°C
Junction-to-Case Thermal Resistance (8yc) (Note 1)....23°CW Lead Temperature (soldering, 108) .........c.cccccovrurrannrerenns #260°C
Operating Ternpera{ure Range Soldering Temperature (reflow, 2 nmes max) renens ¥260°C
DS3231S .. e b Sl T (see the Handling, PCB Layout, andAssembly section)

-40°C to +85°C

DS3231 SN

Note 1: Package thermal resistances were obtained using the method described in JEDEC specification JESD51-7, using a four-layer
board. For detailed information on package thermal considerations, refer to www.maximintegrated.com/thermal-tutorial.

Stresses beyond those listed under "Absoiute Maximum Ratings™ may cause peqmanent damage to the device. These are siress ratings only, and functional operation of the device at these
or any other 1s beyond those i d in the operational of the ifik is not implied. Expasure to absalute maximum rating conditions for extended periods may affect

device reliability.

Recommended Operating Conditions
(Ta = Tmin to Tmax, unless otherwise noted.) (Notes 2, 3)

PARAMETER SYMBOL ~ CONDITIONS MIN _TYP MAX | UNITS
Veo 2%) ¥3 | \65 Vv
SHERl ORthoe Vias 28\ ~ 30 | 165 v
0.7x Ve +
Logic 1 Input SDA, SCL ViH Ve 03 v
Logic 0 Input SDA, SCL ViL 0.3 il RS
Voo

Electrical Characteristics
(Ve = 2.3V to 5.5V, Vg = Active Supply (see Table 1), Ta = Tyn o Tyax, unless otherwise noted.) (Typical values are at Vigg =
3.3V, Vgar = 3.0V, and Tp = +25°C, unless otherwise noted.) (Notes 2, 3)

PARAMETER SYMBOL CONDITIONS MIN TYP MAX | UNITS
: Ve = 3.63V 200
Active Su Current I Notes 4,
e Supply Curre cca |(Notes 4, 5) Voo = 5.5V 300 HA
I2C bus inactive, 32kHz  |Vg =3.63V 110
Standby Supply Current lccs output on, SQW output off WA
{Note 5) Veg = 5.5V 170
. I2C bus inactive, 32kHz | Ve = 3.63V 575
Temperature Conversion Current | lccscony output on, SQW output off [Vag = 5.5V B350 pA
Power-Fail Voltage VpE 245 2575 270 v
Logic 0 INT
ogic 0 Output, 32kHz, INT/SQW, Vor. lop = 3mA 04 v
SDA
Logic 0 Output, RST VoL Ig, = TmA 0.4 Vv
Output Leakage Current 32kHz, S
INT/SQW, SDA Lo Qutput high impedance -1 0 +1 pA
Input Leakage SCL It -1 *1 pA
RST Pin /O Leakage loL RST high impedance (Note 6) -200 +10 pA
Vpar Leakage Current
(Vec Active) IsaTIKG 25 100 nA

www. maximintegrated.com Maxim Integrated | 2



DS3231

Electrical Characteristics (continued)
(Ve = 2.3V to 5.5V, Vg = Active Supply (see Table 1), Ta = Tmin 1o Tiax. unless otherwise noted.) (Typical values are at V¢ =

3.3V, Vpar = 3.0V, and Tp = +25°C, unless otherwise noted.) (Notes 2, 3)

Extremely Accurate 12C-Integrated

RTC/TCXO/Crystal

PARAMETER SYMBOL CONDITIONS MIN TYP MAX | UNITS
Output Frequency fout Ve = 3.3V or Vgar = 3.3V 32.768 kHz
Frequency Stability vs. Vee =_3'3V - i lo M0°C e
Temperature (Commercial) Afffout | VAT = 3.3V e
aging offset = 00h >40°C to +70°C £3.5
; Vce =3.3Vor -40°C to <0°C 135
Freguency Stability vs. ~ - s
Temperature (Industrial) Moyt _ [Vear= 3V, VEN IS0 e pom
aging offset = 00h >40°C to +85°C 435
Frequency Stability vs. Voltage AfV 1 ppm/V
-40°C 0.7
Trim Register Frequency ) - +25°C 0.1
Sensitivity per LSB AJESH 7 | Sedcgpd o +70°C 0.4 gt
+85°C 0.8
Temperature Accuracy Temp Ve = 3.3V or Vpar = 3.3V -3 +3 G
2 After reflow, First year +1.0
Crystal Aging Ao | ot production tested 0-10 years 5.0 e
Electrical Characteristics
(Vce = 0V, Vgar = 2.3V to 5.5V, Ta = T to Tyax, unless otherwise noted.) (Note 2)
PARAMETER SYMBOL CONDITIONS MIN TYP MAX | UNITS
. EOSC = 0, BBSQW =0, VgaT = 3.63V 70
Active Battery Current IgaTA SCL = 400kHz (Note 5) Vi 55N 150 uA
EOSC =0, BBSQW =0, VRAT = 3.63V 0.84 3.0
Timekeeping Battery Current lsaTT ENSRHE /K¢ HA
2 SCL=SDA=QVor 2
SCL = SDA = Vg (Note 5) | VBAT = 5.5¥ 10 35
EOSC = 0, BBSQW =0, Vgat = 3.63V 575
Temperature Conversion Current lgarTc | SCL=SDA=0Vor pA
SCL = SDA = Vgar Vgat =5.5V 650
Data-Retention Current leartor |EOSC = 1, SCL = SDA = 0V, +25°C 100 nA

www.maximintegrated.com

Maxim Integrated | 3



DS3231

AC Electrical Characteristics
Ve = Veomin to Veomax) of Veat = VBAT(MIN) t0 VBAT(MAX). VgaT > Vee, Ta = Tmin to Tyax. unless otherwise noted.) (Note 2)

Extremely Accurate 12C-Integrated

RTC/TCXO/Crystal

PARAMETER SYMBOL CONDITIONS MIN TYP MAX UNITS
SCL Clock Fr ; Fast mode 100 400 kHz
i SCL I'Standard mode 0 100
Bus Free Time Between STOP ¢ Fast mode 1.3 .
and START Conditions o Standard mode 4.7 ’
Hold Time (Repeated) START t Fast mode 0.8 o
Condition (Note 7) HO:STA - I'standard mode 4.0
Fast mode 1.3
Peri k s
Low Period of SCL Cloc! tLow Starard tande E; v
Fast mode 0.6
iah Peri K t s
High Period of SCL Cloc HIGH Dt e 20 y
Fast mode 0 0.9
Data Hold Time (Not: ¢ tHD- S
W LM P (oes 5 HODAT  [Siandard mode 0 09 i
Fast mode 100
D Set Note 1 .
ata Setup Time (Note 10) tsU-DAT T 250 ns
Fast mode 0.6
START Setup Tim tsy-
g e SUSTA  [Standard mode 4.1 =
Rise Time of Both SDA and SCL t Fast mode 20+ 300 o
Signals (Note 11) a4 Standard mode 0.1Cg 1000
Fall Time of Both SDA and SCL ¢ Fast mode 20 + g 300 =3
Signals (Note 11) o Standard mode 0.1Ca 300
Fast mode 0.6
Setup Time for STOP Condition tsy: s
g & SUSTO  [giandard mode a7 v
Sapac:ﬂve Load for Each Bus Cs (Note 11) 400 pF
ine
Capacitance for SDA, SCL Cyo 10 pF
Puise Width of Spikes That Must A 30 He
Be Suppressed by the Input Filter SR
Pushbutton Debounce PBpg 250 ms
Reset Active Time trRsT 250 ms
Oscillator Stop Flag (OSF) Delay tosF {Note 12) 100 ms
Temperature Conversion Time tcony 125 200 ms
Power-Switch Characteristics
(Ta = Tmin to Tmax)
PARAMETER SYMBOL CONDITIONS MIN TYP MAX | UNITS
Ve Fall Time; Vprguax) to
t 300 S
VPF (MIN) VCCF H
Ve Rise Time; Vpruin to
0 s
VPEMAX) tvccr H
Recovery at Power-Up tReC (Note 13) 250 300 ms

www.maximintegrated.com

Maxim Integrated | 4
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imensions

8. Mechanical D
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TIGER ELECTRONIC CO.,LTD

Product specification

3-Terminal 1A Positive Voltage Regulator LM7805

GENERAL DESCRIPTION

The LM7805 series of three terminal positive regulators are available in the TO-220 package and with
several fixed output voltages, making them useful in a wide range of applications. Each type employs
intemnal current limiting, thermal shut down and safe operating area protection, making it essentially
indestructible. If adequate heat sinking is provided, they can deliver over 1A output current. Although
designed primarily as fixed voltage regulators, these devices can be used with external components to
obtain adjustable voltages and currents.

ABSOLUTE MAXIMUM RATINGS (Ta=25°C) [ Teo
Parameter Symbol Typ Unit |
Input Voltage Vv, 35
Qutput Voltage Vi, 5.0 V E
Peak Current e 'y A
Operating Temperature 0
Range Torr 0~125 C
TO-220

Storage Temperature Range| Tgg -65~150 | °C

\ 7

ELECTRICAL CHARACTERISTICS ( Ta=25°C)
(Refer to test circuit, lo=500mA, Vi= 10V, Ci= 0.33uF, Co=0.1uF unless otherwise specified)

Parameter Symbol Test Conditions Min Typ | Max | Unit
Output Voltage Vo  |V,=8Vto 20V 4.85 5.0 215 A%
Line Regulation (Note1) Regline e b s mV
V= 8Vto 12V 1.6 50
Load Regulation (Note1) Regload b= 20MA 91,94 i mV
lo =250mA to 750mA = 50
Quiescent Current Ia T,=425°C 8 mA
Ripple Rejection RR |f=120Hz V,=8Vto 18V 62 73 dB
Dropout Voltage Vo |lo=1A,T,=+25°C 2 Vv
Output Resistance Io f=1KHz 0.015 Q
Short Circuit Current lsc V, =35V, T,=+25°C 230 mA
Peak Current fe T,=+25°C 2.2 A
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