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ABSTRACT

This project presents the application of RFID technology for monitoring the
school's student attendance. There is a database to keep student’s information and
class registration. It can send short messages (SMS) to the parents when student
does not come to class.

The system will monitor students using the student ID card with RFID reader
and sends a signal to the microcontroller to control the transmission of data to the
server to collect information and send short messages (SMS) to a number of

parents record number for report to school.
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LLCﬂﬂ’]iL'U'I‘SﬂﬁLLUUUﬂiJ‘UﬂLﬁEJ@EIﬂB mammnﬁl‘tﬂumsawammaameuuju 2 W

o ul d d v o ‘ o ¢
JUN 2.6 dygrasuaduiiisialuutiuanes [5]

v o ' o 1 o =
2.1.3.2 YURDUNITNINIUTEUINULATNDIUAULTN

1 o =

) < i o ' o a
1) fpsesguagyinisdsdyaiaingeddaiiemieidu
NMITUAZTDADUA YU DUIINFILTN
2) L@JaLwiﬂlmuammmﬂamwwmmmnmsaqmu’lu
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UIRNT LNansy ﬂu’lmwsmﬂmwahLmnwmu



aa o

3) WINARIAITE TRy IINMEANTIMeTuLay
hsiadeyauddsluiamaneuranivihmihivogiandoya

4 doyafignuagianazgndalanarniivianiiailidu
aeonet iedsludaaioesny

5) m?aqéﬂmzmmmmnﬁuﬁ’muaymﬂ’nstﬂﬁaul,l,ﬂawaq
LauUdge (Envelope Detector) uazldfinfiimnines (Peak Detector) Tunnsuuasdtuayioy
foyafiuegianidrninudin

6) |A3 098 T nensiatoyauavddludinouianasiiuni
wosnounsusely

2.1.3.3 myUesiunisvuiuresdynadoya (Anti-Collision)

o]
nMsgwdayavnuinlivats uiinlunandeiududofdoniwes
RFID m’lwmsmu’uauamaqLmnmmumnmlmamﬁmm mamm’twmimwammn
winlansaug fiufe aanasmﬂ‘t’flun'1'5ﬂmnumﬁju’uawaua (Anti-Collision) waama’lu
3¥UU RFID Imwaﬂmmqnﬁa’m"uauamﬂLmnmmmﬂumﬂu’l,urm’mmwum WAaTUAN
JluawaualﬂEJaLﬂ‘smmuwum"unﬁﬂmai‘saMUL’Ja‘l (Time Slot) “I.um‘sawanawnm
{FI'N"'] Aunwsane3viuiirmus wﬂwuauamﬂimawuwléfluumwwawauawmmmﬂ
Wwinuaneuinniouiy

U7 2.7 é’éna‘%ﬁuflmﬁ’umwwm%’aga'luuﬁn
[http://www.geocities.ws/kitalo17/Papers/RFID.pdf]

2.1.4 aduwngluszuy RFID

adummeildauluszuy RFID szagluttuanad ISM (industrial-Scientific-
Medical) L'fJudwummﬁﬁﬁfmumn'}‘i'l%’mu’lur‘imqma’mnism INBEIEAST UAYNITUANG
annsaldiuldlaglinsstugmaudaildoulunisdeasmiy dvduasunmeildiuly
52UV RFID wisoenldidy 3 gummuildeumndn au

- 1uAWARN (Low Frequency: LH) #nin 150 kHz

- Ei’lummﬁqa (High Frequency: HF) 13.56 MHz



- §upnudigads (Ultra High Frequency: UHF) 433/868/915 MHz

A5l 2 &hummﬁmﬂ%mmzﬁw%’uﬁ’ﬁ‘umuﬁﬁimm'iﬁami’ﬁ'aagalu
seuelnd (LH szaveulszunm 10-20 Wwufuns way HF sveveuuseunn 1 mm) LU
MIATIIABUNITHIUE DD LUANIMI9M LasfuuseTaludns mumummaawa o
nﬂl*ﬁﬂumummvavmsaamwaua’[,mu ylna (UHF seezaulszunn 1-10 wns) 1oy
SYUULAUAUSAISMNeAIY LLa“‘lu{Jawui ¥UU RFID Adegnidonarimunlugruanud

TulAsNAALE 2.4 GHz WazAILE 5.8 GHz Weldauiidesnisszezeuiilnanin 10
LIRS

125kHz, 133 kHz 13.56 MHz 2.45 GHz

915 MHz
6.8 LMz 433 MHz

10 kHz 100 kHz 1 WHz 10 MHt 100 MHz 1 GHz 10 GHz
UMl 2.8 Arudiehufiszuy RFID anldeu
(http://www.geocities.ws/kitalo 17/Papers/RFID.pdf]

IuLN‘IJEN?']ﬂWLLﬁuﬂ"ﬂﬂJLi’ﬂUﬂ’lié'ﬂa']i“UE]llﬂ Walsunuuan RFID ‘m'l'mau
W’I‘MuEJ’]Uﬂ')'iﬁJﬂﬁ\‘lLUN?“‘UU‘V]&JF‘TN&ILi'ﬂ'ﬂﬂ']‘iﬁ\'i'l!@mﬁﬁ\‘]ﬂﬂLLﬂuﬂJ'i’Wﬂ']LLWQVIﬁﬂﬂ’]EJ @ RFID
ﬁi‘ﬂﬂauwwu'luaﬂ 2 mumwmvmumm’lmLLa“mwmﬂamwaunulﬂ

2.2 HeYeyUTTL (Transistor-Transistor Logic)

™ Lﬂusvmumeummmwum‘uu‘luamwn‘] Lwa'lmvmw Transistor AU
Transistor N18lU9955733 (I0) Favu TTL eldseiunsesy asm 0 -5V ualudaqUudl
aUnsmwmawaswwmu'[uma 0-33V (LiEJﬂLL‘i\W]USuG]UuT] LVTTL)

A

LAY

Jav 33V

> o '
TTL 0-5V TTL0-3.3V

U 2.9 Aryrseuused TTL AU LVTTL (4]



2.3 UART (Universal Asynchronous Receiver Transmitter)

ea o v aw [ a s I ] =
guUnsInvMUNIULavdeayauuUeEBalAsE (Asynchronous) tudumnile
e - '
Tumsieansuuveaynsy msfeaisuuveynsuazuiady 2 uwuu Ae
Za ﬂ’liaam‘ia‘qnimmu Synchronous

Lﬂusﬂtmuﬁiﬁ%dq‘ﬁaua Ineldd oy Clock Wumfmuadame n1ssuds
waua msawaua UumswﬁwmmmwLLauaalmwmmmaq T,amawuammamma
JENTNNTAILoY miawauaaﬂwmuumu [EElZS. 5P ‘umﬁ&‘ua@msﬁwammmwm o4
Ifasdyaaunn iwseindesas Clock 1Use

Clock

LI rrrriririrenr

Da
tl PO ISIEIG IO I 1 6101011118010 1001010 1 o1 0101070l

GND

o 2 AJ
2.10 @YY INVBYANADAITUUY Synchronous [4]

=h.

U

U

g miﬁamsaun'smwu Asynchronous

LUUﬂ’]iﬁQ‘UE}JJﬁﬁiﬁJG]ENI‘UﬁiUEU’]M Clock L‘LIUWJH’I‘WUF]"NWJ ﬂ?ii‘UﬂQ'UﬁlJﬁ e
!L"Uusjﬁﬂ'iﬁum'iﬂLLU'UﬂﬁiUﬂ\i‘UE]lJﬁ’UUiﬂLLWULLﬁu@?ﬂUﬂWSﬂWWUﬂﬂ’NNL'i'JTJENﬂ'TiiUﬁQWW]'IﬂU

1%
as

yiaile¥unarilads dedeanuisadeansuuy Full Duplex sudslalunanienfu udilenad
Tayavg gz Svdoyanieudsloyainwaialiuinaiuuu Synchronous

U

14

UART (Universal Asynchronous Receiver Transmitter) UL RPRR
’uauamﬂmwuﬂwum LWEIl‘U‘iUﬁG‘U@lJaLLUU Asynchronous ImEJﬂJ‘iULLUUL'i:Jmumﬂ Start
Bit 1¥u Logic 0 nuRzMAAY Data flsds wivggnUndy Stop Bit 1Tu Logic 1

START DATA STOP

JUR 2.1 Utuumsdstiosa (4]
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2.4 &oyeynnd RS232 (Recommended Standard 232)

RS232 fla wmsgunsitausiodoyauuy Serial Mifiaiiiuszornidunisds
doyauuy Serial Wannsadaldszoznisiiundu Tasdnnsidsusssuuseiuna | ogic
nidnfiazeglutae 0-5 v w3e 0-3.3 v iflutas -15 Ba 15 V TnefiswaziBensd

Logic 0 989 RS232 avagluy 3 fis 15V

Logic 1 w83 RS232 awaglut -3 fla -15v

v VA
g/ i D ; l I
TTL !
1 4 1
Rs232
gﬂﬁ 2.12 szeudnyeynd RS- 232 [4]

2.5 12¢ BUg
2.5.1 anuvuny

12C 68311971 Inter-IC Communication nsAnedeansseninaledlada 12
Wumsiannlnefdud Tneilgejimnede fosnislilednielugaaunsofinre day
warmuauneldaedygia 2 @ dunisde aedyarauinildsmundmiznig
¥ineu maseviNiuvetgunsaiuuld 12C ldliesroaedoyauazarsdayninuiinives
gunsalusasiuuuviowasiu dumsimunueninsavdomumisdmiuindegunsalus
avivldsiatoyauasmirmueanmrasiniiviuennsavesgunsniusazs

medoyauuta 12C §¥a13un9n aredoyasunsu wie SDA (Serial Data line)
druaedyanuninifideiseni ey IMUIRnIoUNIY U3B SCL (Serial Clock line)

2.5.2 prusnUalnevialuvestia 12

@18 SDA way SCL \Huaedyains 2 firna (bi-directional line) dasiin1sse
fsumuiuwsasu +5Vv 1naen Lﬁa"lﬁmﬂﬁamuxaaﬁnqﬂuwmxﬁlﬁﬁmsﬁmﬁa’l‘ﬁmu g
w1 v w P %) ) v, o |
wma{]aqﬂuaq;cywmumumawmm’tuawammmmaaw}% Lmﬁwmmaaqﬂﬂizﬁmaaq
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vuld 12C Apslidnvariluiesinsula (Open-drain) wie asaidninesiln (Open-
collector)

onsInstevendeyauula 12C gedls 100 AladnseTuriluluunund way g9
m 400 nT,aUmmmmﬂuiwmmmmm gunnifides Ul 12 wfaiianulnihsw
AAnTusznineans SDA uag SCL ”Lumu 400pf nsiinfegunsaluula 12C 'Iwanammu
nsifeassrfe 7 On (7-bit addressing) 58 10 U (10-bit addressing)

2.5.3 wann15veevd 12C

U4 12C Usznausganediyayins 2 wufie SDA uay SCL gunsaliiderinsuula
anunsndlauining rmuummaaumimwumﬂLmu‘uaqmsmmmauuumwa'[ Aldaumsudn
*umxuaﬂﬂsm“lmmmmanuamauaﬂnsm"lmﬂum‘sumam

- qtlﬂ'mmLﬂugaﬂwai&amaawaga 138071 fed (transmitter)

- gunsaliugFudoya 1Sundn M (receiven)

¢ 1y & Yo v w ) ¢ o D N V) ' = |
qunsaluula 12C annsaulivisiisunasds vsgunsalimihidussuediaien azld
a s o v oo o o | ] =l
figunsallauwda 12C Mimhnduidsedafien
A o £ ] a - 1 LY 1

- gunsalivimihnn v dsensiaseuua 12C Boniunanes (master)

¢l A v w '

- gunsaingnAuAmisgUnsaliisiev i luuudd 12C 1Sundn aiaw (slave)
Toriuum 2 Yssmsddyuesnsinseuudd 12C fe

i v - 4’ 4 A al 1 1 5
- mimawammauafﬂ“mmmulmuaumwmmu
- lusswhensthemendoya Weane scL fianuzaeings aredoyasosin
Toyald am'l'wanm'zm,tlaammaqmm’mm uauuuamgymwmmumlmumi wla
e dudyaueuauuny

QI = g ol
2.5.4 d@n1EvinavuuuYd 12C

- U374 (Bus not busy) anziliintuileanuzasinuuans SDA uay SCL
ﬁaaﬁﬂqaﬁy’aﬂ' wmammdw msﬂ"}Uwam‘ﬁ’aaﬂammmﬁuﬁuﬁuﬁ

- L'S:J.Jﬁ\umimtmaﬂﬂam (start data transfer) Lﬁm%uLﬁaaWEJ SDA dns
maﬂu LUaaaaa]nmnaq"[Um Tuvaizfians scL fianuganingq Funan1iviin anne
Sudy (START)

5 mauaﬁwiaaéuuﬂ’a (data valid) anﬂavﬁtﬁmﬁuﬁ’mmnamnv{%':uéfu Ima
amuuaaﬂnmnm’nuuuma SDA ﬂa‘nauawmﬂﬁmsmﬂ dloane scL flaednaq Aoz
418 SDA Fomsil Lwa'lwaﬂﬂ'smswaua’tumm giuduor wie "1 Toyanainng
WasuuUasldluaigitans scL L‘Uuaaﬁmm LLmLua'[.mnm'mmaami'lwmmﬂ'ﬁmawamaua
agEuysal anugasindiun SDA maqmwmaammmamma SCL fanurasings vn
Aansidsuutasaauzaninlumeitany scL uaaﬁmmaﬂuu aﬂﬂmmamawmmu
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m‘smawamawaavLL“LJam']wmmﬂuamamsﬂ 3o anmuSuduile m’iwwauawmmi
feveainmuianaindy

- ‘i“U‘S‘IJ’e]ﬂJa (acknowledge) mmmwmmﬂmsmammauamnmmmm
msummmammmm Tmamawvmmsawauam 1 9m3endn Unsu§ (acknowledge
bit) fauziluasdnay naansdatayauasudiu muaﬂnimmaLma'sa.,mﬂﬁaaargrmm

U

fuiniay smauwuﬁﬂuammmmwmaﬂﬂsmaLm\lwnﬂmqaﬂuﬂﬁmmmawsa idaRnsony
'qum“uuﬂmml,umﬁmwwmamu zanInem Lwamauauad'lwwumlmm'fauawEJ‘US@EJ
a7

- ngan1sanenendela (stop data transfer) \Antuidileans SDA finns
Lﬂﬁla‘uLLUaﬁxﬁUaa%ﬂmﬂﬁ‘fﬂUfgq Tuwnusdlany scL ﬁamuzaaﬁﬂqaL‘%'anam':sﬁt,ﬁm“ﬁuﬁ'h
dannenya (STOP)

V. 4a7 5 n*|'iﬁ'rwuﬂamuzﬁuﬁuuaxamusﬁuamma I2C BUS (START and

STOP Conditions)

SDA we ]
Y b, \ . CH rd

SCL -
START STOP

- ) ° = | H =
SUN 2.13 aﬂ‘wmzm'smwumamumiummmzamusauqmm 12C BUS

LY

[http://www.thaimicrotron.com/CCS-628/Referrence/I2CBUS.htm]

. tﬁaﬁaqmﬁ'aﬂm&a MCU 3z feadaanugi3ueiu (START Conditions) Aol#
SDA wasuan 1 s 0 Tuvessdt scL Ay 1

- leduganismsliva MCU axdosdeaaruzdug " (STOP Conditions) fialw
SDA Wasuan 0wy 1 Tuvessit SCL Seudy 1

2.5.6 Hraniudslindayavo 12C BUS

L7 1 2 o él
- d4N1ENNTIU-A9UDYA ensevinluvaeion SCL 1Wu 1
=l 7] P o
- am’;xﬂ’limaauuﬂaa’uamua rATYYNbUvMENY SCL Wy 0
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Baana
- ar
wasundaavaya

soa | =F
SCL F - o -~
“«—
ERTET- S
Suvdavaya

3UT 2.14 ramsudetoya
[http://www.thaimicrotron.com/CCS-628/Referrence/I2CBUS.htm]

2.6 lulasaaulnsaiass

3U% 2.15 vesalulpsreulnsaaes

voinlulnsmaulnsaeslunszna AVR louidenldlulasraulnsianinszga
AVR LUas ATMEGA88 vae ATMEL i MCU Usesauasa @9 MCU anansavinauladae
AIMIgaEA 20MHz 71 1 Clock / Machine Cycle tanaafiudadsfimhemmusndmiuiy
Toyauwuy EEPROM 9u1n 512 Byte wavnineaus 9a1uuuy SRAM 3n 1 K Byte d7u
Tuduvesgunsal Peripheral ﬁuﬁﬁudmsuﬁ’mmmxLm'ﬂwsﬁwlﬂﬂ'ssqnm"l%’muuﬁmﬁ'ums
muRuLarlsznanadieqlfidued1ad Tnvaeiiszuvandauidues SPI, UART, 12C
Watchdog, Timer/Counter, PWM Waz ADC

2.6.1 AauaulRvaIuasn

Ll

- \denld MCU mszna AVR Lua§ ATMEGASS wo1 ATMEL 18u MCU Uszsn
vosa lasidenldundsiuiadyainunfiniwuy Crystal Oscillator 1 19.6608 MHz
Lﬁa'lﬁmmsn'l'é?muwa'imﬁam'saqnsu RS232 linghaasdn
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- annsawdsuludndalday mcu AsERa AVR W1 28 PIN tasdunly
aynsuAeIAule 1y ATMEGAS, ATMEGAAS, ATMEGA168 Lay ATMEGA328 1 Judiu Tae
MCU wianiaefidumisnilidniuld snunsodndaldaluvedalévui Tnslidosdauvas
uAleaas

- {ivthemud 8 Kbytes Flash / 512 Byte EEPROM / 1024 Byte SRAM

- fiwesn 1/O wum 20 Tn F7uau 3 wasw (PB (60m), PC (63), PD (8BY)) i
199580a158UNTU UART $1u7u 1 wosn fhaasdeans SPI S 1 nedn Thevsdeans 12
31U 1 WasH 312995 Timer/Counter w19 16 U9 1 YA way Timer/Counter ¥u1a 8 Un
2 9 {17995 ADC vua 100 T1uu 6 P9

- MCU Usgduasaldsunisinge Boot loader dmiuld Upload Code v
veimuvanesndeansoynsy Rs232 i Tnglifeddindeslusunsuniousn aunsa
TnsWannlusunsuléiy mvueauguud nmwnd mwiuan uaz n1w Cot 789 Arduino

laviud

- fdasedynas O WU TTL WU Header 2x5 §17y 3 un (PB, PC uaz
PD)

- flam RESET W3D2495 External Reset WUy RC Reset neluuasn

- {leind BL (PD2) dn3uldsidnvesaidvinauly Boot loader wazldnaaat
Input

- fitade Rs232 dwiuldu way Upload Code #8 Boot loader H1y
RS232

- fidsle AVRISP wuv 10PIN IDE 1195574 AVRISP dwmsuldlusunsu Code v
vasn lunsaitlifeanslénis Upload Code rruvne RS232 w84 Boot loader

- 129959878 Output AE 74HC595 w%’au%wiaﬁfyzym Output WUY IDE 10
Pin §713u 1 9

- il LED wamanuzuwasane Power wag 2 LED dwiuldmaaaunisviiay
UYBAVDIA

- Tifuumdsdngl 7 9 10VvAC/DC wioa2995 Bridge Rectifier uay Regulate
1A (Low Drop)

- figndmiuldifndiueiannass 110 YUIANINSFIU ET-MINI 1/O SET iiald
NUSWAVUBIANARDIA1NY 19U DC Motor, Stepping Motor, 12C RTC, 12C 1/O, 12C
EEPROM, SPI =1a%

- YU1A PCB Size LANIABY 8 X 6 cm
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2.7 LCD Module (Liquid Crystal Display)

%) pups o a al < -l v &
qUﬂszﬁﬁlwamwaw%qLfluvuuauaﬂﬂmnwuuwmzmmm’mmLLam"l,mm
o @t l = 4
AILaTY A0S UaghuunsWnAgaIey
2.7.1 anw¥zYa9 LCD Module

- Character LCD Module

- Graphic LCD Module

- Segment Display LCD Module

2.7.2 dauvsznavitdfyuas LCD Module

- Dot Matrix LCD Ssasfuiuanina

- Driver (Yududu Dot Matrix LCD %a%’ué’mmﬂmmmndaumuauﬁ'ﬂ“ﬁwﬁa

- Controller Wudniisudoyauanmeuen WATAIUANNITUARINAVDY Dot
Matrix LCD #7u Driver

P37 2.1 nihiveswn LCD Module

™ PRELETOLL

il GND, 0 Volt

2 VCC, +5 Volt

3 VEE , USuaualI1vesvitnege LCD

RS, w1ty 1nd Register Select lHidan Register AuANWIaniag
& a o v o & W

4 ILEAIME RS=1 ABNTILABNIUVDUAWBLANING , RS=0 UUAD N1T5UAD

v P o

Tayaiiiaidumdniun

RAW, dupuguniseuuaznsiliey min RAW=1 Raniserudayaain

5 5 L =l 3/ 1
LCD Module R/W=1 wuasnsiugutayag LCD Module

] E (Enable) Wundygadmiumsisudunssumdeloutoyadni
neINad liastesnin 2 §83uf (ms)

_— D0-D7, Li']uﬁ'al,l,uuaaamal%’%’uLLasa'q%’aHaswiw LCD Module Au
lulasmaulnsaiaes

15 A, LED Backlight faffuuwviasdnelu +

16 [K . LED Backlight saffuumassnglyl -
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2.7.3 Svazidunfd
2.7.3.1 \Adesn1suansua (Clear Display)
7605183210 bito-1 1Adesnsuanina

I3 ¢ w 1 v oA
00000001 wesiwesndullegiyudreilogn

RS=0, R“'W=0

2.7.3.2 Home Display
765143210 bitl=1 weiwesnduluegiyudreiloan
000000/t doyalifinswasuuas

RS=0, R/W=0

2.7.3.3 Inuamsteutaya (Entry Mode Set)

i ; g bit2=1
716 13 j8 13012 I |0
"7l T 1o M (Address Increase/Decrease) , M=0 anfilnud

0000401 M5 =\
8 8 WOALAFE, M=1 LWURALAUILDALATH

' . - w < =
S (Shift bit) miLaau‘UaJJua, S=0 Lﬂaélfﬁaiﬂﬁtaﬁ]u‘lﬂwqﬂﬂjf],

RS:O, R/W=0 ¢ ¢ 1o ol
831 LARILYBIITRYNUY]

2.7.3.4 m3mupNnIsuaning (Display/Cursor)
7161514 |38 3 11940 bit3=1
00001 DYCYB D (Display ON/OFF) D=0 OFF, D=1 ON,

RS=0, R/W=0 C (Cursor ON/OFF) C=0 OFF, C=1 ON,
B (Blinking Cursor ON/OFF ) B=0 OFF, B=1 ON,
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2755 nﬁmuauﬂmﬁaulﬂa%wa% (Cursor or Display Shift)

' | bitd=1
T11514i3 12 110

C (Cursor or Display Shift) C=0 shift cursor ,C=1 shift

ololotlciM |- |- |
' display

RS=0, R/W=0 M (Move left/right) M=0 left, M=1 right

2.7.3.6 WanGuLdv (Function Set)
76 15 8 |3 {20 | pitsot
0 o |t [0 W) - O Databus si7e) H=0ds a-bits D= 138 Bbits,
RS=0, R/W=0 N (lines No.)N= 0 is 1-line, N= 1 is 2-lines
F ( font size) F= 0 is 5x7, F= 1 is 5x10

2.7.3.7 Laniuvdsly CG-RAM (Set CG-RAM Address)
bit6=1

wiwANNTIHIATN I uTeyadadnys CG-RAM
(Character Generator RAM)

7 641§ fo, B¢ B
0 1 A5 A4 A3 A2 AL AO

RS=0, R/W=0 A0-A5 Wusuwmiseniasaly CG-RAM

2.7.3.8 L9niumialu DD-RAM (Set DD-RAM Address)

‘ b 9, bit7=1
1615 g3 TR iO | ' )
: 1 ST MIeAUINgIAs iRutauansiaad DD-RAM
1 A6 A5 Ad A3 A2 A1 IAO : -
: (Display Data RAM)
A0-A6 tHusunansainsalu DD-RAM Feazandnasnly
RS=0, R/W=0 : )
&9 Address Counter (AC)

2.7.4 DD-RAM

wﬂwmnuﬁwﬁlﬁuﬁagammamwa WU ASCI adluniieanusin
Ui fve LCD viuil
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1 x 16 Display
Line 1 IGIS0ElEa 2t Sas dat B (G i 64 65 66 67 683 698 9 1

2 x 16 Display

Lime: 1 [0 il 23456789 101112131415

Line 2 64N 655 663 6 681 691 79w il 2 734 (AW bt 6 i 178 [

g'd i 2.16 AN Address 199 LCD u@azluu

2.8 INe1919d (GPRS)

GPRS 69113911191 General Packet Radio Service Lﬂu’}i’wmmwaami
aamwaua 1¥e8uuu Packet Switching fia nsiwsdeyasenidudiudn q Miondn
Packet sm:umnua'1mm‘iumsaqmwam‘[mma‘lmmmmwmu m’lwmmmmmaau
mmwﬂwmm‘lumzm LLavawwquamwmsawauaawuanma IuvetszuLiie i
Madeusessuudumasidanasniian (Always On) T,ﬂalmaammmiLLavmmmmim
oonuazivmainlilusadidousiodumesidne

. mﬂTuIaSﬁﬁ’mmﬁuuuLﬂ%@‘ti'mtﬁw,ﬁalﬁmiﬁa'ﬁagaL"fJul'dasjwanm%’s IGE
avaIndety

- walulalinsdadeyauuusingy Feldleiuiesotneszuy GSM theliiuainy
T SalUNIsAng LLaum’LmvavL'aa'ﬂ,umiawauas'mLiaﬂa’uu

- aluladfiadretuniiionasld Mobile Internet faeAuayaINBety vitld
vuanansavigsnssusnee liedwazain wavdenennlnsdnwiadaud

: ui’mnﬁu‘i,m.iﬁﬁﬂﬁﬂﬁa'a’ﬁ'auaﬁﬂiuﬁw‘ﬁ'mwﬁaammﬁamnLamLﬁaaLLﬁ' 9.6
Kbps 10u 40 Kbps ma’mmummmmaumamwaumasmw‘tmma‘[uL’amauau liidazed
il ilolus

- msdsfeyauuulmilugliuuresiadiiie F1azUsznoulufegunmiliu
N3N @89 uaddle Ly N5k Video Conference

2.8.1 ANANURVIIZUU GPRS

- m'ﬂaumwauamummmmialumi Fu-ds Wnunatredumesideligsds
9 - 40 kbps Faavilanunsodu- defoyaiidu vDO Mail vio nmadouluasng 9 10
wwumLﬁaumaﬂ‘umiawwaumanumlmmLLauuU'i"awﬁmwmrm’mﬂmwmmi
Download/Upload l¢dnedeiy
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- Always On m'sLﬂuamamﬁamwLLaviaumaﬂuauammsﬂmLuumaﬂ,ﬂ wal
Tuvausditansfadoriunfny wmlwmﬂaumU"uaua‘l,ummmauaq
- Wireless Internet ‘HL‘U@JJG]E]L’U’]HU Terminal %4 PDA %38 NoteBook
mmmﬁ%laudwﬁa;gaiﬁﬁaﬁumnﬁ'mm%uagj
2.8.2 Uszleaivag GPRS

UszndarldarsimaluladcPrsazvinlvinsansnsiaiuinaslunisly
Suwmediin Tuagifutinmanlunissu uavdstoya lildvaalunisidense deasvinlvigld
naRgaAsasiImuInisiunisainilnan wazswlnanyitiu

- 328970 GPRS axveliiviuideude uay Sutoyasi o luBumesidn
meszezafiTmsIndinsdmindouiiluszuy GsM vty iln1sI1d web w3onis
$uds e-mail 1Wuluedearain uaziuaie

- ANA wszaildinees uiSuKNaRUWNURINNTTSU- detayaneeunuY

- il GPRS vinliivinuldsudoyalunnguuuulsiine: zilulugduuudoninu
visaguuuudaniide mUunaulUmﬂsUmw @B Lagdfle m’lwmimﬂmaﬁammmm
muimﬂwwLﬂaauﬁluﬂmmﬂaﬂmalﬂ

2.9 AT

lulasmeulnsaiaasifugunsaliiviauniunisiusunsy Seanunsolould
VAN 19U NMELeANUA nMund Maileulysunsuseniwdazeevialy nsweaun
Wsunsuansailasmazieniinisidnwueamuuitaramisnsiain1svinauves
Tusunsula

2.9.1 Tassad1avaeniwnd

lassasvasniudusznousmelngialusinsy (header Files) wazduveasa
raalusunsy Iddnialsunsudulndifiamvenodu h W9umlunsaesindlusunsy
sUuuu #include<dalnd h>
L #include<stdio.h>
#include<conio.h>
nMsUsenAlddruivesiusunsu PIC C Complier FalWd.h asUseneues
lulasmoulnsaiaasily
LU #include<16f877.h>
#include<16f72.h>
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g5 Directive fildvasldun #include Wumsudslineulmandeulnddu
WuAulNaT AT

LU #Iinclude <16f877.h>

#Use delay (clock=4000000)

unsuenliireulmassiiaviinsldfaddu Delay Tnelddyayrawing
WU 4 MHz TngAvedclock w%uagiﬁ'ué’mmnmmﬁmﬁﬁ'ﬂ%

dudszne (Global declaration) Wudwillduse namudsvdefleiduiidas
Tlulsunsulaesuys uddazannsoldldiugng drwveslusunsy mndu Local
declaration azannsaldianizluudanniofaiduiiusenalfiviniy

druilandunan (void main () function) ﬁauﬁnnTUiLLﬂiu%ﬁadﬁmﬂu%
Usznovlumeyssloamdsdneg e lilusunsurieruudasUsslondideasaudae
w3y willpaoy (;)

2.10 A1d9 AT COMMAND

=1 o o Ao va A o Qs [ | ] LY
Wuyaimdunpsgruilifadedeansiulnsdwislatie Inodmuniinldlunig

o < I 1 = & .
doansiugunsaidoansingg wu luidiuviegunsal DTE (Data Terminal Equipment) Tu

o o & . byl a o v o L a - ot 3 1}
YAANFINUFIUTWUI UM Hayes Iatdudoanuuudnmu titeldiulufinuesny uagdeun

9 o4

€

o el a A A -=‘2.1 I = o a') 4 L o u' Ae e Lo
Usyvgnaaiiafiotanie] lngenvvziiyadidseneiolflansidmsndudmiulasa

= - ¢ o G 2/ | o a 1
uwnuu MsleunNmesiuluga gk uaetoya (Date Link) Sudunisifoussuuy
ounsulagldlusunsumesiueaniey wu lewesivesiuea (Hyper terminal)

e

A1597 2.2 fds AT COMMAND

A ANNDUAUDY
AT+CMGF=<mode> OK
<mode>:0=PDU mode ,1=Text mode
AT+CMGS="phone number” > This is the text message
+CMGS : 9
OK (ctrl +2)
2.11 AppServ

- = !
AppServ AiB TULATUATIVSINLEN Open Source Software %ag* 881911
sAulawll Package wanaail
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- Apache \u Web Server $1aean1sldanuaiiouaguuduimesiin

- PHP ielanunsaldsuniw PHP ualduu Web Server 1

- MySQL 1u Database Server Liiglin1w1 script #9e) fisaduanunsaadig
wsofnaroAU Database ¢

- phpMyAdmin iiieifushraelunisinselday Database Idinedy

Apache asiludruwas httpd.conf , PHP aziliuduwes php.ini , MySQL a
\Wudauves my.ini fadulusunsy AppServ azaunsavinuuasianuaissvessruy

nUTEANnANU8aN135IMIIV Open Source Software aniifiavilinns
ﬁmﬁq‘lﬁﬂmmmﬁqqﬁlﬁﬂénnﬂﬁdwﬁmﬁaamﬂijxumaumiﬁmély'qﬁtjamﬂuaz’l‘?j’nmmu

2.11.1 Apache

Apache WalM19In HTTPD Web Server wunauwwmmadﬂa 39U LL;Jﬂﬂa

T Y
@

7l NCSA uninendudaauend aniFolsnT usvdeanni wiARa 8NN NCSA m’L‘w
HTTPD LIuldsuiies nﬂwﬂumwwmmaumﬂwaiwLn'iw“l,uaamalma’uaws vl lingu
wualwwwmiﬂsl,lmwum Lwaamﬂaﬂmwmaamu LLaum"I,miwnmmﬂuauamswmm uag
miLLﬁL’UGl'N‘] mamammumaamuwmm ﬂu'l,uwam ludu Jiaunasv 'Lma'ma)ﬂwmanau
mummammwauammuw'ﬂaLU'unaumenu Lwa’lmmuﬁm‘umwauamam‘[mwawu
u,av'Luwamnaumwwmlmianmwm nade g uazladasprenduls HTTPD u
D583 wwmuﬂmamwnmuwmawS] mwﬁl‘ﬂmwmuwuLwaﬂiuﬂﬂmﬁmmu VD4
genuwasHUANIIU sEAMS A nwnEety
2.11.2 MySQL

MySQL fie fassuudanisgdeya Aesaiimiididudinandlussuuinge
snivglitugiuteya douldfunndmiudugudeyaivled uavanmnsaldsauiuniw
TUsunsu PHP, ASP uazmwnlusunaudug dnsnntunldusuiuneilusungy PHP

2.11.3 PHP MyAdmin

PHP MyAdmin (fulusunsudsznn MysQL Client ildlunisdnnsgiudoya
MySQL #1u Web Browser l@lasnss PHP MyAdmin 2¢¥191uuy Web Server 18y PHP
Application l¥muaudanis MySQL Server mMuEN5083 PHP MyAdmin fie

- @5Uazay Database

- af1auazdan1smns1e (Table) 18U unsn record, au record, ufly record
v30 Table, Wiuvioudly field Tumsns

- Tnaauindlnduinluifududoyalumsisle

- viwaajy (Query) fufda SQL uagnay 9 ANANNTOT PHP MyAdmin
vilgl
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2.12 ANLINUN (PHP)

PHP 1Ainlud 1994 Tas Rasmus Lerdorf TUsunsuinasawsiuldfnauasia
inseslaldlunimuniivdiush Tngld¥afivesntun C wag Perl 138091 Personal Home
Page wazaswdwfndefugiudeyaiiifodn Form Interpreter ( FI ) sauviansduiienia
PHP/FI 1¥uqni3usiues PHP

PHP2 (moutihil§dadn PHP/FI) sewdned 19951997 Rasmus Lerdorf 1§
TeWAI 2 AUAD Zeev Suraski uaw Andi Gutmans ¥178a3tea FeUiuugsldnves
Lerdorf Tagld C++ ’lﬁﬁmmmmm%’ﬂmsﬁmﬁ’uLLUUW@iu‘ﬁauaﬁnﬂa%’wqmmnmm
HTML LcawauuauumimmmamiﬂiLm'immn'ﬁﬁ'm‘uaua MySQL 39yl PHP ﬂﬂ'l*’umnw
amﬁ’mLﬁqLLaquauuauums’l‘umu PHP mfwu Tma'luﬂmw 1996 PHP gnunlUly
Usyana 15,000 Gusalan way gt ey AeudifldueRmuIdn 3 Au fe
Stig Bakken JufinvoumIaiuisalunisinse Oracle, Shane Caraveo wwm'uawm,a
PHP uu Window 9x/NT, Wag Jim Winstead i‘uNm’uaum’mmmunwﬁaamm LLaulm
Wasudeiu Professional Home Page Tuizeidudl 2

PHP3 s¥ninaidiou fiquiou 1997-1999 danauUfirufe aduayy

Uuuﬂgummsm Window 95/98/ME/NT, Linux Uazliuldswiiasees IS, PWS, Apache
auuauumumumaua‘lﬂwmasULLUUL’uu SQL Server, MySQL, Oracle, Informix, ODBC

PHP4 faus 1999 - 2007 #diu Functions m'immu'[.umumq*]'L‘wmml,a“
d"la"uuima UM Zend sn\m Zeev Wag Andi Gutmans SIUNBFAITY ’Lunawuua w1y
complle script Tullauiinuldld PHP gandn 5,100,000 ulasudanialan waggWaunla
WWEJ'UEN PHP Tv3i91 PHP: Hypertext Preprocessor wwmamws andnnsyau
Wilwamesdmsulawesiing

PHP5 il 2007-UagUAu 1fi Functions msvhanluiusng 4 1wy

- Object Oriented Model

- M3 mupalay public/private/protected

- Exception handling

- XML wag Web Service

- MySQL ke SQLite

- Zend Engine 2.0

2.12.1 1as9a¥19n191 PHP

My XML
=
- <7php..7> WINWUUNIASFINTBINTY) PHP
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- <script language="php"> ...</script> WiNveY java script wagdorduudin
1AsgIuBnLUUsves php

- <% ... %> huguuuureeAsP winrsdugAflduuuiing daglduionuud
Aadin1susuLanen

2.12.2 fdasineqluntwn PHP

- mysql_connect() llunsieusiefiugiutoya
- mysql_close( ’L’uaﬂLanﬂmﬂuaumanumu’naua
- mysql_select_db() l4ifien gruteya fogldau
a4 e v
- myscl_fetch_array( ) ’Lmumwauawaa result lukmn¥eguaziiulin array
waztdeulumisludumisdaly
2.12.3 5QL Statement

SELECT * FROM %am13e [WHERE doulusinaq] [ORDER BY Wad
[DESC/ASCI] [LIMIT smﬂauuiﬂﬁé{aamﬂﬁuam sussdouiigoinsiiuand

- SELECT * : fe LaanmuLLaﬂwauamnwam (A * umwmmmmum*ﬂam
o) meﬂL'swlummmiaumaaamwmm’lumiLﬂwa:Jam'i'fl,u“lmaa'mLaanaanm 157
AuArmundofadasluunundy W SELECT field1, field2 sy whilkauifumsadudy
Lm%‘uﬂyamag@ﬂa%a fieldl uag field2 anun

- FROM Femisna: #io s19sdududenaainmssesls

- WHERE (oulusineg: fie msimuadevlulunisaudu mnliduaieuls
ﬁlmamﬁauaﬁmm

- ORDER BY ID DESC o 384toya ImaLsmmﬂQ’ Joyaluilad ID anemIn
Tumenties

- ORDER BY D ASC fie i3eaaniffiiideyaluflad ID aanentieslumdunn

2.13 Macromedia Dreamweaver 8

Macromedia Dreamweaver 8 1ulusunsufteanuuuaniieldlunsdanistu
LNAITEINTUANTAS 19T ULND mm'snmzaiwwama&lwﬂmﬂﬂ’ﬂmﬂam‘[uum ma’ﬂﬁ'ﬂu
ﬁ]'lLUuma\'uJﬂ’nmmm HTML Lum%’miﬂmﬂiu Macromedia Dreamweaver 8 flanuaiy
mMsviuiiadaeg ﬂUIUSLLﬂSlJWiJWLE]ﬂE’ﬂ'SW[‘ULLﬁ:i‘gi}ﬂﬂ Fevriliadeailouazuaudndale
denlilamilauiu Word Processor taelwanunsaasiausumasenuasmnuarsina

2.13.1 9aAuYaIlUsLNIN Macromedia Dreamweaver 8

- TUsunsuazymsulassialmiduntw HTML Tnesnluals
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- mmumsawamaLmumaqw'l,%’lumiﬂwﬂum‘smmw,wqaaﬂLﬂwmwu
Jatelunsauiiaity wazsinigibedy

- atfuayuiumaiidununing

- fiaaudifiannsadanisiugunimeadeulm Tnglidesends Plugn

- asnsenldnnseainnieuean laeg import 970 Text File

2.14 A38%18LUU Client/Server

& = P -l a ¢ ar < ot
WugliuuniseunInvieuuy server-based lagilnpuiamesnaninaanil
MNUNIIUINSAUABUALADSIAT0INYINNNS S D90N5US NS HaESUUS NS
2.14.1 1\ @5W1295 (Server)

insenaufiane fiossuud fuinsvielusunsuneufiaine vt
TWusmsedlnegnmilsvizenaisedasliunindssneninnesniolusunsunaniomesi
\Wugnieluszuuiaievy

- inSsmenamesivimihiliuimsuinefainevseTusunsunauinmes

a wa a P v & v oa ' - ¢
- syuvuuinismauiiamesninminnliuinisunreufidlnesuislusunsy
= e
ABLNIADI DY
. dd e v &g v oa | a ¢ A
TUsunsumeuRnesAiantnlvusnisunaeuRnesnsolusunsy
= A
ADNALADT DU
2.14.2 laatdus (Client)

TUﬁLanﬁgﬂ%'ua;jwm‘%'aa‘uaqcﬂ‘:’j’ﬁ@ﬁ'aﬂlﬁu‘%m'i’mﬂL%iWL’;a‘s’ lAaLdusiay
Wagessdearsiuidsnnes lngldlofiuamasatasmnoiarnefnvendiniaes fodoni
wuuiid active open Wlegeimenisdeasinoonuda TraisusauisadeiZomuar sy
UINITNEIIBSLA

\ASBUIBLUU Client / server AU LA 0T 8TIdBINMSITaurofuLAS e
anuIEIWIUNIN Iﬂamﬁa@svmmumiman‘uw (Client) \Wundndu ndndes nianan

Y
@

WU LWS']vauuuLﬂsaam”mmmwmﬁlwimﬁvﬂadmumsaquiuawﬁmwaa LUDIN

maqe}emLLUUﬁJ’uwawumumam’mwamm (Fault Tolerance) LLalemm'smwa’minU
=

Lﬂimqnmﬂmaaﬂnm T,mEJLﬂ'smmxuwmmmuwsmaaimmLUumaumLma'ﬁLmULuuLWsu

Nimauiines violilasAauiines

4



25

- web Server Aaln3asnoufinnoifiinmilusunsunouRuno s i
Tivinsteyaluguvudenauitussuuiniodts Tnsamisauananariulusunsy
dumeiilinusnweimeivsegueliusns

- Database Server o p3psnauiiame i dliuinsdaiudoyasieg
melussdnsmeszuugdoyasiag

- Mail server o TUsunsufvimihilliuinis E-mail 897 LWy Postfix, Gmail,

courier

2.15 Microsoft Visual Studio 2010

Visual ~ Studio  fle ¥aWAWITUIELAN IDE  (Integrated Development
Environment) - gaeligWamnlusunsuannsadsulusunsuieaiuazainauisiy
anunsauilutaRanatnlumsifulusunsulaag 557

Microsoft Visual Studio 2010 L‘Uu‘iu'uumi'vmmuwmmuawﬂma%mi
Wannszuuiamminmildetne avandreans dukiudnsesnuuuluauiinsusuld Tne
Visual Studio 2010 lidasnmunaanufnaiassdvesnauiiotiluglagsuiiinnsldey
st niNUsEanS A Idasamudaufnasneassa

wieaiinanuiln (ASP.NET) dawmaluladdmsuimuniuled Guteuwdiaiu
waztiuwedia udumilivesnenunisudsn Wannlaglulaseensi Wusuiaenn
Active Server Pages (ASP) usl ASP.NET a¢ld@aifinann ASP usvisaaawmalulabiuunnsng
i Taelulasgenvildaing ASP.NET Susinuugiuetn Common Language Runtime (CLR)
iliianamsadenlinulnfldfisesulng NET Framework Wu C# was VBINET
taqUuguargarie ASP.NET 4.0 Fasauatlu NET Framework 4.0.

NET Windows Form  Application 1Wgulusunsuuu  Visual Studio
Windows Form flatfiu Project fiugiuilanusawaunlusunsuiiviieuuy Windows I
$ewazsmiunszdunisesnuuugduvy GUIn1sld Control wiarmun Event fnaq
annsnaiunAn1Inieneg 910 Properties o9 Control Wag Tu NET Framework @115
wannlusunsulvfianuaunsauaznisvianlivainvats wasfamisodoudioldem
s Application Buq fiwmuIde NET Framework

2.16 7Mw1 C# (C# Programming Language)

N9 C# 5905 TRV WA LU Java, Delphi, C++ nlAdeduy §
a ' ] ) e o | . a w
ANLTIUIIEN NN YA LazdliASeadaNdigyinauwiu Visual CH# 2010 va9uUSHEw
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lulasvewi Ssanmmeernlunisldoulusunsy ansafmunlusunsussiugld S
UBIN1W C# Ad Anders Hejlsberg (Lauinsa aeaidsn)

2.17 USB

i < o ]
USB w38 Universal Serial Bus Ao szuul¥eusiooynsuanuiigeves
a LGl o ' a ¢ @ ¢
ABNNIADT LUUTBINIINTHDAITTENIeADNRNADSAURUNTAl /O  (Input/output
2 = d o d‘ I s - 1 %
devices) BU°) MU NTOUADNUADUNILADS LTU Printer, Modem, Mouse, Keyboard,
o = o - < a ¢ 1 v oa
Digital Camera uazduq lnslagiuiaidunmsgrugnamnssuineuiameienlvazdioad
ludaqdu USB Wamnniia version 3.0 anunsaloudiedoyaninuiiagdis 4.8 Gbps

2.18 @31

L4

a = o

W@UgIUAUNN (hexadecimal) wmaﬁsﬁwma‘@wuw anwl 16 #7 iy

Hanwnl 0123456789 ABCDE F lumsudng
a o < £ v W = I EY) w1

WU UNNEUE (Basesd) umsithsvateyaguuuunis lagazldiunissuds
doyauszinnluunSiueiatiedunesiin ﬁmmiLﬂmwa'uauamnmﬂusﬂuuu Base64
nauLwa'[wLUwauawmmmuaqmulm way mmiﬂamwanaulﬂLUu‘zJaualuuwsw
anamaanﬂiq F1SUNSNSWALUY Base6d mﬂsunaummmmmmaumanm 0-9,
a-z, A-Z, slash (/), plus (+)

2.19 JPEQ

o ! a A 14
JPEG Wumeaunain joint photographic experts group Wunmnsiiiniadnelag
Wenandrnunmnsiiudn 1Wunnsgiu 1SO 10918 Uszneusesia 29 nszuIunsg
L7 14 L3 L3 .:j o .
flausn Adu LﬂuWasmeIWamwmauumgu World Wide Web

2.20 Dynamic Domain Name System (DDNS)

DDNS 88311370 Dynamic Dornain Name System fen1suUasmuneiavloilnidu
= i = 9 = O 1 A v N
Polawu viauvaelawuldidunuisiavled  Wunisdafilauiain Dynamic DNS

o 0 v o o o a a ¢f 4 v P
amnsavililsndeuleade Hostname flien vuszuudunaditindadu IP Address 7

= 1 a & & = 1 o [ 5 di' [ d; |

wWaguwasegiane lussuudunesilnasdl IP Address aghednin duuiliovinisideuse
a 1 b ql) i ¢ 4 1
Buwnsidnriiu ISP AazlW IP Address $2A313(Dynamic IP Address) sasiudsuutases
AADALIAN
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=

N190DNLUULAZN1TIAIUSsysyTinus

JPEG CAMERA WEBSITE

L

RFID ARDUINO

v

RFID PROGRAM | ———{ DATABASE

A 4

GSM SMS

A4

4 . a =l 1]
3U% 3.1 Block diagram ¥8455UUNTINADUNITUNIIUYDIINISSURIY RFID

3.1 A1599NLUU
3.1.1 NIPNLUUNIIAIUTITALIS
3.1.1.1 RFID Reader

luduves RAID 1u 1Mdenldam RFID 13.56MHz Read/Write
Mifare Module (12C) \uluga RFID €1u HF Luu Mifare (I5014443A) d@nansasiuias
B Tag 161 Aasioldaulngld MCU dorumne 12C ie3udsidsuaydaya

PR R T
r [ &8

, \
M 1jjinni
- .

MALIRLICILIL)
S oOeaie

UM 3.2 RFID 13.56MHz Read/Write Mifare Module (12C)



3.1.1.2 Unsdnfnw (Tag Mifare 4K)

.

Ui 3.3 Tag Unstin@nw (Mifare 4K)

- Um3 1 Tu Ysznaumie 40 sector (0-39)
- 32 Sector wsn WUty 4 Blocks (0-31)
-8 Sector e wuUally 16 Blocks (32-39)
-1 Block uuaiflu 16 Bytes (0-15)
- Il Block gevie Wudauifiu password w8 sector Huq

1) Iassasndeyadng Mifare

Byte Number within a Block
“Secior | DIOCk " U] T 2] 4 EI I ) R K A B Y Igescni)llon
i 15 Ke?m Access Bits Key B ctor [railer
14 Data
13 Data
2 Data
1 ‘ IData
0 Data
32 15 KeyA Access Bits “KeyB [Sector Trafler 32
14 Data
13 “ Cata
é bata
| Data
0
31 3 Key A Access Bits _Key
2
1
0
0 3 Key A Access Bits Key [Sector Traler 0
2 Data
1 Data
0 Manufacturer Data

3
Y

Uil 3.4 lnssairetoyatng Mifare 4K
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2) MIIANTITRUIBANUTIUY 4K Mifare
- Sector 0 Block 0 lHifuaatnsuaziavinaniliannsatunldussTondls
- Sector 0 Block 3 THifiu Key A, AnSn151da1u, Key B iitefmundnslunis
g/ Ty Feliaunsa Block 3 Tuldauls
a. Anulasasie
O 1§l Serial Key 1Ju Unique
O 1§ Password Us¥inumay Sector
O 3 Access Condition
b. Serial Number
Unsudasluasd serial Alalgniy TﬂEJ%a&\jﬁ block 0 484 sector0 tiiatloaiy
nsUasuulaslng

eyd[ O[T 230415 817 8 8 G0 12]1a]ia]i5]
Senal Number Manufacturer Data
Check Byte

gﬂﬁ 3.5 Serial Number

c. Password Key
O Password filfazilidan Key A e Key B
o lgAguun 48 bit
O usas sector #odld key Wignspaiienisidnia
Uoya
o amnsnldAdtesiunday Sector lada 2 Adwioy
Ay
d. Access condition
- Access condition muqmﬂﬁ‘iﬁi’m—lﬁﬁﬂuw{ax Block lu sector
O @wnslun1s Read
o anslunis Write
O anslunig Increment
o @nsluns Decrement, Transfer, Restore
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ByteNumber [0 [ 1 [2[3[4[5f46[7[8]ayo[1t]12]13]14]15
Description Key & M,  AccessBis Key B (ootanal)

W
‘gﬂﬁ 3.6 Password Key Wag Access Key

3.1.1.3 Ifendioaluga

ludwilvedfiensioaluga Ifidenldenluga GSM/GPRS Ju ET-
GSM SIM900B 5895UsEUUADANS GSM AINAB50/900/1800/1900MHz Tnerdasturinumg
waindea1seynIu RS232 MeynA1ds AT Command

U 3.7 Imm GSM/GPRS U ET-GSM SIM900B

3.1.1.4 voinlulpsmeulnsaass (AVR)

Wuvesalulasaeulnsiaasluase 208 AVR lavueialdonly
‘luiv-wmauimmas n3z@ AVR o3 ATMEGASS va1 ATMEL 81 MCU mmmmmu‘lmma
mmmaqam 20MHz i 1 Clock / Machine Cycle mu‘lumwmaﬂnm Peripheral fivha
SEUVTSAUITUDY SPI, UART, 12C, Watchdog, Timer/Counter, PWM Wag ADC "1a“
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3.1.1.5 N5 MAX232

auilagyihnisulasdyealwihssninssefudygaa TTL fusedu

10U RS-232

=
=

vCC

1
B 3
]

]
'

s

Vece =5V

€1~ C5 =10 uR

SUT 3.9 295 MAX 232

3.1.1.6 LCD module

g v et da = o
Lﬂuaﬂn‘miw'lmmmNawuﬂuwuauaﬂﬂi CLANUTINT Y
mmmmmuamlmm fLaT A9NYS LAY LLUUﬂ‘iW\IﬂVIﬂa'J&I\‘HN 'Lumuuwwuﬁ'a
wamnadle REID Whan 299574 LCD manulu‘[ﬂsﬂau‘[mamas miﬂw 3.10
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3.1.1.8 Nand

diuvesnadss laidonldeau JPEG Camera Serial UART Interface
with Built-in Infrared (TTL level) nd84 Infrared JPEG Camera A2UANKIUNIY UART
(TTL) Inendavazdl ambient light Tun15U5U Mode Infrared salusi® vinlindssauise
dnelufinle ANNALLBYAZIEN VGA (640*480)

g‘dﬁ 3.11 JPEG Camera Serial UART Interface with Built-in Infrared (TTL)

3.1.1.9 NYTIMUVDITEUU

LCh

ok
1]
= 0
o
<Y
=
o

L112{13 lﬂJiﬁ 16
@]

ATMEGA168

[

1 pmax232 U8 2) asm

—{mocule

4 L3 g 1 1 n‘:
SUN 3.12 1vsuesnlulasroulnsaesiatiundad, RFID, MAX232, warL(D (195%9num)
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3.1.2 N159DNLUUNIAIUTINALIS
3.1.2.1 TWswnsy arduino
o - - . o v
dmsulassnuiudlalilusunsy arduino (HJulusunsuildidey
MeT Fadldunousail
1) Walusunsy arduino Fuualdeiy A43U arduino an
Fontuanldaundn mﬁ‘LWaLﬂmiﬂuawuaﬂ’lwﬂmlwamwm WUAAIIFU

f?§ sketch_feb11b | Arduino 00223

IJ % :J:!I ) 2
U 3.13 Wsunsu arduino AMaUalHeu

2) inmstlsulusunsunw C waamnwawmmaamwaq
TUsunsuasaiseuiosuda funaudeluinenis Compile as1adaUANNYNABIYRILUITUNTY
Tﬂﬂlﬂmuu sketch >verify\compile (ctrl+z) udaguan1siney



&5 sketch_feblla | Arduino 0022

[File Edit Sketch Tools Help

| chax $TX = ' %3
| Sevial.purint (STX)

len -= 2:

lo{==len)
:f(data < 0x10)
Sevial.punt({0);
Servial.prins (dace, HEX):

I (data)

Binary sketch size:

212

< 5 = o 1Y) 5 I 2
U7 3.14 Wsunsu arduino ivinsilisuluunsuaiauds compile dhuiseudes

byte data = Wite,ceceive
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7 r ' 1 [V ) 1 - o
3) Lilo compile WuynegNuAITURBURBlUAD N13ivun
a 1w ran = o W ) ¢ v o v
AnReNUUDIA Naunzvinsdalusunsuidiiuuesamaasdisifesinisidenvedaliings
v v i Ly o vo & < &
fumsldau (Gu wie wes IC Winsa) annsafmualddadl Uiy Tool >Board a1ntu

ienueialinseiusunldau

@ sketch_febl1a | Arduino 0022 i

File Edit Sketch [Tools| Help

Auto Format Ctrl+T

Burn Bootloader 'y

:1 mySerial(6,7):
rial GSH (8,9):

uint8_t MH,HL:
boslewn EndFlag=0; /¢ Humbers of 3MS to senc
int sendsms = 0;

Archive Sketch
- " Fix Encoding & Reload
#include Serial Monitor Ctrl«Shift+ M |
#include <har! |
#define TAG 1' Board »
finclude <Lia

Senal Pert »
L1 rystal

omingl

- a=0x0000,3=0,k=0,count=0; |

wiid
wold
vord
ol
LG
wond

SendResettmd() ;
SendTakePhotoCud() ;
SendReadDataCnd() ;
StopTakePhotolmd() ;
setinage():

setup ()

Arduine Une 5
Arduino Duemilanove or Nano w/ ATmega328
Arduino Diecimila, Duemilanove, or Nano w/ ATmegal63 !
Arduino Mega 2560 |
Arduino Mega (ATmegal280) [
Arduino Mini ‘
Arduine Fia

Arduine BT w/ ATmega328

Arduine BT w/ ATmegal68

LilyPad Arduine w/ ATmega328

LilyPad Arduine w/ ATmegal68

Arduine Pro or Pro Mini (5V, 16 MHz) w/ ATmega328
Arduine Pro er Pro Mini (5Y, 16 MHz) w/ ATmegal6d
Arduine Pro or Pro Mini (3.3V, 8 MHz) w/ ATmega328
Arduine Pro or Pro Mini 3.3V, 8 MHz) w/ ATmegal68
Arduino NG or older w/ ATmegal68

Arduinc NG or older w/ ATmega8

a‘ - o - 1 Qs 5 :Jl/ )
E‘U‘V] 3.15 NMTNMNUARNADNUUDINNABINS
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4) yn13 upload atlulasreulnsuiaeslagluiiuy

§ FOHR $ey dry ot g e g

5Ui 3.16 upload adllasrorinsuaed

3.1.2.2 AppServ

TUsunsufisavsiunislderunes Apache,PHP,MySQL wa s
phpMyAdmin

b J &2 nttp/localhost inciennhy "ppienlangsth i W XJ{ &> AppServ Open

The AppServ Open Project - 2.5.9 &11i5u 3uTas

(;3 phpMyAdmin Database Manager 11a54u 2.10.2
#/ PHP Information thasdu 5.2.3

WaaduTlsunsuy  AppServ nassu  2.5.9 dwdy  uTadd
AppServ Aa TsunsuissusanTavuoadamavhivasuatay  atradhdasdu Taod

* Apache Web Server iio59u 2.2.4

e PHP Script Language nas4iu 6.2.3

* MySQL Databaseioifu 5.0.45

¢ phpMyAdmin Database Manager nassu 2.10.2

flarls v

Tsaaruduunind sl
Hnadiugdain

Wuaduduind

httpifwww AppServNetwork com

WEsunen - j— -

. * @ L )

* asroiumdswiinsg, adnudaidsinasviug dou AppSery :-)

o P 7
3UM 3.17 Tusunsu AppServ uanauyiioidonlden



3.1.2.5 PHP MyAdmin

d ! o v
Wsunsurelunisdanisgrudoya

localhost

phpiiycunin 3 qunawdiivinad: 5 0.45-community-nt-log
» Protocol version: 10

@ @ L—@ @ & wdivlvad localhost via TCP/AP

» rild root@localhost
2] 1AEIdnwT (charset) nay MySQL: UTF-8 Unicode (utf8)
(D mysaL connection collation: utf8_unicode_ci FW @

WsmBangnmiaua W asegrudaygalud @

shtiasa G
(gudaua) !v']

nnduoddu (=] [ate ]
wamsaniuzuay MySQL
wanvdanlssruuuae MySQL @
Twssa @

Hamidnws uaznindiuod iy
Storage Engines

Reload privileges ®

aAnd

syvdawn

Avaan

Import

aanaNssuy @

el vEHESE

7U7 3.18 TWsunsy PHP MyAdmin uamsiaigieidenldan

3.1.2.6 Macromedia Dreamweaver 8

Wsunsufldosnuuuiivleflagazldniw php Tunisdiedeu

= W

Fater Fedet - Vi e

Tk w  Window | Haelp

irﬂm[ﬂ—-ésu-m".bmhi‘j b

Comman =~

data.php | 21l VRN, LR T

[zl Code | =~] spit | iﬁﬂ Dnsqnj L Tide: TELECOM 15 mem .
: Zorma" ~fosmi- Frosc- Fdan.whe |
a5 -7
a date_default_tcimezone_set (“Asioe  Sangkex™) 1
S3ATE = daTe("F 2. ¥. @il )z
mono Fdares
eshe “anws
o
TEosT™ T Zorml™ “scylel scyl

CoPan Clasa="ATLleR e oo
“latbel >

Trext® “Eriar

TRES™ halohtw" 605" i Ldanm s

“radic + T
wan<S label >
<lakbel>

e Tradic” e B cwna™
siamarny < Alane 1>
<label>

"oex® rradie 1 ‘rradicbutcon®
uma s ket Lo

“F clasa—"StyleZ rga—swauanm ety

“<ody =

et St e e A

Eormat [ None -] Stvie rone - [ css 1} B r B OE 4 B L
| =® m am

Font Default Font - Size MNone = |

-MW

‘lJ“?il 3.19 Macromedia Dreamweaver 8 Mddeulusunsy
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3.1.2.7 web browser

) o -1 v v
‘V‘I‘LITUENL’:Ul’WWIa‘:'N‘U'LHSmmﬁ‘t‘lﬂﬁum’]\‘]‘]

KING MONGKUT'S INSTITUTE OF TECHNOLOGY LADKRABANG

Telecommunications Engincering

U7 3.20 wiaulgsinan

A A
3.2 asediefldlunisnaans

1. pouimes

2. nsesastusunsumiesy
3. poadalaalal

g, m‘%"mﬁ'nﬁmﬁ’ﬁyzyﬂm

5. N9 TEWNaTe

6. onitewledluga

7. Soandi/Afensiealuga
8. lugandas

as -
3.3 N15ANUNANISNNADY
3.3.1 N1SYIAEDUNTISNIIUYDY RFID

3.3.1.1 inmsnagausenInainstndnwdu RFID
3.3.1.2 Indnyaunsu-daldun REID Tngldenadalaala
3.3.2 N1snedaundad

3.3.2.1 naaaunaaalagldlusunsusuniw
3.3.2.3 naaaundoslnglilusunsufiuansdn command, DATA
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3.3.3 n1snadaunisidlulasraulnsaiass

3.3.3.1 vnmsilouroszuing RFID fuvedalilasaoulvsaiaes

3.3.3.2 vinmsdouraszninandeeiululasmoulnsaiass

3.3.3.3 madeusiavasalulasmeulnsaaesliuanioanuuae LCD
3.3.4 MigenuuugIudaya

1 b

3.3.4.1nsdvdoyannniiuandrdsiutoyauazuaninatunt

Y

Vulad

7] 1 A ;2 ]
3.3.4.2 Q1SNAEDUNITIUAT RFID IWaLu1g Database
3.3.4.3 N1SVIAd8UNI55UAT RFID wazgy

3.3.5 Mvagdaun1nadau AT Command lUdudsniaasiuazds sSMs Ine
lidaiedluga

3.3.5.1 nsifiaudoseninanteneufinmesiu GPRS Module
3.3.5.2 n15ds SMS TUfalnsdnd



Push You Card

Y

Send Select Card

(A0 01 01)
: r
Serial Number /
' (A1 07°01 00 FC 1B C5 AC 04) /
' d
'f”, _\\‘

L %
~

f’ i g v LR L3
[. aqmlwawLa.TmﬂauTwsaLaaf)

T

AJ (3 L8 o al
U7 3.21 Wadnsanisinuvesersienlen
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( strt )

‘E'U'ffauvﬁ'\rm RFID

Module

LCD wananapandlasue REID

Y
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JPEG Camera dannsgy

f" /
4 dvloya
= Serial Number
t'l l
NO Vf i YES
,// V A \\
L AlBYaRTY o
.‘-. \ //r/
\
N /
\ B

l

dslpyatinu Serial Port

\ 4

( Database )

S SR RO

d1 5MS Wiunases

- ¢ o « ¢
3U7 3.22 Wadniamsieuvssuesalulasasulnsaiaes




Reset
(56 00 26 00)

Y

Take Piclure

{56 00 36 01 00)

r
Read JPEG file size
{56 00 34 01 00}

Y

Read JPEG file content
(56 00 32 0C 00 0A 00 00 06-00 00 00 32 EG.00 FF)

4

{ - Stop taking picture )
|

e % 2 v
. (560036 0103)

d L3 o 14
3U% 3.23 Wadwinnsvinuveslugandes
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Tutayannmideudaya

v
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Fudeyavinnslusunsu RFID

A

wudayaingudoya

al

A

g ,.;:' - s \
A dentoyaifioins™s_ No

ey

o

5

VU
.

v

bLERFHT

Yes

{ uamwaﬁhuﬁﬂlﬁa

< L3 [ v =
JUT 3.24 Wadndanmsinnuvosladsaes
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unn 4
HAN1INAADY

4.1 NanISNAFdUNISYIN9IUVDY RFID
4.1.1 NSVNAFIUITUINNUASLNANEINY RFID

innsnedeulnetndnsdn@nwuiniuuu RFID 13.56MHz Read/Write Mifare
Module nansvnaaufilene 4 Jaya lu Sector 0 Block 0 'L“szﬂULa‘uumiLLawammwam FaUns
uiazluved serial Alaidniy Li’]"i)“lﬂ Serial Number 1u Byte 7 0-3 fia FC 1B C5 AC

Data
FC 1B C5 ACJSE 98 02 00 64 SE 85 98 45 90 39 07

3‘1.]171' 4.1 Data sector 0 block 0

4.1.2 myfadaaitldan RFD Tagldesddalaglay

RFID Reader fin1sfnsiadoansfiuudin vimsiadyimaaiusiv 1 fevn
TagSta luvfiudnsantuzvaauiin lneTndyauanesadladlalusu Volt/Div wirfu 2
Volt, Time/Div 1y 20 Tulasiunit iefiufindunayledyaandu “Low Level” §
211 0 Volt winlsifiusinitun dyaadldidu “Hich Level” Svun 3 Volt

PR S d <t o ‘
Tuilofiuvin Ul 4.3 dyaraadieliifudin

SUT 4.2 &y

2

NNTNNADIA “’zy 2794 RFID mnﬁmmmaaamiﬂmmﬂ Fevzdarsatnsun
Hafiléiie FC 1B C5 AC dyannufialdie Channel 1 Taflvn 2 Wudyeyru SDA (Serial
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o

Data line) Fuludyqadayavavualuddludilulasraulnsiass waz Channel 2 ({u

o U

s ot

drynyInuTRN SCL (Serial Clock line) Tadyanaannasadlaalay Usu Volt/Div wirfu 5
Volt, Time/Div wirfiu 200 lulasiunii

'\'Wll'-mih.. ﬂ
e i hm;r{ﬁn i qnm;rhmrmz 1Y 2 it

st Mn.mm,.

Channel 1 : dyrynos SDA (SR

Pl anani o S
'

B0 ey AR © R ﬂﬂlhfﬂll L] nl‘unm““;

_.Awg’w 7»,5, : 5; e
A:J ar
U a4 o zym’uaw'] SDA Wieuiu SCL mao‘uauamwu

M

Lﬁ@ﬁ'uﬁmsamﬁaﬁamsﬁuLLﬁnﬁnﬂwﬁmﬁ’wm RFID Tnel¥ Channel 1 3ol
11 2 (SDAUaE Channel 2 (SCL) Tndygyraianasadlaalay Usu Volt/Div vy 5 Volt,
Time/Div Wity 40 lulasTunit anedygias SDA agiinisiudsuulasaednein “High” lu
“Low” Turaueiians SCL Saanuzasin “High” \38naAIwiii dnmei3udy (START)
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Prevu

lChannel 1: E‘ftgl:yﬂm SDA

N S

T o P .-\,__-,._.‘,_._.\,..l

i PR S

hannel 2: dynyio scL | RREREE Pordas Edie

U 45 Fyn e SDA Wieuiu SCL Wleidunsdeans

' dl : - 1 dll o el u v s 4=1
duloduannsinnedpans N1 Indyeyaa RFID laalw Channel 1 Safivn

2 (SDAUaz Channel 2 (SCL) nduguainesadlaalal USu Volt/Div iy 5 Volt,

Lt 7]

Qs

. L I s = = = A:J — 173 I
Time/Div wirriu 10 Tulasiui anedygin SDA axiinisiUasuntatasinen “Low” U

=

“High” luvaugiiany SCL flanuzandn “High” Sunan1zili annzugn (STOP)

hannel 1: Aoy SDA

A A A A A I AN AT Pl it

hannel 2: dyryns SCL

A
ez
@987
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4.2 HanN1SYAEaUNADY
4.2.1 n1snadaundasnulusunsy LS-Y201

Tsunsudazilunsneaeundaalasnisdunmumztiu ¥10158mus Com
2 o l‘-'J 1 1 =
Port, Date=38400 UWaIMIANSIWNAD LAABNYUINNIN 320 x 240, Transfer Mode=0One
v . ol o ot vl el P
shot uaaaan Signal shot LWevINAISAUA WYL Naﬂﬁmaauﬁlmﬂagﬂwmaaaﬂm

T—— s vzol TN

Com Port r'."""”'"_]

(T~ |

Tases Style
@ 2205240 840400

Transfor Nods
@ One Shet 7 S17Byta ante
Dthars

e @y T R T

gﬂﬁ 4.7 vagsunasInulusunsy LS-Y201

4.2.2 nMsnadaundaenulusunsy Docklight

1049 nnsvnaay (ESENL5A) JPEG Camera Serial UART Interface &ae
lUsunsy LS- Y20l‘lu"l,mLgammam’[mmmamauamwauamsmauﬂaummﬂiuma’lwqu
dhuiernudrlefinniuddsTsunsy Docklight ’Lumsmammaﬂu‘[ma mmmm’[wmu
nsSuditoya sineg

Taevinn 3ieAn Com port Way Baud rate &1 Default baud rate sy
38400 bps, Parity = None, Data Bits = 8 Bits, Stop Bits = 1 ¥n1sAmunfdenazly
M udInaTuAnAs

1) Take Picture

2) Read JPEG file size

3) Read JPEG file content
4) Stop taking picture

PINHANTNARDIEIAIES Read JPEG file size 11JEJGIJJ¢1E1LWEJE]’]HW]‘UU’IGI°UEN
'ﬁ“llmwwmfﬂﬂ mnsﬂmwa’nﬂmma 0x32 OXEO
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thAveuIngUamie Wl uimualsifudds Read JPEG file content
itermualilugadedayarisumesnutluniain Tneazfmunld Address Budu winfu
0x00 0x00 fiagy dednds Read JPEG file AfmunAudlusiTuga arndulugavenou
nausne deyagunmiamiaifiunuy HEX File Fadoyagunmwaziiusiuiag OxFF 0xD8 uas
Unviesmie OxFF 0xD9

@ Dockiight V20 (Evali P
File Edit Run Toecls Help
DEEH&E »« A MR Yag

L= Commenurc shion port closed Colons?

Send Sequencet E 1

(2]

Send

ead JFEG fie size
Regd JPEG e content

5600 3 01 00
5600 34 01 00

5600360103

Sequence

56 00 32 0C 00 0A 00 00 00 00 00 00 32 E0.00 FF

Comminicshon
ASCIl HEX | Decensl | Binaiy |

/2013 09 4828183 (TK] - 56700 36 01 00

3
3
372
3

U 00 00 00 32 E0 Q0 FF

FF FE 00 24 41 0A BS 2D 00 O

00 FF DB 00 84 00 02 01 01
06 06 05 07 08 QA 09 071

Recerve Sequences

Active Hame Sequence Answet

iuduresglnm

'
@

Uﬁ 4.8 Ad4 Take Picture, Read JPEG file size/content kazn15noUN&U

Eal

yrRugAYB AN

gﬂﬁ 4.9 fda Stop taking picture Lagn15ABUAGU

4.3 wan1svadaulduasalulasaaulnsaiass
4.3.1 mMsiilourasening RFID fuvedalulasraulnsaass

Mnsmvtnsindnwiuy RFID wdwdsulusunsuluuedalulaspoulnsaiass
o = ! .
Waaaan1zA Serial Number



iBEATES2
iBEATERE
1BEATERE

1BEATESE
1BEAT&ESE
Da457LSE
DB4571%8

1BEATE92

’
4 COM3

Mifare
MiZare
MifZaze

Te
Mifare
Mifare
Mifaze

Mifare

K
4K
¥
¥
K
4K
L 4
L 1.4

3U#l 4.10 RFID iflerhuuesalalas

Mifare 4

Mifazre &

Noline endng. v [19200baud

—r

ApulnsaLaes

o

4.3.2 Ns\¥aNRasEuIanassiuvasnlulaspeulnsatans
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o -l « A -l s 1 7]

nmawsulusunsuvuvesalulasroulnsatass laelefin1ssuaianndns
UnAnwI Serial Number szdalilugandasvinnisdunmunetiu uavimuAvLIANN
160x120 wailldayla Serial Number fudeyagunmuuy HEX File

v Atosrdd Yoo le ending

v 15200 bxed ®
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A 1] a
4.3.3 nswausavasnlulasaaulnsaaasliviiansaanuuaa LCD

‘d 5 b 24 ;78 t 2 dy o
1) Ll.lEJ'N%‘SVN'EL’UUW'SE)NI‘UQ’IULLE'J LCD  aggum
"welcome to study"

PR R R E R R R R EEEEE A

g‘dﬁ 4.12 LCD waninaaanun welcome to study

2) ila LCD wanif191 "Good morning” visneflaiinisidn
LSeuYBItnAnw

‘gﬂﬁ 4.13 LCD uamnaoanu1 Good morning

A o o
3) uwansiledndnwviinisangguaslu Jpeg camera

gﬂﬁ 4.14 LCD uannaaony take a photo

. J o !
4) wait for uanailonminisaielouteyaly server




4.4 HANTEBNUUUFIUTBYA
L 8 J 2/
4.4.1 dedfayannuihivledidrdgudoyauazudansmaduniinivled

vinnsUeudayaadlunil monitorstu.thaiddns.com/data.php laewi
i Y o =Y 2 3
Aulwdsineg azairananlusunsy dreamweaver 8 uasifudeyaitindnwinsenidng
s1udoya Mysql uazazidendayauuansluniiiules

< momtorstuthaiddns.com
February 8, 2013, 3.18 pm
FWAINS FCIBCSAC
ANl @ W - wvang U
Ha-umanamimng wed tied
Ha- U WANAN I SonaM) Sadudes Totras
swatindnwy 22011230 wWwmlseddniaenun 1609900156293
AOLE Jasnssuanand MAT Svanws s raunng
el Wadut 120l ou saen w0 28230)

142285311 mtwana: auial Rvwaian 65000
Viatiaumitiduudn

132295 3.l Aaduanas s.alos soiwalan 65009
ayrinagag

wadivstiilnasas 0805046515

Submut Resel

= v faln v o o v kvl
UR 4.16 wiulednlddmiuileudeyaviann

df 13 = i £ 1 2/ 1 L7
LMBLEWIH‘U@HﬁLﬁiR]ﬂ@ Submit QBLW?QWHWI&‘IEU‘UQQUH%HW‘I

y o

b e monitorstu.thaiddns.com ib.php

5
succeed

rdsnrnwaasiinanun i

| 1@an1vie | nook JPG

[ Submit ] [ Reset |

UM 4.17 wihAuledlaguindne
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v 2 w Ry ] ¢ v g &
uvayavziiudeyantinAnwinsenlilumiivledudunulilud

0

<« & locathost
Za vl Goaw e andoansidandely e T ludosuabings
e + " !
[write )| ofusw SGLU [ afhetdn PHP | Bunti ) {
phpliscmin
48 Qg < operations
Bgana » Prntew (vath full texts) I asaan ]
rhid {1 -
:
thid (1 " O L T
m shudent il = agiie
L L sex hamet naimee Hs - wcard facuity department  disCipling  day  MOoAth  year  address  sddresspareal
25 1BHATE98 . ww anay  saxol 52001228 1100800705499 Swuegruanas!  Timetytay | fvamnuvay 8 frinan 2834 aEaa v oyl
Tur aenchana,athanan LW UWAS LAY
(333 R AR HCHY
ol &t AN
TRa nam
24 FCIBCEAC ww and Sasudee Tobes £2011230 150250015539F Smmnisd  Drmaaey  Duaateu 12 saen 2513 142295 u 1
Tond mUTERSY
a1l
sy adentan
aveaisn 65000
i 65000
€1 BCBCIFFS  wigyi mfen  Supawa Kanphet E2011327 1049900135980 Tmoapuaasd Ammawony  Twsmuan 28 funey 2933 291uf 201 uEades
o wiiontad WAL
ot Y BT 3w £4000
£4000

3
[
s

PRIAGHER

. locathost / localhost / te

s 3 L tocathost
Bhpideciredr:
a3 BB R B
sxudoua
test (6} :Yil
test (6)

nuUg

v

X_

Uil 4.19

L7

P = w ¢ v ¥
Untindnwinsanbituntivladud niulilud

g visvioiag: localhost » g 3 udaYO: TEST » [l @ 1%9 @ pic

T dlen  sbfesondia 27 SOL LEuas Réunsn [ o2pon  gEime
D) wamestilouy 0 - 2 (3 Wonwe, dremldinas 0 0011 Sunwd)
- @drdu SOL
SELECI®
RO
LAPNTT
Query resuits operauons
I' L STERY - POt viese (enth full texts) @ dsaan
Lt 30 uny darmtannin o
aulu wusuaw =] wardawaivnn 100 wHnd
VMusteuds  1usd =] | aesia
- _[_ . i images
o > 2% BLOE - 15 2 Alelud)
=7 P< 28 [BLOB - 11.58 Alatud]
= > 24 [BLOB - 25 @ Alalud)
T Aanivvoue f LanSanwan shdwshisfon > > o]
[uana 20 way Fusnunift o
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3/ d 2/ = d v &
doyamnulugrudeyaszfwuanindiivles

STUCENT x

€ _ monitorstuthaiddns.com LW dTi—

8/ 2/

D e
UM 4.20 wihuledifsteyaaingute

LAWY

wansayaTasinAnwiudazau

Ay AdNANLN

SHawin FCIBCSAC

fia e a0 a3

Name Sadudee Totree

swanindna 52011230 sWarasUseanum 1609900156393

At Imnssumans anin nsannay @i sanna
a1 Aa 12 aaai 2533

Viog 142295 11 @ ihuaaad adias avisaTan 63000
flagrinasas 1422053 1 ashunaas a.dlae asiwaian 65000
wasitustlnAsay 0803046515

v aeveioy February §, 2013, 3:21 pm

./

- v el v
Un 4.21 mhulednfedayauarsiangudeyauiuana

[V =
4.4.2 Han1InNadaun1ssuaAn RFID LWﬂlp‘ﬁqd Database

vimsdsdayaanniens RFID W1 serial port idanlulusunsy Microsoft
y = v va W . o 2 a o
Visual Studio 2010 #ldanwn c# Fouls '[mU‘Ua;Jua serial number LLaatﬁUﬂagawﬁuuw
vibilugudeyaudniuansiu vl
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1. MAIN FEATURES
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e Tag supported: Mifare 1K, Mifare 4K, Mifare UltraLight

e Auto detecting tag

e Integrated antenna

e 0 to 400 KHz bit-wide I*C-bus communication

e 4.5to0 7.0 VDC supply voltage

e Operating distance: Up to 60 mm, depending on tag

e Storage temperature: -40 °C ~ +85 °C

e Operating temperature: -20 °C ~+70 °C

e Dimension: 65 x 45 x 7 mm

e The TagSta pin at low level indicates tag in detective range, and high

level indicating tag out

http://www.stronglink.cn 3
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2. PINNING INFORMATION
i 234 '.'|> 25. Lmm 2.54mm
o 1t - @ -
UG ol
i £ 1111 5
O —— O ©) Lrmmen O
rMTTTT é{: L E
SLO18 Jan’06 Z SLO18 Jan’06
o 2imim
45mm
HOLE Dia. = 2.5mm, x 4
PIN | SYMBOL TYPE DESCRIPTION
Tag detect signal
1 TagSta Output low level indicating tag in
high level indicating tag out
2 SDA Input/Output Serial Data Line
3 SLC Input Serial Clock Line
4 NCE PWR Power Supply
5 GND PWR Ground

http://www.stronglink.cn




StrongLink SLO018
3. DEVICE OPERATION

3-1. CLOCK AND DATA TRANSITIONS:

The SDA pin is normally pulled high with an external device. Data on the SDA pin may
change only during SCL low time periods. Data changes during SCL high periods will
indicate a start or stop condition as defined below.

l»}} = rrd

jai o el
|
|

ke glwl!n (o

clinck bk mwek Krw wihtls

I 1 \
| byl iste o
| |
I (I

LR CTRTH ST T IS |

I
s m R AR & l l Ny, r“m
$ 2 R - v [} 9 1 2 3-8 5 o
L= o, Le]
ART STGP or
o _mu‘ el STRIET
¥A 1K e nilon

!
MEITAL

Data bansfer on he FC-bus

3-2. START CONDITION
A high-to-low transition of SDA with SCL high is a start condition which must precede any
other command

3-3. STOP CONDITION
A low-to-high transition of SDA with SCL high is a stop condition.

& 3 ATOP candtian
START cantingn i YT o e

START and STOP eanditiors

3-4. ACKNOWLEDGE

All addresses and data words are serially transmitted to and from the SLO18 in 8-bit words.
The SLO18 sends a zero to acknowledge that it is not busy,and has received each word.
This happens during the ninth clock cycle.
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3-5. BUSY STATE
When the SL018 has received command, then don’t acknowledge IIC bus until ends with
the card communication.

e N1/ X X X7/

| | nul sckmow ange

CeT 8 TRUT I 2

Ry RFLFIVFR | |

LY

| | aknowcoge *

ECLFROM
MASTER T 1 2N 8 §
L5 t
e cloch puse ‘o
HTHIY

wrknawkecgeren|
onon o
msceer

Acknowd edge on the °C-bus,

3-6. DEVICE ADDRESSING

The SL018 devices require an 8-bit device address word following a start condition to enable the chip for a
read or write operation.

The device address word consists of 7 bits addressing and 1 bit operation select bit.

The first 7 bits are the SLO18 addressing, is 1010000

The eighth bit of the device address is the read/write operation select bit. A read operation

is initiated if this bit is high and a write operation is initiated if this bit is low.

ush Ls0

N | s

shaws i ess
Wi e

The first byle after the START procedure

3-7. WRITE OPERATIONS
The host device send a command(refer chapter 4) to SL0O18 via write operation, then SL018
will carry out the order that receive. Finished time according to different order

’f ﬁ
A |
R DEYICE T
T

7
ADDRESS € Command Code Data () ﬁ)ﬂ"_‘;“_{ﬂ_’_‘g
SUAUNED‘Lﬂi[ll![lll]IllIl:lllill!Illllllll - n
A ;
K K

=
-z
AOe
Q>

A
c
I] K

3-8. READ OPERATIONS
The host device passes to read the operation gets the order carries out the result

]

R
] : '
I'| DEYICE A Q
sooREss D P
' | L A T B (A A e | I—I—T_h ‘1—| ['rﬁ“r‘l"l'_'—l (R T I i
qm“r‘? U U | | { I il L1 1 1.1 I LA L i L 1.1 l LA L L L L A LA 1 L 1. 1 [}

5% 3 Len 2 Lommand Lode § Status ¢ Dmaw E ~ Data (n)
H WK K K K K

o
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4. COMMAND DESCRIPTION

4-1. FORMAT
Host Write Command to SL018:

| Address | Len | Command | Data |

Address: 1 byte, 0xAO0

Len: Byte length counting from Command Code to the last byte of the data,
1 byte.

Command: Command Code, 1 byte.

Data: Data, variable length depends on the command type.

Host Read The Result:

| Address | Len | Command | Status I Data |

Address: 1 byte, 0xAl

Len: Byte length counting from Command Code to the last byte of the data,
1 byte.

Command: Command Code, 1 byte

Status: Command status, 1 byte

Data: Data, variable length depends on the command type.

http://www.stronglink.cn
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4-2. COMMAND OVERVIEW
Command | Description

0x01 Select Mifare card

0x02 Login to a sector

0x03 Read a data block

0x04 Write a data block

0x05 Read a value block

0x06 Initialize a value block

0x07 Write master key (key A)
0x08 Increment value

0x09 Decrement value

0x0A Copy value

0x10 Read a data page (ultra light)
0x11 Write a data page (ultra light)
0x40 Control the red led

0xFF Reset

STATUS OVERVIEW

Status Description BN R e B o
0x00 Operation succeed

0x01 No tag

0x02 Login succeed

0x03 Login fail

0x04 Read fail

0x05 Write fail

0x06 Unable to read after write
0x0A Collision occur

0x0C Load key fail

0x0D Not authenticate

0x0E Not a value block

http://www.stronglink.cn
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4-3. COMMAND LIST

4-3-1. Select Mifare card
Host Write:
| Len |0x01 |
Host Read:
[Len [0x01 [Status | UID | Type |
Status: 0x00:  Operation succeed
0x01: Notag
0x0A: Collision occur
UID:  The uniquely serial number of Mifare card,
4 bytes for Mifare 1k & Mifare 4k, 7 bytes for UltraLight & DesFire
Type: 0x01: Mifare Standard 1K card
0x02: Mifare Pro card
0x03: Mifare UltraLight card
0x04: Mifare Standard 4K card
0x05: Mifare ProX card
0x06:  Mifare DesFire card

4-3-2. Login to a sector
Host Write:
| Len | 0x02 | Sector | Type | Key |
Sector: Sector need to login
Type: Key type (OxAA: authenticate with KeyA, 0xBB: authenticate with KeyB)
Key:  Authenticate key, 6 bytes
Host Read:
|Len |0x02 | Status |
Status: 0x02: Login succeed
0x01: No tag
0x03:  Login fail
0x0C: Load key fail

4-3-3. Read a data block
Host Write:
[Len |0x03 |Block |
Block: The block number to be read, 1 byte
Host Read:
I [.en I 0x03 | Status I Data |
Status: 0x00: Operation succeed
0x04: Read fail
0x0D: Not authenticate
0x01: No tag
Data:  Block data returned if operation succeeds, 16 bytes.
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4-3-4. Write a data block
Host Write:
[Len |0x04 [Block |Data |
Block: The block number to be written, 1 byte.
Data:  The data to write, 16 bytes.
Host Read:
rLen | 0x04 I Status | Data |
Status: 0x00:  Operation succeed
0x01: No tag
0x05:  Write fail
0x06: Unable to read after write
0x07: Read after write error
0x0D: Not authenticate
Data:  Block data written if operation succeeds, 16 bytes.

4-3-5. Read a value block
Host Write:
[Len |0x05 [Block |
Block: The block number to be read, 1 byte.
Host Read:
|Len |[0x05 | Status | Value |
Status: 0x00: Operation succeed
0x01:  No tag
0x04: Read fail
0x0D: Not authenticate
0x0E:  Not a value block
Value: Value returned if the operation succeeds, 4 bytes.

4-3-6. Initialize a value block
Host Write:
| Len I 0x06 | Block ] Value ]
Block: The block number to be initialized, 1 byte.
Value: The value to be written, 4 bytes.
Host Read:
] Len |0x06 | Status | Value |
Status: 0x00: Operation succeed
0x01: Notag
0x05:  Write fail
0x06: Unable to read after write
0x07: Read after write error
0x0D: Not authenticate
Value: Value written if the operation succeeds, 4 bytes.

http://www.stronglink.cn 10
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4-3-7. Write master key (KeyA)
Host Write:
I Len I 0x07 | Sector | Key |
Sector: The sector number to be written, 1 byte.
Key:  Authentication key, 6 bytes
Host Read:
[Len |0x07 [ Status | KeyJ
Status: 0x00: Operation succeed
0x01: No tag
0x05:  Write fail
0x0D: Not authenticate
Key:  Authentication key written if the operation succeeds, 6 bytes.

4-3-8. Increment value
Host Write:
[Len |0x08 | Block [ Value ]
Block: The block number to be increased, 1 byte.
Value: The value to be increased by, 4 bytes.
Host Read:
| Len I 0x08 ] Status | Value |
Status: 0x00:  Operation succeed
0x01: No tag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0x0E: Not a value block
Value: The value after increment if the operation succeeds, 4 bytes

4-3-9. Decrement value
Host Write:
| Len I 0x09 rBlock | Value |
Block: The block number to be decreased, 1 byte
Value: The value to be decreased by, 4 bytes
Host Read:
[Len | 0x09 | Status l Value J
Status: 0x00: Operation succeed
0x01: No tag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
0xOE: Not a value block
Value: The value after decrement if the operation succeeds, 4 bytes

http://www.stronglink.cn 11
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4-3-10. Copy value

Host Write:
[Len |0x0A [Source [ Destination |
Source: The source block copy from, 1 byte

Destination: The destination copy to, 1 byte
The source and destination must in the same sector
Host Read:
[ Len | 0x0A | Status | Value |
Status: 0x00:  Operation succeed
0x01: No tag
0x05:  Write fail
0x06: Unable to read after write
0x0D: Not authenticate
OxOE: Not a value block (Source)
Value: The value after copy if the operation succeeds, 4 bytes

4-3-11. Read a data page (UltraLight)
Host Write:
| Len I 0x10 I Page |
Page: The page number to be read, 1 byte
Host Read:
| Len l 0x10 | Status | Data |
Status: 0x00:  Operation succeed
0x01: Notag
0x04: Read fail
Data:  Block data returned if operation succeeds, 4 bytes.

4-3-12. Write a data Page (UltraLight)
Host Write:
I Len I Ox11 | Page | Data ]
Page: The page number to be written, 1 byte.
Data:  The data to write, 4 bytes.
Host Read:
| Len |0x11 | Status | Data ]
Status: 0x00: Operation succeed
0x01: Notag
0x05:  Write fail
0x06: Unable to read after write
0x07: Read after write error
Data:  page data written if operation succeeds, 4 bytes.

http://www.stronglink.cn 12
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4-3-13. Control Red Led
Host Write:
|Len |0x40 [ Code |
Code: 0 command red led turn off , other red led turn on, 1 byte
Host Read:
| Len I 0x40 | Status |
Status: 0x00: Operation succeed

4-3-14. Reset
Host Write:

| Len | OXFF |
No return

http://www.stronglink.cn 13
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1 FEATURES

1.1 MIFARE® RF Interface (ISO/IEC 14443 A)

e Contactless transmission of data and supply
energy (no battery needed)

e Operating distance: Up to 100mm (depending
on antenna geometry)

e Operating frequency: 13.56 MHz

o Fast data transfer: 106 kbit/s

e High data integrity: 16 Bit CRC, parity, bit
coding, bit counting

e True anticollision

e Typical ticketing transaction: < 100 ms (including
backup management)

1.2 EEPROM

e 1 Kbyte, organized in 16 sectors with 4 blocks of
16 bytes each (one block consists of 16 byte)

e User definable access conditions for each
memory block

e Data retention of 10 years.

e Write endurance 100.000 cycles

1.3 Security

Mutual three pass authentication (ISO/IEC
DIS9798-2)

Data encryption on RF-channel with replay
attack protection

Individual set of two keys per sector (per
application) to support multi-application with key
hierarchy

Unique serial number for each device
Transport key protects access to EEPROM on
chip delivery
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2 GENERAL DESCRIPTION

Philips has developed the MIFARE® MF1 IC S50 to
be used in contactess smart cards according to
ISO/IEC  14443A. The communication layer (
MIFARE® RF Interface) complies to parts 2 and 3 of
the ISO/IEC 14443A standard. The security layer
sports the field-proven CRYPTO1 stream cipher for
secure data exchange of the MIFARE® Classic
family.

2.1 Contactless Energy and Data Transfer

In the MIFARE® system, the MF1 IC S50 is connec-
ted to a coil with a few turns and then embedded in
plastic to form the passive contactless smart card.
No battery is needed. When the card is positioned in
the proximity of the Read Write Device (RWD)
antenna, the high speed RF communication
interface allows to transmit data with 106 kBit/s.

2.2 Anticollision

An intelligent anticollision function allows to operate
more than one card in the field simultaneously. The
anticollision algorithm selects each card individually
and ensures that the execution of a transaction with
a selected card is performed correctly without data
corruption resulting from other cards in the field.

2.3 User Convenience

The MIFARE® system is designed for optimal user
convenience. The high data transmission rate for
example allows complete ticketing transactions to be
handled in less than 100 ms. Thus, the

MIFARE® card user is not forced to stop at the RWD
antenna leading to a high throughput at gates and
reduced boarding times onto busses. The MIFARE®
card may also remain in the wallet during the
transaction, even if there are coins in it.

2.4 Security

Special emphasis has been placed on security
against fraud. Mutual challenge and response
authentication, data ciphering and message
authentication checks protect the system from any
kind of tampering and thus make it attractive for

ticketing applications. Serial numbers, which can not
be altered, guarantee the uniqueness of each card.

2.5 Multi-application Functionality

The MIFARE® system offers real multi-application
functionality comparable to the features of a
processor card. Two different keys for each sector
support systems using key hierarchies.

MIFARE® card

antenna

Energy
44—

Data

MIFARE® card reader

MF1 1C S50 chip /
embedded into a module

4 turns wire coil /
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2.6 Delivery Options

o Die on wafer
e Bumped die on wafer
e Chip Card Module

3 FUNCTIONAL DESCRIPTION
3.1 Block Description

The MF1 IC S50 chip consists of the 1 Kbyte
EEPROM, the RF-Interface and the Digital Control
Unit. Energy and data are transferred via an
antenna, which consists of a coil with a few turns
directly connected to the MF1 IC S50. No further
external components are necessary. (For details on
antenna design please refer to the document
MIFARE® Card IC Coil Design Guide.)

RF-Interface:

— Modulator/Demodulator

— Rectifier

— Clock Regenerator

— Power On Reset

- Voltage Regulator

Anticollision: Several cards in the field may be
selected and operated in sequence
Authentication: Preceding any memory
operation the authentication procedure ensures
that access to a block is only possible via the
two keys specified for each block

Control & Arithmetic Logic Unit: Values are
stored in a special redundant format and can be
incremented and decremented
EEPROM-Interface

Crypto unit: The field-groven CRYPTO1 stream
cipher of the MIFARE™ Classic family ensures a
secure data exchange

EEPROM: 1 Kbyte are organized in 16 sectors
with 4 blocks each. A block contains 16 bytes.
The last block of each sector is called “trailer”,
which contains two secret keys and
programmable access conditions for each block
in this sector.

Digital Control Unif

RF-Interface

Anti-
collision

Control & ALU ERPROM

Authenti-
antenna cation

EEPROM-
Interface

Crypto
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3.2 Communication Principle

The commands are initiated by the RWD and con-
trolled by the Digital Control Unit of the MF1 IC S50
according to the access conditions valid for the
corres-ponding sector.

3.2.1 REQUEST STANDARD / ALL

After Power On Reset (POR) of a card it can answer
to a request command - sent by the RWD to all
cards in the antenna field - by sending the answer to
request code (ATQA according to ISO/IEC 14443A).

3.2.2 ANTICOLLISION LOOP

In the anticollision loop the serial number of a card is
read. If there are several cards in the operating
range of the RWD, they can be distinguished by
their unique serial numbers and one can be selected
(select card) for further transactions. The unselected
cards return to the standby mode and wait for a new

request command.
3.2.3 SELECT CARD

With the select card command the RWD selects one
individual card for authentication and memory rela-
ted operations. The card returns the Answer To Se-
lect(ATS) code (= 08h), which determines the type of
the selected card. Please refer to the document
MIFARE® Standardised Card Type Identification
Procedure for further details.

3.2.4 3 PASS AUTHENTICATION

After selection of a card the RWD specifies the
memory location of the following memory access
and uses the corresponding key for the 3 pass
authentication procedure. After a successful authen-
tication all memory operations are encrypted.

POR Transaction Sequence

v v v
Request Standard Request All

Anticollision Loop
Get Serial Number

< <4-

Select Card

Y
3 Pass Authentication
sector specific

v
i
(R T T T |

—

Typical Transaction Time

Identification and Selection

Procedure

3 ms without collision

+ 1 ms for each collision

Authentication Procedure
v 2ms

Memory Operations

2.5ms read block

- Decre-| | Incre- Re-
Read | [ Write | | ment | | ment | | store Halt
Block Block
i ¢ Transfer

6.0 ms write block
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3.2.5 MEMORY OPERATIONS

After authentication any of the following operations
may be performed:

e Read block

* Write block

e Decrement: Decrements the contents of a block
and stores the result in a temporary internal
data-register

* Increment: Increments the contents of a block
and stores the result in the data-register

* Restore: Moves the contents of a block into the
data-register

e Transfer: Writes the contents of the temporary
internal data-register to a value block

3.3 Data Integrity

Following mechanisms are implemented in the

contactless communication link between RWD and
card to ensure very reliable data transmission:

e 16 bits CRC per block

e Parity bits for each byte

¢ Bit count checking

e Bit coding to distinguish between "1", "0", and no
information

e Channel monitoring (protocol sequence and bit
stream analysis)

3.4 Security

To provide a very high security level a three pass
authentication according to ISO 9798-2 is used.

3.4.1 THREE PASS AUTHENTICATION
SEQUENCE

a) The RWD specifies the sector to be accessed
and chooses key A or B.

b) The card reads the secret key and the access
conditions from the sector trailer. Then the card
sends a random number as the challenge to the
RWD (pass one).

c) The RWD calculates the response using the
secret key and additional input. The response,
together with a random challenge from the
RWD, is then transmitted to the card (pass
two).

d) The card verifies the response of the RWD by
comparing it with its own challenge and then it

calculates the response to the challenge and
transmits it (pass three).

e) The RWD verifies the response of the card by
comparing it to its own challenge.

After transmission of the first random challenge the
communication between card and RWD is
encrypted.

3.5 RF Interface

The RF-interface is according to the standard for
contactless smart cards ISO/IEC 14443A.

The carrier field from the RWD is always present
(with short pauses when transmitting), because it is
used for the power supply of the card.

For both directions of data communication there is
only one start bit at the beginning of each frame.
Each byte is transmitted with a parity bit (odd parity)
at the end. The LSB of the byte with the lowest
address of the selected block is transmitted first. The
maximum frame length is 163 bits (16 data bytes + 2
CRC bytes =16 * 9 + 2 * 9 + 1 start bit).
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3.6 Memory Organisation

The 1024 x 8 bit EEPROM memory is organized in In the erased state the EEPROM cells are rea1d asa
16 sectors with 4 blocks of 16 bytes each. logical “0”, in the written state as a logical “1”.

Byte Number within a Block
Sector | Block | o [1[2[3[4|5[6]7[8]9]10[11]12]13]14]15 Description
18 <! Key A Access Bits Key B Sector Trailer 15
2 Data
1 Data
0 Data
14 3 Key A Access Bits Key B Sector Trailer 14
2 Data
1 Data
0 Data
1 3 Key A Access Bits Key B Sector Trailer 1
2 Data
1 Data
0 Data
0 3 Key A Access Bits Key B Sector Trailer 0
2 Data
1 Data
o] [T Rl el - S ) [ e

! Valid for Manufacturer ID of Philips Semiconductors since 1998
(x2h).
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3.6.1 MANUFACTURER BLOCK

This is the first data block (block 0) of the first sector
(sector 0). It contains the IC manufacturer data. Due
to security and system requirements this block is

write protected after having been programmed by
the IC manufacturer at production.

MSB

LSB

x | x | 24" X s="0

Manufacturer ID for Philips
Semiconductors since 1998 (x2h)

1[0]

Byte| 0 [1|2[3[4[5]6]7][8]9[10[11[12]13][14[15]
Serial Number Manufacturer Data
Check Byte

3.6.2 DATA BLOCKS

All sectors contain 3 blocks of 16 bytes for storing
data (Sector 0 contains only two data blocks and the
read-only manufacturer block).

The data blocks can be configured by the access
bits as

e read/write blocks for e.g. contactless access
control or

value blocks for e.g. electronic purse applica-
tions, where additional commands like increment
and decrement for direct control of the stored
value are provided.

An authentication command has to be carried out

before any memory operation in order to allow
further commands.

3.6.2.1 Value Blocks

The value blocks allow to perform electronic purse
functions (valid commands: read, write, increment,

decrement, restore, transfer).

The value blocks have a fixed data format which
permits error detection and correction and a backup
management.

A value block can only be generated through a write
operation in the value block format:

Value: Signifies a signed 4-byte value. The
lowest significant byte of a value is stored in the
lowest address byte. Negative values are stored
in standard 2's complement format. For reasons
of data integrity and security, a value is stored
three times, twice non-inverted and once
inverted.

Adr: Signifies a 1-byte address, which can be
used to save the storage address of a block,
when implementing a powerful backup manage-
ment. The address byte is stored four times,
twice inverted and non-inverted. During incre-
ment, decrement, restore and transfer
operations the address remains unchanged. It
can only be altered via a write command.

Byte Number [0 [1[2 ] 3

45|67

819 [10[11]12 14 (15

Description Value

Value

Value Adr | Adr | Adr | Adr

10
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3.6.3 SECTOR TRAILER (BLOCK 3)

Each sector has a sector trailer containing the

e secret keys A and B(optional), which return logi-
cal “0"s when read and

* the access conditions for the four blocks of that
sector, which are stored in bytes 6..9. The
access bits also specify the type (read/write or
value) of the data blocks.

If key B is not needed, the last 6 bytes of block 3 can
be used as data bytes.

Byte 9 of the sector trailer is available for user data.
For this byte apply the same access rights as for
byte 6, 7 and 8.

Byte Number [0 [1[2[3[4]5

6| 7[8]9[10[11]12]13]14]15

Description Key A

Access Bits Key B (optional)

11
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3.7 Memory Access

Before any memory operation can be carried out, The possible memory operations for an addressed

the card has to be selected and authenticated as block depend on the key used and the access

described previously. conditions stored in the associated sector trailer.
POR

Change of Sector

Y

i
L Identification and Selection Procedure

v
Authentication Procedure L]

New Command without

Change of Sector = 1 H

Y
Memory Operations

Value Block
Read, Write, Increment, Decrement, Transfer, Restore

Read/Write Block

Read, Write
Memory Operations
Operation Description Valid for Block Type
Read reads one memory block read/write, value and sector trailer
Write writes one memory block read/write, value and sector trailer
Increment increments the contents of a value

block and stores the result in the
internal data register

Decrement decrements the contents of a value
block and stores the result in the
internal data register

Transfer writes the contents of the internal | value
data register to a block
Restore reads the contents of a block into | value

the internal data register

12
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3.7.1 ACCESS CONDITIONS

The access conditions for every data block and
sector trailer are defined by 3 bits, which are stored
non-inverted and inverted in the sector trailer of the
specified sector.

The access bits control the rights of memory access
using the secret keys A and B. The access
conditions may be altered, provided one knows the
relevant key and the current access condition allows
this operation.

Note: In the following description the access bits are
mentioned in the non-inverted mode only.

The internal logic of the MF1 IC S50 ensures that
the commands are executed only after an authen-
tication procedure or never.

Access Bits | Valid Commands Block |Description
C15C2,C3; |read, write — 3 sector trailer
C1,C2, C3, |read, write, increment, decrement, transfer, restore| — 2 data block
C1,C2, C3; |[read, write, increment, decrement, transfer, restore| — 1 data block
C1,C2,C3, |read, write, increment, decrement, transfer, restore| — 0 data block

Byte Number [0 [1[23[4]5]6[7][8]9[10[11]12[13][14]15]
Key A Access Bits Key B (optional)
Bit 7 6 5 < 3 2 1 0
Byte6 | | T2 [ w [T [T [ of [°f [T [T ]
Bvte7 | | co N\ [N LIAAN]\SE 75 | © | ©, |
Byte 8 | | ©3 | 3, wmge Tl ke®® | C2, | c2 [ cz |
Byte 9 | | I l | | | | | |

Note: With each memory access the internal logic
verifies the format of the access conditons. If it
detects a format violation the whole sector is
irreversible blocked.

13
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3.7.2 ACCESS CONDITIONS FOR THE SECTOR
TRAILER

Depending on the access bits for the sector trailer
(block 3) the read/write access to the keys and the
access bits is specified as ‘never’, ‘key A’, 'key B’ or
key A|B’ (key A or key B).

On chip delivery the access conditions for the sector

trailers and key A are predefined as transport con-
figuration. Since key B may be read in transport
configuration, new cards must be authenticated with
key A.

Since the access bits themselves can also be
blocked, special care should be taken during
personalization of cards.

Access bits Access condition for Remark
KEYA Access bits KEYB
C1|C2|C3| read | write | read | write | read | write
O | O O | never | key A | key A | never key A | key A |Key B may be read
0| 1] 0 | never | never | key A | never | key A | never |Key B may be read
11 0 O [ never | keyB key | never | never | key B
AlB 7
1 11 O | never | never | key | never | never | never
AlB
O 0| 1 |never | key A| key A | key A | key A key A [Key B may be read,
transport configuration
0 1| 1] never | keyB key | keyB | never | key B
AlB
11 0| 1 | never | never | key | keyB | never | never
A|B
1 1 1 | never | never | key | never | never | never
A|B

Note: the grey marked lines are access conditions
where key B is readable and may be used for data.

14
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3.7.3 ACCESS CONDITIONS FOR DATA BLOCKS

Depending on the access bits for data blocks (blocks
0...2) the read/write access is specified as ‘never’,
‘key A’, ‘key B’ or ‘key A|B' (key A or key B). The
setting of the relevant access bits defines the
application and the corresponding applicable
commands.

¢ Read/write block: The operations read and write
are allowed.

e Value block: Allows the additional value
operations increment, decrement, transfer und
restore. In one case (‘001') only read and
decrement are possible for a non-rechargeable
card. In the other case (‘110’) recharching is
possible by using key B.

e Manufacturer block: The read-only condition is
not affected by the access bits setting!

e Key management: In transport configuration key
A must be used for authentication' .

Access bits Access condition for Application
C11C2 |08 read write increment | decrement,
transfer,
restore
0| 0| 0| keyAB' key A|B' key AB' key A|B' |transport configuration
0| 1] 0| keyAB' never never never read/write block
11 @) @ key A|B' key B' never never read/write block
BN key A|B' key B' key B' key A|B" | value block
gl ol 1 key A|B' never never key AB' |value block
BJ 114 key B' key B' never never read/write block
1 o 1 key B’ never never never read/write block
1 1 1 never never never never read/write block

! if Key B may be read in the corresponding Sector Trailer it
cannol serve for authenticalion (all grey marked lines In previous
lable). Consequences: If the RWD tries to authenticate any block
of a sector with key B using grey marked access conditions, the
card will refuse any subsequent memory access after
authentication.

15
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4 DEFINITIONS

Data sheet status

Objective specification | This data sheet contains target or goal specifications for product development.

Preliminary specification | This data sheet contains preliminary data; supplementary data may be
published later.

Product specification | This data sheet contains final product specifications.

Limiting values

Limiting values given are in accordance with the Absolute Maximum Rating System (IEC 134). Stress
above one or more of the limiting values may cause permanent damage to the device. These are stress
ratings only and operation of the device at these or at any other conditions above those given in the
Characteristics section of the specification is not implied. Exposure to limiting values for extended
periods may affect device reliability.

Application information

Where application information is given, it is advisory and does not form part of the specification.

5 LIFE SUPPORT APPLICATIONS

These products are not designed for use in life support appliances, devices, or systems where malfunction of
these products can reasonably be expected to result in personal injury. Philips customers using or selling
these products for use in such applications do so on their own risk and agree to fully indemnify Philips for
any damages resulting from such improper use or sale.

16
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6 REVISION HISTORY

Table 1 Functional Specification MF1 IC S50 Revision History

REVISION | DATE | CPCN | PAGE DESCRIPTION

5.0 1199 New Layout:
Revised. Includes MF1 IC S50 05 silicon.

1.0 - Initital version.
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1.Introduction

LS-Y201-Infrared is LinkSprite’s new generation serial port camera
module. It can captures high resolution pictures using the serial port. LS-
Y201-infrared is a modular design that outputs JPEG images through
UART, and can be easily integrated into existing design. The infrared
feature has a built-in sensor to sense the ambient light and will
automatically turn on the infrared LED.

2.Specification

VGA/QVGA/160*120 resolution

Support capture JPEG from serial port

Default baud rate of serial port is 38400

DC 3.3V or 5V power supply

Size 32mm X 32mm

Current consumption: 80-100mA, 200mA when infrared LED is on.

~oooom

3. Application

Different image capture systems
Environmental monitoring
Industry monitoring

Medical equipment

Video phone

Security

Vehicle based GPS

@~ oooom
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4. Interface definition

Name descriptions
RED RXD (IN)
Brown TXD( OUT)
Purple GND
Gray 5V DC

Default baud rate is 38400 bps.
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4.Communication Protocol

1.

Reset
Command (HEX) Return (HEX)
56 00 26 00 76 00 26 00

2. Take picture

Command (HEX) Return (HEX)

56 00 36 01 00 76 00 36 00 00

3. Read JPEG file size

Command (HEX) Return (HEX)

56 00 34 01 00 76 00 34 00 04 00 00 XH XL

XH XL is the file length of JPEG file, MSB is in the front, and followed
by LSB.

Read JPEG file content

JPEG file starts with FF D8 and ends with FF D9.

To read the JPEG file, always starts with address 00 00,and choose a
chunk size that are an integer times of 8, and read the chunk many
times until reds FF D9 which indicates the end of the JPEG file.

Command(HEX)

56 00 32 0C 00 OA 00 00 MH ML 00 00 KH KL XX XX

Return (HEX)

76 00 32 00 00 CIntervaltime) FFD8 . o o ...... o o o (Interval time)
76 00 32 00 00

(Interval time) = XX XX*0.01mS XX XX are recommended to be 00 0A

00 00 MH ML.: Starting address

00 00 KH KL: Length of JPEG file

MSB first, and LSB last
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5.

6.

Stop taking pictures

Command (HEX)

Return (HEX)

56 00 36 01 03 76 036 00 00
Compression Ratio
Command (HEX) Return (HEX)

56 03105010112 04 XX

XX: 0X00 to OXFF

1

Image size

Command (HEX)

Return (HEX)

56 00 310504 01001911 (320*240)

76 00 31 00 00

56 00 31 0504 01 00 19 00 (640*480)

76 00 31 00 00

56 00 310504 0100 1922 (160*120)

76 00 31 00 00

After changing the image size, it is needed to reset or power cycle.

Power Saving

Entering Power Saving
Command (HEX)

Return (HEX)

56 00 3E 03 00 01 01

76 00 3E 00 00

Exiting Power Saving
Command (HEX)

Return (HEX)

56 00 3E 03 00 01 00

76 0 3E 00 00

Chang baud rate

Command (HEX) Return (HEX)
56 00 24 03 01 XX XX 76 00 24 00 00
XX XX Data Rate
AEC8 9600

56 E4 19200

2A F2 38400

1C 4C 57600

0D A6 115200

5/9

76 00 31 00 00 XX (XX normally is 36)




www.linksprite.com

Notes:

sl

. The starting read address must be integer times of 8.
2. When multiple cameras are used, XX of 56 XX 36 01 00 is the device
ID.
3. Ifthe UART is RS232 level. If want to connected to MCU, please add a
level shifter or remove MAX232IC. RS232 level is used in the module
as the communication distance of raw UART cannot be longer than 1
meter.
4. When powered on, serial port will output the following message
actively:
Ctrl infr exist
User-defined sensor
625
Init end

The host only needs to determine when “Init end” (36 32 35 0D 0A
49 6E 69 74 20 65 6E 64 0D 0OA ) is received. After “Init end” is
received, the host can send the take picture command after waiting
for another 2-3 seconds.

5.Program flow chart

Initialization:
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Camera Power On

Initend (36 32 35 0D OA 49 6E
6974 2065 6E 64 0D 0A ?

3

Delay 2-3 seconds, and send_
take picture command

Capture a JPEG picture:
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%

Take Picture

Send: 56 00 36 01 00
Return: 76 00 36 00 00

v

Send: 56 00 34 01 00
Return: 76 00 34 00 00

4

Send: 56 0032 0C000A00 |
00 MH ML 00 00 KH KL XX XX ’

T |

Read Next Frame of
Receive FF D9? Data

|
¥

Send: 56 00 36 01 03
Receive: 76 00 36 00 00

END
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