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ABSTRACT

To protect business network against potential threats, Information and application that
are retrieved and transmitted network without protection which could possibly fall
victims to a variety of attacks. Attacks such as these can hinder connectivity, slow the
processing of network traffic into bottlenecks, and even potentially cause serious and
difficulty damage encugh to crash an entire system. Therefore, we have researched
the means of network protection and analysis in the Organization and we named it
“Enterprise Network security”. This means can prevent attackers and limit an user who
connecting via internet to gain access to private network. In addition to, businesses are
provided the preventative real-time protection they need to maintain a high
availability, effective information transmission. With Enterprise Network security,
malicious threats can be blocked using Antivirus Software and firewall to prevent these
before they cause disruptions. In case of attackers gain access, security measures are

able to detect the intrusion and eliminate it before it causes any server damage.
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2.1 Network Based Firewall
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2.1.3 Application Firewall
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2.1.4 Application-Proxy Gateway
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2.1.6 Virtual Private Networking
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2.1.8 Unified Threat Management (qﬁLSN(UTM))
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2.1.11 Next Generation Firewall
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2.2 Firewalls for Individual Host and Home Network
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2.4.1 Network Layout with Firewalls
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2.4.3 Architecture with Multiple of Firewalls
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2.5 Firewalls Policy
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2.5.2 Policies Based on Applications
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2.6 Intrusion Detection and Prevention Systems
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2.6.1 Network-Based Intrusion Detection System
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2.6.2 Host-Based Intrusion Detection System
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2.7.1 Signature-Based Detection
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2.7.2 Anomaly-Based Detection

lofilea Mnasnisasasldaiifauazasinasudayainligniies wielnunfiFunds
pusilad-lua AlvAtu (Anomaly-Based Detection)
Wilvsslenddmiumsnsaeunisanasilddesnisuarliduiizdnlasaniz sndaedn

Wy aualad-lud (Anomaly-Based) azmsrvasulefiunaiinindasuuuy duldainisn

a53vdeuIiuRngULUUlRsawIEng wiiuansaseylediaung

2.7.3 Stateful Protocol Inspection
awvyadlusinaeaduaidady Aangdu susdad-uadivmedu widuasinsied
N15351957eL35A Uay suanasmewes wazflduulnaaniy ennsalaiwennaiadu

Bes T auedad-wafwatuldaiuisonsiale

2.8 Intrusion Prevention System
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2.14.1 IP Setting
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2.14.3 Intrusion Protection
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2.16 Configuration On ClearOS
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Editing a Group Policies n&sa1nifin nguulouneliadnd confisure policy vile
Jsumasiern Tnpasiivanavideliusuaied
General Setting
Sensitivity Level 1dun1saugialiusu phrase filter sensitivity CREIC FIEET 21
sensitivity Wilsdeiliulaiddendasinang onaasvinlrignlafusie
PICS Level mmgmmaaﬁutmaéLﬁmﬁIﬁﬁszuuLﬁawnL%U‘Lfﬁﬁm'ﬁﬁ%ﬁh%ﬁq%ﬁ
Arwdyreaivledsosnmaviloufuivlediguaiaies Taeviiluude astusiililldeld
U
Reporting Level fvaedadeniiusuligldau hudaimsnatumiiled
Stealth Mode — tSuluilignTaiu uslafiflénu fu ules asgndan
Access denied — user browser 9¥8u71 Access denied
Short report — 18ANAANAT g’uq%gmmm
Full report — nilau short report Lwiﬁhifmﬂ’ﬂﬁﬁwﬁmwgmmm
Custom report — 19 HTML ileadamuimantuuies
Blocked IP Domains Tasiugldauainnisnsasasum URL-based 781 filter 1oy

14 1P address wnu URL
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Blanket Block n1sssArnfiveutuaniniiga ynivledozgnanusiedasniiulu
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un1Tr0ININT LU exempt list HUsslavidniuigissusnledmsuindaivledess
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2.16.6 Web Access Control

wayywlvgguassuuitAunatiuiudmiunsdifuivleduesdldan dedun

Adding Access Control Lists §1uauves ACL a1wasagnaiialaegrslydifaiie
Avualidldaug LAN ﬁﬂﬁrﬁ’wajﬁﬂ%ﬁshuw%an?&'L%"%Wna%%aﬁﬂ'ﬁﬁgwiﬂua*'wﬁmﬂﬁf\iﬁ
Name ‘?i'am%i::u access control
ACL Type ilu allow , deny
Time of Day ACL #1433977 time of day rule 7il#vinisadrediuan
Restriction fwund ACL rule agldfugasiaaniitvuniusn wiaynnaii
uenwdenntaaanfiastetumn
Method of identification #uagifunisisanvasmiand i 3 Fmedunnsite
fuildseyfasnuuaagld
username @nnsaldesulafinfing authentication
ip address dviudiiansldiuresreniamasunaies iduled
wamlATA Y30 929704 leflanmsa lunisniuus
MAC address l¥dwisussyinnzasanizluds MAC address
ACL Priority
ACL rules Tmslq azgmiialuidanuessiems Gsivaneded priority sanngond

azvnsiATeillagrutugaay

2.16.7 Intrusion Detection
a ¢ W o av v oa o vl w a 6 a a1
IDS vasAdes 21910y snort Faflinelvglolaimasgiavimsmiadssdriuil
Wudinsfiniuginianisidausedumedids Ineasau1s0n980ULaEs 18 UNT IWAALATD

DefidpURnUnR werguzynmn aia nsdu vueSedis warnisaununedn
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Security and Policy Rules
Hanarianiuandneiuyes rule vasszuuladiag

' 2

Wendaeniuriessuusnwiaulasnsy

2 o

Security Rules 9£057980UUISLOUN

o v

. & a 1Y v a ¢ a
Policy Rules a¥ms1a@auyssiiuiifardasduulovienisldauduinesiin vaq

839AN3 LA chat policy rules azaTiaaaudenuldneuiini ssuuedeslala

2.16.8 Intrusion Prevention

YUY IPS 92la@ne518M15204 P address 7tasuni1stdanuilasainnswieesaanad

Tadwinnzay

Description

2 |

o al

SID wuneds 108 1D AfimsBenmstesutifunisidedleciefiosDamadeyaiiun
Fudaiudouluewsdinssiu

Blocked IP #e IP address fiin1s3ennnsUafu 5’]1@ﬁLLEﬁmﬂ‘iﬂﬁlﬂﬂﬁ%BQﬂ@ﬂﬁgﬂ f
annsainlusientsieslidafugneg whitelist

Date/Time fefunaznanfimsinfufindy

Time Remaining axszur.zmmﬂmﬁguﬁmﬁaag' Fazendnmstatudadu 0

Action leadfignlipfuantnsafisluil whitelist ilefiaglavihnistaiudnlusunan
Tnwarasaaumslniulaasiaedids delete

Whitelist d@usuldledoniasanagliviinistanu

2.16.9 Gateway Antiphishing

wWietiasty users 91AN3YN phishing Was scam faruiing 1 uasivieasuay
sensitive information U 1aAURTLATAN WIELITA Toyadusm

n1sseAndaulvgives antiphishing astfunisufuudennsulaunefindatnedosnis
Tnedlvgjasusuidu enable Vianun

Signature Engine - antiphishing signature 3gnlduazingesnuiaieszuy ClearOS

mssRsaasUsudu disable Adlafienfiaznmanisel false positive
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Heuristic Engine - antiphishing engine 2214 algorithm asdulunisnsiasunis
WM phishing whunndiassiiliiae false positive usfuusildsdendidiu enable

Block SSL Mismatch - n1stauf phishing siaeluagldiSunamnsadiliianuvasaste
Tdeudunislaud widwansdunennsalviugldau 118 secure/SSL address Aaunns
Dneuiisn antiphishing JemsavEaULRewAling uay WHIGH

Block Cloaked URLs - U1t scammer agldnisidnswaiiunonnsawasweioudiay

o u & aala o a P ) oo &
ﬁﬁ@ﬂﬁ]@@ﬂ@?u MUY URLs 'L@]"'] NUANWALEVDINTIIUITNEA %Qﬂﬂmﬂumammaﬂu

2.16.10 Gateway Antivirus
Tddaeiuinsaviainiisa Inailussuuiltlaediusineguesssuuinioslalealng
wassleeaarldiu Clamav Wuueudlia Tnsgeswuaiasiinisasiageudmanaiaass

[ 2
Tutunilsdmsunaupla$a@niuiaas (Antivirus Signature) g

A1SAIAN

Block Encrypted Files - Indutagdiuy saude zip Wd azlinnsidasva uas 14

. o

san ey ssuuksuilada avlimuinaunuliangnlesiulagsianumaiils loy

P &l @/ &/ = -:’J) =T W o Y = :i':v 1 Ve 5
SYpN L‘UEJ‘LJI’J?HWE'Tﬂﬂiﬂ‘ﬂLWF]UF]UTUF‘I’]S?N’U"IMWI?@ilﬁ]ﬁa‘uL?‘ia mmammimmlwmnu

IWdndn1sidns e
ol

. - . . . d 3 U o
Maximun Files in Zip Files - Wasguulaumliiarinsunslwangniue

u

a

% (zip files)

o Ve o w o ¢ A ) a . f v &
uunililnishanduingiedesiuszuuainnislans denial of service samanail
Jelduuzilviseaniu unlimited

Maximum File Size in Zip Files - IWdlatadulvgrzgndadulndoundniionay
o o/ nlnl = ::i o @ o 1l o
Shwminensuesseuy Wdlandvuadiuniniall agliiinnsnsiaaeumiageg

Maximum Recursion in Zip Files - zip file @11150U53q Zip file 16 wAfialunis

. ) ¢ & v o v v o | S v
U599 zip file nangatees davaiuisaldiveaine DoS attack la Arvuadiudlvidu
default IunI1REiMINABINITNRARINUNR

Update Interval - open source antivirus 484.A88510L0d U2EAT1988UN1TENIAN
123a8niuiaas (Virus Signature) Inalqludiwiaiund eniiussuuiiinisvinauegiinig

Wausaduwmasiin 9191 lnamasazsaandy minimum
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ety s by 5 oy a4
13 T SLalic Lo2. 200,820 Yes E:

st i § AR g b 5 o5 — N

€tni Aot LAN Static 192.160.2.1 &8

athy 2 Evtarna Statie 3468 .2 10 & I
h2 Externa Static 182.168.4.10 Yes

5U 3.2 n3AsAnleiLanaTe
way (trusted zone) — Lin3sA wanlAsa 192.168.1.0 /24

gomLay - WInIsA LoRATE 192.168.2.0 /24

Sndiveiusa —ndsa wemasa 192.168.4.0 /24

2.3 N1SASAIILADS

LEREEOREERREREE I

Setup ~Cuii by Acc Restoctons WAY f Gas Adpunitstrabion
| BascSetip | DONS  MACAddressCione | AdvancedRoutng | VLANS | | Networkng | Eol Tunel
_Dynamie Domain Name System (DDHS) SRR et e
poNS DDNS Service:
. DDNS aliotws you to acoess your
NS Serv to-IP.ct H . i
DONS Service HodP.com =) network using doman names nstead of
5 : 3 8 1P addrasses, The sernce manages
Do not use external ip chedk W Yes. @ ha thanging IP addresses and updates
_ ; your domam information dynamically.
User Name WU RO You must sign Lo for servce through
B i DynDNS, org, freedns, afrad,org,
Password Hessvensiensnens Zonetdt,com, No-IP.com or Custom,
Host Name YO O
SPCYEN 0 D8R Force Update Intervak
Type an imteger number in the box to
o set the force update in'y (i days).
Options Updatas should only be pe
Fors todate Biarval o automaticaly when your |
ce Upaate interva = changed. Beware of your |
provider update abuse policy to avoid
your hostname o domam i be
DDRS Status blocked.
Mon Sep 1§ 16:99:08 2013; INADYN: Started "INADYN Advanced version 1.56-A0V' - dynamic DNS updater,
Mon Sep 16 16:95:06 2013; INADYN: 1P read from cache fils is '180. 182.47.21', No update required,
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Port Forward:

Certan apphications may require o
open speaific ports i order for st 1
function correctly, Examples of these
2ppiicabons nchude servers and certain
onine games, VWhen & request for &
certain port comes n
Internet, the router oute the cats
10 the computer you specify, Due to
SECUNItY CONCErNS, YO MaY wantto
it port forwarding to only those
POrLS you are using, and uncheck the
£Ensbie checkbox after you are
frished,

3.4 N15AAIRSIATANaIn




3.4 gamalmamnsu (Use Case Diagram)

User

Use OpenVPN

Ingtall ClearQS

System

Q
A

Administrator

U7 3.4 use case diagram

IP Setting

Setting OpenVPN

Setting Firewall

Setting IPS
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PPIP VPH
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CLEARFQUNDATION

Free

Static IPsec VPN
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encrypted con
UNDATID

ibVPH
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Reports

Atcounts

Grougs
Users
Accounts Manager
Agcount Manager
Backup
Configuration Backup
Operating System
Seftware Updates
System Registration
Segdrity
Cemficate Manager
Setngs
Date and Time

Hatthotification

o
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AANVEAEDTUALIGONLaRY AL DS UATOS LIS

Username ¥ - FullMame '
test west test edit 98 @
test2 test2test, Edit
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5UN 4.5 Jansgaad

Jou galgeasiun way wia3se 1en openvpn user uag Security Certificares User ({u

Enable La2ns add
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Username test
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— Zest i FRE——
Password
patzword™ e -
% 7ot :
VETITY . sasae
Bt ferssislergrm gl agtmmsres
App Policies
CpenVPN Lser f—.."iérabiécm[a
Secunty Cedificates Usen «énamégg )
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4.4 frvusLIaISe 91 N

WBY SSH

<3 (=1 b2
RUAIUITALTINALA

$8 PuTTY Configuration

Category:

{=- Session
- Logging
I Teminal
‘- Keyboard
o Faatures
I = Window
Appearance
- Behaviour
- Translation
Selection
i %u{g
i~ Connection
. /Data
i ; i Telnet
! - Riogin
- SSH
“ Serial

e

| SRR, . S S

 Basicog o;mons ﬁaryour PUTTY session
Specufy the destination you want to connect to

Host Name {or |P address) Port
tpcvprnop org| 2
Connection type:

| Raw. () Telnet| 7 Riogin @ SSH (" Serial n

Load, save ordelete a stored session

Shpibealy . — )%

Bigy:cca | [atoed ]

| e )

| Coses) |
|

Close window on exi:
¢ vAways (O Never  © Onlyonclean exit

-{ Opsr |1 Cancel ;

Ui /etc/openvpn
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4.5 Install Firewall

2 2 a6 ad 3 &
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b Antions ‘
Search
firewall @
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3InUAUEIIST allow Incoming Connections T wasa wanfvinls

Nickname ¥ Service : Frotocol + Port ¢

OpenVEN OpenvPN Lupe 1194

§8h_server 58H TEF 22 Dhima!

webconfig Webconfig TR £ Disalhg, Welet

sUfl 4.13 dsdnluldread

a4 Disable wasa 22 (SSH)

oo ¥ =t
130N O _Fireweah

The Incomung Firewall 3ppikgepsthe bad guys-oubby-hmiting@codss to vou

A@ blocking upwaated Connecubas:

Nickname ¥ Service 3 Peototol SRR

CpenVPN CpenuPN Uoe 1184 sahie e lgte
ssh_server S&H B 22 Enable gDeleta
webconfig Webcohfig Ice b "DisBble  Delete

i &
UM 4.14 udlumsasarlwsqead
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& ¢ & 19216828
183 Linw IPTaies: How... ewel Tuen.. G5 sl sesmnt .. gt ? Gong vean gk Howsos| Feseung . (T} Anoinay s vied Pro. 48 Ve viediner ueac.

Red Hat Enterprise Linux Test Page

This page is Usid 1 6T e proper opention of the Apache HITP server alter £ 1as been nstaled. ¥ vou can read this page, & means that the Apache =TT server hetaled ot e ste 6 working

propey.
If you are a member of the general public: 1f you are the website administrator:
Tha fact that you are seeing this page ndicates that the webske you Just vsted & ether Vo iy noks 30d So6tent B the drectory ot that unth you o 50, peopie

EXPERENCING ProbmS, Of IS UNdRrQong roitice malntenance, To prevent this page from ever

4/ waicsma.cont,
i you voud e o et the admiwstrators of thi webse koo thal you've seen U page
nstead of the page you expected, you shouid send them &-mal In g, inal sert 1o the You are free £5 use the mage beiow on web 5tes powered by the Apache HTTE Server:
name “webimaster” and drectad 10 the webste's doman should reach the approgiate
REEY: ” o 2.0
w&; AL

For exampee, f you experienced pmtms i VIRING Vo, EXarpe Com, you should send
e to ebmaster Sexample.com”,

For information on Red Hat Entetpese Laux, pRase v&k me

yishale. The
documientation for Red Mat Enterprse Lok 5 G b

U 4.17 nadaudniugwans

4.6 Set TalWudnidu v Desktop d1msu Sulnad

v 19 = & 3
IV www.openvpn.net wainalaany Community

Signin

Your private path to access network
resources and services securely

U7 4.18 Viuledannillvanlawiuifiau
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@PENVPN’
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Home VPN Service : E  Community

Overview OpenVPN Community Software
Downloads

P> ' a
5U 4.19 anaiilvanlamudniidul

waladaua19leaegui 4.20 Waen?l Access Server Software Packages WALGaNNTS

Download u 3ulad 03

Access Server Overview

OpenVPH Agcess Sener is a full featured SSL VPN software solution that integrates OpenVPN server capabilities, enterprise
management capatiiities. simplified CpenVPH Connsct Ul and OpenVPN Client software packages that accommodate Windows,
MAC, and Linux OS envirenments. OpanVPN Access Sener supports a wide rangs of configurations, including securs and
granular remote access to interal network and/ or private cloud network resgurces and applications with fina~grained access

control

5UTl 4.20 anaiflnanlatnuifiduz
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a

arldiagua.21 Tiisnden OpenVPN Connect Client Download for Windows JefedeAd
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Software Packages

Download Client Software

OpenVPN Connect Client Download for Windows
Enabling users to securely connect using any Web Browser

Server compatipility: OpenVPN Access Sewver
Client compatibility: All Versions of Windows 7, Windows Vista, Windows XP, Windows 2000

OpenVPN Desktop Client Download for Windows
Enabling users to securely connect using Desktop Application

W Server compatibility OpenVPN Access Sener
Chient compatibility: All Versionsof Windows 7. Windows Vista, Windews XP ¥indows 2000
Regquiras NET Frameworie:35 SP1 Dovmlos

A QOpenVPNClient Downlovad for Linux

OpenVPN Clignt Download for Mag

3UT 4.21 annillnanlainudniaus

woalvaniasanyiin1sansa

) : v aa, al |
natldau User dasannlvan wasinian pwavliluedesnsy

LAV Ly ¥
Accounts
» Uapr el oates

» User Profile

sUf1 4.22 anaillvantwasilent
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3UT 4.23 anillvaaivasfinianz

1ild certificates Tl CA\Program Files\openvpniconfig %‘lﬁﬁ\i‘gﬂﬁ 0.24 1
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@v’![ b« Local Disk (€ » ngﬁmﬂu » OpenVPN » config vg &7,7” Searer "_;

G| L YT e THC T

2

Crganize Include inlibrang = Share with v Burn Compatibility files New folder -
- Exvorites plarie J Date mrc:.?‘v(&:é 7 Type Size
B Desktop 4 camcert 7572555 1128

& Downloads & clearOStpeerp.cothil) 2678 /2556 15:40
. Recent Places = client-test2 2678/255613.32

25{8/ 20561738

2548/ 25501385

., client-test2-cert
L, client-test2-key

4 Libraries

U7 4.24 anulluanwaiiiiiana
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! clearOSpeorp.coth {1) - Notepad

= @

=)

file Edit- format Vies Help

client

remote tpcvpn.no-ip.org 1194
dev tun

proto udp

resolv-retry infinite
nobind

persist-key

persist-tun

ca ca-cert.pem

cert client-test2-cert.pem
key client-test2-key.pem
ns-cert-type server
comp-1zo

verb 3

lauth-user-pass

3Ui 4.25 IndnouflananlafifiSu (opn)

L' Connection Profiles

sUTl 4.26

FAduAaABU(VPN login)1
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& Connection Profiles 208 i

import Profile
& From where do you want to :!’Z'&p&ﬂ"f a
profile?

Blyogal file

) Access Server

sU# 4.28 FBuBeAdu(VPN login)3
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£§) Select an OpenVPN profile
e L

/\J“\__/ [ 4o % rogmmﬁiﬁ + OpenVPN » config

Organize » New folder

» Nuw"e‘ -
) Ve
& Favortes

B Desktop
& Downlcads
. Recent Places

2 desrOStprarpcoth @)

& Libranies
+ Documents
o Music
e Pictures
B videos

% Computer
s Local Disk {C3)
5 Local DiskdB:) o~ ¢

File name: ciearDS,r.prccr‘p.w.ih {1)

5U# 4.28 FiBuBoadu(vPN login)a

s denivdranladfdundnaila

Edit Profile

© cdit the properties of the profile.

[l Make this profile available io all users
on this computer
¥ completely trust this profile

e a

4.29 AWdUAaABU(VPN login)5

(V)]
c
=D.
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a & al Y 2 MY
danlwdfsladudinll

clear08.tpeorp.co.th (1

 This i5°a statle profile that will
connect i 5@ E

5Uil 4.30 FfLBuABABU(VPN login)6
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€ plaase enter your credentials to login.

Username

Password

[] remember password during this
connection

sUil 4.31 Ffiudendu(VPN login)7

Hougwosiuuazmaianlinndpuaszuu
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i ——

 OpenVPN Client |

s

Server IP: 180.183.54.135
i

Client 1IP: 108.0.

3.
0
Traffic: 6.5 KB in, 5.1 KB out

Connected: 4 Ausnpu 2556 12:08:25

Dizconnect

DT R e SR lTM & W T e AR R TR SN RO = ‘.mﬁw'

5U# 4.32 3fBudendu(VPN login)8

ad d o < | %
’JWLaqu‘i’lm‘mwaumEﬂﬂ
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& C \\&mdew;\.,y-‘temz?\qt}:d

Microsoft Windows [Uersion 6.1.76U8]
Copyright (c)> 28089 Microsoft Corporatxan. fAill rights reserved.

Cintlsersschuck>ipeconfig sall

Uindows IP Configuration

Host Name . . . o ow v owoe owow 3 BIERERG
Primary Dbns Suffix . . . . - - :

Hode Type w & s s s » o« = Hybwid

ip Rnutxng “Enabled. . . - - « - « : No

UINS Proxy Enabled. . . . « . . . = Ho

DNS Suffix Search List. . . . . . @ xen.fei.saint

Ethernet adapter Local firea Connection 3:

wen . Fei.saint
TAP-Wind2 fAdapter OAS
BB-FF~13~CR-3F=77

Connection-specific DNS Suffix
Description . . + = w v - e =
Physical fAddress. « . «

LCART AR

Subnet Hask A
LeASE ined. .
ase EXpires .
Tauit Gateuay s

DHCP Server -«

DHCP Enabled. . . A . : Yes

fiutoconf iguration Enablied . " : Yes

Link-local [Puf fiddress - 2 Fe88::9828:0a89:a283:351c%22¢(Preferred)
{Pud Address. . « « - = ¥ > 18.8.0.18(Preferredd

255 .255.2585.252
> 2656 1

22

v o uls b2
TR LE: TL T Tt

£ & & fw
s N\l ROA AT e 2 i

s o« sfE ke s v ¥
¥
# o b s Jooa s 4 0ok

* % ¢ sk b %
e v wfe Beo»

DHCPuG 1AID . . . 221485587

DHCPu Client DUID. H o BB -BB-81-19 -1 -B1 ~AF~1C-65-9D~BC~18-BY
DNS Servers . . e a4 e Wt 492.168.1.18

NetBIOS ouer Tcpiv, . w T N [« (% Enabled

a

4.33 FBuAaAduU(VPN login)9

Eall
c
=D.

A5719deUlaRLeAATATNAYNTNAY
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4.7 Incoming Firewall Setting

; @ The incoming Firewsll appe keeps the bad guys out by limiting access to your system and tocking ;E s8r Gunge
A unvianted conaschions.
i
&
s Firew
- FiasrFauncanrins
¥ : 5 Bratecs 4 part : Vendor ClearFoundation
Version 1.5.5-1
0] ey 1194 Disaic § " 5
Suppaort Policy LN e
(LS TP id D
& webronfig Webconltg o TCP 8% Disabig Seta

ACmInSTIALdrs who have instalisd the
Firewall apphave aso instalied

R s %
¥ Hicknamg & v ang/or purchiasedthe folovang:
* 4 enler Sgnighe
toe

3’1]171: 4.34 Hafn Incoming Firewall

w

ser Tl Taneind1mIu OpenVPN SSH wae Webconfig dusuldiieruagldim OpenveN
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4.8 Port Forwarding Setting

Forwarding app makes 1§ passible (o allow access 1o systems on your oo slnetwork from the ﬁ ysar &

31]171' 4.35 A1 Port Forwarding

[
o 1

FaalnesBdnludusulnaosiiainsseanly

m

L o on 19568249
mmvnwﬂg_ 15 L b Tt € serdbmgn st _r G P Goagpe Sach Cpwey | e o teutes| Reting i ChAgtomy s Werkdo. W Vi o wiler Jae

s pge s e 15 Sest e Do CREranon of the ApSchHTTE server after € s boen rustalod, F o an e Shs SR, & THaS EE S ApRchi NTTB server mitalod at tis stk 5 vigrkng
popey.

T you area member of the general public 1f you are the website administrator;

Thee £t 1l ydes dre teeny tHe DGR NACILE $hat e sveliie you st VE2OE & afier g iy A 3 Content 0 the GRICRny raTwRRITIE. KO HNAL detEvau 2 80, Prape

T prevEitEs (g bo ever
2rwiegomagoet

der 30 tultine EORRTINCE WEREE] YR WLt 4 ¢

By et Sobovs the S
AR U e Ko TV yOU Ve SEET TRE g
L Y5 SOOURT 4005 et €k 21 e, Il St 10 the Yo are bee [t the sndge B on Wb sues [ouned Uiy the ApKie HITP Seraer:

T o B
A T

petenceyy peobir,

ol 8 it e 9n,

For exampie,  you exgerended peotiens Whig UG sy pampe. com, 1 shalid send

et T DO er BRI COM”
For pormation on Red osl Enternrie Lioux piase vk the B ¥, Ihe st 7
documentaton or Red Hst Enterprie L 8 Qulialbe DAL SReiy By 2

sUfl 4.36 Wadau Port Forwarding
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4.9 LOGS Firewall Configuration

nsieAmAFaU logs 284 firewall Tnun1sudan SSH 210 Zone LAN U Zone HotLAN

~N LOGORGP
~A LOGDROP -j LOG --log-prefix "Firewall log:
-A LOGDROP -] DROP .
-I FORWARD -1 eth0 -o ethl -p tcp --dport 22 -3 LOGORGP # block SSH LAN to snorby

"

U7 4.37 nadou Logs Firewall

u

Log B :ﬂ:s;a{;e%-.{i:#{.?f‘:r v

Bater/ Frewal

ShoweFullline o

0% Rernall Fravaileg 2 D=13818 DF
e 2N

kerna: Brawad og: N 10=2951% DF
5

54055 DR

D=30108 DF

g‘d‘f’i 4.38 Report Logs Firewall uu ClearOS



4.10 Intrusion Detection

> Set
Last Update VWed Jun 180222581 2813

Rule Sets 20

Totat Humber of Rules 533

Rule Set %+ | Dasgmption + | Rues }
Paticy "y; ip
chat Onling chat detection 18 <
pip Peer topeér detection 4 i
A | =
attack response X
dns DN exploits 3 4
expiait Miscallaneous exploits 5 o
ftp FiP explotts 1Z o
imap Mail AP eaploits i v
oise Miscelanegus expiéils 12 4]
netbis Micrasoft Wingows networking axploits 85 o
pors 3 - PORS duploits 7 i
rpc Porimap exploits - RPL 41 *
SCan NetwiorR Sean tetection b W
shelcode Bhelicofe sxploiks ] vl
skp Mall s STP euploits 3 4
snimp SHIP expionts 8 )
6 Datapase - 5L exploits 206 v
thp TriviabFTR - TETR explaits 5 4
weh_chent Wab client exploits 2 @
web _server Wb s€rver sxploits a7 4
wab specific,_apps Webseryer applications exploits 22 Wi

Showing 1 to 20 of 20 entries

3'1]171' 4.39 Rule Set ¥984 Intrusion Detection
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4.11 Web Proxy

Transparent Mode Enableg
User Authentication Disabled

Performance Level Home Metwork

: Maimum CV cizé Size\ 10 GB
Maximum Object/size 560 MB
Maximm File Download Size  Unlimited
e e

e

Hickname ¥ Ohetwerk Address

Policy Name Group
Web Prowy User web_proxy_plogin £ it Membirs |

gﬂ‘ﬁ 4.40 fafn Web Proxy
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%% Local Area Network (LAN

Automatic configuration

Automatc configueation may overnide manusl settings. To enmure the
use of manual setings, disable automatic configuraton,

¥ Automaticaly detect settngs
Use sutomatic configuraton sopt

Proxy server ]

i

| Wy outube.com
Use & proxy server for your LAN {These sattings wil not apply to
dial-up or VPN connections).

47, 21
Livovdu BEY

0.0 57

i BOO3

Qs sovdn LN
saoiamunay 1 noaebi
% vakin

TIPS &

WA

o\

Vb BSNR ool w1 UG
W

&7 Locel Anas Netwotk (LAN) Sedtings

O D wwyottube con-i

Asomunc coniguratan
AT R B WA AT T LGS ToEnpure M
it AF TN LETHNGA, dnatie Mteat cor g atn.

. Ausmenaicaly detect setngs
e Somatic configlrnn st

#appr (D dnfimsnTeacunnnADs

ABIAE540,10:31. 28 deamenndstlinee
sdndors ClearGS Community ~ Web Proxy

sidneaed hitp
i e ey

Prony veres

5 bt b (K e For Yoo LR (These s tinge will nRta0ps to
- i o W Canecions) sl
Addw:  BBLIEACAD Bt 319 [ Aduanced |

¥ Brpans prowy serv for ol addre s

sfman,

@
Hn

gﬂﬁ 4.42 AU non-Transparent proxy + User Authentication



4.12 Content Filter

Reverse Addrsss Lockups Disabled
Performance Level Home Nebwork
Edit

Exception iPs Edit

Banned iPs E ik

Palicy Mame Group

Default P {ariiaure Potoy

Hame Ty Time of Bay Priority
Weekend Alove Within weekend e Bdit | Dciele

Mame ¥ Dayof Week » StariTime +  EndTime :
weekend = -~ 85 20:00 24:00 Edit || Delete

gﬂﬁ 4.44 HeA1 Web Access Control
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4.15 Squid access logs (Proxy)

togFie [saudiactess o

Fiter e T

Show Fu Line [

Log Entry

1IFIE077.604 75 10.6.5.14 TED DERIED/403 845 GET bt furme youuamcony/- NORE »fex/bufl
£253348077.832 78 106814000 _DERIEDMI BIE CONTEET dhagphtitin i A HOhES LuntFim
13577836 50405914 TCA_DENIED 303648-CONNECT vy Facebogl rom: 353 S NUNES- fect Thitmd
1331245077.6 3671 106915 TCP,_DERIEDTATERT CONNEST aph/ gorgin com: el NONE - tetimim
1387245077.921 910.5.5.14 TCP_DENIED/A03E43 CONNECT whairfacabopiuesm: 443 - NONE/ tetihtmi
1353245077050 215 1589007 TAP_MISERKI 1415 CONNECTIN2.168:17.10:8% » DIREST/ 19204881010 -
1393245075 080 0 10.5.3.14 TEP_DENIED/O3E55 GET hitps ffurwliyutubecom/fatican icas RONE/ tedfittl

245078155 ARS0.£ 5 1ONCD_MEES/302.557 GET hitgh/ 1130 1631049182 fapPrent waby presnifhiRsos aming.phi” - THREET/ 152165, 10,10 et /bem

1393245078.4 70446 10.6.9124 TCR_MISE/200 623 CONMECT 190 168.10. 3l DIRECT, 1921681010 -

1393248078, 508.260 10.6.3 14 TOPMASE 200568 GRT

it (152162, 10.40:5 Mapolv b sy waming Int e AGCESS_PERIEDARBeDoy 133y S50V 0By 828,/ AU TSy JSa D@ HIRGIu v«
DIRECT/152.165 10,10 tat Mkl

1353248078,625 8 20.8.3. 14 TCH REFRESH UNMODIFIED] 200 3502 GET AiBe/ 152 16210, 0 S Rjquery migrate-f.2. Lo ja o DIRECT /152468100
e javaserict

13932480 781854 396,09, 14 TORREFRESH UNMOOTFIED/ X0 6762 GET hlto: /452,153 1000182 thervas defiul cssfiguunpn i £.10.3 cd st cns? -
DIRECTF 152, 15640700 et

sUfl 4.45 Squid logs
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4.16 Developer (IDS LOGS Reports)

Events in the last 30 days
—— 1 R - 1
| |
T — — Ml, , I N (N SR
ﬁ{}_ - -
3%
,‘a.,. ........_Eﬁ—-_..... i S T
SN2
- — § ' é :-{""'—' 8
2 3 3 = = /i o3 4 4
@ b T e = By = s RO R o i
18- Jan-2 20- Jan-20t4- 5-Jam > la mé\ BaFeb-2014 : 2014
/, / : e \\
/ \ 2

dy [ dl Y o L 4 dl = I gj 1 Y o ¥ c Y 1Y
wnanstiluenansianulidmsunisidauienistnwiintu leugslvmiluldusslowismunis

lidnsallagrsau Snvivhudilvidauwdasilom uavdeedadadivedenarsynasaninisiluly



NNMPJMNNNANMMMN?\!NNNMNMMMMMNNMN}M?

Sensor Event Signature
clear0S.xen.fei.saint GPL SNMP request top
clear0S.xen.fei.saint GPL WEB_SERVER 403 Forbidden
clearQS.xen. fel,saint GPL WEB_SERVER 403 Forbidden
clearQS.xen.fel.saint GPL WEB_SERVER 403 Forbidden
clearQs. xen.fei, saint GPL WEB_SERVER WEB-PHP phpinfi
clearO8.xen.fel.saint GPL WEB_SERVER 403 Forbidden
clearQs. xen.fei,saint GPL WEB_SERVER 403 Forbidden
clear(0S.xen.fel.saing GPL WEB: SERVER 403 Forbidden
clear(S. xen. feisaintGPL WEB_SERVER WER-PHP phpinfi
clear0S. xen.feisaint GPLWEB, SERVER 403 Forbidden
tlearQ8ixen. fel.saint-GPL WEB. SERVER 403 Forbidden
clearOSxen. fei. saint GPL WEB,_ SERVER 403 Forbidden
ciear0s.xen.fel,saint GPL WEB_SERVER 403 Forbidden
clgarCS.xemfel.saint GPL WEB SERVER 403 Farbidden
dearOs.xen.fel.saint GPL WEB, SERVER 403 Forbidden
clear0s.xen.faf.seint GPL WEB,_SERVER 403 Forbidden
clear0s, gen felsaint GPL WEB SERVER WEB-PHP phpinfi
clearOs.gen.fel.saint GPL WEB_SERVER fusc/ bin/fid com
tlear0.xen.fei.saint GPL WEB_SERVER 403 Forbidden
clearOS. xen.fel.saint GPL WEB, SERVER 403 Forbidden
clear0.xenfensaint GPL WEB_SERVER 403 Forbidden
clear0S. xen.fel, saint GPL WEB_SERVER bin/ python acce
clear0S. xen.del. saint GPL WEB SERVER 401 Forbidden
clearOSxendel.saint - GPL EXPLOIT php.cgi access
cléar0s. xen.felsaint GPL WEB, SERVER 403 Forbidden
clear(s. xen.fel.saint GPL WEB, SERVER 403 Forbidden
clear0s. xen. fei.saint GPLWEB,_SERVER 403 Forbidden
clearOs. xen.fel.saint GPLWEB SERVER 403 Forbidden
clearO8.xen.fei saint GPL WEB_SERVER 403 Forbidden
clearO,xen.fel.sBint GPL WEB_SERVER 403 Forbidden

Timestamp
20134210 17:16:22
2014-01-10 14:35:44
2014-01-10 14:35:58
2014-01-10 11:33:56
2014-01-10 11:29:13
2014-01-19 11:16:23
20140119 11:16:34
2014-01-10 11:18:59
2014-01-10 11:21:40
1074-01-10 11:36:14
207140110 11:36:19
2014-09-10 11:55:00
2014-01-10 12:52:07
2044-01-10 12:53:28
2014-01-10 12:53:34
20140118 12:56:21
2014-01-10 13:01:45
20140110 13:04;42
20140140 13:05:13
2074-0110 13:14:57
2014-01+10 13:32:55
2014-01-10 13:32:59
20140410 1323917
2014-011013:39:20
2014-01-1945:10:02
2014-01-1019:45:05
2014-01-11 10:35:40
2014-01- 14 11:59:17
2014011412022
20140111 12:59:52

94

5Ufl 4.47 Snort LOGS Report
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S, Event Signature Timestamp
2 clearDS.xen.fel.saint GPL SNMP reguest tep 2013-12-10 1716:22
iP Header Information
Source Destination Ver Source Port Destination Port
492.188.1.7% 192.168.1.10 4 54578 161
Signature Information
Sig D Sig info
1418 Ouery Sienature Database

5Ufi 4.48 Snort LOGS Report 2

{0x2E} Com

Home

Snort Signature Information

Rule:

Sid:
1418

Summary:
This event is generated when an SNMP-Trap connection over TCP to an SNMP
daeman is made.

impact
Information gathering

Detailed Information:
The SNMP (Simple Network Management Protocol} Trap daemon usually
listens on port 161, tcp or udp.

An attacker may attempt to send this request to determine if a device is
using SNMP.

gﬂﬁ 4.49 Snort Signature Information



Detailed information:
The SNMP (Simple Network Management Protocol} Trap daemon usually
listens on port 161, tcp or udp.

An artacker may attempt to send this request to determine if a device is
using SNMP.

Affected Systems:
Devices running SNMP daemons on well known ports,

Attack Scenarios:

An attacker sends a packet directed to tep port 161, if sucessful a
reply is generated and the attacker may then launch further attacks
against the SNMP daemon.

Ease of Attack:
Simple.

False Positives:
Nane known.

False Negatives:
None known.

gﬂﬁ 4.50 Snort Signature Information 2
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