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ABSTRACT

Dimension Data (Thailand) Limited is a company whose main business is to provide IT
business solutions. Recently, there are needs to use the network access control system for
implementing the customers’ network security. It is required to have knowledge in network
security as well as how to design, install and configure networking equipment. The problem
analysis is also needed before a design phase as to deliver the most security and efficient network

solution to the customer.
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2.1 Network Access Control
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2.1.3 Network-based Policy Enforcement
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wanly uatladilivinnisuan IP Gateway d1w3U Guest stk unsyuIums
nsuaNMuUasaiusaly

- Switch Control / Firewall Control 1{un1314 SNMP il NAC anunsaviing
uAludn ACL 9049 Switch n38 Firewall 18 tila 19 Switch uas Firewall 1{udh
ﬂtiaaiun15ﬂ°'mumﬁwéﬁm%’u;ﬂ%’muuﬁiazﬂu

2.3 Network Access Server

Network Access Server (NAS) iussuufiliuinisnisidondaiindinietie Tu
vannsalenaiiunlainlu Gateway seming User wagszuuipiete e User foanasiioviding
35UULATEY1 NAS 9vsirnthiidsdi uteyanisiudufanusznite User fU Radius Server
nsTUINMSHIZENI1 Authentication Session waglumeAiduganssuauns Radius Server 9
vinm sl NAS Ufjias User uazagiisnisiensaidnszuuiadotas uia vinisseusu User lu
nsidgseuuiafetny uazidle User shnmsidedeiingssuuiniethaiouiosuds dafmundiu
auvasadeiilagnimualy aiinisdaduldlélng NAS fivimiiiieuiatiou Gateway
Router uaz Firewall @y User 1y

2.4 RADIUS

RADIUS (Remote Authentication Dial-In- User Service) 1 U u Networking
Protocol ﬂﬁu%nwsquénaw&nwa Authentication, Authorization, Accounting ‘M%ﬁﬁﬂﬂ’h AAA
(Triple A) vhwihiidans User Mdoudauagdlduinisszuuaiotns RADIUS duldwamniu
1ae Livingston Enterprises Inc. Tull a3addns1y 1991 LLﬁxwﬁﬂﬂﬂnﬁulﬁﬁﬁLﬁﬂé Internet
Engineering Task Force (IETF) standards

RADIUS 1u Client/Server Protocol fi¥i141uu Layerﬁ 7 %30 Application
Layer 28335 UU 0S| Model uazl4l#a Protocol TCP waz UDP luni1sdeans Inauniudn
RADIUS client 7n92181 NAS waw RADIUS server avifunssuaunsiviaiuag UNIX u3e

Window NT Tng RADIUS client tfuagyinmisdstoyaues User lUg RADIUS server fifmunuas



o 2/ dl g a o d A 1
WWﬂW?@BUﬂU@QWWN%EHaﬂﬂ@UﬂaUNWIﬂﬂ RADIUS sever agsumAIvatinaltauaaan User

Mty siuduinuliiu User wagyinnisdean Configuration fisndudimsu RADIUS

, - DA @
client wWalusnsiu User

VLTS RADIUS Client atee
o
'DW' @ —_—
Modem -—

RADIUS
Server

WK =

5U 2.1 n15AAAasEnINg User waz RADIUS client/server

1. User 3n3suU3un13 Point-to-Point Authentication & NAS

2. NAS ﬂsLLﬁaLﬁauLﬁaﬁ'}mﬁUﬁm&a User waz Password (8114 Protocol Wuu Password
Authentication Protocol [PAP]) 38 wuu Challenge

3, User Mn13naunay

4. RADIUS client @3 Username way Password fiiansidnswaudaluda RADIUS server

5. RADIUS server ¥n13naundumie n1suansu niaufjies

6. RADIUS client 9gn3gvinansl service Wag service parameters

YDRUDI RADIUS

dnansansavaaulanddnldnuasatieig
a v [ IR )
- P529@Y User MU0 LA UL Real-Time

finsifivdseiinsdldanuemnsanndongluaendals

2.5 TACACS+

Terminal Access Controller Access-Control System 1Oy protocol Y84 cisco fildfan
TugUuuuas Access control vasgunsalidaiisaams dsco windu iumsimunfisduinan
RADIUS Tnuifiuaruanansaves AAA Thianamnzansnndaty Tne TACACS+ agldanu TCP

Port 49 uagiiAnuundeislunsifeusrags insiziean1sANNgNABILAEANNANYTAIYDIURYA



2.6 MAC Authentication

Junstudusauguuuwil Midumnutiouduetiege Sadunsbududnuiiasan
romsldaudusdrannidesanlidodld Username uay Password ynaseiifousefuszuy
uiirenaasiivestnifidumnudsdunisldsaging MAC Authentication Jamngfuszuy
iSetnsruiaidniinisiudusmuuudien ifnsfugunsalidranlussuuin wagspuud
anuislusyiuniiuds viodunsldiiedunstirsdmiunswdeululdssuulmitlng
uazdnnsieBetuniniu
2.7 AU 802.1X

wmsgIU 802.1X viiefiFendudnathantisi1 dotix(neniudnd) iuinasguiifieguu

o ¢ . . 3 = A e ow i v g v v o i
naguUnsad Switch wag Wireless Access Point wiatelunisdudumiaunausdtdaula faws

3
a v oo ava v 17

"o A w =l < [T ., v P
L3 WUL‘UBumﬂﬂUix‘UULﬂia“ﬂqﬂifﬂﬁlﬂuw lneulla U NHo9n1549 I‘ULFT?@‘U']EJ VERDIUNTTLLAMA

v

wang udmIUUsENBUNTIATIIERY (credential) fiaaunTaliaivie gluavinisdHuMang 1y

9

wanulUEa RADIUS server Tnsnnsuaniuasudayafusyming RADIUS server kazgunsalual
918az10ulunu Protocol EAP (Extensible Authentication Protocol) TnalutlagUuiinasld
Protocol M1 4 JULUUREN< FiD

- EAP-MD5

- ~LEAP

3 BAP-TLS

%\ EAP-TTLS
2.8 AAA (triple A)

aan vl roaaunsassylddgame sidulinududulas (uthentication),
gawosiuamunsavineslsviaidhdsdayaliuinudli (Authorization) Lazgaiwesiurerlsly

talunisitunldnuiniatng (Accounting)

2.6.1 Authentication
n13%1 Authentication n3alun1wlnefion1sdududnutiuazaiuaunig
= L | ) o v O I v
iR lagazaesiinistudulasvinluuaitiuazidu username uag password lnga1NSnlA
wasiannoluiiinsiududinuneunavdnldaulay Telnet , SSH, Serial console , VPN

WAy Network access



2.6.2 Authorization
Authorization w3an1sszydvslunisidiiisasidunsmiunuusiargagaswa
Pnlavinsguduiauwi ynqgawesonafidnslunadildmudaidsnimiioutuunanslunis

Whisenaluviiusndedindu fauaszuuiaiatisanadianslunisuiunienioudlunisise

Y

2
7

Ane9veaATavBwsgaeRLUTuRANSuA I Uit duay

2.6.3 Accounting
HumsAnmumsmiinfiniuigunsaiiuqulniesrieisuaiiouniaiu
log vesusavyawes Sulusesiimsfudusaunaufisazanmsaiunsmiinfyawesldauls
Wewnaadunisiiuieyanulefiueninsa anfudeyaiieafueaduiiing el wesia

lduins ssesnanmslinuiasuinudoyaildoy

2.9 Virtual Machine
. . 4 a wa = o o o a ¢ a
Virtual Machine ﬂaias‘u*uﬂg]umm‘smzmaaaﬂﬁmmummLmaaﬂammmasma

al =i

ganviuafinagasuind st inesdnfinils WisuAUdNTEsaLtmSnenIvenaIag
poufumed 1 indesenfunats padedlitues Uselenitnnssassuuiiufidesias
annsnUsendnsudszanuvsslivinginsvatneuiameilasduaudnardzaInAon1IAaes
vsneuialnedeingg snfagiedy Fosnisiarsiassssuueseteiuan 1 svuu ilelden
Virtual Machine Aliislanudnduiingdosldsuunafiumedaudiuiussgunsaiviessuu
fuq ereldiiies 1 m'%'aau.a::v‘hm‘suﬂam%’wmmaamﬂuwma‘]ehul,ﬁa’lﬁt,ﬁwwaﬁiannf}

s¥UUU{URN e

35U 2.2 A9819MANN1591191U4Y4 Virtual Machine
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VUADUNTTIALUUITU

Fnsanfiuauisanuteantaiu 3 drumeiufe

- doTsueTeslisuavgunsaily
- Anwdeyansldaiuresgunsaluaziusunsy

- NITPRNLUU TATIEN WarFAnfIsyuU

ar d
3.1 Inin3euindesilonazgunsalitld

3.1.1 Cisco Secure Access Control System 5.8
Cisco Secure Access Control System %38 Cisco ACS uzanyikisamilves
. o v o a X o o A W w
Cisco Mnulu policy-based security server ﬁ‘lwusmimmgﬂLmumm‘igmmmuaummu,
NTHUGUANS, Lagn15asI9d@aUNIIVINaU (AAA service) TuLAS oYY Cisco ACS Sad1uae
AnuazaInuigguasruudmsumsdanisaunsaiinietie Lidresfundedeives Csco toa

wioanidugunsniinat gvasuitmaug

ll"l"'l
CISCO.

secureACS

3u 31 W3 Cisco Secure Access Control System



3.1.2 VMware Workstation
Tsunsy VWWware ulusunsudsldlunnsadng Virtual Machine (VM) w38

= a c A & o o a et a - - - v
LASBIADNNILABILANDU AD L"ﬂurl'ﬁﬁﬁq'il;ﬂiﬂ\iﬂQMW’JLWQS?}UNWQﬂLﬂiﬂQ(Vﬁﬂ‘WarlUqLﬂiaq ARSI

< v U = o QW 2 & P o
wnwa)neluaissvassies ftudvihliisannsanaassddeu 0S walusunsuduagiim

Y ° e [ = o = - o
aulalagliineariinis format 1aTaansald PC SnipTaavteuniianagoussuuiisiaulauay

v

- " q‘ o ur 1) AJ © 2 Y a v
virtual machine ifdsiinisldanueguu VMware amnsafivziwnldnunieuentsadduiui

v
o as

(lngl¥n13 Bridge(Default) w3e NATa®ALY Host MlAvitn13 Run VMware 8) faduselani
aneg191ilaved VMware Aoa13150%M111597809A15%M197420952UU Network lolasld

ADUNILADSLNY AT BLREN

vimware

U 3.2 9aiis VMware

3.1.3 WIS GNS3

GNS3 LJulUsunsud1aa9ssuuLinisa (Network Simulation) 88110970

wa

Graphic Network Simulator 3 lulusunsufideusuunisiiuvastaninasssuuuuanslu
Y ¢ as ¢ < ° a wva v & \ = v =
fgunsoiiilaiisa (10S) Taeganiitas GNS3 $1aeaszuuUfianislasis Cisco wazdviedun &

ausoviheulalndifssgunsaladeds 90%
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GNS3*

U 3.3 9onviag GNS3

3.1.4 Nndrlvdmiuinaesssuuiniavig(Simulator) nounazsunluinmaas

5U 3.4 apunumeilinina

3.2 Ainwndayanisldauvasgunsaluaziusunsy

3.2.1 AnwNTLguLaNYiLg VMware
Y] & v o 1) PR < Y] e °
msldnutuivainvateguuuuliidenldnuaumnzauveanieteiisineanisiazinaes

Junn Flulassnuillaauladfesunsdiuiude
- ANy sAnaalUswNsY

- Anuatmsiiuviesthdumesiva (Virtual Interface)
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AnwIBn9a0e OS A

Anwnsinureadadsndunesiadisld hostonly
Anwisn1sIan1IMIneves OS

Anviimadeusesswiaindindunesina

Anviideude 0s sraeliludweriuasiiug swimsmandniindunasing

984 OS WU

3.2.2 ANWINTS MIUTEWNLIS GNS3

Anwndansaasalusunsy

Anwrisnisinanaseyiy
AnuiBmsindissuudfoinisveseunseldelia
Anwiisnsdendeveadinisadunedina
Anwinsseritenisliauisadoudaseving YWware uas PC 16

AnwNsITRNsEWINAL IS TaUWwRIWE (Virtual Interface)

3.2.3 ANWIN13MNIUYWYILIS Cisco ACS 5.8
Anwnasiasalusunsuuy VMware
AnanTsmerniuguvestusinsy
Anvnismaandnisasumasina
FnwinIsiaAn TACACS+
fnwinissern RADIUS
Anwnisaeen Identity rule
Anwiniseedn Command set
AnwnsaeAn User way Password d1su TACACS+

Anwinisuatimasnsawinlazyininasy
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3.3 ATILILALIDNLUY

lassudumsiiuaruvasaisdmiuinistioflainisidouey wazdonins

[
o W o=

szvvduduiilillamuaudenisvesgnat Fdutuseuiilunsiinseissuuifiunes

3D
Bee

A

gnAffieg WeiuTuTmteyanmsmvasruuinunegaty Jgunsalismasiuaumilus
f9wudldnudsnmarilug devinsdaeioeunsalaiieg manieunsae Configuration

£

A9 uIsihmniauemsinulitugna edunsWmunszuulifddiusagldnadlunis

a Tgvy o
Ansaliioeiign

A

Internal Host

Connect to Check Credential Assign Palicy to Rm ces -‘: COSs
Wire SW Port on Cisca ACS ol l Il | I s Clienito Access
N - i 53 LFAVE & 8 EEm——)p | InermalData Y
Corporate Laplop c ' sc o

(Computer Authen) Cisco SW secuteACS Internet v

dnxooT

T |
U 3.5 laseaiavaaniavnenesnuuy

neseteilseanuuulithuldtioaniuy [P Address waz VLAN #ldlunisvaass

auAsas el
Device [P Address
Cisco ACS 192.168.50.100
Switch IP 192.168.50.2
Coml 192.168.50.99
Com2 192.168.40.10

A1574 3.1 WAAd IP Address #ildnsnaaas
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3.4 finfa GNS 3
msnnaesiliiunsmeasuiielidndnulatauiuaraudnlslussuumstusuianu

dmdunisiiildauszuuieiedie eliinAnwaiiaudilanssuiunsiemunuagauns

thlldlumihaasadmsuuimagnenle uagldauisaveassidaingunsaiads Fsdisaviinis

Anaslusunsudnasimsihuresgunsalnioteduun Tnefitunsudweluil

- hmsaaiivasiusunsy GNS3 16910 https://www.gns3.com/ Mntudentt Free

Download Tunsaudiaemugy 3.4

THE SOFTWARE THAT EMPOWERS
NETWORK PROFESSIONAL

S.

U 3.6 #IUWNIVE GNS3

- anllunsadrsanndnamlunreuliiseuses ntwinisigsruuandaEdilanis

adnsiwadananilvasliddmsuiule)
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35U 3.7 wihAumaes GNS3 dwiumsanaiilvanlvd

- demlvanadandnylalndde GNS3-2.0.3-allkin-one sutdiapaniiainnInnsa

.
= O@> > " HNC Em Qam@
&

e
g

=
z0

—

S

D v

5U 3.8 wihdelusunsu GNS 3
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3.5 Anme GNS3 VM Ul Virtual Machine

Wsunsuidulusunsudmiusassgunsaiiiaisaiuoniniiaaindalusunsu GNS3

yinmsanuluanldann https://www.ens3.com/
deamilvanausosud avldlng GNS3.VM.VMware. Workstation.2.0.3.zip %113

unn zip dlsSeuson s¢lalwaiidioansie GNS3 VM.ova fagu38

Name Date modfied Type

(g GNSIVM 6/13/2017 2:06 AM Open Virtualzation Format Distribution Package 333,259 KB

35U 3.9 lWld GNS3 VM.ova

Fmssudananitlig GNS3 VM.ova levinsiinds
wusznguihaedmiunisisdo Virtual Machine waw Storage Path fifosnisdauiu
Virtual Machine #1431 3.9
lutas Name for the new virtual machine Lﬂunﬁﬁgﬁa’lﬁﬁu Virtual Machine fia
Ainda TuitezldTodn “GNS3 Vv
Tusiay Strong path for the new virtual machine Huns@eniiuisdafiu Virtual
Machine

2

INUUAANAYY Import

9
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Import Virtual Machine X
Store the new Virtual Machine
Provide a name and local storage path for the new
virtual machine.

Name for the new virtual machine:

‘ GNS3 VM|
Storage path for the new virtual machine:
[ D:\WWM\GNS3 W;.._. o J Browse...

Help Import Cancel

35U 3.10 M9¥%8 Virtual Machine wazidan Storage path dwiunisdanu

= v Ly | w &
2 Import La%QLLa’JT\]SLLaﬂQWUWWWQﬂGU

Eap—
GNS3 VM

P Power on this virtual machine

E
ol Edit el
+ Upgrade this virtual machine

| ~ Devices
% Memory 2GB
[ Processars 1

(2 Hard Disk (SCSI)  19.5GB

2 Hard Disk 2 (SCSI) 97.7 GB
CO/DVD (IDE)  Auto detect

¥& Network Adapter Host-anly

Y Network Adapte... NAT

B Display Auto detect

w Description
peheg = Virtual Machine Details
State: Powered off
Configuration file: D:!\VM\GNS3 VM35,GNS3 VM35amx
y: Works! 9.x virtual machine

comp

5U 3.11 GNS3 VM w1 Virtual Machine

- dumpusoluidunisfadn Network Adapter Tifu GNS3 VM Taevimseanit Network

Adapter munsaudunifagy 3.11
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machine
machine settings

4 Upgrade this vitual machine

~ Devices
M Memory 2GB
[ Processors 1

e Hard Disk (SCSI)  19.5GB

i Hard Disk 2 (SCSI) 97.7GB
4 CD/DVD (IDE) Auto detect
etwork Adapte...

B Display Auto detect

| : i = Virtual Machine Details

| State: Powered off

| Configuration file: D:\VM\GNS3 VMSS\GNS3 VMS55.vmx
Hardware compatibility;: Workstation 9.x virtual machine

sU 3.12 aAn Network Adapter

vin1sidenil Network Adapter Host-only Wagumsasaanniin Host-only tdu

Custom>VMnet2(Host-only) 9ntune OK

Virtual Machine Settings

Hardware  Options

Device Summary Device status
K Memory 268
‘ [d Processors 1 [ Connect at power on

e Hard Disk (SCSI)  19.5GB

& Hard Disk 2 (SCSI) $7.7G8 Hetwork connection
CD/OVD (IDE) Auto detect () gridged: Connected directly to the physical network

{ Network Adapter  Custom (Vinet2) Replcate et 3t

F&nietwork Adapter 2 NAT
(_) HAT: Used to share the host's IP address

B8 Display Auto detect

_JHost-only: A private network shared with the host
| ®) Custom: Speafic vrtual network
|

VWinet2 (Host-only) ~
() LAN segment:
LAN Segments... , | Adyanced...
Hadd... Remove

[oc ] conee el

§U 513 Wasun3AeA Network Adapter 310 Host-only tllu Custom

18



waziileannlusunsa GNS3 VM ldauiies Network Adapter Liien Sau Network

Adapter fs1lslldldnuld Taaneil “Network Adapter 2 NAT" 21014 NA Remove

Virtual Machine Settings X

Hardware Optons

Device Summary Device status
K Memory 268 nnected
[ Processors 1 [l cgrnect at power on

= Hard Disk (SCST) ~ 19.5G8
2 Hard Disk 2 (SCSI) 97.768 Pebyock conneciion

CD/OVD (IDE) Auto detact () Bridged: Connected drrectly to the physical network
Y& network Adapter  Custom (ViMnet2) clcats A

L Network Adapter 2 NAT =
B pisploy Auto detect (@) NAT: Used to share the host's IP address

(O Host-only: A private network shared with the host
(O Cystom: Specific virtual network

VWhetD
(JLAN segment;

LAN Segments... | Adyanced...

o] e | e

5U 3.14 au Network Adapter laflglda

Tunsisenlyau 1ﬁﬂﬁﬁﬁn Power on this virtual machine

5}

.ﬁ@ GNS3YM - J;uw;vmm; - O
|E-I= 4t Yew VM Tabs Help | Bov { & D R
Y 2 (4 GNSIVM *

=173 GNS3. VM

o e
)7 Shared VMz
152 168,712

* Devices
- Memary 268
[ Processors 4

o Hard Disk (SCSI) 15568
2 Hard Disk 2 (SCSI) 927 6B
CD/DVD (IDE) Auto detect
¥ Network Adapter Custem (VMnet?)
R Displey Auto detect

* Virtual Machine Details
State: Powered off
Configuration file: DAVM\GNSI VM (

GNS3 VM 3)vma
Hardware compatibility: Workstation 9.x virtual machine

5U 3.15 n1391884 Virtual machine i@5vauysed

19



3.6 N3A9AN Virtual Interface
Virtual Interface 1Jun1531a94 Network Adapter Fusndgmiunisidany VMware Tag

azUsznaulumie 3 wuuwang femeluil
. A ' Y ar o a ¢al s o

1. Bridge mode dunisiteudelneasatunidsniineufinnesniu VMware ¥inanu

= P ) % ] & v < P 2, =l < a
aglavaziinisuanlefivennsaunleifa virtual machine e Wisuiadouduneudn 1 130
aguTALASN

2. NAT agsinsudasvianealafivannsaanddadsnvasrauianesilesunnlmdula
NULALATANLIIFDINTUNFIDEILTUADUNLADTLS Y 192.168.1.3/24 \51@1015069A7 NAT 1w

Wabuan 192.168.1.3724 104 10.0.0.3/24 ¢

[~ 2 o af < ) 2 @ & af o o P
2 Host—only L‘U'Llﬂ’]‘iﬁ‘ﬂ\iLUW]L’JSﬂﬂ’W&I'Lu‘Nﬁ]%I&ILﬂEJ'J’EJBQHULUWL']iﬂﬂ'lﬂﬂﬂﬂ‘ﬂL’UﬂﬂJWi)ﬂU

ADUNAADSUBAAT BT

ddy 5 oa & g - & ) v o v
Taglundisngn1snerdueasiwariavun 2 duwesadwisunisilulgaulunig
& & v " =l = w v w
vnaosnisll Ingussnaulume GNS3 VM uag Cisco ACS Mazyaddluiidodaly
- Teglunisasna Virtual Interface Ty VMware 1S doavinnuduneaunsil (5u91n Edit >

Virtual Network Editor > Change Setting

9 Virtual Network Editor x
Name Type External Connecton Host Connection  DHCP Subnet Address
VMnetd  Custom 3 - 192.168,153.0
VMnetl  Hostonly - Connected Enabled  192.168.65.0
| WMnet3 Host-only - Connected Enabled 192.168.50.0 il
| VMnetg NAT NAT Cornected Enabled 192.168.60.0 | r
| WMnet10  Host-only - Connected ; 192,168.247.0 |
I |
| |
K4 " |
el g v, Remgve Metwork
VMnet Information

DHCP Settings...

5U 3.16 wti1614 Virtual Network Editor
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- andangwiivinedmiunisaan Tnglunihilaslunmsasedr Network Adapter iavun

Tunnsifia Network Adapter ¥inldlasnasnaits Add Network Usinguiisnadasy

3.16 lutios Select a network to add Tvhansiden Network Adapter fifpanisandy

8w
84 o

nn OK Tulassuil 1Ay 2 Network Adapter e VMnet2 (Fv3uidosia GNS3 VM

v GNS3 ) wag VMnet3 (@145U Cisco ACS)

Q
Name Type External Connection
VMnetd Custom
WMnet1 Host-only -

| VMnetz  Hostonly -
VMnet3 Host-only -

e =

| vMnets  NAT NAT
VMnetl0 Bridged  Realtek RTLB723AE Wireles...
Add a Virtual Network X
L Selectanetwork toadd: VMnetd | v

Host Connection
Connected

Connected
Connected

(O Bridged (connect YMs drectly to the external network)
Bridged o: Realtek RTLE723AE Wireless LAN 80211 PCLE NIC

(C)NAT (shared host's IP address with VMs)

(®) Host-only (connect VMs intamnally in a private network)

[<] Connect a host virtual adapter to this network

Host virtual adapter name: YMware Network Adapter YMnet2
[ Use local DHCP service to distribute IP address to VMs

Subnet[P: [ 192,168, 68 . 0 |  Subnetmask: [ 255,255,255, 0

Restore Defaults

DHCP Subnet Address |

- 192.168.153.0 I
Ensbled  192.168.69.0 |
Ensbled  192.163.68.0 |
Enabled  192.168.50.0 |
Enabled  192.168.60.0

Agttmatic Settings...

NAT Seffinge.i.

| DHCP Settings...

5U 3.17 wisi19 Add Network

deluiduni3iean Network Adapter 131910 VMnet2 ¥ ssaaiduuuy Host-only

v o sJ i o 14 ] " E
wazidonlvvinnisipusaiulATas Host NN Virtual Adapter VMnet2 uuLA$e4

2/
ot

Host t@anldlwasia DHCP uazmsan Network Tud 192.168.68.0 Fuium 255.255.255.0

AegU 3.17
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@ Virtuzl Network Editor X

Name Type External Connection Host Connection ~ DHCP Subnet Address
ViMnetd Custom 2 - - 192.168.153.0
VMnetl Host-only - Connected Enabled 192.168.65.0
Enabled
| VMnet3 Host-only - Connected = 192.168.50.0

VMnets NAT NAT Connected Enabled 192.168.60.0
VMnetl0  Bridged Realtek RTLB723AE Wireles... -

| AddNetwork.., | |Remgve Network

VMnet Information
O pridged (connect VMs directly to the external network)

Bridged jo: Realtek RTLB723AE Wireless LAN 802. 11n PCI-ENIC Aytomatic Seltings
(O AT (shared host's IP address with VMs) NAT Settings...

(®) Host-only (connect VMs internally in a private nebwork)

[] Connect a host yirtual adapter to this network
Host vir tual adapter name: VMware Network Adapter VMnet2

[7] Use local DHCP service to distribute TP address to VMs DHCP Settings...
Subnet[P: [ 192.168. 68 . 0 |  Subnetmask: | 255 .255.255. 0 |
'Restore Defauits [ 1| conced || moy || reb

5 3.18 AaA" VMnet2

N13¢4A1 DHCP na7Us DHCP Setting 9zUs1n)nu1a19 DHCP Setting ¢i43U 3.18 v
msnamfagy Ingezidunsriiieliian 1P Address 18933 192.168.68.0/24 Tutaa IP

s 192.168.68.128 &4 192.168.68.254 91ntuna OK

& Vil etk £ty
! DHCP Settings X HCP Subnet Address
192.168.153.0
Network: vmnet2 habled  192.168.69.0
Subnet IP: 192.168.68.0 habled  192.168.68.0
Subnet mask: 255,255,255,0 192,168.50.0
Starting 1P address: [ B 169 , 63 . 126 habled  192,168.60.0
Endng P address: | 192168, 63 .254
Broadcast address: 192.168.68,255
] Days: Hours: Minutes: E7 3= Ri -
- - o4 fdNetwork... emgve Network
Default lease time: [0 = [U 2 e S
Max lease tme: |0 w2 B B
E s e r Aytomatic Settngs..
T IS T OOOTCSS PUT YIS HAT Settings...

(®) Host-only (connect VMs internally in a private network)

[ Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnet2
[ Use local DHCP service to distribute IP address to VMs | DHCP Settings. ..

Subnet]P: | 192.165.68 . 0 |  Subnetmesk: | 255.255.255. 0 |

| Restore Defaults | [ o Cancel | | Apply Hep |

5U 3.19 fadn DHCP
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zz 1 o Q‘.IJ 1 2 o | 1 o/ <

- 4R VMnet3 vinisasandunuy Host-only wazldaanlivinn1sidensenuinios Host
1 \ < a w ca &
H1UNTY Virtual Adapter VMnet2 UuLAT84 Host Laanldieensia DHCP waziian

Network T4 192.168.50.0 Fulun 255.255.255.0 Aagu 3.19

@ Virtual Network Editor X
Name Type External Connection Host Connection  DHCP Subnet Address
VMnetd  Custom - - - 192, 168.153.0
VMpetl  Hostonly - Connected Enabled  192.168.69.0
VMnet2  Hostonly - Connected Enabled  192.168.68.0

192.168.50.0
VMnet8 NAT NAT Connected Enabled 192,168.60.0
| VMnet10  Bridged Realtek RTLB723AE Wireles... - = -

VMnet Information
(O Bridged (connect VMs directly to the external network)

Bridged to: Regltek RTLE723AE Wirsless LAN 802, tin PCIE MIC Automatic Settings.y,
(O NAT (shared host's IP address with VMs) [NAT Settings...

(®) Host-only (connect VMs internally in a private network)

[] Connect a host virtual adapter to this network
Host virtual adapter name: VWMware Network Adapter VMnet3

[ Use local DHCP service to distribute IP address to VMs DHCE Settings...
Subnet[P: [ 192.168. 50 . 0 |  Subnetmask:| 255.255.255. 0 |
Restore Defaults T Apoly e

5U 3.20 HraA VMnet3
3,7 finma Cisco ACS VY Virtual Machine

- anuluaalusunsy Cisco ACS la91n https://software.cisco.com/download aglalwg

ana (iso) ¥ ACS_v5.8.0.32.is0

- ) & a s i 4 .
- WUalUsunsy VMware Workstation 91ntuLdan® File > New virtual machine 9

Usinguihdnaegy 3.20 uaaudendt Typical uaana Next
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New Virtual Machine Wizard X

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

WORKSTATION:
PRO

Create a Workstaton 12.0 virtual machine
in a few easy steps.

() Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

Help Badk Next > Cancel

. B ;

su3.21 N1585149 virtual machine Juunlvad
TupaulidviinisasiaaTed virtual machine MagiiawigszuuliRnistuuilasdalil
innsaeassalusunsuatly Taedenil | will install the operation system later 9n1Ju

nn Next

New Virtual Machine Wizard X
Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?
| Install from:
O Installer disc:

= DVD RW Drive (G:)

(O Installer discimage file (iso):

C:\Users\weerasak\Downloads\ACS_v5.8.0.32 (1).iso Browse

®1 willinstall the operating system later.
The virtual machine will be created with a blank hard disk.

= < ol

3U 3.22 M58379 virtual machine Tnadalivinnsfanslusunsy
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a va =g v oo w . [y ¢
- denszuuuUinasilydiniu Cisco ACS Tawavidonld Linux 1295%U Red Hat

Enterprise Linux 6 64-bit lun1sAndalusunsun

New Virtual Machine Wizard

Guest operating system
(O Microsoft Windows

(O Novell Netware
O solaris

O VMware ESX
Ogther

Version

|Red Hat Enterprise Linux 6 64-bit

Help

Select a Guest Operating System
Which operating system will be instalied on this virtual machine?

< Back

!

JuUnA Next

[
[

S94l 970

Cancel

3U 3.23 i@enszuudiinisdnsulusunsy Cisco ACS

3

Yo Virtual machine wagidaniuia

f19

i3 ]
[

funlunisliiulndarslanuning

IanulnaiSousasudq na Next

wiunssmnulaeluiiteglttadn Cisco ACS du

NVUIN

v
@

P

w25 GB 1Jusul ilefi@auas fvuni

New Virtual Machine Wizard

Hame the Virtual Machine

Virtual machine name:

\_Clsr.u ACS|

What name would you like to use for this virtual machine?

NIA~S

Location:

[D:\V'M'Crsco aCS

| <Back

The default location can be changed at Edit > Preferences,

Cancel

- & oo ¥ 4 .
g‘l.] 3.24 Laanwummﬁvuazmﬂa Virtual Machine
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- e 3 i . = | ¢ a
Wenvunrasiudafiulvaes Virtual Machine wiaazisenindusiindaves VM Lae
av v o & v v i & A = 1 4 O
Alel TavaziduniseesiiufiliarmihuazazvensvuiniuSes qauisaisnely 9
o vl & = = g ; 2 = Y
Amualin 60 GB uastdaniluuuu Split virtual disk into multiple file l@Sa3ousoy

WAaNA Next

New Virtual Machine Wizard b 4

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine,

Maximum disk size (GB): 20.0
Recommended size for Red Hat Enterprise Linux 6 64-bit: 20 GB

(O store virtual disk as a single file
(®) spiit virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

- <o | [FEE] | oo

¥ X e ¢ % .
3U 3.25 faAnuivmnulWawes Virtual Machine

| ° o 1 ¢ z = [ = = .
AplusinsasAnalUaues  Virtual  Machine  #isnagldanulesden?t  Customize

Hardware

New Virtual Machine Wizard X

Ready to Create Virtual Machine
Click Finish to create the virtual machine, Then you can install Red Hat
EntE(pfseLhiG 5+bitL

The virtual machine will be created with the following settings:

-

Name: Cisco ACS
Location: D:\VM\Cisco ACS
Version: Workstation 12.0

Operating System: Red Hat Enterprise Linux 6 64-bit

| Hard Disk: 2068, Spit

Memory: 2043 MB

Network Adapter: NAT

Other Devices: CD/DVD, USE Controller, Printer, Sound Card v

Customize Hardware...

<ok | [Fnsh ]| conce

5U 3.26 AaAnAATUg LYY Virtual Machine

26



Wuusuan 2 6B Wu 4 6B iinduedwmiunsindadnlulu Virtual Machine Tnstden
7 New CD/DVD (SATA) > Use 1SO image file > Browse wagzldanlna Cisco ACS 157
vimsaivaaudulng(1S0) uagyhnsiwaeu Network Adapter 37ndu VWWMmet3
Tnendonl Network Adapter > Custom > VMnet3(host-only) iiaiasaiseutesudn ne

Close mum78na Finish

Hardware %
Device Summary Dewce status
|| mmpemory 268 Loenect
[Processors 1 | [7] comect at power g0
& e CDOV (
Elitetwork Adapter Custom (Vinet3) Camecton
Bust Comtoler  Present () Use ghyscal drive:
‘G'Snmcxd Auto detect R
i Printer Present £ oy
"'D!k‘uu Auto detect e Uviis'i’_-_;ww; A
| [€ Userswee asakCovmioad ~ | prowse...
Adyanced..
|
I
| 1
| |
|
| Qadd... Remove
! Heb

3U 3.27 1@enlwa Cisco ACS

| Hordware | X
|
[ B ey | Devica status
W Memory: 268 LYY
Qi ) [ connect atpower on

# yNew CODVD (... Using fle C:\JsersiweerasakiDo...
stom [VMretd)

Network Adater Cu Network connectan
USE Controller  Present | O ridged: Comnected drectl to the physical nemvork |
| @) sound Card Auta detect | Aeklntr bbbl natwodMorregmasiate |
| o Privter Present | |
| Wouplay Auta detect | ) NAT: Used to share the host's IP address

| Crpost-only: A private netvork shared with the host
(@) Cystom: Speafic vrtusl network

Vet (Host-only) ¥
()L segment

Om-... nmwe

[E=] e

5U 3.28 AaAn Network Adapter 1Uu VMnet3
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- 9gleeSag Virtual Machine Insaud msun1s@ansa Cisco ACS

(D) Cisco ACS - VMware Workstaben = o x
Eie Edt Yew VM Tobs Help o = + o= A -l 3
Library x

Machine Det
| State: Powered off
| Configuration

f ‘ Hatdware compatibiit

5U 3.29 1304 virtual machine Nnsaudmsun1sAnce Cisco ACS

- m3iUn Virtual Machine #1a3790uslagnaiyy Power on this virtual machine

- INtWATEY VM Baas1asilafuanuadtsnuieslisynduiudenivu Biswinas
\&i@n [1] Cisco Secure ACS 5.8 installation (Keyboard/Monitor) latan “1” uaanm

Enter

B Cizco ACS - VMware Workstation - 2] b

Fle EdR Yew VM Tobs Hep 0] = | b | PO RIFESE o]
sy "L s L o b i A e . i

To direct input to this VM, click inside or press Ctrl- G =5k L

3U 3.30 nthendmiuiden startup boot

v
[ [

o o & N ) ' ' =
%"IﬂUUQgL{IUﬂ'ﬁW'N']U‘UEN'ﬁﬁUU ﬂ@ﬂ']'ﬁla%ﬂﬂ']ﬂﬂqtﬂu@']ﬁﬂWaﬂ']'iﬂﬂﬁfl']r]fwl'\ufﬂ?l]

Janvunvadlusunsunsalal
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D) Cisco ACS - VMware Worksation - o x
Ede Edt Yew VM Isbs b | 01 v | & PO R == ]
Libeory 3 TR ¢

oy

= My Computer
G

3U 3.31 FunaumnsaaadIidndusingg

B Cosce ACS - VMware Werkstation e Wi
Ble fdr yiew VM Jees Hep | B~ v FORE Ry =L
Libear, (o el AT R PR = = o %

RO s Bt
' \

x11-pFotn-Aeuel-2/6-25 . 16.naarch (1 M)
e AR A T

To direct inpit b thir VM. chck nside o greas Crie G, SM-a

/] =9 8
U 3.32 nilenevazannalusunsy

@ v

\Weafnnuieuaeu virtual machine 38v1n153yn 1 A3 wdaziUaTusduniieng

¥93lU5UN 31 Cisco ACS lagaziuguuuuues Command line TunsiaviAdanngg

9 Caco ACS - Mhue Werksianon > 4

Fle [ Yw VM Isbs Hep | 10 = oWl alf=]

Libeary x

| ¢} Cinco acS

i Fiabies many festures md mor0ves euse movemen, vdes i 3

rwtalToos | BemedMeisier  Heve Remnd Me

L0g 11 16 the quest cperatng syetem and cick Tnetal Tooks

To diect input 10 this YW ¢lick inside o press C S fWed

5U 3.33 niiusnves Cisco ACS
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- Tnelunsssansegiulsidasolud
- Enter hostname [ ]: acstest
- Enter IP address [ ]: 192.168.50.100
- Enter IP netmask [ ]: 255.255.255.0
- Enter IP default gateway [ ]: 192.168.50.10
- Enter default DNS domain [ ]: acstest.com
- Enter primary nameserver [ ]: 192.168.50.50
- Add secondary nameserver? Y/N [N]: N
- Enter NTP server[time.nist.gov]: time.nist.gov
- Add another NTP server? Y/N [N]: N
- Enter system timezone[UTC]: UTC
- Enable SSH service? Y/N [N]: Y
- Enter usernameladmin]: admin
- b= Efictgpasawong: Firtasn

- Enter password again; ¥**xxxxxx

(B Cisco ACS - VMware Workstation - o 3

Ele Edt Miew VM Tabs Help & R ) L) = S

Ubuntu :
Red Hat Enterprise

To direct input to this VM, click inside or press CtrleG S*f=-8

l’j 1 3 1
U 3.34 aATWUFIUANY

30



50N15AAAILUSTILASH Pumnautionalsaiuseunas 20-30 Ul

D Cisco ACS - VMware Workstation

‘E.vgid&l'.nlﬁlbtim:i' X PO uE=T-

3U 3.35 YUeMUTNTUAIFIALTUNSANAY

Wievinisanuieusas awnduidignin login 8nasails Lild username way password

imualy azihgni CLI @unsavianis Configuration Arm1aquaumiiniile

| B ciocoAcs- Whtaue warkstation Pl *

Eite Edit View VM Tabs Help - 0 FORN W=

To direct input to this VM, click inside or press Ctrl=G. S
3U 3.36 i1 CLI vaslusunsu Cisco ACS

L o 1

uonaniigiansaingszuuhumadusumeimalaeldiiuunaiiveden uitiedld
Internet explorer lunsldeu TaeBuanidn Internet explorer Fun Tudas URL Tild
https://192.168.50.100 99ntuna Enter lunisidrldauiiiunsidnldaulnglaid
security certificate tws1¢ae ﬁ%uiﬁn ALaon i Mare information > Go on to the

webpage (not recommended)

31



95.37 %11 Web Interface 494 Cisco ACS

- lunsuhdszuudimiund GUI Tuassusauulildanu username : acsadmin wa

password : default 91nuIzITIFUURBUNIAIAIMIAITAdMT UMY Ul

5 a e [l v o v é: o i L%
Asaanadsalvdlmiseusauinathundqldnu

- uaglumsldemdudnluieadnnstuulueugin nslugduuuneaeslieldiulsiiio
80 Juwintiulpenstuduanunsaiinldvelueygnlaaniivladvasdalivinduuasses

T UnyTvowmaussnmvingy

3.8 faA1 TACACS Ul Cisco ACS

'3

- amsdsugunsalinesnisldaulussuulneiEeni Network Devices and AAA Clients

> Create

5U 3.38 nsadsgunsaliflaisaniaglden
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L3

° & = o _a ) ' s nl' o
vinmsasrngunsallag ldve Medute Jnnguvesgunsainuanuiiuazyiinvesgunsal

5 o o 8

#af1 IP Address ¥04gunsel ay 1P luiiflazilu IP Management vasgunsaliiu
2 d. ' (B . - 4 & . 1

wazAndes TACACS+ warlutad Shared Secret Td1 “cisco” LilanaAnnagnaas

4

a1 NA Submit

"f':,-,:,""_"‘"“" N AL TR WD T AN T IR T TSNS N
=K 2 - 4 Wi ¥ 3 4. w8

5U 339 manaagunsallifldeny TACACS+

N13M9A Location Group 1U7 Network Resources > Network Device Groups >

Location > Create lutos Name 1ddle TESTLOACTION 97ntiunm Submit

O i M TR O S AT, | 7 e oy (T

sU 3.40 n138514 Location Group
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3 1 i =i .
N13M4AN Device Group 1 1lUT Network Resources > Network Device Groups >

Device Type > Create Tutas Name 1d#a TESTDEVICE annifuna Submit

.
AT T R LM A A T I, T T 4T S A L L LTS

5U 3.41 n138519 Device Group

° v o v v = v | v X

vmsadn User inesnisldaulaeaziiuanmsaiisnguues User faststuunlnglu
Users and Identity Stores > Identity Groups > Create Tuda3 Name ld71
TESTFULLADMIN tfiun1sfanguues User 713931 TESTFULLADMIN uagvinsduneu

\FuBnAsaIRea31aNds TESTOPERATOR

O Enm— VW R

U 3.42 N158379 User Group

MN198519 User w3y Full Admin way OperatorTﬂ&lL’fl”ll‘lJﬁ Users and Identity
Stores > Internal Identity Stores > Users > Create Aia¢ Name 11 fulladmin 1Ju

o v oo ) v ' ' . °
user A mTuNsdgsEUL Yes Status idenlu Enable ga1 Identity Group ¥in1s

34



Heonl#oglungu TESTFULLADMIN Tnetd1ludl Choose > All Group > Antq
TESTFULLADMIN > OK lud2u Account Disable fin#ida4 Disable account after
“s7(yaniasrurundeiinnldsiaianainazsinnisdon User ) successive failed
attempts gAM18@IUVDA Password 984 Password Type tdaniiu Internal Users %04

Password @11 cisco way Confirm Password 1d31 Cisco 8nasanils

e i i
J—c

R Gadl Ao & T s

3U3.43 N156519 User fulladmin

d115¥U User #1 Operator 9¢11%977 operator Ina@unaun1sainenieqazinilounu
fulladmin Taeludos Name 19ld49 operator wag Identity Group tdenidu

TESTOPERATOR dqunisiarnimaeszmilauiu fulladmin viaviae

3U3.44 N198319 User operator
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Fadin Shell Profile Tagidludi Policy Elements > Authorization and Permissions >
Device Administration > Shell Profiles > Create dw3u fulladmin lUfiuau General
%94 Name 141 fulladmin fiuau Common Task Tuwadia Default Privilege 1danifiu
Static @71 Value @ontlu 15 wagluiide Maximum Privilege ianidu Static d7u
Value Eenidiu 15 1wuiu aantuna Submit uazludiuves operator agvhnsReanai
General 104 Name 1d41 operator fillat Common Task luade Default Privilege
wonilu Static d@au Value Wdoniiu 5 wazlude Maximum Privilege [doniliu Static

a7 Value @anlu 5

=

5U 3.46 n13RaA Shell Profile(2)
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- 4379YA Command dmiuunay User Tnaidnlu#i Policy Elements > Authorization
and Permissions > Device Administration > Command Sets > Create Tutias Name
Td31 fulladmin Hun1sfaeyadnds udaRniides Permit any command that is not in
the table(iiunsaugalilddmdsiomuailaildaglumsaiudns luitifonsoealild

NNANEINL) NUUNA Submit

q

[« I r W ——— - -
- i

35U 3.47 N5MaAn Command set dmsu fulladmin

"
o

- warludiuvas operator luvas Name 1ldd1 operator Tngazlilamdslanauisinds
W ULYU show version, show clock, show log LuAu Tuges Command T#lddn
show Lazwee Argument 1d31 version @1M5uAE show version natunA AddA vin

° P Y v i
AUAIAY show clock Laz show log WBlaBUSaEUAD nA Submit

5U 3.48 N13AA1 Command set d§1%3u operator
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faAn Access Policies &m3U TACACS+ lUA  Access Policies > Access Services >

Default Device Admin > Identity lutioa Identity Source danilu Internal Users

35U 3.49 \7an Identity Source

o " o ) . .
@379 Authorization Rule Ing/lU# Access Policies > Access Services > Default Device
Admin > Authorization Uaana Create ¥iin15@s1999uua 2 Rule 195U fulladmin

o 5 U e d d q’: 1 1 = v v 2
uAy operator LAgsINNIAAIAIFUT 3.45 uay 3.46 LiasasAvnagaiuuspeudling

Y

dﬂlﬂ

OK uazn® Save Changes LWaUUNNNTIAIAN

b

@ CiscoSecure ACS = Webpage Dialeg

General
Name [RUe-1-fuladmn | Statws [Enabled V]| @

The Customize button in the lower night area of the policy rules screen controls which policy t
condilions and results are available here for use in policy rules. ]

Conditions

@ ideraty Growp: (i | A Groups TESTFULLADMIN 1| Select

“INDGlocabon: [in  e[AilLocations TESTLOCATION || Seleat i
! 2 NOGDedsTypa[n  [MiDevice Types TESTOEWICE || Seloct| _
TR — 1
Rasuhs

Shell Profie:  [fuladmin | select |

Command Sets

5U 3.50 @519 Authorization Rule d13u fulladmin
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&' Cisco Secure ACS - Webpage Dislog

@ et RGBS s i Py patctian do © Certicate eror

Ganeral
Name: [Rule-2-operator x| Sistus:|Enabled v |@

The Customize button in the lower nght area of the policy rules screen controls which policy
conditions and results are available here for use in policy ruies

Conditions.

) identity Group.  [in_  |All Groups TESTOPERATOR || Sekect
| NDG.Locaion.  [in “ [Ad Locations TESTLOCATION || Seledt
7 NDG Device Type |in A Device Types TESTOEVICE || Select

(] Time And Date
Results

Shell Profle:  [operator | Sefect
Command Sets.

[eperator

gﬂ 3.51 #5314 Authorization Rule #1915 operator

§19A1 Service Selection Rules lnad1luf Access Policies > Access Services >

Service Selection Rules Uaana Create Uagyin1ssaamiugy 3.47 Liad3nd Policy

dm3U TACACS+ 31n1una OK wag Save Changes LWOUNNN1TAIA

@ Cisco Secure ACS - Webpage Ditlog

P R

5.3
General

Name_ [Rule-1-TACACS X]| Swlus Enabled  v| @

The Customize butlon in the lower right area of the policy rules screen controls which policy
condilions and resulls are avadable here for use in pohicy rules.

Conditions

I Protocol [ match ~[Tacacs || Setect |
%] NDG Device Type: |in [l Device Types TESTDEVICE || Seect |
[ Deiice Fier  [ANY- ]

Results.

Service: | Default Device Admin v

(0K [ Cancel |

3U 3.52 #3514 Service Selection Rules
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3.9 fan RADIUS Ul Cisco ACS

a v o ow ° - ¢ % 9 ' o =
- Iagludududevihnisiiugunsalfiesldeu RADIUS i lulussuunau Falunisidia
14 ll:l o =\l (3 LI d 1 ﬂl
gunsaliluduazmioudunsifingunsves TACACS+ TiiwadoR 3.8 usaznnsiity

flsidunsldaru RADIUS Lol Taelusiade Authentication Option THAngnTides

RADIUS wazld Share Secret : cisco

]

i a/ i y ; ‘
! < :i_l,wl LF B B o B F e gt A O B SRR S OB ]

5V 3.53 [iugunsaiitléan RADIUS

o 13 b . o o VI V) el £
¥11N15a319 Identity Group dwmiuinesiinistududnulddain NON-DOT1X Ineidn

1U#l Users and Identity Stores > Identity Groups 91niuna Create lutea Name: 1d

771 NON-DOT1X waana Submit

W . SRR e T R B

°

SaeEs b S B VA & ¥ Siee L

3U 3.54 319 Identity Group 13U RADIUS
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- %19 Authorization Profile L3ufua1nasns Downloadable ACLs 191U Policy
Elements > Authorization and Permissions > Named Permission Objects >
Downloadable ACLs ua2n# Create Tuded Name ld31 PERMIT-ALL @2uvas

Downloadable ACL Content 1d31 permit ip any any

5U 3.55 @319 Downloadable ACLs

- a%14 Authorization Profile Taeid1 U Policy Elements > Authorization and

Permissions > Network Access > Authorization Profiles Waanm Create Tuuviu

2/ ]
o o

General 1799 Name 1% #43837 WIRE-PERMIT-ALL Wiy Common Tasks 7111348
Downloadable ACL Name \daniiu Static wag Value tAanilu PERMIT-ALL ta@$audn

nA Submit

3U 3.56 @379 Authorization Profile
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[ . - L. . o |
- @319 Access Service TawlUf Access Policies > Access Services wanm Create Tutia9

Name 131 WIRED Ltaxﬁngfﬂ,u*zﬁad Identity wag Authorization

3U 3.57 #3514 Access Service(1)

o

- fwnu Allowed Protocols Minnsaseneail

3U 3.58 7519 Access Service(2)

v o s ~ CJ . .
- @579 Service Selection Rules 115U Radius Llae'lU# Access Policies > Access

v
=1

Services > Service Selection Rules 91nUunA Create 3NUUYINISAIAINIT
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2] Cisco Secure ACS -- Webpage Dialeg X
@ b RLIRR I acadmnPokeputhctionse 0 Cesiene ance
General
Name: [WIRED | status[Enables V] @
|
The Customize button in the lower right area of the policy rules screen controls which policy
conditions and resulls are available here for use in policy rules I
| Conditions i
| [¥] Frotocol: [ maten v |Radus |[ setect [
| [¥] NDG: Device Type:|in | A Device Types TesToEvICE | [See] |
Doewermer [V ] i
Results
Service: | WIRED v |
1
|
| i
| |
|
|
|
|
|
[oK][ cancel | [P |

35U 3.59 319 Service Selection Rule #%35U Radius

- @519 Identity A uLwesid WIRED Tae'lU#l Access Policies > Access Services >

WIRED > Identity fana Create 31nuuviIN15AaA1693Y

&' Cisco Secure ACS - Webpage Dislog X

@ e WERIQTO i o S0 T (7] e centimeen

! General
Name [WIRE-MAR x] status:[Enatles V] @

| The Customize button in the lower right area of the policy fules screen controis which policy
conditions and results are avaliable here for use in policy rules

l Conditions.
[¥] Compound Concition:
Condition:
Dictionary. Altribute —
| Certicate Dictionary ~ ]| Setect |

Results
Identity Source: (jntemal Hosts |[ekea

»  Advanced Oplions

[oK] cancet | (el |

3U 3.60 314 Identity Tifulwa$3s WIRED
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%) . . Vo sa - .. ;
- @519 Authorization Tsfuweasia WIRED Taelui Access Policies > Access Services

> WIRED > Authorization wa2nn Create mnﬁuﬁﬂmﬁﬁaﬂ'wﬁ’agﬂ

& Cisco Secure ACS -~ Webpage Dialog X
@ bitpe//192.168.50.100/ acsadmin/Pobeyinputaction do i © Centificate error
General
Name:WIREMAB | Status [Enables V| @ (g

The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.

Conditions
[¥] Compound Condition.

(=]
I
g

(AD-AD1 T~ — ][ Select | |
Oparalor Value - |
v

Current Condition Set:

[haa = _ean e
(2| i) e

—RADIUS-IETF NAS-Poit-Type

Results
| Authortzation Profiies

: ‘ ~ You may select multiple authorization profiles. Altributes

|41 defined in muliple profias vl Use the value from the frst

(@ profée dafined |
v

lé'h_wiod" cel | [eip ]

3U 3.61 #3149 Authorization Tiffuiwa3$3s WIRED

3,10 #afn GNS3

- \iousla GNS3 VM fu GNS3 13uarnidalusunst GNS3 aantailudl Edit > Preferences

> GNS3 VM Lagyinnasaaaneail

. x
| Generat [GNS3 VM preferences T ]
N

¥ Enalde e 2834
skt g

Frhernet bl
Fihernet switches Vit orba b | Parer

Cloud nades Ry w——
| = wpes The G5 W 2o bt Glammsaced b,
VRCS nodes
> Dynamips Fatings
108 routers ST
~ 105 on UNIX Wit (e i
10U Devices [RTSe——
T QEMu o s
Qemu VMs "
~ VirtualBox VCPUn:
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W4 Virtual Network Adapter @wsunisitienaluds Cisco ACS uaz 1idunaufiuees

8/
s

o o o 3 . '
91899 It U7 Edit > Preferences > VMware > Advanced local setting LamIAN

fagU 1ntuna Configure Wwinnm OK

£ Frefecencer

General [vMware preferences

Server
GNS3 VM
Packet capture Localsettngs  Advanced local settngs
o SN B e
Ethernet switches
Cloud nodes
~VPCS Block netwark iaffic orignating from the host 05
VPCS nodes
~ Dynamips
10S routers
~ 105 on UNIX

vanet2 T o wwets o Confgure Beset

| VirtualBox VMs
VMware VMs

~ Docker
Docker Containers

Restors defaus

| -
ok | cewsl Hogly

3U 3.63 WY Virtual Network Adapter

Lﬁu |OS switch Iﬂﬂtﬂ‘ﬁi Edit > Preferences > IOU Device waildan New

€ New I0U device template 2 X
Server L
Please choose a server type to run your new 10U device. .;l.:

Server type

® Run this IOU device on the GNS3 VM

51 3.64 1iial New 10U Device
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- 1&9n7 Run this IOU device on the GNS3 VM W&1na Next 994 Name 1d41 Switch

P . ¥ a ¢ aw - v
\dan#l New Image wag Type W@oniu L2 image 9ntudonlug 10U Adaniauly udn

nM Finish
€ New 10U device template ? X
Name and image ;ll
Please choose a descriptive name for the new 10U device and add an IOU image. "{lt'

Name: |Switch
Image
Existngimage  ® New Image

Type: L2 image
IOU image: llsah-&ux-lz-‘.pkg-ls.ob.bn j | Browse...

o =

5U 3.65 1dan 10U TiaSeuld

3.10 @579 Project uazinaas Network Diagram

- Welusunsu 6NS3 a¥niusaatunilusilagludl File > New blank project a¥Us1ng

1%
= o

niAnasasslusaalmi@uin 1idodn new project uazidoniidniiulud 9ntuna

OK

€ Project ? X

New project  Projects ibrary

New project

Name: F\ewpm)ect

Location: C:\Users\weerasak\GNS3\projectsinew project - Browse...

Open project

Open a project from disk | Recent projects...

setoge [ o | coma

U 3.66 a319lusianlni
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35U 3.67 gunsaldraamanuaiinesldeu

M1N135A9A1 Network Adapter 19 Cloud usiag@alae aanw379 Cloud LaqLden

Configure 9z U@RIRYUIA14 Cloud configuration Anpn

U

interface na Add all mﬂﬁy'uﬂm OK

e- Node properties

Cloud1 configuration

Ethernetnterfaces | TAPinterfaces  UDPtunnels  Misc.

Ethernet

VMware Network Adapter VMnet1
VMware Network Adapter VMnet2
VMware Network Adapter VMnet3
VMware MNetwork Adapter VMnet6
Viware Metwork Adapter VMnet7
WiFi

+ Show special Ethemnet interfaces

Reset Cancel

fido1 Show special Ethernet

3U 3.68 \iu Network Adapter
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- Wasweuardgydnuwallinu Cloud waluiresonisvinau Tunswasuetu aaneaf
Yo v o =l - \

Cloud ualtaen Change hostname wadvIn1sUasuTaLdu CiscoACS, PC1, PC2

o w a v W & 2 o v ¢

MNA1AU Lazideudydnuallaaanyinn Cloud uaaldan Change symbol aunial

Cloud1 tdonidu gunsal server il Cloud2 uaw Cloud3 iy computer

€ e
| Be B Yo Cowt ke dame Jooh oy

:EG; OE>»>» "HC BFmicaamm

(llfg
B

hanacs

s ¢

U 3.69 Wasuvauazunlvddnual

@

Re

- msWeusegunsaiidiseiulasnadl Add a link uagyinnsieregunsalssil
- Interface ethernet 3/3 iousaiy Cisco ACS Interface VMware Network
Adapter3
- Interface ethernet 0/0 \¥pusiafiu PC1 Interface VMware Network Adapter7

- Interface ethernet 0/1 \iBumariu PC2 Interface VMware Network Adapter6
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- BusuNTYhuteaesyuulauranid Start/Resume All node
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3.11 Config gunsaldwiuloudariu TACACS+ uag RADIUS Server

u & B 4 . a v o w < .
- AulUaAany Switch wwudanunng CLI @u5unns Configuration

& out = g X

3U 3.72 wti1eing CLI dm3un1s Configuration

o

- Tu Global Config vl Command mﬁ
aaa new-model
!
aaa authentication login default local
aaa authentication login TAC none
aaa authentication login TACTEST group tacacs+ local
aaa authentication dotlx default group radius
aaa authorization exec default group tacacs+ local
aaa authorization exec CON local
aaa authorization commands 0 default group tacacs+ local
aaa authorization commands 1 TACTEST group tacacs+ local
aaa authorization commands 15 TACTEST group tacacs+ local
aaa authorization network default group radius
aaa accounting dotlx default start-stop group radius
aaa accounting exec default start-stop group tacacs+

aaa accounting commands 0 default start-stop group tacacs+
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aaa accounting commands 1 default start-stop group tacacs+
aaa accounting commands 15 default start-stop group tacacs+
|

aaa server radius dynamic-author

client 192.168.50.100 server-key cisco

[

aaa session-id common

authentication mac-move permit

no ipvé cef

ipvé multicast rpf use-bgp

no ip icmp rate-limit unreachable

I

no ip domain-lookup

ip cef

!

ip dhecp snooping

ip device tracking

!

dotlx system-auth-control
spanning-tree mode pvst

spanning-tree extend system-id

I

vlan internal allocation policy ascending
[

ip tcp synwait-time 5

51



no ip http server

!

ip access-list extended ACL_DEFAULT

permit udp any eq bootpc any eq bootps
permit udp any any eq domain

deny ip any any log

|

tacacs-server host 192.168.50.100
tacacs-server key cisco

radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server dead-criteria time 5 tries 3
radius-server host 192.168.50.100
radius-server key cisco

radius-server vsa send accounting
radius-server vsa send authentication

- Config Interface 611995144

interface Ethernet3/3
switchport access vlan 50
switchport mode access

duplex auto
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interface Ethernet0/1

switchport access vian 50

switchport mode access

ip access-group ACL-DEFAULT in

duplex auto

authentication event fail action next-method
authentication host-mode multi-domain
authentication order dot1x mab
authentication priority dot1x mab
authentication port-control auto
authentication violation restrict

mab

dotlx pae authenticator

dotlx timeout tx-period 10
spanning-tree portfast

spanning-tree bpduguard enable

interface Ethernet0/2
switchport access vlan 50

switchport mode access

53



ip access-group ACL-DEFAULT in

duplex auto

authentication event fail action next-method
authentication host-mode multi-domain
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
authentication violation restrict

mab

dotlx pae authenticator

dotlx timeout tx-period 10
spanning-tree portfast

spanning-tree bpduguard enable

interface Vlanl

no ip address

shutdown

interface Vlan50

ip address 192.168.50.2 255.255.255.0
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- Config line console uae line vty dm3un15idndseUuRu telnet, ssh uay

console line

line con 0
exec-timeout 0 0
privilege level 15
logging synchronous
login authentication TACTEST
line vty 0 4
authorization commands 1 TACTEST
authorization commands 15 TACTEST
login authentication TACTEST
transport input all
|

3.11 WY Mac Address @1%sUnIsEUSURIAL

o A i v 4
- IS1AW130M5988Y MAC Address veagunsauilireneglagld Command “show

mac address-table”
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5U 3.73 n57980U MAC Address vasgunsaliliouda

AndudlUf Cisco ACS u&71UT Users and Identity Stores > Internal Identity
Stores > Hosts W& Create Tuties MAC Address Td 00-50-56-C0-00-06 duilu
983 PC1 thag 00-50-56-C0-00-07 @5 PC2 Tusas Description ld71 PCL uag

PC2 mua19iu Identity Group (daniu NON-DOT1X Nntiuna Submit

5U 3.74 iy MAC Address vasgunsailu Cisco ACS
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unn 4
HaN1INnaaY

o v v oo & v Y P, R o a1
waqmnwlmmmsmmmq-’]L%'a‘usaaLLa'smsmmmaTUSLmiu Cisco ACS N13A3ATIAN99
15U TACACS+ server Wag RADIUS server s7U09N15918096108190095UUTULN J9fasiinng

npaessEUURNaliinsindeivhauldedafuussavsnm mumufanisuielyl

N3 91U Cisco ACS BN Secure Shell Service

- aseapuigunsalifieusiaiu RADIUS uay TACACS+ Server
- sdnldugg User flameadioufiu TACACS+

- VAEBUNTSLY Command Hnuuday User

- NN ImasaIuITnnltarusTuUlalee MAC Authentication

4.1 N5 199U Cisco ACS iU Secure Shell Service

Quick Connect X
Protocol: 185H2 M
Toslrare 192, 168,50, 100 J
Port: | 22 Eirewall: | None ~
Username: | A C -‘
Authentication
{ Password FY Properties..
PublicKey
Keyboard Interactive the
| [¥] GssAP1
[[] Show quick connect on startup [ save session
Openin a tab
Cancel

U 4.1 Secure Shell Service 1n8 SecureCRT
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[l 182.168.50.100 (1) - SecureCRT

- o x
File Edt View Options Trensfer Script Tools Window Help

£ F O Enternost i YOM @ #a ¥ ?

| Session Manager 2 EA [192168502(2) |192.168.50.100(1) 3 11
SO+ X X ™ N

Filter by ! o

B 192.168.2.200 A
G 192.168.2.200 (1)
I 192.168.22.1

B 192.168.50.100
I 192.168.50.100 (1)
I 192.168.50.11
B 192.168.50.12

Default |~ @ thedmin (g CiscoUcbT g Sa726b736kC & i Log tesco

[ 192.168.68.254 v
Ready ssh: AES-256-CTR 1, 16 24 Rows, 80 Cols  VT100 NUM

34 4.2 Secure Shell Service RRIGRIER

4.2 as29daUIgUnsalldanseriu RADIUS wag TACACS+ Server

B o y ) o o x|
ICU1#

3U 4.3 Ping lUds CiscoACS
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@ o0 == o %

3U 4.4 n33dUAW show aaa server

4.3 N5 IYunI8 User Maanzidaunyu TACACS+

EP 10U - O X

U 4.5 Wihgdaunsalihumensulgadoe Jagld fulladmin
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3U 4.6 \Wrgaunsnliuaneasulvanie Yaild operator

Quick Connect

Protocol: Telnet v
Hostname:
Port: \FZ: :: Eirewall: | None
[ show quick connect on startup Save session
Open in a tab
coc

X

U 4.7 ihgaunsalirulusinaaa Telnet
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|} 192,168.50.2 (1) - SecureCRT - u] X |

Ele Edit Yiew Qptions Iransfer Script Tools Window Help

€ F D tenciane DM e T ? .
Session Manager * Bl |192.168502(1) B 10

D+ X ername: fulladmin

8 192.168.2.200
B 192.168.2.200 (1)
O 192.168.22.1
I 192.168.22.1 (1)
3 192.168,50.10

Default ~ @ thedmin (g CiscoUobT gh Sa7266736kG g @ Log tesco

_ Telnet: 192.168.50.2 5, 6 24Rows B0Cols VTI00 NUM

U 4.8 \irgaunsaliinuluslanea Telnet Yagld fulladmin
%;F-l]192.168‘50.27(1]-SecureCRT \ o - m| X
Eile Edit View Options Transfer Script Tools Window Help
£ F O Fueoncaner | [T S % e T2 i
Session Manager B3 [192.168502(1) E 11
O+l O X| * username: operator
Har By <8 JoJfll password:

ior

c ) SE55 -
I 192.168.2.200 P ou1s
192.168.2.200 (1)
[ 192,168.22.1

B 192.168.22.1 (1)
38 192.168.50.10
[0 192.168.50.100
[0 192.168.50.100 (1)
[ 192.168.50.11

3 192,168.50.12

[ 192,168.50.13

[ 192.168.50.14

[ 192.168.50.2 Default |~ @ghthadmin @gh CiscoUobT (g Sa726b736kG g
5l 192.168.50.2 (1)

[ 192.168.50.2 (2)

[ 192.168.50.2 (3)

[ 192.168.50.3

[_1032 140 802 (1)

Ready Telnet: 192.168.50.2 5 6 18Rows 46Cols VT100 CAP NUM

W

U 4.9 iWhgaunsaliulusianea Telnet %a{ﬁ‘fﬁ' operator
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5V 4.10 asrvdeugidlHarurnu CiscoACs

4.4 NAgaUN15LY Command HIuwAaE User

2.168.50.2 (1) - SecureCRT = o X

Options  Transfer  Script Tools Window Help
h d0Mh @ &a¥ ? ¢

Session Manager 2 BN |e2aess502(n

D+ XM

182.16822.1 (1)
192.168.50.10
192,168.50.100
192.168.50.100 (1
152.168.50.11
192.168.50.12

192.168.50.2 (1)
192.168.50.2 (2)

OR, P
replicate

last resort
subnetted

Y
s directly connec "
s directly connected,

Ent e per line. &nd with cNTl

roc
1001 (config)#

PR NENE SR EEEREEEERR

1al-com2 Default v g thadmin g CiscolUckT g Sa726673
B serial-com2 (1)

5k g @ Logtesco

8 serisl-com3
B serial-comd
B serisl-comS

8 sevial-con
Ready Telnet: 192.168.50.2 35, 14 35Rows, 97 Cols  VT100 AP NUM

5U 4.11 User fulladmin ‘l‘i’faw‘lﬁv;n Command
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File Edit View Options
o £ <
Session Manager

2O+ X

B 192.162.2.200
B 1921682
B 1921682
B 192168.221(1)
E 192.168.50.10

8 192.168.50.100

m

168.50.2 (1) - SecureCRT

Transfer

*a
X

0
~
detected at
detecte
h clock
11.687 UTC Sun Dec 17
ip int br
authorization failed.
and author
1#sh ver
cisco 105 Softw BI_LINUXL2-IPBASEK9-M), Experimental version 15.1(201
26:2 ck 105]
)/186b1 - 1inux
Default '~ @ thadmin @ CiscoliobT {i# Se726b736kG i @ Log tesco

Teinet: 192.168.50.2 VT100

35U 4.12 User operator ldnulaianiz Command #iniuuali

e
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5U 4.13 Command ldasudas User
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4.5 paumasarusadr ldauszuulalae MAC Authentication

n519daulaeld Command “show authentication session interface [interface]”

| &8 10ur - o X

3U 4.14 msBudufanudsa (1)

et i ]

U 4.15 mstududtaudnia (2)

64



o
unv 5

djuna

vy '
s Y = = L3 =

szuuAmuUaenfsvesasAnsuuludd Ay tuiugiuinnesansaisll waslunis

« X
w

asnaeudninisiiildeunietisdufiiy ssuuanuvssafeduduguuvunisitonda
UseAvinmuasniuUasniuvessyuy uagifinlseansnmmnnsvinauresssuunmsay iy
mssrfansnenselliyanalussdnsidldnuldodufiud wasamnsnauauuarinnisanslu
nsdhfaaTedisludusineg Falalduanisudusnuielilunisidngindetie falushunis
Fan1suazn1suimsvesuaseuu amnsndanguuazitsszAunisitauldanmauilasu
NeUMIY wazkUmiiinisienuiuliegndniou uazasiasuasiasuulainagléinin
anaald Fududrmelumsuinisionsléd dmsurerivaslumstudusnuduftvarevia

wavInuaBUIEMLTUAY dmiussdnsinesnisnansnsaientdliniuainudenis waslums
Andeszuuiuaninsovildneuarlidudewnnin uisdudeeinsiinssisruunaniusy
aranihdwiunisueeilusunanlife iesmnmniadetisfuunealngiandldsn sieoes
sndunuludae ulitermUaoafuvnsssuuInTatisuaztoyaudanisasnuluduaan

[ v oA v o O v l v o owww
Uaendsnilunisamuiifue ieswinaeldisasnnulassfelususieguds feldusslovdly

ATIANTITNNTYINIURELRNUTEANS MnUpIsyUUdnmIe

65



LONE15D1994

[1] Cisco system, User Guide for Cisco Secure Access Control System 5.8
[2] Cisco system, Cisco IOS Security Configuration Guide, Release 12.2
[3] Cisco system, Cisco Secure Access Control Server Deployment Guide
[4] Cisco system, MAC Authentication Bypass Deployment Guide

(5] Cisco system, Installation and Upgrade Guide for Cisco Secure Access Control

System 5.8

[6] RADIUS Server Retrieved from

http://networkradius.com/doc/3.0.10/concepts/introduction/radius_server.html

66





