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ABSTRACT

In this thesis, a new data hiding technique for Thai document image is proposed. Existing
techniques such as line shift coding and word shifting coding methods, designed for English
document, has some drawbacks when applied to document written in Tha-i. The problem is due to
difference in language structure. The proposed data hiding technique has been developed for
document images written in Thai language, with high data embedding capacity. The objective of
this research is for authentication of the document image’s modification. The proposed technique
embeds data bit in any character block which has a space between second and third level, by
changing the width of the space according to the value of the data bit to be embedded. The
proposed technique applies data redundancy principle and Hamming code to prevent and correct
decoding errors. Experiments have been performed on the A4 size documents with 14 points of
AngsanaUPC character font in a single column format. After the document in electronic form was
scaled from -15% to 30%, the embedded data can be successfully recovered. From experimental
result was performed repeatedly copied for three times, the embedded data in 48 out of 50

documents can be correctly.
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Decoding
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This is the man of altering a document by vertically shifting the location of text line to
uniquely encode the dociument. This encoding is most easily applied to the fommat file. The
embedded codeword may be decoded from file or bitmap. The method provides the highest
reliability among these methods for detection of the code in unages degraded by noise. To

demonstrate that this technique is not visible to the casual reader, we have applied line-shift

T

encoding to this paragraph.

(n)

This is the man of altering a document by vertically shifting the location of text line lo
uniquely encode the document This encoding is most easily applied to the format file. The
embedded codeword may be decoded from file or bitmap. The method provides the highest
reliability among these methods for detection of the code in images degraded by noise. To
demonstrate that this technique is not visible 1o the easual reader, we have applied line-shift

encoding to this paragraph.

)
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Abstract

The problem of document image data hiding is considered in this
paper. The existing werd shifting methods, designed for English
document, has some drawbacks when applied to document written in
Thai. The problem is due to difference in language structure. In this
paper we propose a new data hiding technique for document image
writen in Thai language. The method adjusts the width of space
between levels of character components on the same text line. Thus, the
method, when applied to typical Thai documents, has high data

an efror

embedding capacity. In additional, we prop
technique for use with documents degraded by duplication process.
Experiment result using 10 pages of copied document is provided. From
the experiment, the percentage of bits correctly decoded is about 98 %.
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Abstract

The problem of document image data hiding is
considered in this paper. Existing methods such as word shift
coding technique, were designed for English document. It
has limitation when applied to documents written in some
oriental languages such as Thai. The problem is due to
difference in language structure. In this paper we propose a
data hiding technique for document image with muiti-tiered
alphabet. The method has high data embedding capacity,
when applied to documcats written in Thai. Experimental
results are provided to demonstrate practical usefulness of
the proposed method.

1. Introduction

Currently, advances in communication and media
technologies have made electronic document distribution
and publication increasingly popular. One of the advantages
of electronic document distribution is to make large-scale
document dissemination faster and less costly. On the other
hand, it is vulnerable to copyright violation. Data embedding
is a promising scheme as a solution to the problem [1]. Data
hiding techniques can be used for the purpose of ownership
verification and authentication, by adding a digital signature
into a document image. In additional, data hiding methods
can also be used to help searching and retrieving electronic
documents, by adding information such as keywords into
document. Unfortunately, most of the works on data hiding
have been concentrated on media types such as image and
video [2]. Moreover, existing data hiding techniques for text
such as the line shift coding or word shift coding methods
were designed for English document [3],[4),(5]. For a
document written in other languages such as Thai, these
methods are inefficient. In particular, the word shift coding
method is applicable only to documents with space
separating between words. Because documents written in
Thai have only spaces between sentences, its application to
Thai document results in a reduction of data embedding
capacity. While the line shift coding method may be
applicable in this case, the method’s low embedding
capacity limits its practical use. In this paper, we propose a
new data hiding technique for document image in languages
with multi-tiered alphabet. Here, the term ‘multi-tiered
alphabet’ refers to a set of character symbols whose baseline
location may be on different vertical levels. An example of
such languages with multi-tiered alphabet is Thai (see Figure
1). The main idea of the proposed method is to embed data
bits by altering the width of space which separates two
character symbols on different vertical levels. In the next
section, after providing notations used to describe document
image and structure of a multi-tiered alphabet language,

detail of the proposed method is described in Section 3.
Decoding errors and remedies is provided in Section 4,
Experimental result is provided Section 5. Finally,
conclusions is given in Section 6.

2. Document Image with Multi-Tiered Alphabet
In this paper, a document image is assumed to be coded
in a bitmap format, and is expressed as

fxye0l) x=0,..,W-1, y=
where W and L are the width and length of the page in
pixels, and fix,y) is the value of each pixel. Because the
proposed method exploits the document profiles, we define
the horizontal and vertical profiles, respectively, by

i A (e

L2
W)=Y f(xy), ye[o,L-1] @
vx) =) fxy),xefo,w <1] 3)
y=0

Next, lets consider an example of languages with multi-
tiered alphabet. From Figure 1, we notice that Thai language
has spaces separating different vertical levels apart. It
contains 3 or 4 levels for consonant, vowel and tonal mark.
In the next section, we describe the proposed data hiding
method for document image written in languages with the
structure as shown in Figure 1.

Fig. | 'nm written language structure

3. Data Embedding Method for Languages with Multi-

Tiered Alphabet

In this section, we describe a new document image data
hiding technique for languages with multi-tiered alphabet.
The technique adjusts the width of space between levels of
character components on the same text line. The width of
this space is changed by vertically shifting the upper level.
In Thai language, we choose to modify space between the
second and the third levels because it is wider than spaces
between other levels and appears more often in typical. The



proposed method comprising the encoding and decoding

parts, are described below.

Encoding part

This encoding procedure can be applied cither to
formatted files (e.g., postscript) or to a document with
image format (e.g., bitmap). In this paper, the bitmap format
is assumed for simplicity. The encoding algoritm is
described below.

1) Find a horizontal profile of a document to identify each
text line boundary.

2) A vertical profile is calculated for each text line, as
identified from Step 1. The profile is used for
segmentation of each text line into character blocks.

3) From each block obtained from Step 2, find a horizontal
profile again. By using this second horizontal profile,
the locations (upper or lower) of character symbols are
determined.

4) Check each text line whether it is suitable for data
embedding. Here, we use only text lines containing at
least L; (e.g., 10) embeddable character blcn:kz'ij which
contain character symbols on both the 2*% and 3" levels,
well separated by vertical space. Each chosen text line is
embedded with only L, data bits. For any chosen text
line of which the number of embeddable character
blocks/locations is more than £, 0’s will be embedded
on the remaining embeddable Jocations. For the text
lines which are not chosen (i.e., the ones with less than
L; embeddable locations), 0’s are embedded on all
available embeddable locations.

5) To embed a data bit, vertically shift the position of
symbols on the 2* level up or down relative to that of
the 3" third level, according to the following rules

- If the data bit to be embedded is 1, white spacing
width between the two groups of symbols (in
pixel) is setto A + 5.

- If the value of the data bit is 0, white spacing
width between the two groups of symbols (in
pixel) is set1o A - 5,

Here, A is the mean value of the spacing width
separating the two groups of (character) symbols, and §
is the (small) number of pixels shifted.

Decoding part Here, we assume that the document image to

be decoded has already been enhanced by some image

preprocessings [7] (e.g., binarization, salt-and-pepper noise
removal, deskewing). The decoding steps are described
below

1) Find a horizontal profile of a document to identify the
boundary of each text line.

2) From each text line as identified from Step 1, find a
vertical® profile, in order to separate a text line into
blocks of characters.

3) Find a horizontal profile of each character block as
obtain from Step 2. The locations of symbols on the
levels involved (2* and 3") are determined.

4) Identify a text line which contains embedded data, by
counting the number of embeddable locations. Any text
line is considered containing useful embedded data if

- the number of embeddable locations is equal or
more than L,, or
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- the number of embeddable locations is between
Ly - € and L, and at least one of the embedded
data bits is 1’s. Here, € is a small-value integer (e
= 1 in our study). Detailed discussion on the
parameter £ will be given in the next section.

5) Find the width of white space separating two of
symbolsonmemdiffamwﬁcaimaf::;"}
The value of each embedded data bit is decoded using
the following rule

- If the white spacing width between the two
symbol groups is at least A + §, the embedded
data bit is 1.

- If the white spacing width between the two
symbol groups is less than A - 8, the embedded
data bit is 0.

4. Decoding Errors and Remedies
Decoding errors are due to noise and distortion occurred
during document processing (e.g., photocopying, scanning).
Most decoding errors can be categorized into two types. For
the first error type, referred to later as type-I error, value of a
data bit is changed from its original one. For exampie, the bit
“0" is decoded as “1™ in the decoding stage (see Figure 2).
For the second errar type, later referred to as type-II error,
space separating the two symbol groups (on the two vertical
levels as previously mentioned) disappears (see Figure 3).
Not only the data bit embedded on the embedding location
with this type-I1 emor is missed, subsequent embedded data
bits on the same text line are also subject to decoding error.

:9: Z°::
(a) (&)
Fig. 2 Example of type-l error (a) Original embedded

document (embedded data is “0") (b) The 3™ copied
document (embedded data changed to *17).

=

Y

(a) ®)
Fig. 3 Example of type-II error (a) Original data embedded
document which has space between levels (b) The 3" copied
document which has no space.

To reduce type-I errors, suitable error correction scheme
may be applied. The problem due to type-11 errors, however,
is more difficult to solve. For instance, when any embedding
location on a text line is undetected due to type-11 error, the
remaining embedded data bits on the same text line are
vulnerable to decoding error (i.e., a kind of burst-error
occurs). Thus, complicated error correction schemes are
required to cope with burst errors. Unfortunately, these
schemes require more redundancy information to be
embedded, and thus reducing effective data embedding
capacity. Moreover, if type-I1 error occurs on the text line

802



embedded with 0's, the number of embedding locations
found during the decoding stage can be less than L, Under
the decoding rule as described in 5), this text line will be
faulty identified as a no-data-embedded line. Thus, all data
bits embedded on that line are missed. However, under the
assumption that no more than & (=1 in our experiments)
embedding locations are undetected (due to type-II error) in
each text line, and provided that on each data-embedded text
line there are at least e+1 1's data bits, this ambiguity can be
removed. To ensure that data bits embedded on each text line
' contain at least e+1 1's, data bits to be embedded on each
text line are observed first. If therc are more than (L, - € -
1)2 consecutive 0's in the data bit sequence, one 1's is
inserted. By using this 'bit stuffing' method, it above
requirement is met. Thus, with only & embedding locations
missed, the data-embedded text line still contains at least one
1's. This property can be used to differentiate data-embedded
text lines from the ones without.

Another problem associated with type-II errors is the
possibility of having burst errors. Instead of using
sophisticated ermor  correction schemes, - we - propose
alternative solution which uses only a simple single-bit error
correction method. To avoid burst-error phenomenon, we
apply this single-bit error correction along a  vertical
direction instead. Details on how data bits and redundancy
bits are arranged are given below.

After employing ‘bit stuffing’ scheme as mentioned, the
data bit sequence, D, is arranged in a form of a L, x (n-k)
matrix, where n is the error correction block size, and £ is the
number of redundancy bits in each block. In this paper, we
use Hammimg code (mk), [6] to generate redundant error
correction data (H). The resulting data mairix may be
expressed by:

C o [‘Dlll x{m=k) E Hnu'h ] (4)
’—dl.l dl.! L dl,(n—u hm hl.z hu i
dz.: dz.z s dz,(.-n hz,l hz,z hz..t

=\dy, dy; - ds.(.-t) hy, ha.z h:u (5)
_dﬂl.l dn.] 35 dn,(u—l) hn,l hll,ft y - h-J- i

We have performed experiments on some documents,
after photocopied for the third time, to collect information on
decoding error distribution. We found that errors distributed
randomly over an entire page. However, by comparing
between the number of errors occurred in each data block
along a horizontal direction and those occurred in a block
along a vertical direction, percentage of errors occurring
more than once for data blocks along the horizontal direction
is 26.0 % while that for blocks along the vertical direction is
13.5 %. Hence; instead of providing error correction along a
horizontal direction, we propose instead the use of error
correction for data block lied along a vertical direction.
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Example, of this error comrection block arrangement using
Hamming code (7,3) is shown in Eq. 6.

C{‘?.J) = Cr("#) (6)

At the decoding steps, the original data bit sequence can
be recovered from the decoded data bits by taking the
structure of the encoding data matrix (Eq. 6) into account.

With the error correction scheme as stated, one problem
remains. The question is, provided that error is detected in
any block using the above error correction method, the error
found is due 1o either type-I or type-1I error. It is important
for any type-II error to be correctly identified, to reduce the
chance of multiple-bit errors to occur on subsequent error
correction blocks. Here, we propose the algorithm to identify
the type of detected error, as follows:

" 1) With the first block with error found, the error location is

identified (by the error correction method). Yet we do
not know whether this is due to type-I or type-II error.

2) Correct the value of the data bit at the location identified
from step 1 by :

=Under the assumption that the error is of type-I,
change detected value of the error bit. Then,
perform error correction on subsequent blocks and
count the number of blocks which are found (by
error correction method) to contain error.

= Under the assumption that the error is of type-lI,
insert new data bit with value as suggested by the
error correction algorithm used. Then, perform error
correction on subsequent blocks and count the
number of blocks which are found (by error
correction method) to contain error.

3) Compare the numbers of error blocks obtained as a result
of applying the two hypotheses in step 2. Choose the
hypothesis which results in less error blocks.

4) Repeat the above steps for the remaining data blocks.

5. Experimental result

We performed some experiments using the proposed data
embedding method, applied to Thai document image. Ten
document pages using the 14 point CordiaUPC font with 300
dpi resolution were used. Part of the original unmodified
document image is shown in Figure 4-a and that of the
embedded one is shown in Figure 4-b. As seen from the
figure, the modifications made are unnoticeable. The
document (in electronic form) was later printed with 600 dpi
resolution, and named the 0® copy. The first to fifth
generation photocopied document pages, were subsequently
scanned back with 450 dpi resolution. Example of the third
generation photocopied document is shown in Figure 5.
Experiment were performed using those copies of the same
document. Hence, each successive experiments used a
slightly more degraded version of the document. Table 1
summarizes decoding performance of the method as applied
to the 1% and 3" copies of the document. The first column
displays the number of page used. The second column shows
the percentage of bits correctly decoded for the 1* and 3"
copies. From the table, detection result is satisfactory for the
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1" and 3" copies. For the case where the embedded data bits
represent words, some correction schemes (such as spell
checking) may be applied to further improve the decoding
performance. We also performed similar experiment with
the 5* copy, however, excessive errors were found.

6. Conclusions

New document image data hiding technique for multi-
tiered languages has been presented. The technique adjusts
the width of white space separating two symbol groups on
two different vertical levels, to embed each data bit. This
technique can hide data with high embedding capacity, by
exploiting particular structure of Thai written language. The
-technique has some limitation when applied to document
which contains excessive noise and distortion (e.g., 4* and
5 photocopied documents in our experiment). This is due to
mainly to the fact that the emor correction used in our
method can only correct a single error bit. Future work
includes improvement on the method’s robustness, as well as
the application of the method for document retrieval and
authentication.
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Fig. 4 (a) Original document, (b) document with data
embedded
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Fig. 5 Example of the third generation photocopy
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Table 1 the percentage of bits correctly decoded on each

page of the 1" and the 3™ copies
Page No. The percentage of bits correctly decoded
(%)
1™ copy 3™ copy
1 100 3 100
2 100 98.6
3 100 98.6
4 100 96.7
5 100 938.6
6 97.1 90.5
o 100 100
8 100 100
9 100 99
10 100 100
Average 99.7 98.2
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