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ABSTRACT

The purpose of thesis is to define the Priority of alarms management,
objectives and standards to be applied in the design, operations of the Alarm

Systems processes downstream HIPPS system.

Configured alarms from all relative tags as well as alarms configured were
reviewed and rationalized with proper causes. Safety consequence graph, financial
consequences graph, environmental consequences graph and consequences
operator actions. The priority of the alarm was determined based on maximum
response and the consequence of the impact using safety instrument function and

Safety integrity level following IEC 61508 and IEC 61511 include EEMUA 191 standard.

The principal intention is to ensure an effective operator interface to the
alarm system and maintain the interface through all facets of operations from steady
state through major upsets. In order to manage abnormal situations efficiently and
accurately, this alarm philosophy should be implemented to the fullest extent
possible. By used simulation Distributed control system and Safety instrumented

system.

Keywords : Safety instrument function, Safety integrity level, Distributed control

system, Safety instrumented system, High -Integrity Pressure Protection System
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finsdnvilaussougldmuanudesnslundaziamnisoonuuuuagieuaziinisiuasuulas
a9 Tunseenuuurdsainssuuinauiisdalaunisnaaaunsiauliuem

muderimuaviedonnasiiunainidmneiszduanuasnfetmuadesgn
dndula dwiudunounislieu mameaey TEETMPL EGTRFR Fedulunsheudaimun
vosnmspusaniudsfidrdppnniionsdandoulissuuinaudsfofaussougaiud
seRuANUADAfYideINsIazInuInsg L IEC 61508 lagnldauduminsgiudmsu
ilaftuiisfofugruiifianumanzanlunisldaufugaaimnssuiiniiewas sawldds
gnanmnssusnendaeluiligu guamnssuiadl (Chemical) wiugmagiingu Tsendutidy
(Refining)0



Tngnasgruazlirdndnmnuvesiladduisfeindudiuniwesszuuisdelag sy
MmAgIvesiugunsalnglin1sAIuANLALSEUUAIUAN NTUBENUNTTYINUTIQNABIVEITEUY

Tsfguwuy E/E/PEs  11n3g uneinumalinaseuaqudslignsawisiazvanduiiuay
walulagneuilsdenifeiteuasseuuisie

ag9lsAmunnsgu IEC 61508 Ansldauiuedianineinsugaaimnssuuay
waluladfifeites Sunnsguiagiinnuduneluiuaudonisvsedorimun Tuany
audn Wedldanulugramnssunszuiunsndn Buldsuunsgiu IEC 61508 mIneuiy
aplulusigavideanaziinaning marndrulngilualdarevesnisviliaenndesiuaes
ssvvatuayulnemadndildanmaneuuifigninluldwandumasgiu 1EC 61511

Aatiuiennsgu IEC 61511 §1989ludanmsgiu IEC 61508 Tudruvasnisidongunsniuas
syuvdaglussuuisdy aenu1e8an1591989 U IMuAveUInTg1u TAga1unsoLan s
ANUEUNUE ST ININIgIUERIlaRegy 2.2

/ -
/" SAFETY SYSTEM \
\ STANDARDS
N /
' afety | d|
Ma:ltﬂn(fwe::f& | daughter _ | > ty ﬂ?é!ru_meme .
Devices | " | integrators & Users |
| r———w
L ASEEPBI ~ moher LS 'SESTY

g‘lﬁi 2.2 17m337U IEC 61508 waz IEC 61511

duvdndiinasgu IEC 61508 wagamsgiu IEC 61511 $1a8eagldimndn ngvinlsk
aonAdestu (In Accordance) tufogunsaifvangandmivlfiiudmvesilaiduisse
9193zgnSuTatlageasAnsdase (Third Party) ﬁﬁmwm‘hmaﬂmamwwé’wﬁu TUV, FM, Exida
uiazasAnsfivhuiifisuses Idvhnisianedosdiolunsaaeuuaztuneunisiusosuns
putes wildulumunszuarunisiigaddofinateingunsaiesdauisuazaanduag
nIzUIUMTHAALAETURBUNITATUANAMA TR ANS TIv IR A ANy SR U S

(Safety Integrity) LLazLﬁuiﬂmmmmé\’mmwmmmg’m IEC 61508



2.2.4 Wearduinaniisne (SIF)

Tusun 2.3 wananann1sves Pipe to Pipe dwsuilenduaiuanysaliuunuaig
Uaeaselunisesnuiuu (SIF) uaziveniagmseauaulaensy (SIL)

- Pipe to pipe
Pipe to pipe

Process pipe

Logic solver

- Output
__i Protection logic _i

Transmitter

Final slements

Sensors

U 2.3 Hleituinguilsds (SIF)
IDFDAVR — PFDsensor+ PFDLogic+ PFDﬁnaL element (21)

#ann13983 Pipe to Pipe WumsmearuRanaindunsievesiaituinauisielag
N3AIUIINQUNTRIUEDST (sensors) n33ne (logic solver) wazaunsalfianyine (final
element) 1ilo

PFDav6 = NaTuARAgANEnNaIndunsIeuesilentuinnuilsiy
PFDqreo= ANRAEAMUAANG NS UNTIBVRIRUN TOIASAY R 10

PFDioge = ANRAEAURANAINIUNTIEUBIAIUUTEUIANE

PFDfnal element = ATRABANURANAIASURTIBUDIgUNTAIAAYING
2.2.5 A5n15mArszauAuUasnny (SIL Determination method)

MUNINTFIU IEC 61508 lauanaisnisnismiArseauauvaonieneenisined
Fnsnasiolul



2.2.5.1 35013 As Low as Reasonably Practical methodology (ALARP)

Risk
Classes Interpretation

Tolerable

Region

Broadly
Acceptable
Region

Negligible
Risk

Increasing Individual Risk and Social Concerns

gﬂﬁ 2.4 %#ann15 As Low as Reasonably Practical methodology (ALARP)

ALARP L8138 smanudesiisnfigawinfiagils sgnamaaunauagiiamnsasi
I¢ormazdilaifstuiimiaamudesildiomn ueglussdufiveusulfuandufinnasiu 41
avpauldaniunisaoluld ALARP sinazdenthunldlunisivusnamieudesiio ousuls
FauferteaiuTiauazaulasnieluiin

wanns ALARP fla71aanudeslianunsaanasaudugudlaluniaufin uaznisan
seaurasrUdsaniidunuLayAldiigenzeglusuveanafayly Qusudssaundnass
ANAMTRTUYTENISINTENINT [7]

2.2.5.2 75113 Risk Graph methodology

C Consequence of hazard
— Ca: Minor injury Ca X
— Cg! Serious injury, death of one person
— Cg: Death to several persons
— Cp: Very many people killed

F Frequency of exposure to hazard
— F,: Rare to more often
— Fg: Frequent to permanent

P Possibility to avoid hazard
— P, Possible
— Pgi Almost impossible

HOENOENE

1
2
3

W Probability of occurrence of hazard L1
— W, Very low - No safety requirements
- W,: Low a  No spedial safety requirements
— W,: High b A single E/E/PES is not sufficient
1-4 Safety Integrity Level
1. Unmanned installation: Cg; Fy; Py =>SIL 1

2. Manned installation:  Cg Fz; Pg => SIL 3

311171 2.5 #ann1s Risk Graph methodology



nsmanudssduisnieuldiuleenisildgunuunsmianudesiignusulilddmiu
geavnssuNINannIll wenantudldeuansadlidiuiieuiunaaanudssiseusu
lomenuedlaeduusiunsinanudeimseaiansandasl

- HANIENURBTIR (Consequence) NIn@ILUs “C”

- szuzaluUsUdURI1Y (Frequency of exposure to hazard) Wseduwus “F”

- MIMANAEIUIASURTIY (Probability of occurrence of hazard) wesauys “P”
- mmﬁmaqmamﬁzﬁ (Demand rate) #3afuUs “W”

2.2.5.3 75M15 Risk Matrix methodology

Consequences Demand Rate (time between demands)

Health and Econemics | Environmental | Negligible | =20 420 0.5-4 0-0.5
Safety [Loss in €) effect Demand | years | years years years

Slight Injury or Slight .

Health Effect | <10k e - j o e Ba
Minor Injury or Minor
Health Effect | 10k-100k

Minor

Major Injury or Medium
Health Effect | 100k-1M |  L°c@
1-3 Major Mai
Fatalities 1M-10M et
Multiple Extensive 3
Fatalities >10 M NONG

gﬂﬁ 2.6 #ann3 Risk Matrix methodology

8Ms Risk Matrix ldusvdiupnuidssainaisnetsenaulumenansgnuiaiuun
(Consequence) uazmUDveINISIAnWANITel (Demand Rate) Fauseneulsig

- ANNUanALsetIn (Health and Safety)
- ANULEYERBNINEY (Economics)
- ANULEYIMEFaAIINaaY (Environment Effect)

LAZAUNINTIIU IEC61511 Fuansdinisnismen SIL (Safety Integrity Level) 7
AINITiIsN1IARa UL



2.2.5.4 75115 Fault Tree Analysis Methodology (FTA)

OVERPREE SURIZATION
B.tiyear

Key

[] o=

O Basi event
A Transfer gate

gﬂﬁ 2.7 %&ann13 Fault Tree Analysis Methodology (FTA)

78M13 Fault Tree Analysis (FTA) TduUssifiuanuides dinsgnldauegieninemaly
AURAAIMNITUUIUIUKET FUMUIZAINTUNITAIUINAIILANTOAIIUUIDLLAALNUNIT
TAYLANIE NISAIUIMANNTITAVINAI8LD WekilalUusknsuAURImasInsaulildan F9vinla

% =) ad ! A ! 12 a s a
A111509ALM3BUA5NT Fault Tree Analysis thsudiulugdslalusunsuneuinmes wata
JUNMYB4 Fault Tree Analysis HagliitodurunInAuianaInlaing isnulanaInass
eigndavinaiu vilianunsaussunaguuuundudaula

2.2.5.5 35n13 LOPA: Layers of Protection Analysis Methodology

il | 7] E | B | 18] = I TTE = ]
From e Hazop arger, ste beow Layers ol protecton (P70 T
Imtazen General Baskc Aams | Additional = NEL Neceszary
| "y imearna Peoge ooty | Emveoreer | Amsem | Process | TREEE| e ; mitigetion, Target
L1 year) esgn Coemi Akes rager | TR e
System aobons Boress Ik=mrood reduction
Fine from Loss of a AT
mstiaor fcosimg o —umpe amer |age En packetd (Conbod | g Fissist vave:
column waner i sz
r LOE-DE R T
o .5 ol LR o1 1.0 om 100808 P
1.0005 04 |san
T TE-GEETTNe (O DOr S TSk AC0Spance o
Targels g soecifed by 0ans carer
CMsgor;  Feopie saes;  Envronment  Aseets
B0 Injury small >0k S IEC &1511-3, Annex F
zome rjunes = =100 K F
one sty e M
rulipe fables  avirere = 10ME

gﬂﬁ 2.8 #ann"3 Layers of Protection Analysis Methodology (LOPA)

MRS IAS T UN5Taeiunse LOPA (Layer of Protection Analysis)
Jundsludnnanedsnsdmsuniseunamudmuies SIL Adeenis Tu LOPA awnsn
ﬁwmmmmﬁﬁummq}miaiﬁmaLﬂué’umﬁsimaqmmmm%lﬂmaqmmé’mmaﬂumm
#03m13 (PFD) woausiavey mﬂmmﬁﬁuaummsaﬂémﬁu
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MsFIEEds LOPA findmisluideiiniuinasiinsauufigiudeuin wagiy
miﬁmﬁ’us’mﬁqLfﬁmﬁﬁﬁﬂgjﬁ’ams a1unsansaEeulianIziage, danududassuas
Fotiold marunnaglilenauszanm 20% anidmiiuiianisesdenuianainlung
novauasliasgniosarlunaniedestunansenuiiAntunuan (PFD = 0.2) auyfigiu
Iiilonnauszuna 80% 1usnsmnuduialunismovauss onagidudiiuiaula us
nsAnwlduanddiifuanufionarnvesuyudifunisluaimaduiesgifimglulssny
QNEIMNTIY

<

WeuauUaendvdAyign duwilidunaziiadulusenitaeinanuraunilunszuiunis
HARAN ANTIMIElunTUSuUTINIIReUALB IRy MABUlAEN1THANTNAINAILYS

Tunmendunulaniauszunad 80% Va989MI1ALAISAD199LAAY BINAITUE R
LURCY) [

FIN9 9 9Ll
= v
- ANUUATLRYAT
- 9IANNTBUTU LML AL
- PIUIUNITLIU
- ANINS19NY
- INUdY I ADUAURAR

35015 LOPA 11AS 751N Tn918n15ANNEUATIEIINNTLUIUNITHARTINUA AL
N3ivUA HAZOP lagn1suansaningiaudy (Cause initiating) wazdunistdesiunieduds
é’umw%qwgﬂ%lmw’iugusuaq

- NANTENY

- UB10UAIN FULSIUBINAN TENU

- wauiBunveavRTIIaY ANTENY
- UszanaumnuRivesanivin

HARAALLELINIMUA (Amount of risk reduction) @1dnagnAMUATUNAAINL
¥ a ! [ = ad [ o ! = @ Y a o
AOINILIUAIAABATIELITNNT LOPA Agnansamvuaa SIL mnzauiuileiuinauiisiy
lagnamungananIsnismen SiL A1 SIL Azdiegan 4 seaulaenaseauaudasnsdien 4
FziNaTINALRRLMURANAINDUATIEANgALasATTEAUANUARAS BN 1 AziiNasIy
ALAREANMURANAINSUATIHETER  A1sEAuAUUaaAsiy vTeAT SIL Fezlduanidiade
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ANURANAINSURTIEvRsTlenTullsAevsen PFD,, (Average Probability of Failure on

Demand) #am15797 2.1

SIL PERFORMANCE REQUIREMENTS

Demand mode of cperation

Targat average

51?:{;';:51?:#" ;qr:gs:;ilgni:ﬂlum Target risk reduction
4 A0 o <104 = 10,000 to <100 000
3 10 o <10? >1,000 1o <10,000
2 102 o <10 =100 o 1,000

102 10 <107

=10 %o <100

Gl'ﬁ']\i‘ﬁ 2.1 Gﬂi']x‘lﬁhizﬁijﬂ’s'mﬂaaﬂﬁﬂﬁgﬂiﬂﬂ']il,ﬁﬂﬁ‘\;ﬂ (Low Demand Mode)
2.2.6 433U EEMUA 191 [4,5,6]

n13vieureInseuIunskantudagiuasiinisamurulminulndiugedndnves
nszuauNIwaRINTian ieliliussansnmgeanainnszuiuntnan wienfutdulunis
muAuazinmsli i ivgians, Wmthiaduayu uasdygaudaiouiitosas Jediu
$9 9 ma'wﬁ%Lﬁ‘]u?aﬁwf-ﬁ’aujasha?jﬂums%’ﬂmmmﬂaamﬁ’dﬁﬁ’umzmumimﬁm

guadiAglunisiiunistesiuarnuvasnduliiunIsuIunISHARTY AB9iIN18519

)
dawandeulunsufuRnulidmiiugiinsdanuauisofiasesivaeuidadouas
RevALeed e s nsauLazTusana v dunsiiunsdasitervun
LaZAMULIN9INUININ EEMUA 191 11msg1unsuinmsdnnisssuudyaiasiou (Alarm
Systems) @sugaamnssunszuIUNIsHanuwasin lUld U INAYTEnIN s sUsTauu

UNMTUTMIIANTY YA ULAENNTRONLULTEUUInANTSAY

Ol & Gas Petrochem Powser Cither EEMUA Best Practice 154 Sandard
Average Alarm per
1200 1500 2000 400 ~ 1580 - 300 ~ 150 -300
Day
dverage Standing
50 100 B5 35 <10 <5
Mlarms
Peak. Alarm per 10
220 180 350 180 =10 «=10
Minutes
Awerage Alarms aver
3] a ] 5 ~42 ~12
10 Minutes Interval
Distribution
25040135 25040035 ganss goMss
(% Low/ Me divimHigh)
Actual Recaommended

A1519% 2.2 A1599UUFY YR UNANTUT LB UAUIIUIUTIWUEZYN

(Reality vs. Recommendations) [6]
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TagihlulunsesnuuuszuumsmugunszuaunsayliflasesingndiniluiFesd
lallafinsdnnsendygraiou ﬁﬂﬁ]mmgﬂ%mmmL‘ﬁaﬁ%a%ﬁqLLazL‘TJmﬁmué’ﬁyaymu
ABUYNANINIALTEUUAIUAY Fauanssnudyg afeuiiiafuaiafisufusuaufiuugih
Tupnsnadt 2.2 4 %aﬁﬂﬁﬂszaw%wamaq;:J‘daﬁ'amﬂumimauauaaﬁaﬁwmmeaauamaqLﬁa
Lﬁmé’maunzulﬁauﬁﬁu Hlosndesg 9 il

- Mafindayaasiouiuniinluiesniuau (Overload)

[ & v o .
- deysnueaune3I1nIgy (Nuisance)

[

- dyaanieusnniuly (Floods)

[

aavuAud A dyaanioust1alignsies (incorectly Prioritized)

EEMUA 191 1Jusnasgiuuimsinnsdgygnasfiou TR wurinAeIfuIsnsdnnis
yaafeudietislinszuiunisndnyinausgisasadouintu wnsgiuisiannse
tanldnusufuiuitelunsuimsdyaisiousazniseeniuussuunulaon sy Jadeq
yhawegslnddariteostugiimglusuian ssuudygafougndmwieliifieliuinis
uiaieudUuRauvesannziinszuiunsnaninauinung viegunsaiineuiaund

FINITTUUAIUANNTY AT ULAL SEUUTRANTSAY

syuudggaseudinulitimsantuiindyaasiou (Alarm  Log) waznalnnig
doanslayadayey mmauiwwﬂgummimmau,amwama HMI m'«aymwuwaﬂammmas

=Y

NIOUNIULTUADY (Annunciator Panel) EJ\‘iﬂJ‘WﬂﬂGU‘L!’EJu 9 uaﬂmuamﬂivwammmmaum

€ e

1 a

ﬂ’J’]lIﬁ’]ﬂiyj(ﬂ@Uﬁ%ﬁﬂﬁﬂ?W%@ﬂiS‘UULG]EJ‘L!I@E]ﬂlI’]ﬂi']lle‘UENﬂ?ﬁUUVlﬂﬂi%’JWUENﬁQJ}QJ)’]WLG]@U

[

mgﬂﬁ 2.9

L Alarm System o) >
Advanced ;
— Alarm
Applications

Gy

= sis
! Alarm i External
:  Sensors > i~
Log | Systems

_ _04 o o e I H
| BPCS :
i Final N HMI Alarm
gl‘;nr:nre‘::ts Historian
{l[=] :
Panel
Operator
L
Process Control & Safety Systems Interface

5UN 2.9 szuudgyyrauiau [5]
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sruvdnananouiintgl i fuRnisamsaiaumuaunszurumsliiiaulng
WwivnzauLagilvinszuaunsiauldedsaonde FunouwsnluniseonikuuszUUS
nafon1INIMUALNMTlUN SR ULAsLENATYRINgNF I aRaulasldA1TInAIY
Fageluil

deyeyraniou (Alarm) ﬁ]uLﬂuGUUWU’eJ\‘iLﬁENLLau‘MiE]’JﬁﬂﬁiJ@ﬂLﬁuﬁ’]‘VIiUﬂﬁLL’ﬂNmau
sofUATRNs T uRmaAndsdng 1 feil

-AnurnUnRvesgUnsal
AU UUTDINTTUIUNTT

-AnERaUNANAIlASUAITHRUAUBINMUUA LY

nsnevaussrady I uisusinafeudulyaunateduiisimefaziodlasu

91
1 (v

oY zywmm‘umﬂgummi uonAnusiasdygraufouasinisfon wae wazliainugln we
Ay ”agﬁymmawLmmmﬂmnuQﬂgummimwﬂsﬂwuLLayummmwuaaﬂu [EEMUA191]
e?qumstmdwiﬁmima‘uaummﬂt}ﬁﬂﬁﬂ’ﬁmﬂﬁﬁmmﬁwL‘fJuﬁL,Lamdﬂaimiﬁé’agaunmtﬁau
thu

ngLnaeidy AUt IudMIUIB Nz NALYeIN1TUIMS
NS IULADU ‘J?llﬂ;l’jﬂﬂﬂiaaﬂLLUUﬂﬂiﬁ'}LaUQﬁuLLﬁ%ﬂ’]iﬂ’]?ﬂ%ﬂUﬂ AN

derivua/inuilunnsivundanalsagiudyniasiou

wenmioantuaziunginasitunsnusawasiduisinainuaudfydyayiu
fiow,  AnsdeuAIiIMURdy Y afiouLazN U BT LONATNYINUT AR Y1 H DU

(%

wsesagluaniugnioniaylinu deuazisudidumsdansdynafeusnevanuiavena
2.6.1 NMsNUUAGIAUANNEATY [4]

mMsdanisdyaanieufonisszendlddedouyudsauivimnssuaissiiouas
sruvAnlunsdanisnseeniuuszuufoudoieiunisldinu vesfigatgminisldanud
ddgAeinsudadousinifuluissylilulssny  dygranfeuluszuunisaiuay
N3LUIUNITIY L'UuLmama‘v]mﬂmammuﬂumimsﬂ,mﬂgummsmmmmmmmimaGﬂ,m
UsgAvsnmgaganieldundesldiiiuidsnsndnseanuuasnds uonantuwddyn o
Feudsgrlfidudumsdostulussuudosiusunseveanssuiunisdnuianis

nANNdABIsTULSY afeuaiulaIndnTinsesnuuuTEUUR U UL FIaY
fadldAnaziduanngi Ui tanisnainandygrasfioundfy vioe199snouaued
atelignAeenadnsiiinTue1avstilugdewing o Asil
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- NFEVIUNINANNYANIATU (Shutdowns) Taglailaanauem
- MR nveIndniueianas
- ARANNESMERENINIAUVTONEN U9

nsnevaussnedyIuioussnandeudulumunaiediaiismeiazdodasu
méfmsuwﬂg‘ummi uaﬂmﬂuLLmawammmmaumsmmmauumuaﬂwmuu“m Lo
z:gmmauwLmmeﬂ,vmuQﬂgummammﬂsﬂwuLLasummmwuaqnu Fenuneay

Minsmevaussnguiinislifianudluinanvinliasiidyaafouiy

o

oUrY
AvHi

[

aruaudAresdyaieulste U URNsansaimunlaingneuaues
sedyarandouladudduusnuandunnudidyrenismuaunszuiunsiifianudasnds
warfiuszansnnlunisyieu Tnevududsuninasuusdisuainudrduvesdygaiou

sonJudvieseiuiitadunudfadusd

- WRRNAUMS0RIngA (Critical)
- AudARYEe (Most Urgent)
- AnudRUILNa1s (Medium)
- audfayei (Least Urgent)

- laifiaudfey (Event Logging)

Alarm Priority Alarm Level Occurrence
1 Critical About 20 altogether, no more than 40 total (per
HIGHEST PRIORITY operator console)
2 Most Urgent 2% to 10%
3 Medium 15% to 25%
4 Least Urgent 65% to 80%
LOWEST?DRIORITY Event Logging/Journal 100%

A1379 2.3 ANTIUNAIRUAMNFIAY VDI YEYIULADU
2.6.2 AUEARYN13ATUIU (Operational Priority)

AMNEIAYNITATLUTETUNTIATIZRNANTZNUABNITOONLUUAIAUAINEIAYTOINT
WauAuNa1PUANNAIAYAUEIAURDUIATEIN EEMUALST

t o w i Y )
15 AINNAALY: Naﬂigﬁ/lumauﬂaﬁlﬂiﬂ'TUWPJ']ﬂJUaaWﬂEJ

d o o a 1%
2ﬂ ﬂﬁﬂuﬁﬁﬂm: NANIZNUNINAILINADU
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d o U a
3r AANUEAIALY: NANIETNUNIWATTNU

th o w
4 ANUEIALY: AN

[y

th ° a a
5 anuaAgy: Usednsniw

>

\eghwigAuazAINFan1snauaueIINEUURNT dvuaudAyavgnivualagnis
Aaszvivaduaeslszniseie

1.AMUTULIVBIHANTENUIDINT InBUAUDS
2. ANULSIAIUTNABINISIUNITADUALD

MUNINTZIU EEMUA 191 lunisdndsuanudfggiaanannaisumiud1fngeanainaing
UaondunanIznunawIndsu n9n1sRy aunw kasUszavsan Wusggavnedonts
AAEFUANNEAYAINITINN 2.3

Consequence of Inaction
Consequence Consequence Conse quence Congequence
Impact Area
category 1 (none) | category 2 (minor) | categary 3 (major) category 4 (severs)
Minor or noinjury, | One or More severe
Personnel Maone
no lost time: injury (=)
Felease which result in | Significant release
Environmertal Mone Miriar agency notific ation, with serious outside
permit violation or fire impact
Impact to Impact to
Impact to equipment
equipmert or equipmert or
Financial klone or production §
production < § production = §
£0,000t0 § 500,000
50,000 500,000
Operator urgency (Time available to respond)
Mot urgernt = 30 Min Mo &larm Re-engineer the alarm for urgency
Prompt (15 - 30 Min) Mo Alarm Lo Loy Medium
Rapid (5 - 15 min) Mo Alarm Lo Medium High
Immediste (< 5 min) Mo Alarm Medium High Critical

A1579 2.4 A29819M519NSIATIER

[

2.6.3 A3IAUTEANSNINNSLAUNY (Alarm Performance KPIs)

v

MRS EEMUA 191 wusihdaddandnany KPls uuitugiusesuijifaluszesiian 10
wilagldinausinunisnan 2.4 uas 2.5
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Long term average alarm rate in steady

operation Acceptability

More than one per minute Very likely to be unacceptable

Likely to be over-demanding

o 2 minut
ne par < minutes (industry average in HSE survey)

One per 5 minutes Manageable

Less than one per 10 minutes Very likely to be acceptable

A1579 2.5 MIesUsdTuSasInsiieuselnewie
1.8nsnsieusdelneinde (Average Alarm Rate)
-9An 1 Aedianan 1 Wi ligeusu
- 1 ARYIWIAT 2 WIN: UAINADINTT
- 1 AeY9K380 5 W @U1503ANSLe

- 9Jan77 1 fev393an 10 Wi sausula

Number of alarms dlsplayed in '10

minutes following a major plant upset. g

Definitely excessive and very likely to lead to
Moge than 100 the operator abandoning use of the system
20-100 Hard to cope with

Should be manageable — but may be difficult
Under 10 if several of the alarms require a complex

opearator responsa.

A58 2.6 MINUUITFUSATINSIRBUAYggaTiausy
2.8n5 N5 uYEEn (Maximum Alarm rate)
- 190037 100: wnniiuluuaslifivselev
- 100 - 20: gndlagFuile
- fndn 10: Sannslel

3.wWesdudvesiadnsniswieudveguenidmunefeansuld (% of time Alarm rates are
outside of acceptability target)

mam3'1mimaumlmwaumsmauﬂsmsmmu (Long- standing alarms): AI5tRENI1 10
(Founn 30 $1) Weddudetiluadedinmaiieunnnni 30 ads

- 390771 50%: gy
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- 50 - 25%: gnnNagsuile

- ANN71 5%: @UN509ANIS LA

a

n155¢ ‘Uigﬁﬂﬁ.ﬂWWWWNﬁQWWLLauﬂﬁﬂ’W‘NQL{]’Wm’]EJ‘USJs’WIﬁﬂ’]WW-DuUiiaWﬁ’mLG]E)TVH]S
UizLuusmumsaamwaagﬂgumfm KPI LmauﬂEJmumaﬂszmugﬂgummﬂqﬂﬂzjuizuu

a o a Y a Y
LG]'E]UﬂEJﬂiS‘U'JUﬂ'ﬁiI@Q 5 SLAUAIRNTINN 2.4 Usenaunie

Performance Typical Typical Focus for
Levels KPIs Further Improvement
1) &v. alarms/ 10min
2) Max alarms/10min
3) % hrs more than
30alarms
1 = 100 Estabilish & sita-specific alamm philsophy dociament
Overloaded | = 1000 Estatlish a wel-defined change control process for alamis, linked 1o the agreed alarm philosophy
- 50% Analyze alarm joumals o identily ‘Dad actors’ and address these & a pricrty
Invest in softwarehardware jor elactronic alarm journal archiving
Survey alaim funing paremeters (dead-band, elc.) and impiement genesic improvemeant
Estailisn mininam (&.q. paper-based) control mechanism for alams deabled by e operate
Impioe alam representation on process schematics, paticulary for critical alarms
2 100=X>10 Reinforte alarm management philssophy and ensure wide adoption
Reactive = 1000 Establish automated anatysis and delivery of sk system performance melrics {together with  "bed actoes” &)
0% = X 25%, Implement grouping of alarms with an identical operstor action, and discrepancy alaming (o assodiated actions
Carmy oul bacic alam ratonalization o reduce the Content of e am system to oriy what & meaningful [as
debermined by the site alarm management philusophy) and identify the correct slam setpoints
Implement software alam sheiving to support control of alams dspiayed by e ogeratoe
3 1=Xs1 Implement autdmalic gymamic aanm management for logical biotks of alamms
Stable 1000 = X = 100 Improve wsahibty of manuaiy-infizte amm masking leatures
25% = X = 5% Implement adaptive alarm tuning, e.g. to automatically supprass boundng alanms
Inteprate Fe aam response manual inko te DCS alam system interfare
Implement moceHasen muttivariable alaming W0 provide eady warming and avoid mulliple single variabie alame
4 10Xl Implement aUDMatc event dagnasis, combining patem matning wilh survellante of ansingue varabies in
Robust 100 » X > 10 orter 1o diagnose oritical vents that give rse to multipes sams
-, Inkement advanced alarm fitesing, b remove preictabie secondary Aamis
Iikement procedue monitors, 10 prode proceursl support during critical aperations, including identification of
‘the: niest most important alarmaction” reevant 1o this task
Implement modskhasen isligent oparalor SUppoRt System both (2) for individual aBrms and () to uide he
operator Iowards proactive intervention during nomal operation rather than replying on reaction 1o alams
Iovwards the edge of the operating envelpe
5 21 ot Appicabis — this represents the best kvl of perfoemance for currently avaiable operator/DCS tachnologes
Pradictive <10
£1%

¥
a

A15719 2.7 MS9ATIAUTLENSAINNISIADUAY (Alarm System Performances)

seavu 1 Qoniesivan): ssuusounaliyineu

seau 2 (Wrev): seuuiouderinauseninnsvinaulnd nsweudedaanyanalyla

1Y
u
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SERU 3 (@DES): STuULApUSuinI U LY olusEnINeN1suUnA nsieui syl

ANNRINELAZTALIU

JzaU 4 (Wlawnse): szuudieusdelinnuindetelnenlssnulidwavgusznounisiiay
Julagasiaszuy

v A

JEAUN 5 (VIue): gusenaunisanunsaailiunisialneilsanulisnanvsenansenuves

SNEnUaIlIIUAnTULRE AR

IneNszaulsednsnIn performance level) U9938U TYPICAL KPI 9835zuussuulasiu

ANUAUgIATRgTEAUTEAY 3 (aties) FulY



unil 3
A5N15AHUINUIY

mseiiusnideluiidenismsianisaduannudirgesnisidioudslunszuiuns
szvudasiuanudiugaanunsauaismsaniunuildelddaideselull

3.1 189952 UUU I ULTIAUES
Tusuneunisadanswila uazmadeulusunsy Tumssiassszuuieatunudug

(HIPPS) Wlaiazlsldlunsihananineuinnilunsguiunsnan

3.1.1 namaszuudasiunseiugs

gﬂ‘l‘?‘i 3.1 nslilaszuungunan (Graphic Wellhead HIPPS system)

1n3U7 3.1 azmsdndunlunisiiassnsilalunisueimesvessruutiesty
ANAgs (HIPPS) ileflaglddrasaummnisnanifnanuiaunfvenssuiunmsuan tiefias
IiFaunnszuunmaieusefinliussefuanuddyindiussansnmlunsinns Tneisay
l¥szuuatuauLuunszatediuvesuIenlelnnrirlunisinassuunqunandmiunig
anfiuanulagdinvesssuudesiuusaduas (HIPPS) aunsalinusaduineg PT-84112, PT-
84113 uay PT-841124 %amé‘?qagjL'ﬁa’iﬂmmﬁuﬁwmmmﬁmnmqmﬁm (mniu 2003)
s2UU SIS nssngdndu HIPPS dlgldfumstamnuduiivininesyasadugedsdnyaia
Unnmsvhaulasiowinmainea 2 o1dnnludnida SDVBA109 uag SDVBA111 usiazsLile
Unmsvhau Gddumsidedisdassnsniiiaimun 8 wguyaiztifusenaude svuu
uquwém BY-18,19 ,20 ,21 ,22, 23 YY uay ZZ
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3.1.2 TUsunsu (Program)

sUf 3.2 Wsunsu Prosafe-RS (YOKOGAWA)

9n3u7t 3.2 Tudhuedlusunsuazmsdnduaulunadeulumsiilsitunsianu
Yossruulasiuanuiugilunslduinldlusinsy Prosafe-RS vesasussnlalnniinlunis
Weuilsdiulumsvianusesssuutosiurmusiugs Tnsilstuasshanuileindesilatanudu
(Pressure transmitter) m3193UAINRUSERUFN (High Trip) Aasiiataanudusis 3 &
agihmsln 2 Tu 3 lunsaduanuduszdugeunnidensianuazyinmsdstagunsal
1d (shutdown valve) Liteflagyiinstinigs 2 slumstiestudunsefiaznamndiunis
gudidsiiinduiisnansenudoynainsduanuUase Sonanssnunadanndeuias
uansEyunensiiy SudewiludumesusinsaznanlnsazBenluunsolulasusznauly
mensUszenaldnisaluaukuUNTEEd LA TUUAIUANANUADA BT I AUTEUUNTS

IANTARUANNEIAYUDIN TR OUAY
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3.2 Uszifiunanudeslagl9as Risk Matrix Methodology

Consaquances Damand Rate (tima batwean demands)

Health and Economics  Environmental | Negligible | > 20 4-20 0.5-4 0-0.5
Safery [Loss in €) affect Demand | ysars VEars YEArs YEars

Slight Injury or | Slight
Health Effect <10k

Minor Injury or | Minor .
Health Effect | 10 k- 100 k Winor . a az 1 2

Major Injury or | Medium

Slight . - a1 ad o

Health Effect | 100k-1M Lo
1-3 Major
Fatalities 1M-10M Major
Multiple Extensive .
Fatalities > 10 M e |

gﬂﬁ 3.3 037N Risk Matrix Methodology

Tuntsneasasildnannis Risk Matrix Tuvsgifiumnuidsaainaisisusenaulunie
a a a ¢ =
NaNIENUNAIUNT (Consequence)  HaZAINNAYDINIILAAMUANIIAL (Demand  Rate) 4

Usznauluane

- Anulaonfesotin (Health and Safety)

a

LS1USELEUANULAYAENISEBNRNANSENUNANULINDANUABAN YA DTINALALLIAN, AL

Y o

Aot uIUIULIN
- ANULELEFENTNEY (Economics)

[UsEuAMNLEs eI A DNNANTENUTA LR e ALLAS e enS AU T UL

171N 10 AUVINABANULFLVY

- ANULEYYFRANSISUL S FIINARY (Public or Environment Effect)

ssediunudsddaemadonkansenuiinuandorudemesedunndenduiouside
MaiAan1saitu 1 eds Fslunifesesienlduansenuuasauiivesnsfnmanisallile
Arspiunmaende SIL 5edu 3 Julumsedrssuuieatuussdugs (HIPPS) Faanisan
sfuATIaenuseiy 3 July
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3.3 1A PFD, s WieTiazldAn SIL
|

legend calculation results

A = BRIy A= (TEFATRNTEE s 3 009 thewr 1089 year 5200503 E6 99,9916 %
1000 - ko= Dy upt ke T 14ED1 Eéi

= Common cause ftor

ESD = Emergency Snul Doun RRF 11319

Fie -raics aetaesme?]  yes na na na na

FIR =False TripRate

GRC = General Relablly Configuraor

Wleﬂm :mﬂvmmgm ﬁlﬁ%;ﬁmm — clarificafion of the terms element and system vofing through below RBD ——  — consumed from the SIL budget - an analysis

L5 =Loge Sober - ~

MTEF - Mean Tme Betwesn Falues (1FTR) w00y ek PRy,

A : : L clement  system %

NAR = Nulsance Acton R (1 case f FAG) " : =l )
e, - iy e e L A 1y Ao 18 M (VT s st | [ 500606 |[12008 [0 e
w0 -R:ﬁ;%ewammt!gm = 1 i1 Thd SEinterface(s) | | 3628506 )

FAF. =Rk et P Lfse [ Al - Aomo LhER E—

p;f: :mmmn N : [ FE |ogic solver(s), inel inputioutput modules | | 7.286E-05 |7286E05 | 073 IS
SF -3 lsomo & Hmms | ] !

SIF = Safely nsumenzd Functon ' ' e Feneray || 3154040

SIL - Satly tegrty Lewel 8 . |

SIS = Satey nsumenied Syeem

o - Solenod Ve oo voted o2 voled e ey final elementis) | | 1.862E-06 || 3.357E06 | 003 FE

TT :murt:g nEna SEekments  SEsystem SVelments  FEskment FESgEN

5UT 3.4 TsunsuAuaud1seauaulaandy

dnsunsaldnelulsrdnusisldlusunsuaiuiuaiseauaiulasniy (Program
calculator SIL) 499U38M Yokogawa lumsssAndengunsaifazudl 3.4 uag 3.5 Usgneuly
MeaunsalinAUAUYBIUSEN Honeywell Ju ST3000 dmsudiduesdunesaluga
1571 isolators barrier 8vo MTL u MTLA541 leldfudynnueurdenduniasdimius
Iniusaduimedinalugaisldivie MTL fafgunsaitiostulunszanussiugedaune (Surge
Protector) 1 I0P32 Wwag# isolators barrier §u MTL5025 dhudmsugunsalianvnedids

A&sludnssnngalee DVG Automation Pneumatic Actuator 1agldf Series BYPS

| da » == dog | g
module make and name module 1508 device s tates percI R IR SF,F i element
type type (%) | enabled 1
we | O fesin) | 118
he | M | b | M
Sensors
[Honeywel P Transmitter smog B | | 4.933E-01] 0.0006+00] 0.000E+00] 4000502 9250 | yes | 2003 |
Sensof Interface Modules
[MTL A1 Isoiator T | 2050E-01] 0.000E+00] 3780E-01] 2900E-02] 9526 | yes | 2003 |
Final Element Interface Modules
MTL DO Surge Protector iop32-0mc32] A | D | 1750E-02] 5500E-03 0.000E+00 0.000EX00) na. | yes | foo2
NTL DO Isolator | wmss| A | 0 | 7.530£01] 0.000E+00] 0.0005+00] 1.000505[10000] no | oo
Final Elements
DVG Automation Preumatic Actuator Bresseies] A | D | 4670501] 0000E+00] 2360507 5.900E-03] 881 yes [ too2 |
] = ¢ blil [ 1 (% [
g‘U‘VI 3.5 msmanqﬂﬂimma NNRUIZAVATEAUAIUUADANY
PFDAVG = PFDsensor+ PFDlOgIC + PFDﬂﬂal element (31)
o
D

LY a o

PFDave = NATINANRAUAINURANAINSUNTI8VDITNTUInANTSAY

9

PFD.erser = ANLRAEANURANGINSUNTIEVRIRUN TRl F TSy 10U

o

PFDige = ANRAEAMUEANAINSUNTIBYDIAIUUTEUIANE

PFDfnal clement = ANRAEANNRANAINTUATIBVRIRUNTOIAATINY
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NdUNT (3.1)
-06 -06 -05 -09
|DFDHIPPS—lS = 5.040E (Sensor) T 3.628E (SE Interface) +7.286E wLs) + 3.154E (FE Interface) T
-06
1.862E (Final Element)
-05
PFDH|pp5_18 = 8835E => S”_ 3
AINANTMIATNATIUARAIANURANAIADUASIEVDININTUIAANNTAY LSI@IUTLABN
AU 3

q

gunsalmuvdnnIsmAvessERuAUUaanfElaIlaAsEAU 3 auaumszaniagldly
sruuUeaiuisaiugs

3.4 Tgu1n5g70 EEMUAL91 uagA138auvag SIL KUszAuAMUaIAYUaeTEUY
N1sLAaUANY

7 Low/Medium Plant damgge‘\bﬂss of operation'Loss Minor
of Production
1 Least Urgent Efficiency
NA Journal

A15197 3.1 N15ATIZINT5LROUAY (Alarm Object Analysis)
91NUNIFIU EEMUA 191 isrbiimtinainudhfaysionansenusioynainsniuaiy

Uasndeidududuusn nansznunisdiwindeunisasisuzidusuduasiuaznanseny
nInsiuaMudfgsenunmnsendnduslududui 3 wavaavheliuseansaindy

gufugavelaenswussduauddgnsweusitlidenndeiaNansENUAINNTIN 3.1

SIL Alarm priority Time To Respond |Pu Impact
Critical Personnel Safety
3 Maost Urgent/Critical 3 - 10 Mins___ [Public or Environment
~ ' Plant damage\loss of operation\Loss
2 Lowy/Medium 3- 30 Mins. 2 Proditan
1 Least Urgent 10 - 30 Mins  |Efficiency
MNA Journal =30 Mins

A1519% 3.2 Wisdimasnisiiauiy (Parameter Alarm Object Analysis)
Tuns19% 3.2 19191901550 EEMUA 191 Tumisudalagliiaineuauessianis

dan1TszUURoufsanm1999l 3.1 TaslviindnaudiAynonansznudInanIznuse
yaaInInuauUaadesasliiia neuauetasiian LagnanIsnuNNAWINToUNTe

A1515 U D USUAUADIADLIAINBUANDITINIAT 3-10 UITILAZNANTENUNINNITIIU

v 1 v & & LYY '

ANUEIAYADAUATNNIONANA UILTUSUAUAUABLIAINBUAUDITINIAT 3-30 WTikagl

v 9
2 1%

AnudAUsEANS A Wudusuanng

v 9

SIL Alarm priority _ Purpose / Impact
4 Critical Urgent Safety
3 Hight/Critical Quick Environment
Low/Medium Routine Financial
1 Least Urgent
NA Logging

A191991 3.3 M1519N1518meS luszuU CAMS
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o

Tupn32991 3.3 1513z11A19lun19197 3.1 way 3.2 uvilidndulagaszduaam

1

Uaensvlusziuil 4 islihmiindfuanuddnaeingd (Critical) waziadeslddnnis
Huluusiuuagkansenuieyaansiuaasafoinansznuanniian diususudngn
Aszduanulaeadfelusydudl 3 islfhmingduanudidyaningd (Critical) wiesesu
mudfyge (hish)  fnansznusieyasnsazvieduindenuaznafideslddnnisidy
wuuEinga durseiuaudasaselussiul 2 liimdndsuaanuddyliunans
(Medium) 3oseiumuddasi (Low) Snansenuseniesnisiiusazatidedddanisidu

wuuLsulng

3.5 A3UNAN3IINTTANTUIUIY

1na5edt 34 e ld@lunisiAamanisalunudrduaudidnuesnisiieudslu
nszurumMsszuuasfuanudugusudsszuumsioudadu 5 seduiiielfaonadesiu
Tusunsu CAMS Tnefianuddgdessiuingd ge nana s uazhifiniudifey Tnelddlunns
Aagnnsallagldd Aistunansgnuiinuananulasadenedin narfidedddansiu
LuBFIThuwazaszRUvesilsiiuTnaudsfedeannni 3 Tulu 4Auastuauidsmede
asrszviedunnden ariesldinnsunvunnsdiseduresileituinauisse
Wiy 2 uarldFimdesdennuidemedoningu naidedddansuuuiulmiaiseiu
Yosflenduinautisdewintu 1 wazgavngliinnudidgslddinmuaslidoinisAnsenuves
Handuinauilsie

1 Least Urgent Routine Financial Small Yellow

WA T togging | | | | Gay |

A15199 3.4 n1sAvuAAINISLAaune T nUlUsWNSN CAMS
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N15U52gNALYIZUUAIUANLUUNITZANLEIULAZIZUUAIY
Uaanig3aunuszuun1sannIsaInuAIUuaIAYvaInIg
auny

lumsvinifeilladioinis@eunsfinssuulesiuanudugeuussuuinauisiela
uazlainismaaaunuasasuaeglaslalusunsy CAMS Tunsdnnisssuunisiiou
Avlnsfinan1saduaudena Ul

4.1 WengunltlunisiWeunsnszuudasiuanudugs

gﬂﬁ 4.1 nN5WVBMAUNER (Wellhead Overview)
13U TunINEIBE 19NN TINVRINUREA UYL ABETTNYIAUTENBUAIY 8
vaulagagiinguil 18,19,20,21,22,23,YY,2Z Insusiazvaudszneause ssuutosiuusaiugs
Tuusiagngalagusaznguaziinisiostunar iesssueddunAuusuimmunlissuud
srdUanadiiledosiunnssnuiiozausn



SYBAJ0Z

L 3131
L1002
[__1002]@
[Esveaznz |
L3131
L 100.2|PSiC
[ 100.2]psi
[Lree o]

Ui 4.2 unanruguuquran (Wellhead Control Panel)

93U TUNNAIDENNIAIUANNAUREAN1TAIUANAGNIAEABNITAIUANAINAL
melunguinglviegluanwaunad
4.2 feiduildlunsdeulusunsuvasszuullosiuussiugs (Prosafe-RS)
4.21 gunsalinAdnuny

Hafdugagunsalinaaudu:  UDFB_AI 2003  @sfreilarduildlunisetusn
sundondunavesimsuainmeslnefsuiuuvesiladdu fgud a3 f 4.10 Tumsidely
Tusidadasdarfdslumstaglugag 0-2000 PSI daruamnassi High Trip 1350 PSI Tngisn
sxldudion UDFB Al 2003 wieldilsrduilinnausiu

-| + PrTA4llz = 60.200

BIT84112 BY-18 HIFES
FLOWLINE

X E . 3 % - .
= 1204 000
our
0.0

1350.0

sts|

1100.0

T80S

| srreariamos.ovr = Farssz 1

E¥-18 HIPDs FLOWLINE 2R-30§

= e1Tsa112sU0.s0CE = EALSE

5Y-1¢ HIPPS FLOWLLNE. PR-SUC . . .
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<<c<< ANALOG INPUT SIGNAL PROCESSING HIPDS EY-18 >>>>>

pITEal13FE

UDFB_AI_zo03

—I + PITE4113 = €0.100

PIT34113 BY-18 HIPES . B B . . Zo00.0 B
FLOWLINE PR
1202 .000)
0.0 s oz

1350.0

FEEFEIPS

sTsf-

-93533._39

1100.0 L

2.0
wrrf

Ts08 AT

TLOWLINE PR 2 1202.000
oo 22227880
AV

BY¥-18 HIPPS FLOWLINZ
B

JUN 4.3 Wenduaagunsalinauau HIPPS BY-18
Tunguyaanziiesssurfivan 18 w1azesnuuulilidiinaaiucu 387 aunanns
ponuUUszUUUeIuLTIRUaRIUsENaUsIY P-84112 PI-84113 PI-84114

<<<<< ENALOC INPUT SICWAL DRCCESSING HIBES BY-13 >»>>>

pirTaaz
0.0 L ouT
1350.0
1100.0 L
MLTR[~
—— w

BY-13 HIPES FLOWLINZ




<<<<< ANALOG INPUT SIGNAL PROCESSING HIDES BY-13 >>>>>

PIT84213F8

UDFE_AI 2003

 PITE4Z1E

HIERS . B . . . 2000.0

e .
FLoLIe 28
1202500
PN EETTRCET
oo
1350.0
5239999
stsf
5995595
1000 L
2o -
suraf-
ztos reor
at
e
wmal

BY-18 HIEE

-—_1 AUz soz

BY-15 HIPES FLOWLINZ

<<<q< ENALOG INPUT SIGHAL PROCESSING HIDES BY-13 22>

= 2000.0 H
FLOWLINE PR 1204_000
JIN TR
- 0.0 27 b
1350.0 DEH
5395533 i2:4
sTsp
-99999.93 L
1100.0 PLL
z.0 ES3 MLTR [~
T$0S TRDT
= eiTEazias
EY-13 HIDE: El
MHTR [~
F

= e1TE4z12300.8:

BY-15 HIDES FLO

‘l *DIT24214 BY-19 [HIDPS FLOWLINE PR’

BY-15 HIPPS FLOWLINEZ

sU W

Ul 4.4 Haidudagunsalananudy HIPPS BY-19

28

Tunguymaisiesssurfvivge 19 s1azeenuuulilidadinarudu 367 aundnnis

DONLUUTTUUTBIN LTI UAITIUSE UMY PI-84212 PI-84213 PI-84214

Y

<<<cc ANALOG INPUT SICNAL PROCESSING HIPPS BY-20 >>3>>

T sz

10

BY-20 HIPPS FLOWLINE

2000.0
FLOWLINE PR 1202 _00q]
our
0.
13s0.0
9393335
sts|~
-33335 33
1100.0 L
za MiTa [~
1805 TRDT
ey
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<<<<< ANALOG INEUT SIGNAL PROCESSING HIDES BY-20 >>>>>

PIT84313F8
. . . . . . . . . . . E——— .
—I * PIT84313 = 60.400
BIT84313 BY-20 HIPPS p—
FLOWLINE PR _ 1208.000]
PN EETEREED)
a0
. . . . . . . . 13500 .
99999.99
stsf~
B . B B B B B . -s3395 33 .
1100.0 L
. . . . . B . . 2.0 wTR[- .
T#05 20T
2T [~
=] srraesizsvo
BY-20 ET oWLINE
N : ° . N N N : FLOWLINE :

-
| n I —| PITB4314MOS I' ko
P

JUN 4.5 Wendudaileidudigunsalinadnudu HIPPS BY-20
Tunguymaziesssurifivgu 20 151azeenuuuliliddnaudu 367 aiundnnis
ponuUUsTUUUeI UL TR UadIUsENaUmY PI-84312 PI-84313 PI-84314

<<<<< ANALOG INEUT

PITE441:

UDFE_AT_zoos

PITB4412 BY-21 HIPES
FLOWLINE 2R

2000.0

o

13500
3393539
. . . B . . . B sts|- .
-93355.59
. . . B . . . B 1teo-o o .
2 TR~
. . . . R 808 Ta0T .
- errsadizos our =
BY-21 HIPES e
TR~

- e1rEc4125U0 S0

s

B¥-21 HIEPS FLOWLINE
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<<<<< ANALOG INPUT SICNAL PROCESSING HIPPS BY-21 >>>>

.
P et
=
ol
e
-

BY-21 HIPES FLOWLINE
=

<<<cc ANRLOG INPUT SIGNAL PROCESSING HIPPS BY-2L >>>>>

PIT84414FB

UDEE,

cos

2000.0
1202000
our
0.0 s .
1350.0
53393 33
sTsf~
-ss238.39
1100.0 =
2.0 MITR -
Té0s raoT
7 1
TR~

EY-21 HIPPS FLOWLINE
PR

U 4.6 Wengunaieidudgunsalinauay HIPPS BY-21
Tunauyateigsssuiifivay 21 151ageenuuulididaiaaiiuiu 383 aumannis
ponuuUszUUUesiul TR uasdsUsEnaume PI-84412 PI-84413 PI-84414

ouT
0.0 L
13s50.0
SIS
1100.0 PLL
z.0 MLTR [~
DITE4512MO5.0UT I
MHTR [~




<<<<< MNALOC INDUT SICNAL PROCESSING HIDDS BY-22 >>>>5>

piTE2513FB

PIT24513 BY-22 HIPDS

UDFB_AI Zoo3

- 2000.0
FLOWLINE PR 1202.000
ouT

=

| $55995_539 PH
sTs

| -55595 .55 PL

| 1100.0 PLL
| z.0 HY. MLTR[™

T#0S TROT

E

—| "PITE4513 BY-ZZ [HIPPS FLOWLINE BR" [ASTD

BY-22 HIPBS FLOWLINE

2

<s<<< BNALOC INEUT SICNAL PROCESSING HIDES BY-22 »»2>»

-| * PITB4514 = §0.400

PITA4514 22 HIPES
FLOWLINE PR

-I "BITE4514 BY-2Z [HIPES FLOWLINE BR’

U 4.7 eitusiile

2000.0
1208000
ouT =
0.0 L
1350.0
EEEEEREE] BH
st~
-93333_ 83
11000 ELL
2.0 MLTR[-
T#0S TROT
METR[~
BY-22 HIPPS FLOWLINE PR-STK bl
asIp
BY-22 HIPPS FLOWLINE

=

YuAgUNIAlInAINUGU HIPPS BY-22
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Tunguyaa1zinesssuIfivay 22 151azeanuuulilifiinausy 387 aunanns
ponuuUszuUleIiuLTIRuadsUsEnaume P-84512 PI-84513 PI-84514

<<<c BNALOG INEUT SIGNAL FROCZSSING HIERS BY-23 >>>>>

2000.0

0.0

135000

EEEEEREH

sTsf~

RCEEEEREE]

1100.0

z.0

T$0S

MLTR [~
TRDT

5Y-23 [HIPDS FLOWLINE
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Proceedings of the SICE Annual Conference 2018
September 11-14, 2018, Nara, Japan

Priority of Alarms Management in Processes Downstream of HIPPS System

Wathisiri Wuthijaroen Sakreya Chitwong and Chuae Nokyoo

Department of Engineering, King Mongkut’s Institute of Technology Ladkrabang, Bangkok, Thailand
(E-mail: wuthisiri_engkmitl @hotmail.com, sakreya.ch@kmitl.ac.th, chuae.no @kmitl.ac.th)

Abstract: The purpose of this document is to define the Priority of alarms management, objectives and standards to be
applied in the design, operations of the Alarm Systems processes downstream of HIPPS system. Configured alarms
from all relative tags as well as alarms configured were reviewed and rationalized with proper causes. Operational
Priority Safety includes consequence, financial consequences, environmental consequences and consequences operator
actions. The priority of the alarm was determined based on the consequence of the impact using IEC 61508 standard
IEC 61511 standard EEMUA 191 and Safety integrity level (SIL). By used Distributed control system (DCS) and Safety
instrumented system (SIS) and Consolidate alarms management software (CAMS) simulation.

Keywords: Safety instrument function (SIF), Safety integrity level (SIL), Distributed control system (DCS), Safety
instrumented system (SIS), Consolidate alarms management software (CAMS) (Yokogawa)

1. INTRODUCTION

During routine operation of Oil and Gas industry,
abnormal situations show up in the control room as
alarms have too many alarm tags configured on process
variables and other state variables mainly due to safety
considerations. The number of alarmed tags is large
enough to overwhelm even experienced Operators.

The alarm management is a topic of great interest in
the security planning. Integrated management of the
critical factors in the process ensure optimum safety on
production level Because of this situation, alarm
management has been recognized as an important
problem in the area of system monitoring and fault
detection. New and revised guidelines and standards
have been proposed from different viewpoints to tackle
this problem so Priority of alarms management reduced
plant availability combined with substantial costs, and
to avoid environmental damage and/or human injuries.

The priority of the alarm was determined based on
maximum response and the consequence of the impact
using IEC 61508, IEC 61511, and EEMUA 191
standard.

2. HIPPS SYSTEM

High-integrity pressure protection system (HIPPS) is
a type of safety instrumented system (SIS) designed to
prevent over-pressurization of a plant, such as an
offshore plant or oil refinery. The HIPPS will shut off
the source of the high pressure before the design
pressure of the system is exceeded, thus preventing loss
of containment through rupture (explosion) of a line or
vessel. Therefore, a HIPPS is considered as a barrier
between a high-pressure and a low-pressure section of
an installation.

2.1 The design of an alarms HIPPS system

The conceptual design of a typical HIPPS wellhead
project is shown below in Figure 1.

Three pressure transmitters PT-1, PT-2 and PT-3 are
mounted downstream of HIPPS SDV’s, to measure the
NG pressure from wellhead to downstream flowline
(voted as 2003).SIS system is the logic solver for these
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HIPPS. Upon receiving PT’s pressure measurements
that trigger the high set point, it shall send shut-down
signals, two DO’s to each SDV, they are
de-energized-to-trip.

Two HIPPS SDV’s are installed on the wellhead
flowline. They shall be closed with 1002 voting upon
HIPPS LS demand to shut in the overpressure from
wellhead to downstream flowline. The SDV’s are
quarter-turn ball valves driven by pneumatic actuators
that have spring-return, fail close feature.

There is a solenoid package used as the interface
between LS and actuator of each SDV. There are also
two QED (quick exhaust device) that are connected with
solenoid package that assist the SOV in faster
exhausting air during the SDV shut off, to meet required
2 seconds closing time.

sov2

Fig.1 HIPPS System.

3. OPERATIONAL PRIORITY.

Operation Priority helps to impact analysis for design
priority of alarms by consequence priority on the
standard EEMUA191.

1% Priority: Safety (casualties from the hazard)

2" Priority: Environmental (breach of
environmental limits)

3" Priority: Financial (plant damage, loss of
operation)

4% Priority: Quality (off specification product)

5% Priority: Efficiency (quality give-away, less
valuable products)

Finally operator should be take maximum
consequence when alarm failing each Plant State,
Operator’s primary role, Key alarm information.



4. SUMMARY CONSEQUENCES.

4.1 Verification on SIL

Whether the SIS satisfies the requirements on system
configuration and PFD specified in IEC 61508/IEC
61511 is verified.

Pipe to pipe

. Pipe to pipe :
Process pipe
Logic solver
Input
" | I’
74 Protection logic Bl
Transmitter

Sensors

Fig.2 Principle of Pipe to Pipe.

In figure 2 show Principle of Pipe to Pipe for design
safety integrity function (SIF) and find safety integrity
level (SIL).

PFDAVR = PFDsensor"' PFDlogic+ PFDfinal element

Through reliability analysis that uses fault tree or
other methods, the SIS configuration and frequency of
functional tests for the constituent elements necessary
for achieving the SIL are determined.

The failure rate data of the SIS constituent elements
used for reliability analysis are obtained from the
vendor or from publicly available data sources.

Table 1 SIL Level.

SIL PERFORMANCE REQUIREMENTS

Demand made of cperation
;*1‘;;?_;"’1"*?..””' rek;rfi!;rj otfars || Taigel ek eduction
an demand
4 105 o <104 =10,000 to<100,000
3 >1,000t0 <10,000
2 >100 10 21,000
1 =10t <100

In the functional safety standards based on the IEC
61508 standard, four SILs are defined, see table 1 with
SIL 4 the most dependable and SIL 1 the least. A SIL is
determined based on a number of quantitative factors in
combination with qualitative factors such as
development process and safety life cycle management.

The Safety Requirements Specification (SRS) is a
key document in the Safety Lifecycle. The Safety
lifecycle is specifies design requirements for a Safety
Instrumented System (SIS). That and this document
shall be used to design, implement, operate and
maintain these HIPPS, in conjunction with other
technical specifications.

Because if HIPPS uncontrolled high natural gas
pressure from wellhead can lead to an overpressure into
the ANSI 600# flowline pipe, which is not designed to
withstand such significant overpressure from wellhead.
Consequently causes a potential catastrophic rupture,
failure of the flowline, and subsequent high pressure
release of natural gas with potential for a major
explosion/fire, HIPPS require target SIL-3 integrity to
meet Process Hazards Analysis recommendation
following reason consequence Health & Safety,
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Environmental, and Financial Loss In figure. 3 show
risk graph methodology for qualitative risk assessment:
Consequence Health & Safety

* The effect are classified Multiple Fatalities
consequence because lost time, permanent disability,
severs or loss of life injuries.

Consequence Economics.

* The effect are classified Major consequence because ¢
Asset damage / Product damage. The value is more than
IM loss.

Consequence Environment

* The effect are classified Major consequence because

visible flaring event, Public exposed to hazards,
Medical aid, and damage claim. Environmental
contamination causing non-permanent damage.
Consequances Demand Rate (time between demands)
Moy | Womine| eas | Damand |yeurs| yiun | yams | yeas
S Emer | <t | S ARl - |
ol Eter | 10k to0k __Mnor Wl (. 2
e BERE
Fula;?m 1 ICIA fjf.:r M Mojor b 2
e[S | e |- [ :
Fig.3 Risk Graph.
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Fig.4 PFDayr Program Calculations.

4.2 Claim Probability of Failure on Demand
(PFDavr)

In figure. 4 show selection equipment for calculation
the SIFmupps.18 and PFDayr program calculation for find
Safety integrity level (SIL) and all equipment have to
calculation more than result SIL 3.Safety integrity level
is defined as a relative level of risk-reduction provided
by a safety function, or to specify a target level of risk
reduction,

1:’FDHIP'P'S = PFDsensor + PFDlogic + PFDfinal element

Where

PFDgensor = Average probability of failure on demand for
the sensor

PFDiogic = Average probability of failure on demand for
the logic

PFDfinal clement = Average probability of failure on

ey



demand for the final element
Ex. Solve. Calculation Result Wellhead BY-18
PFDHIPPS-18 = 5-O4OE'O6(Sensor) + 3628E'06(SE Interface)
+7.286E-05(Ls) + 3.154E-09(FE lnterface) + 1.862E-O6(Fina1
Element) PFDuipps-18 = 8.835E-05=> SIL 3

SIL is a performance relate Operation Priority by
priority of consequence can see in table 2.

Table 2 Alarm Object Analysis Table.

5 Low/Medium Plant dam§ge\|oss of operation'Loss Minor
of Production
1 Least Urgent Efficiency
NA Journal

4.3 Modeling of the HIPPS system
DCS Graphic for Operate.

Fig.5 DCS HMI Graphic.

In figure.5 show DCS graphic HMI HIPPS system for
monitor and operation include pressure transmitter
voting 2003 detect High-High Trip (HTRP) set point
sent command to de-energize two shut down valve.
LOGIC Programing.

i

Fig. 6 SIS Programming.
SIS (Prosafe-RS)
Programming sample logic for HIPPS system by logic

show

In

figure.6 sample
HIPPS System include function logic voting 2003,
Bypass signals, Startup Override, etc.

5. ALARM MANAGEMENT AND ALARM
SYSTEMS

Alarm management is the application of human
factors along with instrumentation engineering and
systems thinking to manage the design of an alarm
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system to increase its usability. Most often the major
usability problem is that there are too many alarms
annunciated in a plant upset, commonly referred to as
alarm flooding.

Alarm systems are a very important way of
automatically monitoring the plant condition and
attracting the attention of the process plant operator to
significant changes that require assessment or action.
They help the operator.

* To maintain the plant within a safe operating envelope
* To recognize and act to avoid hazardous situations
* To

conditions that could lead to financial loss such as

identify deviations from desired operating

off-quality product

e To better understand complex process conditions.
Alarms should be an important diagnostic tool, and are
one of several sources that an operator uses during an

upset

5.1 Characteristic of a good Alarm

* Relevant: not spurious or of low operational value

* Unique: not duplicating another alarm

* Timely: not long before any response or not too late

* Prioritized: indicating the priority the operator deal
with

* Understandable: having a clear & easy to understand
message

* Diagnostic: identifying the problem that has occurred

* Advisory: indicative the action to be taken

* Focusing: drawing attention to the most important
issues

5.2 Characteristic of a good Alarm

* Risk assessment: identify alarms to protect something
and alarms to reduce risks, quantify the severity of
consequence for alarm prioritization

* Ergonomics: interface with the operator

e Design of individual alarms: risk assessment,
prioritization, operator response, alarm setting,
suppression, management control

* Design integration: integrate individual alarm design
to meet the given KPI such as % high priority

e Alarm system configuration: modify alarm
configuration of the alarm system to the revised one
(CAMS)

* Testing and commissioning: testing and evaluation of
revised alarm system

5.3 Alarm KPIs
Long term alarm rate in steady operation

- More than 1 / min: not acceptable

- 1/2 min: over demanding (industry av.)

- 1/5 min: manageable

- 1/ more than 10 min: acceptable
Number of alarms displayed in 10 minutes following a
major plant upset

- More than 100: excessive and of no use
- 100 - 20: hard to cope with



- Under 10: manageable if not complicated
Long standing alarms: should be fewer than 10 (fewer
than 30 shelved) % hours when there were more than 30
alarms

- More than 50%: not acceptable

- 50 -25%:hard to cope with

- Under 5%: manageable

5.4 Alarm system performance

In figure.7 show Identifying the as-is performance
and targeting the performance to be achieved
Parameters to be evaluated: operator’s acceptance,
alarm  KPIs,

functionality, ancillary processes

operator interface, alarm system
Level 1 (Overloaded): alarm system does not work.
Level 2 (Reactive): alarm system works during normal
operation. Individual alarm is not integrated.

Level 3 (Stable): alarm system is reliable during normal
operation. All alarms are meaningful and well defined.
Level 4 (Robust): alarm system is reliable even in a
plant upset. Operators have a high confidence to the
system.

Level 5 (Predictive): Operator can operate a plant

without plant upset or minimize the impact of plant

upset.
Performance Typica! Typical Focus for
Levals Pis Further Improvement
1) Av. alarms/10min
2) Max alarms/10min
3) % hrs more than
30alarms
1 »100 Establish  site-specific alam phiosophy document
Overloaded | > 1000 Estatlish & wak-dened change control process for alams, linkes o the agreed alam phicsophy
+50% Asalyz2 2l fouemals to ieniy tad adors’ and adkress these as  prcrty
Tvest in softwareyhardwars for electronic alarm journed archiving
Survey alarmn uring parameters (dear-hand, et} and implenent generic improvenient
Establih minimum (2.9, pager-based) cortrol mechanie for 2larms disalied by the cosraloe
Improve Aam representation on process schematics, paricularly for crilical alarms
1 100:X>10 Reinforce alarm management philosophy and ensure wide adoplicn
Reactive 1000 Estabish automate ansyss and defivery of s system performance melrcs {fogeiher wilh a 'hed acors )
50%0 » X> 25% Implement grouping of alarms. with an identical opesator action, and discrepancy aigming Lo assodated actions
Carry out basic alarm rationalization to redure the content of ine alarm system 1o oriy whet is mesningful as
determined by the site alarm management phikscphy) and idently the correct dam selpoints
Impiement software sanm shelving to support control of alarms dispiayed by the operator
3 10sXs1 Implement automatic dynamic A management for logical bodes of alams
Stable 10003 X > 100 Improe usabifty of manualy-indiate Jm masking festres
25% 5 X3 5% Impiement adaptive alam tuning, €. ko automatically suppress bounding Xams
et Me Ha response NN D e OCS sam system inerface
Implement model-based multivariable alarming to provide eady warming and aveid multiple single variabie alarms.
4 103K31 Implement autonatic event dagnosis, combining patiem metciing with surveilance of arsiogue variabies in
Robust 1003 X510 rder 1o diagnose crtical vents hat ohve rlse o mhigés atams
% 5 Xx 1% Implement advanced alarm fitesing, to remove predictable secondary alamis
Impiement procedure monitors, 1o provide procedural support during crtical opesations, induding identification of
‘the next most important alarm/action” relevant to this sk
Implerment, model based intefigent opesatoe Support system both (3) for Individual alarms 2nd (b o guide the
pesalor tovands proactive intervention during noenial operation rather tha repling on reaction to Aams
Iowiards the edge of the operating enveiope
5 <1 Not Appicatie ~ this represents (e best level of performancs for curmently Evaiable operaton/ DCS lechnalagies
Predictive <10
1%

Fig.7 Alarm System Performances.
After implement parameters identification of SIL
condition and target settings can see in table 3.
Table 3 Parameter Alarm Object Analysis Table

SIL Alarm priority Time To Respond |Purpose / Impact

3 ~ el
3| Most Urgent/Critical
2 Low/Medium
1 Least Urgent

NA Journal >30 Mins
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6. SOFTWARE CONFIGURATION
PRIORITY OF ALARMS AND TEST REPOET

For case study in this paper we implement and
configuration alarm priority HIPPS system by CAMS to
sort the color definition gives one to one relations
between table 3 and table 4.

Table 4 Parameter in CAMS Table.

SIL Alarm priority

4 Critical Urgent Safety

3 Hight/Critical Quick Environment
2 Low/Medium Routine Financial

1 Least Urgent

NA Logging

Table 5 Configurations CAMS for DCS, SIS Tags.
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Fig.8 Alarms Management Software.

In figure.8 show tags setting alarm priority ,color

when abnormal process occur ,time to operator
response, etc.
e I [ — T
i FIC84105
b G
e e

10 10000ps6  [___750fF
PIEALLS

Fvaay § SDV84109 s

SDvaat1L 1200/PSIG  [HTRP_1400|PSIG:
PBATE2 | PEatia

.- - . - —_—— —_——— —_—

HIL 2000 PSIG
Pig4107

Fig.9 Simulation Case Study.

For case study in this paper can see figure.9 we
simulation HIPPS system process abnormal by give
high natural gas pressure from wellhead Upon detection
of a high high pressure in the flowline by at least two
out of three of the pressure transmitters opreator can see
alarm priority magenta color, the two SDV valves will
be closed by de-energizing solenoids.So Operator must
be urgent action frist becase this issure is critical

priority.
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Fig.10 Engineering CAMS Report.
In fig.10 show report summarizes the results Alarm
priority from case study can distributions 5 priority level
include Logging , Low ,medrium ,High and Critical.

7. CONCLUSIONS.

In the paper we will study HIPPS system and using
IEC 61508 IEC 61511 for design safety integrity
function and find safety integrity level development
process by SIL is performance relate alarm design
define the Priority of alarms.

After determined SIL we using EEMUA 191 standard
to manage the design of an alarm system by identifying
quantify the severity of consequence for alarm
prioritization, alarm KPI, Alarm system performance
and interface with the operator. Will notice that after
complete configuration alarms priority operator can sort
priorities monitor abnormal process that should be
manage critical priority first.

Alarms Management help operator manage with
capabilities to control which alarms are displayed and
understand when process abnormal to action and
prevent the consequence Health&Safety, Environmental,
and Financial loss.
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Introduction

ProSafe-RS is a safety instrumented system conforming to IEC 61508. This manual
explains the various features and functions of safety instrumented systems that ProSafe-
RS provides.

Structure of This Manual

This manual provides an overview of the ProSafe-RS system. After reading this manual, see the
other documents, such as General Specifications, Instruction Manuals, and so forth, for more
detailed coverage of various topics.

This manual consists of 7 chapters. Chapter 1 explains Safety Instrumented System, from
Chapter 2 to Chapter 7 explains respectively Features, System Configuration, Safety Control
Station (SCS), Test Functions, Related Packages and HIS Operation and Monitoring of ProSafe-
RS.

Reference Documents
As for the configuration of whole system, refer to the following document.

+ Integrated Production Control System CENTUM VP System Overview (General Overview)
(TI 33K01A10-50E)

» 2, “System Configuration” in CENTUM CS 3000 Integrated Production Control System
System Overview (TI 33Q01B10-01E)

Target Readership for This Manual
This manual is mainly intended for:
» Managers who are planning to purchase a new safety instrumented system.

* Instrumentation, Power and Computer Engineers who are evaluating ProSafe-RS for
purchase or who will be in charge of installation.

Representation of Drawings in This Manual

« Drawings are represented in this manual as illustrations; some features may be
emphasized, and some simplified or omitted.

» The drawing illustrations are to help you understand the functions; dimensions, labels and
visible features may differ slightly from those of actual drawings.

Trademarks

* ProSafe, CENTUM and Vnet/IP are registered trademarks of Yokogawa Electric
Corporation.

+ All other company and product names mentioned in this document are trademarks or
registered trademarks of their respective companies.

+  We do not use TM or ® mark to indicate those trademarks or registered trademarks in this
document.

All Rights Reserved Copyright © 2008, Yokogawa Electric Corporation TI32R01B10-01E  Sep. 30, 2013-00



1. Safety Instrumented System (ProSafe-RS)
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1.

Safety Instrumented System
(ProSafe-RS)

This chapter explains the positioning of safety instrumented system, safety lifecycle and
safety evaluation.

Protection Layers of Plant and Safety Instrumented System

IEC 61511 utilizes the concept of protection layers in order to achieve safety, freedom from
unacceptable risk. Each protection layer is required to set quantitative risk reduction goals as
well as means of achieving these goals independently without interfering with other layers.

According to this idea of protection layers, safety instrumented system is positioned within the
mitigation and prevention layers.

Ve

-

COMMUNITY EMERGENCY RESPONSE

PLANT EMERGENCY RESPONSE

MITIGATION

Mechanical mitigation systems

Safety instrumented control systems ?E’@safeﬁ :‘

Safety instrumented mitigation systems
Operator supervision

PREVENTION

Mechanical protection system

Safety instrumented control systems ?F@Sﬂfﬂ’#

Safety instrumented prevention systems
Process alarms with operator corrective action

CONTROL and MONITORING
Basic process control systems
Monitoring systems (process alarms)
Operator supervision
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[ Process j

~

e
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J/

Figure Protection Layers and Positioning of Safety Instrumented Systems
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1. Safety Instrumented System (ProSafe-RS) 1-2

Safety Life Cycle

IEC 61508 specifies the management of safety-related systems in terms of lifecycles. In

the safety lifecycle, the tasks involved, from the conceptual stage in which a basic safety
instrumented system is designed to the decommissioning of the system, are divided into 16
phases as shown in the figure below, and the required tasks to be achieved in each phase are
defined. The purpose of these definitions is to minimize the likelihood of human-induced errors.
For example, “Hazard and risk analysis” shown in the third frame sets requirements to clarify the
hazards and hazardous events that may occur in a plant and its control devices (e.g., DCS).

| 1| Concept |

'

2 Overall scope
definition
Hazard and risk
analysis

¥

4 Overall safety
requirements

t

Overall safety
requirements allocation

W g B /20 \ AN, Y :

[

Overall planning E/E/PE system

safety requirements R

specification ! Other risk |

11, reduction !

i l

N ! l
|

(<]

Overall Overall Overall
operation and safety installation and
maintenance validation commissioning l

planning planning planning

measures
E/E/PE oo .

! e .
Safety-related systems v | Specification \
% , and Realization '
Realization - -3 E_ !

(see E/E/PE system
safety lifecycle)

Overall installation and
commissioning

12

l Back to appropriate
overall safety lifecycle
phase

13| Overall safety validation

|

Overall operation, Overall modification and
maintenance and repair retrofit

t

Decommissioning or
disposal

14

16

F010002.ai

Figure Safety Lifecycle
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2.

2. Features of ProSafe-RS 2-1

Features of ProSafe-RS

ProSafe-RS is a safety instrumented system conforming to safety rating SIL3 as defined
by IEC 61508. It not only satisfies requirements to be used in safety instrumentation by
itself, but also achieves higher efficiency of operations through integration with CENTUM
VP or CENTUM CS 3000 R3 (hereinafter, “CENTUM VP/CS 3000”).

Implementation of Control System Technologies

ProSafe-RS employs the CENTUM VP/CS 3000 architecture in its base technologies. Because
of this, the following advantages can be expected.

» Basic concepts, such as hardware installation and maintenance methods, can be shared
with CENTUM VP/CS 3000.

» Since connection via Vnet/IP or V net is possible, system construction and interface design
are made simpler, allowing an improvement of the total engineering efficiency, including
design and installation costs.

Achievement of Safety Rating SIL3 with Single Configuration

ProSafe-RS has built-in dual-redundant system matching and self-diagnosis mechanisms
embedded within one CPU module and one input/output module, thus making it conform to SIL3
as defined by IEC 61508 in a single component. This allows implementing SIL3 safety loop in a
single configuration together with the CPU module and input/output module.

Achievement of High Availability by Redundancy

ProSafe-RS allows selecting dual-redundant module configurations in order to achieve high
availability. Since it achieves SIL3 with a single configuration, the safety level of SIL3 can be
maintained even if a CPU module or input/output module on one side fails in the dual-redundant
configuration.

Security Measures

ProSafe-RS is equipped with the security functions described below.
« Security by using a password for a project database and/or SCS (Safety Control Station)

* The IT security function based on Windows security feature (Revision R2.01 or later)

» Secu<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>