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Abstract

This paper has been compiled for people with an interest in the upstream oil
and gas industry. It is an overview of the main processes control and safety
instrumented system design for upstream oil and gas industry. A process control
system is used to monitor data and control all equipment on the Wellhead
Processing Platform (WPP). The purpose of this system is to read values from a large
number of sensors, run programs to monitor the process and control valves etc. to
control the process values, alarms are presented to the operator and command
inputs accepted. The safety instrumented systems (SIS) is to take control and prevent
an undesirable event when the process and the facility are no longer operating
within normal operating conditions. The function of safety system is the part of the
overall safety of a system that depends on the correct response of the safety system
response to its inputs, including safe handling of operator errors, hardware failures
and environmental changes (fires, lightning, etc.). The purpose of an SIS is to protect
people, the environment, and assets from the consequences of accidents by
reducing the probability of incidents occurring base on safety standard IEC61508 and
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fruagszuuganudufinenudidu deudlagiinisdorislasiiuszuuaasinfie
dufgsssumimaindorifufildanssuuusnanugasgnasludiszuuasanin noudl
wddluAnifuiiesensvudie dindaldfimuaarnauiunawdnazgnasuoiaielils
wmsgruthiisdeuUdosasdvezia viednnduasiulunauifielifinansenudedundon

v A
PREGLE

2.2.2 S2UUAIUANLUUNSZR18EU (Distributed Control System)

izUUﬂ’JUﬂNLLUUﬂ’izm'&Jﬁ’m (Distributed Control System) ﬁuL‘ﬂu’izUUﬂ’ﬁmuqm
fiugnu (Basic Process Control System: BPCS) filfanufuagnantrevansdmsugnamnssu
nszvILNsKARtuRULAE fesTIuIA SeanunsouansiaesdlassadsuessuuAIUAN
Flaguit 2.3

=20 FANEL
W Magant )

R

EWS | SENG PRM
HIS / SOE SERVER OoPC

HIS0162 g H'S0163 HISD184 (option ) SERVER
g e FL&J 4o goa
e i :

- —— IS8 Control Network
L2- Giaabit -SW | | | iy ‘ Guat Redundart Einsrnat [CPAP Cantrol Bus Speed 1 Gbps
1

—
= |Fcsoiot SCS0106 sCso111 e | 500
ﬁ (aFv300) - (sSCaD) $SCB0D) ‘M b~
SCS0107 et
e ANT10U (SSCBID} SNB10D g p—
SNB10D - Mg 2

FCSD102 SNEH0D B
e ARV sCS0108 it el
(55Ca0D)
ANTI0U "

SNB100

SNE10D

1
'(:‘. |
v\
o Harwre i
r) me20

— s o Loy
[ e || o 1l
FS -+ myatner -+ pyatner o Brome
A L |
ANB11L] SNE10D) isnmn:
10 x PC2 Remote VO 11 x E2D Remats IO 2 x FOI Remots I'0
Enociosurs 33318L Enclocurs 22318L Enclocure 223160
fmlil-"ﬂ-ui( JB-E2D- No.xxx JB-F3E- Noxxx
ANB1D] SNE10D)
23 E30 Remote 10
1xPC2 Remate 10
{instaied e WHERSE14 A
2 UsizmawncE cabinet # Utizeg WHCP cabinst

JUN 2.3 1A59a51998958UUMIUANLUUN T EE I



ﬁl’mg‘dﬁ 2.3 §3UUWJUQMLLUUﬂi3ﬁJ’18ﬁ’Ju (Distributed Control System) iy
izwﬁi%’ﬁm%’umu@mmsﬁwmunwmumimamﬁwﬁuauLLazﬁ“Wﬁiiwmmmewhuqﬂﬂ'ﬁai
iweailefnliiiuazgunsaldug Tunsruaunmssdndilelvinssuiumardmihauduluaud
Ieenuuul Tneasiidanusznoundny fwioluil

2.2.2.1 9Uns8in133a (Sensing Device) Wugunsaifilédmiuivasudnuseneg
Tunszuaunsuam (Process Parameter) WU 851A5MaMINTEUINANS, Seauvadlraluds,
AnufuiigaisqlunszuIuntg, gunpfinugeinsqiieglunszuiumsiridudyg i
nszualniiuinsgu 4-20 mA fiusssulniinszuansa 24 VDC NIdyIMUINTF YA
Jue) ilodsteyavesiuusdegluiBunnvosiinun (Controller) waglduansdiming
uansuagunsainsindely

2222 fanauau (Controller) WWudiulddmiuussutanalaediniunuas
Usgnauniuaunsadnans Feiliwuunasigngeau (Power Supply), firUszulana
na19 (Central Processing Unit), @2u3iuasdayg1ad (Input and Output Cards) @3Un195
Ainstedeans (Communication Port) wazlusunsudililunismuaunssuaunIsnan (Control
Function) Sshmuasluszuunmsnuauiuguazilndenldanegnasviadsasiueg fu
muspINIstunIsAIuAN WU n1sAIVANLULTALTUA (On-Off Control) #38 N1SAIVANLUY
PID (Proportional-Intregral-Derivative Control) g

2.2.2.3 gunsalgaving (Final Element) 1ugunsalfilddniuiuasudagyralin
1AIFIU 4-20 mA MndnaesianuanlullunsmusuimLUsAszUILNISHER eE
yeagUnsnigavingazifu 11drmuan (Control Valve) dsazyimsiliauazdaveslnaniy
doyay1ae1NAvBIRIAIUAL

2.2.2.4 \p3o¥8d0a151dn (Backbone Network) Wuszuvdearsndniililunig
derinudeyaseninegunsairineg vesszuumuay dsludlagiuadetedsasndnuesszuy
AUANNSHANAINIAADANSTIENT1ANLIE g eis 1Gb

2.2.2.5 drunisiaseAUUATRA1S (Human Machine Interface) az18uduiild

d1MTULaAILHUNIN (Graphic Display) NSEUIUNITHANLASLAAIAIAILY T6199)

'
[ o o Y a va

YoinszUIuNNand msulddudiuinneniesumdnnduiiRnulunisavauszuuns

Y

! ]

nanuazuenanidaldiludiunansdygranfoud1snuiainmiesnisniuaudug

%4

i szuuinauilsiouazszuunsindulnluduasfiesy WWusu

o
Y 1 A 1 (%

2.2.2.6 @iinnisieau (Printer) WwnIafiunidrunarsifnsiseg ua3etiendn
Wedmsuldlunsinnseaunsodygianfouniee lussuun1was
2.2.2.7 Engineering Unit t{unuiefildlunisivuasidinisyineu Tnevdieiiagdl

Ay ndunuasuilasinsaissuumuaunIsHaanaenlUauiin1stenngITEUUNg



Tunsmuaududsinadlunszurumandniiuamnsoutenisauaudes foonldidu
flsfdumrunu (Control Function) #slunszuiunisnileq azfiflsddunisaivauldnans
flarfdu Fausdeilardunsauauasysznavlufeguniaifiugiu 3 daussd gunsainistn
(Sensing Element), A3uAs (Controller) waggunsalgaving (Final Element) Asuandlusy
il 24

A1 Set Point

a1ns0in193n AIAYTLIAN

\ 4

sUN 2.4 Medunmismivay

fia : 9yng (2553)

1n3U7 2.4 GURTRNUAINITAMUANTILUTYeINTEUIUNTHAR LSBT U AN
Set Point #ifAUAL a]Wﬂﬁuéffsmu@mzﬁﬂmaémméhLLUiﬁmmﬂqUﬂiaimsi’mﬁa
Mntugiaruauazshinsisudisuardiialdiue Set Point FadimindiAnietulaann
gunsainsindenunnnitviaoaniien Set Point fMauauazdsdyalUdigunsalgnring
TivinnsuuddanUsnszuaunsaunseiadianysiienuldangunsainisiasiainfy

Set Point 1M%un é'haa'wf/ﬂaﬁsi'fumimuﬂmmmﬁuuﬁxizéfvLLamﬂé’éﬁ’quﬁ 2.5

sruviaauilsde

- &
ITUWIARUHUIIY

REACTOR TANK

5UN 2.5 flandun1smivanauiukaz sERy

ln : auns (2552)
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2.2.3 mmgfmszw%’ﬂﬂuusm (Safety Instrumented System Standard)

© o

lunszuiunisudndduiviasingsssuvdiuianudeuazlenianaziinanig
suneligeduiownantuseulunisidnderaneiiinanudemesennduiieites
Wy onaneliiindunmedugu iRy, ieanudenesegunsaldreqlunszuiunindn

wazeNRdIHANSENURRAIInRBNRLEAIlUFUN 2.6

K|
1

Emergency response

! oo
(o]
= Passive protection
= (e.g. Bund/Dike)
=
- : Safety Instrumented System
o r
o K Operator Intervention
> Alarm
o
\ Process Control
) S
Process value Process Design

UM 2.6 Funstesfumnnisaldunselunszuiunisnda
31 : Google (AIChE)

v
LY

wudsmsviianudsanasiamgnisaidunsieivaiianasegludesusula

Feszuuinaudsdedadumadeniivsdunldanulunisitlianudssasasegluafensu
o fadussuudaquilssenavdnldauiedesiainuyndediasds (High Reliability) uag
inuldegnegndesnunlaeenwuuly Fau1nsgiudimsunisesnwuussuuinauisded

AsEUARUATLATURBUN1TERNLUUlUILTURaunsldutuAfeRInsgIuaIna IEC 61508

way IEC 61511 éi'mamiugﬂﬁ 2.7
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PROCESS SECTOR
SAFETY
INSTRUMENTED
SYSTEM STANDARD

PROCESS
SECTOR
HARDWARE

PROCESS
SECTOR
SOFTWARE

DEVELOPING
APPLICATION
SOFTWARE
USING

DEVELOPING
NEW
HARDWARE
DEVICES

USING
PROVEN-IN-
USE
HARDWARE
DEVICES

USING
HARDWARE
DEVELOPED

DEVELOPING
EMBEDDED
(SYSTEM)
SOFTWARE

DEVELOPING
APPLICATION
SOFTWARE

AND
ACCESSED
ACCORDING
TOIEC 61508

USING FULL
VARIABILITY
LANGUAGES

LIMITED
VARIABILITY
LANGUAGES

OR FIXED
PROGRAMS

FOLLOW
IEC 81511

FOLLOW
IEC 61508

FOLLOW
IEC 61511

FOLLOW
IEC 61511

FOLLOW
IEC 61508-3

FOLLOW
IEC 61508-3

sUl 2.7 msldamsnasgiuanna IEC61508 way IEC 61511
11 : 1A5g1U IEC 61511 Part 1 (2003)

11AsgIUAINA IEC 61508 waw IEC 61511 ldimundiduduneuduiuniseenuuy
sevuinquisfeiddiutsznounisdidnnseinduazlusunsuniedidnnseiind
(Electrical/Electronic/Programmable Electronic Systems: E/EPESSs) é’ﬂﬁ’usﬁu’umauﬁaﬂdn
221390171 WIBUANUUaaAY (Safety Life Cycle) é’aLLamiugﬂﬁ 2.8 LLazg‘Uﬁ 2.9 1ng
1958UANYADANEYDININTTIY IEC 61511 JziSusauATunauNsTunTgazBenveq
sEUUIRRulsdy FeaLunNE199INUIATEIY IEC 61508 flazSudusnsuansseandonnis

PNUVDITZUUNSHAR LA M IAUALaIn L bnFdusunse 1udu
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1 Concept

Al Overall scope definition

Hazard and risk
3

analysis

4 Qverall safety
requirements

5 Overall safety
requirements allocation

l E/E/PE system safety i
Overall planning i i

. 11 Other risk
Overall @l Overall Overall * reduction measures
operation and| safety installation and
maintenance validation commissioning E/E/PE Specification and
planning planning planning safety-related systems Realisation
Realisation
(see E/EIPE system
safety lifecycie)

Overall and

commissioning
Back 1o appropriate
overall safety lifecycle

13 Overall safety
validation
phase
Overall operation, Overall modification
maintenance and repair and refrofit

16 Decommissioning or
disposal

D.

5UM 2.8 sUrsseuanulaenigvesnsguaIng IEC61508
#1 : 31A5571 IEC 61508 Part 1 (2010)

Mianace. | | safety [ Hazard and risk ™" Verifica-
Manage | | tecycle assessment tion
funetional | | structure Clause 8
safely and
and planning
Oher Allocation of safety
fety functions fo
SoEN protection layers
g 3] Clause &
ment and
auditing
Safety requirements
specification for the safety
instrumented system
Clauses 10.and 12
¥ Staget - S
[ Design and |
Design and engineering of development of other |
safety instrumented system cans
|- Clauses 11 and 12 fisk realithon
4] { Tause
Stage 2 /‘?
Tnstallation, commissioning
and validation
Clauses 14 and 15
Stage3— —f
Operation and mainenance
8 Clause 16
Staged—
Modification
Clause 17
— 1,
Clause5 | |Clause 6.2 Stage 5~ ﬁ‘g\fe:ng-
L Decommissioning 127
i 0 — 8 Clause 18 2]
Iypical direction of information flow
No detailed requirements given in this standard
Requirements.given in this standard
NOTE 1 Stages 1 through 5 inclusive are defined in 5.2.6.1.3.
NOTE2 Al references are fo Part 1 unless oherwise noted

5UN 2.9 sUnseuAnuUaenieveInsgIuaIng IEC61511

a1 : 135U IEC 61511 Part 1 (2003)
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2.2.4 msUszdiuanudessamnnisaidunsie (Risk Assessment)
mMyUszifiurudswesilsiduisfelussuuinquilsfoandufanssundnlumai 3
U1958UANNYADAABYDININSEIUAING IEC61508 Faazilunisuseiliuninuidese
L.mmiaié’umwLLazmaﬂimuﬁawLﬁm?’gu suilosnamneuAnunvesgunsainieldnig
mvauvIoluilsidunsauay Fandaninmisuszliuudmadnéiliaziduseduaiy
Uasndfefignimualsituilsrduisfedusoly Seneuduvhmsussidiuemudswiomnnisel

JunsrgianinuaaiIsesuaulasndetusndudesrinainudiladuidivuisuay

N

o)

noUsrasavesn1sUsuliuielinsdadulalutuneunisussliudssaninmuazgneies

=

wnfign FeingusrasavesnisUssilivtuiiieiuiladnssuuinnuisdefieanwuul iy
aunsavililoniaiasiinmanisalduneuazNansenuNIzaNINtuanadlawiiun e
Qll d‘ (% v aql a v & ! :.’/ 14 v dy
Anudssgensuls IngIsmsniazussqinguseasArinaituaunsouansls 3 n1aadl
2.2.6.1 fMmuavIaRLnuimudssNeansula
2.2.6.2 Ysziiunnudssiinetesivgunsainnglanisauny

2.2.4.3 MISNazanmnudssadliyinfunuANuLEs e ausule

2.2.5 n51mAuLEs (Risk Graph)
1IAFIUAINa IEC61508 ldtinausuuammussiduanmidesiadunsiolnely

N3IMAUELY (Risk Graph) Wetnaawsnlaluviinisidenldviessnuuussuuinauilsden

o

gyhliinuidesiavsnsaldunsiganatedluAmimualaenmsussdiniuasnseyintunng

o =

Handullsdedanadnsilaannnisuseiliuaviduaiseiuninudaende (Safety Integrity
Level) azgnimualviuileiduilsdedugensvanuidesiuasusenaumensmindAgyey 3

N3 Ae nIANUELELRRFWYIN, NTMANNELFNASRoNINGAY uagnTgaydasie

dqwInany ﬁmﬁmlugﬂﬁ 2.10, 2.11 wag 2.12 AUaIeu

Starting point C
~— |

5U# 2.10 nsiANugeyHesiededidin

fun : 3 (2548)
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LO

L1<a

Starting point L2<b

L ¢ >

L3<c

L4<d

JUT 2.11 nsvleugaydesensnedu

flun : v (2548)

EO

Starting point EP l
@ 2 1 |-

E3

E4 |

sUN 2.12 namAnugadereduinaey

fiun : v (2548)

2.2.5.1 Sammafiawnnisel (Demand rate, W) luitilfisdnsnisiinmnnisal
(W) ooy 3 sedu dedl
W1 e Shmnisdamnsaifierafedudenaiiu 10 9 uilidiu 100 Y
(Very low)
W2 ynefe Snsnindamansaifterafntulugasag 1 9 udliiu 10 9 (Low)

W3 e dasinisiamsnisainenaindulunainiely 1 Y (High)

2.2.5.2 wansenusetinAu (Consequences Concerning People, C) Tuditldudma
nsenuse®in () Wu 4 széfu il
C1 vunede vialdudnias (Minor injury)
C2 wuneds viauannvieidedinuiany Serious permanent injury,
death to one people
C3 e L@uT3n 2-3 AU (Death to several people)

C4 e @eainnaisau (Many People Killed)



14

2.2.5.3 szyganluusinueunsie (Frequency of Exposure Time, F) Tudiflaus
sgogaluuTnasunse (F) Ju 2 sedy fil
F1 vanefs mstfuftRnuuasdifotesegluuinaiiensaziiamnnisal
tlouninA3eiu (Half of the Around)
F2 vianefle mstfufvRnuuesdifstesedluuinaiensazsiiamnnisal

1nnIA3eTu (Always People Around)

2.2.5.4 MIvanEsnUSasuRTE (Possibility of Avoiding, P) Tudiiflduienis
vandsnUsnasunse (P) W 2 suu fed

P1 vanefis annsafiaendndesvanisniflanintuld (Possible Under Certain
Conditions)

P2 g lanansaniagvanidesainivanisainasiinuule (Almost Impossible)

2.2.5.5 AugeyidgsanIngdu (Asset & Production Loss, L) A31dgaydesie

o

nIndausInds Arldanendesinisdeunsaivasy, Amussunisdauniaildougunsal An

D

a I~ a

gouidenandn uavAnamidennnmuawandn SauiaaUTunldanansadmdndanlignala

/] 9

4

Tuilsudsrnugaydesensndau (L) Wu 5 sz

LO v1884 iﬁﬁﬂﬂiqmlﬁa (No Operation Upset/ No Damage to Equipment)

L1 1889 Qiyl,?ﬁmﬁﬂﬁaa (Minor Operation Upset/ Moderate Damage to
Equipment)

L2 visneds gaysdeunnualifaameanssuiunisnan
(Moderate Operation Upset/ Major Damage to Equipment)

L3 yinefls goydennnuasiesviganssuaunmInant a1y
(Major Operation Upset / Major Damage to Equipment)

L4 vanefia gaydeannuazfemenanszuiunsuanduaiu

(Major Damage to Essential Equipment)

2.2.5.6 ANuLdemesedwInday (Environmental damage, E) Tuidlduusmnuas
mesedandey () WJu 5 svausisil

FO vineds laiflnansemusodawingou (No Release / No Effect)

E1 meie nsenusedndouantioy

(Release with Minor Damage to Environment)
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E2 vanefle nsenusedunndendinsnegnisluveuiun
(Release within Fence Significant Damage to Environment)

E3 B8 ﬂi%%Uﬁ@éﬂLL?ﬂﬁ@M%’lﬂiT}LLG]I@@ﬂ‘lUﬂ’]EJ‘UE]ﬂ‘UEJULGUGI (Release outside
Fence Moderate with Temporary Damage to Environment)

Ed ey m‘zmm’@?ﬁqLnmé’aumamaxaaﬂiﬂmauaﬂsuawum (Release outside

Fence Major with Permanent Major Damage to Environment)

2.2.6 52UuUInANlsAY (Safety Instrumented System)

szuuianuilsde (Safety Instrumented System) lsigninanldifionruguannuides
YOINTZUIUNMIHARTLETINT IR TIZRA B weINsTUIUNSRAN a1 B9z Ussnouluse
flafduiisse (Safety Function) dudusinutitlunistlosiusunsie Feiledduisfoiuas
Usgnauluaiediudifey 3 d1u il gun3ain15im (Sensing Element), diuUseuiang

(Logic Solver) wazgunsalanyine (Final Element) fauandluguil 2.13

Sensing Element Logic Solver Final Element
(PFDsE) (PFDvs) (PFDgr)

5UN 2.13 drudsznauvesilantuilisy

#l1 : 119557 IEC 61508 Part 6 (2010)

Inglulsiazaruusznauvesilsntuilsieiuasiainmnuinnaindunsie (Dangerous
Failure) 904A248931NUUAZAIAINRANEIASUATI8vRsaUn sallun N dIuNITIuAY B9
naansnlatudssanadsaNuRanaInsunsslusEAuALlasnfuNn U lunaULTLAY

1ASINSIAYAILTOLARAINASILANRALAMURANAIA LA FaEUN1SA (2.1)
PFD(A\/G) = PFD(SE) + PFD(LS) + PFD(FE) (21)

PFD(avg) = HAaTILANRAEANRANaIADURTI8vedflenduilse

PFD = ANRAEANURANAINSURSI8T899UNTNINTIN
PFDy = ANRdsAURanaIndunsIeuesdiulssiana
PFDr = ABEAURANAINSURTI8Y099UNT0lgAYINY
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2.2.7 ArszauAuUaanng (Safety Integrity Level: SIL)

1msgILENG IEC61508 Idinsimundindsanuianaindunsievesiladduiss
sraqogluszuuinaudsse TnsArnudasadoduazgnuisoontdifu 4 sefu auea
ﬂ"]La?{EJm’mﬁﬂWﬁ”]ﬂé’W}i’lﬁJ‘U@ﬂQUﬂ'iaﬂuna’]ﬁéfaﬂﬂ’li (Probability of a Failure on
Demand: PFD) #sianfifesnstuduanneiiiuansinunauaonsovesiauysiiald
21NNSEUINNIHAN dnariideantsiAnduuagszuuldannsaiiauldlunaiiidua
é’umw8@ﬁﬂLﬁ@ﬂﬁiﬂi5uﬁﬂzLﬁm%u INA1519 2.1 wUARIANTEAUANURRANY 4 SEaUTBY
nslfaulunszuruniswdniiinisiinmgnisaldunsien (Low Demand Rate) Faiily

g v a o
aneildnulugnamnssunsniniily

A3 2.1 AsEAuANUaeAABNgnIINISARYIANTIEUAT I8

i1 : 1P3g1U IEC 61508 Part 1 (2010)

Safety integrity | Average probability of a dangerous failure on
level demand of the safety function
(SIL) (PFDM}
- >10~"to < 10~*
3 A10ARC s
2 21073 to < 1072
1 >102to< 107"

o 1 o L ofe o
2.2.8 MsnmUAA1sEAUANNUaRANY (SIL Specification)
o ! [ v o o v [ v 1Y v I3
nsivuaAisEAuANUaenfedndudesianuilatudmnguas TngUseasd
veensUsziuieyilinsindulalutunsuvesnisussiiutuivssdniamuaziaiiy
gndeannian lnglusgninstuneunsuszdiuiy isagdesiauinnainvesgunsalnigld
n13AIVANNEIRITIAnYuailonavzneliinmanN1saldunseseddidinninddu waz
dwndeulngnanidnnuTuneun1TUTEIINAMIEDTUT 2.14 Telayalallavgniiasen
waztiusunduiinbilwenaisnisussduiieinlulggdsdmiuniseenuuuszuuina

Jsfusall
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= 3
LTHAU

}

dangilaiduisie

il‘ﬁ

Funananazii

NAMANIORAUATE

|

AanzzfuszAuniua

MITTNUINN [FI.HW?QI

!

m SILg, Jaeldnsmanudes

v

aunisilszisiu

=

sUN

a

2.14 Jupaun15Us e UAMULEES

a L4

Y
AU : AAUUAIINYIYINE (2553)

2.2.9 N159DNUUUTLUUINANLNSAY (Safety Instrumented System Design)
mseenuuuszuuinaudsfefuandusuil 2.15 duazditermunsiiegiFesfiansan

wagsosinsimunlusisazideadmivilvldaulunmsufdfaudussuuindnauilsde

—

fovlFssuutuanunsarhouldmudeiivundisens Setesmuasegfidesiiarsand
il
- syuulisAudowinnuiininalasnisusInIsuIUNITNAR
- gUnsalnna iUl 1NENY ol

- mMawasuuwUasiulsneaesiinistesiusgiuieane

Tnetunsumssenuuussuuinauiisdeduandunsidenldsuuuuuasasiinvesgnsol
A1agfiavinlUTF e ldszuuiiaissfuaudasafensstuaudenis dadunns
pONUULIERBIRIIANRIUAgUNTainITIA (Sensing Element) TUaufisgunsaigeavine (Final
Element) Mnifutheaufisnaiasunsnsvesgunsaimaniumnsufusazeniilddursios

fAtesnnanimrualilumazseauanulasnie



FRNABUNA (Input)

P

ainsainisdn, Adtlszuoana
. v
uazalnsalganie

8

2y ATHALAZANNTANAIATEN

ynatnsalluszuy

AAUTUNEY

aANLUUNF=UIUNIS

(Process Decign)

!

F@euLuY P&ID's

(Piping & Instrument Diagram)

FBNALBIANA (Output)

!

1N159LASIZ HAZOP
Amuaiaifutasginsniilasiu

(Determine Safeguard Functions)

A 4

18AzIBEANISARNLUL

(Process Design Description)

'

sziiuanudasianduilsie

(Risk Assessment Safety Functions)

gunsaiilasiuidAny

(Potential Safeguard Description)

'

AnmaalAlsznaudindu

h 4

Wanduilsia

(Safety Function Configuration Calculation)

h 4

wlnaneAtszAuAY
Uaandsdmsuilanduiisie
(Target SIL's for the Safety

Instrumented Function)

'

AuuAsIEazIBens=uuInAN
fisAnfinainis

[Prepare 515 Requirement Specification)

[aNUULTBANISIRAN
ilsng
(Design data for the Safety

!

LEUaanLUUNINIRAINGSH
dvdulanguilsia

(Start Design & Engineering SIS)

h J

sngazifanszuuinAuiise
(SIS Requirsment Specification)

Ui 2.15 nseaniuusrUUinAuisie

9
L)
I 6
7

U1 : YNNG (2553)
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2.2.9.1 9Un30in1579 (Sensing Element) gunsain1sinaiuisaiienldimiloudu

sruunIAIUAlagludzRedinudnyarivangauiuAsEauaNUaonfvaailandy

A o oay v v a v v = caa Y] & a vy
‘Uiﬂﬂm‘l@@@ﬂLL‘U‘UI’J@@ULiﬂJWUTﬂiQﬂquQU %Qqﬂﬂimmmmﬂmﬂuuu%maq 2 EULLUUI‘V]EJJ

Tdladanldaiu fie gunsal Type A wazgunsal Type B lnsgunsal Type A dulugunsal

v A& | = ™) P v & ° o
MsIaMdunvusaiamily Ingaruisaldauladunaiuiukazaiuisavinnisnaaaule

9g19auysal WU aIndseau (Level Switch) ©38 a@indA31uey (Pressure Switch) d3u

gunsal Type B tulugunsalnisiadiluaunsaldonuldidunaiuunazliaiunsaiinig

nageauliegsauysal 1w gunsaln1sianuuyIgaan (Smart Transmitter) wanNiL1E

anunsndnguuuugunsaimeiaiduguuuuiugiuduandugun 2.16 ladei

[
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=

ASHH \ | i o /p;-u\
NYEEAR RN, N
7\ 7 7o
\ _A_ / \_VA_ l"\ B/
sl 1001 suluu 1002
e
----- RN AR RryieR
Jicslom PsHH ,//PSHH\ S L ¢ AR S
P IR ARE AT e T
=\ QR P G R
Fer ey (P
LR \R /0 Y 2

giluiiu 2003

U 2.16 sUuuuvegUnsainsin

fun : i (2548)

2.2.9.1.1 gunsainsiaguiluy 1ool (One out of One Voting) l¥gunsallun1sin
wilsdmintundrthlvldnusuiussuuinauiisds duwanslugui 2.16 n1sdaguuuuindy

sUsuuugwdmsuszuuinauisde lnon1shauiudigunsainisiniinisnsiaduaiy

=

RaUndlansedeannaunsain1sinvinnusule nrualifasvinldssuuinauisfuvinau

9 6 9

Ly

Uil

2.2.9.1.2 gUnsalmsingukuy 1002 (One out of Two Voting) l¥gunsallun1sin
aowudniluldnunutussuutnauisdy fuandugud 2.16 nstasuuuuii@unsld
gunsainsinaesireIuiuluUaunTy Iﬂamsﬁwmﬁ?uﬁwqﬂmaﬁﬁﬂmﬁmﬁﬁmmmm
Aaundldviefagavinnuiidmunlifesvilissuuinauisfoviauiud widuinaam

Aanamduneluiigunsaimsindiladimiwazssuuinaudsdeliaiusansiaduaiy

a Qllqdygj VR v L4 v A =% o Ao o Y A [
Hanainfiindutulandsiaunsansindnuilsmndnsiminnselula

9
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2.2.9.1.3 gunsain15¥agULuU 2003 (Two out of Three Voting) 1dgunsailunis
Soanudud i nunufuszuuinauiste fuanduzud 2.16 mefaguuuuiidunsly
gunsainsinaudinesuiuluvaynsy wazawiuiy lnenisvitannduwuuawd (Voting)
szuuinauilsAvavinuideillogunsainisinaesiindinnuinundld widiAnaas

Hanaindunsiglugunsainisiadmiladivilanazszuuinquilsdeldaiuisansiaduaiy

=

RanatntulaaziiaunsaisiNassasiinarudansyinntnfae lule

9

[ a

2.2.9.2 dudszanana (Logic Solver) szuuinnuilsduazld Safety Controller \lu

AUsE1NaNATI9EINS LU IUAUHIN U TS A NTANSEAUANNUADANUTLANANGAL AITL

| [y

dulszaanalzgnifentinAseauANUaeniegeEn IneaslsUwuuveaiiUssuianass

Y 9 Y

LLaQQTuEUﬁ o 14t

+

/—"_"\ OUTPUT CIRCUIT
( SENSOR INPUT CIRCUIT LOGIC SOLVER

N M-
_I_/FINAL‘\
gilunn 1001 \ELEMENT,/
N
+
A GUTPUT CIRCUIT
INPUT GIRCUIT LOGIC SOLVER J
. [E—
(‘sensor ) "
il B GUTPUT CIRCUIT J
INPUT CIRCUIT LOGIC SOLVER L
CFINAL
Jiluun 1002 ELEWENT /
—
.
A OUTPUT CIRCUIT, |
INPUT CIRCUIT LOGIC SOLVER J
— |
( senso A4B
oo\ g OUTFUT CIRCUIT
INPUT GIRGUIT LOGIC SOLVER J
|
I F|NA\L1\I
il 2002 \ELEMENT
! 1
BUTPUT |
INPUT CIRCUIT LocicsoLver  CIRCUITA
CReuT2
T B OUTPUT AL A: E‘:
{ SENSOR INPUT CIRCUIT LOGIGSOLVER  CIRCUITH J J J
N giRCUT2 B/CAC
s TUTPOT ‘
INPUT CIRCUIT LOGICSOLVER ~ CIRCUIT1
CIRCUIT2
1
7TFINAL
i 2003 (
i \ELEM ETT/
-

gih’?i 2.17 sUuuureIUsEINang
flun : IEC-61511
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2.2.9.2.1 iUszuIa5ULUU 1ool (One out of One Voting) gﬂLLUUﬁ%L%‘fJuigw
Uszananafiiieayaiied fuanddusuil 2.17 lnsyaszuuussananalsznaudiedn
Uszunana (Central Processing Unit) @2usudeyegyiad (Input) wazaiududygyia (Output)
sUMUY 1oo1 axfusuuuuiliifissuumansiaaouarufiananaiionasistuls

2.2.9.2.2 Usgu3a3ULUY 1002 (One out of Two Voting) gULLuuﬁaﬂ%’izw
Uszananadeayaiideusenisvirnusmiunuvoynsy dauanduguil 2.17 e luldiy
szuudsfviidesnisannansznufiinainanuiiawaindunsie dmduszuuisdoiign
sonuuulivihnulaenisvgadnendsny (Deenergize to Trip) ieldlunstivansanszyud
ARINANURANAINIUATIY

2.2.9.2.3 iuszunauuuy 2002 (Two out of Two Voting) gﬂLLUUﬁazLﬂuﬂWi
thienszuudszananadesyadous ons¥inaIus iy faandusuil 2.17 Weldfuszuy
fsfeiiligosnsiiAanansgnuananuiinnainiisde (Safe Failure) AUnTEUILNNTHER
wszaziduanmsliaianundenldau (Availability) veenszuiunsndniiAianad szuy
mi‘dizmawagﬂLLUU‘ﬁ%Qﬂﬁﬂ‘u%muﬁmwUﬁiﬁaﬁé\’mmﬂﬁﬁau%’u F oy ey UYWAY
ponluluaniizn1svineu (Energize to Trip)

2.2.9.2.4 fmszanaguiluu 2003 (Two out of Three Voting) gﬂLLUUf:%Lﬁumi
thiosyuuyszinanaauyaifeusenisiinus iy daandugui 2.17 laglunisianu
vossrundeansgunsaivinenu 2 4 a1ngunsal 3 g (sUnuvdanmisasilinisianud

Y]
AINULYDUUEN)
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v

2.2.9.3 gunsalgaving (Final Element) gunsalgavingaiunsaazldiduindfisdy

9

(% 4

(Shut Down Valve) vi3oyndusiawnes (Motor Control Center) fansldnuanunsaidondls
wiltousugunsainmsialdwsd
- SIL 1 anansalgndifdsiuiiesdiufemsesnaldndigessauiuiuinginiuny
nanadslugud 2.18
- SIL 2 gnansalgndilisdeiiiesiifeiieneaniannssuumuay

- SIL 3 azglendrtlsdvansdrenuludnuas 1002 (One out of Two Voting)

Electrical Singnal

| 0 - 24 VDC

'nc‘f-:nr;'m;
o= ™ L

|
_ - — - Insument Ajr
[ singnal 0 — 24 mA
. e

Py
A IANIVAI

JUN 2.18 Mdgeefiundimvaniiliduaiiiadie

6

fian : 10N (2553)
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35N15AUUIUINY

N3AHuUITE I TaN1T80NRUUTEUUAIUANNTEUIUNITHaY Te UL InANTS Y
dwuwiuyalzdiulasing (nSAlAny1) duaiunsawdadsmsaiiiuaidela daide

doluil

3.1 ANulADZBNSUVDITZUUNISHANUNNUAURALANYSTSUVIR (Process flow

diagram for oil processing)
TudunaUNIToaNKUUTIUUMUANNTZUIUNSHARLAZ Sz UUTRuils fetusdnly
MgdosdnwlaezunsunsonInsIuvesssuuMINGaLazaulsENaUNEnT YasQuUnsalfiigg
A oy ~ e by ~ v 9
noglunszuiunimmdndwwanduiuil 3.1 l@eneueszladainudilanmsiuvesszuy

nsvihauskasdiglunisesniuuilsitunsinnuvesssuulieggnies

3UN 3.1 lpezunsuvessyuumsnaninduiuuas Messsuys
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3.2 $1aesmsuszifiuanuideslaglddsnsmiannudes

ﬂ']iai’waaqmiﬂizl,ﬁuﬂmuL?ﬂ‘smsuauwgmaaié’umwﬁma%Lﬁmﬁuiuﬁzuiwq
nszvuMInBntuAuLas fesssumty 1l nmensranudsantaglunsfiarsan
Tnefitunuvoamsdassasalul

Fupoudl 1 fmuslisnainiainanmgiidilugimgnisaisunsiesuiosnain
nsvinuiiianaiavesgunsaliedesiiotaluih Tnsdmualieninduniledadeszosina
A 1Y uelladfle 10 T amnnswleudes Sammsinavndagldidusuds w2

Fumoud 2 vnsUssiiumersefuauaendelngldnaanugaderodin
TnesmusliidofamuRaunfifatursdfuitRnudiluinisnsaaevessos 1 au

a wvua o

FadleinmmmsalinUnddulussninsfifufoRaumdansivaevegduenaazyinlviui ady

<

wsaidediale 1 au dnsn1sgadsedinaglotu C2

QJQ

Fumoudi 3 yinsfiansansresafiguivRnuds st luinuluuinudiie
wnnnsalundiede TnesmualiiegdeutigedondnlusinuAuniiedsiy annsm
AuEssay iy F2

fumeud 4 Mnsiansanauanansolunseuvdneenainuinadiinmenisel
AnUnAdu TnennssassiimuuslsifuioRnuliannsanavesnainuivenmuld mnns
anudssagladu P2

NMsUszliuadumansalingg agladuusluldlunsveanuagydededia iail
W2, C2, F2, P2 wasifletluarniduaslunsimainulaenfedendinaslidurisedu

ANUUaDANE AU 2 Auuandlugui 3.2

W3 W2 w1

C1 >

Starting point

g |
o |
3 2
4 3

= I aa

5UN 3.2 madnsilannnsussdiuanuggydesotin

o
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Jumnaui 5 vin1suseiiuyariaudenieg lagdmualindaainiiiaimenisal
gupTgkauI i ugy deinTuinniagdomeanse Ui snanlussogdy 310059
Audesagladu L3 antuhamudsildnainduadlunsanuagdesonsndauasla

Jueszaumnudaensdeseiu 1 dwandlugui 3.3

LO

W3 W2 W1

L1<a
Starting point L2<Db
e ——1 -
L3<c
> @
l4<d
» 2 2 1

= ! [ 6

JUN 3.3 naansilannnisussiiurnuggdedensnday

o

2 '
(% ]

TUABUTN 6 vinsUsziliuaugidgsadinden lngMnualingeainiiia

[

wN1TaldunssuaItuyn i nansenudedwinasutinsnuazegluveulwaninga
nnsmaudesarladu £2 antudiAduysiiliuainduadlunsvanuayide

odwindewvzlilumssiunutasnsioseau 1 daandlugud 3.4

EO

W3 W2 W1

Ed

h 4

Starting point E2

E3

A 4
w
N
e

E4

\ 4
o~
w
w

JUN 3.4 madnsilannnisusuiliuanugeydesoduindey

(%
o

d‘ o ! (% (% v a o Aa dll
YURBDUN 7 WWﬂ']'ﬁﬂEUﬂ']'ﬁ%ﬂUﬂ'ﬂlanaﬂﬂEJ%ENWQ?’]‘*UUU?JWEW]W%']?&J'] laulile

UsziuANMULESWANULESTIEATUNE 3 N51MLE NTULTIAREAaNATEAUAINLUABANY

[y

d' [ v 6 fu a o v & a1 [ LY
Vlijﬂij@LUUN&@Wﬁ‘U@Q‘WQﬂ%u‘UiﬂﬁJ AIUUIZUANTEAUAINURDANYTETAU 2
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3.3 3189en19vieuvesienduilsivr1unis1e ESD Cause & Effect
lunsvirnuvesilanduilsdeneglunssuiunisndniuazldnisie ESD Cause &
Effect 1JufE1sBanaznraaeumsviauvesilaiduiisfodnsqfiegluszuuinauisse

Aananslugun 3.5

CAUSE & EFFECT MATRIX

g‘d‘ﬁ 3.5 #1574 ESD Cause & Effect

3.4 5qaaﬁﬂqﬁaaﬂLL‘U'Uﬁg‘U'Uﬂ'J‘UﬂﬁJﬂqﬁwaﬁLL'UUﬂiSﬁ'inﬂﬁiqultazﬂqﬁttﬁﬂ\‘iNa
Tudiuvesszuumuaunsndntdulaiinasldeulysunsy Centum VP R5.04
yosudEmlelnnin lumsesnuuugumuauAmsdimesiisuenszuaunsiiuuuy PID

Aananslugun 3.6

g‘i.lﬁ 3.6 PID Function blocks
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3.4.1 d1uv09n5 N (Graphic Display) ndsannfiladnuilnezunsuvesssuy
MINARUITUAULAE AYETTUY AT OLNUAIN P&ID W&HY 91T 1nagu1vinITeanLuy
nsmAnenIsLanstayareTeuuNSHANIEUL URMulivsudeyarinisdmeseingg

vsatemnuiowingg Neglunsruiunisuandaiansluguil 3.7 Saguil 3.10 anudwy

LOPY  -17.2
WSy 75.0

|__1470230]

3‘1]17; 3.8 n3WndMTU Test Separator
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0 2nd STAGE
SEPARATOR

gﬂﬁ 3.10 n31MANFMTU 2nd stage production separator and export pump.
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3.5 91209N150NLUUNINYUNTNYLAZNITLAAINA
Tudruveaniseanwuulanduilsdsduladinistdaulusensy ProSafe-RS R3.02
voeUsEnlelnn1i erhnisesnuuukaznadeun siuvesilsiduiisforeg Fuans

Tugui 3.11

W ZI0120 AN  NO FEEDBACK CHANGE ALy
AN WO FEEDBACK CHANGE ALM
0P

FUEL GAS SKID

koD ke - R EHTORT

‘ Iaputs From Logics To Outputs
-y 1 s _amcaem
pp .
=
_ [ J=a%
“r7 514 Atz ove_rias] fes o ¥ = o, TaE
g e
- A 15733 5_ANL: QVR_YLac
e o e
o |

UM 3.11 gUuuuvesilanduilssy

1n8139L51911N 1590 NLUULAENAFDUNI TN UV TUTsAutasauad 151Aaziin
ANANIUENITYNIUVBIHINTUR T A UULARINAN NI INAN AT U IITUNITHARIFD UL

NSYINUVBITTUUAIUANNTZUIUNMINGR Aauanslugun 3.12

g‘lJ‘ﬁ 3.12 n3AndmTU ESD Cause & Effect diagram.
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N15Us2NATIUITUUATUANLUUNTEAEHIUTINAY

szuudnANdsagdmsuwviuyalTasHandtuLazing

Tun199%1398819 1015918990150 NLUUNSINA NN D LAAINANITVNIUVDITLUU

muauwuunszed Ul ldnulinsudeyalunseuiundnlaensuanammslinesenge

¥
A v a

LarUONANNUATWNAIUVDINITUAAIHAADIULNITVIUVDITINTULTAUAN T9UAE

[

FINAVDINTANTUITULAIY

4.1 Weiduvasszuuaivguuuunszedunidlufnsedeasiugldau

4.1.1 UUIIYLAAITEANUBNANTUEYDITEUU (System Message Banner) @43y

eC®_

AuuuYewmiveilaulusunsu Centum VP R 5.02 usnldaudauandlugun 4.1

101 . Batch Manager Ready [} 01/Dec/08 5:03 BM  YOKOGAWA 4
10 RIGET «& dContiol ¢ C

oy {8 TESTUSER

5UN 4.1 LoUIYLARITEAINUBNAN UL YBITYUY

4.1.2 Y8AIULEASENIULVBINTZUIUNS (Process Alarm) TagagyiutnNLIsanue
1 a 6 1 1 =l a =l a 4 = a g
ANNITIULRDIN ) VBINTEUIUNITINUAIUAA (Normal) #Iaun1siasmey (Alarm) tnavu

Aanandlugun 4.2

@ AL Process Alarm _0Ox
| sl |5 i

1M.5/4 2:17:47 PM USDA ON PRODUCTION COOLER NO.1 & 3 ALM j

z@i5/4 4:17:47 PM USDA ON SUCTION SCRUBEER NO.1 ALM

3M.5/8 4:17:47 EM FAULT ON INLET SEFERATOR NO.1 ALM

4Wi5/a 4:17:47 PM USDA ON INLET SEPERATOR NO.1 ATM

sH.5/4 4:17:47 PM I8VZ461 VALVE FATL ATM

sB!5/4 4:17:47 BM  X8V2445 VATVE FATL ATM

7M!5/4 4:17:47 PM XSVZ434 VALVE FATL ALM

GM!5/4  4:17:47 PM ZSV2386 VALVE FAIL ALM

oM .5/4  4:17:47 BM XSV23B5 VALVE FAIL ALM

10M!i5/4  4:17:47 PM X3V2340 VALVE FAIL ALM

11M.5/8  4:17:47 PM X3VE331 VALVE FAIL ALM

1zM@.5/4  4:17:47 PM X3VZ330 VALVE FATL ALM &

1 5/4 4:24:52 PM LICZ511 ¥2290 CONDY LEVEL HI :’

2  5/8 4:24:52 PM LICZ511 ¥2290 CONDY LEVEL 10

3 5/8 4:24:52 EM PICZ930 vZ930 PRESSURE HI

4 5/4 4:24:52 PM PIZ580 ¥2580 GAS  OUTLET HH

5 5/4 4:24:52 PM LIC2581 ¥Z580 CONDY LEVEL HI

6 5/4  4:24:52 PM TIC2581 w2580 TEMPERATURE HI

7 5/4  4:24:52 PM LIC2540A ¥Z540 CONDY LEVEL 10

il 4:24:52 PM TIC2560 E2560/5/7 CONDY OUTLET LO

9  5/4  4:24:52 PM LICE513 %2510 WATER LEVEL HI

10 5/4  4:24:52 PM LIC251Z %2510 WATER LEVEL HI

11 5/4  4:24:52 PM PICZ510 V2510 QUTLETTO REFLUX AC HI

12 5/4  4:24:52 EM PZS511 v2510 GUTLETTO HP FLARE HT iz
Ready |Range:Safety Control Station [Typesal 12124 [11j200

JUN 4.2 JaANuulanianIuveanseuIuns (Process Alarm)
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4.1.3 F9ANNLEAIANIULVDITEUY (System Alarm) lagazyinninfildsdnIug e
szuvdmeuilsyuuianiueiluegiglstng wu dnsluanlusunsuey wieilin1sadunn/

wirnauensatulivia s dauandlugun 4.3

@ -SA System Alarm Message — O

Bl v[x| & lewlal@l |

170502 D1/Dec
240510 01/Dec
30510 01/Dec
0510 01fDee
540510 01/Des
60510 01/Des
740471 01/Dec
57 0502 01/Dee
40471 01/ Dec
107 0510 01/Dec
1140510 01/Dec
12 0510 01/Dee
1300510 01/Dec
149051004/ Dee

DataBase Egqualize Complete l'f\J:
:56:13 EM Data EBase Download from CPC404-NALD
:56:13 EM Data Ease Download from CPC404-NALD
:56:13 PM Data Base Download from CPC404-NAT:
156:13 PM Data Base Download from CPC404-MATC
:56:13 EM Data Base Download from CPC404-MHALI
:56:10 BM  FCH0101 Online Download Complete
DataBase Equalize Complete

:353:15 FM  FC80101 ©nline Download Complete
:55:15 PM  Data Base Download from CRC404-NATC
:55:15 BM Data Base Download from CEC404-NAL:
:55:15 PM Data Base Download from CPC404-NAL:
155:15 PM  Data Base ‘Down-l'nad from CPC404-NAL:
:55:15 PM Data Base Download from CECA04-HALI v

o
n
[
=
o
=

Ready |Range:Al i [ 14100 |

5UN 4.3 JaAnuiansan uLuadsyuu (System Alarm)

4.1.4 d1uveInaeLATeile (Overview Toolbox) lagagyiminndmsulvgldau

'
4

IndenniinsMAinifeenIskanINaysINYIUUILANITON1IANTUVBIAINITITLAB A9

Dudu fwandlugui 4.4

< T

‘Overview viey rggf 4 ESJ'

<«rhe View
v

T—— B8 mLeT sEPL
B2 muecTion
B 7es7_Pace
v (]2 GROODO
» (3% GR1000
v (2 GROO12
(1® GRoO13
(0% crO014
[® croois
0% croois
(3% crooi7
» (0% GrROO1E
(B cRO021
(® GROO17_L
(@ cROOD2
¥ sMmLTYR
b SYSTEM
g PRODUCT

*
~

f4ih

5UN 4.4 duvesndeuniedile (Overview Toolbox)
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4.1.5 duvainsuanininiinvesseuuniuay leelaiin1sd198awazeaniuuinann

¥

U83alnorinIUYBINTLUIUNITHER (Process Flow Diagram) fakanslusudied1ail 4.5

Y

04 4.7 anua1nu

PLATFORM MAIN MENU

UM 4.5 sUdegensniinvesssuuauAIAILTdn

SHUTDOWN HIERARCHY MENU

3UN 4.6 sUdegansiiinvessyuumiunayeay
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5UN 4.7 5Ufeg1ensniinlaesInvessuUnSHER

4.1.6 druraanisuaninsmiinuesssuuinaulisse laelainise1sduageanuuy

W191NTeYan1319 ESD Cause & Effect Aauandluguiognei 4.8 fia 4.11 anudeiy

5UN 4.8 sUdegensiinszuuinguilsdeiuyman



o | el e | | | i s

;nlﬁ 4.9 sUfeg1ans9iilin ESD Total Platform Shutdown

e i s

g‘l.l‘ﬁ 4.10 5Ufeeens il PSD Total Process Shutdown

34



35

Ul 4.1 JUshegnans liin USD Individual Well System

4.2 MuuatunaumMsnursitulisisvassuuinauiisig

lunmsivuatuneunsiauiituisdedmiussuuinauisdetnulalinisdnaes

Toyatusn AamI1e 4.1

AN979 4.1 NM5uvesleanTudsde

SIS Function Result

S'l::_’ Test description — r—— R k
Condition / Status of 3 Analog Voting from Group Veting
] ) [A1-1 = "TRIP"  |AL1-2 = "TRIP" AI-3 = "NORMAL" | Trip Condition |vrarpr — High-mightTrip or
1 i’ Ti‘;‘):[‘:::r;lguf::i:?:::tus) [a1-1 = "TRIP"  [A1-2 = "NORMAL" [AI-3 = "TRIP" Trip Condition Low-Low Trip
AI-1 = "NORMAL" [AI-2 = "TRIP"  |AI-3 = "TRIP" Trip Condition
AI-1 = "FAULT"  [AI-2 = "TRIP" ~ |AI-3 = "NORMAL" | Trip Condition |"FAULT" = IOP+ or IOP-
AI-1 = "FAULT"  |AI-2 = "NORMAL" |AI-3 = "TRIP" Trip Condition
) Degraded Voting from 2003 to 1002 a1-1 = "TRIP" AI-2 = "FAULT"  |AI-3 = "NORMAL" | Trip C
by 1 Tag Al Fault AI-1 = "NORMAL" |AI-2 = "FAULT"  |AI-3 = "TRIP" Trip Condition
[A1-1 = "TRIP" AI-2 = "NORMAL" |AL-3 = "FAULT" Trip Condition
AI-1 = "NORMAL" |AI-2 = "TRIP"  |AL-3 = "FAULT" Trip Condition
A1-1 = "FAULT"  [AI-2 = "FAULT" |AI-3 = "NORMAL" | Trip Condition |"FAULT" = IOP+ or TOP-
3 |Pegraded vating from ZA"lnFaatu"ItTri" Conditionby 2 Tag |7 """ AT |AL2 - "NORMAL® |AL-3 = "FAULT" Trip Condition
AI-1 = "NORMAL" |AI-2 = "FAULT"  |AL-3 = "FAULT" Trip Condition
[A1-1 = "OVR" AI-2 = "TRIP" AT-3 = "NORMAL" | Trip Condition |"OVR" = OVERRIDE
AL-1 = "OVR" AI-2 = "NORMAL" |AI-3 = "TRIP" Trip Condition
4 Deurad::;ﬂ;;i;l%'gﬂ:)i:z_?dt: loo2 AI-1 = "TRIP" AI-2 = "OVR" AI-3 = "NORMAL" | Trip Condition
AT-1 = "NORMAL" |AI-2 = "OVR" AI-3 = "TRIP" Trip Condition
AI-1 = "TRIP"  |AI-2 = "NORMAL" |AL-3 = "OVR" Trip Condition
AI-1 = "NORMAL" |AI-2 = "TRIP"  |AI-3 = "OVR" Trip Condition
[A1-1 = "OVR" AT-2 = "FAULT"  |AT-3 = "NORMAL" | Trip Condition | per sRs Rev.A1 Function
a1-1 = "ovR" AI-2 = "NORMAL" |AL-3 = "FAULT" Trip Condition  |override or Fault are same
5 |Pegraded Voting from 2003 to Trip C by 1 Tag JAI-1 = "FAULT"  |AI-2 = "OVR" AL-3 ="NORMAL" | Trip Conditi Function for D Vating.
AI= Fault and 1 Tag AT = Override AI-1 = "NORMAL" |AI-2 = "OVR" AI-3 = "FAULT" Trip Condition
AI-1 = "FAULT"  |AI-2 = "NORMAL" |AL-3 = "OVR" Trip Condition
AI-1 = "NORMAL" |AI-2 = "FAULT"  |AI-3 = "OVR" Trip Condition




4.3 Weulusunsunenduiisie (Programming for Safety Function)
Tunsdeuldsunsuiledfuisfedulainsldaulusunsa ProSafeRS R3.02 illush
aoulnsaaeslunsunaznageulsunsulnefituneundng fwioldil
4.3.1 mstmuadesuusduws/ioiwnaniaiesilotalnihuazunsal
Mgaeneg addulusunsuilanduilsdie
4.3.2 mavhawnadeduusineg Aldsudyaaliiianangunsed

T

wsesleinlagldnuiliiduudeninelusunsudawandluun 4.12

_._. AT 6000LT102A (* LL & HH VOTING 2003 *)
From

Inputs Logics To Outputs
L Wiey
1 Se NNy
[
] |
= L D
E; o -
ST | (B W
i e ‘ D=
;
e S <
‘ |
gt =R «
-t |

JUN 4.12 fegransviainaderiinyseng
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Abstract: This paper has been compiled for people with an interest in the upstream oil and gas industry. It is an overview
of the main processes control and safety instrumented system design for upstream oil and gas industry. A process control
system is used to monitor data and control all equipment on the Wellhead Processing Platform (WPP). For the installations
distributed control system (DCS) may be used. The purpose of this system is to read values from a large number of sensors,
run programs to monitor the process and control valves, switches etc. to control the process values, alarms, reports and
other information are also presented to the operator and command inputs accepted. The safety instrumented systems (SIS)
is to take control and prevent an undesirable event when the process and the facility are no longer operating within normal
operating conditions. The function of safety system is the part of the overall safety of a system that depends on the correct
response of the safety system response to its inputs, including safe handling of operator errors, hardware failures and
environmental changes (fires, lightning, etc.). The purpose of a SIS is to protect people, the environment, and assets from
the consequences of accidents by reducing the probability of incidents occurring base on safety standard IEC61508 and
IEC61511.

Keywords: Process control system, Distributed control system, Safety instrumented systems

1. INTRODUCTION Control System

The upstream oil and gas industry is the process 5 I

equipment that takes the product from the wellhead
manifolds and delivers stabilized marketable products,
in the form of crude oil, condensates or gas. Components
of the process also exist to test products and clean Operating
waste products such as produced water. During routine Equipment
operation in Fig. 1 of upstream oil and gas industry

distributed control system (DCS) may be used to monitor
data and control equipment on the platform and Including

AA

the protective system or safety instrumented systems >:—>

(SIS) show in Fig. 2 to protect people, the environment,

and assets from the consequences of accidents by Protection System

reducing the probability of incidents occurring base on

safety standard IEC61508 and IEC61511. Fig.1 Overview of control with protective system.

2. DISTRIBUTED CONTROL SYSTEM

A Distributed control system is used to controls all
normal operating process equipment on the platform.
Very small installations may use hydraulic or pneumatic
control systems, but larger plants with many input and
output signals to and from the process require a dedicated
distributed control system. This system is operated from
a central control room (CCR) with a combination of
graphical process displays, alarm lists and historical data
curves. Smaller personal screens are often used in
combination with large wall screens. The purpose of this
system is to read values from a large number of sensors,
run programs to monitor the process and control valves,
switches to control the process. Values and other
information are also presented to the operator and
command inputs accepted. Fig.2 Control with protective system configuration.

978-4-907764-60-9 PR0001/18 ¥400 © 2018 SICE 125



1.1 DISTRIBUTED CONTROL SYSTEMS
CONSIST OF THE FOLLOWING
COMPONENTS:

e Field instrumentation: sensors and switches that
sense process conditions such as temperature,
pressure, level or flow. These are connected over
single and multiple pair electrical cables (hardwired)
or communication bus systems called fieldbus.

e Final elements, such as actuators for valves,
electrical switchgear and drives or indicators are
also hardwired or connected over fieldbus.

e  Controllers execute the control algorithms so that the
desired actions can be taken. The controllers also
generate events and alarms based on changes of state
and alarm conditions, and prepare data for operators
and information systems.

e A number of servers perform the data processing
required for data presentation, historical archiving,
alarm processing and engineering changes.

e C(Clients, such as operator stations and engineering
stations, are provided for human interfaces to the
control system.

e  The communication can be laid out in many different
configurations, often including connections to
remote facilities, remote operations support and
other similar environments.

The main function of the control system is to make
sure the production, processing and utility systems
operate efficiently within design constraints and alarm
limits. The control system is typically specified in
programs as a combination of logic and control function
blocks, such as AND, ADD and PID Function blocks
in Fig. 3 For a particular system, a library of standard
solutions such as level control loops and motor control
blocks are defined. This means that the system can be
specified with combinations of typical loop templates,
consisting of one or more input devices, function blocks
and output devices. This allows much if not all of the
application to be defined based on engineering databases
and templates rather than formal programming.

The basic functionality of control system can be used
for more advanced control and optimization functions as
following:

e Open/close control valves in manual mode.

e  Start/stop pumps in manual mode.

e Initiate start-up bypass for inputs which are in
the shutdown state during start-up.

e Reset the shutdown logic provided the inputs
initiating the shutdown return to the normal
state.

e Change set points of control loops.

e  Monitor status indications and acknowledge
alarms.

e [Initiate logs and reports.

e Change Process graphic displays.

e [Initiate individual well shutdowns.
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e Initiate process shutdown via hardwired
push-button.

e [Initiate Emergency shutdown via hardwired
push-button.

e C(Close the ESD valves manually from
the consoles under all conditions.

Fig.3 PID Function blocks of the control systems.

3. SAFETY INSTRUMENTED SYSTEM

The function of safety systems is to take control and
prevent an undesirable event when the process and the
facility are no longer operating within normal operating
conditions show in Fig. 4 Functional safety is the part of
the overall safety of a system that depends on the correct
response of the safety system response to its inputs,
including safe handling of operator errors, hardware

failures and environmental changes (fires, lightning, etc.).

The definition of safety is “freedom from unacceptable
risk” of physical injury or of damage to the health of
people, either directly or indirectly. It requires a
definition of what is acceptable risk, and who should
define acceptable risk levels. This involves several
concepts, including:

e Identifying what the required safety functions
are, meaning that hazards and safety functions
have to be known. A process of function reviews
formal hazard identification studies (HAZID),
hazard and operability (HAZOP) studies and
accident reviews are applied to identify the risks
and failure modes.

e Assessment of the risk-reduction required by the
safety function. This will involve a safety
integrity level (SIL) assessment. A SIL applies
to an end-to-end safety function of the safety-
related system, not just to a component or part
of the system.

]



e Ensuring the safety function performs to the
design intent, including under conditions of
incorrect operator input and failure modes.
Functional safety management defines all
technical and management activities during the
lifecycle of the safety system. The safety
lifecycle is a systematic way to ensure that all
the necessary activities to achieve functional
safety are carried out, and also to demonstrate
that the activities have been carried out in the
right order. Safety needs to be documented in
order to pass information to different
engineering disciplines.

/ COMMUNITY EMERGENCY RESPONSE \

/ Crergeny rosscning

/ \\
/ PLANT EMERGENCY RESPONSE
/ Evacuation procedures

MITIGATION -
Mechanical mitigation systems
Safety instrumented control systems
Safety instrumented mitigation systems.
Operator supervision

- ~
PREVENTION
/ Mechanical protection syster |
Process alars wih operato coecive acton
|
Safety instrumented control systems:
Safety instrumented prevention systems

/” CONTROLandMONITORING
‘ Basic process conol systems

Monitoring systems (process alarms)
pesor supendson
\
PROCESS
\ \ ,/ //

£c 2402

Fig.4 Typical risk reduction methods found in
process plants.

For the upstream oil and gas industry, safety standards
comprise a set of corporate, national and international
laws, guidelines and standards. Some of the primary
international standards are:

e [EC 61508 Functional safety of
electrical/electronic/programmable electronic
safety-related systems.

e [EC 61511 Functional safety - Safety
instrumented systems for the process industry
sector.

A safety integrity level show in Table 1 is not directly
applicable to individual subsystems or components. It
applies to a safety function carried out by the safety
instrumented system (end-to-end: sensor, controller and
final element).

Table 1 - Safety integrity levels.

Safety integrity | Average probability of a dangerous failure on
level demand of the safety function
(SIL) (PFD,,,)
4 >105to < 107*
3 >10"*to < 1073
2 2103 to < 1072
1 >102to < 107"
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The SIS is a collection of sensors, controllers and final
elements that execute one or more SIFs/safety loops
in Fig. 5 that are implemented for a common purpose.
Each SIF has its own safety integrity level (SIL) and all
sensors, controllers and final elements in one SIF must
comply with the same SIL. When safety system is used
in demand mode the standard requires that its PFDvg)
calculation of SIF in Eq. (1).

Sensing Element Logic Solver Final Element
(PFDsg) (PFDLs) (PFDgg)

Fig.5 Typical of Safety Instrumented Functions (SIF).

PFD(AVG) = PFD(SE) + PFD(LS) + PFD(FE), (1)

The SIS is typically divided into the following
subsystems:

e Emergency shutdown system (ESD) to handle
emergency conditions (High criticality
shutdown levels).

e  Process shutdown system (PSD) to handle
non-normal but less critical shutdown levels.

3.1 EMERGENCY SHUTDOWN (ESD) AND
PROCESS SHUTDOWN (PSD)

The emergency shutdown and process shutdown
(PSD) systems will take action when the process goes
into a malfunction or dangerous state. For this purpose,
the system maintains four sets of limits for a process
value, LowLow (LL), Low (L), High (H) and HighHigh
(HH). L and H are process warning limits which alert to
process disturbances. LL and HH are alarm conditions
and detect that the process is operating out of range and
there is a chance of undesirable events and malfunction.
The emergency shutdown actions are defined in a Cause
and effect chart show in Fig. 6 based on a HAZOP of the
process. Thus, a typical ESD function might require a SIL.
2 or even SIL 3 level, while PSD loops could be SIL 1 or
SIL 2.

(GROUP DESCRIPTION TOTAL PROCESS SHUTOOWN

H
1]
[

Fig.6 Cause and effect chart.



4. CASE STUDY FOR PROCESS CONTROL
SYSTEM AND SAFETY INSTRUMENTED
SYSTEM DESIGN FOR WELLHEAD
PROCESSING PLATFORM (WPP)

Fig.7 Process flow diagram for WPP.

5. RESULTS

A process control system for Wellhead Processing
Platform (WPP) show in Fig. 7 are implemented by
Yokogawa’s Centum VP which its use for operate and
monitoring the status of equipment under control
via graphic of Human Machine Interface (HMI) in Fig.8.
The safety instrumented systems are implemented by
Yokogawa’s ProSafe-RS which its use for logic
interlocking of ESD system and PSD system show in
Figs.9to 11.

Fig.9 HMTI’s Graphic for ESD Cause & Effect overview.
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Fig.10 HMTI’s Graphic for ESD Cause & Effect diagram.

Fig.11 HMTI’s Graphic for PSD Cause & Effect diagram.

For the application programming language of logic
interlock for ESD & PSD show in Fig.11, In this case
study function block programming is used. In additional,
for the logic concept of ESD & PSD system, field devices
should be “fail safe.” In most cases this means that the
devices are normally energized (logic 1), output solenoid
valves should be supplied with latching mechanisms so
that when a trip condition (logic 0) occurs the valves will
be go to safe state (Shutdown process).

Fig.11 Logic interlocking for ESD & PSD.

6. CONCLUSIONS

In this paper, We have proposed overview of the main
processes control and safety instrumented system design
for upstream oil and gas industry with two main system:
(1) Distributed control system .(2) Safety instrumented
systems for guideline to people with an interest in the
upstream oil and gas industry.
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Introduction

ProSafe-RS is a safety instrumented system conforming to IEC 61508. This manual
explains the various features and functions of safety instrumented systems that ProSafe-
RS provides.

Structure of This Manual

This manual provides an overview of the ProSafe-RS system. After reading this manual, see the
other documents, such as General Specifications, Instruction Manuals, and so forth, for more
detailed coverage of various topics.

This manual consists of 7 chapters. Chapter 1 explains Safety Instrumented System, from
Chapter 2 to Chapter 7 explains respectively Features, System Configuration, Safety Control
Station (SCS), Test Functions, Related Packages and HIS Operation and Monitoring of ProSafe-
RS.

Reference Documents
As for the configuration of whole system, refer to the following document.

+ Integrated Production Control System CENTUM VP System Overview (General Overview)
(TI 33K01A10-50E)

» 2, “System Configuration” in CENTUM CS 3000 Integrated Production Control System
System Overview (TI 33Q01B10-01E)

Target Readership for This Manual
This manual is mainly intended for:
» Managers who are planning to purchase a new safety instrumented system.

* Instrumentation, Power and Computer Engineers who are evaluating ProSafe-RS for
purchase or who will be in charge of installation.

Representation of Drawings in This Manual

« Drawings are represented in this manual as illustrations; some features may be
emphasized, and some simplified or omitted.

» The drawing illustrations are to help you understand the functions; dimensions, labels and
visible features may differ slightly from those of actual drawings.

Trademarks

* ProSafe, CENTUM and Vnet/IP are registered trademarks of Yokogawa Electric
Corporation.

+ All other company and product names mentioned in this document are trademarks or
registered trademarks of their respective companies.

+  We do not use TM or ® mark to indicate those trademarks or registered trademarks in this
document.

All Rights Reserved Copyright © 2008, Yokogawa Electric Corporation TI32R01B10-01E  Sep. 30, 2013-00



1. Safety Instrumented System (ProSafe-RS)

11

1.

Safety Instrumented System
(ProSafe-RS)

This chapter explains the positioning of safety instrumented system, safety lifecycle and
safety evaluation.

Protection Layers of Plant and Safety Instrumented System

IEC 61511 utilizes the concept of protection layers in order to achieve safety, freedom from
unacceptable risk. Each protection layer is required to set quantitative risk reduction goals as
well as means of achieving these goals independently without interfering with other layers.

According to this idea of protection layers, safety instrumented system is positioned within the
mitigation and prevention layers.

Ve

-

COMMUNITY EMERGENCY RESPONSE

PLANT EMERGENCY RESPONSE

MITIGATION

Mechanical mitigation systems

Safety instrumented control systems ?E’@safeﬁ :‘

Safety instrumented mitigation systems
Operator supervision

PREVENTION

Mechanical protection system

Safety instrumented control systems ?F@Sﬂfﬂ’#

Safety instrumented prevention systems
Process alarms with operator corrective action

CONTROL and MONITORING
Basic process control systems
Monitoring systems (process alarms)
Operator supervision

CENTUM

munle — SFEoo0

[ Process j

~

e

v

J/

Figure Protection Layers and Positioning of Safety Instrumented Systems

F010001.ai

TI32R01B10-01E

Jun.18,2008-00



1. Safety Instrumented System (ProSafe-RS) 1-2

Safety Life Cycle

IEC 61508 specifies the management of safety-related systems in terms of lifecycles. In

the safety lifecycle, the tasks involved, from the conceptual stage in which a basic safety
instrumented system is designed to the decommissioning of the system, are divided into 16
phases as shown in the figure below, and the required tasks to be achieved in each phase are
defined. The purpose of these definitions is to minimize the likelihood of human-induced errors.
For example, “Hazard and risk analysis” shown in the third frame sets requirements to clarify the
hazards and hazardous events that may occur in a plant and its control devices (e.g., DCS).

| 1| Concept |

'

2 Overall scope
definition
Hazard and risk
analysis

¥

4 Overall safety
requirements

t

Overall safety
requirements allocation

W g B /20 \ AN, Y :

[

Overall planning E/E/PE system

safety requirements R

specification ! Other risk |

11, reduction !

i l

N ! l
|

(<]

Overall Overall Overall
operation and safety installation and
maintenance validation commissioning l

planning planning planning

measures
E/E/PE oo .

! e .
Safety-related systems v | Specification \
% , and Realization '
Realization - -3 E_ !

(see E/E/PE system
safety lifecycle)

Overall installation and
commissioning

12

l Back to appropriate
overall safety lifecycle
phase

13| Overall safety validation

|

Overall operation, Overall modification and
maintenance and repair retrofit

t

Decommissioning or
disposal

14

16

F010002.ai

Figure Safety Lifecycle
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2.

2. Features of ProSafe-RS 2-1

Features of ProSafe-RS

ProSafe-RS is a safety instrumented system conforming to safety rating SIL3 as defined
by IEC 61508. It not only satisfies requirements to be used in safety instrumentation by
itself, but also achieves higher efficiency of operations through integration with CENTUM
VP or CENTUM CS 3000 R3 (hereinafter, “CENTUM VP/CS 3000”).

Implementation of Control System Technologies

ProSafe-RS employs the CENTUM VP/CS 3000 architecture in its base technologies. Because
of this, the following advantages can be expected.

» Basic concepts, such as hardware installation and maintenance methods, can be shared
with CENTUM VP/CS 3000.

» Since connection via Vnet/IP or V net is possible, system construction and interface design
are made simpler, allowing an improvement of the total engineering efficiency, including
design and installation costs.

Achievement of Safety Rating SIL3 with Single Configuration

ProSafe-RS has built-in dual-redundant system matching and self-diagnosis mechanisms
embedded within one CPU module and one input/output module, thus making it conform to SIL3
as defined by IEC 61508 in a single component. This allows implementing SIL3 safety loop in a
single configuration together with the CPU module and input/output module.

Achievement of High Availability by Redundancy

ProSafe-RS allows selecting dual-redundant module configurations in order to achieve high
availability. Since it achieves SIL3 with a single configuration, the safety level of SIL3 can be
maintained even if a CPU module or input/output module on one side fails in the dual-redundant
configuration.

Security Measures

ProSafe-RS is equipped with the security functions described below.
« Security by using a password for a project database and/or SCS (Safety Control Station)

* The IT security function based on Windows security feature (Revision R2.01 or later)

» Security by giving the control access permission to the user in the CENTUM VP/CS 3000
integration

Integrated Monitoring with CENTUM VP/CS 3000

ProSafe-RS realizes integration with CENTUM VP/CS 3000 and provides a communication to
establish access with ProSafe-RS’s SCS via Vnet/IP or V net from HIS and FCS. This function
allows monitoring SCS operation using the same interface (view or window) as of monitoring
FCS from HIS. FCS can read data of SCS. This can be done by the same interface (tag name)
as of reading data of one FCS from other FCS.

TI32R01B10-01E Sep. 30, 2013-00



3. System Configuration of ProSafe-RS 3-1

System Configuration of ProSafe-RS

ProSafe-RS is comprised of SENGs (safety engineering PCs) equipped with engineering
and maintenance functions and controller SCSs (safety control stations) for safety. The
available configurations are described below.

+ The configuration in which ProSafe-RS is integrated with CENTUM VP/CS 3000

» The configuration in which ProSafe-RS is connected to systems other than CENTUM
VP/CS 3000 via Modbus

System Overview

In ProSafe-RS, CPU modules and input/output modules comprising an SCS are placed in
single configuration and can be applied to applications of up to IEC 61508 SIL3. Ifit is desired to
improve the availability, modules in required areas are made dual-redundant.

By using inter-SCS safety communication, it is possible to configure SIL3 safety loops across
multiple SCSs via Vnel/IP or V net.

SCS Manager
Function Block Diagram

| Graphic view of up to 8 instrument face plates
Process alarm

System alarm

SCS status display Host computer
System status overview
SOE Viewer

[

I,
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*1:  The maximum distance of ESB bus can be extended using fiber optic cable.

Figure ProSafe-RS System Configuration (Example of CENTUM VP Integration Structure)

+ Ina CENTUM VP/CS 3000 integration structure, it is possible to monitor operations of both
FCS and SCS with HIS.
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*1:

SCS engineering is performed from SENG. FCS and HIS engineering are performed from
ENG (engineering station for CENTUM VP/CS 3000). Engineering of CENTUM VP/CS
3000 integration function is performed from both SENG and ENG.

SENG, ENG and HIS software can be installed together in a single PC or separately in
several PCs. (*1)

Host computer that performs production control can access data of FCSs and SCSs via an

OPC interface by installing the Exaopc OPC interface package of CENTUM VP or CS 3000
(for HIS).

By using the SOE OPC interface package of ProSafe-RS, it is also possible to access SOE
information of SCS from a host computer.

Ina CENTUM VP/CS 3000 integration structure on V net, it is necessary to connect SENG,
ENG and HIS via Ethernet during the engineering.

Ina CENTUM VP/CS 3000 integration structure, it is possible to connect only HIS to
ProSafe-RS. In this case, the configuration is the same as the above system configuration
without FCS.

Using the external communication function blocks prepared in ProSafe-RS, it is possible
to communicate with external devices without interfering the safety functions of an SCS. In
case of a CENTUM VP/CS 3000 integration structure, it is possible to write data in an SCS
from HIS and FCS.

Note that external communication function blocks are required when writing data to an SCS
from external devices.

It is possible to connect an SCS with other systems using Modbus communication functions.
SCSs support subsystem communication functions that allow the SCS side to connect to
other systems as a communication master, and Modbus slave communication functions that
allow other systems to establish connections as Modbus communication masters. In both
cases, communication modules are mounted on SCS nodes and used to connect with other
systems.

Note that Modbus communication functions cannot be used in safety loops. They shall be
used as interference-free applications.

When ProSafe-RS R2.xx and CENTUM VP R4.02 or later software are installed in the same PC, ProSafe-RS must be R2.03

or later. In the integration of ProSafe-RS R3 and CS 3000, SENG functions and ENG functions, or SENG functions and HIS
functions cannot be installed in the same PC. For more detail, please contact our sales representative or your local distributor.

TI32R01B10-01E Nov. 28, 2012-00



5. Test Functions 5-1

5. Test Functions

The test functions of ProSafe-RS are used for effective debugging of applications, and
useful in debugging when you create or change applications.

There are three types of tests, target tests, SCS simulation tests and logic simulation
tests.

Target Tests

In a target test, an application is executed on an actual SCS.

It is possible to execute tests in a status where inputs/outputs are disconnected, i.e., without any
input/output modules connected, using the forcing function.

In a target test, the test according to each SCS security level can be executed.

SENG

SCS Manager(*1)

Test Result display
operation Vnet/IP or V net
Execution environment
scs Y (SCS)
Application

F050102E.ai

*1:  Afunction that controls system engineering and maintenance tasks of an SCS, such as definition of applications to be executed
on the SCS, database generation test functions, etc.

Figure Target Test

SCS Simulation Tests

In an SCS simulation test, an application is executed on an SCS simulator on an SENG. The
integrated operation environment for CENTUM VP/CS 3000 is required.

If you use two or more SCS simulators, the test for inter-SCS safety communication can be
executed. In an SCS simulation test, the test according to each SCS security level can be

executed.
SENG1 SENG2
SCS Manager(*1) SCS Manager(*1)
Start/Stop
) . Start/Stop
—JSCS Simulation Test SCS Simulation Test
SCS1 Simulator HIS Simulator SCS2 Simulator

Ethernet

F050003.ai

*1: A function that controls system engineering and maintenance tasks of an SCS, such as definition of applications to be executed
on the SCS, database generation test functions, etc.

Figure SCS Simulation Tests
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Logic Simulation Tests

In a logic simulation test, an application is executed using a logic simulator on an SENG, which
allows debugging application logic of each SCS. In a logic simulation test, the test regardless of
each SCS security level can be executed.

SENG

SCS Manager(*1)

Test Result
operation display ) )
Execution environment
(logic simulator)
Application

FO050101E.ai

*1: A function that controls system engineering and maintenance tasks of an SCS, such as definition of applications to be executed
on the SCS, database generation test functions, etc.

Figure Logic Simulation Test
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1.

1.1

CENTUM VP Overview

Yokogawa is the world’s first company that introduced the distributed control system
(DCS) in 1975 - the first series of CENTUM Systems. Ever since, Yokogawa kept
developing and enhancing the CENTUM series systems by complying with what
customers (managers, operators, engineers, and so on) requirements. As the generations
of CENTUM advanced Yokogawa kept improving its product quality achieving the highest
level of reliability in the market. CENTUM systems have been adopted by customers
around the world to control and monitor their industrial plants.

History of CENTUM

Innovations of operation in the process industries have come a long way since the age of panel-
mounted loop controllers. In early 1970s, a panel operator was assigned for operation per panel.
However, by the introduction of a DCS, operators’ ways of working have drastically changed.
Operators can grasp the plant-wide operation by sitting in a central control room (CCR). And their
work scope has largely been extended.

The CENTUM systems kept evolving to increase productivity and improve plant operations in
the past 40 years, and CENTUM VP is the 8th generation of the CENTUM Series. Yokogawa
has adopted the latest state-of-the-art technologies of the time to develop the systems, keeping
return on the investment (ROI) and the total cost of ownership (TCO) in minds.

Yokogawa has always been offering a smooth upgrade path from an existing CENTUM system
into the latest one. It provides customers the benefits of using the existing system as long as they
wish yet allows them to adopt the latest technologies with a minimum investment. Yokogawa’s
CENTUM systems have been replaced with the latest ones smoothly with minimum shutdown
time.

Yokogawa continually endeavors to meet customers’ needs by providing highly reliable control
systems based on the leading edge technology.
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Figure History of CENTUM
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1.2 CENTUM at Work

Yokogawa has sold over 25,000 CENTUM projects in all kinds of industrial plants worldwide such
as oil and gas, petrochemicals, chemicals, power, pulp and paper, pharmaceuticals, food, iron
and steel, waste, and water and sewage treatment. The majority of the customers are from oil
and gas, and petrochemical industries. It means that once the CENTUM system is delivered and
start its operation, it has to be in operation non-stop.

In the past 40 years of experience, Yokogawa is reputed with the high reliability of the

CENTUM system winning customer satisfactions. Yokogawa is engaged in the global purchase
agreements with world major customers as their sole instrumentation supplier. Yokogawa needs
only one project to convince customers of our capability and win trust. Once Yokogawa system is
delivered, customers stay with Yokogawa.

As of March, 2015

F010201.ai

Figure CENTUM at work
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1.3

CENTUM VP Advantages

B For Operations

Safe and unified plant operations

Universal interface for control, safety, and asset intelligence.
Embedded mechanisms to prevent information overload

Non-stop improvement

Continuous systemization of operational best practices and context specific operational
advisories.

B For Engineering

Flexible system design is enabled by the new engineering environment

Automation Design Suite (AD Suite) is a new integrated engineering environment released
from CENTUM VP R6, which enables to design and configure control applications
independently from configurations of FCSs or I/O module assignments. The I/O design can
also flexibly be changed even after designing the control applications.

B For Controllers

Highly-reliable controllers

CENTUM’s FCS is highly reliable: it hardly fails, keeps operating normally even if it is failed,
and quickly recovers from failures. These features are the foundation of the long and stable
operations of the plant.

With CENTUM VP R6, a new controller complying with the N-10 (*1) has been released.

A single type of I/O module handles all DI, DO, Al, and AO signals which are changeable by the software. For details, refer to
System Overview (for FCS) (Tl 33J01A12-01EN).

B For Production Management

Faster Plan, Do, Check, and Act cycle for agile adaptation
MES and enterprise system integration is enabled by using S95 andB2MML standards
Secure and standard-based information integration

Built-in control network security certified by experts

B For Maintenance

Continuous evolution without compromising asset availability

Evergreen evolution with online upgrades and modifications. It is the most reliable platform
with no single point of failure

Long-term investment protection

Upgrade paths is incorporated before any new release. We have over 40 years of backward
compatibility.

TI33J01A10-01EN Dec. 7,2018-00
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B For Project
* Faster project execution with fewer integration risks

Single-source integrated solutions for control system (DCS), safety instrumented system
(SIS), embedded plant information management system (PIMS), intelligent RTU & SCADA,
and turbine controller.

TI33J01A10-01EN Dec. 7,2018-00
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2.

System Configuration

CENTUM VP has a simple & common architecture consisting of human machine
interfaces called human interface station (HIS), field control stations (FCS), and a control
network. These three basic components support facilities from the tiny to very large and
complex with up to 1,000,000 tags.

B The Design Concept of CENTUM VP System Configuration

CENTUM VP is designed based on the concept to keep the plant operation availability high.
Customers expect Yokogawa products to perform its functions without failure so that the plant
operations shall not stop. Yokogawa developed our own FCSs so that we can meet up with the
customers’ expectations. Quite a number of FCSs are still in operation even after 20 or more
years passed since those are originally installed. It is owing to the high quality of the products
themselves that has been supported by the total serviceability such as skilled manufacturing,
quality control, after sales service and appropriate training.

Self-independent Controller

CENTUM VP’s FCSs are designed to work without HIS. The fundamental controls can be done
only by the FCSs, and all the process data, control logic, and procedures are contained in the
controllers. HIS works only as a monitor screen under the normal condition. In Yokogawa'’s
system configuration, FCSs are acting like servers and HISs as clients. The hardware availability
of FCS (=server) is 99.99999% which comes from the basic policy in product designs. Our FCSs
are designed; (a) not causing failures easily (fault-avoidance), (b) to continue controlling the plant
even it fails (fault-tolerant), and (c) to recover from failures as quickly as possible (maintainability).
It is the crystallization of Yokogawa’s leading edge technology.

Why CENTUM VP does not have Client-Server Concept?

In a typical server-client configuration, when the server fails, all the client HMIs come to stop. It
means that all the controls and the data of the plant are lost until the server is recovered. This
is certainly not an acceptable situation for plant operations in reality. In order to prevent server
down as much as possible, an expensive server machine is needed or to have a redundant
configuration.

CENTUM VP’s Field Control Stations (FCSs) are far superior to the PC servers on account of
availability, even those with redundant configuration. Each FCS runs independently that hedges
the risk of causing serious damage to the plant by a single failure.

PC servers become obsolete in a few years of cycles, but FCSs with appropriate maintenance
runs for many years. The robustness of FCS saves the cost of repairs and damages to the plants
as the plant does not fail. In the viewpoint of total cost of ownership (TCO), Yokogawa’s FCS is
more economical.

TI33J01A10-01EN Mar. 26, 2015-00
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B CENTUM VP Components

In this section, a term “PC” means an Intel x86-based computer which has inherited IBM PC/
AT compatible machine, and it runs on the Microsoft Windows OS. The PC means not only a
personal computer but also a workstation and a server.

® Human Interface Station (HIS)

CENTUM VP uses a PC for its human machine interface. It is called HIS when the software
packages for Operation and Monitoring Functions are installed there.

® Engineering Station (ENG)

ENG is a computer with Engineering Function software packages of AD Suite. AD Suite consists
of Automation Design Server (AD Server), Automation Design Organizer (AD Organizer), and VP
Builder. ENG allows you to use AD Organizer and VP Builder of AD Suite.

For details on AD Server, AD Organizer, and VP Builder, refer to Chapter 3.

® Field Control Station (FCS)

FCS is a high reliability controller designed and manufactured by Yokogawa. It performs control
computation functions for each function block and input/output functions for process and software
inputs/outputs. FCS hardware can be selectable from a cabinet type or a rack-mountable type.

It consists of a field control unit (FCU) and node units to mount input/output modules. It enables
to configure a scalable system by connecting several node units in a FCS in accordance with the
I/O points.

® Generic Subsystem Gateway (GSGW)

GSGW is a station for operation and monitoring subsystems. By using a PC as a platform,

it establishes subsystem communications via OPC DA(*1) interface defined by the OPC
Foundation. Subsystem data is assigned to the GSGW'’s function blocks to be controlled and
monitored via HIS in the same manners as other control stations.

*1: Open Product Connectivity, Data Access

® System Integration OPC Station (SIOS)

SIOS is a station to integrate CENTUM VP and the third-party process control systems (PCSs). It
enables CENTUM VP to exchange data with and receives alarms and events from the third-party
PCS via OPC interface.

® Unified Gateway Station (UGS/UGS2)

UGS/UGS?2 is a station exclusively used for Vnet/IP to integrate CENTUM VP and subsystem
controllers such as STARDOM controllers (FCN/FCJ) and other third-party programmable logic
controllers (PLCs). Its standard function allows CENTUM VP to communicate with subsystem
controllers via various communication protocols such as OPC DA, OPC A&E (*1), Modbus,
Ethernet/IP, or IEC 61850 IED. UGS/UGS2 enables CENTUM VP to control and monitor those
subsystems in the same way as CENTUM VP FCS. UGS/UGS2 can be configured in dual-
redundant using 2 computers.

*1: Open Product Connectivity, Alarms and Events

® Advanced Process Control Station (APCS)

APCS performs advanced control and computation functions for improving plant operation
efficiencies.

TI33J01A10-01EN Sep. 14, 2016-00
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Bus Converter (BCV)

BCV relays CENTUM VP communications with other CENTUM VP and older CENTUM systems
such as CENTUM CS 3000, CENTUM CS 1000, CENTUM CS, CENTUM-XL, CENTUM V, and
pXL.

V net Router (AVR)

AVR connects and transmits control communications between the Vnet/IP and V net domains.
The control data can be sent and received in both ways between the Vnet/IP and V net domains.
It enables control and monitoring of the control stations among other domains.

Wide Area Communication Router (WAC Router)

WAC Router is a relay equipment to connect 2 Vnet/IP domains via Wide Area Network (WAN).
Operations and monitoring that are distributed in remote areas can be realized.
Satellite communication can also be used as a WAN.

Layer 2 Switch (L2SW)

L2SW relays communications among devices connected to the Vnet/IP network. The Vnet/
IP domain refers to the Vnet/IP system area connected by L2SW. Use L2SW with 1 Gbps
communication speed in the Vnet/IP domain.

Layer 3 Switch (L3SW)

L3SW relays communications among Vnet/IP domains. Use L3SW with 1 Gbps communication
speed.

Control Network (Vnet/IP)

“Vnet/IP” is an IEEE802.3 Ethernet compliant, 1Gbps redundant network. The control network
links stations such as HIS, FCS and BCV. It incorporates Yokogawa'’s technology to achieve
deterministic, reliable, and secure communications.

Digital Fieldnetworks

CENTUM VP supports FOUNDATION fieldbus, HART, PROFIBUS-DP, DeviceNet, Modbus,
Modbus/TCP, Ethernet/IP, and ISA100.11a field wireless network.

Network-based Control System (STARDOM)

Yokogawa'’s intelligent-hybrid remote telecommunication controllers are ideal for the oil and gas
upstream market. They can be seamlessly integrated, via the UGS, to CENTUM VP.

e Autonomous Controller (FCN/FCJ)
These controllers utilize the global Standard IEC 61131-3 as the engineering tool.
* Versatile Data Server Software (ASTMAC VDS)
VDS is a SCADA software which uses Web browser (Internet Explorer) for HMI display.

TI33J01A10-01EN Nov. 27, 2015-00
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® Safety Instrumented System (ProSafe-RS)

This is Yokogawa’s TUV SIL3 certified premier safety instrumented system. It incorporates
Yokogawa'’s own Pair and Spare and Vnet/IP technologies and offers unprecedented synergy
with CENTUM VP.

» Safety Control Station (SCS)

SCS is a Yokogawa manufactured safety controller that executes logics for systems
including interlock, emergency shutdown and fire and gas protection.

» Safety Engineering Station (SENG)
An off-the-shelf PC that performs SCS generation and maintenance management.

TI33J01A10-01EN Nov. 27, 2015-00
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B Overall System Configuration

The below drawing shows an overall system configuration of the CENTUM VP integrating
previous CENTUM system, the ProSafe-RS safety instrumented system, and other subsysems.

Business
domains

Ethernet
Safety
Instrumented
System
ProSafe-RS
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CENTUM VP system specifications are shown below.
* Number of tags that can be monitored: 100,000 tags

* Number of stations that can be connected: 256 stations

CENTUM VP can expand the specifications for a very large system.

* Number of tags that can be monitored: 1,000,000 tags
(When using VP6H4000 Million Tag Handling Package. See GS 33J05K10-01EN.)

If an expansion of the number of stations is required, please contact to Yokogawa’s sales
representative.
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® Control Logic Dependency Analysis

Alist of tag names connection destination of analysis keys is displayed in the control logic
dependency analysis. Furthermore, a list of destination beyond the connection destinations

can also be displayed using the connection destinations as new analytical keys in a hierarchical
format. Each of the dependency elements displayed in a hierarchical format can be collapsed or
expanded as needed.

Analysis key (control logic dependency)
* Tag name
+ Tag name.data item name

» User-defined label name

The dependency is displayed in a hierarchical format with the analysis key on the top as shown in
the following figure.
<Tag name> (Analysis key)

<Tag name>.<Data item name> (Item related to the analysis key)

<Element name>.<Data item name> (ltem related to the analysis key)

<Tag name> (Analysis key)

<Tag name>.<Data item name> (ltem related to the analysis key)

<Tag name>.<Data item name> (Analysis key)
—<Tag name>.<Data item name> (ltem related to the analysis key)
L—<Element name>.<Data item name> (Item related to the analysis key)

<Tag name> (Analysis key)
—<Tag name>.<Data item name> (Item related to the analysis key)
L_<Element name>.<Data item name> (Item related to the analysis key)

F030503.ai
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3. Engineering Function (ENG)

® Logical and Physical Relationship Analysis

The logical attributes and physical assignment of I/Os can be displayed in a logical and physical
analysis function view.

Analysis key (logical and physical relationship)

* Application module name

* Tag name

» P&ID tag name

» Station name

* |/O module name

The table below shows the items displayed in a logical and physical relationship view.

Table Display Items in Logical and Physical Relationship View
Category Display item Description

Logic Flag display Displays the cause flag and impact flag.
P&ID tag Displays the P&ID tag name.
I/O tag name Displays the I/0 tag name or user-defined label name.
Module Displays the application module name to which the 1/O is connected.

Physical Flag display Displays the cause flag and impact flag.
VP project Displays the VP project name.
Station Displays the station name.
Train Displays “IOM” for the 1/0 of an FIO module. N-10

Displays “IOM2” for the 1/O of an N-IO module.

Node Displays the node number.
I/O module Displays the model of the 1/0 module.
Unit Displays the unit number. Blank for the I/O of an FIO module.
Terminal Displays the terminal number.

TI33J01A10-01EN Mar. 26, 2015-00



3. Engineering Function (ENG) 3-16

® Graphic Dependency Analysis

The following graphic objects including the analytical key can be displayed in a hierarchical
format in a graphic dependency analysis view in the same way as with the control logic
dependency analysis.

* Analysis key (graphic dependency)
* VP project name

+ Station name

*  Window name

» Trend file name

* Tag name

» Graphic object name

The graphic objects including the analyticalsis key are displayed in a hierarchical format as
follows.
<VP project name>
—<Station name>
|—<Graphic view name>

<Graphic object name>
<Control logic itme>

<Linking part name>
<Control logic item>
<Graphic object name>
<Linking part name>

<Trend pen assignment file name>
<Trend view name>
|—<Contro| logic item>

F030504.ai
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