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ABSTRACT

In order to protect computer systems from malware, users must have reliable and up-to-
date knowledge about malware. Since anti-malware websites could be the best knowledge sources
for users. But each website may arbitrarily define different keywords and technical terms to
describe the same thing. This may make the information become non-integrity to people’s sense.

In order to solve the problem, we have proposed Malware Information Integration System
which integrates malware information from various websites into a unified database. We also
have solved heterogeneous problems such as semantic heterogeneous and schematic
heterogeneous  that usually occur to information integration from various sources. By
implementing a federation information system which provides global schema and metadata. The
system allows users to access each information source as a unified database. Besides, we have
defined MCID to cross reference the information of a malware among many sources because the
malware names may be differently defined by each sources. Malware information integration
composes of malware information gathering tool that retrieve, analyze and store malware
description from various websites into a unified malware information integration system. More
over malware information integration system provides interface for malware experts to share their

knowledge to other users.
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File Edt View [nsert Format Tools  Actions  Help
| Extra line breaks in this message were removed.

From:  MAILER-DAEMON [MAILER-  Sent: Tue 7/27/2004 D1:02
DAEMON®@Ievel3.com]

S

To:
Cex
Subject: Returned mail: Data format error

Attachments: 2 llevel3.com.2ip (1 KB)

This message was not delivered due to the ot
following reason(s):

Your message was not delivered because the
destination computer was not reachable within the
allowed gqueue period. The amount of time a message
is queued before it is returned depends on local
configura- tion parameters.

Most likely there is d network problem that
prevented delivery, but it is also possible that
the computer is turned off, or does not have a
mail system running right now.

Your message could not be delivered within 2 days:
Host 83.0.252.105 is not responding.

The following recipients did not receive this
wessage:
<justin. lunaf level3.com>

Please reply to postmaster@level3.com
if you feel this message to be in error.
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studies studied by
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2.7 dayrinwulumsysanmsasaiuns [23][24](25]
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Database A

relation Jani)196

Database BB

relation HIPP

StkCode

TradePrice

HiEP
BBM

30,10
40.20

01702796

relation Jan296

Date TradePrice
01/01/96 30.10
30.50

relation BBM

BBAM

StkCode | TradePrice
HPP 30.50

41.00

Date

TradePrice

01/01/96
01/02/96

40.20
41.00

31 2.13 @ed1annudauduinns wnagy (Aggregated Conflicts)

Databagse A Database B

relation Employees relation Managers

Name Department | Designation Name | Department
Jones production manager Jones | production
Simpson | development engineer

relation Dhgineers

Name
Simpson

Department
development

31 2.14 Ar08199 109 ANEIDUNTZIY (Generalization Conflicts)

2.8 TVVaNMNAIaUNA (Federation Information system) [26]
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Discovery date 5uﬁﬁ'uwuﬁmn§ 2007-07-04
First Published date 5umn~7iﬁm§ma"lﬁ’gﬂ 2008-10-29
WIS
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aga
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ADIUEMTUNITLLIA 1Y

Active, Non-Active

Yo
Distribution Level FTAVNITUNINTLY Low, Medium, High
Damage Level JTAUANNTONIY Low, Medium, High
Risk Level 5:ﬁ"ﬂﬂ’Jml’ai {N Low, Medium, High
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Distribution routine

#aﬁmﬁq’n AU 20819

(General Terms)

Installation routine 3 NUNs aﬂﬁ’{i The Trojan copies its executable
file to the Windows system
directory: ...

Infection and 3 NUMSUNINTZNY When infecting a computer, the

worm launches an HTTP server on
a random TCP port. This is then
used to load the worm’s executable

file to other computers. ...

Damage routine

JuMs eI

When launching, the worm injects
its code into the address space of
one of the “svchost.exe” system
processes. This code is responsible

for the worm’s malicious payload:

Solution

as Y
DMsud v

Delete the system registry key
shown below::
[HKILM\SYSTEM\CurrentControl

Set\Services\netsves|

Malware details

@ o
50021DUA VI AT

This is a virus detection. Viruses
are programs that self-replicate

recursively, meaning ...
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3.2.1 maeveya

A

M523 3.3 Yoya 14 (¥9A1519 User)

Y

¥o viadoya | Ad ANHHINY ERETHE
Username Varchar(10) PK %E) A % Somchai
Password Varchar(32) SHAHIY p@sswOrd
Email Varchar(50) s abc@hotmail.com
Name Varchar(50) %ﬁ] Somchai
Surname Varchar(50) wana Sudjai
ID number Varchar(15) AT ey 012345678912345
Telephone No. Varchar(20) H&me‘ﬂﬂiﬁwﬁ 012-483-4879
Occupation Varchar(50) D1FW Engineer, student
Get Scores Int(5) ﬂzuuu‘ﬁ"lﬁ' 31 15
Give Scores Int(5) ﬂzuuuﬁiﬁ' 5

§ o v w o ° 4
M99 3.4 Yeyalisunsudidadausn1Hiduisy §1 (¥oa1313 AV Product)

io viadoya | fAd AMHINGY 3081
Username Varchar(10) PK ‘Tf ® ﬁfﬂ‘ff’ Somchai
Familiar AV Varchar(50) FK | 11s5un3 Anti- Symantec, Mcafee
product malware ﬁi%’si‘]u
sz

4 a S A
M13190 3.5 Swazidoadoyanis Inaa (¥9A1519 Post_Detail)

i viadeya | fAd AINNINY A30819
Post ID Int(5) PK | vunomums Inad | 12345
Username Varchar(10) %6?31‘]95’ Somchai
Post Seq Int(5) 515‘11‘7;17!?15 9
Post Msg Text %ﬂammwa a “You can manually

i}

remove this worm..”

Date Date nan Inas 2008-11-30

Information Varchar(50) ¥ attﬁﬁﬂ‘i’l’ﬂgﬁ Symantec, Mcafee,

Source Kaspersky




d' o E] o A . 1
MINN 3.5 ﬁ'ﬁ1051Ua$lﬂﬂﬂﬂlﬂgﬁﬂ15iwaﬂ (¥9$1319 Post_Detail) (919)
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A
0

a Y
YUAVDYA

a/d

e

AINKNE

M2084

Malware Name

Varchar(50)

A o 4
YOUALIT

Trojan-Downloader..

q' = o9 g @ S A .
M1319N 3.6 swazmﬂﬂmimwway‘aumns (CRIGEFRN Import Detail)

Fo ¥iiavoya Al ANNHINY 081
Import ID Int(5) PK | vanoawmsInad | 12345
Information Varchar(50) FK %xma’ a%ga Symantec, Mcafee,
Source Kaspersky
Malware Name Varchar(50) FK ‘Alf 03 al5 Trojan-Downloader..
Username Varchar(10) %aé"h’f Somchai
Date Date Jufiiinddoya | 2008-11-30

M3 3.7 Toyoamzibonvesunadoya (Information Source Registered data)

(49711519 ISProfile)

v
AWHUIYATUR

voIgAtDYa

tﬂ' a Yy ~ J Y |
¥O ‘Iﬁ-lﬂ‘\l'é)uﬂ el ATNTINIEY AIDEN
Information Varchar(50) PK %‘mmﬁe%ya Symantec, Mcafee,
Source Kaspersky
Technical Terms | Varchar(50) FK | & ﬂﬁWﬁWﬁlﬂﬂﬁ Behavirous, Also
Known as, Payload.
General Terms Varchar(50) %aﬁwﬁwﬁa 117€y Name, Alias Name
Start Pointer Varchar(255) uﬁﬂ HTML f1/on <td nowrap class
o 1 A Y
mtmmqmsmu enc...” /itd>..
YDIYATOYA
Stop Pointer Varchar(255) Ui HTML fiVen | <table class=

“enc_tbl” border=

“O”




Y L Cd 4 q
M15190 3.10 Swazidealszinnueaiands (¥9A1519 Malware Type)

¥ viadeya | Ad | Aanumne RN
Information Varchar(50) PK ‘Tf RI1NY] a'a‘i’faya Symantec, Mcafee,
Source Kaspersky
Malware Name | Varchar(50) FK %aﬁaua{ Trojan-Downloader..
Type Varchar(50) 1Js21am Trojan, Virus, Worm
voaiauas

M3 3.11 5wazBuaszuuU§iians (Foa1319 Malware_0S)

i viadeya | Ag | Anuwne 30814
Information Varchar(50) PK %sm fid‘i’llﬂlluﬂ Symantec, Mcafee,
Source Kaspersky
Malware Name | Varchar(50) FK ‘T}aﬂmni’ Trojan-Downloader..
Operation Varchar(50) 2V UAMS | Windows Server 2003,
System Windows XP.

M3 3.12 SwazidenFosunianI3 (H9A1519 Malware Alias name)

io viadeya | Ad | Aanumane f10819
Information Varchar(50) PK ‘T';mmﬁai’fay,a Symantec, Mcafee,
Source Kaspersky
Malware Name | Varchar(50) FK %ﬁamé{ Trojan-Downloader..
Alias Name Varchar(50) ‘?ﬂl‘%ﬂﬂﬁau’ﬁ‘ Blood Sugar.416

i o @ S A
M3N 3.13 wazdeagiumsmauveaians Feasig Malware Malware routine)

¥o viladeya | Ad | Anwmng RLTN
Information Varchar(50) PK ‘T)’ DUN fiﬂ‘i’l'ﬂy.a Symantec, Mcafee,
Source Kaspersky
Malware Name | Varchar(50) FK ‘Ti ﬂﬁam{ Trojan-Downloader..
Phase Varchar(50) 511}61? Uﬂfl'mn; Installation, Damage,...
Routine Text 3 NuUMsMau The Trojan copies its
voariauay executable file to the
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a = = o @ s A ¥ '
MIINN 3.13 310a210IATNUNITNINUYDINALNIT (¥DA1319 Malware Malware routine) (19)

ﬂ' = Y aJ U )
¥O 'ﬁuﬂ‘llﬂgﬂ 1113} ANNTKNY A3V
Scores Int(5) AZUUUNVDIAIY | 25
=) d' Yo
Jhun1dsums
Tnan
M99 3.14 57002100AYD TIN5 (F9A1519 MCID_details)
d‘ a vy o J Qs v
¥O ‘lf‘l«!ﬂ‘lli’)?éﬁ 31d) AUKNIEY FI9814
MCID Int(5) PK | vueav 143
523197
sauianns
Distribution Varchar(10) anuUENg Active, non-active
Status UNWSNTEAY
Distribution Varchar(10) FZAUNIS Low, Medium, High
Level UNWINTZW
Risk Level Varchar(10) FTAVAMIALIN | Low, Medium, High
=} v Yq 9
Hwanon 1y
Damage Level | Varchar(10) STAVANN Low, Medium, High
=
g
Information Varchar(50) ¥ mmﬁei’fmga Symantec, Mcafee,
Source Kaspersky
Malware Name | Varchar(50) i eﬁ’amé’ Trojan-Downloader..

v
=

a - o J a Y A
MINN 3.15 5'angLﬂﬂﬂil'f]\?1]3$lﬂ1’lﬂl'ENIJmL'J‘J‘YIgﬂ‘IJﬁZ!NuLLﬁ'J (¥9M15 9 Judged Type)

= v
MsyUszundn

4'! a Y ad Qs v
¥o ¥iiavoya el ANNHINY M9819
MCID Int(5) PK | nueav 143
voaraus
Judged Type Varchart (10) FK | iszian Virus, worm, Trojan
@ P Yo
Yo A N 185y




M15190 3.16 S1wazdua loaavee 1959 (Virus Host_details)

50

io viadeya | A8 | AnwuwIng f30819
Information Varchar(50) PK ‘f;mmtiﬁ’ll RIS Symantec, Mcafee,
Source Kaspersky
Malware Name | Varchar (50) FK %aﬁam%’ Trojan-Downloader..
Host Type Varchar (50) Taaﬁmm"h%” o File, Boot sector,...

M3199 3.17 510az1DoAmMATAY09 1258 (Virus Technique details)

i viladoya | Ad ANHNY f0819
Information Varchar(50) PK ‘ff DN ﬁ@%ﬂy‘ﬁ Symantec, Mcafee,
Source Kaspersky
Malware Name | Varchar (50) FK % aﬂauﬁ Trojan-Downloader..
Techniques Varchar (50) FK | inatinves e Appending, Prepending,..

M5199 3.18 Swazidoalszinnveamaiin 1sa (Virus_Technique Type details)

ie yiladoya | Ad ANUHINY A30E1
Information Varchar(50) PK émma’ﬁaga Symantec, Mcafee,
Source Kaspersky
Malware Name | Varchar (50) FK %aﬁauﬁ Trojan-Downloader..
Techniques Varchar (50) FK | iszunnmaiin Infection technique,
Type vosa Stealth technique.

M 1 el d
ﬂ]‘ﬂs‘lﬁ 3.19 5WUﬁZL%Uﬂ'ﬂi8!ﬂ'ﬂﬂ'l$LL‘Wiﬂi&'il'lﬂﬂﬂﬂﬂﬂ@ﬂﬂﬂﬂ?‘nm’ﬂﬁ

(Worm_Distribution_details)

AOUNUADS

¥o viadoya | Ad AU A30E3
Information Varchar(50) PK ‘T;’EJLL‘H da%’ﬂga Symantec, Mcafee,
Source Kaspersky
Malware Name | Varchar (50) FK ‘T;aﬁ'am%" Trojan-Downloader..
Distribution Varchar (50) FK | Yszinnms IM, Email, Network,
Type UWINIZIWUDY Removable storages
Huau device.
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a a Ja 1 Y % % o .
199N 3.20 518?181'6)0?@91‘1]‘5zﬁdﬂ‘l’lwﬂwmI‘VIS U (Trojan_Malicious Purpose details)

¥o viadeya | Ad | Anumng M08
Information Varchar(50) PK %mmde%’ay‘a Symantec, Mcafee,
Source Kaspersky
Malware Name | Varchar (50) FK %eﬁ'am%’ Trojan-Downloader..
Malicious Varchar (50) FK i).ﬂ‘lji b Qﬁ ﬁi,jﬁ Personal information
purpose $wv03 N3y stealing, remote access,..

3.3 MS9NUUUMIMINUUBIIZUY

° a % d v
331 Nsunsusausindeyadiesviasondsoinnllanaiaq  (Malware
Description Gathering Engine)
av n:? 9 7 o a @ Ia o Y

uITeil laeenuuy TsunsusivsawdayameTuredanas nimiinsusay

9 o a £ o d =1 9Y o o @ wa [
Yoyamesuelausnnd laams 9 wunvaslugunnudiians lasdn Tuia vasen
o a @ ¢ A ° { o o a a
flou URL veansia ledmeduiedanas dalisunsuagimihinhdeyasesuiouens
a o o s a S A Y @ A Y o v
tmveaiawrsinldlumsdinaizd weuvnuos doyauaziuiinaslugmanuiiauasla

PUNYNADIANAMUMINYDE1I8A IusTA
o a o o 3 ' (]
Tsunsusausawdoyametinedaursiiuliznen lildeTsunsugos 4 dau fe
4 o o 3 J o = & & o Y
vite Tusunsufmuaninuavilsz$1@asianas (MCID Assigning Engine) $991weii
=< o % v = o s v v v o /i o
AsIAUDIANNEIFOUVRIMaF AT T TusEuY AunideyaveiaulsiAeaiu
¥ o o 0“0 ¥ s

Tuaanilad uasfmuamnenvilszidasaudanas aes Tsunsuud lvilymduany
4 5
HaINNa18N197 11 1598319 (Schematic Heterogeneous Solution Engine) #9111

da d ad

4 = tg =
udflymanunannarsinadunamsysanmsdeya a 1sunsuiinsiziacisaly
° a % J = 3 A o Y da daadad daa
ANDTUIWUALIT (Malware Properties Analysis Engine) mmmmmswwmnmwn‘lu
o a o S A ° o % 4 9 A a [
maﬁmunamsmammmuuﬂﬂizm‘nmmuams uﬁzfﬁﬁ’nﬂﬂ’ﬂ Tﬂmﬂsuﬂszmunu

{ a % 4 - 5 o
ANAINNAAVINGALIS (Malware Threat Analysis Engine) JAUAINIINVYOINITHINTUUDY

Y ° a L o a1 3 ~
szuusTswTeyameietandsnnnl ladas q dunaasluglin 3.5
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Webpage Webpage
From
Source 2 Source 3

MCID Assigning

Maiware Property
Analysis Engine

Malware Threat
Analysis Engine

Keywords Analysis Engine

Unified
Database

$ ° a Y o ]
3N 355 szuusausmdeyadiefueiamsnanlivedg o

° o Y d
-Tlsunsummuawnernviszd1da3msfams (MCID Assigning Engine)
v 7.4 o o ¥ 9 [l Y @ o q’: 9 =
nsundauaidrImivadigszuugiuanuitauriviu vedealins
=< : 9 @ d A 1 o o @
ATIVADUDIANNTIFOUVDINALISIToNOY las Tdsunsudmuarvioiavlszsiann
v @ (dy ' 9 o (3 s W do o 1 9 A VY9 a9
swdaniirasnaeugNlugwaiudtansiuiidamiaifinarudmielu d1iuds
< Y g A = o R g o VY Ve °
AVZUIIVOANIMADUDINITNUN LI N IFoUNY uao 1di Tdsunsueziinisasrvaey
' VoA @ A a ) o . v W dlat 1 Y Y o
m"lﬂawaﬁaﬂuawmwnmmnmmm‘lﬂuuumqnuummmagumiuimmmgumm
A v Y ' 9 o ¢ ' o ¢ a @ a 1A A ' o
wie 1 dinimuluguanudiansuaasiuuiawsiorduiiswaiises onaieiu
=S 9 A’ A a I~ ° ' 0 -0 @ o @ 4
wazevzveyadu o AN Tl sunsunziihn s seidas awdanlsvniiauns
P | 9 o o ° Y o @ d o VoA yvq ¥ b " @ f:
wunny lugmanuiiansnsdmualidudauaia na e 149z Tdnsuiniauaie
@ dyﬂ s o A u u:.é ~ o @ VY [ [ 9 Y (:,'
avsdriiluianidideanuuaiiyesonideiu uadmini linudeyavewiauasiiuly
Y 4 o U U Y v o @ = 9 v ad
JwuaNuitands Tlsunsuezimuant MCID m v liundauasd lnidazdouduai
|°y @ d'd V 9 Y
Ty McID Afiegudalugmdeya
¥ :: o 4 @ P
Aoy 1sunsuaziiweranas ldur lund ladn ldasnzidon 131y

Y Ay oA o o lc’l‘ oA e e o Vo9
VYA lWﬂﬂu‘H']’J'l‘lfﬂ‘l]?)\?“ﬁll')iﬁ'ﬂﬂUuuﬁiQﬂ‘U‘BﬂliUﬂ‘UENllﬁll')S1ullﬁﬁﬂilﬂy,ﬂ
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' ¥
A

@ L 9 v A (=) A~ o A L S w J
Ualnsﬂlﬂﬂ"q Iﬂﬂﬂ'ﬂﬂﬁHﬂiUWU')’]NL'Jﬂvl“]fﬂﬂuﬂll%ﬂﬁUﬂﬁiQﬂU%@ﬂlUQNﬁll')iﬂ?ﬂQﬂﬁ‘n

v

o o ¥ v W d o H ' @ [ [
guUfIIIMIMMuam MCID IHAuTamsnauafinudloa1 MCID ey uadl lainy

o

<1 i ¥ 3 o o o
szvunzdignszuiumsae 1 Tasduaoumsiauvesszuusmuanueonvlszsds

v v
Safauadiinlduaas 13 lugili 3.6

Liidh

gl
Founzunastoun

Anidelal

Temn
winieu

Auw Malware

Auou

upudeys

wiein MCID

Tuai

i MCID #ising

\ 4

rimundn MCID
Wifusiauaifidumw

P

wRnvane

R

Thsunnfiaroiasiin
indedneiaud

dudinieyandlu
uanailauad

o

31U 3.6 esvemshaulUsunsusmuanminoeulszidswiauad
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-Tlsupsunudlvilymanumanvaemaiiulassa$a (Schematic
Heterogeneous Solution Engine)
[ ~ o a C% Y o
nasnnidieduiedauds IdrunszuiumsasaeuluTsunsudmua
v
minmavszd s awianns Tdudniu Tsunsuud ludymdwanunanvaisegsing
Pz o ks o s o et 1% 4 Yy 9
a1l Inaadesodanrinnnl lyduududu vdienars HTML Fawzilszneudodoya
Medineiianinusigegnieluendrs HTML s 1Aavesnist HTML daaaslugili
i iy e 49 4 ' v s9 A A ey
3.7 ngdasmiundoyandesnistiuezedioniuldavesnisy HTML Fevzilyaisudu
= Qy o d‘ 2 o ] d'A' 9 9 o ] c;
(Start Point) L1AZIATUAA (Stop Point) INBVONDIR MM IRISUALVRITOYAUATA LML
Qy 9 o w 3 9 o a @ vflllﬂ'z Y v
dugavesteyamudiiy lasmsszuonusazgadoyalumodunedans 1di 1zdeld
Yy Ay v Yy v 9 ' bty @ a o & - o 4 v
i ldeenuun Pududwngae nanfe nismniaal Inaadiesuieiaursuuda
v . ¥
i Tlsunsuaziitsvagioonyaauduios a1 gAve AT alAnL YADDANININAIIY

e J

Vv ' v
ISProfile Ap N Isunsuazisudumidoyaudazya o lddoyadsndiuds Tusunsuey
o = o @ a o el e %
ihwmeandduanuumnelums S suisusidwimaiaunseaougdamidmyiaiy
¥ o ' A g v = a4 9 a ) ) &
YoIv0AAINA1 e TN I InNHINsRnRYTsvedeya devimiuaz Tsunsuey
o & o o o & =< v @ A v -9 Ay g
tunnddniduigaeueniinnuvnovesdeyaasludaals weidunisueniidoyanld
q’;‘ = A 9 a ] A A Y Y Y o !Vlsl v 9
Huiinnumuishiunsuruls moiz 1ddsudeyansluganuivansldedgndes
L yolhy S A gy ) ¥ o ¥
AWAUNINGTNISE ApvIniiio Iddoyaudazyadeyansuuds Tsunsuaziidoya
v = a i @ ad V u’: o
uanzyan 14 lAnsiziadiisede U Tasdunounisiiauves T sunswud luanu

E4 '
nannarou lduaaalilugili 3.8

<tr>

<td clasezenc roy, 2 wWitth=2N%3zFeah, 10 0N8sAde strz,
<tr>

<td nowrap class=enc_row_1><b>Description added</b></td> Stop Point

<td nowrap class=enc_row_1><b KLMark="loc_msgdetectdate v">Detection added</b></td>

1]4' ° o ) - Yy d
3Un 3.7 ﬂ"liﬂ'n’i'Llﬂﬁ'lllﬂuQliﬁJﬁuuagﬂquﬂIﬂUGl‘]ﬂlﬂﬂ HTML
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d . Y J
- iﬂi!!ﬂiu?l!ﬂ513?1?}9!%7“1]91‘110\1”6!!’3‘5 (Malware Properties Analysis Engine)
~ Y o a ' % e ~
i]'lf'lﬂTi‘YlLi']‘lﬂ’Jlﬂﬁ']z‘HWi]ﬂﬂiiNﬂ31ﬂllﬂﬂﬂ1ﬁlﬂﬂi~lmnilmﬁzﬂimﬂﬂiuﬂﬂﬂ 74
: Vo e a @ ey ¥ 3 a o C% 4
3J’ILL€1"J‘HH mwmmmﬁ‘uwnamsLmaznmawmg,auuﬁmseﬁmﬂmimammamams
' 9 | adad o A Y Y [ [l ° a % o 1 q’ll
ﬂizm‘wma ) AIWNANAUITANVUDUNU INAIDYIUYU 114?119‘51]18111‘“!'35'“?)\11'35?[1‘!”
¥
L% an v @ [ o '
invzszydadimsunsiye 1hialideTead Inaihmanoeaue Wy Append, Prepend 130
° a @ a o‘:/‘ S @ A o w s
Infect si‘_luﬁ'u ﬂ"I'ﬂﬁ“lﬂUNﬁLL?gﬂJﬂQﬁuﬂuﬂﬂNWi}m@iuuﬂuﬂ%zilﬂ'lﬁﬂﬂﬂﬁﬁ‘l]ﬂﬂaﬁﬂ'ﬁ
uWINTTNBAWU1 IIMTouny 1% Distribute, Spread 138 Propagate 1Hudu nazii
o a @ 4 @ 3 < A o0 w S =] ° @ Y
maﬁmuuamwaﬂm%uuun%zuﬂ1ﬂwwwm‘uaﬂmmsmamﬂlaﬂm%unm'h L¥U
Password stealing, Key logging %350 Backdoor Trojan Wudu

[% 3 v a wa s P ] @ n’;' o o ad
muu1uﬂ1ﬁmﬂﬁuﬂmﬁnummuammmsmuu 'ﬁuﬂumsmmmmﬁansmm

o a J @ i ' o a @ 4 @ a
Tfa nuounouianed uazInsiu Mls1ngogludiedvreians siawisadaduy
wa @ o & @ ° a '4 wva o o
ﬂm’du‘ummuamsxmaxm"lﬁ'mnqmsmimu3m1un1iamswﬂf}mau‘umuamsmw

naaluridedalyl

° a d wa 0 d

O gasinnalumiinszvipamniavesians
[ a v o a wa s Jd P ' q’:
nnvannMsaa lunsdeduguauiduesiansamildnan ludniu

3 o °o_ @ o ° a Qs LB,
ansamuasvauidminny ludeiuisianisudazlszinneenunlugdves

S d oA ° o [ 9 ' g
lﬂﬂim‘uﬂ “ﬁqqmiﬂ’ﬁFnu’)ﬂlﬂQﬂa1’3ullﬁﬂ\3ﬂ')ﬂﬂuﬂ13ﬂﬂqﬂu

Virus (%) = Sum (KeywordSVims )

(3.1)

Total
Wormm (%)= Sum (Keywordsy,, ) (32)
Total
S K ds.
Trojan (%) = OO i) 33)
Total

Total = Sum (Keywords, ;. )+Sum (Keywords,,, )+Sum (Keywords,,...) (3.4)

Sum (Keywords) = Z(Keywordsi) (3.5)

adad o

A ~ » ~ ° a a o
o Keywords, iufdidsadin i iwuluseduiianns

adad o A o a %
Sum (Keywords,, . ) iuwasawvesddidsmlszianlaiaiinu ludotuedauns
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Sad a o
Sum (Keywords,, ) Wluwaswveddiisalszinnmuouneuivimes inylu
o a @ 4
ADTUIWNALLIT
Sum (K d Huwa Ad3saszianInssuiiwylusros e
um (Keywords,,...) WUKNATINYDINGNIAUITLL
@ d
AL
= @ ' ° adad o A o A o ¢ A
Virus (%) ri‘_luamwmummuﬂummm%iﬁwwv‘lumeﬁmuumm 1o
et s e = S = P S i
WSsumeunuieauagsanamuannu ludmesedaws Wuesidua
[ l o AaAdad a S o a
Worm (%) U@ uiuaoisavesrueunouinmosnnylusiesuie
& P S il e e PR ke P Pl
Jauds TeonfSeumeunuadgisanamuannuludiesedanas dumlesidua
£ @ 1 ° adad v A o a LY J
Trojan (%) Li‘luammaummuﬂummmimwmwu‘lumaﬁuwnmm Tay

=1 v adad 3 - o a Y o Jd a3 o
Wisumosunuagnsanamuanuwylumesuodans Wutlesidud

“...Infected files will increase in size by 1,701 bytes. Evil is not able to recognize when it has

previously infected a file, so it may reinfect .COM files several times. Each infection will result

in another 1,701 bytes of viral code being appended to the file. Like PhoenixD, Evil will infect

files when they are opened for any reason, in addition to when they are executed. The simple act

of copying a .COM file will result in both the source and target .COM files being infected.

Systems infected with the Evil virus will experience problems with executing CHKDSK.COM.

”»”

Y @ 1 adad o A ° a Y 4
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“...This worm is dropped by W32/Autorun.worm.zu.dr. This worm spreads by copying itself to
network shares and to removable devices, along with an “Autorun.inf”. This description is for a
worm that is capable of spreading through removable devices and network shares. The

characteristics of this worm in regards to file names, folders created etc. ...”
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“..Password Stealers may steal data from the hard drive. This data might include: CD Keys for
various games credit card details your local username/password It may also log keystrokes for
login details for banking applications, for example while Internet Explorer is open and
connected to specific websites. As it is trivial for the malware author to modify the Password

Stealer to transmit data to a different website or web address, McAfee write detection routines

for these Trojans which as a general rule do not include these strings in the detection routine..”
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Diff A = Max (%) — Mid (%) (3.6)
Diff B = Mid (%) — Min (%) (3.7)
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Home Retrieval system Malware Info

ogn MIG Register System

Username

Password Username :

— Password :
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Home Retrieval system Malware Info

MIG Register System

Password Username :

Password :

Name :

Sumame :

Sex : 9 Male ® Female

Email : .

Telephone : * (XXX XXXX)
Mobile Phone : * (XX-XXX-XXX)
ID Numbers': * (15 Digits)

3 42 uuesudmiveinsmndnngqudouladionny

Retrieval system Malware Info Register FAQs

profile has been collected
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Maly_yare Retrieval ¢

Retrieval system Malware Info Register FAQs

i 4.4 wihmlmuaasdeninuiledldnsendeyaligndes

Retrieval system Malware Info Register FAQs

Welcome to Malwars

Welcome to Unified Malware
Retrieval System

Retrieval System

We'll guide you about the differen

This thesis also help users to retrieve malware knowledge from famous

M 1 - A v
i 45 wihmlwendlddendudunluszuudinvenamadiounds
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Malware Retrieval System
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Home Retrieval system Malware Info

Information Source Register System
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SIONS Polls

g Whole site @ Viruses

All Threats

Home / Search
Search

................................................................

|sEARCHSTRING | search |

I™ Checkthis boxto only search viruses which have a3 description
I™ Check this box to search for Kaspersky Lab names only (no aliases included insearch)

Phrase to find: "SEARCHSTRING"
Found: 0

.........................................................................................

it webmaster@viruslist com KAS PE '(Swﬁ

§ o U ° @ Y d '
71 48 dedreminay leadmivdumdeyaiaurFvsumdadoyn

fedineNauds

@ viruslist.com - Information ... >

S=SEARCHSTRING

All Threats Viruses
Viruslist.com Search Home /
] Search
k ﬁ )i I'"""""""'"""-"'""""'T'“""'"""""'""""'""“‘
i i All site search i Virus search i
The Virus Search only e T A R e S e e s e e e SR el R S e
searches the virus : ]
database, which contains ’ SEARCHSTRING
Kaspersky Lab malware H iﬂ‘_l
names and all available i I Checkthis box to only search viruses which have a description
aliases for each name. it $ : . &
does not sesrch the entire . r Check this box to search for Kaspersky Lab names only (no aliases included in search)
. ! Phrase to find: "SEARCHSTRING"
The Site Search searches : Found:0
the entire site, including the
R I R - - e e N L i e e e GRS Siap =R St i

31N 4.9 1 URL 7149 1nmsAuniAdiisa “SEARCHSTRING” v2Qnianq
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~ Malware Retrieval

Home Retrieval system Malware Info

Information Source Register
System

S - 3 < e
LADTOrmMalYon Source

Please Enter Keyword "SEARCHSTRING" into Search URL on
information Source Search Page.

st.com/en/find?search_mode =virus&w ords=searchstring8x=08y=0
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o 1 : a dad o . Aa o s o
ameld MCID Rvau devimiu Tilsunsussdinswviaaisalusefinoianaimariiuay
o o & 3 a L \J 3
tudindeyaveniauriaclugmdeyadsdlfaumnsoSongfresuneiauaiivariildnn

A 3 - o 1 o da : o '
FZUUMSHAAIHA Feeznardeluiadede ] Taswadninldnindunsumsiianuma q
voszuanslugin 4.12

Malware Retrieval System

Malware Info Register FAQs

Please Insert Malware Description URL

http:f/www.eset.com/threat-center/encyclopedia/thi m

Please register Information Sotirce Profile first,

31 4.11 szvvezududeuuvdsdeyadsnariiud li'ldamadion



82

Malware Info Register FAQs

http://www.symantec.com/security_response/writeug m

Step 1: Information Source Profile Checking
Information Source ; Symantec

Malware Name : W32 .Beagle.AG@mm

Step 2: Duplicate Name Checking :

Step 3: Cross Reference Checking :

Maiware Name : Email- W Nin32.Bagle
Malware Name :* W32/Bagle.ai

Step 4: Assign MCID Number : 143

Final Step : Retrieve data to database

Retrieve results

31 4.12 wamsnanesmsiiuthhefinedaurinnioda o
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4.3 zuuMmsuaaINag (Results Viewer system)
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Retrieval system Register FAQs

MCID=143

Full View

email- worm. wir ) aspers . W32/b 31 {(Mcafee) w32 beagle.ag@mm
(Symantec)

w32.beagle.ao@mm,win32.hlin.beagle.25088 , wi2/bagie aq, win32/bagle.ag@mm,
troj_bagle.ac, worm/bagle.al.2, w32/bagle.aj@mm, win32: beagle-ai, proxy.7.bf,
win32.ba 2!@mm, worm.bagle.zi, w32/bagle.am.worm, win22/bagle ai,worm_bagle.ah,
w32/bagle- ai, win32.bagle.a!

Discovery Date Lastest Published Date Modified Date

2007-02=1 2007-02-13

In The wild Distribution Level Damage Level

Non- ac Hve Higt OW Medium

Malware Type Worm

os Windows 2000, Windows 95, Windows 938, Windows Me, Windows N
Windows X§

Symantec
Kasperzky

Mcafee

Kaspersky

Symante

31 4.13 nsuaasfoyasdradugiliy
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Need some help, 1 can't remove this malware out fr my
pc, It says that "This File has been used by another
program”. You guys have any ideas how to remove this
thing ? thx.

I have found this problem too, like #1.

So I tried to run "Msconfig" command but this program
automatic shut itself down.-*

I tried again with "Regedit" command it shut ifself
down again.

Stil wait for a good solution.

sted By : ManusBIJ[Member] - [2008-12-

1 think you guys should try this way

you should boot in safe mode and manualiy remove
malicious program

I guess it'll work this way. 7~~~

mber] -

Yolr'can y stop malwere process by usa Bincess.exe
Ehat .y n.dewnload via this link

by this tool you can rianually stop malicious process by

yourself Then vou can folow Solution instructonthat
information, source provided

Merabery = [2 008 42

71 414 msuamsdoyandradugiluun (de)
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Ma ware Retrieva

Home Retrieval system gister FAQs

MCID=143

Voted View

Discovery Date Lastest Published Date Modified Date

004-7-19 Sy

Malware Type

0Ss

Ozt ¥4 *

You' ¢an, casily stop mMalwars prticess by (ise Protessiexa
that you can do ad via this link

by rhis lyou can mmanually stop malicicus process by
yourself. Then your can follow Solution instruction that
infoifiation souree provided.,

sted By SonchnifMembert™=)
*

31 4.15 dedndeteinaawai 185ums Tnaauda
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4.4 MINAABIATHANTINAABITZUUINIAAZUUY (Malware Voting System)
tdowmmiazunzi«‘n'nquuﬁmsa‘iuwﬁmnfﬁmﬁmﬁuﬁwswazxﬁuaﬁ
unnereiuly aunasdoyaliswaziBontoaduiiudludouduazidon aundadeyn
IsvaziBoainsasudeyamamaiinvesiauaiidany luvaziivamelilgesue
TwazdvalunsAndanentsuninszaieels s1aadlaTemaligldidunemannse
Tmaliazuuuiumesiiawniuasdenuuansnaufamiue 4 finseunqu 1014
heuaziiswazideansoudiu i?mzuuuﬁ'lﬁ\nnmsTn'Jm‘fezqnﬁ'uﬁnm‘lug1u1‘|'0ym'v10
i hillszananalumsuansdeyalundmadniuuy voted view ae'lil Taodaedrams

14 l
Tmaaiunaaslugili 4.16

Your Voted Score has received.

Thank you for voting.

Comment #1 #

Need some help, I can't ren
pc, It says that "This File h.
program”. You guys have ar
thing ? thx.

Posted By somiidJHIMembe

nt #2 &

I have found this problem too, like #1.

So I tried to run "Msconfig" command but this program
automatic shut itself down.-*-

I tried again with "Regedit" command but it shut ifself

710 4.17 wadnionns Twaanzin I fudonnuuansn iy
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4.5 MINABBIASHANTINAABIIZUUUTAINNINAATY (Malware Comment

Sysfem)

wonimilenndeyadrofieiauniiilsz Teminnunasdeyade 4 ufniuy
Feiiddgdndmilsifennuiuniosmushnndiiidssaunsalifeafuiauad Feeed
dausomded1d18Tuethann idesnaauihumaridudiidudasvin 1dszay
wfuaues Seeusniunesneldldviusunsw 8o reazidon aneasuannse
Ml eunieudlvilaym 185 Feluamidseiieariudalss Tomfvesmssauuuans
anwdaruil SseygnalWmninfiamedoufumaessnumusonaamanshmiode
SuuzAnmnianimdnaminlg hineudunsefineseazBoad i@y nie
umsuuzininsudlvilyuiiidaniauiddendin nfemsmsaauaioenin
in30aveaf14 ifudu Tunms Tnaddennuuasnanniniy §l¥aunsefuidonani
é’mmsex'(waﬁ’m'lﬁmvfuﬁin‘luzﬂﬁ 4.18 1nsiunALl Submit Ay Inaddenanuasly
STUY eianmfu:zumz\iﬁammﬁmdnﬁuﬁﬂm'lug1u1’|'aqnuazuﬂmﬂan11unau§'u

¥ < a v a
03 Inavesdlddauanslugaln 4.19 anudaiu Inun gl 18 Inaszueaalugali 4.20

COT e IL-2r 47 o

You can ‘easily stop malwaie process\by use Pracess.exe
that you can-downlead da this link

by this tool you-can atly stop imtalicious niecess by
yourself. Thei you can follow Selution instruction that
information solirce provided.

Posied Gy .t Somctenivambert = 20067251 0 09:37:54]
19 ponts ¥

website by this link

<a
href="http://download.hijackthis.eu/HITInstall.ex
e"
target="_blank">http://download.hijackthis.eu/H]
TInstall.exe</a>

Good Luck.

31 4.18 @rwdrms Inandeanuuaasnnufamiv
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Home Retrieval system Register

f o . &
71 4.19 i1 14%ms Inaddenmuuansnnufariuuds

Comment #5-¥

Another foolthat Ithinkit's useful for Gsari is
“Hijackthis'-You can direct dowwnload frem official wabsite
by this link i@ R i} ex
Good Ehckl

VY ek -

ReSFel B T AT R o 2005020108 R 40321

Ui 420 anuAantuid1d Inadidhunlng
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Computer Viruses Metadata

Chittanond Pheunphiphop, Mayuree Lertwatechakul
Department of Information Engineering
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Abstract-As to enable a variety of the Internet users to easily
achieve and share virus description, a convenient platform and
well defined general terms are required. In this paper, various
virus techniques, behaviors and damages have been analyzed to
design the virus metaschema. We defined a set of general terms
to represent virus description words for several conflict terms.
This could help people to easily understand and make it
comfortable to exchange to the public.

I.  INTRODUCTION

At the moment, the outbreak of virus has - spread
increasingly than ever while virus information source or
description of each virus limited only in the websites of
antivirus companies or organizations. Description of each
virus has been provided as individual without distinct data
exchange or sharing with other company or organization.

In this paper, analytical study has been done on technique
and behavior of the viruses in order to design the structure of
database by using NIAM model which is easy to be applied by
illustrated presentation. This metadata presentation is provided
with simple description and definition for easy access and
meant to publicize this knowledge to anyone interests in virus,
for better understanding and gain more viruses data exchange
among people, communities & organization.

IL. - THE STUDY OF VIRUSES

Computer virus [1] is a type of computer program designed
to rapidly replicate itself into targeted computer’s files without
user notice or permission. But virus unable to replicate itself
across the other computer except that the user manages
himself as a carrier, for instance, virus can be distributed only
when infected user attaches file or document via email.
Exchanging diskette, CD-ROM and Flash drive with virus
infected are the other ways that allow virus to spread into
other computers. That’s it, the virus keep replicate itself over
and over again.

Computer virus can be divided into two categories. Based
on infected environment or infected methods [2]. In this paper,
we have designed the concept virus metadata which is mainly
concern on infected environment type.

Most viruses can be found in one of the following
environments:

e  File

¢ Boot sector
e  Macro command
«  Script host

A Virus behavior
Among the various types of virus we confront with, there
are always common traits which can be divided into three
phases as following:
Installation phase: The phase that virus writer intends to
install virus code into user’s computer.
Infection phase: The phase after virus installation, virus
will spread itself into targeted file as it designed by writer.
Damaged phase: This phase is meant to cause damage to
user directly from virus or its side effect. The damage also
includes the effect that occurred during the infection phase.
B. Virus technique
We can categorize virus technique as following [3, 4, 5]:
¢ Stealth: Stealth virus can conceal their presence from
antivirus program. It can also inhibit in computer
without user’s awareness.
¢ Polymorphic or Encrypted: This type of virus got
many appearances in order to hide their signature by
scrambling virus body to avoid a detection of antivirus
programs. Moreover its encrypted virus body always be
changed.
¢ Metamorphic:  This- technique is similar to
polymorphic but it has additional part which calls
‘Mutation  Engine” which can change both of
decryption routine and encryption virus body.
¢ Memory Resident: Viruses use this technique to load
itself in to computer memory and to infect the next
loaded program file.
¢ Multipartite Viruses: This virus infects both in file
and boot sector. It can also spread itself across infected
program file to boot sector.
¢ Overwriting Viruses: This virus type replaces itself to
a target file.
¢ Companion Virnses: This virus is similar to
overwriting virus, moreover it rename the original file
to the new one. For instance PROGRAM.EXE to
PROGRAM.EXD, when computer run
PROGRAM.EXE virus code will activate first and
execute original afterwards.
¢ Prepending Viruses: These viruses write itself to the
beginning of the file.
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¢ Appending Viruses: These viruses write itself to the
end of the file.

C. Damages cfviruses
In this paper, we define damage as an action caused by virus
means harm that occurs to user no matter what it came from
virus writer’s intention or side effect. Damages occurred to
user can categorized as following:
¢ Interface damaged: Annoying user’s interface such as
display monitor, mouse, speaker etc. For example, virus
distorts displayed font on user monitor.
¢ Data damaged: Damage to user’s documents or files
by erasing or modifying user’s data, for example, some
virus searched text in user’s document and replaced it
with the virus text.
¢ System file damaged: Damage to operational system,
boot sector and CMOS, for example, when virus erases
or modifies system file of the operational system or
boot sector of hard disk or CMOS. So that user could
not run computer as usual.
® Accessible damaged: Virus may changes or create
password access mode that’s used to access a file or
document. So user cannot open document or file.
¢ Program damaged: Damage to programs, virus would
erase or hide significant menu, sometimes virus make
program unable to run normally.
¢ Security damaged: Damage to security system, virus
would erase antivirus program files or modify security
menu to allow virus intrusion,
¢ Overall data damaged: Damage to all storage data,
virus would erase or destroy all data in the computer,
for example, virus may using command such as Format
C:/, DELI* . *@th.
¢ Performance damaged: Damage which is caused by
existence of virus in computer memory which mean
computer has wasted its resource. This category
includes computer halt, shutdown or restart itself
unexpected.

I1I. NIAM CONCEPTUAL SCHEMA MODEL

After we have analyzed the detail of viruses' behaviors,
viruses' techniques and viruses' damages from various
information sources. We could design a computer virus
conceptual schema as shown in Figure 1. The schema was
designed on purpose that virus description has to cover all
important data that useful for user and represent it in the way
that is easy to understand.

According to our design, virus deseription has been grouped
into two groups, first group is mandatory data to user such as
virus name, OS, technique of virus, infected environment of
virus, virus’s routine, damage of virus and virus infected file
type. The second group consists of supplementary data such as
alias name of virus, in the wild, risk rate, reporter’s name,
reporting date and virus’s message.
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NIAM conceptual schema in Figure 1. could be mapped by
optimal algorithm to relational schema as shown in Figure 2.

Virws_AliasName
(Vb J AN |
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[ Enmironneat ]
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Figure 2. Corresponding relational computer virus
mapped from Figure 1.



TABLE 1 TABLE 3
Computer virus Example of data in Virus_Overall table from Sophos Plc
Entity\ Label name Description Exampl Vius_ID | Virus_Name Risk_Rate In_the_wild
Virus (ID) Identity of virus 1D0001
Vims Name Name of virus Jerusalem 1D0001 | Jerusalem * z
Alias Name Virus alias name Israel " 3
*." = Not ti 3
0S (Name) Operation System Windows XP Conienie )
Technique (Name) Virus technigue Stealth
Environment (Name) Type of virus File virus TABLE 4
Pha'se (Name) Phase of virus p 2 Example of data in Virus_Overall table from Trend Micro Incorporated
Activate Event Tivent that sokiats it Friday 13th, % : > " "
(Description) m g Tuly 18th. | Virus ID | Virus Name Risk Rate In_the wild _;
Messages Messages that virus “!Hola yo soy D000 1 Terusalem Low Yes i
(Description) display to user. Ruperto y......” -4
D ed Type (Name) Virus damaged type. 'lllterfacej
Target of Damaged Target of virus damage. Monitor,
(Name) Keyboards TABLE 5
Damaged description Description of virns “The systems Example of data in Virus_ Overall table from Symantec Corporation ___
Lo Newoom Virs_ID | Virus_Name Risk_Rate In_the_wild i
Messages Description Messages description. “The messa...” S 1L = = =— $
Report date Date of reporting 13/10/2006 1D0001 Jerusalem.1808 | Low Yes i
Risk Rate (Level) Risk rate of virus. Low.
e wild (Stam Show that virus is in the Yes, (Jerusalem. 1808 in § Corp is similar to Jerusalem on other
n the wild ( s) wild dr 5ok, No. virus information source.)
Routine (Description) Virus routine. “Vinus infec...”
File T N Target file that virus COM
ile Type (Name) intend 1o infect. EXE TABLE 6
Size (Byte) :li" °"f':“& — 15‘}8'{’ ‘S’w Example of data in Virus Phase Routine table from F-Secure Corporation
ame of description > X < :
Reporter name (Name) sporter P “MR. Neo™. Vims_ID | Phase Routine
1D0001 Installati -
Table 1 is virus metadata that describes entities name, 1D0001 B ioctiod™= Virs infects :exe RerSnd over.
descriptions and examples of corresponding label of NIAM
TD0001 Damaged

schema computer viruses.

IV. EXPERIMENT

As to prove the consistency of the designed schema, we
tried to populate existing data of viruses from various
information sources as following:

F-Secure Cosporation [6]
Sophos Plc 7]

Trend Micro Incorporated [8]
Symantec Corporation [9]

Because of limitation in this paper, we could show only
some parts of some tables that are populated by existing data
of Jerusalem virus. Table 2-9 is created in order to show that
each virus information sources is concerning on different set
of virus description attributes.

TABLE 2
Example of data in Virus_Overall table from F-Secure C mionr__.\
Vinus_ID | Virus_Name Risk_Rate In_the_wild :
i
1D0001 Jerusalem - S H
-

(“” = Not mention t0.)

‘When virus is activates on Friday 13 th, it
deleting programs that run on that day.
Thirty fected program is
run virus will slows the computer down
and make a part of the screen scroll up two
lines. Virus continues infects the same file

after an i

over and over in order to wastes computer

resource.
(7= Not mention to.)
TABLE 7
Example of data in Virus_Phase_Routine table from Sophos Plc
Vims 1D | Phase Routine
1D0001 Installation | -
iD0001 Infection
Virus infected exe file over and over again
and increased they size. But .com files it
infected only once
TD0001 Damaged
After infected thirty minutes, virus scrolled
screen up two lines, then it slows the system
down. On Friday 13th it deletes every
program run.

(""" = Not mention to.)
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TABLE 8
Example of data in Virus Phase Routine table from Trend Micro
i€ 01 data in_Virus ouline

¥j@ lg Phase Routine

TD0001 Installation | When user run infected file virus load
itself in memory

1D0001 Infection Virus stay in memory then infect
program files as they are d

D0001 D d Virus i d infe files in order

fo wastes computer resource. Thirty
minutes after an infected program is
mn virus will slows the computer
down and will delete any program
started on Friday the 13th of any year.

TABLE 9

Example of data in Virus Phase Routine table from Symantec Corporation
Vins_ID Ph: i

s, Phase Routine
1D0001 Installati -
1D0001 Infection -
1D0001 Damaged Virus active every Friday 13th, it

deletes any running program. Thirty
minutes after first deletion, the
computer slows down and the screen

scrolls up two lines.

("= Not mention to.)

Each information sources got their technical terms that
might be incommon and this may difficult for users to
understand. As to solve this problem, we have to choose the
most popular terms or defined more meaningful names to be
used as general virus technical terms. The well defined general
terms will be stored in Technical to general terms mapping
table as shown Table 10.
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V. RESULT

After we have populated existing data of Jerusalem virus
from various information sources into virus metadata tables.
We found that each virus information source describes viruses
in arbitrary way, some provides sufficient details and some
doesn’t. Table 11 is created to show what kind of mandatory
virus description data that we found in each virus information
source.

Table 11 shows that Trend Micro Incorporated reveals virus
description covers almost all mandatory data except for OS
information. Whereas Symantec Corporation is less mention
on mandatory data which is required on each virus description
such as virus’s technique, infected environment of virus and
routine process.

TABLE 11
M 'y virus description table

Entity\Company_ F S T Sy | A

Virus Name Yes | Yes | Yes | Yes | Yes
oS No | No | No | Yes | Yes
Technique Yes | No | Yes | No | Yes
Envi No | No | Yes | No | Yes
Damaged descripti Yes | YeShi Yes | Yes | Yes
Routine” No| No [ Yes | No | Yes
File type Yes | Yes | Yes | Yes | Yes

F=F-Secure Corporation, S= Sophos Plc, T= Trend Micro Incorporated,
Sy= Sy Coiporation, A= Our data, Routine’ = Description has
to covers all phase of the routine process.

VL CONCLUSION
In this paper, we present metadata for computer viruses that

{ABLEYS and the well defined general virus technical terms for easily
Technical 1o general terms mapping table understand. The content of technical to general terms mapping
Entity\Company F S & Sy table is intended to solve the conflict terms problems of
Affected Gl various information sources. Furthermore this metadata can be
os Platform | Operating | Platform Afh used as exchangeable format among interested people or
Systems viruses’ community.
Damaged - - 4 Damage
£ REFERENCES
Target
File Type 4 > 5 of [1] Sanya Klongnaivai, “Malware on IT eqmpmem"
13 htip:/pelab.nectec.or.th/D: /Malware.pdf.
nfection ? K LabInd ,,"Classmexses :
Also h"p:ll\vww i ibed?ch 152540474
Alias N: Ali Ali Ali Known (3] Sub 2, SR, Lakshminamasimhan, N., “C viuses”, in
2 - & + o ks Poteaials IEEE, Vokume 20, Issue 4, Oct-Nov 2001, p. 16 - 19.
As {4] - Sanya Klongnaivai_and Th Chewaprapanon, “Polymorphic and
Writeup Metamorphic Viruses: The formidable adversaries”,
Reporter name 2 * y By http://ww thaicert.nectec.or.th/paper/virus/polymorphic. php.
[5]  Peter Szor, “The art of computer virus research and defense”, Addison
In the wild = ¥ In the Wild Wesley Professional, 2005.
Wild [6] F-Secure Corporation, http.//www.f-secure.com.
Overall (7} Sephos Plc., http://www.sophos.com.
X - Risk (8]  Trend Micro Incorporated, htip://www.trendmicro.com.
Risk rate 3 = Risk Tevel [9] Symantec Corporation, http:/www.symantec.com
Rating
F=F-Secure Corporation, S= Sophos Plc, T= Trend Micro Incorporated,

Sy= Symantec Corporation
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Abstract

Nowadays, malware problem becomes mcjor
issue in the Internet. As to provide knowledge about
malware to pecple many websites or anti-virus
vendors provide malware description through their
websites. But each c¢f them has their individual
technical terms which may make the irformation
become non-integriiy to pecple’s sense. In order to
solve the problem, we have designed malware
metadata  which covers almost all malware
descriptions from various pcpular sources. We also
provide tool to retrieve, analyze and store malware
descriptions as to present it publicly in a unfied
pattern.

Key Words: Malware,
Descriptions Platform

Classification, Unified

1. Introduction

In order to protect people from malwares, users
should to have knowledge about malwares as to
understand how they propagate and infect into their
computers. Generally, malwares are classified from
their properties into viruses, worms and Trcjan
horses. Presently, malware descriptions can be easily
found on the Internet which is provided by many
mformation sources. Since malware information
provided by various information sources can cause
user to be confused about their technical terms which
are defined arbitrarily by each sources.

Usually, when a new malware is discovered by
anti-malware vendors, they would give it a name
which may not be synchronized to the names given
by another vendors. So that it could be difficult to
identify which malwares are identical.

As to solve this problem, we have been studied
and analyzed malwares’ properties and its behaviors
that cause affecting damages. We have designed a
malware metadata in order to provide users a unified
information which covers all important entities that
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required for malware descriptions from various
sources. The malware metadata contains extra
information that present a malware common name for
each malware to solve the malware naming conflict.
Besides, we also developed a tool for malware
nteresting group to retrieve malware description
from websites and collect them into the malware
database.

2. The study of malware

Malware [1] is a name abbreviated from malicious
software which means software with malicious
intentions. We can categorize malwares by their
property characteristics into three types which
consists. of viruses, worms, and Trcjan horses as
shown in details below.

Computer viruses [2] are computer programs
designed to inhabit in executable files. They could
not being stand alone. They are automatically
replicate themselves to any farget files when user
runs the infected files.

Anyway, computer viruses could not propagate
themselves across the computers except for when a
user act himself as a carrier by exchanging media
such as CD-ROM, email or removable data storage
which contain viruses.

Computer viruses can be divided by type of hosted
file, boot sector and macro that they inhabit in as the
following;:

e File type: Computer viruses that infect in
executable files such as .EXE, .COM and
etc. Addition with script files type such as
.BAT, VBS and etc.

Boot sector type: Some viruses do not infect
in executable files, they infect only within a
specific place at the boot sector or boot
record on disks.

Macro type: Mean viruses that are attached
in Macro command persisted in user’s
document such as Macro virus that we have
found in MS Office document.



Worms [3] are quite similar to computer viruses
with their self-replicate property. They can
automatically propagate themselves to other
computers through removable storage devices and
network. The different between worms and viruses is
that worms exist as a stand-alone file, whereas
viruses need some host files to inhabit in. Worms can
be categorized by their propagation characteristics as
the following:

¢  Email type: This kind of worms copies and
propagates itself to the other computers
through email by using address book data on
victims’ computers. This is a concealed
process which may be happened without
user’s notice.
Instant messaging type: Instant messaging
worm propagates itself through online
communication  channel ~ by  using
conversation programs such as Internet Chat
Relay (IRC), MSN messenger and Yahoo
messenger. This type of worm copies. and
sends itself to other user who is having
online conversation with victim’s user at
that moment, whereas some worms would
send an URL which led users to the
specified malicious websilte.

Network type: Network worm propagates to
other computer within the local network or
the Internet  through  the  existing
communication protocols, such as TCP,
UDP, P2P and etc. In some cases; it could
place its copies into frequently used network
resources and to be waiting for another user
to download.

Removable storage device type: This worm
is frequently found on user's storage devices
such as removable hard disk, USB flash
drive, memory stick and etc. They would

modify files ~on users’ devices to
automatically execute the worm file
whenever users plug his/her device into
computer.

Trcjan horses [4] are programs that designed for
the specific malicious functions. Generally, Trcjans’
behaviors are different from wviruses and worms
because they could not infect to the other host files or
self-propagation to other computers. Trcjan can be
stratified by their malevolent functions as following:

e Personal Information Stealing type: Some
Trojans were designed to steal users’ private
information, for example email accounts,
bank accounts and their access passwords.
Remote Access type: Trcjans of this type
would remotely access into users’ computers
in order to do some malicious tasks such as
redirect user’s browser to a specified
website as to raise click-counter on the

258

103

target websites. Some Trcjans induce victim
machines to behave like DoS (Denial of
Service) as to attack some target websites.

A. Malware Behaviors

After we have studied malwares, we can divide
their behavior into three phases as following:

e Installation phase: Malwares install
themselves on user’s machines by using
several techniques such as hooking on
computers’ memory, injecting themselves
mto systems’ registry. During this phase,
malwares prepare themselves to propagate to
other machine or other file.

Propagation & Infection phase:  After
malwares installed themselves on users’
machines, they would begin to spread
themselves from one place to another.
Viruses infect executable files whereas
worms spread themselves across machines.
In contrast, Trejans do not spread to the
other files or machines, excepting for the
case that an user accidentally carries them to
the other machines.

Damaged  phase: Within this phase,
malwares may take some actions that cause
damage to users’ machines directly likes

deleting = some files, = stealing some
mformation or creating some huge garbage
files.

B. Damages caused by Malwares

We can define term ‘damages’ as the effects that
according to malwares” behaviors on the victims’
machines, no matter what have they directly done or
Jjust their side effects. In this paper, we include
inhabitation of malwares as a kind of damage too.
Because they can waste machine resources such as
disk space, memory space and cause CPU to do more
work. Thus, by using this concept damages can be
divided into:

Data damages: The damage that occurred to
users’ files or documents. Malwares would
erase or modify the data or files and this
may make the users unable to use or to
recover them.

Private information stealing: Users’ private
mformation such as bank accounts, email
accounts and their access passwords may be
stolen to be used by some criminalities.
System file damages: Malwares would erase
or configure the system files which make the
system out of order or do something to
support malwares’ functions.



Program damages: This damage would be
happened to users’ programs, malwares
would modify or erase program files which
make the programs unable to run.

Network resource damages: The damages

that occurred to network resources
especially for the network bandwidth
capacity that would be aggressively

consumed by DoS or worm.

3. Unified malware description platform

In order to provide a unified malware description
platform, we have to design a database that can
completely store various malware data from multiple
sources. Besides, some special set of tables must be
provided to solve the malware naming conflict
problems that may confuse the users. Such kind of
the information is still useful for containing of the
specific malware technical terms which describe
malwares behavior, malware property and type of
malware. Moreover, we have developed a tool that
can be helpful to gather and analyze malware
information to be store in the malware database.
Finally, the malware data that resides in the database
could be easily retrieved and to be represented in a
meaningful and unified platform.

A. Malware Metadata

Previously, we have studied on viruses and then
designed a computer viruses metadata as presented in
[6]. The concept and idea of that work such as
technical term mapping table, is also applicable for
worms and Trcjans, so that we extended the metadata
to cover most types of malware. The new metadata
model is composed of malware type, malware defail,
first published date, modified date and MCID
(Malware Common ID) as shown in Figure 1.

According to design the malware metadata, we
can divide the malware information into two groups.
First is the necessary data that required on every
description such as malware name, malware routines
(that describe processes of malware), malware
property (which are likely to be either viruses or
worms or Trcjans), malware OS (which tell users that
what Operation System that could be affected from
malware).

The second group is supportive data that helps
user to know more about malwares, for example
“Distribution Status” [5] (which tell users the
malware is still spreading), “damage level” hmeans
level of damage that malware can caused to user’s
machine), discovery date, “risk rate” (means a level
of opportunity for user to be infected a malware)
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Malware Technical details
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Figure 1. Malware metadata

Information Source Profile
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Figure 2. Information source profile metadata

Furthermore, we have designed a malware
common grouping table to overcome malware
conflict naming problem. A MCID number can cross
reference the information of a malware record to the
other records of the same malware that may has
different names defined by the other malware
information sources.

4. Malware retrieval tool

Besides of the malware metadata that we have
described above, we also designed Information
Source (IS) profile table to store profile metadata of
each source. This metadata consist of information
source name, technical terms (which may be defined
differently by each sources), general terms (mean the
most proper’ and meaningful words selected for
describing malware property and behavior as referred
in [6]), start point and end point (which are the
beginning and the ending points which shows the
boundary of the specific contents on each sources
that may be given as HTML tags) as shown in Table
1

Normally, if someone wants to gather information
that available in the Internet and store it into a
designed database, she/he may download the page,
copy and paste it into the database. The process is
tedious and hard work. As to ease the process, we



have developed a tool that helps user to retrieve
malware content from a specified source through the
Internet automatically. Before retrieving malware
information from any sources, a user has to do a
registration process for each source by giving the
retrieval tool about the URLs of the source and
marking boundary of the malwares’ description
contents separately by its property, behavior,
damages and so on. The block diagram of the
malware retrieval tool engine is shown in Figure 3.

7 URL Submit
Page

o Not

G5 Found
Check for 1S ar
\prohle ST Form
4 S

Found

Query details from
IS profile database

.

Retrieve specific
data from Website

'

Write data to
database

1S profile
Datzbase

~a N

=L [;;t;base

Figure 3. Block diagram of the engine

A. Registration phase

To retrieve malware data from the Internet, user
has to give the required information of the new
preferred source such as information source name
(may be an anti-malware developing company) into
IS profile. User also required to mark on a set of html
documents that represents a malware description
shown on the website. The marked text and html tags
indicate boundary of the content and relate them onto
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corresponding data fields in the malware tables, the
example of data that resides in IS profile table is
shown in Table 1.

B. Retrieval phase

After a user filled a malware source profile data
with the preferred website information, the user could
ask the retrieval tool as to download and analyze
malware information component from the specified
URLs of any malware descriptions of that site. The
tool would identify information source from the
URL, download the html documents and then analyze
the malware information to be filled into the malware
database by referring to the corresponding mapping
information that stored in the information source
profile table through the registration process.

Table 1. Example of data in IS profile
Gene

IS_Name "l"ec_hnkll ral Start point St?p
i Term POISS
Malw | <meta http- <meta
are equiv="Conten. | http-
Sygiites-1 Name Name equiv=
"descr
Alias | <strong>Also <strong
Name | Known As: ... >Type:
Also
Symantec </stron
known as "
g>Vir
(W . T ok 0. SSietsb . W § SN R S i

5. Experiment

As to prove the proposed unified malware
mefadata - structure, we have retrieved malware
contents from various information sources and stored
it mto our designed database. Because of the
limitation of paper length, we could show only
malware descriptions from four well known sources
Kaspersky 'Lab [7]), McAfee, Inc [8], Symantec
Corporation [9].

Results of this experiment were done by using the
malware description retrieval tool. We just filled in
the forms the required necessary information of each
source only one time. The information is IS name,
technical terms, general terms, start point, and stop
point of each part of content. This process was done
by using the user friendly interface thought webpages
that ease user to complete the form.

6. Result

After we populated data to our designed database,
we found that the malware common grouping table
can help users to cross reference malware
descriptions among various information sources as



presented in Table 2. This is because of each source
may describe malware content in an arbitrary way.
Since some sources describe malware with
information that cover all necessary data but some
sources may not. So there were some null values in
the malware metadata table

Lack of some information may not help users to
understand the interesting malware. To solve this
problem, we may need some volunteers to gather
malware description and to vote for the most clarify
description part from every sources. The most clarify
content will be used to represent instead of the null
value from the users’ specified source as an output
example shown in Figure 4.

Home  Retrioval systom

Registor.

Lalvare info
MCID=143

Voted vievs

R rowd e R T,

Figure 4. Interface of Malware Retrieval
System
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Table 2. Malware Common Grouping Table

M_Name IS _Name MCID

Email-worm.win32.bagle.al Kaspersky 143

W32/bagle ai@mm McAfee 143 T

W32 beagle.ag@mm Symantec 143 i
Mo cmemememsmmeamamsmenm J. ————t—end

7. Conclusion

We present retrieval and analysis tool that assists
malware interesting group in order to automatically
retrieve malware description from sources’ URLs
which available on the Intemnet. In this paper, we
have solved malware conflict naming problem by
designing of the malware common grouping table.
Information of the table allows user to cross
reference malwares’ description of many sources.
Furthermore, we have provided facilities for malware
experts to share their knowledge to public. The
experts may use malware description retrieval tool to
retrieve, analyze and store malware description from
various websites as to present it publicly in a unified
pattern.
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