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ABSTRACT

Today, as a member of technology driven society, there are many security and privacy
related issues, used one which is reliable user authentication. Biometric is a high performance
technology used in authentication system but it’s data template and matching data need extra
caution due to the limitation of the biometric technology. When the data is received, it may differ
from the one being stored in the system. When the data are compared, they do not exactly match
each other.

Fuzzy commitment is a technique that combines cryptography with error correction in
this scheme. The challenge string can differ from the commitment string by some certain number
of bits. Since the order of symbols in the string affects the mechanism of the fuzzy commitment
scheme, this thesis proposes a matching algorithm that applies the technique of the Fuzzy
commitment so that order-invariant fuzzy matching can be achieved in greater dimensions. The

examples of using Fuzzy matching in application are given in this thesis.
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y, = correct (y,) = correct (01111) = 01011
y, = correct (y,) = correct (10111) = 10110
u=y, ® ¢,=01011 D 01100 =00111 =3
u=y, D ¢,=10110 D 10101 = 00011 =2
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umod5=3

umod7=2

Ml x,, x,

x,mod 5 =3
x,mod7=0
x,mod 5=0

x,mod 7 =2

x,mod5=3

x,mod 7=0
n=>5x7=35
n,=35/5=17

#1 Inverse Y94 7 mod 5
MAsUINY 3
7x3mod 5=1

a=3

7x3x3mod 5=3
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x,mod5=0

x,mod 7 =2
n=5x7=35
n2=35/7=5

1 Inverse Y94 5 mod 7
AMOUMIN 3
5x3mod7=1

a=2

5x3x2mod 7 =2

A1MOUAD 7x3x3 + 5x3x2 mod 35
=63 + 30 mod 35
=23
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Procdure COMMITMENT ()

var codeword[x],W,Secret,Encrypdata,Hashdata
INPUT Secret
Create codeword[x]
Random Select W from codeword
encrypdata = w xor Secret

Hashdata = hash(w)

return (codeword[x],hashdata,encrypdata)

31N 4.1 saassmieumsamziiouvesdane Inniusdyauuuaguinie

Procdure DECOMMITMENT (codeword[R],hashdata,encrypdata)
var Challenge,w

Input Challenge

w = encrypdata xor Challenge

w = nearest w in codeword[x]

w = hash(w)
if w==hashdata then

return success

else return failure

a o o = ¥ s o ot =)
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a e o o A = FY ' o
mMsamzinaIMsMnusimiiosveslSsuisudeyaudawuiramsiau
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f(n)=6a (4.1)
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6a<6a*1 4.2)
fin) <6a*1 (4.3)
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f(n) < (sa)n 4.7)
o ng 9
aatuannsoagl1én
f(n) = 0O (n) (4.8)
Procdure COMMITMENT ()

var a[n],Secret,hash of Secret,S[n],Encrypdata[n]
Create codeword[x]
hash _of Secret = hash(Secret)
create a[n]
for i=0 to n-1
s[i] = Secret mod ali]
w = Random Select codeword[x]
Encrypdatali] = s[i] xor w

end for

31 4.3 vaassWaioumsamnzidiouvesdaneiuiusdyanuuunguiniedlsmslingug

=) =)
IAMINABHUUIY
A o w o= = = = g/ a a ° 1
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f(n) = O(n) (4.12)

Procdure DECOMMITMENT
(a[n],Encrypdata[n],codeword[x],hash_of Secret)
var Challenge,w[n],o[n],Secret
Input Challenge
for i=0 to n-1
o[i] = Challenge mod a[i]
wl[i] = o[i] xor Encrypdatali]
wli] = nearest w in codeword[x]
o[i] = w[i] xor Encrypdatali]
end for
Challenge = Chainese (o[n],a[n])
hash_of Challenge = hash (Challenge)
if hash_of Challenge == hash_of Secret then
return success

else return failure
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Procedure BRUTEFORCECOMMITMENT (codeword|[n],hashdata,encrypdata)
var i,Secret ,
fori=0ton
w = hash (codeword[i])
if w == hashdata then
Secret = codeword[i] xor encrypdata
i=n
return (Secret)
end if

end for
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Abstract- This paper studies some fuzzy schemes that can be
applied in matching algorithms. A fuzzy matching algorithm is
constructed by applying the fuzzy commitment techmique on
unary numerical representation of object attributes. This
enables the scheme to match objects based on their attributes in
the order-invariant manner. In this paper, examples are given
using sizes and locations of objects as attributes. The one
dimensional and two dimensional examples of the scheme are

given.

I. INTRODUCTION

A commitment scheme is a protocol that the first user
commits to some bits, called the commitment string, and the
second user tries to determine it by providing another set of
bits called the challenge string. The determination is
successful if the two strings are exactly matched [1].
However, in some applications, the commitment scheme
considers the determinations successful when they contain
some limited amount of error such as biometric template [2].
Juels and Wattenburg introduced the fuzzy commitment
scheme, a technique that combines cryptography with error
correction that the challenge string can differ from the
commitment string by some certain number of bits [3].
Since ordering of symbols in the string affects the
mechanism of the fuzzy commitment scheme, there is
another scheme developed by Juels and Sudan called fuzzy
vault scheme [4]. This scheme allows the symbols in both
strings to be order-invariant. Since the operation fuzzy vault
scheme is in the level of points, each point to point matching
must be exact. This can considerably reduce the accuracy of
matching in some application [5]. This paper introduces a
matching algorithm that applies the technique of the fuzzy
commitment so that order-invariant fuzzy matching can be
achieved in greater dimensions. The examples of matching
in one dimension and two dimensions are given in this paper.

II. RELATED WORKS

There are two related schemes mentioned in the
introduction, the first one is the fuzzy commitment and the
second one is the fuzzy vault. The first scheme allows some
error in the matching It works as follows.

1. A codeword w is randomly selected from an error-
correcting code C.

2. Exclusive-or the commitment s with w to get s@w.

3. Hash [6] w to get h(w).

4. The user is given s&w and h(w).

978-1-4244-3388-9/09/525.00 ©2009 IEEE

5. The user enters s° as a challenge.

6. The system computes s’'®s® w to get w'. Ifs° is close
to s, then w' is also close to w and can be decoded to
obtain the nearest codeword w. Its hash is compared
with the stored h(w) for verification.

In the first scheme, all symbols are ordered. The
permutation of symbols in any string causes inaccuracy in
the matching. The second scheme differs from the first one
as the committed information can be order-invariant It
works as follows.

1. Create a Reed-Sclomon codeword [7] to represent the
commitment. The codeword is computed over some x-
coordinates corresponding to elements in a set.

2. The concealment is achieved by adding some irrelevant
points to the set. This function is called the Lock
function of the fuzzy vault.

3. To unlock the vault, one must provide an acceptable
challenge. That is a set of points corresponding to the
locked values. If the set does not contain more
irrelevant points than the predefined limit, it can be
corrected by the error correction of the Reed-Solomon
coding scheme and the vault is unlocked.

As described above, not all points in the fuzzy vault
scheme must be matched but each matching must be exact.
Therefore we propose another scheme that is able to match
points when the locations of the points can differ to some
limited extent. The fuzzy commitment scheme is used in our
work to create a fuzzy matching scheme in greater
dimensions. Our scheme maintains the simplicity of the
fuzzy commitment allows the information to be reordered as
in the fuzzy vault but provides greater flexibility. The work
is explained in details in the next section.

III. OUR SCHEME

In this section, we present our scheme, which can provide
fuzzy matching in any dimension. - We give the description
of the scheme by two simplified examples of the matching in
one dimension and two dimensions.

Computing machines mostly operate binary data in their
basic operations. As binary data consists of two symbols, 0
and 1, our code can consist of 0 and 1 no matter if the
numeral representation is a binary one or not. Our scheme
uses the unary numerical representation in encoding the
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attribute values. Although the encoding results in a longer
code, its characteristic enables it to be integrated into the
error correcting part in the fuzzy commitment. That is, the
number of distorted bits of the value in the attribute in unary
numerical format reflects the amount of error occurred.
Table 1 compares the number of error bits of the number 4
(00001111 in unary and 100 in binary) when unary and
binary numerical representations are used. This advantage of
the error comrecting capability is valid for all number and can
be easily verified.

Table 1 Number of error bits of the unary and binary
numerical representations for number 4.

Decima | Unary Error in | Binary | Error in
1 unary (bits) binary (bits)
0 00000000 | 4 000 1
1 00000001 | 3 001 2
2 00000011 | 2 010 2
3 00000111 | 1 011 3
+ 00001111 ) O 100 0
5 00011111 | 1 101 1
6 00111111 | 2 110 1
7 01111111 | 3 111 2

In our one dimensional matching scheme, the platform
consists of a line of length », placements of ¥ lines of length
d. and the maximal match error ¢. The commitment is done
by placing k lines of length 4 on it. After that, a user,
without seeing the location of the placements of the first &
lines, can place a challenge by putting other & lines of length
d on the same line (of length 7). If more than &-e pairs of
lines overlap, the match is successful. An example of the
platform of the scheme is depicted in figure 1. In this figure,
the three lines as the dashed lines represent the commitment
while the three solid lines represent the challenge. There are
two pairs of lines that are matched. The details of scheme
are described in the following procedures, the commitment
and the matching.

Line Length = n

i
k lines of length d

Figure 1. The platform of the one-dimensional fuzzy
matching scheme.

In the commitment procedure,
The first line /; is placed at the position x;, the second line

I is placed at the position x>, and so on until the last line is
placed at the position x;. Since the line Since the scheme
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encodes bit in unary, it is vulnerable to a brute force attack
such that an attacker can try all possible input in linear time.
The scheme can be adjusted to remedy such problem as
follow.

In the commitment procedure

1. The first line /; is placed at the position x;, it covers
the positions from x; to x; + & -1. For any two lines ;
and §, | x; — x; | must be greater than 24 to ensure that
no two lines are placed closer than d positions from
each other. The positions of all placements must be
kept secret.

2. For a line /, select a codeword ¢; from an error
correcting code of length » that can comect up to d
e1T0rS.

3. The unary numerical representations of the value x;
and x; + 4 are exclusive-ored with ¢;, The hash of ¢; is
also computed.

4. Create a new set L. Put each concealment (x;/@ ¢;.( x; +
d)® c;, he)) in L.

In the matching procedure,

1.k lines, o0y, .., 0, each of length d, are placed on the
platform.

2. We denote the position of the line o; as 5;. Similarly,
the placement must ensure that no two lines are placed
closer than d positions from each other.

3. Create 2 new set O. Put the end positions of each line
(s, 5+ d) in 0.

4. For each element (x/& c;, (x;+ d)® ¢;, h{c)) in L and
(54, 5; + d) in O, perform the following steps.

a. Compute u; = 58 x;® c;

b. Compute 1y = 5 (x; + d)B ¢;

c. Let v; and v, be the corrected u; and wu,,
according to the error comection scheme, if
h(w) = h(v)) = h(c;). then the maich is
successful, remove (x£& c;.( x; + )P ¢;, h(c))
from L and go to step 5. Otherwise proceed
to the next step.

d. Perform the operations as in step c, but
replace s5; with 5; + 4. If the match is
successful, remove (x/@ ¢;, (xi + )@ ¢;, h(c))
from L.

5. Remove (5 5; + d) from O. Repeat step 4 until O is
empty.

6. If e or fewer elements remain in L, the matching
succeeds. Otherwise the matching fails.

The platform of the two-dimensional scheme consists of a
rectangle of the size mx»n, placements of ¥ squares of the size
dxd, and the maximal match error ¢. The commitment is
done by placing k squares of the size dxd on it. After that, a
user, without seeing the location of the placements of the
first k squares, can place a challenge by putting other &
squares of the size dxd on the platform. If more than k-e
pairs of squares overlap, the match is successful. An example
of the platform of the scheme is depicted in figure 2. The
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details of scheme are described in the following procedures,
the commitment and the matching.

In the commitment procedure,

The first square [} is placed at the position (x1, y,), the
second square /, is placed at the position (x5, )3), and
so on until the last square is placed at the position (xz,
¥1). Since the square /; is placed at the position (x;, ),
it covers the area bounded by (x;, 3y), (x;, yi+ d), (x;+4d,
¥, &+ d, 3+ d). For any two squares /; and I, | x,~
x; | as well as | y; — ); | must be greater than 24 to
ensure that no fwo squares are placed closer than 4
positions from each other. The positions of all
placements must be kept secret.

For a square [;, select a codeword ¢; from an error
correcting code of length »n that can cofrect up to d
e1To1S.

The unary numerical representations of the value x;, x;
+d, v, y; + d, are exclusive-ored with ¢;. The hash of
c; 15 also computed.

Create a new set L. Put each concealment (x/ c; (x; +

AP ¢;, ¥ .05+ )@ ¢;, h(cy)) in L.

Similar to the one-dimensional fuzzy matching scheme, in
the matching procedure of the two-dimensional fuzzy
matching procedure,

1.

2.

k squares, 0y, .., 0,, each of the size dxd, are placed on
the platform.

We denote the position of the line o; as (5, f£).
Similarly, the placement must ensure that no two
squares are placed closer than o positions from each
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h. Perform the operations as in step e, but
replace s; with 55 + d and £ with £ + d. If the
match is successful, remove (v;® c;, (x; + )P
¢; , h(cy)) from L. Otherwise proceed to the

next step.
5. Remove (s, 5 + d, 1;, 1; + d) from O. Repeat step 4
until O is empty.
If e or fewer elements remain in L, the matching succeeds.
i Length =d
Length =d
|
ey

Figure 2. The platform of the two-dimensional fuzzy
matching scheme.

other.

Create a new set O. Put the cofner positions of each
square (s, 5, +d, 1, ,+d)in O.

For each element (x&B ¢;.(x; + )@ ¢; , yi® c;,(vi + D
¢, hie)) in L and (55, 5; + d. 1, #;+ d) in O, perform the

The scheme can be adjusted for the use of any number of
attributes. Each attribute can be subject to different error
possibility. This can be achieved by using different
codeword with different error correcting capability for each
attribute. ~ Therefore the matching scheme for three

following steps. dimensional objects without the restriction that the width, the
a. Compute ) = 5D x® ¢; length, and the height must be the same, i.e. it needs not be a
b. Compute uy=35® (x;+ )P ¢; cube, can be constructed.
c. Compute u; =1@ 3@ ¢;
d. Compute uy =1 (y;+ d)D ¢; The scheme can be enhanced furthermore by adding some
e. Let v, vy, v;,and vs be the comrected ) , w3,  coefficients or weights to the matching. For example, in a

f Perform the operations as in step e, but
replace 5; with 5; + d. If the match is
from L. Otherwise proceed to the next step.

g. Perform the operations as in step e, but

u3 .and uy according to the error correction
scheme, if h(v)) = h(¥y) = h(vs) = h(vs) = h(c}),
then the match is successful, remove (x@
L+ )@ ¢, ¥ ¢ (1 + d)® e, hicy))
from L and go to step 5. Otherwise proceed
to the next step.

two dimensional matching scheme, each rectangle is given a
coefficient or a weight. A coefficient can be negative
indicating the undesirable match. Moreover, it can be set to
the value of negative infinity to rule out the object from
being successfully matched at all when it happens to match
some extremely undesirable object. The higher score the
matching, the more likely it will succeed. A threshold value
can be set to determine the successful ones. This increases
successful, remove (x/@® c;, (x; + d)® ¢;, h(c;)) the flexibility of the scheme and enables it to be adapted for
more extensive uses. Figures 3 and 4 show a two-
dimensional matching scheme with coefficients. There are
four rectangles in the scheme with the coefficients 5, 3, 1 and
-1. The matching in figure 3 scores less than the one in
figure 4 as it matches one rectangle with a positive
coefficient and another rectangle with a negative coefficient

replace 5 with f; + 4. If the match is
successful, remove (x;@ ¢, (x;+ d)® ¢;, hic))
from L. Otherwise proceed to the next step.

624



62

while the one in figure 5 matches two rectangles with In matching process
positive coefficients and the combined matched coefficient is

greater than the one in figure 4.
, l x3
prors 1
Poxe |
: i
gt et | lr-”"”""-.!
xt1) | | E
Lo
| Scorc =0x5 + 1x3 + 1x(-1) + Ox1=2 I b

Figure 3. The platform of the two dimensional fuzzy
matching scheme with score = 2.

ol

L

User input data for verification o

Calculate 0; = 0 mod a;, 0; = 0 mod aj,
mod a,.

Calculate u; = ¢;@ 05, ;=@ 03, ...,
in unary.

Correct (us, 12, Uy).

Use Chinese reminder theorem to find u.
Match i) with hfsp.

s 0p =0

Uy=CyP 0y, all

IV.CONCLUSIONS

This paper introduces a fuzzy matching scheme that can

match objects according to their attributes.
applies the fuzzy commitment technique with the attribute of
object in unary numerical format.
putting some weight to each matching. The weight can be
negative to indicate undesirable match. It can be enhanced
for practical use in the template protection of secure

The scheme

It can be adjusted by

biometric systems such as fingerprint, iris and face
recognition.

i
x¢1) i
I Score = 1x5+ 0x3+0x( 1) + 1x1=6

erastanveneny

(1

2

[31

(4

[5]

(61

Figure 4. The platform of the two dimensional fuzzy
matching scheme with score = 6.

(71

Since the scheme encodes bit in unary, it is vulnerable to a
brute force attack such that an attacker can try all possible
input in linear time. The scheme can be adjusted to remedy

such problem as follow.
In the commitment procedure
1. Generate n pair wise prime number a;, 4y, ..., @, such
that a;, as,..., a, > the secret 5.
2. Calculate 5 —smod a; s:=smod ay, .., 5,=5 mod

Qy.

o

Calculate ¢; =5;@x; ,
unary.
5. Calculate /(3) in binary.

Cr=5:81x3, ...,

Randomly generate n error correcting code X, X3, ..., X,
Cn=5n8X,, allin
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