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ABSTRACT

This thesis describes a video copyright inspection system, as applied to Internet video
published by means of a public video server. The system is based on the use of digital
watermarking and a hierarchical inspection structure. From data embedded by a digital
watermark, structured according to the cIDf standard, the inspection process is carried out to
identify copyright information of a video submitted for inspection from a public video publishing
server. The system is composed of servers at different hierarchical levels, namely a Root
Watermark Server (RoWS), a Region Watermark Server (ReWS), and a Local Watermark Server
(LoWS). The inspection process starts from RoWS and ends at LoWS. By letting each server
performs its task in a loosely coupled manner, the system is capable of scaling up to meet
increasing transactions. In addition, to avoid collusion attack, the proposed system includes the
use of an Inspection-transfer Proxy Server (IPS), which acts as a middle man to pass an

inspection request to an actual inspection server.
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R2
PSNR =101 e
Oglo[MSE] (2.14)
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Content owner Consumer's
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ey 16 rom = 52| = §
packaged file \

Window s Media - Licanse
License Service

Consumer plays music

: 4 o § aa
31U 3.1 esfVszneuvesszuuiamisdediaea 9]

Content owner License provider

Input source or file : ls!ug,;‘_!i;qns_e_mf" L B
('wmaj 'wmv’ -aﬁf, .ﬁVi, ¢ : + f"’.’r',":,“ AT o
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Windows Media stmrh
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| Contentheader |

Protect 1 e A
b Rewestieenss . Do V-
Protected | o ' |
Windows Media @ : o Rights %_;;
stream or file : Lo
. ¢ Wy
Distribute it
Protected
| Windows Media @
stream or file

End user (player)
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Abstract

This paper describes a video copyright inspection system, as
applied to Internet video published by means of a public video server.
The system is based on the use of digital walermarking and a

I-hased inspection structure. From data embedded by a

digital watermark, structured according to the clUf standard, the

inspection process is carried out to identify copyright information of a
video submitted for inspection from a public video publishing server.
The syslem is composed of servers at differenl hierarchical levels,
namely a Rool Watermark Server (RoWS), a Region Watermark Server
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(ReWS), and a Local Watermark Server (LoWS). The inspection
process starts from RoWS and ends at LowS. By letting each server
performs ils task in a loosely coupled manner, the system is capable of

scaling up to meet increasing transactions. In addition, to avoid

altack, the proposed system i

transfer Proxy Server (IPS), which acts as a middle man to pass an

the use of an Inspection-
inspection request to an actual inspection server.
Keywords: Video Watermarking, Copyright Protection, Intemet Video
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