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ABSTRACT

Most compiler optimization techniques concern most about speed. In this thesis, we present
two high-level memory optimization methods and four high-level speed optimization methods for
ARM-based secure applications on mobile phones, pocket PCs, etc. The experiments using
RSA encryptionon ARM920T with 1024-bit random public keys show that the proposed
techniques can complement  the existing speed-oriented ones to achieve less number of
memory accesses, shorter execution time, and lower memory allocations to all ARM C++

optimization levels despite the 16-KB instruction and 16-KB data caches of ARM 920T core.
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A Study of the Energy Consumption Characteristics of Cryptographic Algorithms
and Security Protocols [2]
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Memory Exploration for Low Power, Embedded Systems [17]
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d o d
2.3.2 Block diagram vaaWantumsmauvealdswarves

31 2.3 U@ Block diagram voaflandunisiiauyes ARMI20T Tdsivmans
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g‘ﬂ‘ﬁ 2.3 ARM920T Block diagram
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-Embedded Trace Macrocell (ETM) UL asiva

2.3.3 ARM920T Macrocell
X =}
ARMO920T Macrocell ag'uuﬁugmﬁmﬂﬂunisn ARMOTDMI Harvard lagll
¥ 1 -]
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=t el 4 . o o
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2.4 szuul §UAmsFaneu (Symbian OS)
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2.4.1 anuihanuaziaanmsvesszuvl uRns ey

= P=1 =y a o =y o 4 o g 3 o 9 a 4 ool

Fuidou fe vSEveaaeuiinag (Software) Ndlufiinludunisnanyeriusn

N = éll [ _ é a o PR Yo u o oo
spasuma Tuladmsdeensuuy a1 (Wireless) FIWaanmmn 145 UN1580u5Y 1INUTEN
19 g a wa = = o
ganae szuuUfuanmsTulisuiuig
a wa = =) = g A = = A& 3 e a =

szupifiansgudounaiuludoudguion U ne 1998 aeluasuriniiiusiing
$2ufU 4 570 A0 Ericsson, Motorola, Nokia 1102 Psion flfhﬁm1u'1ﬂfy:ﬂg:ﬁﬂizlﬂﬁ5€ﬂﬁ]‘ﬂ

') P=1 a I~ @ o "W =

dauut a.e. 1999 Fuidloun ldiusinss1olmiiufe Matsushita (Panasonic) 11

) - a =) =1 J =t o w
A1, 2000 WusTRsvoaTNToY AuInYudnlaslin15duiieny Sony, Sanyo 1AY Kenwood
o @ el a va oy e 4 o

saufamsiada nsdwin ldszuudfiRnsduden  nTewsnlugduuuvesaininlny

1
o

& wa = v o
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flainatannssuudfiamsdeninnesdu 7.0 dunesiu 7.0s Taeldiudiuvosns
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Access) tag 181mM31511/339m55995 Java (i MIDP 2.0
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2.4.2 Insaa 3199095201 fUamsFaun

Hd
Q w

ludlassadrevesssundfamssudomlsznou @ wduen Ad sl
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2.4.3 MIVAMINYINUNTINY (Power management)
o - [ Y 9 9 3 o a wa = =}
masamsineanundanu lagnadiulumesivavesszuulfiansGudon s
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2.4.5 MIVAMIUHIBAIIND (Memory management)
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2.4.7 wonnwamy W s335n (Application Framework)
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{ d a [ [ i 1 a (- e
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3. daudeAedldauvosownamiu (App UI) 185 umsawneagaiauiauon
CEikAppUi =T;'<1ﬂamﬁyﬁ'ﬂm?wwﬁ]ﬁﬂ‘liﬁmuwﬁ'ﬂ'c?ms"unnq LANWAATY 15U NsTuile
fTUL‘HG}ﬂ"I‘J‘ﬂT (event handing) ﬂ'l'iﬂ'mﬂmﬁﬂﬂ’l‘iﬂf (event control) ﬂ'l‘i’c\'%”ldﬂ'!‘iﬂ'.]‘ﬂﬂn [1Rb]
B33 o Y5 TV (system call) Fiihlss Tominarod ifudu

a : (] H ] 'y 9 4 o a o
4. T (View) ludwiifedwndldasonszneanulase lundvevesginsel
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LL'@‘W‘WﬂLﬂ‘b‘ui}ﬁJ’Ogﬂu&?’ﬂﬂﬂﬂﬂﬂ Lmuawwmﬂwwmmcﬁucﬁauummmmu"lwawn

User starts app

Target
WINS machine
System creates a new thread System creates a new process

\ / running apprun.exe

A UIKON environment
(CEikonEnv) is created in
the new thread/process

The UEKON. environment:
1. loads the application DLL

2. calls NewApplication()
- this creates the application
- the application then calls
CreateDocumentL() to create
the document

3. calls the document’s CreateAppUiL()
- this creates the App Ul
- the App Ul's constructor
creates the app view

%
The CONE event loop is started
o a o ad a wva a A
31U 2.7 ewndwdusuAsavesssuvluamsTbou
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2.5 nanman s 3ui 31z @nEmMWUeIARM Compiler
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aou'lwiaes ARM ausodszaninmludmnnuisaldszaugs Tavmwizauia
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2.5.1. Common Subexpression Elimination (CSE)
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2.5.2 Loop invariant Motion (Expression Lifting)
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2.5.3 Live range splitting (for dynamic register allocation)
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2.5.4 Constant Folding
° ~ X Al e q' 9 Vol do
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Expression (HA1HU

2.5.5 Tail Call Optimization and Tail Recursion
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2.5.6 Cross Jump Elimination
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2.5.7 Table Driven Peepholing
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wgnunuiidin IdafidiuTdadsl5e TasvhminnisuesIdariu window A3un1 peephole
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2.5.9 Conditional Execution (or Branch Elimination)
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ﬂSZ‘U?uﬂ’lSuﬂ'f]ﬂ"l'iﬂ'wﬂ'ﬁﬂ'N'luﬁ!ﬂﬂI%ﬂﬂ?UW“'ﬁ'l‘h’auTlthﬂ']l HUADINTHIDNINIU

1
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115 loglOrad v3e ludadalaidl ssimasnas ATl g tias Gonilidu

c:l

U Nﬂ17ﬂ3?ﬁﬁﬂUuﬁ~ﬂ1ﬁUﬂﬂ11HﬂﬂﬂﬁQ %ﬂquuﬂQWUVuﬂHWﬂ"ﬂWﬂﬂ¥Hﬂﬂﬂ§&ﬂﬂﬂ75

Gonilandu mwﬂ1mitnfjﬂ‘|sm‘nuwmwumuimumuﬂsu"lﬂ"h‘w Constructor UYDIAAH
v

s . P 1 4 " 8 P
WuAIUN 3.1 (b) F992%IwanlWiTIVDS Branch prediction 9AAY

Q

long LonglInteger: zsread(char *str, long **coutputVervlong)

static char *inmem = 0;

char #*in;

register long d = 0;

register long anegative = (;
register long return value = 1;
long #a = =outputVerylong:

long #*digit = &glosho[l];

if (loglOrad < 0)
loglOrad = log{(double)RADIX) ~/ log((double)l0);

i1f (!inmem)
inmem = (char *)calloc((size t)IN_LINE, sizeof (char)):

(a)

{ 1 o d 1 et o 3
517 3.1 (2) damvesIfanndisdauuuerfemediu Idaninmsihaudidou
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LongInteger: :Longlnteger(void)
loglOrad = log((double)RADIX) - log((double)l0):

long LongInteger: :zsread(char *str,long **outputVervlong)
static char ®inmem = 0:
char #*in;
register long d = 0;
register long anegative = 0;
register long return_value = 1;
long *a = xoutputVerylong;
long #*digit = &glosho[1l];

if (linmem)
inmem = {(char =)calloc((size t)IN_LINE, sizeof(char));

(b)

v ¥
1 =

ﬂﬁ 3.1 (b)ﬁ]u%@ﬁTﬂﬂﬂ1ﬂﬂﬂiﬁﬁﬂﬁﬂﬂ1§ﬁﬁﬂﬂﬁ 1ﬂ15ﬁ1%ﬂﬁ?ﬂﬂ%1%@ﬂ

3.1.2 M157111152A91UIUYBS branch prediction
" #3 \ wre
N158AVIUIUUDY Branch prediction Taun1511 Control flow transformation “D‘QL'f_Iuﬁﬂ
a0 w o .’n’r‘ - o o I
Adagunlunisinusesszuy Ui labiuAedusithinisaad1mauueBranch prediction
= o LY o o a 5 Y
Avgi A lumsiaumuIua 1Y
| =] " 1 Y a
210307 3.106) vxitudals inmem Tnsilsemedlfdudusuvuauadn
= 1o ° 0 " o 9 A 19 o =1 = o ' 9/
uazimInsrvaeyIiimssnuamlumiisaiudiiviuie bidigs ludieziimssmuani 14
B N pd v . '
Fu519 81015000 Branch prediction #335ae 118 Tavn 13610 inmem Uit Attribute v04

o 1 a Vo o ‘ { [ {
Ad Haziin139naniaoA w1 IR EMYS inmem 1 Constructor YoM AIgLA 3.2

class Longlnteger

{

char #*#inmem;

LongInteger: :Longlnteger(void)

loglOrad = log({{double)RADIX) - log({(double)l0):
inmen = (char *)calloc((size_t)IN_LINE, sizeof(char)):

long LongInteger: :zsread(char *str, long **outputVerylong)

char #*in:

register long d = 0;

register long anegative = 0;
register long return_value = 1;
long #*a = *outputVerylong;

long =digit = &glosho[1]:

s1i 3.2 dhuvealdanndrsia wuy ersiome Milimsan Branch prediction
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1 4 ]
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o lnd Tlsunsuuda w18 Tsunsuniivinalngdiu iiesninaeu Indmeseziilne
' { P { J o a’; { '
dfiily Macro wumufinngaitinsonldauilandiniu Tsunsun ldisdivnalng
2 0w ' o & -y ' 1
Judarantiestiugtilandu zaddmulone dsilanduiignionldnuvioouas litimsGon

PR = o o J { o i [ a
fafFuoug Wadaneldiledsud Samnzauivzthuufouiy Macro Aagui 3.3

void zaddmulone(long *ama, long *amnb)

{
register long lami:
register long lams = 0;
register long *lama =
register long *lamb = (

amna):

amb);

lams = 0;

for (lami = (*lamb++); lami > 0; lami-=)

{

lamns += (*lama + *lamb++):
*]lama++ = lams & RADIXH;
lans >»>= HBITS;

*lama += lams;

(a)
#define zaddnulone (amna, amh)
{
register long lami;
register long lams = 0;
register long *lama = (ama):
register long *lamb = (amb]j:

lans = 0;
for (lami = (*lamb4+); lami > 0; lami--)
{
lams += (*lama + *lamh++);
*lamat++ = lams & RADIXI:
lams >>= NBITS:;
}

*lama += lams;

(b)

s1lft 3.3 drwvosifanndhsiauunesione () dawldaiflaidu zaddmulone

(b) Nnsalasuile A% zaddmulone vl‘le'i‘.]‘u Macro
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Energy = Hit Rate x Energy_hit + Miss Rate x Energy_miss
Energy hit =E dectE cell
Energy miss =E dec+E cell+E_io+E_main

= Energy hit+ E_io+E_main

Energy = Hit Rate x Energy_hit + Miss Rate x (Energy_hit + E_io+E_main)

110917910 ARM920T Huasuuia 16 Alaluduas Julouiouuy Write Through
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3.2.2.1 3% Minimizing Buffer Allocation 1umsisuilgalfafildifiunim c++
& o o At Aq Yo o =4 1 1 o A o
Feludandn  eziivesanldivimeslumainuranoulusgniemsinne  1nhdunng

3

o 4 1 o > 3 ' i
Hrmaswantivzaoanuaen iy local i1d? assign(written) ao1192101a1 1 1Y (read)

o : g d o 3 o T ' o
Mogan1a1eia (deallocate) Laz@iaIAFUgNEINTINL AUNLIvEIMHIANUTINEYN
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void LongInteger: :zmulin(long *b, long #*#5, char *log)

long #*#mem = 0;
if (ALLOCATE && (l%a || 'b))
%

zzerol(a, log);

return;

¥

zcopy(#a, é&nemn,"set mem from zmulin"):
znul{mem, b, a,log):
ziree(&men, "fr mem from zmulin");

(a)

U7 3.4 (2) danveslfanindisiauuuersioae TRady
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class Longlnteger
{
long * menm:
LongInteger: :Longlnteger(void)

mem = 0;

void LonglInteger: :zmulin(long *b, long **a, char *log)

{
if (ALLOCATE && (!=a || !b))
{
zzerol(a, log):
return;
} .
zecopy(*a, &nen, "set memn from zmulin");
znul (mem, b, a,log).
}

LonglInteger: :~“Longlnteger(void)

zfree(émen, "fr mem from zmulin"):;
(b)

1 3.4 (b) dauveslfnnindnsiduuuersioaion 1A% 1n1sMinimizing Buffer Allocation
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Event No. Type Variable Method length
2018 Allocate mem zsubmul 20
2019 Allocate a zsubmul 20
2020 Free a zsubmul
2021 Allocate % zsubmul 20
2022 Free mem zsubmul

-d‘ a ] 9 9} T o c: d' = dy w2 9
M54 3.1 Avedtuasdeyamsldaumissaiudin Ilsunsuisi@ouiuiuin 13

o u a s J g
3.3 duneumstiulqulszanimmmsidsWanuverseate wazdeadeidanlavinms

ﬂﬂﬂ@dﬂ]ﬂﬂ%%ﬂ]il!ﬂ'ﬂﬁlmﬂ

3.3.1 1 s IWderofile) 1aa Tlsunsuvesnmshsdaunuorsoan lasld

" = A v 2 1 ! . | o 1 s [
Microsoft Visual C++ LWﬂiwmmaamumm’Jmmﬂqmeﬂuwuuli 1dra1lunsiiau

T u’: L] A yn' ° Ao ° 1
11«!?1"314141‘[“'] !.ﬂ‘u L%H15LWﬂﬂ$1ﬂ15Nﬂ51i]ﬁf]‘lJﬂ"lS“ﬂN’mtlui}lﬂTliJﬂ’]‘i‘l’l’lﬂ’]ui_l"lﬂ ﬂEIUTﬂU‘O’Iﬂ

0 J ! [ { @ 'Y
msi s Idannsalddeyasivaziduadanianeh 3.2 dail



30

Fl,llilifrtll‘:n % CI(_)I;L ( Function Name
1234.987 | 58.7 1 | main
478.677 | 22.8 | 1730387 | zaddmulp(long *,long,long,long *)
211.825 | 10.] 35837 | Longlnteger::zsubmul(long,long *,long *)

96.109 | 4.6 53716 | zaddmulsq(long,long *,long *)

19.842 | 0.9 4067 | LongInteger::kar sq(long *,long * * long,char *)

154971 0.7 1557 | Longlnteger::zmod(long *,long *,long * * char *)

12.583 | 0.6 24832 | Longlnteger::zsetlength(long * * long,char * char *)
99431 0.5 18063 | zaddmulone(long *,long *)
4.785| 0.2 1150 | Zaddmul(long,long *,long *)
4224 0.2 6242 | Longlnteger::zfree(long * *,char *)
2.549 | 0.1 4139 | LonglInteger::zcopy(long *,long * *,char *)
2229 04 2030 | Longlnteger::zsubpos(long * ,long * long * * char *)
1.856 | S 2535 | zaddls(long *,long *,long *)
1.775 0.1 2653 | Longlnteger::zadd(long *,long *,long * * char *)
1.1051 0.1 1022 | LongInteger::zsqmod(long *,long *,long * * char *)
0.815| 0.0 1022 | Longlnteger::zlshift(long * long,long * * char *)
0.641 { 0.0 1023 | Longlnteger::zlowbits(long *,long,long * * char *)
0.619| 0.0 1023 | Longlnteger::z2div(long *,long * * char *)

0.541 0.0 534 Ec;iiin*tsger::zmulmod(long * long *,long *,long *
0.492| 0.0 1022 | Longlnteger::zsq(long *,long * * char *)

0479 | 0.0 534 I:;)nglnteger::kar_mul(long *long *,long * *,long,char
03751 0.0 1 | Longlnteger::verylong to_bits(char *,long *,long *)
0364 | 0.0 ] I:zr}llirf;ger::zexpmod(long *long *,long *,long *
0.360 | 0.0 616 | Longlnteger::zsmul(long *,long,long * * char *)
0304 | 0.0 1023 | Longlnteger::zrshift(long *,long long * * char *)
02771 0.0 534 | Longlnteger::zmul(long *,long *,long * * char *)
0.263 0.0 1024 | set_bit(char *,int,long)
0251| 0.0 1023 | Longlnteger::ziszero(long *)
0.145 0.0 ) LongInteger::RSA_encryption(char *,char *,long,long

' ' * long *,long * long *)
,long =.long ,long

0.136 | 0.0 2 | Longlnteger::zsread(char *,long * *)

0.006 | 0.0 7 | LonglInteger::z2mul(long *,long * * char *)

0.006 | 0.0 1| strrev
0.0031 0.0 8 | Longlnteger::zintoz(long,long * * char *)
0.003| 0.0 7 | LongInteger::zsadd(long *,long,long * * char *)
0.003| 0.0 2 | LongInteger::Longlnteger(void)
0.002] 0.0 8 | get bit(char *,long)
0.0021 00 1 I:ongIn:eger::bits_to_verylong(char * long,long *

,char *)

0.001 | 0.0 2 | LongInteger::z2log(long *)
0.001] 0.0 2 | LongInteger::z2logs(long)
0.001 0.0 1 | LongInteger::zstart(void)

15197
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Speed Speed
Optimize Macro + Macro
LV.0 Up LV.2 Up
LV. LV.0 +LV.2
% %
Clock
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Cycle
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void Longlnteger::zcopy
void LongInteger::zadd
long Longlnteger::zcompare
void Longlnteger::zsubpos
void LongInteger::zsmul
void Longlnteger::zmulin
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Speed Speed
Optimize Macro + Macro
LV.0 Up LV.2 Up
LV. LV.0 +LV.2
Y% %
Clock
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Cycle
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Date: Sat May 07 18:47:11 2005
Source: Armul
Options: Trace Events

E 00008000 00000000 10005

BSR40 A0000000 00000C1E

E 00008000 00000000 10002

BSR80O 00008018 E240B001 E242C001

IT 00008000 e28f8090 ADD r8,pc,#0x90 ; #0x8098
IT 00008004 e898000f LDMIA r8,{r0-r3}
BNR40O__ A0000000 00000C1E

BNR8O 00008098 00007804 00007828
BSR8O 00008080 10844009 E3C44003
BSRB8O 00008088 E2555004 24847004

P o i v
3UN 4.2 uapInIee1Uoya 1y “armul.tre”
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1) Memory Bus Trace (Bline): U33¥AfI5NAUA0 B uaastamsidn 1diauosnuionnud

3
Tagazlgluyuail

B<type><rw><size>[O][L][S] <address> <data>

Tay

<type> AAINIVIAVDITY Y IV
S sequential
N nonsequential

2 ' & =
<rw> LA ANDNINITDTUHIBNIIIVYU



39

R 115914 (Read)
W 15130 (Write)
<size> paanavina lumsd ldianiteanus
4 word (32 Uf)
2 halfword (16 1)
1 lud (83m)
ofo Opcode fetch (instruction fetch)
L f1® locked access (SWR instruction)
S fin speculative instruction fetch.
<address> 920¢ U FUUUVIAVFIN 16 F20E13131 00008008
<data> VUL

A19INNITBIUNST 0T 1951 EBO000OC

a o 9 d’.’
2) Events Trace (E lines): §1l1Uv0U551AMANTT0! (E) ilueail:

E <word1> <word2> <event number>

A20871991 E 00000048 00000000 10001

Tag

<word1> weraaitiu word UBAIUAT PC

<word2> teraaily word VoMU MM ATIAA event

<event_number> fi aﬁ’amwmmammf fI9019TH 0x10001 AB MMUEvent_DLineFetch

o’c’: a o
Tavimamssinanuaizosuelua1sam 4.1

Event name Word 1 Word 2 Event

(MMUEvent ) number

DLineFetch Miss address Victim address 0x10001

ILineFetch Miss address Victim address 0x10002
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- ARMCC @151 Source code ﬁz‘i’.‘lu Me1 C
il Option Aatl
ARM C++ Compiler, ADS1.2 [Build 805]

Usage: armcpp [options] filel file2 ... filen

Main options:

¢ Do not link the files being compiled

=C Prevent the preprocessor from removing comments (Use with -E)
-D <symbol> Define <symbol> on entry to the compiler

-E Preprocess the C source code only

-f <options> Enable a selection of compiler defined features

-g <options> Generate tables for high-level debugging

-I <directory> Include <directory> on the #include search path

-J <directory> Replace the default #include path with <directory=>

-0 <file> Name the file that holds the final output of the compilation
-00 Minimum optimization

-01 Restricted optimization for debugging

-02 Maximum optimization

-S QOutput assembly code instead of object code

-U <symbol> Undefine <symbol> on entry to the compiler
-W <options> Disable all or selected warning messages

-Cpu processor for process program
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Tawil Option Aail
ARM Linker, ADS1.2 [Build 805]
Usage: ARMLINK option-list input-file-list
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input-file-list is a list of input object and library files.
Main options (abbreviations shown capitalised):
General options:
-Help Print this summary.

-Output file Specify the name of the output file,

Options for specifying memory map information:

-partial Generate a partially linked object.

-scatter file Create the memory map as described in file.
-ro-base n Set exec addr of region containing RO sections.
-rw-base n Set exec addr of region containing RW/ZI sections.

Software supplied by: Team-EFA
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Abstract

}.{ost compiler optimization techniques concern most
aEbut speed. In this paper, we present two high-level
memory optimization methods for ARM-based secure
: gpplications on  mobile phones, pocket PCs, etc. The
experiments using RSA encryption on ARM920T with
24-bit random public keys show that the proposed
hniques can complement the existing speed-oriented
‘ones to achieve less number of memory accesses, shorter
execution time, and lower memory allocations to all ARM
3:C++ optimization levels despite the 16-KB instruction
and 16-KB data caches of ARM 920T core.

' .Key Words: Optimization memory, ARM Processor
1. Introduction

Security on mobile device become commonplace for
mobile smart phones, PDAs and other other portable
devices. However, an Encryption software on low-power
RISC processors still requires significant amount of
computational as well as battery power. The most popular
RISC processor in these portable systems is ARM
because of its low power consumption and smaller size.
Especially in mobile smart phones, the amount of
processing power available is limited and has direct
impact on the battery life.

Therefore, memory optimization of RSA Encryption
is an essential task for achieving effective low power.
_ However, most commercial compiler optimization
. techniques concern most about speed. This paper
describes two simple and effective memory optimization
© techniques for RSA Encryption on ARM Microprocessor.

2. Literature Review

2.1 Memory Optimization

Security systems and applications intrinsically have a
high memory and computation costs, making the design
of high performance, low-power solutions a real
challenge.

2.2 ARM9 Architecture

ARMY architecture is targeted at low-power 32 bit
RISC processor for battery-powered smart phones and
PDAs. To maximize instruction throughput, the integer

978-1-4244-2101-5/08/$25.00 ©2008 IEEE
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pipeline consists of five stages: fetch, decode, execute,
memory access and write register back. We picked the
ARM920T because it is used in many mobile smart
phones such as Nokia phones with Symbian Series 60
user interface. The ARMO920T is processor macrocell
combining an ARM9ITDMI™ processor core with:

* 16KB instruction and 16KB data caches

* Instruction and data Memory Management Units
(MMUs)

* Write memory

* An AMBA™ (Advanced Microprocessor Bus
Architecture) bus interface

* 32bit data and instruction bus transferred.

* An Embedded Trace Macrocell (ETM) interface.
Both of instruction and data cache are 64-way set
associative [3].

2.3 RSA Encryption

RSA is an algorithm for public-key cryptography. It
was the first algorithm known to be suitable for signing as
well as encryption, and one of the first great advances in
public key cryptography. RSA is widely used in
electronic commerce protocols, and is believed to be
secure given sufficiently long.

2.3.1 Operation:

RSA involves a public key and a private key. The
public key can be known to everyone and is used for
encrypting messages. Messages encrypted with the public
key can only be decrypted using the private key. The keys
for the RSA algorithm are generated the following way

1. Choose two distinct large random prime numbers p, ¢
2.Computen=pgq
3. Compute g(n) =(p — 1)(g — 1).
4. Choose an integer e such that | < e < @(n), and e and
¢(n) share no factors other than 1
5. Compute d to satisfy the congruence relation
de =1 (mod ¢(n))

The public key (n, €) consists of the modulus # and the
public exponent e.

The private key (d, e) consists of the modulus » and the
private exponent d which must be kept secret.
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e can interpret the trace files using our analysis 4.2.1 Instruction:

gram, Analize.exe, to extract information about Table I show. Average of total instruction number for
memory bus accesses and cache events. Figure 3 shows RSA Encryption 1024 bits combine instruction take and
some part of armul.trc. instruction skip (Lv.0 our optimize reduce instruction

1.07% and LV.2 our optimize reduce instruction 1.43%)
Date: Sun Jan 07 19:47:11 2008

Source: Armul ; Ourst Ours+
Options: Trace Events iy Spedl Opt 0 Opt 2 Opt 2

E 00008000 00000000 10005 Instruction | 14,257,379 | 113,034,816 | 81,288,697 | 80,122,267
BSR40___ A0000000 00000C 1 E

IT 00008000 €28f8090 ADD r8,pc,#0x90 ; #0x8098 Table 1 Number of total instructions on RSA 1024 bits average

* BSR80__ 00008088 E2555004 24847004 from 10 random public key 1024 bits

Figure 3 Excerpt of file “armul.trc” 4.2.2 Memory Accesses:

Figure 4 shows the average total number memory
v accesses for each optimization on RSA Encryption. It
: ‘S-PG?_Clal events. shows that our optimization methodologies can

F i . . effectively reduce memory accesses more than those of
1) Memory Bus Trace (B lines): The lines started with B ARMcpp optimize level 2. (Lv.0 our optimize reduce
indicate memory bus accesses. They have the following access memory 1.48% and LV.2 our optimize reduce
ormat for general memory accesses access memory 2.18%)

‘We will show how to interpret memory bus accesses and

B<type><rw><size>[O][L][S] <address> <data>
Average total memory accesses

Where:

<type> indicates the cycle type: 2 18000 —

' S sequential - ¢ R =573

S N nonsequential. * 1000 \\
" . <rw> indicates either a read or a write operation: "y N
R read Bloo @ —
W write 110.00 - :
. . . - 00.00

<size> indicates the size of the memory bus access: d L g B _— o

4 word (32 bits) s Optimization Oplimization

2 halfword (16 bits)
1 byte (8 bits)
O indicates an opcode fetch (instruction fetch).
L indicates a locked access (SWP instruction).
§ indicates a speculative instruction fetch.
*. <address> gives the address in hexadecimal format, for
example 00008008.
- <data> can show one of the following:

.value gives the read/written wvalue, for example
. EB00000OC

Figure 4 Average total memory accesses of RSA 1024
bits for each optimization

4.2.3 Execution Time:

Figure 5 shows the average execution time of RSA
Eneryption at different optimization methods. It can be
noticed that our methods work well with the commercial
compiler. (Lv.0 our optimize reduce execution time
1.31% and LV.2 our optimize reduce execution time

1.92%)
‘}1 2) Events Trace (E lines): The format of the event (E)

lines is as follows: Average execution time (miliseconds)

+E <word1> <word2> <event_number> o :

. #1617 N i

where: ) ) ::x 5, 1595 ;
<word1> gives the first of a pair of words, such as the pc b AN

= value, 13.000 \\

- <word2> gives the second of a pair of words, such as the . TS

- 11.000 -

aborting address. 10,000 1032
<event_number> gives an evenl number, for example 9.000 e 2 : -

. . . o Lv.0+ L L .
0x10001. This is MMUEvent_DLineFetch. Optimization Optimization
4.2 Results and Discussions Figure 5 Average execution time of RSA 1024 bits for

We can evaluate the performance of our methods using each optimization

the following parameters: instruction, memory accesses,
€xecution time and the amount of energy reduced.
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