' P 2, a7 «
seudniafnuRluaNy S

nswasTUUaLUaanfBTaaataunsluanns
‘ NETWORK SECURITY FOR SMB

#357vey ausAARETs
SIRAVIT AMORNKITTISARN

AAYT IAINTSUAITAUNA
— &
AMZIAINTSUANERNS

A0 1UUINALUTATNSLAUNANIAAUNNITAIANTEUY
Unsdnwen 2559



Srlavedyanan wesnuniaanszih

NUTRTEATAND

snguarnIAneRUUaNYIal

ANSHAILISLUUANUUaDANY VDA 18 T UDIANS

NETWORK SECURITY FOR SMB

d93vs) ausiafans

SIRAVIT AMORNKITTISARN

- " oY '.‘:!._(‘—VJ . /
DUNY 10D A1 LN

AR v

. b-.l(':;l.on ‘c'ou-uv‘o...lo- -
'Tu woudl W.WM

ANAIYT AANTSUAITAUNA

ANIZIAINTTUATENS
dondumalulagnszasunaidnammsaianssd

Unshinw 2559



d = s 23 < 1
Folasesuaniafnen nMIRausTuuANUUaenisvauadednalunAng

Ya-anatnAnen Wedsive) ausAndans

ALY FrnssurassUNge A1ATYY AEnssuansauwe
Yo-snaesdtinel HA.NYT LEANYNa

A P ¢ 1A v ¢

Fo-sina filwnAl AUGAE T93INABTILA

Fadaudsznauns U lauduaidn (Usenelng) 370

UNANLD

oA

Ui lenudunisn (Usyinalve) S duvidnilauinaslegdunwduled 1

kg <l v s Teal sl TR o o C
ﬂﬁl'liJﬁaﬁﬂTi‘lﬂﬂ%.l‘U\?'Iu%@wﬂLL'J'%I@LWU"U@'ﬁﬁl‘lfh’.]ﬁﬁtwE]‘Sﬂ‘liﬁﬂ'l']llﬂﬁ@ﬂﬂﬂ‘ﬁ%i]‘ULﬁ‘i‘ﬂ“lﬂ‘ﬂ

2
= o

(Network Security) Wiffugnen visinrsandunisiassauiisndudasldamineaiuaiy
Uaendeszuuiasedie lagmsoenuu AAAT kagAsAIn1snNgUnsalla3eds sauvisey

finsieseilgvivseaunnsessineg vedseuy astavowuansluntsudtym ity

b 22
¥ @ -

and Welvissuunietivesgniiulanulasndvunigauasainnsarisnuldediad

UsgansSnn



Co-operative Title Network security for SMB

Student Intern Name  Siravit Amornkittisarn

Faculty Engineering  Department Information Engineering
Advisor Name Asst.Prof. Mayuree Lertwatechakul
Mentor Name Narudol Rungveerakulanan
Company Dimension Data (Thailand) Limited
ABSTRACT
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2.3.4 Integrated IPS
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Andldauaisetiunsraly 9ndeyalul 2013 & pfsense Anasluuduinnin 200,000

o o
WIaelan

0
G’.

U 3. 1 lawuasa Pfsense
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3.1.2  VMware Workstation

e o G i
TUswnsy VMware tWulusunsu@sldlunnsadne Virtual Machine (VM) 58
o ~ ¢ - v = ~ e - = -~ 4
n3asrauiawesialiow Ao Wunmsairuadotrauinmastuundniaissmdonatseios 81
2 v & o o v o - =
wsuanwa)eluaiosuea ey Aiuduinlisawnsanaassldau 0S wielusunsudue
Asraulalaglifewinnis format wwsaawald PC dnesaaniiauilensaaussuuisayls
r = oo woa £ 1 = L3 2 v =

wag virtual machine 1A1&sinTsldnueguu VMware anansafiagtsnidanunieuenlaass
luwufi(lagldnis Bridge(Default) w3o NATo@n# Host AlA¥I1N13 Run VMware o¢)
fatuyseleviianagdiamniiavas VMware fladidisoyiinisinasanisvinaiuaasssuy Network

IalegldmouimasifieunIagne

vinwdare

JUT 3. 2 avlsuasidunas (VMware)

3.1.3  liedalddmiuiassszuuiniatisSimulator) nauiissiluinasass

U7 3. 3 psuiamesliinda
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3.2 Anwtayan1slidauvesgunsaluasiusunsy
321 Anwnmsidaugeanyinas VMware

m31%awuu?uﬁuawnwm&JEULLUU'LﬁLﬁanWmummmu’IgamjmLﬂ%aﬂwaﬁmﬁmmiﬁ%
$raastun ddlulaseildaulafiosnduduie

- Anwiiemsinsalusunsy

- Anwimsiinnestaiduwmaiina (Virtual Interface)

- AnwIsMdnass OS fiee

- EnwiEnsvheuresdnddnduseswiedlold DHCP

- EnwiEasvhouesadinainduneswadlold NAT

- Anwiimsvhnureniatsnsunesiadield host-only

= a d‘ 1 0 . s = 1
- Fnwdsnsweuna virtual machine fuwp3adlgNIEUBA

3.2.2  AnWINSLENTU Pfsense

Pfsense Wuflflnaineanuisatiniuszenalviinlsyleadiuiniatieldedaunnueusly

2
e ay N ar A

TessnudhniindvnunsiliaeiviouramaniBnsiduvdude
- FnwanITAneg Pfsense Ul Viware
- Fnwnnnsias WAN kag LAN Interfaces
- Anwnsaedn Secure Shell (5SH)
- Fnwnsseen Firewall rule
- Anwndaen Traffic-shaping {QoS, Quality of Service)
- Anwinsad Captive portal
- Anwnnsase CARP failover
- Anwnsadne Load-balancing

- AnwmsueimesnsviinLazvinanesy
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3.3 AATITHHATDDNUUUTZUUY

lassnutilunsiurnudeendaliiussuuasetentegifuud lnans

=

& ¢ - ) ¢ w v P ¥ A ¢
m(ﬂmﬂ?\ii?aa‘wLﬂuimwu‘da’iaL?JW‘Lﬂ("l’]uﬂ’a’mmmﬂﬁ’da\iaﬂm IWHQBWQQQLﬂiqgﬁiguu

indetnuinitegroundafuinauoudmidunisimun it duudgndn Ineludiuves

s

Tassnuiiusuinveulunsana i oauassaaluuisay

Pfsense-2
P8
WAN =;4
T
1
i ’ Layer 3 Switch
&= | |
1 - i —
WAN Router . ==’?
= L3 Pfsense-1
| . DMZ
LAN Switch
(] ] : DMZ Box
=4 =
Laptop T S
= % B |
.@l — seTiiy { Web Server
_— L ! |
Computer =1 ] E b EI
SR &
TPpRATA File Server Mail Server
= A o
E‘U‘Iﬂ 3.4 1ﬂEl&’tlﬂﬁ'&l‘?laﬁl:ﬂﬁﬂﬂﬂﬂmﬂﬂﬁﬂlt‘u‘u
IP Address Pfsense-1 Pfsense-2
WAN Interface 161.246.1.1/24 161.246.1.2/24
LAN Interface 192.168.1.1/24 192.168.1.2/24
SYNC Interface (failover) 10.0.0.1/24 10.0.0.02/24
DMZ Interface 200.1.1.1/24 200.1.1.2/24

= :
M15199 3.1 lafivaaiasavadgunsaliingg
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3.4 inn9g Pfsense VX VMware

= dy ' < = o a & = o g A kg = 1
LUBNRN ﬂIUIﬂS\N']uuﬂBUVl "\]31]ﬂ'ﬁu'ﬂ,‘dﬂﬂﬁ]QQ?QQ’]LUUW%%W@QNﬂ’I?'ﬂﬂﬂE}Uﬂ U

¥y
o alat

F99naednsAeastliunuL Virtual machine

3.4.1 vinmsamiilnangeniinis Pfsense 1d9n www.pfsense.org/download

Ingludes Select Image To Download THidenmunsevdunsdanini 3.4.2

Latest Stable Version (Community Edition)

entStablgrtlease, and the recorimendedyersion for sl installarion's #or upgradefnformat the Upgrade Guid

B RELEASE NOTES " SOURCE CODE

Select image To Download Subscribe To Qur Newsletter

FinType stall v | Enferyoils emaf addgess for Gur lgwivalume SAnounsements maikng
!

PEDS nevh DI WAt O Lok

5UR 3. 5 Aua1ilvan Pfsense

3.4.2 denenulvantasassusasunad selalWandu iso lunsdlifiay

25
LY 3

o o = Y ' ' o e S I =2 ¥
fnssassindunazdesivantdasudy DVD Wevihnshiads ualunsaAnwdisragldlusinsy

VMware Tun1svia virtual machine 1314470 File > new virtual machine > typical > next

‘Welcoma to the New Virtual
Machirrer Wizard

g‘dﬁ 3. 6 @314 virtual machine vy
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3.4.3 ¥&39NYINSAA Next 1ndruuliinisidenlwddumaisrlanmdlvan
ulunauusnlnuidonluteswas Installer disc image file(iso) kag#1n13nA open Lagnn

next

om0 —
<® 2z ol

P Vsl Mache Whoaed
; Gt Dptraling Syatem InsTallatin
prue e

Fretem. Fom il you ratal B st ageratrg srven?

e

| e ERAT Cakip s 1 PRSHSAG = (omeit] A

| 0 Wrdems i rafesnera et

| ™ g it o e Saa il g e

| Lot pe oo sy bt o
e R SATe e e e w2 Bk e Bk

| =N Yk -
i i S . gt m——
TR '-‘7;"{-;@ e | N T farar | prSanss-C-13 2-HLLASE sedd

a a
3UR1 3. 7 1Benlwaduwa pfsense

3.4.4 vasnduasndunsifenssuud§uanas pfsense Huazinuuy

FreeBSD 191511800 Other Wiag Version Wi FreeBSD 64-bit Wagns next

Which operating system will be installed on this virtual machine?

e Fn.:es[;n-éé-ra'?g:?ystﬂn 2 ;o # 1

) Novell Netv/are
() Solaris

) VMware ESX

| © Other

| Version

= a wa
5UM 3. 8 1aansruuU{uRnTs

wnanstluenansianulidmsunisldnuienginwvinuu ldeygslimhluldusslemisiunisdn

Lidnsdilaiadu Snviavnuiilidnulasiient wazfesedadudvesenalsnnasaniinisunbuly



3.4.5 wdnuulivinniseedaludes Virtual machine name lufitiazasdiefu
Pfsense-1 419991nas i udIusnaInyianun 2 @iveL1e 1 failover fulay Location
= € " " 5
AeviAulvduns Virtual machine fLagne next

Name the Virtual Machine
What name would you fike to use for this virtual machine?

| Virtual machine name:
Pfsense-1|

| Location:

| CiUsers\SIRAVITDoaument=Virtusl Machines Pfeenze-1 [ scomse.., |

| The default location can be changed at Edit > Preferences.

35U 3. 9 A9 Virtual machine wasiuuaaulna

3.4.6 YNMIEINTUINUDL ﬁ’lﬂﬁﬁ‘lﬂﬂ&ﬁ]&ﬁﬁﬂﬁﬁ] NAIMIUNVUALANRNTOVNY

TuSosquufisisdmunlisasdonidu Spilt virtual disk into multiple files

Specify
How large do you want this disk to be?

“The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These fle(s) start small and bacome larger as you
add applications, files, and data to your virtual machine. >
Maximum dsk size (GB): | 20.0 %)

Recommended size for FreeBSD 64-bit: 20 G&

) Store virtual disk as a sngle fie

@ Spiit virtual disk into multiple files

Spiitting the disk makes it easer to move the virtual machine to another
computer but may reduce performance with very large disks,

JUN 3. 10 (denvuInvesaIafaiuasgUuunIanulng
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3.4.7 fMusailaraspauiameiiisiarldlunisinass pfsense Taevianisiiy

usadu 1024 MB uaziiy Network adapter sianwaeluil

| Soesty e amount 4f memery slocated 1 e eriusl
| machine. The nemary sioe must be 4 mtge of 48

Memory s s ainatew N3 3] 48

o
rm

e

1= B Masmm e ended meoory
o | erory smapyng my

i 4 pcvererd )

= O
e
o
.
- O Gt O rmomevened meem
nm | 4 g

e

Pt

U 3. 11 hausuuasdadsndunasiva

3.4.8 Wiy Network adapter Inan1sna Add waziden Network Adapter

=T 3 ]
Speofy the smount of memary slocated ta Sz il
machse. The merary soe must be o ruiile of 4 M8,

Hervary for 18 vetus mactve: h:q;; v

' ] B
NP " 7

) 60
1
et 1 et 05 recommended minum
L, 8 e
]
-
4y

() [
e (e ]

U 3. 12 maiuadsnaualinas

wnanstluenarsianulidmsunisldnuionBrvvinuu ldeygslimhluldusslemisiunisdn

lidnsdllagrsau Snvivhuiilvidauwdasion uavdesgedadadivedenarsynasaninisiluly



3.4.9 w&9910na next urtduazidunisiBaninunnisyinaruvas Network

adapter lngazvasuialansnig sl

& ol ot

1. Bridge mode 3ztlun1si@ennalagnssiulinisnfinenfinesfsu VMware
weglasaziinsuanlofineninsaunlis virtual machine s Wisuiaiiowdunaudn

< P 1 @ =af
1 LATEIVIBY UULLALIGN

2. NAT agviniswlasunoavlefiuennsaaniinisnvesneuinmosniasunls
Julefiueninsaditsidaanisundiograduanauinmosisily 192.168.1.3/24 1578710150694

NAT TiUBeuann 192.168.1.3/24 48 10.0.0.3/24 1%

[ P o, iy & = 1A Y o @ e A A 1
3. Host-only LUUﬂTﬁa'ﬁ'NLUWLTﬁﬂﬂWEJIUQNQ%NLMLFIHQBUBQnUtumLTﬁﬂﬂqﬂu@ﬂWL“U@lm@

AUABLAIADSUDIATDIUTT

A ./ v (-] 5 1 24 <3 1
Tuntliidemdu NAT lnawsnasvian13aean NAT ndsaintisaly

Network Adapter Type
What type of network adapter do you want to add?

Network connection
() Bridged: Connected directly to the physical network
[ Replicate physical network connection state

| @ NAT: Used to share the host's I? address
() Host-only: A private network shared with the host
; () Custom: Spedific virtual network
(B INNGD )
Device status
! [¥] Connect at power on

JUTI 3. 13 FenlnuanisinauvasunisnazuaUings
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3.4.10 ta5adun1sadng virtual machine vy VMware sialdazidunis@ings

Pfsense aquu virtual machine s laasiely

VT

DecamentsVitusl Mething et tat v
il wach o

U7 3. 14 ms91a89 Virtual machine d@5aauysal

3.5 (9An Virtual Network Interfaces
Agulis1asin15s1a04n15M L84 Plsense tu sdudasdinisdae
Suwmedilanneqliifu Vmware feou ndrantusiesauasaunlldiu Psense 18 910
Tnevunsutneguilaiiniseanuuvls 7\13Lﬁulﬁ’jﬂfll@ﬁLiEJﬂLLﬁEﬁ@E‘J:ﬁH)GWJG} 3 WasnAleiuy
o lofuamasaidunuuinleft 161.246.1.0/24 lofuannsaidulnsiamildidou

sendnalndiea 10.0.0.0/24 uazlefuaninsavadintsnnielu 192.168.1.0/24

N



3.5.1 Mvundunasinaly VMware si9il Edit > Virtual Netowrk Editor

WMnetl Hostonly - Connected L 10.192.201.0
Wnet2 Host-only - Connected - 200.0.0.0
] | Ynet3 Host-only - Connected - 10.10.10.0
Winetd HaT NAT Cornected Enabled 15L.246.1.0

Mnet Information
Bridged (connect WMs directly to the exdemal network)

Frdged L

Con

hast v sl adaptes 1o ths netwark

Host virtual adspter nama: ViMware Network Adspier Ynstd

gﬂﬁ 3. 15 WiNe19 Virtual Network Editor

= g

v s 1 -=' {
313U dunnn 39809 Name 719zl VMnet0 , Vmnetl.. Uifiodulnosinavas
| 124 ¥ i a td y N ° L4 n') d' -4 3 ai 2/ o
VMware figabiiiasessuli Virtual machine tluldtuies luidisdndunagdesinans

Manus 3 dumasialawn WAN , LAN waz OPT

3.5.2 #519umesla WAN detiessinsisadufiazdedit Virtual Machine
yousuamsnoangdumefunliads Saazseaininis NAT lefiuaniasaveainios
ovfaweMlgulefomduaesssepiultialioudn Plsense Wsuiuuaalofueninsaun
Tnoogldduiniddnas 161.246.1.0/24 Tagaglh Viware dunaniu DHCP unl¥ virtual

machine 1#%#4A1 Subnet IP Wag Subnet mask lnaaAdani VMnets LLasﬁaﬁi’lﬁﬂ‘gﬂ
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1 Tyre Extamnal Corraction Host Connaction  DHCP Subnat Address
| YMnet0  Bridged  Del Wirdkess 1204 021, - -
| Vhnetl Hostonly - Connected - 10.152.2010
| ¥Mnet2 Hostonly - Connacted - 200.0.0.0
| wnets  Hostonly - Connecied - 10.10.10.0

¥Mnet Information

£ Bridged {connact VMs directly to the external network)
el 5 s 1709802 LBl A5

@ NAT (shared host's IP address with YMs)

£ Host-only (connect YMs ¥ napr
[¥]Connect a host virtual adapter to this network
Host virtual ad name: Adapter VMnetE
[Vl use local DHCP service to distribute 1P address to Vi _ DHCR Settngs...
SubnetlP: 161.246. 1 . 0 Subnetpaskc  255.255.3255. 0
(Besore Ocfeia e Coe ) o) [ o | (Cibenic]
9s
ar

31]17; 3. 16 f19A1 Subnet IP way Subnet mask

3.5.3 #&391nuNA#l DHCP Setting WiaRsA range Yaen1suaniofilonnsdauasy

ess: | 161.2%6. 1.2
s: 161.246.1.255
|| Qefad.tiaasehmc 60

| Max lease time:

= ' .
U 3. 17 witleine DHCP Setting
° o o A ] o Y val o vy = Y,
MN9ReAT 1eeandl Pfsense 2 @dslaiinsavualifinisuaniies 2 I’P)WL%WUUN:%U

satiunauiisiazlddumasimad iy Plsense favlaluvy WAN drdusaluagriinisaean

AM5ULT LAN ey OPT @uandu

Lz a Y o 1Y ¥ = =2 " 1 2 o ¥ & v 14
nansiiluenansianulidmsumsldanuienigBnwivindu leygnlnhlulduselesimunism

Lidnsdilaiadu Snviavnuiilidnulasiiont wazfesedadudvesenalsnnasaniinisunbuly



3.5.4 4w LAN tuadldlefdulnsinlefineninsa 192.168.1.0/24 Tvinns

WlUT Virtual Network Editor 1den VMnetl Tudiuvoe VMnet Information tdanidu

\Mnet Information
7 Pridged {connect ¥iis directly to the extemal network)

Bridged tor | Ded Wreless 1704 S0z 11blgh (2 a08) = -

) NAT {shared hosts P adcress with Vhe)

O Host

M&@;M;rmmwﬁm- ! ¥
Host virual adapter Name: VMinare Neiviork adgpter Vinet1 5

17| Use local DHCP servica 1o detrbute I addess b0 VM o T

SubnetfP: 192.168. L. O Subn

gﬂﬁ 3. 18 ef Virtual Interface vad LAN

Host-only Tusauves Subnet IP wag Subnet mask Tnase1Assy

3.5.5 Awsu OPT tududumesmanlfifousesening Plsense aaefudniude
aglddulnsimlofinoninsauny 10.0.0.0/24 Tngidasn VMnet2 lugiuves VMnet

Information 1dantliu Host-only Tugmues Subnet IP Wag Subnet mask lyiRsrndsgy

- - 19216710
7| Connacted - 152.168.1.0
| < a

| vtz
| ¥nets

VMnet Information
() Pridged {ronnect WMs directly to the external network)

Bridged fo: | Dl Wrsless 1704802, 115// (24340
(2 NAT (shared host's IP address with YMs)
8 Host-orly {connect ¥Ms internally in a private network)
[¥] Connect a host virtusl adapter to s network
Host virtusl adapter name: Viware Network Adapter Yhnet2.
7] Use local DHCP service to distrbute I address o Vs {

SbetlP: 10.0 .0 .0 | Subnetmesc 255.255.255. 0

T T e~

sUil 3. 19 3Ufl 3.5.5 Raeein Virtual Interface 183 SYNC

wnanstluenansianulidmsunisldnuienginvivinuu ldeygslimhluldusslemisiunasen

Lidnsdilaiadu Snviavnuiiliidaulasiiont wazfesedadudvesenalsnnasaniinisunluly



3.5.6 paanfinldindumesimafnsnduimunuun VMware WadtuLs1uiiy
s o d 1 1 = &
Network Adapter T¥iu Pfsense uagyinn1sidanlhuunisiioudavaiuniasduinosina

Wiffu Pfsense lngluil Setting 909 Pfsense-1 udadisAndsgudaluil

Wan > VMnet8 LAN > Vmnetl  OPT > VMnet2

Bragec Carrmcnd deecty b S sl catemny

Lt e st P s
o i et et ol vt

| o e rosate kst et
T -

[EEp—

\ i Sl

5UN 3. 20 Mwualuuan1si¥eunavas Network adapter

nguazdunaiulanlurnsusuiuil Network adapter wigs 1 nasaviiusgutun

edaaiden 2 WenazilUlgnu LAN way OPT

3.5.7 sl Network adapter Inefivtiang Virtual machine setting

\&on add > network adapter > next > Custom > VMnet 1{LAN)

What type of network adapter do you want to add?

HNetwork conneztion
1 Brdged: Connected drectly to the physical network
[T IRepszate physical network connection state
{7 NAT: Used to share the host's IP address
‘ *) Host-only: A private network shared with the host
ll ® custom: Specific vitual network
T I —"

il Device stanis

gﬂﬁ 3. 21 MvualnuanTsideuraves Network adapter (LAN)
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 Add Hardware Wizard

Network Adapter Type
What type of network adapter do you want to add?

Network connection
() Bidged: Connected directly to the physical network
[ | Repiicate physical network connection state
") NAT: Used to share the host's IP address
) Host-only: A private network shared with the host
@ Custom: Spechic virtual network
[¥Mnet2 (Host-only)

Device status
[E Connect at power on

Ul 3. 22 fvuslvuanisifausiavas Network adapter (SYNC)

3.6 AnAY Pfsense d5uUnI1sigau
3.6.1 \Fan Pfsense-1 uagnayl Power on this virtual machine WEEIDNITYN

nupfsense v ludniianeil 1den Accept These Setting

gﬂﬁ 3. 23 UUNSUAUNISAARAY Pfsense
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3.6.2 1d8n Quick/Easy Install

Quick/Easy

o -
SUN 3. 24 Banlnunvainisinag

3.6.3 59N156ARS

5U# 3. 25 san13AAAY Pfsense

i



3.6.4 @90 Kernel

= °
3U# 3. 26 18an Kernel Tun1svineu

3.6.5 59MISHNRS

UM 3. 27 58n15ANAY Kernel
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3.6.6 Reboot

RN

{g‘lJﬁ 3. 28 Reboot 11591914 Pfsense

3.6.7 gawesiunuarIiadIuIuAuYeY Plsense

pfSense is wod rebooting

complete, open a web b
8.1.1 Cor the LAN IP
tion ba

3 TTPS certificate  if
your wser reports it sted. This is normal
s f-signed certificate is used by default.

You might need to acknow

*DEFAULT Usernaue
*DEFAULT

ing i > seconds. CTRL-C to abort.
ing i Secon TRL-C to abort.
ing i SEecont >TRL-C abort,
ing i sec 3 abort.
ing in second.. CTRL-C to abort.
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3.6.8 wii1U3n984n15%11970 Pfsense Tuguuuy Console agdatnmiing
Fuwesina WAN duldfulofiuesnsanuu DHCP Wu 161.246.1.1/24 audilaaeelilu

2 o
ATUUU 93U

~RELEASE amdB4 Tue Jul 19 12:44:43 CDT 2616

aldomain) CttyuB)

=*xx Lelcome to B . . (amdbd full-install) on pfSense ==x

HAN Caan) o > w4-DHCP4: 161.246.1.1/24
LAN (lan) S L

B) Logout (SSH only) 9) piTop
) sign In es
2t interfa adi e r mfigurator

)} Enahl
Resto
Restar

Enter an option: [j

JUM 3. 30 niusnvaan1sviulng Console

° &9 & e Yo o : o o B -
3.6.9 yasiuswneIalagldniss Assien Interfaces (1) Inaludivdondung
w3 Jun13n18319 0407158519 Vian n3eldlydin n wd? enter na191NTUIZOY WAN
interface 1919 em0 wag LAN fu OPT idonidu eml was em2 ANUATIFU Ma997nTu

enter

2 17 Cup) Inte ) T 1888 Leqacy Network Counnection 1.1.
BemM7 : f 21 Glown) ITutel (R i1/ A Legacy Network Connection 1.1,

Do ULANs need to be
I 5} . 0 or for eptional interfaces. it is fy
say no here and e the webConligurator to configure ULANs later, if

Should VLANs be set up noWw [yinl? n

he HNN interface nare ~ 'a’ for auto detection
eHl er2 or a): ecHB

interface name or 'a’ for autu-deteclion
full Firewall Hode
thing if finished)

- the Optiownal 1 interface name or ‘a’
a or nothing if finished): em2

tnter the Oplional 2 interface name or 'a’ for anlo-detection
a or nothing if finished):

| |

gﬂ‘ﬁ 3. 31 Assign Interfaces
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3.6.10 Budunissamdumadiva

Do you want to p

Writing configuration...done.
One noment while e settings are reloading. .. donet

= LY ¥ 1 a
5UN 3. 32 gudunisasArBumasive

3.6.11 dULPDSNATIANANAI NN SLNULE?

A = g’l
5UN 3. 33 Bumafinaviwviunul Pfsense

a1



3.6.12 vhmssarnlefienasalfudumading LAN Tnoldlofiidu 192.168.1.1

ar

wardduununaiy 255.255.255.0 199 ntuviin1s enter wayliidoads DHCP Tiu n ¢

U

U

Enter the number of the interface you wish to configure: 2

Enter Lhe new LAN- IPvd address. Press <ENTER> [ur none:
192.168.1.1

n CIDR notation) in pfSense.

For a HAN,

For a LAN. press <

sUT 3. 34 peprlonuaninsaliduimesiva LAN

3.6.13 nsaaeleikenwmsalrnudumasing OPT laeldlanlu 10.0.0.1 uay
HFulumaadu 255.255.255.0 1a491ntuian1g enter wazlifaadan DHCP Tnefiuvi n &

U

U

Availabls

1 - WAN (em8 -
LAN (cnl
UPT1 (emMZ)

Enter the number of the iunterface you wish to co

Enter the new OPT1 TPud addre

> 10.8.9.1

entered as hi R wontatinn) in pfSense.

2
ar

sUfl 3. 35 nsAnlefiueniasalvdumasivg SYNC
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2.6.14 duwesinarvuavdsitvaziivunlafiiennsals

Ling confliguralion. .

Enter an option: [

JUN 3. 36 Bunadilananuavas Pfsense vasvinnasitvunlaniuaninsa

3.7 AinAe Windows XP ialddrmsunisasan Pfsense

P 2 <l

PHIINANG Plsense Ul VMware uadusnduiiagaasildsnamdud1niuss
A1 Pfsense L2999 899N 589AI%I anauTine 1y Web browser Taalulassauilagld

Window XP lagagyiinsinaauy VMware lagiidunauainalyil

3.7.1 vinmswuduaileuluinge 3.4

New \ﬁr!ual Mac}line V\U‘l;argl\yé ! o }g /’ f E L‘)&j

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating )
system. How will you install the guest operating system?

Install from:
_) Installer disc:

=5 DVD RW Drive (E:_)

© Installer discimage file (iso):

C:\Users\SIRAVIT\Desktop\Windows XP PROFESSION,

d) Windows XP Professional detected,
This operating system will use Easy Install, (What's this?)

=) I wil install the operating system later,
The virtual machine will be created with a blank hard disk.

) [ ] (o>

[ ceneel

Ul 3. 37 uBuwaves Windows XP

PRI ILRNBLILILAINUAYI N sAasunilouduni1sAads Windows a1l

snduliianisuilefl Network adapter 193 Windows XP 1y VMnetl (Host-only)
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diasndesnshidlefiveawnsafiogludadsnifieaduiu Pfsense My LAN Interface

(192.168.1.0/24) Inglivhnsaae Static 1P Taglidu 192.168.1.10/24 #sgu

Connect usng
WP AMD PONET FM POl Ethainat Ad:

Thiz conraction uzes the folowing tem:
| @] 8 005 Packat Scheduder

= || [ Gerral |

| Ym(mgs‘l:’stﬂng asiicred auomaicallyl you relwak suopots

I wﬂryﬁmuwnmwwmlmlﬂmnwlm
mmapmk Telting:.

| O 0bisn s P sddiess sutomaticaly

(&) Use the olowing IP addess.

¥l ¥~ Link Laper Topobogy Dircovery Responde | - =
1 "™ Intemet Protocal [TEPAR] ‘ 1P adcress 192.168. 1 10 |
|‘ } Subret mark 5.65.%5 0 |
| Dafaut gatwway
|

Traremssion Conteal Protocolintenet Protocal The detault
wads sias rtveork protocal this provides comemeunic ston
acrorz dvere intercernectad networka.

() Use the kobowrg DNS serves adderaes
Pradened DNS terver

[ Shows o i rtificalion s when connecled {1 Abemets DS aaver

[ Noky ma when thiz connacton hat Imitsd of o connachviy

tcvared_

e ﬁ_; o] o)

7 start. =3 Helwirh, Corve dore 4 Local Area Carnectio. 7t o)) 7

10201 A

U 3. 38 AsFnlenuaninsauL Windows XP

3.7.3 ¥a1sunana e uinuod Pfsense WU Chrome Lage1ulow

wonLasa 192.168.1.1 Tae Userame fie admin Lag Password A8 pfsense

= 2 a2
U7 3. 39 niihdanduvas Pfsense
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3.7.4 %849NYINNNSA0NDUINUILATY YTLSNUDe Plsense il dashboard %4

JuansloyarassruuLagBumevasinaq filuu Pfsense

- -~ |

L e [3192.168.1.1 Q% =

Status / Dashboard + o

Name Fraerselserszmain AWAN A 10008aseT full-duplec 16128611

Verskon 2.3.2-RELEASE A 4 T000 1321
= i Ao 4 naal

5UT 3. 40 wilusnvas Pfsense

3.8 1441w Secure Shell Service (SSH)
= = v - 1 ar ' .
ssH Wulusineeamatinisniiougns insieusenuss wineaed device lng
fimsdnsiadeyarewimsdeludsatoma nisialdau SSH vy Pfsense {Wunsougyn

T lgaunt Console nstnala

3.8.1 L“?’J’ﬂﬂ‘ﬁlwﬁﬁ Browse > Advanced > Secure Shell LLazaﬂ'ﬁI"ﬁad Enable

Secure Shell Tutdas SSH Port LunalAlae default 9siilu Port 22 wagna Save

T4 s e o 80 i i e e 2

Ul 3. 41 naWalderu SSH Service
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3.8.2 #8997 nvinnsiln SSH Service ¥84 Pfsense w&UuLs19EyiInN15@319 RSA

Key diumsidnltanumiin console w84 Pfsense mulusuasu Putty Taaisuannyiinig

aluanalusunsu Puttygen wag Putty 310

htnl BAEVININNTANAIAIULLATDY

For Windows on Intel x36

PuTTY: putty.exe | (or by FTP) (signature)
PuTT Ytel: puttvtel.exe {or bw ETP) {signature)
PSCP: SCp.exe (or bv ETP) (signature)
PSETP: sftp.exe {or by ETP) (signature)
Plink: plink.exe {or bv ETP) (signature)
Pageant: pageant.exe {orby ETP) (signature)
[PuTTYgen: puttygen.exe | (or bw.FTP) (signature)

U 3, 42 anilvan PUTTY uaz PuTTYgen

383 1 WalUsunsy PuTTYgen Aan generate wayld Key passphrase 13y
A = | 1 al 2 o b a - ol ¢
pfsense (optional) w3eoldiduaduila wasaintundn save private key kasssdolndidu

Myprivatekey.ppk

=2 pully Ké){(?@g.eratdri i (e
T et i
1 Her

Public key forpasing info UpenSSH authonized keysfile: - - =
);AMBWC Tyc 2EAAARBJGARAIEAMVSRD MpL e/ TR0 sIAS Td T3aKkLab B YBIME -
ekqdFnyGO 72 Yaca TADICGPTY 2 440 71uRV2ZdP Dispy VN1 quc:FEdiIFnﬁ:UI!dDrndl _‘.:"
NDCrmoVcdNaKIKHGroSme LU MSVIEvch Awrb D.2pt SKOW PuBwggz VkoUMETnGODA - E |

L

i‘ k= makey-201 00821 -

| Keyfingemmit. sshisa 1024 76 25.91:72.03. 36188112 27 ee 33,2751 36104
Key comment* - gy P
Key passphrase. vV I
Corfirm passphrase: i P
Actiore
Gererate 3 publc/pivate key pair
Load an existing privaie key file
Save the generated key I.—S—a;ep-ubicnl;e;i; i Save pivate key i
Farametes
Type of Keyto cenerge:
%) SSH-1(RSA) @) SSH-2RSA 71 SSH2DSA
Numbar of bite in'a genersted key. 1024

g‘dﬁ 3. 43 #3519 RSA Key
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3.8.4 nluiindiu pfsense 1Ufl System > User Management > Users i

wauvas Admin Tudruves Actions Ld@en Edit user

@ pfSense. locsdomain - Syste X Y

35U 3. 44 wii1w3 User management

3.8.5 deununiiuoudnsanludiuves Authorized SSH keys T copy key 7ilst
y | & o ¢ (25 o 1 = & o
91nn15 generate W ld@lludruiinayiun sshersa Lidrantinlaedoniui copy u1uula

WanuAdIU public tine nallalwd myprivatekey.ppk Ingldlusiasa Notepad

A A | ) | = s
o G [ 192468, /spstem_secmersger phpiast=eAtEseri = Q9 HME

Inherited -
from Hame¢ Description Action

User Certificates

Neme CA

Authorized SSH

Peec Pre-Shared
Key

:

5UT 3. 45 il Authorzied SSH Keys
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3.8.6 NAADUNNSHN9IU SSH a8 PUTTY Taaldiavlefiuaniasaved Pfsense fa

192.168.1.1 uaziinilnd myprivatekey.ppk ieszdudiureanisld password Tu SSH

& PuTTY Configuration

Categoiy:
indow A ons: controlling authentication
| Wind A~ Opti ling SSH authenticati
Appearance
Behaviour Display pre-authentication banner [SSH-2 only)
Translation [] Bypass authentication entirely (SSH-2 only)
‘ g:!lzztl:rn Authentication methods
| &- Connection Altempt authentication using Pageant
! Data ["] Attempt TIS or CryptoCard auth (5SH-1)
Proxy Attempt "keyboard-interactive” auth (S5H-2)
Telnet
HT);?H Authentication parameters
= 5SH I [ &llow agent forwarding
| Kex 1 [ Allow attempted changes of usemame in SSH-2
| Huost keys Private kep file for authentication:
‘ Cipher 1 EC: \Documents and S etfingsi\Administratc| [ Browse... ]
\ & Auth N :
L T o
®x11 |
| Tunnels i
Bugs I%
[ More bugs _Ii
| ____S erial 0
[ open [ corcel ]

3711‘7; 3. 46 winllnld myprivatekey.ppk

3.8.7 111 Pfsense Ny PUTTY

£ 192.168.1.1 - PuTTY,

gﬂi?'l 3. 47 VAFAUNITHINIREHY SSH
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3.9 f9An Firewall rule
i a o 5 . & o Yo ar .
Aoufits1asinn156aa Firewall rule u 11azu1viiAu3dniy Aliases
Aliases Aardugldlunsonedanguves IP, Port 3o Network sieq) Tun1sdanisiu Rule
' . P P 5 o v - : 2 & A A
A99uu Firewall \luisesnidaudvasdudounasavidenseu lussuuidng tuerailed

1 2 . v o 1=¢ o o . ° v
wanlasauAliniuesisavzldld Alases 1o arszuusilvguuanslild Alases agvilu

Aaauduauagrannseluslnnoaduvduniguaseuu (Administrator) 8199xdenali

1 i
N o 1

Aansaoudinfidanatn Wudedlniszuufivinli Hacker ondedaslnidanlaufissuu &
wuudludug 15neeld Aliases Lﬁaaﬂmm&jqmﬂiumw%mﬁmmi Rule vu Firewall asly
9nlassanuiiisngsi DMZ Zone Fadulvuiifidimne finguenaunsndidldoy 15109
Ms5uE o slulsudliiiu Aliases Reafufenan Web server way Mail server Tudid

willednennsaly DMZ il

Server name IP Address / Subnet mask

Web Server 1 192.168.1.11 / 255.255.255.0
Web Server 2 TOAY68AXES/ 235250253
Mail Server 132116800l 2 5575 5255

ql -
#1919 3.2 ﬁuqﬂlaﬂlﬂWLLaﬂtﬂiﬂ'ﬂﬁﬁ DMZ

P G < R S NG

e 0 [ 19216811 1 /Trewal|_rulesphp il <war Q eyl =

Foslig  WAN (LEN. SYNC

Rules {Drag to Change Order)

States Prowcol Source Port Destinstion  Port . Gatewsy Queue Schedule Descripmion  Actions
X ovaBe RFT 1918 . . s s « Biock pevase .
s - -

v O/08 P ¢ 80 IS B0
TP HTTF) HTTF}

 Tep HTTF) (HTTR)

nane

D O O s €

[HTTF)

= : o = g
JUN 3. 48 nNauNINITLAN Aliases

93U 3.48 asdlifid@innesuinnia 1 Muusiduludesdrdlefivenmsavemnd

52 173 . reo & = 1 @Y o 5 <
LL@Q"IL‘iﬂ‘N’lU Aliases mMR}'ILUUWQSMENEJ’NEN‘VN‘HM@UUL@Q
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3/
o s ] ]

3.9.2 faluisn9evinnsld Aliases Tun1siu@sninesvsanudiil Wedresanis

WasuuUamFeudly rules vas Psense M1Uf Firewall > Aliases > Add ez

J O pomes o~ o

1B Jocsidomain - Firewal: Alasas: 17 -

Hame Values Description Actions

JUN 3. 49 wienaia Aliases

3.9.3 ndnidanudatiulilddiissuil 3.9.3 udhndn Save
Name : deifodm3y Aliases
Description : ldfAasuy
Type : Ussiavas Aliases Tuidifiiu host annsadiailoflilnenisadnty add host

Host(s) : Wusemsvedlefivennsaiianavldlungu Aliases i

T e

€ 1 192.168.1.1 firewel|_slases_rditpbpzh =i CL

o FOOH

= & " o
U1 3. 50 NM309An Aliases Tinulgsviaes
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3.9.4 NUNAINAIINYINNTSERY Aliases wdn 51aunsaun Aliases Tulalundas

rules A9 l@pEs@zAIN

W g v v N R
b € [ 192.168.1.1 firewall_aliases phpeb =i CLRA) =

Firewall / Aliases / IP

Thechanges hive Seari apched succenstuly

Fircwali Aliazes
Hame Values Desri Acticns

£0

T ]

Wiekserver 102.188.1,11; 162188113, 162, 168443

U 3. 51 iy Aliases 13984

3.9.5 vidanyinsin Aliases Wifiu Webserver fazviniunduvasgaisesaig
AUTUABUN 3.9.2-3.9.4 NAIRINHUULIIAYIY NAT port forward Ingazvinnisweatinnneg3

wadusuIimaHTTR) Widuidswnes Tnesuandalui Firewall > NAT > Add

’@p&m locaidotnan - e X
12 Jogakdorman - Firewsl: NAT. Port Porwand: Et

R = :

[ c TS T T T T T At =-1 Q By
a5 T W ot e el N = N I

Disabisd O Dsadiethare

e ROA (HOT) e o ki s ok
e
L T y
il
Sounsn

Dasinaion ot NAY < teee

Destinstion pertisnge

Firdireet L gt 18

Badirect target port

Dascription

§1J17'i 3. 52 wiA1aReA NAT port forward
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3.9.6 TumsieAn NAT port forward Tdarndsielud uazadn Save and Apply
Interface > WAN
Protocol > TCP
Destination > Any
Destination port range > HTTP (From and To)
Redirect target IP > 192.168.1.11

Description > Forward HTTP to Webserver

'@ﬂsuushfm-ﬁr& M
€ 5 G 110216811/ Bt e phpisiter=-1 - Q%

Disatded Diastle uanie

Mo ROR (NOT) Diazls mdmezon form
This opon s reealy Feased

v whioh intarcs thes 1 EEDRBIS T Tnstcasen AN e pected

Fndivect targ et 12

Redirect targetpert

vt e 15 e nbonid e 11 e o3 et s the ke pon ol e satgr Cherndy

af T

5Uil 3. 53 981915608 NAT port forward

3.9.7 pdwniisuiiy Aliases Ly NAT port forward udniu gavgazdunig
ial firewall rules &sdiodudrudfalunisisuves Pfsense Tael Requirements il
- oy Al LAN iousiaiu WAN 16
- oy el LAN vnsdhuidensierfu wAN 18
- ufiam WAN Tunisidngia LAN
- oug Wl LAN Wauderfu DMZ Ififies HTTP
- ayeld WAN Wousteriu DMZ Iéifiga HTTP

- v&aa DMZ Tunisidinds LAN

v v & ° IR T o e
INNYIIFUTIING ansnsovinnsaealanat LUfl Firewall > rules > add
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P
~

Tunsfimua rules duasdinisufealiuuaniase Al

~uden WAN Tumsidndia LAN uagsisdndagy

Q%Y

Address Family

Prowial
Source e march . " G e

S

Dinaiail v el g et ey ] A Comp o T
Dwstination port rage | 7 s . #y
S i 1ot i o TR Ths T Ll S ok ke GV S 4l o =

sUit 3. 54 A Block WAN to LAN

~ufion DMZ Tun1sidaile LAN sapindagy

e
* g e e o

Addrainfimily | |74
ety
Frotocel | TEF
e sa wr e 18 ool thin .l kool mamsh
— ¢
Soures R——— Slrae howt o ala VL ashear
g
e L >
Fape Curtoe T stor
Specify 17 e po or port renge for thim rule. This B€sualy mne om st alliont nevir scasl o ih
Letio sbon pont ar ge 4C wPouiS awely baany| The T¢ (W ey beiefh ewpty i orly f harig & 1or g
ot
Destmabon  © (ntich "Swokhomoraies S Comuun .
Destinatien port & £ g &
range From roe

3V 3. 55 Block DMZ to LAN



~ayaynld WAN Jeoustafu DMZ 16

€ 5 ¢ Dig216811

e
Destination  * Invet manch Smale host or stz T
Destinaina o HIFPIED) =
range ©
ety the desinaton port o pert mnge for tha rule. The R
Lag 8,193 Backetiihar see Nardiid b s rae 5

sl 3. 56 Allow WAN to DMZ

“oyywlii LAN Fousafu DMZ 1%

Tk F irewal| Fule -
Acton
a evarind e
fon, 4 e e
« thie pEckse m 210 ¥
Dissbied
R—
wnwrface L :
Chas va e Aarlacab or o8 pachets it Bome 1o et V3 ik
Address Familp ¥

B N T " ’

hh P pRoRs< ol thd e ook wimch,

Seorcs  Aevdinenh Smak host o1 2les

T . L
Divplmy Advancad
Soures portringe, - HTTEIRAL TR O
! L ' Camsom
Specdy thl Bdwece cotrmgeicrthenis Thawci sl o
ervagon ¢

+ g A0 Bhe e & 3ually b anyl Tra To' hakd mey

Destination e math Senale hoatcr alas

Destinationport . HTT# (0
range T mam T

5UT 3. 57 Allow LAN to DMZ
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-aUy M LAN anumdwiunnang

@ prsenes locsldoman -Freve % )

o]
¥
n

gﬂ'ﬁ 3. 58 Allow LAN to any rules

3.10 Anme Failover

v
o Al

N19¥in Feilover UuilgausvasAainewi High Availability vesn19vitnuiiedann

gunsallogiuaunsafinrauianaialauayeravilissuumiedieidevisludieg Janeadl

o o ol & o o o P . o ' X )
ﬂqﬁa’]'ﬁ@\ﬂUﬂiﬂJWQUﬂimm'ﬂﬂ“]HULE'{E]WWUQQ‘LU FuRALLIAALLAYTN Failover Yua15Ue4

3.10.1 Buinadia Virtual IP address 1081Ufi Firewall > Virtual IPs

'gpwmu-:mw."r"”. - O ]
& O [ 192,168, LA rewalll vl ) Q)=

Firewall/ Vittual 1Ps o
Virtual 1P sddress Inberiace e Descripticn Actons.
A carp WA CARP #a
24 (vhick 2 (2] CaRF (B ,8

Uil 3. 59 &¥14 Virtual IPs
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3.10.2 @379 Virtual IP TifuBumasing WAN Tagyinnisimuaain1eefenim

oo e v N A B U L A

&£ = G [102.168.1.1 al_lp_editore QYR =

Lsen e : .2 ‘
Firewall / Virtual IPs / Edit °

Edit Virtual 1P
Type P sk # canP Proey AFF Ot

IntarTace
AmISIYPR Sgleskiens

Addrensien
Virksal 1P Pas swrd
VHID Oreup

Acvertising frequency

sUfl 3. 60 Hadin Virtual IP 489 WAN

3.10.3 a¥19 Virtual 1P WinuBumaiiwa LAN laavianasiamunansn a6 aanin

,’@;«;«uuﬂm\;r...i = P
- G 192. 16800 lrenwali ¥ ) R ARG QY% =

wsen &

Firewall /' Virtuat 1Ps 7, Edit G

CditVirtual IP

Tipe LEH * ChpP Prozy ARP Other

Interface.
Addresstype  Siglenakets

Addreia(os) qaiiee12
Victmal 19 PagEweed

VHID Group

Chter s 100 3 £ themachines wl thare

Advarlising frequency

5UTl 3. 61 faein Virtual IP 493 LAN
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32.10.4 %8Nl vINTade Virtual IP ladaudiuiineuiiwesazdaald

WAy default cateway i Virtual IP w84 LAN fie 192.168.1.254

Internet Pratocol (TCP/IP) Properties

" Germial |

“You can get IP sellings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appiopriate IP settings.

(" Obtain an P address automatically
(&) Use the lollowing IP address:

IP address 192.168. 1 . 10
Subnet mask: 255.255.255. 0
Defauk gateviay: 192 .168. 1 . 254

() Use the following DNS server addresses:
Prefemed DNS server (g, 0 . o I
Alteinate DNS szrver:

Coen

31]175 3. 62 #1381 default gateway 1Uu Virtual IP LAN

3.10.5 s nUlUTIVGsie System > High Avall. SYNC #asadiadl

Synchronize Interface > SYNC

pfsync Synchronize Peer IP > 10.0.0.2 (lafilannsaves Pfsense-2)

Synchronize Config.to IP > 10.0.0.2

’@ﬂma.b%m-sw; x
* . _'192168.3.];#‘-:; '_'f’?,_nf(!"ﬁ':l

System / High Ayailability Syne

(£ 7]

State Smehronization Settings {pleync)

blcd on sl members of a faiorer roup
orce @configuation 3 enauiedt {see Configury

5UT 3. 63 utieing High Avail. SYNC
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3.10.6 Hefn High Avail. SYNC (sio)
Remote System Username > admin {username webconfig pfsense-2)
Rermote System Password > pfsense (password webconfig pfsense-2)

Select option to sync > check box fAesU 3.10.6

- ]
& > [ 192.168.1.1 /cystem_hasyre phe QTR =
Remate System
o % Ermer the e eied o 1.
o semame apthk -
Remate System A B [
Password

A ¥ & =
3Un 3. 64 f9A1 High Availa. Sync
i AL . ) 3 A e =
3.10.7 WAvtnane Status > CARP (failover) agdannuiudinenifiaausidu
Master Lantutos kagyhniinsaifeanunu Pfsense-2 anusdilaagsondu Backup

€ G [ 19216811 kv e T o f A =

Status / CARP = O

Foas, o, o -
@ Tew owiniy 43P § S Erier Peruistest CARP Mamtenonce Mode
TSN

CARP Imterface Virtual 18 Status.
WANGSH 4612461 1024 © MASTER
Lang2 192.188.1 254724 O naster
pSyTC nodes
sH7aas0z
o762
<4a83770

sCEdAELs
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3.10.8 @o1uy Failover 994 Pfsense-2

CARF inderdace Staluz
wANG BALKUF
Lange DACKUF

gﬂﬁ 3. 66 @07UY Failover Y84 Pfsense-2

3.11 #3519 Captive Portal

Watiuaulasndelifussuuasedneg asasiinistududinunounisivnly

A ) 3 LA 5 N R Y A= A v ar '
nuiaseTnanalutules Captive Portal dutlluadliountwnsfisesiinsdudusiaunauns
Whldauaseinslagaursoiudayaues user Nanuasaaldaulanain local database
%38 Active Directory 1aaag@id130%1n13A MUALIAIN5I1 LT Y @v5lun1sitnge

dumpiumtawaioyan W veasotglanie annsavinlanail

3.11.1 TUfintineng Service > Captive Portal > Add

o : EEaitrie ol AR =

M=o

g‘dﬁ 3. 67 Zone name Way Description
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3.11.2 faeh Captive Portal Tun1svianu
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SYNG o ) i
Salsce the ntedacela) o enasi fer cagtet porik
[T p—
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3.11.5 TUfl System > User manager > Groups < Add wagyiNTRAeegY

'@ﬂm.um~sm x Y @ pisorae iexakdoman - stats % W Y
= Tchsersn lorsidemin - Shus: CARP)

L C: [ 192.168.1.1 sptedTODTIOS Y

¥sen 8 LA
System/ User Manager / Groups / Edit [+
e Oreupt S AANe 1oamon S

23 b peleet e ple m

g‘ﬂ‘fﬁ; 3. 71 19A1 Groups d1%3U Captive Portal
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¢+ Command Prompt
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Copyright 1985-2AA1 Microsoft Corp.
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