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Digital 1/0 Pins

Analog Input Pins

DC Current per 1/0 Pin
DC Current for 3.3V Pin
Flash Memory

SRAM

EEPROM

Clock Speed

Dimensions

318MS ANENUA
Microcontroller ATmega2560
Operating Voltage (Logic level) 5V
Input Voltage (Recommended) 7-12V
Input Voltage (Limit) 6-20V

54 (of which 15 provide PWM output)

16

20 mA

50 mA

256 KB of which 8 KB used by bootloader
8 KB

4 KB

16 MHz

53.3 mm x101.52 mm

2.4.2 NQEn1e Arduino

Lulasraulnsaiaaiauga AVR wuulawmuseda (Open Source) ldunsUsus
wanlassnislawueiaues AVR Arduino fiaauauludesainnudiisluniiFouiuagls
11 lasandl n1veanddasigg Puinaduaumsliausmeguuuitielidudeu faudi
Arduino aziiguuuunisldauadaes Aululasneulnsaiaosedne Basic Step 1o Parallax
usftigaLiunineduie

- Wsunsuiiléiifanntes Arduine araAsasesuMsTiaTTui Window wae Linux

- Juuuidsheienslinu aanseiiliderutuduiinmdudeusnnlduasss
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2.4.3 nqufjiisafuneinaynsu RS-232[4]

RS-232 Wuweimnasgmlunsdearsiugunsainivenamnss RS-232 deutain
Recommended Standard-232 (uarsgtusuziitgy 232) Wunssgunsideuseteyauy
wosnaynsu (Serial Port) Awtualay EIA (Electronics Industry Association) ¥3e asnma

fussneumigaaunsaudifnuieiindveseuinm ¥iunsdeasuuugarogn Tngldans
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é’nwﬂﬂaﬁ"ﬂﬂwaqmiL%'amia%’agauwaqnmmummgm RS-232 Aawluniy
deansdeyauuugasieyndafuiifunisdeasdoyareinnenfiumediuludy Faa3eq uih
Wassilianfuezls8le laonsdaaniiuwuuasmiandoudy (Full-duplex) Tata1ald
audygaduiiudioviugudiun (Hand-shake) Wailnnsgu RS-232 $1inanmenianslid
50 WendaUszunm 15 wes dvdunisdsdyaiaiinnnuns 19,200 Gadedundt Tasfiniu
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EmawIsiaduaidassfeatsiiaruiiguviedildygsunuinng

¥
- b t N
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wansinafumugkan 51A1 anuaiug auazdeelunisia msiduuuAivanieuuuune
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uzdien laslassnuilidenldifued DHT22 FsliuuuAdvia (Digital) Tundryaafaa

WigsrnAglunateuseunuudneynsudasiirnie (serial data, bi-directional) fu Arduino

AegUN 2.6

DHT22 pins -,..:gt
2§ vce ‘. ..
2 DATA :...OQ
3 NC - Q,..*.ﬁ
3 GND 'h._%
=i
b Ao

Ui 2.6 WuwaiTngumpiinayainadu DHT22
(@983lay https://g00.gl/9EOQIR)
Tunsaudayavinifueestusylvdygaienduienie DATA wuassiianig
wazluanuzUinfdyqial DATA agwUu HIGH 'Lum'idmﬁil'agamiaaﬂ% lulnsaaulnsaaes
azdedimunaliu) DATA LOwordng uazadidn START Jeasdeadu LOW adhelfos 0.8
 Millisecond vamiuislyidu HIGH aehaifor 0.02 Millisecond watantudunissenaunsu
waw1 DATA szgniesdsufiudunn Susuvasnmsneunduled widyuiaaady LOW
wazUdeelidu HIGH dasas 0.08 Millisecond Taelseanas (Feni1 Response Bit) aantiu
Teaslumsdedoyailazin 921 40 Tn (@19 LOW snuigaeiag HIGH) 29 LOW vasudazin
P

WAL waasatanulugae HIGH dawsudeniimidu 0 wia 1 (¥miunitegie HIGH

o 1 £=% a d
Tunsduunavesdn) Avgud 2.7

Response sigral Fumidry high Hurmdty ow Terp high Temg bw Parity bt
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Strtsgrel

S 535000y
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2.5 TusTamaalunisdasns

2.5.1 WslaAaa IEC 60870-5-104 [6]
Tnevialy IEC 60870-5-101 garfwuatusuguuuunisieansdmivdsioys Tele-
: ¢ Y = < 9w < 1 1 < ¢

Control sewinguimuauivaniigu Fldnmivenselaansssznitguniaifiguidauay
9 = Ly o o » | ] a4 w o 4 1 dda
Auaaniigiu Tuunsnsldauiuiianudesnimsdeyaguuuuidsafiuiundateising
Faiuuazdededoyalaefmunduniadeudeiaiiousswirsaaniiniuguszezlng n1sds
[y & aa 1w = ‘e P & 1o ad 4
TeyauvuilaziaadlunisdideyalasTusdiuaruAunwesnistis Fanifiad (Delay)

1 2 ll’; ”4 ar d 1 cl d
Tunsdstoyatudulylidlinsldnrteuremunsmunly IEC 60870-5-101 udluviansdl

vl < 1 < <

Adululdnasiteudeaniiingd 3 iawwed (Layer) vas IEC 60870-5-101 Tugunuuiivusay
[V EN ) ) { ¥ g o
nudayainietiolagld PAD (Packet Assembler Disassembter) wiiaidniisnisdeans Tunsd
4 Yoy £ ar = 1 U o
aunuasseglunasgukas lildldilaidunisiPeunsves IEC 60870-5-101 evawdidsnts

deanssiu Suitable Transport Profile

2.5.1.1 wanmuavad IEC 60870-5-104

1Hun13sauenndindunes IEC 60870-5-101 wazilaidunisdetayares
TCP/IP (Transmission Control Protocol/Internet Protocol) sanelu TCP/IP fzUuuy
\3adnevarnnateldle sauva X 25 FR (Frame Relay) ATM (Asynchronous Transfer
Mode) waz ISDN (Integrated Service Data Network) Taal4 Definition 7vwiloufu tgu

ASDU (Application Service Data Unit) fiftwualusnasg i IEC 60870-5

2.5.1.2 aalasnssunaty
X e EY] - | 1 P
wInsgruidmualild TCP/IP-interface Tun1si3ausiagunsalnauny
ssazlnadiudndsa F9ggdl IEC 60870-5-101 ASDU ludualwasananntiusmatasiiiy

el ! a d I 1 “-'f
YayadrunmianuanaanuaiuLuun1ITieaNae 11U X.25 FRISDN uasaus lawdl

s d
aninanssusigun 2.8
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Application 101 Application 101 CENTRAL
: : STATION

Transport interface Transport interface

End system
TCP/IP I I TCP/IP
LAN interface* I LAN interface®
|
Router (X.25, FR, ISDN... ‘
Router Router

Network

X.25, FR, ISDN... Network

X.25, FR, ISDN...

Router (X.25, FR, ISDN... Router (X.25, FR, ISDN...)

LAN interface* LAN interface*
TCP/IP l 1 TCP/IP OUTSTATION
Transport interface joogysiom Transport interface
Application 101 Application 101
Without redundancy With redundancy

Ut 2.8 JUuvvamasnssaialues 1EC 60870-5-104
(871993lee IEC 60870-5-104:2006(E))

2.5.1.3 laseasialusinnoa

1
ot ar

Taseafasluslanen IEC 60870-5-104 qgil 5 Fuseuil 2.9 uasiiyunuums

E)

Wousavaslusinnea TCP/P ﬁqgﬂﬁ 2.10
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Selection of application functions of Initialization
IEC 60870-5-5 according to IEC 60870-5-101 User process

Selection of ASDUs from IEC 60870-5-101 and IEC 60870-5-104

Application (layer 7)

APCI (Application Protocol Control Information)
Transport Interface {user to TCP interface)

Transport (layer 4)
Selection of Network (layer 3)
TCP/IP protocol suite (RFC 2200)
Link (layer 2)

Physical (layer 1)

NOTE Layers 5 and 6 are not used.

gﬂﬁ 2.9 Taseasaluslnraavey IEC 60870-5-104
(81984lee IEC 60870-5-104:2006(F))

Transport Interface (user to TCP interface)

Transport
RFC 793 (Transmission control protocol) (layer 4)
REC 791 (Internet protocol) ' ::;,‘;":’;';
RFC 1681
(PPP) RFC 894
(Transmission of
IP datagrams 4
over ethernet Data link
RFC 1662 networks) (layer 2)
(PPP in HDLC-like
framing)
Physical
Serial line Ethernet

3Ui 2.10 fedrevesguuuy TCP/IP Tuslaneaitliluanasgu RFC 2200
(@1983ley IEC 60870-5-104:2006(E))

2.5.1.4 Ailenuwas Application Protocol Control Information (APCI)
o al d: 1 :: = L3 i 1 2/ £ u; I
dwiunsiweusieuuu TCP dududumeiiaiyudunisansudoya dalaid

s 2 v o= < 7w A o
m‘smﬁumﬂa'lﬂa'mwLiuwiamqmluﬂ'liﬁwauuaﬁaﬂ IEC 60870-5-101 ASDU LWanay
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‘a’ ol = a da' d’ :
ATIRFBUALINAUMIEYNAUTRY ASDU Fnviniaiiu APCI asluifieniunu ASDU FsUseneu

Uén Start character, Length of APDU uag Control field é'f«agﬂﬁ 2.11

START 68H

Length of APDU
Control field octet 1

APCI
Control field octet 2
Length = 4

Control field octet 3
I Contirol field octet 4

;sﬂ‘ﬁ 2.11 Ipssainawes Application Protocol Control Information

(81984lmy IEC 60870-5-104:2006(F))

JUuuues Control field wiuihu 3 3uuuulumsdniiiunas Ao Numbered
Information Transfer (I Format), Numbered Supervisory Functions (S Format) wae

Unnumbered Control Functions (U Format) siguil 2.12 2:13 uae 2.14 mudsiu

Bit 8 7 6 5 4 3 2 1
Send Sequence Number N(S) LSB 0 octet 1
MSB Send Sequence Number N(S) octet 2
Receive Sequence Number N(R) LSB 0 octet 3
MSB  Receive Sequence Number N(R) octet 4
35U 2.12 Numbered Information Transfer (I Format)
(81984lme IEC 60870-5-104:2006(F))
Bit 8 7 6 5 4 3 2 1

0 l 0 | 1 octet 1

0 octet 2

Receive Sequence Number N(R) LsB l ¢] octet 3

MsB Receive Sequence Number N(R) octet 4

g‘dvdl 2.13 Numbered Supervisory Functions (S Format)
(8981len 1IEC 60870-5-104:2006(F))
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Bit 8 7 6 5 4 3 2 1
TESTFR STOPDT STARTDT

conl act con | act con [ act ; 1 s
0 octet 2
0 I 0 octet 3
0 octet 4

gﬂ'ﬁ' 2.14 Unnumbered Control Functions (U Format)

(21984lmy IEC 60870-5-104:2006(E))

2.5.1.5 Application Service Data Unit (ASDU)
ASDU 1fun1s39uiunas Data Unit Identifier Lag Information Objects 3

lassainesisgun 2.15

DATA UNIT CAUSE OF TRANSMISSION
IDENTIFIER

APPLICATION ADDRESS

SERVICE INFORMATION OBJECT AN
DATA UNIT ADDRESS
—

INFORMATION OBJECT 1 SET OF INFORMATION
ELEMENTS

‘I'IMETAGMMMM
v Toln, TIME TAG OF INFORMATION

v
TIME TAG Seven octet binary time OBJECT
ms fo years

=
| =
5Uil 2.15 Taseas1aues Application Service Data Unit
(na8alay IEC 60870-5-104:2006(E))

14941 K
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2.5.1.6 ASDU Type Identifications [7]

o e L4 < o 2 c} 1 )

d3U ASDU 9sspaininmusjuluuvestayaiasduanalagaiunsonus
oanlu 3 Uuuuwdng e maneiimed nIruan uazmsuanasulWg Wy suuuu 1

Single-point Information Aentsiutayandadn jUuuu 46 Double Command Ldunivds

7 = 27 ot J =
Jayadetn Wudiu dinnsnei 2.3 fa 2.5

13797 2.3 ASDU Type Identifications dnuiunisueiines

Process information in monitor direction

TYPE IDENTIFICATION
<0> not defined
<1> single-point information M _SP NA 1
<3> double-point information M DP NA 1
<5> step position information M_ST NA 1
T bit-string of 32 bits M_BO _NA 1
<9> measured value, normalized value M _ME NA 1
<11> measured value, scaled value M _ME NB 1
<13> measured value, short floating point M _ME NC 1
number
<155 integrated totals M IT NA 1
<20> packed single-point information with status | M_PS NA 1
change detection
<21> measured value, normalized value without | M_ME_ND_1
quality descriptor
o single-point information with time tag M SP TB 1
CP56Time2a
*<31> double-point information with time tag M DP TB 1
CP56Time2a
*<32> step position information with time tag M ST TB 1
CP56Time2a
¥<33> bit-string of 32 bit with time tag CP56Time2a | M_BO TB 1
*<34> measured value, normalized value with M ME TD 1
time tag CP56Time2




A13797 2.3 ASDU Type Identifications dmiun1sueiines (sa)
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Process information in monitor direction

*<35> measured value, scaled value with time tag | M_ME_TE 1
CP56Time2a
*<36> measured value, short floating point M ME TF 1
number with time tag CP56Time2a
B> integrated totals with time tag CP56Time2a | M IT TB 1
*<38> event of protection equipment with time M EP_TD_1
tag CP56Time2a
B0 packed start events of protection M_EP TE 1
equipment with time tag CP56Time2a
*<40> packed output circuit information of M_EP TF 1
protection equipment with time tag
CP56Time2a
<22..29>, <41..44> | reserved for further compatible definitions
<70> end of injtialization M_El NA 1
A15747 2.4 ASDU Type Identifications dwiunmsnuny
Process information in control direction
TYPE IDENTIFICATION
<45> single command CSC NA_1
<46> double command CDC NA 1
<47> regulating step command CRCNA1
<48> set point command, normalized value | C_ SE NA 1
<49> set point command, scaled value CSENB 1
<50> set point command, short floating point CBENC 1
number
<5is bit-string of 32 bits CBONA 1
<52.51> reserved for further compatible definitions
<58> single command with time tag CP56Time2a | C SC TA 1
<59> double command with time tag CDCTA 1
CP56Time2a
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Process information in control direction
<60> regulating step command with time tag CRCTA 1
CP56Time2a
<61> set point command, normalized value with | C SE TA 1
time tag CP56Time2a
<62> set point command, scaled value with time | C SE TB 1
tag CP56Time2a
<63> set point command, short floating-point € S5F 1¢ 1
number with time tag CP56Time2a
<64> bit-string of 32 bits with time tag CBO TA 1
CP56Time2a
<100> interrogation command CICNA 1
<101> counter interrogation command CCINA1
<102> read command C RD NA 1
<103> clock synchronization command C CS NA 1
<105> reset process command C RP_NA 1
<107> test command with time tag CP56Time2a CTS TA 1
A15797 2.5 ASDU Type Identifications dwiumssanudsulila
File transfer
TYPE IDENTIFICATION
<120> file ready F FR NA 1
<121> section ready F SR NA 1
<122> call directory, select file, call file, call F SCNA 1
section
<123> last section, last segment F LS NA 1
<124> Ack file, Ack section F AF_NA 1
<125> segment F SG NA 1
<126> directory FDRTA 1
<127> Query Log — Request archive file F SC NB 1
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2.5.1.7 vshalarwain

W9 ey TCP susznaudioiiog IP uasvunsiawnesn ng gunsali
\Foustedy TCP-LAN azfiflag IP iluvesiies Tuvasiivaneiaamedauinsgiuves IEC
60870-5-104 gnrimvualilu 2404 Taedsuesegldweinmnaay 2404 Tuynnsdl wsiils

9] 4 3o
dltuaunialinedainaiavduls

2.5.2 Tslaraa MODBUS [8]

MODBUS Lﬂuiﬂ'ﬂmﬂaaﬁaw%‘uﬁaaﬁ'iiauuaﬁag‘lmama% Application syt OS! g
Fereliamninadedoarsifusenitngunsainidey sefuuuaiatefideiuluguuy lea
Lewi/Adiwied (Client/Server) lagawsaimunvinmatgunsalléigean 255 vanelan 1
dnwaznsddoya 2 wuu fls Teyauuuuean (ASCH) wazdeyauuuiavgiuass (Binary)
Tuslanoa MODBUS #ideansfoyauuy ASCI agiian MODBUS ASCIl uariUsinnoa
MODBUS fideasayauuuiatgiaes asi3un MODBUS RTU ¥il#ila1aunnsitelunts
AvuaAmeindeas

Jaguulaseadiives MODBUS fnsiamnedaaidawasdnidunslagld TCP/P
UU Ethernet HIunain 502 #3a Asynchronous serial transmission (wire: EIA/TIA-232-E,

EIA-422, EIA/TIA-485-A) Waz MODBUS PLUS §iagul 2.16

7Ut 2.16 JUuvunsRnRadeatsvesiuslanea MODBUS
(81984lae https://g00.g/sPJRsv)
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) | a <
lUslaAsa MODBUS azrwuna PDU (Protocol Data Unit) filudaseainnisdeans
o - 1 1 bl 1 1 o . = ar
LLaammstmJa%amqamqmmﬂ%amwwama 13871 ADU (Application Data Unit) #4
< v X y { = a 1«2 a
3% 2.17 Taw ADU asgnafrtunlutlilaaewideiunsinse fudwneiasnouaussmu

::;ULLUU?;aqﬁaﬁ%’uiﬁﬂmﬁ%'umﬂﬁelﬂmauﬁ

_—y

N ADU "
[ Adeitional acorecs | RN (N

PDU
sU#l 2.17 JUuuuwsmasiuslanea MODBUS

(@1384lpe https://¢00.g/sPJRsv)

2.4.2.2 MODBUS Data model

at 1 ol IJ
TusTanea MODBUS siguuuulanaalunmsdudsdoyadimnsiam 2.6

A15799 2.6 Ufmﬂmm%’agamﬂﬂﬂﬂmaa MODBUS

Primary tables Object type Type of
Discrete Input Single bit Read-Only
Coils Single bit Read-Write
Input Registers 16-bit word Read-Only
Holding Registers 16-bit word Read-Wirite

o o
2.6 TUsunsungvag

2.6.1 Wsunsu Arduino
Tunis@gulsunsudmivuesa Unicon azdaadeulisunsulasldnivives
Arduino (Arduino Programming Language) d3ia1wiuas Arduino testitenleinuaasa
Tusidndde wiring waunsanterves Arduino wisléifiu 2 dundnie
1. Tasad 1901w (Structure) faudsuazanaeil

2. gy (Function) A17%84 Arduino 38871989m11A 87 C/Cot
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= I 2§ = o ar 5 :‘ < 3 2 @ =

Jee1ananilainnisifsuluswnsudiniu Arduino %957009U850 Unicon ARDN1IL 08U
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Tsunsunmw C laeSenldantunazlaus3nng Arduino léeseyuBlwuatdeasmnuay

vilvigilaifanudaululnsneulnsameiodwdnteaansndoulsunsudeanuls

2.6.1.1 Taseaievedlusunsu
TUsunsuves Arduino wusliilu 2 d1ufe void setup() void loop() Tag
¢ @ o ° o o a fo A o & o o !
gy setup() Walvswnsuinnuasyadmesiladduiiissnsssaldlunismvunan
¢a‘ 2 o 1 & o 1] o a o & at é)
BUAUYR M3V duileAtu loop() udwmvasmsvinnulusunsuasyindndsluiladdud
1 4 ot =8 vV o ° 1 g -J
Aalllesniu aasariailagUndldimualuuanisviteuessniine g AvuAnisaealsuuy
| ) < e | i I a

aynsu a7 duves loop() (uldn (Code) Tannsudviagou iy swuardunalszanana
ﬂll 1 o | Q’ £ ] s U = :J 1 L 1
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= a & ar S o v o < o @ o £ a 1 o = & o 2 2
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2.6.1.2 @uanailandi setup ()
-1 PR I Y o 4 a v o O
anduiazipunaiuaussdUsensavirudelusuniuFuduieniaien

Miterimundnvewiuls lamwisueessieg Susudenldlausd wav fguil 2.18

e (LED_BUILFING OUTPUT);

g'ﬂﬁ 2.18 ety setupl)

2.6.1.3 d@ruasilendu loop ()
s el = & s d' o oo LU B2 1 ar <4
naINMRBUTINGU setup() NivuaATENAUTEIlUSLATULAT drudnunfe
& ol o o o 4 o o & a é" 1 =
Wanidu loop() Fedinsvitunsmudefessyiumuileiduiusediowasaian aely
s & v od w0 5 v s 1 o
ﬁqﬂ%uuasﬁiﬂmmmaag”{lsziLwa's‘uﬂ'm1ﬂwammxmawaummtmmgﬁaaﬂmmqﬁq WD

ATUALMTINIUYBIUETA AIgUN 2.19

AU
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3‘dﬁ 2.19 #sAdu loop()

2.6.2 Tusunsu RTUtIL500
RTUiL500 Wuldsunsudmiuleulwdnouiinda RTU wos ABB Feasiinisivua
JUwuuBune/LedwnvesgUniel AMvuatemintannefemafiuguiniuntuazimun

k SIJ L o L3
lslaneailddeanssznine RTU dugudaiun

2.6.2.1 lassainsveslusunsy

Wsunsu RTULILS00 szdldaudsznau 3 daundng Aa Network Tree, Signal
Tree Wae Hardware Tree 31 Network Tree Lfluei’mﬁﬁmum‘&admsmil.%[amiaﬁ'uqﬂn‘ifﬁ
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v oo 1 d 1 d L4 ol
ANWIINUVLDINNNILLBUS E}Vlﬁlﬁaﬁ‘liﬂ;ﬁlﬁlﬂﬂﬂﬂﬁ'lﬂﬂ']\i

Y KTUMIO0 - [Prejecs Relessau - HardwanaTres]
" He L8t Ven Prapct [uin Wedow beip

DBXE? =0hD AFATH0RELR
BEEY T . _ @wmEm
Garerst |
g IED Arcking o
B2 -5 FANAR Mnermostat Zsse? Tamp.
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8
s
5
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o

UGHT I3 Zonadlight Crd
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ONITENEENEHHDE
g8848
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g

5
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2.6.3 TUsunsu MicroSCADA Pro

MicroSCADA Pro iulusunsudmiuselimesuasmugumsinnuresssuuanian
U89 ABB %’qﬁﬂﬁ%mﬁﬁwmﬁaug‘icﬁiaﬁummaﬁmai‘isw’iugﬂuuuﬁaamu Bnviadiad
audasadtlunsdanisisuuuasaundaulunmsviniugs TasTusunsu MicroSCADA Pro

Usznauludie 3 drundnfie System Config, Process Database wag GUI (Graphic User

Interface)

JUil 2.21 feghaviiaeuanntsviaugestusuns MicroSCADA Pro
(@983lay hitps://e

2.6.4 TUsunsu Vinci Protocol Analyze
. S— > Q. ) w oo A e d o ar
Vinci Protocol Analyze Wulusunsudwivimamiatntanuivinuiuiuslanea
< ] [ & - 2, e & : =4
nidearsdmigUnialanamnisuined 8 Ins1ent uwesnedeu FelUsunsuilazniaasy
2 1 - & 2 ' £ ) o
Yayaludamunisdoansiuy udnaasaiiuniainaelusunsy laegzUsznaudeviii

Setting Console Events Way Statistic ﬁagﬂﬁ 2.22 8 2.25



26

i
¥
i
L

(n) @)
g'iﬁ'l 2.22 w198 Setting ¥aslUsWATH Vinci Protocol Analyze

nUiT 2.22 wii Setting sstUAsuudasiimumaliusTareaiidenldsgud 2.22
(n) Wilanaa MODBUS Serial uaz3uil 2.22 (v) Tuslanea IEC-60870-5-104

°
Fie Top Opboms Help

° o=, MR R e e —m W
[ comae | ol e | T'Fl

|r— T T .
B Bk owites restie: | Sliieihie [Ty

2917/34/81 14120 07 6 RE Dmvige:l Fusctisa: 1 OL-BA-3R-BI-Di-A¥

T e P =%
B= Dwvicell Taaeiice: 4 Gi-d4sEI-80-iT-Re-3E

) T

T .l e 4 . AT A L g N LT 3

T SN T
Cewr

2 =),

(115 e))e

S FIGE |

Fler OFF TC22 KX Emori |

_‘;Uﬁ' 2.23 wi19a Console vaslUsunsal Vinci Protocol Analyze

< s o J = L3
2n3UT 2.23 i Console wamnisiudadayaseniradsnneiuasaunsailarana

Tuguiuu Log File lneldiaugiu 16



27

© THEVINC PR
Fle Tegs Ogtions Hep

= i Pot A [oOM3 7] Bodete [0 -] Foess: [rendl -] wisuwnmiL ][ sweopots rl

Settings I Coracie T Events I Smfiesc ] mmm} Tage | Format
[Feee [ TS TForcton | T ) ] ~
2017/04/00 16:21:42.364  BX 1 Read Holding Fegisters (04} € 23 Tespesatuze Zoms 7 0 Zone 3 Lightng Sele
Z017/04/01 16:21:47.368 X 1 Read Holding Regisvers (04) 7 Tempezasze Zone 3 1 ZonsSlighting Sals
2017/04/01 16:21:82.400 KX 1 Read Coils (01) 0 Zcne 1 Lighting State 2 Zone 1 Lighting Command
2017/04/01 16:21:87.420 RX 1 Read Coils (01) 1 Zeae 3 Lighting State 3 Zone 2 Lighting Commrard
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2017/04/01 16 X 1 Zaad Holding Ragiitess (04) 3 18 Temparacuras Zoma I |18 Temperstiurs Zore 2
2017/04/01 16: = 1 Read Hsldisg Reglszezs (04) 7 1 Zcoa 3 9 Tewpamus Zons 1
2017/04/01 162 R 1 Read Codls (01] 0 Zone 1 Lighting Btate 10 Zons 1 Lightng Sate
2017704701 18: ™ 1 Weice Single Goil (96} 8 Zoow 3 Lighting Cosmand 11 Zova 2 Lghiing Sete
2019/04/01 16 ax 1 Weire Single Cotl (05) 1@ 2sma 3 Lighring Command || | J2__Zone 4 Uighiing Sate
2017/04/01 16: R 1 Resd Coils (01) 1 Zome 7 Lighting State 13 Cortrl Escelater Up
2017/04/01 18 m o1 Raad Coils (01) ) Zone 4 Lighting State 14 Control Excalator Down
2017/84/04 16 = 1 Zesd Coile (0L) 2 Zose 3 Lighring frata
2017/04/01 1E: ™ 1 #rite Sisgle Codl (06) L] Zemz § Ligiting Commund
2017/03/01 18:22:87.789  RX 1 Write Fisgle Coil (08) 15 Zeme § Ligiting Cowmend I Add ]
2017/84/0% 16:025: s 5 1 Fesd Coils (011 4 Zmos 5 Lighting Stats 1 B ]
2017/04/01 16223 2w 1 Rasd Nolding Ragisvers 106) 5 s Tesperavsze Zone @ [ ey ]
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3.1.1.3 NAABUNSYI N TUTBITEUY
° ar i qr -;’ d‘ E
dunmegeumahauresssuy vimniilifaundunitevndeianain
uaznndeuNIRBUAUBavnMsaiflisuduvend e’ Iannarheldedugnies

muvanUURvasssuuiitviall

3.2 N999ALUUITUUEANIAN

Tuduvesssuuamaniuasuszneulufe 2 ssuudes i suudrelWlsiuanti
(Service Substation System) uazszuudaAny (Fire Alarm System) %"'wzﬁqﬂn'ifﬁ RTU 1fu
poulnraiaeslunts fuAdunauasdiesndidaandyalunsnuaugunsaivatanie Snis
swuvamanazdusinaradetse ssuunsiansenmsidiuerduaimunuizuures
\W@iWned lagssuuanimazindeduaudarununiunis Sisefuln (Ethemet) wasld

Tuslanea [EC-60870-5-104 Tunisdaasdiaguil 3.2

SCADA Subsystem

Building Management System

Remote Terminal Unit
S560CMG-10

PO ————— |

]
E‘Lh’l 3.2 AMWITINTBITSUUANTIAN

3.2.1 s2uungluszuuanIan
3.2.1.1 szuvanglwWlvdvanni
szuugrellvinuaanilasuiseandu 3 asdusznau laun drusunszualnii

I1NUNEIT18 d2U MDB (Main Distribution Board) wagdau EMDB (Emergency Main
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Distribution Board) lasusazduaziinisdisesnisanenseualunsdiAnimaanidy wu
Iwihéu vide MDB1 Liaunsoviheuld saulufsgunsaldanssuaviinudades
3.2.1.2 spuusAnse
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szuugAAfuiiniIviulaeiuataausaingunsaiaans Tagdaidnfu
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RTU aulalafutieyaaausivenmilanandmual fasimuanidugrandeulumitee

TasRNALmUANLardLe e lUgUnsalvansne

3.2.2 BUNA/BIANAYBITZULENIA

= v <
BunALasloNAYBITTULANMEmNTouandlARInIT N 3.1

A137197 3.1 faENBUNELALIE W NATBITSULANTAN

Logic Name Description Type Status
S MB1 Q1 MB1 Load break switch 1 DPI Open/Close
S MB1 Q2 MB1 Load break switch 2 DPI Open/Close
S _MB1 Q3 MB1 Load break switch 3 DPI Open/Close
S MB2 Q1 MB2 Load break switch 1 DPI Qpen/Close
S MB2 Q2 MB2 Load break switch 2 DPI Open/Close
S MB2 03 MB2 Load break switch 3 DPf Open/Close
S _MDB1 CB1 MDB1 Circuit breaker 1 DPI Open/Close
S MDB1 CB3 MDB1 Circuit breaker 3 DPI Open/Close
S MDB1 _CB5 | MDB1 Circuit breaker 5 DPI Open/Close
S_MDB2 CB2 MDB2 Circuit breaker 2 DPI Open/Close
S MDB2 CB4 MDB2 Circuit breaker 4 DPI Open/Close
S EMDB CB6 EMDB Circuit breaker 6 DPI Open/Close
S _SYSTEM_FIRE_STATUS Fire Alarm DPI App/Disp
S_SYSTEM_FIRE_PUMP Fire pump status SPI App/Disp
S _SYSTEM PA Power supply input status SPI Off/On

< @ 1 a v 4
INANSIT 3.1 MadndunauazioewarasszuuanazyUssneuluie Jetaves
duna/iendnadildnivlusenduisaiunu (Logic Name) Arefuradunn/iendne

(Description) Uszianuasduwa/iansiws (Type) wasnaniusiiasuanfmiroevaaiuny
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(Status) wiu S_MB1_Q1 e Load Break Switch 1 va1 Main Busbar 1 luannil fududums

wuy Double-point Information lnsuamAtantuzsuviinevesauauliu Open/Close

3.3 N1998ALUUIZUUNISAANISANAS

Tuduressruumsdanisenarriuazutseandiu 3 seuudes Taud seuutulaidoy
(Escalator System) sz uugunqil (Temperature System) wagszuUWAIAI19 (Lighting
System) 34azld Arduino Mega 2560 \ureulnsamaidwiviurAdunauazdseaniansng
Udadued Imaswumﬁmmimmiwvﬁauﬁaﬁuqﬂﬂ‘mi RTU 919933 UUaNAINIUNTS

RS-232 wavltluslamea MODBUS RTU lunsdeansdaguil 3.3

BMS Subsystem

Lighting System

&

Arduino Mega 2560 R3
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JUM 3.3 AT IUeTEUUMTINNIGEIATT
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RelayZ

Escalator System

OUTPUT
D12

DM

3.3.2 BUNA/LIANAYAIIZUUNITIANTTEIATS

ESC 1Up

ESC 1 Down

@ Motor 24y DC 100RPM

DuALAZLEIANATBIIFUUNSTAN T B IATTEINTSaUERILARANT 19T 3.2

d a ] = o al
A197199 3.2 AU NUNALASLDIANATBITTUUNTTIANITBIAT

Logic Name Description Type Status
S _LIGHT Z1 Zone 1 Light State SPI On/Off
S LIGHT Z2 Zone 2 Light State SPI On/Off
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wlbfn, .

This thesis presents the development of service systems inside of
substation to be able to werk and handle any incident that occurs
automatically The interoperability design of SCADA systems and
the building management system by using MODBUS RTU
protocols and IEC-80870-5-104 protocols tc control all of the
systems through the software of the SCADA and the syslem will
alert on the supervisor’s screen. Which the experiments will be
divided into the functioning test of the SCADA systems and the
building management systems, GUI page of controfied software
and automation funclioning lest of the systems From the
experiments found the systems have a fully and compisialy
functional as designed, GUI pages can display the value inclucing

the ability to command the equipment inside the system correctly
and accurately.

In the present, the railway system in Thailand has developed
continuously and have adopted the various technalogies to apply,
such as Supervisory Control And Data Acquisition (SCADA)
Building Management System (BMS) Public Address System {PA)
and etc. Bul the above systems are not interconnected, it making
the performance to response to incidents decreased and require a
lot of personnel to maintenance the systems. The information
technology has been applied to develop the current sysiem to ba

able to work together effectively and react to events as they oecur
automatically.

aqerstey,

All systems can work with the SCADA system and software
controlled can react to the incident that received via destination
device automatically, according to the procedure. And the response
must be accurate and does not affect the funclionalily of the
supervisor. Which Smart Substation System consist of two main
systems interoperability, SCADA system and Building Management
system.

-

The resulls, the various subsyslem has complelely funclional as
designed. And -automalic response systems can work completely
according to the procedure.

This project presents the development of interoperability of systems
inside the station and aulomatic response. That consists of the SCADA
system and Building Management system. Which the information has
reparted o the softiware controlled and operaled the device within the
system by the user io do programming command and displaying the
status relevant device. Also, the programming command handles events
that occur, such as the power supply system of the Busbar, the power
supply of the station syslem and the fire alarm system, elc. Which the
systems can works property and according to the design. If add
experiment is expected to use the system with ancther system other
than the station system

R
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Network access for {EC 60870-5-101 using standard transport
profiles,” IEC publications, 2006

{3] The Modbus Organization, "MODBUS APPLICATION
PROTOCOL SPECIFICATION V1.1b3,” Modbus Organization,
2006

JU# n.1 Poster uasy



o i

&z . d' ¥ o U ¥ = = & 1 2 o £ ¢ v £4
nansiiluenarsnanulidmsumsldanuienisfinwvingu leygnlmhlulduselesimunism

Lidnsallagnsdu nvimulilidaudasilon uagdesdnsdediudivaaenarsynasaninisluly



58

ATANUIN U

f28819N15AAMAILUSUATY MicroSCADA Pro

AsRRRIIUTLATY MicroSCADA Pro

- s = s J
lUsunsuuussuuUfuanig Windows anunsassunslaeil

]
=]

1. devihmsandlvan SYS600_93 FPla.exe Seufen Indazivurauwaseiuunlndsagy

4
2l

@ SYS600_93_FP1a Properties P
_Securty Detals | /- Previous Versions.
General Compativiity , Digtal Signatures

@ |svswu_93_FP1a

Type of file:  Application (:exe)
Description:  5YS 600 9.3 Feature Pack 1a Installation

Location: H:\Program\SYSE00\SYS600.93 FP1a
Size: 257 MB (270,004,616 bytes)
Size ondisk: 257 MB (270,008 320 bytes)

Created: Wednesday, Febniary 8, 2017, 1:33:51 PM
Modified: Friday, May 18, 2012. 6:52.07 FM
Accessed: | Wednesday, Febriary 8. 2017, 1:3351 PM

Atrbutes: . []Readorly - [] Hidden [ Adtanded... |

Uil 9.1 wihiauansmnavedUsunsy SYS600 93 FPla.exe

2. double-click W& SYS600 93 FPla.exe Wiauduiinsslusuniulnsasuanminaas

Uil 2.2



59

SYS 600 9.3 Feature Pack 1a Installation

[

Welcome

31 ek 04
Consal #0n vt wrt b3 v s s

[Co] oo |

= ) v a A S oo
Ui 1.2 mihasreuiudiBBuRRslUTUNTY

i 2/ ] 2/ = -‘j ¢ v = &
3. nadu OK ezihgwiinsneasidenvesnisfnmilayamnsadonlaswiidesnisiniouas

o as d
ariduredlusunsunguil v.3

SYS 600 9.3 Ecature Pack la Installation

T T ——"

SYS 600 Product Installation

=i v o
gﬂ‘w 9.3 WLI90uaRIsIEasdANISARRILUSLATY

) 4 & e a @
4. nadu Start WaluvinResIlUIwNTY





