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LIFE: Scalable Log Analysis and Intrusion Detection System

ABSTRACT

Mzr. Chanon Jaratsuttikul 55010280

Mr. Thanaphon Soo 55010496
Dr. Orathai Sangpetch  Advisor
Dr. Akkarit Sangpetch ~ Co-Advisor

In order to identify potential threats in a data center, operators or administrators

need to manually review and analyze a variety of log files, such as access logs and

message logs. This approach does not scale well with hundreds or thousands of

computers. The longer it takes to perform log analysis, the more damages an attack can

cause. Therefore, we propose LIFE, an intrusion detection system, which automatically

analyzes log files using various analytical methods, such as statistical analysis, data

mining or machine learning algorithms. In this project, we will focus on brute-force

attack and SQL injection attack, which are prevalent in current applications. Moreover,

LIFE needs to scale with the growth of log data in the data center.
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2.2.3 Support Vector Machine (SVM)
=1 @ a2 - o & = g/ o iy °
svM ludanesnunisiaujveunsemuuiigaony awnsnihwnldlunissuiun
Uszinndoya iiedmuagateyaissuindoyaudazdreasgninualieglungulangy
nilsnnnguiaudesngy danes nulunsBouives svM wwvimsaduuuiiased
o o U (%) v ] [~ L] =
asaminsswunnguldnudoyage lndn ldinedunineu Tasn1sviszuiuify

(hyperplane) NilzozrvRIMITULWENITHINNGUARINGUIINIgaT ngadoyaiFou]

A
Xz

31 2.5 sznuinvluligiiaeii

vindeg1alugld 2.5 senuidn B lannsonsnngudeyald szuuifv i,
aunsautisngudoyald uafiszesriannngudeyaniaesfides Tuvazfisdu b,
amnsamingudoyaldiuiuunsiszesiannngudoyanaaewniigadae (8]

2.2.4 Hidden Markov Model

g ° P o o 9 S o A v & e v '
Eﬂullﬂﬂﬁ]‘]ﬁﬂqaﬂﬁﬁquﬁ'l‘ﬁi"u%]Tﬁa&ﬂﬂuﬁwuaﬂymgﬂﬂlu@ﬁﬂul\ﬂua’}ﬂﬂ AIDYN

U

]
=

o . v o = Yo =
Nuiiioand1 hidden Markov model 114 1dun ns3$1des nsisaneiie Wudu



= o ¥ 1
Hidden Markov model @11135005110820097152001 5 013 18un

Q = 1%AYD4 state = {1, G2, ... , G} (2.4)
V = #aued output alphabet = {v,, v, ... ,v,,} (2.5)
(i) = mmﬁmmﬂuﬁ%ﬂfﬁu state q; oA t = 0 (2.6)
A = {ay;} svniezduvusmsnlaounlag state = {a;;} @.7)
Tay a;j = Pr(state = Gpt+ 1 lstate = q;,t) (2.8)

B = anui192luv04 output alphabe Tuugiag state = {b;)} 9

lne bj(k) = Pr(output alphabet = v|state = ,t) (2.10)
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Pr(ab) = (0.7 * 0.5+ 0.8 % 0.5) +
(0.7 0.5%0.2%0.3) +
(0.3%0.7%0.6%0.3) +
(0.3%0.7 % 0.4 0.5)
= 0.2408 (2.11)
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2.3.2 General Query Log
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o A } \ A ¢ .o A o ¢ A
ITUUATIVIUNITYNTA 139 Infrusion Detection System £ FONAUIS 130 §15A15
Yo A A oAy 1R ¢ A = ) o
l‘lﬂiﬂﬂ'l‘i’ﬂﬂﬂLL‘lJ‘iJiJ']LWE]@'lS’li]ﬁ'ﬂﬂﬂ']'il“]fﬂﬂﬂﬂ"i’l‘lu‘w\ﬂl§$fﬁﬂ TIDATUNIUTUNIZIUTNIN
@ [ A [ ' 1] 1 a o o 3 Y
BUATNUABDIATDUTY Tﬂﬂﬂ’luﬁ%ﬂ‘ﬂﬂﬂ“} LHH DURIBDILUA Lﬂu@u
o )
2.4.1 531113m’m&mmmngﬂalmzumﬂimhﬂ %30 Network Based (Network IDS)
Qs A ] = Z . .
‘isUU@]S’J%%Umiyﬂgﬂiuiz‘umﬂimﬂﬂﬂ‘iﬂ Network based intrusion detection 12
a A1 R Iz A Yt i 1 v w9
G’Ii’)‘ilﬂ@‘]ﬂ’i"I‘Wf]‘f*lﬂ'iSNW‘INWQﬂﬁzﬁﬁﬂiuﬁﬁﬂﬂmﬁ@"lﬂﬂ Iﬂﬂi‘ﬁ’)‘ﬁﬂ'ﬁﬂ1ﬁ“} LYY ﬂ']'iﬂﬂiﬂﬂellﬂﬁalj’d
A A E d = 9
FELUULATOUNY (network tap) ﬁﬁﬂﬂ15ﬂ‘§$ﬂ1ﬂﬂlﬂﬂq{ﬁﬂﬂﬁ‘ﬂﬂiﬂ n}uﬂu
2.4.2 52UUATINTVMIYNgNA1811ATES 30 Host Based (HIDS)
] ¥
TTUUATINIUMIYNNNeTUATes H3e HIDS UuazasInvunsyngnluudas

o 9J A d’l = way =l = ar A'l =
ITUY Tﬂﬂ%;ﬂﬁmummmmaummwuﬂgumﬁmmmﬂwamﬂmﬂw“lumma u

o 1 i Y a A o
tMAMINLN0E19 lugndssmudnbaz, duuAgIu vsong Afmuald



2.5 Logstash
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d9vondoya (Output plugin)aazali 2.6
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E‘IJ 2.7 MIMNUYD1 logstash pipeline
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@394 2.1 MIAIMEIUNUI1YRIY0UBI Logstash

Input {
File {
path => “/path/to/groksample.log”
start position => beginning
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Logstash

; 83.149.9.216 - - [84/]an/2015:05:13:42 +0080] “GET /presentations/logstash-monitorama-2813/images/kibana-search.png
HTTP/1:1" 208 203823 “http://semicomplete.com/presentations/logstash-monitorama-2813/" "Mozilla/5.8 (Macintosh; Intel
[ Mac 05 X 10 9 1) AppleWebKit/537.36 (KHIML, like Gecke) Chrome/32.8.1700.77 Safari/s53i7.36"
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i ¥
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¢120819 2.2 M3AIA grok filter

filter {
grok {
match => { “message” =>
"% {COMBINEDAPACHELOG} "}

udszihdeyaniniumsudasgilindalfogludnumzues ISON (JavaScript Object

Notation)

; "83.84950, 256",

“aut

“timestamp” @ "84/Jan/2015:05:13%4) +00e0";

2tions/logstash-mondtorama-2613/imagas/kibana-searchephgl,

sentatlionsflegstash-monitorama-2013/"

¢ DS X 189 1) AppleWabKit/ AL, 1ike Gecko) Chrome/32.9.1700.77 Safariy

3V 2.9 wadnindsondeyaru filter plugin 1d? Tugahwuves JSoN

@1uil 3 @IuveInIsdeeendeya Ouput plugin dru1safmuamidessndoyalids

elasticsearch \16’%} A96208719
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@308 2.3 1137901 output plugin Weasdeyalids Elasticsearch

filter {
grok .f
match => { “message” =>
“% {COMBINEDAPACHELOG} "}

2.7 Elasticsearch
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Qs 4 d
3.1.1 MuveamsHusnuiniuiindeyavininsosneniiune5(Shipper)
1 ¥ o y = d ] Y
s lumsiieyannnissnsuiiaweilatems dunldauvesnsulas

1 lé 4 { 1
slunuvesdeyaldeglugzal 1SON Taeld Logstash Forwarder Fafluinsosiion1flunisas

[
= 1

udufuiinde Y8 Logstash Forwarder 19 network protocol N¥071 lumberjack T1U1TDAA

bandwidth Tumsdsdeya uas w1 encryption doyandsdnaae

3.1.2 aanveamsulaagduuuvesdeyalviedluzluuy JSON

]
=

3
aduttldlunisudasgduuvvesdoyai 1a5 0910 Logstash Forwarder 117 ag1u
sUuUVYe9 JSON Taeld Logstash

3.1.3 aauveamsthuiuiindewa

v
=

1 -:%.J 9 =4 v &R 9 Al Yo v 3 9 Y
amilldlumanuiiuiindeyaf 1451910 Logstash nazdunudeyan lasuinaig
1 5 =~
Uszuranavesdmmsilszunanadoya Tneld Elasticsearch 1lugudoya
3.1.4 mumsiszananatoya
1 r-:ly 9} o 39 P ] 9/ o ] 3 ar
il lumnihdeyanodlugpudeyaniinisinesalszneunasaudnyuy
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(Data Mining), A52UIUM 130U VOUATBY (Machine Learning) H30ATUIUNITNIIADA
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ns1udediegnautazs i uasnsdosdu ldegrsiunasi maiiuludiuiiaes
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3.2 Insaaa19lumsWannszuy

| Process

31 3.2 Tnssadavesszuy

' & = g = ==& &2 Y 2
3.2.1 duvedlaTeneNi une Slmamsnadsteya ludunuiindeyariiel¥lums
ATIUMIUNID

@ o = £ v @
aaueAinIh 1419 Logstash Forwarder (iluiasasiioluntsdsdoyavoaumuiiuin

{0 ya A1 lumberjack protocol

0814 3.1 MINIAT Logstash Forwarder
{

“network”: {
“server{\\, [4lgastasiservery],
“s5l ca” 1\ Jathe goNca”,
“timeout”: 15 i

by
“files”: |
{
“paths”: [
“path to logfile”
1s

“fields”: {“type”:“secure”}
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3.2.2 svesmanlasgiuuuvesieyalveglugiuuy JSON
AnzATan 11814 Logstash Tunisudasgduvvvesdoyanldiuan

aF
kY
@
H

Logstash Forwarder 1#0g1131/409 JSON format fimsfimuaa Logstash A4

#3989 3.2 N13919A1 Logstash

Input {
lumberjack{
port => 5000
ssl certificate=>"path to crt”
ssl key => “path to key”
type => “secure”

}

filter{
if[type] == “secure”{
grok({
matech => {M“message” => “format message”}
date{

match => [“formatVdate"]
}

v

o =

o v 3 PRy T @ '
Joyai 145 19INATUUDY Tput plugin zdudeyandslildvagluuudeyalieglu
3iuuw JSON Ashuaaaludangie 3.3

VI v Aoy )
AR 3.3 VBYANVIY input plugin YB3 Logstash

Aug 27 07:34:18-shipper sshd[13145]«
input userauth request:-invalid user netscreen
[preauth]

Aug 27 07:34:20 shipper sshd[13145]:
pam unix(sshd:auth): check pass; user unknown

Aug 27 07:34:20 shipper sshd[13145]:
pam unix(sshd:auth): authentication failure; logname=
uid=0 euid=0 tty=ssh ruser= rhost=109.161.246.114




L 4
drilnvemyanate wszesmndatanye" -

o 9 1

o = ¢ T =] o
nae9 I Ndoyaiud WU Input plugin Y94 Logstash 11d7 Ao Taziflunisiiauves

QU
]

Fliter plugin tien/aeugiluuudeyavesdoyaiivildeglugiluuvues 1SON dagil

“@version” => “1”,

“@timestamp” => “2015-08-27",
“type” == “secure”

“file” => “/var/log/secure”,

Aug 27 07:34:18 shipper
sshd[13145]: input_userouth_request:

invalid user netscreen [preauth]
Aug 27 D07:34:20 shipper
sshd[13145]: pam_unix(sshd:auth):
check pass; user unknown
Aug 27 07:34:20 shipper
sshd[13145]: pom_unix(sshd:auth):
authentication failure; logname=
uid=0 euid=0 tty=ssh ruser=
rhost=109.161.246.114

“host” => “shipper”,
“offset” == “158B3578",
“timestamp” => "Aug 27 10:15:16",
“hostname” == “shipper”,
“process” => “sshd”,
“pid” => "13971",
“logomessage” =>“pam_unix:session
i closed for user”
b}

PRt

31 3.3 M31MV04 Filter plugin iWouilasgiiuuvesdoyal fiilu JSON

WA N NKY Filter plugin Son3 oo Toyafioglugiuuuves ISON vzgnealil
#13 Elasticsearch W11 output plugin

3.2.3 dmveamsiviuiindeya

B o e ” e.:hls: 3 » ) :
AUHMMTNIIWAENEN 17910 Logstash ¥uA1UAg1UU0YA 1Ayl Elasticsearch
3.2.4 awvesnsilszanawadoya

o ° i d [ ! Y a
Wwnudiansi ldonnmamssuasdtlsgnavtazguan vz HIUsana3 NuN1s
= gy 1 kY Yo o Yo o o = o dy
Foui daumslszuonatoyanunazdiaii laiaiinisasaadunsTawd 2 dsznmn deil
3.2.4.1 aumsilszananadeyaleal vuuudiaas SSH Brute Force
b 1
Tuduflszriidoyai Query 91 Elasticsearch 81111015 TAANBULAIY
Vv
Attribute 1199 A1l

aniimsla password e

ey

1) 971UUA

Le

2) 3 muAT N5 1d username A

af

v
=}

3) FNILILINTENIN log file Nipeiiaa

L
9 Ed

é 1 '] % ' A o g
Falumitelszuiannaziii Atribute 19 3 i llasradumsyngnlae

HuLuu$18099 149100155 813@0 Algorithm Support Vector Machine

1443959
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3.2.4.2 dwmstszanaradeyalaalfuuudassnsradumslaudlszan
SQL Injection
s v

Tuduiiazih Query Statement mﬁuagh Elasticsearch 41111134114 Token
weri1 1135123 de1U$104 Hidden Markov 1A892A114781 transition probability tia 14114
1513 8uLioY MINAT transition probability 10en31A1UnAN 1891013 training model 329N

@ 1 9)
A5393UNTUAYNTN
3.2.5 @IUVBINSUAAING

visudaInavziTAadeyaNHIUTUIATI9TUNITYNTA Wnaainaly

i ooy = = Kibana 4 - caw 0
“'nlrus.br\ Dashboard.. X Mnuuuan AN \ \_\ \_l i#_!# £ ____M s .,,LA;,LLV
(- rl.!lo;ﬂnmppne’ 013 it e || 6 viscodtn, Qg E Skl =
-
E\vamau- -DRMSMS«MJ{ \@;& \Q\»\u% / / m 5 ‘
Alert Per Minuts (Brute Force & 50U Injection Top § Host Beng Altacked % Tota Alert (Brute Force & SOL Injection) # x
Legard © Legend ©
® Coun L4 al
e
" o
: N 989
!’ \
I/ R { &
= ® o) ol
Bt per "
A Y
SSH beuts force .
1 'F'j :
Time + J—— 'g
P Nach1Shaotn bR oo cio M§hﬂt—p~ Widch 150 2018, 02 16410 900 (dst_Bosts’ dpeanon AMi AVNzipnE-VNKUBMIHIE _Fype:’ eahnf | index: arack [j

) N BN 1 A e al
Uuunve e uAY Dashboard A1 Kibana #9giidnyaizaagal
31/ 3.4 111 Dashboard ¥93)A53914 LIFE #1 Kibana

111 Dashboard 3zu1i909ndU 4 gundne Sait
1) dauuaaansmmsudafonvosmsyngnlugessozia 15 ndinHun
2) dIMVeIMIUAAITIUILIATEI Host fign Towdnniiga 5 Suduusn
3) daummﬂmmmﬁ]"wmuﬂ'lwﬂqﬂﬁﬁﬂi'fuﬁqwm“[u%aanwnm 15 Ui
4) @IUVDINIUAAITIAZIBIAYDA log file Y04 IP Address 1A TignAs Tyt
Fufynin UsznevdaestwazBendde dail
a) Time Stamp VensIwazB e IN D Tuazm
b) IP DAY IP Address ignastaduindudyngn

¢) Destination host Ao¥BIAT047IgN l9uA



UNN 4

MIINaasazNan1INaaed

4.1 manaasaTanuiudrivesdanssinlunmsasioaeudunyn SSH Brute

Force
4.1.1 Yngilszasd
NenadeunIANLUGIU89 3 SANBINUAD Artificial Neural Network, Support
Vector Machine 118% Logistic Regression e ldfssanisanes fufimuizanluns
AT UNING lauAs21aN SSH Brute Force 719 11/
4.1.2 Yoyail¥lumsnanes
1) 9142U Instance ﬁ’ﬂﬂuﬂ 1432 Instance Iﬂﬂ&‘ﬂ‘uﬂu (letigimate user) 716 AU LA
L?J‘LJ‘LI’E]‘V] (Malicious user) 716 AU
2) Atribute 7119 i
2.1) "i‘]”]u’mﬂ%ﬂ‘ﬁ 5 e password A9

2.2)  FIUUASINLNIT 1T username WA

T
=

23)  ¥NIZULIMTZHIN log file HooTiga
24) Fwauadeiing log in §NABY
3) ﬂ“'aﬂ@?ﬁum%’ A0 Artifiial Neural Network, Support Vector Machine LLR% Logistic
Regression
4) liaya log file 919NT3 query NAT 15 U1 (time windows = 15 mins)
4.1.3 I/IMIAUHUMS
1) ﬁiﬂmﬁu“ﬁ'ﬁﬂﬁ'ﬂmmsmﬁﬁuﬁumnﬁmmﬁuﬁﬁmﬁ%’mmufﬁmawm w3
algorithm
2) Tuiinnanisnaaes
3) ap1lwaniananes
4.1.4 HANINABDY
4.1.4.1 Artificial Neural Network

u)

£
ﬂ'?lLL“]JﬁG’I'N“]‘l!‘EN Artificial Neural Network 1141



1) hidden layers : a

2) learning rate: 0.3

3) momentum : 0.2

4) seed: 0

5) traning time : 500
6) validation setsize : 0

7) wvalidation Threshold : 20

11914 4.1 Confusion matrix 94849 Artificial Neural Network

1 G (- 1
me It uau merniuven MUy
704 12 Al
1 715 uan

False Positive = (12/716)x100 = 1.7%
True Positive = (704/716)x100 = 98.3%
False Negative =(1/716)x100 = 0.1%
True Negative = (715/716)x100 = 99.8%

4.1.4.2 Support Vector Machine

A1314 4.2 Confusion matric Y93 Support Vector Machine

=] ood 1
meniluau meIniunen U
704 12 AU
0 716 Uan

False Positive = (12/716)x100 = 1.7%
True Positive = (704/716)x100 = 98.3%
False Negative = (0/716)x100 = 0%

True Negative = (716/716)x100 = 100%
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4.1.4.3 Logistic Regression

711319 4.3 Confusion matric U843 Logistic Regression

1 d = 1
T’I'IE!'JTLﬂ‘L!ﬂ‘H manduven nuy
708 8 AU
42 675 uan

False Positive = (8/716)x100 = 1%
True Positive = (708/716)x100 = 99%
False Negative = (42/716)x100 = 5.86%
True Negative = (675/716)x100 = 94.14%
4.1.5 agUwamanaasy
"l]”lﬂﬂ1'::"1‘1@@6&’;11”15ﬂﬂ;ﬂqﬁ‘ﬁﬁ'ﬁﬂﬂ%ﬁw Support Vector Machine anuududnn
figa 59909189 Artificial Neural Network 1a# Logistic Regression 84 lud1dusie 1151395

NINATOUAMUUII1UDIOANDS N1 Support Vector Machine 11/DdALAAY attribute 98N

4.2 MInaaesrhwinANudIAYvaINAAL attribute (101¥9an83714 Support

Vector Machine
(Y] d
4.2.1 ngilszasn
WonAReUIWARS attribute InNudAgy@omiGuuivedanes iuwntouiiola
nenmzdiaiid ldinisnareufanuisiutiea8ane5iu Support Vector Machine 13i8
AALADY attribute DDA
4.2.2 Yoyanlilumanaaes
o 3 < -
1) 91U Instance N9HUA 1432 Instance Tailuau (legitimate user) 716 AU LA
3| i
WU UBN (Malicious user) 716 AL
YA o t:gl.J

2)  Attribute N 19HA9T

c;d U -y
U3 ld password He

aflee

2.1) UIUA

fe

2.2) NUIUATINGING 1E username Ha

af

1
-~

2.3) FRILELONIZNIN log file Hvohga

° ¥ el . Y
2.4) UIUATINUNG login gnaol
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3) oanesnunle fe Support Vector Machine
4) lddeya log file 391NA15 query VA4 15 U7 (time windows = 15 mins)
4.2.3 IBMIAIUUMS
o wa A o =Y I~ wa o 3’4
guanan ldanmsmsaniumsnuguautiauadauuusiassues 19 3
Y
algorithm 1AgAA attribute “S1UIUATININT 1 password HA” B8N
1) funnRan1Inaang
o 9/ = ¥ = . a o =1 o ?; e
2) MNSNARDININTD 1) 9nATI Laalasu attribute NAADON 111U “S1UIUATING]
17 ﬁlf‘} username ﬁﬂ”
3) uNnHanINAaeg
o 3/ = g,a A _ A o < 1
4) MINSNAADIAINYD 1) BNATI Taaitlde attrbute Nda0oN 11U “¥I952 821987
2N log file Hoanga”
5) TuUNPHAMINARDY
o 3 = ) o _ A =] o 3’: o
6) M1IN13NAaBININYe 1) 9nasd lasilasy attribute aaoon Ay “S1uauaTIng
. L1
13 log in §NABI”
7) TUNAHANINARDY
8) ajilwanmsnaasy
4.2.4 ThuNnHamsnaasd
£ _ Ao 1 o A
e Support Vector Machine laedl muﬂimm Adu
1) A c=1.0
2) epsilon = 1.0E-12
3) numFolds = -1
4) randomSeed =1

5) toleranceParameter =1

4.2.4.1 3 attribute “D11IUATINUMS]E password Aa” on

11314 4.4 Confusion matrix U84 Support Vector Machine

1 g =] 1
‘mmuﬂuﬂu medluvuen Uy
704 12 Al
0 716 uan

ANUULUET : 99.162%



False Positive = (12/716)x100 = 1.67%
True Positive = (704/716)x100 = 98.32%
False Negative = (0/716)x100 = 0%

True Negative = (716/716)x100 = 100.00%

4.2.4.2 9in attribute “S1UIUATINNNM I username AA” 20N

711314 4.5 Confusion matrix U843 Support Vector Machine

1 g 1 g 1
el uau meIntuven Ve
704 - AU
0 716 Uon

AWUNUET : 99.162%

False Positive = (12/716)x100 = 1.67%
True Positive =(704/716)x100 = 98.32%
False Negative = (0/716)x100 = 0%

True Negative = (716/716)x100 = 100.00%

4.2.4.3 fia attribute “¥IITTLIA32H I log file Houngn” ven

#1314 4.6 Confusion matrix U84 Support Vector Machine

1 v v
moilunu meNituven WUy
704 e AU
0 716 yan

ANULLUET : 99.162%

False Positive = (12/716)x100 = 1.67%
True Positive = (704/716)x100 = 98.32%
False Negative = (0/716)x100 = 0%

True Negative = (716/716)x100 = 100.00%

23
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4.2.4.4 A attribute “§1U4IUATINNMS log in gnéies” eon

1314 4.7 Confusion matrix Y84 Support Vector Machine

1 o =] 1
meudunu menduven U

714 2 A

481 235 Uan

ANULUUE : 66.270%
False Positive =(2/716)x100 = 0.27%
True Positive = (714/716)x100 = 99.72%
False Negative = (235/716)x100 = 32.82%
True Negative = (481/716)x100 = 67.17%
4.2.5 agdwamnaaes
9nn1snaaoaesil 1897 atribute “S1uatins9fiiin1g logingndes” fithnita

Yar

ANudAYINTgAuAZ attribute B9 lilianud i Menuggoarhvaniinsanaunang

au

QA 1

\ d ° o &
ﬂmﬂﬁ—lﬁﬁﬂﬁﬁﬂ"ﬂ “1ﬂﬂj’1%"31uﬁﬁlﬂ’|ﬁﬂ }Og 111]155{ LLUUﬂwﬂﬂ\aﬂgﬁﬁﬁuanﬂﬂuﬂﬂﬁﬂ?qﬂ

A A o A o 9/ o ?/ 14 9 9 T ot
(legitimate user) DIV BHYANUINITI L UVIIADIUU hlﬂuﬂﬂhﬁﬂﬂﬂﬁtluﬂi&ﬁﬁﬂﬂ

a

(malicious user) NAMITOEIFI U 1A NwanzHIaiie larimsnageuiannuiutves

o a =R () ?; ~
ﬂﬁﬂﬂiﬂilﬁlﬁwﬂﬂﬂiﬂcluﬂﬁﬂﬂaﬂﬂﬂ 4.3

43 MInaasaianumiug e daneINHluN A3 IVTeUR YN N SSH Brute

T

- o :’J _ 3/
Force Jag'lail4 attribute “§143un3590M3 log in gnhies”
(Y] Jd
4.3.1 wgilszasn
INENATOUNIANLLNGIVBS 3 0anB3NUAD Artificial Neural Network, Support
Vector Machine 118 Logistic Regression 18111 119 15an1danasnunmuizanlunis
ATIABUYIINT lauALlsenn SSH Brute Force ¢ 11
4.3.2 Yoyanlilumsnases
9
1) 91UIY Instance NIVUA 1432 Instance Tﬂﬂlﬂuﬂu (legitimate user) 716 AU LAL
< ..
Wuuen (Malicious user) 716 A

. .-:;. Yt w dy
2) Attribute N1¥3aa3l
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g

2.1) $1IUASINTMI1d password Ha
9 '

2.2) MUIUATINTNT 1d username HA

]
=

2.3) HI9ILHIIAITNIN log file vouiiga
3) 91 ﬁﬂﬂ%ﬁuﬁﬂl% 79 Artificial Neural Network, Support Vector Machine L& Logistic
Regression
4) 1%%!3’81,]@ log file 310A1T query NN 15 119 (time windows = 15 mins)
4.3.3 JWMsauiums
1) ﬁmmanﬁﬁﬁ”lﬁmﬂmimiﬁnﬁum'a'ﬁmﬂmﬁmﬁimﬁ%’mmuﬁmawm a3
algorithm
2) imsUsumaaudsansg
3) iimsnaaessin 1 Tntsnass
4) JunNpHANINARDS
5) agiwananaasy
4.3.4 Han1INAae
4.3.4.1 Artificial Neural Network
A al5M 1909 Artificial Neural Network T
1) hidden layers : a
2) learning rate: 0.3
3) momentum : 0.2
4) seed: 0
5) training time : 500
6) validation set size : 0

7) wvalidation Threshold : 20

13149 4.8 Confusion matrix U84 Artificial Neural Network

] =] 1
‘ﬂ?ﬂ'ﬂlﬂﬂﬂu meNniluven U

706 10 Al

164 552 Uan

ANNLLIUEN : 87.849%



False Positive = (10/716)x100 = 1.3966%
True Positive = (706/716)x100 = 98.32%
False Negative = (164/716)x100 = 22.90%

True Negative = (552/716)x100 = 77.09%

4.3.4.2 Support Vector Machine
ﬁ?i&ﬂﬁﬁhﬂ"‘] WB¥ Support Vector Machine ﬁﬁ&ﬁ
1) Mc=1.0
2) epsilon = 1.0E-12
3) numFolds =-1
4) randomSeed =1

5) toleranceParameter =1

1314 4.9 Confusion matrix SVM - Kernel Function : Poly Kernel

= =] '
'ﬂTU?TLﬂHﬂ‘N meniuuon ARt

714 2 AU

481 255 yan

ANUUBUD : 66.2709%

False Positive = (2/716)x100 = 0.27%
True Positive =(714/716)x100 = 99.72%
False Negative = (481/716)x100 = 67.17%

True Negative = (235/716)x100 = 32.82%

19514 4.10 Confusion matrix U89 SVM - Kernel Function : Normalize Kernel

oo =] ]
nenunu ﬂ']fj’l'l!,‘].hrllﬂﬂ HUIY

664 52 A

0 716 van




ANUUNUEN : 96.3687%

False Positive = (52/716)x100 = 7.26%

True Positive = (664/716)x100 = 92.73%

False Negative = (0/716)x100 = 0%

True Negative = (716/716)x100 = 100%

19714 4.11 Confusion matrix 4949 SVM - Kernel Function : Puk Kernel

1 =] T
menilunu “VHEJ’JH‘]J“H‘IJEJ“H gkt pli]

714 & AU

393 323 Uan

AN : 72.416%

False Positive = (2/716)x100=0.27%

True Positive = (714/716)x100 = 99.72%

False Negative = (393/716)x100 = 54.81%

True Negative = (323/716)x100 = 45.05%

M13149 4.12 Confusion matrix U839 SVM - Kernel Function : RBF Kerne

=] = 1
‘VI']EJTILTJuﬂ‘L! meIniluuen HUIY

644 72 A

575 141 Uan

ANULLUET : 54.8184%

False Positive = (72/716) x 100 = 10.05%

True Positive = (644/716)x100 = 89.94%

False Negative = (575/716)x100 = 80.30%

True Negative = (141/716)x100 = 19.69%

27
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4.3.4.3 Logistic Regression

11314 4.13 Confusion matrix U893 Logistic Regression

=] 1 Q) 1
meutuau menduyen Uy

697 19 AU

118 598 Uan

ANUNUL : 90.433%
False Positive =(19/716)x100 = 2.65%
True Positive = (697/716)x100 =97.34%
False Negative = (118/716)x100 = 16.48%
True Negative = (598/716)x100 = 83.51%
435 agiwamInaass
ﬁnﬂmswﬂﬁmmwﬁﬂﬁgﬂllﬁ"imuuﬁmaaﬁié’f Support Vector Machine 31717313/
UNUGININ ‘ﬁ qa Tau 19 Normalize Kemnel (96.3712%) 503a34) o Logistic Regression

(90.3699%) ing Artificial Neural Network (84.508%)

4.4 minaassiannuuiiudrvesdanasnulunsasraasufyngn SSH Brute

Force 1uugag attribute
4.4.1 Sagilszasn
Lﬁamnﬁ@ummﬁﬁmﬂmﬂmﬁ’ﬂymzdwqﬁi%’iumm%’mmuﬁwammn%’nﬂﬁ
T9uA SSH Brute Force A289ane3Nu Support Vector Machine Taald Normalize Kernel
4.4.2 Foyailflumsnaaes
1) 9147Y Instance ﬁ’wm 1432 Instance T@}E!L?Ju AU (letigimate user) 716 Al LAY
ﬁJumm (Malicious user) 716 Al

1 9
2) Attribute N1 159A33)
k1

1
@ A

2.1) MUIUATINTMS 1d password AR

A

2.2) TIUIUATINUNS T username WA
2.3) ¥IITHLINITZNIN log file Uoohga

3) sanesnunly Ae Support Vector Machine
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4) 1%%@33@ log file 91NN query NN 15 W (time windows = 15 mins)
4.4.3 FBMIAUHUMS

1) ﬁqﬂmﬁuﬁ'ﬁﬁHmmﬁmﬁﬁuﬁumiLﬁ‘uf;mﬁuﬁﬁmm%’mmuﬁ’mﬂwm
daneInu Support Vector Machine Tae 1% Normalize Kernel

2) $113NAT011 attribute “S1UIUATIRTIANT 1 password WA” DA (1A 2
attribute

3) Han1snaae Ui atribute “§11uASaR 1514 usename Aa” 800 A0 2
attribute

4) IINMINATDUIN attribute “¥I952821IA15ZNIN log file ﬁ%*ﬁ'qw’ 200 110D 2

attribute

ge

[
~

5) MNINAFOUINWIE attribute *“TIUIUATINTMNS 18 password A~

g

6) INMITNATDUMNIL attribute “TIUIUATINNMST L username AR
7) NS NATDUMNWIZ atiribute “FIITZULIMNTTN I log file ﬁaﬂﬁqw’
8) HuNnwanInanoa
9) e7alwan1anansg
4.4.4 HAN13NAADS

¥
b

o o 4 d -
A1519 4.14 MINATOUIN “I1HIUATINUM T password HA” 98 1id8 2 attribute

=] =] T
MmN uaL mendluion U
674 42 'l
13 703 yan

ANUUNUE : 96.1592%

False Positive = (42/716)x100 = 5.86%
True Positive = (674/716)x100 = 94.13%
False Negative = (13/716)x100 = 1.81%
True Negative = (703/716)x100 = 98.18%



1514 4.15 MINAFTOVI “S1UIUATINUMI T username AA” 8N 1@ 2 attribute

oo =] 1
meautunu meniluven WUy

638 33 Y

57 659 uan

ANUULUGT : 93.7151%

False Positive = (33/716)x100 = 4.60%
True Positive = (638/716)x100 = 89.10%
False Negative = (57/716)x100 = 7.96%

True Negative = (659/716)x100 = 92.03%

A1519 4.16 MITNATOVHT “¥IITLHLIANIZNIN log file Houlga” 0on1ad 2 attribute

1o v o ¥
Mo niluau meaniluuen ATRT))
664 52 Ay
0 716 YN

ALY 1 96.3687%

False Positive = (52/716)x100 = 7.26%
True Positive =(664/716)x100 = 92.73%
False Negative = (0/716)x100 = 0%

True Negative = (716/716)x100 = 100.00%

A1919 4.17 MINATBVANE “S1UIUATINUM )T password Hn”

LI~ { (=] 1
menuau meniluven WU

685 31 AU

135 581 N

30



1514 4.18 MINATBUVININE “VIUIUATY

AU : 88.4078%

False Positive = (31/716)x100 = 4.32%
True Positive = (685/716)x100 = 95.67%
False Negative = (135/716)x100 = 18.85%

True Negative = (581/716)x100 = 81.14%

o
24

Aa ' a
numﬂn username HA”

= ] T
“ﬂwauﬂuﬂu menidluven U

682 34 Y

293 423 Uan

ANUUUGT : 77.1648%

False Positive = (34/716)x100 = 4.74%
True Positive = (682/716)x100 = 95.25%
False Negative = (293/716)x100 = 40.92%
True Negative = (423/716)x100 = 59.07%

A131 4.19 MINATBUIAMIE “YIITZHLNIANISH Y log file Houfign”

1 = 1
meutluay meaniluven Hwuy
693 23 AU
71 645 van

ANULIUE : 93.4358%

False Positive = (23/716)x100 =3.21%
True Positive = (693/716)x100 = 96.78%
False Negative = (71/716)x100 = 9.91%
True Negative = (645/716)x100 = 90.08%

31
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4.4.5 agiwamanaasy

N attribute IANUAAYADNITTOUUBI Support Vector Machine

v . . ﬂﬁ‘ o o d
4.5 NINAABIHIAI time windows ﬂ!ﬁu’]%ﬁﬂﬁ“lﬁ%ﬂﬂ]ﬁ‘l—ﬂ log file N‘ﬁ%ﬂ51$‘ﬁ
4.5.1 yalszasAnsnanes
WemnnmmmzandmiumsEson log file aauudiassmsBouive
1n50960 11/
Tasnuanzdinrhazidonsiswamfhuhmsnageuiannuusiud 1, 15
I 1Az 30 WA AuaIAL
4.5.2 Yeyanl¥lunisnaasy
F
o ar <
1) 91U Instance NIKHUA 3074 Instance Taoilunu (letigimate user) 1537 AU LR
< o v At
Hunen (Malicious user) 1537 AY dHTUNINAaaINIYIeIa lumsETou log
file 1 U
¥
Q ar & ..
2) 9149V Instance NIVNA 1432 Instance 1A uau (letigimate user) 716 AU LAY
3 ° a At
tluuen (Malicious user) 716 A1 FMiINsNAasINNFI9na lumsias e log
file 15 UM
¥
a 17 = J
3) 914U Instance Vi9W 1A 1274 Instance 1R8I (letigimate user) 637 AU UDY
< 1. o Qs 5 1 =
Hupen (Malicious user) 637 A1 diniunIINAasIRl I lumMsAs oy log
file 30 U7
' 3
4) Attribute 19l ais
¥ x
4.1) SMIUATINAUNT Lal password HWA
4.2) UIUATINTMS 1T username Aa
4.3) ¥NILVLINELHIN log file asnge
o a8 A 9 A W ] .y
5) danesnunly Ae Support Vector Machine Tae 9 Normailize Kernel
asd o ]
4.5.3 JBMIAUHUMS
= p o F =
1) 138Y attribute Y94 log file Taald time windows 1 1%
2) 11 attribute #1 1491090 1 w1a319uvusianslaslddanaSfiu Support Vector
Machine
3) fiufinHamsnanes
o EY = @ . o3 =
4) MMNINADIN UL 1-3 Taen)asi time windoes (114 15 UM

o = . =] ~
5) MmIneaesnude 1-3 Iaelasy time windows 11114 30 WA



4.5.4 HamIinaasd

1519 4.20 MNAABIN time windows MHIZTN NDMHUA time windows a1 1 W17

L= v o '
mailuau mMeniluuen 1w

1414 123 AL

121 1416 Uan

AMULUUET : 92.0625%

False Positive = (123/716)x100 = 17.17%

True Positive = (704/1537)x100 = 45.80%
False Negative=(121/1537)x100 = 7.87%

True Negative = (1416/1537)x100 = 92.12%

1519 4.21 MINAAVIN time windows TMHINZAN BIOHIKUA time windows 1f 15 117

Tl 1 a3 ]
meIuduay mondluuon U
664 52 U
0 716 TN

ANWLUU ; 96.3687%

False Positive = (52/716)x100 = 7.26%

True Positive = (664/716)x100 = 92.73%

False Negative = (0/716)x100 = 0%

True Negative = (716/716)x100 = 100.00%
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A5 4.22 NINAABINT time windows TNHUIZTN BIDMAUA time windows a1 30 W17

=] =] T
‘V'HEJ’J'!L‘!Juﬂ‘L! meuiluven U
507 130 AU
0 637 uan

AU : 89.7959%

False Positive = (130/637)x100 = 20.40%
True Positive = (507/637)x100 = 79.59%
False Negative = (0/637)x100 = 0%

True Negative = (637/637)x100 = 100%

4.5.5 agilwaminaaes

9oy A o % . a = ° o
nsnaaesd1wIsTndgillad1 ilad Mue time windows HA1 15 u1H vgi1 14
HUUTI89UA NULUUEWINNER A28A UG 96.3687% FPIAINIAG time windows A1 1

w1 vz IRunuTassdinanusiug 92.0625%
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4.6.1 Inguszasn

v
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U

Support Vector Machine natiouiioela

r
4.6.2 ﬂgﬂwi‘lﬂ'ﬁﬁ\i!ﬂﬁ

]
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31 4.1 ANy Data set 91 plot Tuna 1o Attribute S14unTaTild password Aa uaz

v v Ay A
ITUTHINIZTHIN log file NUBWENYA

MAANYAULYBA Data set Aana amisaaglldidayany Auibute irlsnglugy
hadulaiannsaunia1§d2e Linear Classifier 9fianuing aufimsnaisdiarog 19 Support
Vector Machine 11114 Algorithm Tunisasesuns yngn Lﬁﬂx‘l‘lﬂﬂ Support Vector Machine 1?1!
annsautaendnuaznguteyarizildiedild wmss SVM azadng Dimension space A1
w11 @14 Kernel Funetion

4.7 M3NABRIINTIZFNGANIINVDINYNTN (SSH Brute-force)

s d
4.7.1 Jagilszasn

-

A = o = = = a 43
1) LW’(’]ﬁﬂBTaﬂ‘H'Eng'Wq{ﬁlﬂiiﬂﬂ]ﬂ\iﬂﬁiﬂﬂmmﬂ SSH brute-force NNAUY
A = 1 =3 A a 5
2) maﬁﬂmmmaﬂumﬂﬁmﬂmm SSH brute-force NAVU

4.7.2 sanuuUUMINaaed

Yo o o = s =y 9/ I3
1) AUHIANIIZIN log file MTUATIEHNYANTIN 1A81F system log (secure log) U171

@ & ;
m'sﬁmgﬂsmmmzmﬂu Elasticsearch

o ¥ A o ¥ &y v 3 A ) Yo o

2) idayandagzuuuudinldende 1 11 Query titowdynyn Tasmenmzgdiarh
T (=] o 2 = )

n3n uazasade Iiuileindludyngniifadiueie Taoii 1l

q

92 Query MK
maﬂﬁﬂuﬁ’mﬁ'@yaiu Blacklist U494 Dshield (Internet Storm Center)

3) ihdeyai Query lavnde 2 vwaaslugiuuuvesnsiwku Kibana

o w

o = o o @ v
4) ﬂmzﬁ;ﬁ]ﬂﬂ—lﬁﬁlﬂﬁ AANISH Liﬁguuﬁﬂﬂﬁﬂ']ﬂf'*lﬂﬂ'l'iﬂﬂﬁﬂ‘QﬂQﬂa‘n
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4.7.3 Haminaaed

tegend ©
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Fount

imesiang per ninuge

71 4.2 dnvazveangAnssuveamslandiszian SSH Brute-force NHAUY

: o g 5 o
1INgU7N 4.1 uaAIanYMUENIT LouA SSH Brute-force U9 TP 183.3.202.112 Huilu Ip
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DT IIUATINNNMS TauRnady

4.7.4 aywamsnaases

o A a 3 o I~ = o
anvuznis lawannatulanyaziiy Phase @10991U398U09 Sperrotto [16]

ada &
U

¥ '
UDNINHUAIT IANANINAURT¥I9UD3 Time windows U521t 15 U1 Fagroandoadunis
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4.8 Mmanaaesinlszanimnves Junewandy 1iio Disable general query log
4.8.1 Yaguszasn
1) [WafnuIA Throughput VoIuoWanTY 11D Disable general query log
Al = ' al A A ) I
2) 1iOANYIAT Throughput YoIBYNAMATY 1BV LIAFIUTOYA 111 50,000,
100,000, 300,000, 1,000,000, 9,000,000 Liag 100,000,000 rows AINFIAL
4.8.2 9ONUULNTNATDY
1) wissneuiunesilfihminaasseglumisdiiu@oadu
2) nsesionlimaaeuilseansnInAe Apache Jmeter
3) AuuednwamFunldnazen Ao Damn Vulnerable Web Application (DVWA)
4)  ¥1N589 6000 requests W3 DU A
5) HANINATOUNNNAUITTUNALAZITUTINAT Throughput(req/sec)

6) Disable general query log
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4.8.3 HaN1INAadd (Disable general query log)

1514 4.23 A1 Throughput Yo waUnaFulemsmnag udeyalitiving 50,000,
100,000, 300,000, 1,000,000, 9,000,000 L8z 100,000,000 rows MUHIAULD

Disable general query log

Type | Size of Database (rows) | Throughput(Req/sec)
1 50,000 3294
2 100,000 432.8
3 300,000 400.9
4 1,000,000 325,9
5 9,000,000 459
6 100,000,000 318.2

6000 Req & Disable query log
500

400 ST Ty

S

el
LU

Tars
BRELT

Throughput (reqg/sec)

g

Ln
(=]

3
Size of Database (Type}

31/ 4.3 A1 Throughput (req/sec) MRAdINMINATBULIVIBUNINT UM I8 Apache Tmeter 131D

Disable general query log
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4.8.4 agilnamanaaes
91031 4.3 uaaINTMYBIR Throughput tileruvagufoyaldfivualngiu
Tawa1 Throughput ¥BLOUNWAATULIAT 329.4 reg/sec ﬁmumgm%@ga 50,000 rows Throughput
fsasimafivdulaviia 4328 reg/sec 11059 Throughput ﬁmumgmﬁﬁ’m&la 100,000
rows Throughput ﬁmaﬂm;ﬁai’ﬂﬁmmﬂgm%ga 300,000 LA 1,000,000 rows LAgiA1 400.0
req/sec LA 325.9 req/sec AUAIAY A1 Throughput "1@3’1,17@‘31%1,!%'%%”'&Lﬁ@’i’ﬂﬁﬂmmgm%ya

[
T L

9,000,000 rows TaiiA10gi 459 Ung A1 Throughput ifranaviloTafivuiagiudoya
100,000,000 rows
uazamsaagl1dn
1) 1 Throughput YeaBLNAMFIile Disable general query log ﬁﬁmg:ﬁﬂﬁw 318.2
reg/sec 094328 req/sec

2) VWA Uty luinaas Throughput Yo BN GATY

wr = = U A
4.9 JaszansnwveuIurenainyy 1o Enable general query log
4.9.1 Jagilszaan
1) rafnyIa Throughput 189UpUNARFY 11D Enable general query log
A 2 ' A w A4 A o &
2) WefNE1A1 Throughput YaguoUnANT W Noiiuvinag mdaya 1 50,000,
100,000, 300,000, 1,000,000, 9,000,000 LA 100,000,000 rows A1UA1AU
4.9.2 20AMUVNINAADI
A = a9 Yo 1 A v =t a
1) IATIABNNIADI N MM NAaIey lUmI oA
2) insosilionldmaaeulssannnAe Apache Jmeter
3)  Huuodnandunlénaaey fin Damn Valnerable Web Application (DVWA)
4)  1hmM3ae 6000 requests 130315 AU
5)  HANMSNATOUNINGUITTUNALAZITUNANAT Throughput(req/sec)

6) Enable general query log



4.9.3 HaN13NAAB] (Enable query log)

1519 4.24 M Throughput Yo weUnaFwileminvinagudeyalitivina 50,000,

39

100,000, 300,000, 1,000,000, 9,000,000 {ta 100,000,000 rows AINAIAVLUAZ enable

general query log

Type | Size of Database (rows) | Throughput(Reg/sec)
1 50,000 3594
2 100,000 357.8
3 300,000 351.5
4 1,000,000 356.4
5 9,000,000 3234
6 100,000,000 302.8
6000 Req & Enable query log
370 , ,
= W\
& 350 , =
£ 330 , -
5 320
2 310
[T4]
3 300
= 290
" 280
270

2 3 4
Size of Database{Type)

31 4.4 A1 Throughput (req/sec) MiAAIINNIINATULTUMLUNAIATUAIY Apache Jmeter (31D

Enable general query log
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4.9.4 aywamanaaes

11n31) 4.4 ugraensMyo9aA1 Throughput Lf}mﬁmmﬁﬁmi’fmga“[ﬁﬁwmimpj%u
Taof1 Throughput 8O UNRAFUTIA 359.4 reg/sec ﬁmmﬁgm%’m&a 50,000 rows Throughput
finranasTaoiini 357.8 regsec, 351.5 reg/sec Li05A Throughput "ﬁmmﬂgm%ga 100,000
rows 1A% 300,000 rows 18191 Throughput ﬁfinﬁu%u%ﬂﬂ%"uﬁafﬂﬁwwwm%ga
1,000,000 rows 1Ao%if1 356.4 reg/see ML Throughput 3 Iiuanas Taedia 323.4
req/sec , 302.8 reg/sec Lfiamumg ‘]u“ﬁ}ﬂgﬁ 9,000,000 tiag 100,000,000 rows
wazewsaagl 1dn

D M Throughput mmuaﬁwﬁmcﬁ’mﬁa Enable general query log ﬁﬂ"lﬂgl:“ldf‘l“b"’&\‘l 302.8

req/sec 743594 req/sec

2)  wwnagwudeya lulinage Throughput vaeUnansy
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4.9.5 aailnauazazinanisnanesil 4.6 uaz NINaaesi 4.7

Disable query log VS Enable query log

450 A
&= o b
g ‘w—-_a..,.“___,_m% f Y
— 400 - g P ~q
L - - P =u.
6 350 S— — B N,
< 2 o~ S -v
o bd v e
o
w 300
-
3 250
2
&8 200
o 150
=
[ NN
U\
50
0
1 2 3 4 5 6
DISABLE 3294 4328 4008 3258 455 318.2
ENABLE 3594 357.8 3515 356.4 3234 3028

Sizeof Database(Type)
g DISABLE | meapnis ENABLE

31 4.5 A1 Throughput (reg/sec) fitdnINMINATDL IUIBUNWIINTIA 8 Apache Jmeter 130

enable query log wSaAeuny disable general query log

FoergUii 1 awnavesgudoya lifinade A1 Throughput

%ﬂﬁgﬂ‘ﬁ 2 throughput mgEl‘!I‘ENﬂﬁﬂﬂﬁﬂU‘lJ‘izaW‘:ﬁ‘ﬂ’lmﬁﬂ disable general query log
0 377.7 req/sec LI0Y throughput méﬂﬁlmmi‘ﬂﬂﬂﬂﬁﬂﬁ 2 ‘w%mmﬁﬂ enable general query log
710 341.88 reg/sec

denftomfeilss Fnsainyes throughput 1314 enable general query log lta
disable general query log W1 N Lf}‘ﬂ enable general query log 9 g lvan throughput Y83 D 1l
waindanas fab

% 1 throughput YoeUNANTURAAAS = (TPEN-TPDIS)/TPDIS x 100 1ij0
TPEN fi8 throughput m%{ﬂmmm{ﬁ enable general query log
TPDIS fio throughput m%;ﬂmmﬂﬁﬁi disable general query log

ﬁ";ﬂ]{lﬁj1 (31 enable general query log M throughput voelnamTuIzanas 9.4%
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o = = = r o ¥ = o
4.10 manaasdialszansmnvsaewaniulaginnl Latency vaaeUnamiy
4.10.1 Jagilszasd

A = a A = s d‘! - 3

WednylszansnmvosoUnansuLle Disable general query log L4 Disable
general query log

4.10.2 32nUUUMINATDN
AL Py P Y o 1 2 ] a o

1) lﬂ'i'f]w‘lﬂ@liwﬁlﬁﬂﬁﬂiﬁfﬂTﬂTiW]ﬂﬂﬂﬁﬂgﬂluLﬂif]‘lnﬂl.ﬂfl']ﬂu

2) wsesiionldnaaovilsz@nsamAe Apache Jmeter

3) Auuewamdunldnagen Ao Damn Vulnerable Web Application (DVWA)

4) MenguiMsnaaeaungudoyavLIa 100,000,000 rows

5) MIA5Ee 6000 requests W%@M@} A1

T ¥
6) VN1 Latency [RRENNT 6000 requests
) ¥
7 ﬂ’]ﬁﬂqmﬁmﬁﬂﬂﬂﬂﬂ Q13019 6 1IN 5 ATI 1419 disable general query log LAY
enable general query log AU 1AY
i i 2 4
8) 1A latency ¥0ILARENT A 1AINTHIAURDY latency VOINIINAADING 5 AT
9) HANINATIUN NN IUITTUNALALIUTANAT Latency(ms) 0Ad

4.10.3 paminaaed

A1919 4.25 M Latency voiueUnaAY e enable general query log

adad Latency ABIAAZATS (ms)
1 589
2 662
3 771
4 631
3 641

ANnNGY Latency 1ii® Enable general query log = 658.8 ms
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M3 4.26 A Latency vaaueUwanTuile disable general query log

adaf Latency voaudazne
(ms)
1 643
2 489
3 623
4 548
5 550

f Mﬂéﬁl Latency !,f'!lﬂ Disable general query log =570.6 ms
410.4 agtHamanaaesii 3

WonlFonifeutss@nSnmaod latency 581314 enable general query log Uag
disable general query log WU Lﬁﬂ enable general query log vzl latency Yoo Uwan
iy dafi
% A1 latency Voo UNEnTU AT = (LEN-LDIS)/LDIS x 100 iilo

LEN 10 latency YDINTA enable general query log

LDIS fio latency V0N 31 disable general query log

[ ] o
ﬁiqﬂ”lﬁ’ﬂ 11J© enable general query log f11 latency Yoo UNTATUILINUAY 15.45%
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4.11 NMINAABINATDU Algorithm Hidden Markov Model tWoA3333UMS512UA
1l521AM SQL Injection
(7] d
4.11.1 Tagilszasa
(WoANH121 Algorithm Hidden Markov Model 8111508539303 laudtlszinn
SQL Injection 19939150 l3)
4.11.2 99NUULMINAALY
= e . A a X Y o =
1) An¥IN19 TauAszan SQL Injection MAATY 910 CVE dauvias 127 uag
Aun11/521ANUD4 SQL Injection inueshiga uazilszianues Application 7
NYU¥83 117 SQL Injection 1inghgn
L v
2) imsnaaoelasAaAa Application 1 1d9nde 1
3) ¥1A158319 Training set 1A Crawler 11¥11AINAGOY Application AINA1
Enable General Query log
4) AutuMIaI19WUT19049 Hidden Markov Model Tagni 3013910 Training
set A4NEA1)
5) imsnaasilay §9a193 Taud Application Aana1280 SQL Injection Hazii
o ~ g/ kY o o A a 3
BUUT1aB97 1ADIAT0 4 ISR VTS LanATnaTY
@ R
6) TunnuazaglHanIinang
4.11.3 HANSNAADY
-2 = . 3 = | 1 e v = =1
VINMIANEINS190A SQL Injection MAANUWIIIMS lanannyseNgailunig
TauA1521a7M Boolean based blind SQL injection AE Application ANUFDI TH 2 SQL Injection
1NNYA AB WordPress Plugin 13199111 WordPress Plugin A2081971111%091413 SQL injection
1/521AM Boolean Based blind 5® WordPress Photo Gallery 1.2.7 "1 11 CVE-2015-1055 119
MINATOUNTATINIUABUUVTIADIYBS Algorithm Hidden Markov Model 1628314 Training
set 108719 Web data extraction %0 import.io
4.11.4 agilwamsnaaes
1) Boolean based blind 15 u%fian15 Tau@veq SQL injection AWVUIATFAIN

= 9/ %) =
AIANYI CVE Hounas 1-2 3

T
=

2) WordPress Plugin Wuwiiaue Application NnipayesIn SQL Injection ¥1NNEA
INMANY1 CVE dounas 127

. wda X
3) Hidden Markov Model 8131158635223UM3 JauANAaIuINn1sNaand ia
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412 mInaaeaindszanEn1nves Hidden Markov Model 14135057990 SQL
injection
4.12.1 Yagilszasn
ieSalszAnsamlunisasaesunis Towdtszian SQL mjection Tnsl% Hidden
Markov Model
4.12.2 JBMIAUHUMS
lumsnaaesil 114 bwapp [17] Fuiu web application 75481117 SQL injection
Tun1sdadlse@nin1nlun15ms5299U SQL injection U049 Hidden Markov Model Ta#¥i1a13
59U39U general query log U949 bWAPP el ruan query fuaneaTunanug 387 query iy
naaeu¥iins TauAd e SQL injection nanua 4 yuluvt 1
4.12.2.1 boolean-based blind SQL injection
Wuns Taud Taon1sniuaulinaved SQL query 1193 an3ouita 1Ny
Fenanad W yDd HTTP response AUANRIIA LT HAIHAYDS SQL query fidluasauaziite
el 14 doyaiidoinis Tnuluntsnanoeiioz 195 Taufiuy boslean based blind SQL
injection A0 IUtoyaiilFiueg
query ﬁr’ﬂumi %9 n@: SELECT * FROM movies WHERE title = 'Tron Man’
query ASlun1s Tawi:
SELECT * FROM movies WHERE title = 'Iron Man' and substring(database(),1,1)="a"-- -'
4.12.2.2 error-based SQL injection
Funts Taud Taerhld query uifa eror titerhdeyaiidosmsuuanwng
14 error messageiﬂﬂiuﬂﬁwﬂamﬁ%ﬂ%’mﬂwﬁxmu error-based SQL injction 1un15%11
version V94 database 17;}1‘]?’411565‘1:
query ﬁlﬁuﬂﬁi%ﬁuﬂﬂaz SELECT * FROM movies WHERE title LIKE "Yoa'
query Fislums Towd:
SELECT * FROM movies WHERE title LIKE '"%a’ and (select 1 from(select
count(*),concat(version() floor(rand(0) *2) )x from information_schema.tables group by x)a);-- -
"
4.12.2.3 time-based blind SQL injection
FunisTandTasnisrldnadnives query iilussindorialdina
Uszananafiuand1eiu e W 1ddeyaiidoenis Taslumsnaassiiez 193 Tau@uny time-

based blind SQL injection Tumstigevesldnuauusnlugiudoya
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query ﬁi’ﬂuﬂ’lﬁ 1¥91u3lnfd: SELECT * FROM movies where title="Tron Man'"
query Tilunts Toud:
SELECT * FROM movies where title="lron Man' and (SELECT IF((substring((SELECT login from
users LIMIT 1),1,1)="'4"),SLEEP(3), false'));-- -*
4.12.2.4 union query-based SQL injection

[

3 = Yo & A2 =
Wumslawd lagldirds UNION Tunmissiunanin query Nsa1vesyan
v Y

A0IMINY query tAnNTog Taslunisnaasail 92195 TauRu union query-based SQL

. e . £ g A £ @ 0 2',-

injection lun1sAsdoyayor [9as sWarunIMuA

query MU s 1991u1/n@: SELECT * FROM movies WHERE title LIKE "%a%’

query Niiun1s Tawd:

SELECT * FROM movies WHERE title LIKE "%a%' UNION SELECT 1,login,password,4,5,6,7

from users;- -%'

4.12.3 HamMaInaaed

M1514 4.27 HaM 305399 UMslouA5219M SQL Injection vHAMAY

311111 SQL injection HBN13AT93U
boolean-based blind SQL injection asavvvla
error-based SQL injection a57950'18
time-based blind SQL injection asdula
UNION query-based SQL injection n37990' 14

4.12.4 aglwamsnaaes
1153993 SQL Injection 1A Hidden Markov Model 8131507529951
VY84 SQL Injection 1a"q 4 g‘ﬂ UY A9 Boolean-based blind, error-based SQL Injection, Time-

based blind SQI Injection it81 UNION query-based SQL Injection
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