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Manage Users on the Network followed by

Computer Act System
Mr.Parkpoom Lertsawatwicha 55010932
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Assoc. Prof.Dr.Somsak Mitatha Advisor
Academic Year 2015

ABSTRACT

In 2007, the Thai government declared the Computer Act for punishment of people who
break the law through computer. Thus, internet service providers have to keep logs about internet
usage of users. The log will be used as evidence when the offense occurs. And nowadays
networks are bigger than past, more number of access points. It is difficult to check all of it.
Therefore, we implement Manage Users on the Network followed by Computer Act System for
keeping log and monitoring access point. In addition, the system can reboot the access point
which has problem to primary solve the problem when access point not response.

Manage Users on the Network followed by Computer Act System uses Ubuntu server as
OS on server, use Pfsense as firewall generate log of usage, use Free Radius as radius server to let
users authentication, use Syslog-ng to manage log file and send to Database, MySQL, after. Main
functions of the system use web server implement. It make administrator can monitoring and use
the system via web browser without install any program. The system monitors access points by
ping to check access point. The system uses SSH to command reboot access points and monitor
resource of firewall.

Consequently, Manage Users on the Network followed by Computer Act System is the
system that keeping log and monitoring access point with reboot function. It make administrators

easy to use the system.
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13N NAT (1:1, Outbound NAT, NAT Reflection)

10) 3843051 HA (High Availability)

11) Multi WAN lgma10991 internet lumsaenidngmouen’ld

12) Server Loadbalancing

13) 3995UNW1 VPN (IPsec, OpenVPN, PPTP)

14) aUUAYUNITI Report LiAZ Monitoring, Dynamic DNS, DHCP Server La%

PPPoE Server

o
Hardware 113U N13AAGY pfSense
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¥ 1 ] E
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2.1.3 Free Radius

a & ' < -
WEAAAIBYUU Ubuntu Server UNZDIA5ZNOUNUFIUYEI RADIUS server 104 3
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a £ o 20 \ A A 9 1 é'l &
NS MUUATNT VDI Access Clients 1D Access Clients TAIUDNITADLY DK
A0 IABIFOIN I NAS H Tns TnreanFlunsaaieuse % 15U PPP
(Pointto-Point Protocol), SLIP (Serial Line Internet Protocol), Extensible Protocol
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art-atta@ubuntu: ~

art-atta@ubuntu:~$ radtest userl password 127.0.0.1 0 testing123
Sending Access-Request of id 14 to 127.0.0.1 port 1812
User-Name = "user1”
User-Password = "password”
NAS-IP-Address = 127.0.1.1
NAS-Port = ©
Message-Authenticator = 6x00000000000000000000000000000000
rad_recv: Access-Accept packet from host 127.0.0.1 port 1812, 1d=14, length=20
art-attag@ubuntu:~$ radtest user2 password 127.0.0.1 0 testingi23
Sending Access-Request of id 77 to 127.0.08.1 port 1812
User-Name = "user2"
User-Password = "password"
NAS-IP-Address = 127.0.1.1
NAS-Port = ©
Message-Authenticator = 0x00000000000000000000000000000000
rad_recv: Access-Reject packet from host 127.8.0.1 port 1812, 1d=77, length=20
art-atta@ubuntu:-$§

31 2.3 #78619M3 Authentication F11 Free Radius 328 CLI

13 Authentication W Free Radius 92 14 15\35&‘5 “radtest username password
destination key” Tael pfsense fogv0ms log in mﬁ' Free Radius 194
1) 8011Ms3 Authentication K1 Free Radius 18gnaos Free Radius 3¢nounduuti
“Access-Accept packet from host port, id length”
2). 4193 Authentication A1 Free Radius J1ign@es Free Radius 92apunduan
2 “Access-Reject packet from host port, id length”
2.1.4 Syslog-ng
ﬁﬂg’mg:uu Ubuntu Server Tnodlussnnsanmiufindenssudiunaia(Centralized
Log Server) WluTilsunsugesamsiudontounsoudsnine i lduSns (UADT Az AR
Syslog-ng Server 341 HIMAL Log toyantsIdouvosdldandlFaugunselly
szuu i Uszdamsddnled Sudu Taoezsudufiu og ndeniig] 18 log in

1 ) : v 9 ' ] 1y g a A qu
ATHTUI970 Free Radius L83 ﬂ'l'ﬁiﬂiﬁ”lﬂﬁTﬁ"]ﬁJﬂ\‘]&ﬂﬁlf AISYATIVIVUNLUN syslog-ng Lwaiﬂf

dhumdngudduiiefimsvensivaey
Tn399519 Log 04 Syslog-ng
<priority> VERSION ISOTIMESTAMP HOSTNAME APPLICATION PID
MESSAGEID STRUCTURED-DATA MSG
1) priority i umuiivenaanzves Log 111 TasayndangameazLion severity
gt lFfusnsnaeumauz e Access Point

2) VERSION H18a9393 5

3) ISOTIMESTAMP 13a11a514 log 191175511 1SO 8601



4) HOSTNAME ¥egilnsaifias log 1
5) APPLICATION gunsain3a Application ffludadha log
=]
6) PID 1)U Process ID
7) STRUCTURED-DATA 4oyaved log
8) MSG
Aed1eteny Log U84 Syslog-ng
“<34>12003-10-11T22:14:15.003Z mymachine.example.com su - ID47 - BOM'su

root'  failed for lonvick on /dev/pts/8”



2.1.5 Web Server
= ?J = 1 Y o
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a 3‘, a . H : : ] .
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¢ 1 i Y g 9
ABA https W30 d319 laasilaiiouiu www.sample.com Meluneudernula gy
Apache 358395Us21UU 1A 1AMa1nHa18 191 Linux, Windows 139 Mac OS
2.1.6 PHP & HTML
=] o 4 . '
411 PHP uag HTML Jums@owiidn ladvesd19iie 1911013 log in dau
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1 HTML (unas g1uniiausIso 499an1s 1ag World Wide Web Consortium (W3C)
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I~ { 9 Y 4 o o
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Yoya uazasdoya 1@ Munm SQL
) A @ a wa 1
MySQL 1ilu Open source a113050950 ldnanaszul §1iRn13 1953 Windows,
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Linux, Mac OS IJuau
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g P e g A -3 A s . .
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2.1.9 Access Point
@enld Access Point 158451 Service SSH 18 Faazii Ifanunsoda Reset Access
i L4 s 9 ! 3
Point 910 fudnan uaznudeyanien 14
a L 4 Y o
SSH 138 Secure Shell fi® Protocol ¥ilavils fieenuvuuwite1idr11/ds a1lnsal
x 1 1 k-
13898 UaIUA1 Vuneniy Tas SSH 185umsesnuu lumumums 14 Telnet,
Rlogin, RSH 312 SSH azlinnuilaeadsuinnd Tasnardsdeyaszniunies SSH awh
M3 HA (Encryption) Teyarite Ideyaiinnuilasads
2.1.10 PHPExcel
s : o o o
PHPExcel (1l Library iiawes php fozainnldinilu report Tugiluuvvesird
= ' ) 9 1 w 4 o 1w
Excel Nazaslumslgamugdoyasia wagdimmsaminaimasasslumsildsaru
nawd ludeyald e Tunsaingldauez limuseud lv Report fivhesnun1g

G

2.1.11 Shell Script

Shell Script i Tlsunsumeuiuaesii ldszuaanavussunlfins unix

. ! o & % < 92 o
1At Shell Script 925303 WNGUAIT Command Line 194 Unix to1 133902y I Tianuausa

] "

L=

Tums 1anga ifiedonldan Shell Seript iz Idnadninmdidai 1didou 1410 Shell Script
2.1.12 UNIX Command
D) ssh 9iitods remote 1 ulunteathivnne
%) crontab iunmsAIAT MedasdeuL CLI Tuszuv§ians ubuntu

<) o £ w Ay o o
3) grep IWumsda linheeuaawammy vsiandeems Tasldmdiny

3 3
o A

o 4 EY @ o =
4) awk lmdsilie liuaaenammiz neaduvemfiasanis
A = 3/
5)  top —n WNDITINANIT 1% memory
A o £
6) ps aux {NBI3ENANIT 1Y cpu
: o
7) df -uweisengnisly HDD
2.1.13 DD-Wrt
3| 4 o s 1 . °
Hhuisunsves gunsainanidunes Taeiingnn13i1 Unleash your Router 3471
o ¢ ) ' 2 P
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2.2 AnEnuninafes
2.2.1 Bangkok Wifi
Bangkok Wifi e 8umeiiia 1faeanudigen usmsns Mifannanusauile
FEHINATINUUHIUATUAE Wifi by TruemoveH Taserinsadouaedumediiialiae
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2.2.2 Sysnet Logging

4
= a

» . s .
WhuTdsunsunagimsiiy log ¥04 1P @199780 Internet 9199280831 e
Y d 4 o . sl A a d 1
A3WABUMT 159U Internet MelussAnsvnadn Tns Fix 1P 1Riad esnoufiunsiiudas

A509 oA DNTASINE DL

@ SysNet Logging 0.1.3 By SysNetCenter.com

03/10/2009 00:40:40 192.168.1.125 3075 16473 ~

03710/2009 00:40:41 192.168.1.125 3079 41443 =

03/10/2009 00:40:41 192.168.1.125 3081 15834 |

03/10/2009 00:40:41 192.168.1.125 3082 55555 |

03/10/2009 00:40:41 192.168.1.125 3083 40441 1

03/10/2009 00:40:42 192.168.1.125 3083 40441

03/10/2009 00:40:42 192.168.1.125 3084 8300

03/10/2009 00:40142 192.168.1.125 3083 40441

03/10/2009 00:40:43 192.162.1:125 3085 17361

03/10/2009 00:40:43 192,168.1.125 3086 45246

03/10/2009 00:40:44 192.168.1.125 soe2 55555

03/10/2008 00:40:84 192.168.1.125 307 22222

03/10/2008 0 192.168.1.125 3085 17861

03/10/20089 192.168.1.1225 308§ 46248

03/10/2009 192.168.1%125 3079 41443

03/10/2009 15927168:1.125 3087 38783
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03/10/2008 00:40:50 120168 1,125 1 dgads) 55555 i
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08/10/2009 00:40:50 192.168.3.125 3088 12128

103/10/2003 00:40:50 192.168.1.125 3082 55555 |

03/10/2003 0014050 192.168.1.125 44328 24840

03/10/2003 00:40:51 192.168.1.125 44328 36782

03/10/2009 00:40:51 192.16811.125 44323 32745

03/10/2003 00:40:51 192.168.1.125 44328 19548

03/10/2009 00:40:51 192.16841/125 44328 32024

03/10/2008 00:40:5L 192.162.1.125 44328 22641

03/10/2009:001 §0% 51 182,163.1.125 i

103/10/2009 1 =
Jl

Aflanns Config Sval q 1niailnsal WRTS4G]
i1 3 i
i/ hww sysnetcenter com 0341042009 00: 4051

3V 2.4 Mm31fiv log vosTilsunsa

 Clear Database

W e e
mudayaficis | ‘—r Fu
MR ] 90,2 |

71 2.5 msauiufian wsu. peuRuned




13

Y A
108
D Fnude
= <
2) TUsupsudiuaian
3) dulilawngumnewsy.aeufiunesil 2550
Y =
SIGE
Vo s A A 0 Aa o . v &
1) ¥ lanvesrnswiomsovieniimsmiue ip U fix 911U
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{ 1 @ o ) )

Toyailszinninsy (Trap) Aigadenngdeud Taoli18eswe

s & ¢ . b =N 2 o o

wwud Lagia 1fe Tilsunsy niomsung (Firmware) Tiaase uazauuus)
¢ A aliAy & g o = = o
pilnsalnsentendguaszuunietodesnssans #aomdiulsunsmame uas ey
g @ o = 4 1
dioandadlundinns1ad T sie (Background Process) Haoow (Daemon) &y i
= o

'~ o 1 : a am '
TuTasyondulad viegiing viedudunialussuul §iRmns sy Jusinesues cisco

b g o o T
Fal i Suasseaue

SNMP Manager SNMP Agent

71 2.6 myaadeyavu SNMP



Y
Jon
o a = A ' Y
1) aunsesamsanuAnlnauunios’ld
Y Ll )
2) ansoasniginsel lAurewiia
oy
4 2 '
2) 1 traffic AU Inmsdafoyalimmnes

9 =1 = a’a -4 Cd
3) APIUNITAANUUIURDITUALIDIIURA

14



UNN 3

N1I9ONUVVUAZWEUM

3.1 MNTINVBIIZUY

3.1.1 mwsanvesszuutionn Y auass

Internet

Free Radius
Sysiog-ng
Webserver
- &
o v
-~
-
Y
=T ~
.g o
' Pfsense
Admin
School 2

i

¢ Pfsense s

34

School

° 1 <
71 3.1 manaduwnisginsal



16

Internet

- S|
[* 1% Router

gunsalvaaizam 1

7132 nsfadeszuulumsliaues

3.1.1.1 Computer Server 1 m‘%m
Computer Server dzifugunaralunsuinissamsseumtann Seziass
Virtual Box IﬂEl‘i]%§1ﬁﬂﬁlﬂ%ﬂﬂﬂﬂﬂﬁ3lﬁﬂ§%ﬂﬂ1 2 Lﬂ?‘ﬂﬂ LWI'EWLﬂéﬂﬁ%&'aﬂgﬂmﬂﬂln;ﬁﬁﬁ
1) 195097 1
A) aﬂﬁ‘?d Pfsense
2) Lﬂéﬂﬂ’ﬁ 2
A) Gnlﬂg‘\? ubuntu server
a) S?Iﬂﬁ%ﬁ Free Radius
b) aﬂé"ﬂ Syslog-ng
c) aﬂ&g}ﬂ Web Server (Apache)
3.1.1.2 Access Point

v A

=] o [ v T .
Wugdnsaidmsu il oudeureduszun Hiu Access Point

U



dilnvedyanan nszeAMIAIANTE

3.1.1.3 gunsaivesflinm
o P 9 o & v w ' M o '
Hlugilnsaingldan Mmmsseudesuszuvriunievie1dae wu
Notebook, Smart Phone (1@

3.1.1.4 Admin

2 o= . e A Vo A A a @ A
ﬂ@q‘ﬂﬂim'ﬂ Admin MMNIFIUABDNUISUU INONIZTVINITIANST K50

Monitor 55UU

144301

17



18
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3.5.1 NM39anuUL Database

1514 3.1 f9EN49 Database iiuFeflFIY

1% MySQL dh Database 1agil 2 Database fi®

1) Database thus1w¥ef 196

2) Database Lﬁ‘lj log M3 ‘1‘13)’)4114

. 4
Taglasea$19ves Database HuT10F0A 19011 UsznovlA26 Username, Password
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2

Username Attribute op | Value | Name | Surname IDCard email Class
143569 User-Password | == | JhJ9 U il 1100701772791 | manee@gmail.com | Admin
! ) =3 L 3/ EY =
91 1794374 Database 10D log 115 19911 190 In39a3 194849 syslog-ng Ao
<priority> VERSION ISOTIMESTAMP HOSTNAME  APPLICATION PID

MESSAGEID STRUCTURED-DATA MSG

1914 3.2 fI0E14 Database 111 log N1515911

Host Facility | Prioty | Level | Tag | Datetime | Program Msg Seq
192.168.2.1 | locald info info | 86 2016-02- | filterlog | 90,16777216,,100000101,em1,match,p | 209
18 ass
16:33:41 ,in,4,0x0,,64,21942 0,DF, 6,tcp, 60,

cale

sort_ip,des_ip,47478,443,0,S,40265

72576,,29200,,mss;sackOK; TS;nop;ws
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3.5.2 N7 Monitoring Access Point
. . . Yy 9/ < Jd o - o
13 Monitoring Access Point 1435ms Tdndudu lad vinng Ping lad Access
Point A14T18%871 11 Database iNoga U3 sudsdoyaPacket Loss) U84 Access Point
o Y o Il ) 1 d =
ud2th Tuaasuundidulad win Access point liifimsasuauss Avzivasly Database
i g Q= o a a
weiulsgiamshnualnidae
{ o = 9 A ] w [
lunsaifidauassyudanduivled 13 dieszuyIdsuiiizamemssudedoya
i Q s : 1 i k) P oA =Y 9/ 1
U84 Access Point @2 laaanilslimidesn A Idyszdiu 13 szvvezuaasmsusufon
v o : ] g a
Access Point Ifayvaz1iden 1192911715 Reboot Access Point #3811 #1 Reboot d159 Az
< Qe 1 4 a ¥
uaalulizdan a3 Reboot 18 diamatlamiiuun
P T o Y g 1 1 o
lunsaifidauaszuy i 1&Tandwiu lad 1315 i ldedauasz vy ssuvazinms
W [ \ {1 d o P kY
ATRTVADIUSNITTUFIVBY Access Point NN 15 W17 A28 crontab MAI5U shell script 13
4 Yo 1 o 1 g " @ - -] oAy »
ieszuy ldfuniidamznissudideyaves Access Point 1 ladanilafafivesnai’ls
o Y o A N way wa = @
Mnua 13 5300921013 Reset Access Point A% Tnesn 1uiia nazinu 13 luilsyiams

[} ar U I~ 1
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3.5.3 N3 Reset Access Point
r)l‘l!)”ﬂ‘l‘i’f"i" AUA SSH(Secure Shell) l‘{’i"lul'ﬂﬁ.’lﬂ Access Point L!.ﬁ”lal%}ﬁ‘léld Reboot Iae
ARUATTULIZANNSaFINITTER Access Point TaH Ty lodl TagTaideadn 1 lumih
config U9 Access Point LAAZA2
3.5.4 113 Monitor NSWeNS Firewall
13159997180 SSH(Secure Shell) 11 lAuRu Firewall THuaafmsnens
A1971984 Firewall U uazihndusidiouas Tl Twdfeguuinios server naziirliluanq
vunthdy ledoinnntha luiiduuaas vin Firewall lifinmsaevaues fazinsfu’lsd
Tulsz 3891 Firewall lifimsaouaues ionat uaz udimilng
3.5.5 MY log
14 syslog-ng Tumsifin log Taove 1450 log M5 1#911970 pisense ud1mMsALAg
11 syslog-ng t1d7d4ae Idgmdayadnii 1o 1+% admin Vo452V AN3ATINSATIVTOL log
uazi log 98N IUUMDLYO excel ld
3.5.6 3111900 log M31FNY
e mihiigeanisii log msldam lasasaen @ividhiteziiinisiesn log N5
IFaudaeduedugliunvesansadainio lud log dod i log sonuidiuiizoues
wmthitee lddauaszuuasuiiuiedumdng Tasdguaszuves liamnsoduiion
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3.6 Flowchart
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3.6.2 M3 Monitoring Access Point
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3.7 msvanuuuniniulad

d
3.7.1 i 3ula6 Monitor ao1uzvas=uy

Monitor Access Point x

oL 1 : ages/monitorpagephp e Qseach T It @ oA

1]

Show| 10 jm Search:

[ APName & ssID & PasswordAP ¢ P ] Usemame @ Password & SHe Name Description : “%Received © Reboot &
1 HCRL HCRL project?558 192.168.12 | admin project2556 ECC-80711 Linksys-wriS4gl first use: ] Reboot
08042016
2 Mycomputer Test 12345 127001 | oot T 12Ms ! Mycomputer lesting ping script 100 Reboot
Showing 1 102 of 2 entries Previous . Next
1] Fitewall Name P ' Username Password Description “Recelved Show More
1 Ptsonse 18216821 aomin pisenge firewall 1 0 Show

-nJ 38 ﬁmnu‘lf-’mnﬁ Monitor ﬁﬁl]““"lli’)ﬂiu'ﬂil

= o 3
oonuun Y lsdn5 Monitor anuzvatszuy Tasliamnsagaaiuzaes
] 3 &
Access Point 110 Firewall lusgvurmumiiduladviiifemazannsoda Reboot Access
E
Point WIUWTAL Teiil 1fiae

3.7.2 witiuladuana Log Yoyamalinuy

snow 10 -|eniries Search
Facilty | Priotty = Level  Tag | Datetime .. Program

Hast * 2 L] e L & - & | Msg

19216821 | sysiog inio Info 28 20160218  sysogd | rostad
160050

19216821 | kem into into 06 201602:18 | sysiogd keme! boo! e is bootkemal keme!
160050

192:1682.1 | locald ino nto 8% 2016-0218 | fieriog 90,16777216..100000101,6m1,match pass.n 4,060,642 0.0F,17,udp,72,192.168.1.10,192.168.1.1,1B486 53 52
160058

182.168.2.1 | locald info info 88 20160218 | fiieriog 90,16777216..100000101,em1 malch pass in 4,010,684, 343,0.0F, 17.udp,72,192.165.1.10,192.168,1.1,63989.53,52
160056 |

192.168.21 | locaio inte infa B 20160218 Hieriog 90,16777216.100000101 .61 match pass.n 4,0x0,.64,12635,0,DF 6.1cp 80,192.168.1.10,54.191.113.255,33299 4£3,0, 5.1 7532334
16:00:56

19216821 | locaid info into 6 2016.02:18 | Weriog 50,18777216.100000101 m1 malch passn 4, 0x0.54,613,0.0F 17.0p 60,192.168.1,10,192.168.1.1 40541 53 40

31 3.9 wihi3uladuans Log deyansliam
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31 4.1 i Iudendu

"Ee 9 e




32

9 w = I~1 od o o o a @
2) mnadasan¥n dumhdudmiu g ldoumiasdumndadng
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Add User guest

Username :
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‘

31 42 nihasthsmnn

) o [ o [
3 winSmssamsdayadldon Tumiidudmsuly Admin glayal 1991 az

a

asoun v iy nieaudldon1d

User List

; 1 Class Edit Detete s
7 admind w:mr Dnn;; H 1 [ nabm,m;m@mnm_ Admin Edt Delete
8 user ese7 W W Mpuo; el ! \ioo70tTIZTer | gu;w;m i User Eat Delets
El 1100701772752 quesiso? = m— l " byl 4 i s com Guest it Datete
Showing 1 1o 3 of 3 enries Pravious - Next

31 43 wihuSmisdamsiflian

nansiduenansiianulidmiunsldmuiensfnuiriniu lleygeliirluldsslondidunsén
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Y @ . I o % . i
4 iiEnssants Admin duvtidudmn1y Admin gioyaues Admin #iily

SEUY tazamsoud 1 Wy ¥30ay Admin'ld

Admin List

€ 7'37192‘[6_;8‘2.21'9;11_#:,‘;3(;55;I'a:n.r:.n;;rj php '

) . -Q:s{wa:—:r

Shawing 1103 of 3 entries

31 4.4 wihu54155am3 Admin

= o =1 I : .
5) iILENIIANS Access Point iumihidudmsuly Admin AU930UD Access Point

wazausaud by iy vioandoya Access Point 18

Access Polnt List

€ & wz.w_a_:zi. roj

o~ APName @© SSID & PasswordAP @ | P & Username & Password @ (| SHeMame & Description L Edit & Delete ©
1 HCRL HCRL Projec2558 18216802 admin project2558 ! Ecc 8071 1 Linkays-wiiSagt irst use: 08042016 Edit
2 Mycomputer Test 12345 | 127.00.1 ! ragt l 12345 Mycompiiar #lesting ping script =

Showing 1 1o 2 of 2 enfries

71 4.5 wihuFmsdams Access Point

nansiidmenansfianulidmsumslfnuiensinuiviby ldougelmilulisslesisuned

lslinsdllagiiu Snteiudlvdaudaniem uazsosdrdedadvenenamnaafifinsiluld
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-~ ar : 3 =] o o %
6) wihuimssamsdoya Firewall iSumiidudmsuly Admin g40yav04 Firewall
uazamsoud lu sy vieauteya Firewall ¢

Firewall List

&)@ 192.168.2.2/projec

] - Firewall Name 2 P L Username ® Password L] Descriplion L] Edit
1 Plense 152.168.2.1 admin pisense firewall 1

Showing 1101 of 1 enfries

31 4.6 wihuimsdamsdoya Firewall

7)  whianmIwennsued Firewall HhumiwSudmiul Admin gUayams 1%y
NINGINFUDY Firewall

Detail Firewall ®

€ ) @ 192.1682.2projecipage MHeta ¥

Momorfijzagh him

Mem: 77M Active; 33M inact, 64M Wired, 41M Buf, BOOM Free
CPU Usage
IDisk Usage / (ufs): 6% of 6.8G

varirun (uls): 3% of 3.4M

31 4.7 wihuaamSnennsves Firewall

nansiidmenansfianulidmsumslfnuiensinuiviby ldougelmilulisslesisuned

lslinsdllagidu Snteiadlvdaudaniem uazsosdrdedadvenenarmnasfifimsiiluld
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8) i Monitoring #0112 Access Point 1Az Firewall fiumiududm$uls Admin g
ADIULVDI Access Point LA Firewall 145211 Tﬂ&l%ﬂﬂﬁf]ﬂﬁmu&’ﬁ’lﬂﬂﬁ ping 14l

1N 10 39

Monitor Access Point x

= @ [Qsewrsh

[+ Rl AP Name © @ PasswordAP w ® Username & Password ¢ Site Name ¢ Description * “%Received ¢ Reboot &
1 HCRL HCRL Project2558 152.168.12 | admin | Poject2558 ECC-607/1 Linksys-witS4gl first use: 0 Revoot
I i 06042016
(= . == -
2 Mycomputar Test 12345 12700 oot 12345 | Mycomputer lasting ping seript 100 Reboot
A e =
Showing 1 1o 2 of 2 entries Previous . MNaxt

L] Firewall Name P Username Password Description “eReceived ‘Show More

1 Pisense 182.168.24 " admin pissasa . Segwall | o Show

:.li‘ll 4.8 i Monitoring 89142 Access Point a2 Firewall

9) wihwand Log M ldamivesdldam mol¥ Admin aunsog Log m3ldmuves

Hldauld

snow| 10 ~|enties Search:
Faclity = Prioriy || Level = Tag | Daiethne  Program
Host * ® o | o ! ¢ (] ® Mag
:
192.1682.1 | sysiog info info |20 2016-02-18 | sysiogd ) | rastart
teoso ]
-+ — _—
19216821 | hem into into 06 2016:02-18 | syslogd: | kamei bool lie ls ooolkeme! komai
16:00:50
e
192.168.2.1 | local0 into info 8 2016-02-18 | Biariog 50,16777216,.100000101 8m 1 match pass in 4 0x0.564,342.0,0F17,ud,72.192.165.1,10,192.168.1.1,16486 53,52
160056
192.1682.1 | locai0 info ino 8 2016-02-16 | Bileriog 90,16777216,:100000101,am1 maich pass Jn.4 0x0.84,343,0.0F, 17,udp 72,192 168.1.10,182. 168.1.1 53969 53,52
160056
19216821 | localo info info 86 20160218 | Hiteriog 90.16777216.100000101 em1 maich pass.n 4,0x0.64,12635,0,0F £.1cp 60,192.168.1.10,54,191,113.255,33299,443.0.5, 17532334
160056 |
19216821 | locald Info info 86 2016-02-18 | fteriog 90,16777216,,100000101.0m1,maich pass.n,4,0x0,64 61,0 DF 17.udp.60,192.168.1,10.192.168.1.1 40541 53 40

31 4.9 wihuana Log msl¥nueslifnm

nansiduenansiianulidmiunmsldmuiensfnuiriniu lleygelirluldsslondidunsén

lainsdilagiisau Snvieiadlidaulaniom uasdosdrsdaiadmenenamnassiidnslule
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10) Pop up UAAITDIUE Access Point 118 Access Point JaD1U=MN TR LA

192.168.1.2 has low receive rate.
Want to reboot?

31 4.10 Pop up uaAITeIUE Access Point 1310 Access Point HaaTuzdnhitdmiua

1) wihuaalszdansudludoyasien Tusz o

L] ] Time ]
[ mmmmmlmmcﬂ HORL)[F Xi234 ,‘..w‘.mau.,m.lau.mpummmmmm;m admin 2016-04:21
lﬂmmﬂlm | 11:18:05
7 EDIT [APNameJHGRL2 >Ny [SSIDFHCRL2: f yi2 >IM)W2?JJM 1275511“ i ) [P 234-512345 | admin 2016-04-21
[Shename)->Mycomputar r 11:19:48
Showing 1 o2 of 2entries Previous . Next

31 4.1 wihwaasilsz Famautludeyamaqluszuy

e A C4I
12) nilwanesz Rdionnsel luaoumuos tazsansudly

show 10 jerm

Search:
Time - Type ® PDevice & IDDevice . Result .
201604-26 213148 . .AF - 192.160.12 1 FAL
[ 2016-04-27 21:4707 Firewall 192.168.2.1 1
Showing 1 10 2 of 2 entries. Previous . Next

51J 4.12 ﬁmmrmﬂs mmﬂaﬂnsm“luﬂm.mum uawmmmﬁ"lm
LaﬂmiumuL,aﬂmimm’nﬂ’mﬂmumislszmut,waﬂfﬁﬂﬂmmuu Llougelvhlvlduseleviaunisen
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4.2 M3NAa091¥914 Free Radius

9
1) ]'lﬁ’ﬁ"lmiﬁﬂm Free Radius 89U Ubuntu Server
2) udIINARDIIING Authentication H11 Free Radius HIUA1E4 radtest 1883010
A) N3 Authentication LL‘]J‘]JQﬂﬁ’?N Free Radius 3$A0UNAUNIN “Access-Accept”

B) M3 Authentication “lﬁ"lnjgﬂﬁm Free Radius 309 UNAULI “Access-Reject”

art-atta@ubuntu: ~

art-atta@ubuntu:~$ radtest user1 password 127.0.0.1 0 testing123
Sending Access-Request of id 14 to 127.0.0.1 port 1812

User-Name = "user1l"

User-Password = "password”

NAS-IP-Address = 127.0.1.1

NAS-Port = @

Message-Authenticator = 0x0000000000000000000000000AAOOAOO
rad_recv: Access-Accept packet from host 127.0.0.1 port 1812, id=14, length=20
art-atta@ubuntu:~$S radtest user2 password 127.0.0.1 © testing123
Sending Access-Request of id 77 to 127.6.0.1 port 1812

User -Name = "user2"

User-Password = "password”
NAS-IP-Address = 127.0.1.1
NAS-Port = 0

Message-Authenticator = 0x000000000000606000000000000000000
rad_recv: Access-Reject packet from host 127.0.0.1 port 1812, i1d=77, length=20
art-atta@ubuntu:~S

71 4.13 MInaaed log in #v CLI
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¥
1) NAaeeinIanaa Prsense ududh 19ug Iddanin

Py
|
| : £ :

File Machine View Input Devices Help
Bt Sense (pfSense) 2.2.4-RELEASE i386 Sat
‘ Bootup complete

3D,i386 (pfSense.localdomain)

#xx lelcome to pfsS Z.2.4-RELEASE-pf
WAN (wan)
LAN (lan)
0)

-> emb
-> eml
Logout (SSH only)
Assign Interfaces
Set interface(s)

-> v4/DHCP
192
9)
10)
11)
12)
13)
14)
15)
16)

IP add:

Reset webConfigurator |

Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

an option:

ge from syslogd@pfSense at Dot 20 1
: php-fpml2441: sindex.php: Succe
)

31 4.14 119019304 Plsense

Firewall [Running] - Oracle VM VirtualBox

Jul 25 19:56:41 CDT 2615

(ttyvo)

(i386) on pfSense wxx
4: 10.0,.2.15,24
.168.1.1,24
pfTop
Filter Logs
Re rt webConf igurator
pfSense Developer Shell
Upgrade from console
Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

50:53

'ul login for user 'admin’ from:

AUK

Right Control

192 .16




2) 1aa9¥1M3 14 DHCP Tumsuan Address 1noufiunefdousory Psense 1A

s
s

o 4 = o Y] 1
naasniunIoIneNNIADS A 145 Address 19111119310 Pfsense H11 Web Browser

& { '
Fuilunih GUI vea psense 1511418

pfSense.localdomain

Z.Z.-l-RELEASé {i;ﬂﬁl
built on Satjul 25 19:56:41 CDT 2015
- FreeBSD 10.1-RELEASE-p15

__You are'on the latest version.

prsense
" Intel{R) Core(TM).i7-2670QM CPU @
2.20GHz

# | 00 Hour 01 Minute 50 Second

| Tue Oct 20 15:12:28 ICT 2015

» VPN

» Status » Diagnostics

» Gold

I 1000baseT <full-duplex>

i TI.O.I;.-I.ISH
ID(:EM;T <full-duplex>

Y 4 192.168.1.1
T e—a——— T T
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4.4 M31% Code Shell script 14115 Monitor N¥NEN5U03 Firewall

o I y 4 o (=4 4
1D M3 9au CPU 484 Firewall o luaasuumiinsy log

X % art-atta@ubuntu: ~
GNU nano 2.2.6 File: GetCpu2.sh

set ip [lindex
username [ lindex
password [Lindex

spawn ssh

expect "localdomain:”

end "$password\r"

xpect "option:"

expect "root:"

lsend "ps aux | grep -v idle | awk "BEGIN {printf \"Total:\"} {sum = 0} {sum += \%$3}; END {print sum}' \r"
expect "root:"

send "exit\r"

expect "option:"

nteract

@Y Get Help g WriteOut Read File Prev Page ad Cut Text g Cur Pos
& Justify Where Is Next Page WY UnCut Text Ml To Spell

o 4N, ¢
31 416 mahammsliau cpu wioh luaasuumitniulag

2)  MIMIAINIT 199U RAM 494 Firewall tivesi1 liaaanmmns iy las

. ) art-atta@ubuntu: ~
GNU nano 2.2.6 File: GetMenz.sh

ip [lindex
t username | lindex
set password [lindex

spawn ssh Q
expect "localdomain:"
send "$password\r"
expect "option:"

send "8\r"

expect "root:"

send "top -n 1 \r"
expect "root:"
send "exit\r"
expect "option:"
send "o\r"

interact
Read 22 11
ile o
A

Get Help ¥ WriteOut Read F
Exit Justify Where Is

° y o <
31 417 mshmmslou Ram dioin W uaasuumiheiy

nes
Prev Page Cut Text g® Cur Pos
Next Page UnCut Text "

I To Spell
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3) msihamms 1w HDD wieth liuaasuumiisy lag

' art-atta@ubuntu: ~
GNU nano 2.2.6 File: GetDisk2.sh

p [lindex
sername | lindex
t password flindex
spawn ssh
expect "localdomain:™
send "$password\r"
expect "option:"
send "B\r"
expect "root:"

expect "option:"
send "o\r"
interact

Read 17 lines
Y Get Help ¢ WriteOut Read File W Prev Page g Cut Text g Cur Pos
W Exit a8 Justify Where Is Wi Next Page &Y UnCut Text Ml 7o Spell

71 4.18 myiAnsliou Hpp e iaasuwmshiutlasd

5 msaamsinusaluialag crontab

A) vysviad 1 §umsEon1¥ shell g Ram aonudli Output Wldae
result MEM(z) txt &4 (2) fi0 1D 494 Firewall vugmdeya Tasazsunng 3 i

B) wssviai 2 @hun1sBenld shell figesh cpU poauuL Output lWdae
resultCPU(2).txt 4 () 18 [D 84 Firewall uugwdeya Tagazsunny 3 1nd

O winiai 3 HunsEond shell fiaes HOD vonushy Output Td%o
resultDISK (7).txt 34 (2) 9 ID 494 Firewall vugutaya Tasezsunng 3 ud

D) ussiad 4 fums i nodejs tND5on14 JavaScript #9 AutoReboot2 4719104
1nuns ping Taln1 Access Point adrlug wdeya ifensnaouanius &

o = i = d & I wey
Access Point A lafiaa1uzinndnf Aazde Reboot Iaesa luiis

*[3 * * *x » _ /GetMem2.sh 192.168.2.1 admin pfsense | grep Mem: > /var [www/htnl/project/pages/resul tHEM1. txt

*/3 * * * + _[GetCpu2.sh 192.168.2.1 admin pfsense | grep Total: | grep -v END > fvar [www/html/project/pages/resultCPul. txt
* * * ./GetDisk2.sh 192.168.2.1 admin pfsense | grep jdev/ > [var [www/html/project/pages/resultDISKL. txt
* * * node /Var/www/hLmlfproje(t/pageszutOReboutz.js

31 4.19 ms@amsihausaluialag crontab
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4.5 Database f‘ﬂ%ﬂu

o i .
) fediedeyavugudeyaifiufeyavos Admin

3‘]] 4.20 Database Admin

c.l T EY 9 A2 g ¥
2) ‘?vnﬂﬂ’N"Uﬂyﬂ'Uu§1uﬂlﬂ¥ﬂﬂlﬂﬂmﬂy’ﬁﬂ]ﬂqmﬂfﬁ1u

3 1/ 4.21 Database User

o ' _dad .
3) Medndeyauugudoyaiitiudayaue Access Point

31] 4.22 Database Access Point

o ' { o
4) dedudeyauugiudeyainudouaued Firewall

1| Pfsense ng.zsa,z-,l. admin

31] 4.23 Database Firewall

wnansiiduenarsianulidgwsunisldanuiionisfnwwintu ldeygynbiiluldusslemiaunisd
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host facility priority level tag datetime program msg

192.168.2.1 | localo
192.168.2.1 | localo
192.168.2.1 | localo
192.168.2.1 local0
192.168.2.1 | local0
192.168.2.1 localo
192.168.2.1 . localo
192.168.2.1 localo
192.168.2.1 | local0
192.168.2.1 localo
192.168.2.1 | local0
192.168.2:1 local0

192.168.2.1 | localo

info info
info info
info info
info info
info info
info info
info info
info info
info info
info info
info info
info " k6

192.168.2.1 localog” i

“'me- j201el03:38 162647
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seq

86 [2016-02-18 16:28:11 filteriog 90.157772]6..IBBBUBIBJ.e!l..latch.pass.in.d.&xa..sd.149‘.’9.8.@5. 999
17.4dp,75,192.168.1.18,192.168.1.1,55446, 53, 55|

86 2016-02-18 16:28:11 filterlog

- T 2000
Null : |

86 |2016-02-18 16:28:11 |filterlog 90,16777216, 108000101, e=1,match, pass, in, 4, 0x8, ,64,14979,0, | 2001

86 2016-02-18 16:28:11 filterlog
86 |2016-02-18 16:28:11 | filterlog
86 2016-02-18 16:28:11 filteriog

86 2016-02-18 16:28:11 |filterlog
86 2016-02-18 16:28:11 filterlog |
86 2016-02-18 16:28:12|filterlog |

SE e e

86 20160218 1612847 fiteriog | 90,167732
b R U B W8 B B AV B S5 AN, " 4 =4

|
| Press escape to cancel editing

DF,17,udp,75,192.168.1.16,192.168.1.1,55446,53,55

"36 {2016-02-18 16:28:12 filterlog 190,16777216,,100000101,em1,match,pass.in,4,0x0,,64... | 2009

,100000101,em1,match.pass,in,4,0x0,.64... 2010

186 [2016-02-18 16:28;12 filterlog 190,16777216,,100000101 em1,match,pass,in,4,0x0,.64... 2011
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Yszuu 2 vu

Msg

87,16777216,,100000101,em1 Jmaeh pass.in,4,0¢0;,63 52340,0,0F & icp 54,192.168.1.49 2031509417, 53828.80,0.5.2889768183,,65535, mssnopwscale;nopnop;TSsackOK eol

n)

Datetime

o

2016-04-25
20:13:37

V)

) column msg 11 log

) column Datetime 11 log
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