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ABSTRACT

Nowadays, the information system security is very important. All of the service should be
always online. And computer Engineer’s network also. So this project was made to setup,
configure, maintain, expand configuration of network and main service to increase security by refer
AAA and CIA standards. However, it should be depend on usage of Department of Computer
Engineering. We monitored the services and recorded the result to administrator by analysis result
from syslog system, TDS, and user behavior. Our project focus on protection from attacker and

availability of services.
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=Rt [ o = o i 1
Tagn1snanesil ldviinisnaassnuaiadued Cisco 7U WS-X4013 - CatOS 6.3(3) N3
g o A = - & " a o Y = = 14
naaaduNIUne Wﬁf_lllﬂTiL'lJﬁElui]'lﬂﬂ'lilﬁﬁﬂuﬁﬁlﬁﬂﬂsﬁﬂlﬂﬂTiLﬂalu{ﬂ (Telnet) “]Nllilllfﬂ'i

Y w w Q a i =P Y @ )
L‘U']iﬁﬁﬂ‘lflﬂ“‘] L‘lJu“]fL’ﬂE]'Jhﬁlfﬁﬁ (SSH) TlﬂJﬂTiHﬂﬂ’iﬁﬁ‘ﬂGLUﬂ'ﬁﬁ\‘]‘UE]Ha

A10819 4.1 MdeTlinaaesn1snInIaIng 1 WS-X4013 - Cat0S 6.3(3)

Router> enable

Router# configure terminal
Router(config)# ip domain-name xxx.com
Router{config)# crypto key gen rsa

How many bits in modulus : 1024
Router(config)# line vty 0.4
Router(config-line)# login local
Router(config-line)# transport input ssh
Router(config-line)# exit

Router(config)# username admin priv 15 secret PwD
Router(config)# line vty 0°4

Router(config)# exec-timeout 5

4 ' 4 o ' =]
1NN ljﬂﬂﬁaiE‘THJW?QL%@N?]@&’]U%L?}U?LGH@@ (SSH) %Lﬁ$hlhﬂ1h]§ﬂ(l'%)kﬂaluﬁ (Telnet)

Tunmsareusa ld
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U & dI \
4.2 NAAINITIIUTINUUNNAINT TN INTIUNG IS
@ o w e a ' & a A a gua ) ' 9 o
Tumsdasiiiuiinfanssudiunatsiuinsesiioliaen1$unue NNNGUUBIAWAIU
: o 5 2 a wa
Idnsesiloluniaihia Syslog-ng datluTilsunsy Tomuasasas (open source) Tusznuliia
: =t a & I =1 ! =)
mM3lszian Linux Tngaziimsannatsesnily 2 diufe
1) a@Iuves syslog - server
2) d@IUUBY syslog - client
4.2.1 Syslog — server
2 ad & & & a A A A ¥ b
Ao 5o ldlunissiusnnfufinfinssuninmsesaus luesesont’l?
TUABUNIAAA Az AT 1Y Syslog — server
¥V
D Mmsaaadlalsunsy Syslog
® 53111/710AM3 Debian/Ubuntu
® # apt-get install syslog-ng
® s2u1H1IAN3 Fedora/Centos
® # yum install syslog-ng
N
o ssruliEimaaun
e Tuaalisunsulann https://github.com/balabil/syslog-ng wan 1y
A4 $ /configure && make && make install
' 3 i Ey '
2) Gunaasa o 1T NG few/syslogmg/syslog-ng conf AsAnaviieglof (1p

Address) YouATeIRI UG Msias Tng Inaeai 14 daimds nudedia 4.2

A0819 4.2 MAWIA1 TP Address voun30985DUFmM3luels Server

source s_network { syslog(ip(<Client)IP Address>) transport("tcp")); };

Zo a g w o w
3) asmaouinutuRnmsgununlasy
o oo Y 3 & :
70814 4.3 mdanemamuitiuiuninauninluds Server
idestination d;Iﬁéél { - . -

file("/var/log/messages"); };

C) A T I T ) v A dgy oa
mammmmmaﬂwmmaz 1Wﬁ‘iﬂLﬂ‘U‘U@iﬂﬁfﬂE)&Lm’s.‘lmﬂi'ﬂdﬂﬁl‘b’iﬁﬂTi
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o, ' & i ¢ 4 ! I y
A10eN4 4.4 Mdauen Iianifudeyave waazinsesiilFusmsluds server

idestination d_local {
file("/var/log/messages ${HOST}"); };

4) Gumsihnuveimsdateya

A6 4.5 MFasumsinauvesnsdsteyaluds Server

ileg |

i)

source{s_localj; sourceis_network;; destination{d loecal); };

4.2.2 Syslog — client
Funoumsaaduazdamdmsy Syslog — client
D vhmsfasalisunsy Syslog
® 32111/§1An15 Debian/Ubuntu
O # apt-get install syslog-ng
® iz‘l_l‘i_lﬂﬁﬁam‘i Fedora/Centos
O # yum install syslog-ng
o szuulfiAnistug
o Twanalisunsnlaain hips//github.comalabit/syslog-ng 1a114
ﬁﬁéf'»i § Jeonfigure && make && make install
2) Lﬁﬂﬂéﬁx‘iﬁﬂﬂmﬂﬁnﬁ /ete/syslog-ng/syslog-ng.conf
3). dnaS eveiaieniiaase laoasait Syslog Saverias avhetaona

g ) g @
Huzauny Ins naean 14

f30814 4.6 Masa31un3 0wl a18N19U849 Server

‘destination d network { syslog(ip(<Client IP Address>))
transport ("tep")); };:

o & o w a1 o
4) ﬁ%1ﬂﬂ]ﬁﬂﬁ1ﬁ3ﬁﬂ1§@ﬂﬂﬂﬂ1ﬂ%§ﬂl?ﬂi(vaeﬂ

@ ¥ o OlJ Y = I o
AIDETT 4.7 AMAITITNINTAAFABNY Server

log {

7

source(s_local); destination(d network); };
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a @ v o Y 2 v =] d a
4.3 naassdnnaznageullsunsuandudynsniidnanlaudiuladvesnindin

a =Y d
IAINTIUABUWIMDT (Snort)

£

! ¥ dad y < a a e 7 o ag ¥ 1
UBYATINLIY lcﬁﬂGU'ENVI.IQﬂ?ﬂrJﬁh'ﬁl'JﬁfJﬂi'ﬁﬂlﬂﬂllW?lﬁﬂiuﬂgﬂisﬁﬂﬂiﬂljﬂqcﬁﬂﬂﬂﬂ1u3iﬂ

Y a Y a 1 (&) o ) ) 9 kY
Tnusms ldegninannd lulszaena uazihlidauaszuuiudeadinasnaeuszuunn

g g (oA 1 A ad S A e Y a o EXt
a8f lvlawag‘lumiawﬁiwnaimaiwmmmmmmiﬁqﬂwmmi Lazniniain ]fU

3
ar

wunsiiliszuuaniuns lawfvesdyngn uazinsududoufvaunguesmavga

o

¥ = & o q Yy = = ' &
usmsduezrihlidquaszuuannsansidalsznnveansTaud uazns i lasdudi

o o q Yy oy y =
a3z i lngauaszuuannsond ludym Idezaniy

U

4.3.1 YuneumsfAadaldsunsudndudunsn Snort

9 1 "
1) aend lUsunsuinaaueany Snort 631050051 4.1

74 ar

Tusunsu 4.1 Midsfiaealdsunsuinerto i Snort

sudo apt-get install -y build-essential libpcap-dev libpcre3-dev libdumbnet-dev bison flex

zlib1g-dev

o =]

2 P = i
2y afwlednnesnztiuinlvénanilvaa aalalsunsy 4.2

]
o

Tdsunsu 4.2 Mdanalasnnesnozidunnlwanaiilvan

mkdir ~/snort_src

cd ~/snort_src

3) A2t nana DAQ ¥a4 Snort (MU Fud gaLaue)

) d
Tisunsu 4.3 Mdan1ilvian DAQ Va4 Snort

weget hitps://'www.snorterg/downloads/snert/dag-2.0.6.tar.ov

tar -xvzt daq-2.0.6.tar.gz
cd dag-2.0.6

Jeonfigure

make

sudo make install




o <3| D
) sl lwaada Tsunsy Snort (MsilunefFudigaaue)

Tdsunsu 4.4 mdsaniilvansialysunsy Snort

cd ~/snort_src

wget https://'www snort.org/downloads/snortsnort-2.9.8.2.ar.o7

tar -xvzt snort-2.9.8.2 tar.gz
cd snort-2.9.8.2

Jconfigure --enable-sourcefire
make

sudo make install

5)  Update Libraries

T1lsunsa 4.5 A1 Update Libraries

sudo ldconfig

o 4 ' o
6)- @714 shorteut titon 1310189 W& g daumz 19157

Tusunsas 4.6 Aaea31a shorteut tMamsdnoelwalaae

sudo In -s fusr/local/bin/snort /usr/sbin/snort

7) NAFBVAITAANS Snort

Tsunsn 4.7 M maaoUN1SAANT Snort

/usr/sbin/snort -V

Y a & o o o
1AAANA T dudAIAagl 4.4
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r Terminal ~ srmi@anm: = - X
Fiie Edit View Torminal Tabs Help

ar il =8 fusr /1 ocal /bi nfanott -V

|
By MNertin sch & T t Team hotp: [/ vews snort, of g/ cont sct 21 ¢am

Copeyr | gt ffj Z018-2015 co andlor 1t sffiliates. &1 rights res

Copyright {C] 198B-2013 Sourcefirse, Inc.. e
sing 1ibpeap version 1.5 3
ikl ng PCRE vars 8 31 2002-07-06

teing ZLIB versiom 1.2.8

ar i s -5

51 4.1 wanINATRVENTVINNIAAAT Snort

9) a3 Tnames 1350950 ldaree sl iy rules. preproe_rules 1HuAY

rs

naza@1a &5 man blacklist ttag whitelist 31D IMHUAANT A 1Wd

o (5D o 3 d
Tsunsu 4.8 Mmdeaallamed nagluamsg udsmmuadimsdnsslua

sudo mkdir /ete/snort

sudo mkdir /etc/snort/rules

sudo touch /etc/snort/rules/white_list.rules
sudo touch /etc/snort/rules/black_list.rules
sudo touch /etc/snort/rules/local.rules

sudo mkdir /etc/snort/preproc_rules

sudo mkdir /var/log/snort

sudo mkdir /usr/local/lib/snort_dynamicrules
sudo chmod -R 5775 /etc/snort

sudo chmod -R 5775 /var/log/snort

sudo chmod -R 5775 /ust/local/lib/snort_dynamicrules

sudo chown -R snort:snort /etc/snort
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Tsunsw 4.8 mdsadalnlames uaglwdmaq saudsimuadnimsdddia (o)

sudo chown -R snort:snort /var/log/snort

sudo chown -R snort:snort /ust/local/lib/snort dynamicrules

9) e Ta1n 130 fete/snort (a2 THames vdnlunisud lv)

Tusunswy 4.9 sdeinglnasn1In sete/snort

sudo cp ~/snort_sre/snort-2.9.7.0/etc/*.conf™ /etc/snort

sudo cp ~/snort_src/snort-2.9.7.0/etc/*.map /etc/snort

¥ ¥ o
10) YUABUMTAIA ING snort.conf

Tilsunsu 4.10 mFanisaan 1w snort.conf

sudo nano /etc/snort/snort.conf

ipvar HOME_NET 10.0.0.0/24 # (line 45) 1 ip address Y0UA3 D4 server
ipvar EXTERNAL_ NET !SHOME NET # (line 48)

var RULE PATH /etc/snort/rules # (line 104)

var SO_RULE PATH /etc/snort/so_rules # (line 105)

var PREPROC_RULE PATH /etc/snort/preproc_rules # (line 106)

var WHITE LIST PATH /etc/snort/rules # (line 113)
var BLACK LIST PATH /etc/snort/rules # (line 114)
include SRULE PATH /local.rules # (line 545)

11) #34910 Config WdaTy Tiihmsfudmdanonagouszuuiiand 1u1nd

nhqlvlﬂﬁ snort.conf

Tsunsu 4.11 mFssumdanenaaavszuuimind 11#Ina snort.conf

sudo snort -T -¢ /etc/snort/snort.conf

vnTdsunswavysel iidywesdusdagy 4.5
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- Tarminal - arm@arm: - - ¥ K

Fie Edit View Torminal Tabs Haip

d
d
s

3
1=
1
4=

Preprocessor Thject: SF IMY Version 1.0 <Buiid 1>
Praprocessor yect: S LNET Vorsion 1.2 -Bild 13>
(biect: £ {51 D 1 Hiid 4>
sor (bject: 5 ian Y0 -Baild 3=
i Qg ect: & 3 i 1.1 <Build >
of ject: SF_GIF \ersien 1.1 <Build 1>
1 SF SAP Version 1.1 <foid 9>
Praproceszor Oyect: & MDBUE Version 1.1 <Said 1>
Pregrocessor (hyect: SF_AEPUTATION Varsion L1 <Build 1=

Snort soccessful ly validated the confrgurati oo
Snoct exiling

L i
Af <Ol D ~5 d

o :‘J g
51 4.2 wamsmaaoud 301N 15AA WG snort.conf

= 3'/ " i ar y =
12) M3ARAY bamyard2 o1 Tvaalilsuasuinerteny barnyard2 ¥zl

9 ) A g
F1UUBYA mysql FITNUNYIAIY

o DN\ 4 (- =
Tsunsw 4.12 mFaarnilvaaldsunsunife 980U barnyard2

sudo apt-get install -y mysgl-server libmysglclient-dev mysql-client autoconf libtool

ndzldsunisusudoudmSum s uaTHa U root Y09 mysql

z’ 1 l=r Q' Qf 1 -7 A G‘J
13) 44817 etc/snort/snort.conf ANV I AAIHA19a4 1 1dUs39A 520 1N de 14

Tilsunsudsoon logfiles

Tisunsa 4.13 MFan 5791 1WA snort.conf taFelil)sunsudeean logfiles

output unified2: filename snort.u2, limit 128
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14) A lilsunsy barnyard?

Tdsunsu 4.14 Mdamsfanalisunsy barnyard2

cd ~/snort_src

wget hitps://github.com/firnsy/barnyard2/archive/v2-1.13 tar.oz

tar zxvf barnyard2-2-1.13.tar.gz
cd barnyard2-2-1.13

autoreconf -fvi -1 ./m4

r
=

A = 1 o . . 1 a d n:gi)d. 5
15) Laaﬂmg”l‘wa MySQL libraries MujuvnInouiamesd (1uniinoe 64 bir)

Tlsunsu 4.15 Mdaaentieguelild MySQL Libraries

Jeonfigure --with-mysql --with-mysql-libraries=/ust/lib/x86_64-linux-gnu
make

sudo make install

n"d’u

16) nevT), Wans, a3a lwd Asuilu’l3u Tlames Snort uaz Tawe? Log File

A A
LWE)ﬂﬁLLﬁ“UWJ'IEJLLa$ﬁ$ﬂ'Jﬂ

<
=

Tsunsu 4.16 Ardsfiedfd, 19an3, a¥heluld nduiuliulvames Snort oz Taine$ Log

File

cd ~/snort_sre/barnyard2-2-1.13

sudo cp etc/barnyard2.conf /etc/snort
sudo mkdir /var/log/barnyard2

sudo chown snort.snort /var/log/barnyard2
sudo touch /var/log/snort/barnyard2.waldo

sudo chown snort.snort /var/log/snort/barnyard2.waldo

sudo touch /etc/snort/sid-msg.map
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17) #3ngruteya¥e snort

Tilsunsa 4.17 Mdsadagrudeyadie snort

echo "create database snort;" | mysql -u root —p
mysql -u root -p -D snort < ~/snort_src/barnyard2-2-1.13/schemas/create_mysql

echo "grant create, insert, select, delete, update on snort.* to snort@localhost identified by

'snortpassword_xxxx"' | mysql -u root -p

18) fam lWd barnyard.conf

Tusunsu 4.18 deaaa g barnyard.conf

sudo nano /etc/snort/barnyard2.conf

' Fl
Thmnussiatidr W luussingamoved g

output database: log, mysql, user=snort password=snortpassword xxxx' dbname=snort

host=localhost

& 4 ' 1
19) fwuaanmiedoaiulyldd o e Wdld

Tsunsu 4.19 mdaimuaansmietesiubilvidladhine il 1d

sudo chmod o-r /ete/snort/bamyard2.conf

) 1o O] = 1
20) daldau Snort AN barnyard2 tuiludeaile Snort NOU

Tusunsu 4.20 srds5uTasunsu Snort taz barnyard2

sudo /ust/local/bin/snort -q -u snort -g snort ~¢ /etc/snort/snort.conf -i eth()

sudo barnyard2 -c /etc/snort/barnyard2.conf -d /var/log/snort -f snort.u2 —w

/var/log/snort/barnyard2.waldo -g snort -u snort

= w 9/ 4 = £4
nazsons lanAAegl 4.6 uazgil 4.7 drilms Taudeziimsudufon



-

File Edit

dat abase: dat
databasor

dat abase:

dat abaser using the "1

Vor
B‘_\'

{C)

ki ng wal do fi

spool direstory

Tarminal - anmlarm: ~

View Teminal Tabs Help

a ancodi ng = hax

dotmil |ewvel

i gnore _bpf

facility

mi tiolization Compl oto ==

Bar nyar d2
sion 2. 1.13 (Build 327)

lan Firns

urixLive): httm //vewe securi xli ve.

Copyri ght 2008-2013 lan Firns i rnsy@ecus

ia */ver /i ogfsnort /bar nyard2. wai do':

[var /I og/snort

spoal (il sbase anoFt. u2

time_stanp

rocord i dx

Cpenad spool |

Q osi ng spood

14510304185
- B4
ile " fvar flog/sport fanoe t. 02, 1467080415"
ftile ~/ i BHOr T ) SN 2. 1461080315

Cpanad spood fils */

{0 osi ng =zpool
f Openad spool
{8t ng for na

¥

i

Cpaned spool |

fila "

ile

w data

Vi ting for nowdate

04/ 23-21: 50: 57

Cassificati on

OT5058 [ **] | 1: 1310065512 1] Bnorr Al ert

Arenpied Alrmn sres Priwi Lags Gal 1]

23. 87, B 6821 -> 161,248 5. 47 &

&3 13: 1

=,

O assi Fi coti on

81 —= 161, 246, 5

04/23-2% 15: 49.
Ol assi fi cotionc
202 —= 161, 245.
4./24-00: 88 27

O assi fi cati onc

893288 | =% 3 0:. 4] ¢ ¢t Alert
A Lenpted Denial

a1

550676 . | =% 4100854 1C Snort AN ort
fetempted Denl ol of Serwvico]

§5.4%1: 53
200087 [**] [ 12 1210045310: 1] Snart A ert
Mtonpted Donial of Serwice] [Priority:

> 161. 296. 5:53

04/24-01: 52: 38

SOSTIE [ **] [ 1 1410

tad Oeni &l of Sarvice]

[ %]
Aremptad Oenl 2l of Sarwvi ce]
5. 41: 563
[ 1: 1410065412: 1] Snort A ort

Adeiini strator Priwvilegs Gsin]

Read BS recor s

Read D records

[ 1: 1410085412 1) [**] |

[Priority 1] {TCP} 951

| 12 14910065410 1] [ ==] |

2] [UDP} 37. 37 185 B 347

[ 1- 1410065410: 1] [*%] |

2] (WP} 185 130.5. 59: 37

[ 12 1410065410: 1] [ =*] |
{LDP} 104,222 224 154

DOSS0F: 1] [ %]

(1P} 74,208 15

31 4.4 mslaulon@imsanSulisunsu barnyard2

29
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a 3’; o R )
21) A lisuasuineUedued Pulled Pork

11)sunsa 4.21 Aadalidsunsuinaidesuss Pulled Pork

sudo apt-get install -y libcrypt-ssleay-perl liblwp-useragent-determined-perl

22) @121 Inaa Ta51nTu Pulled Pork Laziin1sanna

o Q'J d o = :‘J
T1lsunsu 4.22 mdaaiilvaalilsunss Pulled Pork Hazyiinisanna

cd ~/snort_src

weget https://pulledpork.googlecode.com/files/pulledpork-0.7.0.tar gz

tar xvivz pulledpork-0.7.0.tar.gz
cd pulledpork-0.7.0/
sudo cp pulledpork.pl /usr/local/bin

sudo chmod +x /usr/local/bin/pulledpork.pl

sudo cp etc/*.conf /ete/snort

23) @319 Iansuduliny pulled Pork

Tisunsa 4.23 mdsasalwans uiuldivu Pulled Pork

sudo mkdir /ete/snort/rules/iplists

sudo touch /etc/snort/rules/iplists/default.blacklist

24) nadey 113itnsy Pulled Pork

T1lsunsu 4.24 mdanaaaulisunss Pulled Pork

Just/local/bin/pulledpork.pl -V~

] as
windusvae Idnadagtl 4.8



“»J_r'-.ﬁ oot srefpulledpor
Srwer-<f-- jcusmingsfstaFf 1888 2813-f
d.eont
W et Jrummlogsfstaft 2892 281309
an

“rwe-rxofo- Jeummingsfstaf? 2878 2813-99-17 4:61 pulledpark-8.7.68/stc/enablesid
~eanf

SPR-To-r-- JeusRings/staf? 818 2013-05-12 84:81 pulledperk-0.7. 8 etc nedifysid
Lcont

sPwereefes Jrummings fsteff 10312 2033-9%9-12 6:01 pulledpuck-0.7.87ete/pelledpor
k.conf

“Pwed e -« joumslogs/staf? 15885 26313-0%-12 84:81 pulledperk-0, 7.8 L ILENSE

SPWef et Joynsiags faTafT YII2I ZB13-0%-32 €4:101 pulledperk-D. 7. 8 pulledperk . pl
TP e R Jounmiags fSTAft O YIBE 2033-09-32 24:01 pulledpork-0.7. 0/README
root@enignai~Jenort srewd od pulledpork -6.7.87
rost@enigmat-/snort_srofpuliedpork-8,7.8% op puiledpork.pl Jusrflocalfbis
foost@enigma~fenurt sre/pulledpork-0.7.08 chood +x Jusrflecal/bis/pulledpork.pt
rostgenigmac-funert_srefpuliedpork-0.7.02 ¢p ero/* . cont Jete/snors
rootgenigma;- faner t_sre/pulledpork-0.7. 08 mkélr Jeto/snortfrules/iplists
rootenigmaz-fenort Srofpulledpork-8.7.88 touch jeto/snortfrulesfiplistsfdefault
blacklist

rostgenigmac-fenort srofpuliedpork-g.7. 82 just Mlogal/bin/pulledpark.pl -¥
PulledPork v8.7.08 - Swine Flut

©4:61 pulledpork-0.7.0/etc/disablest

64:01 pulledpork 9.7, 870t fdropaid. o

rootgenigmac-Ffsport srofpulledpork-B.7 .68 l

71 4.5 msAanslilsunsa Pulled Pork ta5vauiisnl
25) a1 Inan 14 pulledpork conf a1 ag1l

Tilsunsu 4.25 mdsaniilnanlld pulledpork.cont

31

sudo wget hitpsy/github.com/shirkdeg/pullcdpork/archive/master.zi p

sudo unzip master.zip
cd pulledpork-master/ecte

cp pulledpork.conf /etc/snort/

26) 31 l1sun51 Pulled Pork

Talsunsa 4.26 Arda5ulysunsa Pulled Pork

sudo /ust/local/bin/pulledpork.pl -¢ /ete/snort/pulledpork.conf -1

5 o @ ‘
wind15a9z Idnadagil 4.9
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= d £
- Terminal — arm@®arm: ~ i T !

File Edit View Terminal Tabs Heip

{1 ocal /i n/pul | edpork. pi 1§ ne

ar nf@rm ~8 sudo Jusr [i ocal fb
httg [ /code, googl &. conyp/ pul 1 edpor k|

Pui | edPork v0. 7.0 - Swino Flul

| €] 2009-2013 JJ Qumet ngs

rom ngs | dymi | . com

Rl es give me wngs!

Uee of umini tiall zed vaiue SVal 62 i n pattern march [ {] at Jusr " ocal fbin/putl e §
dpork. pl lina 108, -DONFIG>=1ine 2.
Checking latest MD6 for snortrul ss-snapshot -2982. tor.gz. ...
They Mstch
Denal
P Bl acklist download of http ([/1aiosintel  oom'f eeds i p<filtor. bif
Boading 1P Li=t...
Checkimg latest MDS §Gr Opensods ce, i, ..
ey Nt ch
Dona!
Checkimg latest NS for erergi ng rulf os, ber.ge. ...
They Mt ch

31 4.6 wamsSumaaveslisunsu Pulled Pork

o A o ° o = o
a1 iuda1de vinTdsunsy 4.26 923 19 a snortrules naz
4 A X - 2 9t P2 & g
snort_dynamicrules LW HAUYT 5INTIngNanuaszgns 13N 2 Tudsl Failu rulesets 910
¥ g g v y | a
13016 Snort.org uazngnavuaiivzannsaldonldfideiia lalaanifiIng snort.conf Taaiiin

)
3

maannlisunsy 4.27 aallfiussia 548 194194 snort.conf

Talsunsu 4.27 ardadamilna snort.conf

include SRULE_PATH/snort.rules

[ o ¥ . < oo " ¥ "
27) 1899109015091 118 snort.conf Suiludasnni Inaanguagnsasa I

LY
Taom35u' W8 snort.conf Bnas

Ysunsu 4.28 MFa3ulula snort.conf

sudo snort -T -¢ /etc/snort/snort.conf
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¥ wr. .
28) MINUUTUMTI010 11517 4.29

o n:; 4 ad d
Tusunsa 4.29 &Y schedule vaansoudsvnes

sudo crontab -e

sinuuldsunsuez1miden editor tazudidaonTusunsy 4.30 aalu

Ussiagae

o Q!l o 1 ¥] 4 o d
T1ls5unsu 4.30 AFIMHUAM schedule MiRUAToud W05

01 04 * * * fusr/local/bin/pulledpork.pl -¢ /etc/snort/pulledpork.conf -1

29) anndlsiunsy BASE tas Tilsunsufithonves

Tdsunsa 4.31 mdediadalilsnnsu BASE uazldsunsufifaidas

sudo apt-get install -y apache2 libapache2-mod-php5 php5 phpS-mysql php5-common php5-gd

php5-cli php-pear

30) Andd Image Graph

Tilsunsu 4.32 MFIAANT Tmage Graph

sudo pear install -f ITmage Graph

vz lanangy 4.10
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roctenlgma: ,ﬂmmz }:zn igmtn

rootfeaigea: fhone fenignad pear instoll -¥ image Graph

jold not downlead optional dependencles: pear fNumbers Renan, pear/Humbers werds,
juse --alldeps to downloag sutomsticaily

pear fimege Lraph can opliosaliy use package “pear /Nunbsos Romsn’

Jpear fimage Graph can optionally use packasge "pesr/Nunbers wWords’

[dowsloading Image Graph-9.8.60.852 ...

Starting to download Trage Graph-8.B.2.1g2 (367,644 bytes)

done:
357,646 byles

install ok: channel:f/pesr.php.netfinage Graph-9.8.8
rootonigrar fhonefenigraz §

3‘1] 4.7 m3naaallsunsa Image Graph
31) NeuILAARY BASE Aadanadlalsunsu ADOB neu

Ysunsa 4.33 mdedadalilsunsu ADOB

cd ~/snort_src

/

weet hitps://sourceforsenet/projectsiadodb/filesiadodb-php

or-php3/adodb-

3.20.4 1ar.gz/downioad
tar -xvz{ adodb520.(gz

sudo mv adodb5 /var/adodb

¥
= %

32) AnAa 11)5nT0 BASE

Yilsunga 4.34 mdafadalisinsy BASE

cd ~/snort_src

wget hitp: /seurcclorge.net projects/securgideas/files/BASE/base-1.4.5/base-1 4.5 tar oz

tar -zxvt base-1.4.5 tar.gz

kY

=] 2 e [ o
33) netfiluaz Tianiun TWameiiiug
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Tulsunsa 4.35 mdsfieuasliansunlwame siiq

sudo mv base-1.4.5 /var/www/html/base/

cd /var/www/html/base

sudo cp base conf.php.dist base_conf.php

sudo chown -R www-data:www-data /var/www/html/base

sudo chmod o-r /var/www/html/base/base_conf.php

sudo gedit /var/www/html/base/base_conf.php
LazAaAaT

$BASE _urlpath = '/base’; # line 50
$DBIib_path = "/var/adodb/"; #line 80
$alert_dbname = 'snort’; # line 102
$alert_host = 'localhos(';

Salert_port ="

$alert_user = 'snort;

$alert_password = MYSQLSNORTPASSWORD':  # line 106

34) Restart Apache

T1/5un33 4.36 A3 Restart Apache

sudo service apache? restart

=t = w
35) i W iServerPbasc/indes.php g 30ztaaen Sy ldagy 4.11

(ServerlP A8 MIB@EY IP U941A3 83T 1005)
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-+ x
X G Downloads-Sn.. X i&&mor;m x Io hitpsc//. Orargz x i AU Permmsons qu.. X | Basic Nw’;‘:‘rl \ G WARNING: Can_. "J 8 Sosrtases]Wo. x l-,',‘;

Basic Analysis and Security Englne (BASE] 1.4.5 (Wflas) - Morila Firefor
RMITUS Authentic.

lising

listing

TP

A=

TCP | S AN

TeR | Graph Aot Data
TCR i Geaph Alert Detection Time

Tratic Profile by Protocol

TCP [21%4)

e e LS TR
UDP (o3%)

* Src P addrs: @ I
® Dest 1P addrs: 1 =
& Unigue IP knks 10 ICME GUR)

® Souce Ports: 18

Ponscan Tratic (0%)

* o TCP(19) UDP(D)
® Dest Pons: 2
o TCP (2 UDP (D]

31 4.8 managovlilsunsu BASE

4.3.2 maeuﬁ%’nngwﬂﬂﬁunsu Snort 114 /etc/snort/rulesilocal.rules

4.3.2.1 NATDUA3 1INV IN13193AA 6 DDoS

Tlsunsu 4.38 MdamsadnanguesnsIonAdie DDos

alert tcp any any => $HOME_NET 80 (flags: S; msg:"DDoS Attack”; flow: stateless;

threshold: type both, track by _dst, count 70, seconds 10; sid:10001; rev:1;)

4.3.2.2 NAARUA5 19N VN3 190AAIY SSH Brute Force Attack

Tlsunsu 4.39 mdsmsadreanguesmslonddae SSH Brute Force Attack

alert tcp any any -=> $SHOME NET 22 (msg:”Potential SSH Brute Force Attack™;

flow:to_server; flags;S; threshold:type threshold, track by sre, count 7, seconds 60;

classtype:attempted-dos; sid2001219;rev:4; resp:rst_all;)

4.3.3 NATOUMIANIUNISIanAvVR4)15Un5H Snort

4.3.3.1 nagaumslaNalagn1saq TCP Packet

Taeldmrdaaalalsunsy 4.40
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Yasunsu 4.40 MFalumsds TCP Packet $1391300

# hping3 -S -p 80 --flood --rand-source <target ip>

wazraii Ida1nmsasaeduns TauAnnTusunsy bamyardz dudsgy 4.13

\ 7 Terminal — srrn@arm: -

File Edit View Terminal Tabs Hsip

{™*] [1:19558: 5] | NDi CATOR-SCAN S5H brute for login att
ot Mac etivity] [Prierity: 3] [TCP} 58. 218 204, 30: 4865
5. 41; 22
Z3:04: 24. 281791 {%*] | 1: 1410065614: 1] Vbbase i ncomng [ **] [ O assi ficati
< Attorpted Adrinistrator Privilege Gsin] [Priority: 1] [TCP} 167. 246, 5. 40: 567
->1061. 240. 5. $1: B0
F 5548 | [ 1: 1410065414; 1] Vébbace ! ncom ng [ *
= Atenptod Admonistrator Privilege Guin! [Priority:
-> 161 246. 5, 51: B0
[ 7 13100065%14: 1] Vébbase | ncori ng [*
Privilages Gain] | arityr 1§ !I(J—‘"- 6
~ 161. 246. 5. 41: BO
04: 25. 072628 [ *+] [ 1: 1410065514 1] Webbase incoming [**] O

Atenptad Adrdni strator Privitags Gain Friarity: 1) {TP 10

[ **] [1: 1410065414 1] Wbbore i ncomng [**] |

Privilegs Gsind {Peiority: 13 [1cP) 1612

1 ¥eboasa ir
Aterpted Sdminictrator | [Priority:
> 101,296, 5. 51: BO
04: 25 106605 [ +] | 1: 121 1} Whbosso |1
Mtenptod Ad strator  Priviloge Goinl
248. 5.
29, 240321 144 [ 1313100 1 Yehvasa | ne i
. Mttenptad Admonistrator Priviieoe Geinl [Priority: 1] {FL‘F} 161 296, 6. 40: 587
» 161, 246. 5. &0

3 0% 25. 283617 [*) (w1 1] vebbase ¥ *T§ % Ficari

Altenptad Admi ol £1rator e | [Peianity: 1 (TcR] 1en 5. 401 557
> 161, 248. 5. 41: 80

: 25. BR136E [ w¥] [1: 1] Vébbaee jocomng [**

A tenpted Administrator Privifegs Gein] [Priority: 1 {TcP} 101
9% _ 161, 246, 5 41: 80
23: 04: 28, 716079 | **] [1: 1410065414: 1] Vébbase i nconing [**] |

At tenpted Adnmini strator Privilege Gein] [Priority: 1] (TCP} 163

31l 4.9 msudumermeiimslonflaads TCP Packet $11213010

4.3.3.2 naaauMslonAlay SSH Brute Force Attack
Taeldnsdenduduaiosmenanaisnaa wieldmsansdideliim
o . i
ms ssH i lgunseuthmineTaold Password 7 laigndosaly

{ Qs I~ o
uagrai l8a1nn15a293un15 TaAen Tsunsy bamyard2 Hudagy 4.14
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Te
File Edit WView Terminal Tabs Heip

tion: Atonpted Donial of Service] [Priority: 2] {'!U’&" 161. 246. 68. 253 - > 161. 2

%] [1:19559: 5] | NDI CATOR-SCAN S5H brute force login

o Msc activity] [Priority; 3] Ti.'?"l- 58, 218, 204, 107

3: 5] | NDI CATOR-SCAN SS8H brute force login att
ivity] [Priority: 3] {TCP} 58, 218 204. 107: &

5] 1 NDi CATCR-SCAN SSH brute foroe login
vity] [Priority: 3] {TCP} 58.218. 204. 107: 42

= 101, 290. 5. 47: 22

04,2422 35: 05. 678834 | *¥] [1: 19559 6] | NDI CATOR-SCAN S5 brute force | ogin att

ot [**] (O assification: Mec activity] [Priarity: 3] {TCP} 58.218. 204. 107: 528
32 ->161.295. 5. 81: 22

31 4.10 msudwheriiedin1sTondd 18 SSH Brute Force Attack

=

4.4 nagovAandllsunsunlFnnTUmMsasIdo VA ILE VD ARSOINEDINS

(Zabbix) UH3zuUURIAMS Ubuntu

1 ¥ A4 y Ad t ~ = = a - 2 [
vesaseinzeutinesieg AlHus s lunmadnimnssunoufiuane sy liannse

o =] 4 A giny 2 1 Z
Tiismsld uazdauasznsmndedioiidl FaunduduniusmsiulFom il luaae iy

u

t =] o = < Ly
YU %’.]‘Uulﬁlfﬂ‘llﬂﬂﬂ'lﬂ'l‘]ﬂdl 1wluau

o 3’; =1 Ay d'l ~d I ] 9/ I~
ﬂduuHWﬂNIﬂ‘iuﬂiNﬂﬂ@ﬂﬂiJi]ﬁfl’luﬁ‘liﬂs‘llﬂiﬂ@i”ﬁﬁﬂnﬂ‘i’ﬂgﬂﬁﬂm’m"l HALATZUUNIS

¥ r
asons i Idnvaiumseadinnosdianso v s ms Idednso I winlyawiso

a

Tusms l8dquadensn 1aui uagshmand lvdel

4.4.1 YunpuMsAnnallsunsu Zabbix

g ~ 3’; s A
1) anilvian LarAnAIN Source Zabbix

Tsunsu 4.41 MdFaniilvian uaz@iana Source Zabbix

# wget http://repo.zabbix.com/zabbix/3.0/ubuntu/pool/main/z/zabbix-release/zabbix-

release 3.0-1+trusty all.deb

# dpkg -i zabbix-release 3.0-1+trusty all.deb

¥
2) @AY Zabbix Server



Tal5unsy 4.42 MFIAANT Zabbix Server

55

# apt-get update

# apt-get install zabbix-server-mysql zabbix-frontend-php

3) ARAY Zabbix Agent (M TVIATRINABINITATIVADU)

Tilsunsu 4.43 Mdafans Zabbix Agent

# apt-get install zabbix-agent

4) @319 User g1 98 M T MySQL

Tul5unsa 4.44 ME@319 User LaZ 31381451 MySQIL,

# cd /usr/share/doc/zabbix-server-mysql

# mysql -uroot —p <password>

mysql> create database zabbix character set utf8 collate utf8 bin;

mysql> grantall privileges on zabbix.* to zabbix@localhost identified by '<password>";
mysql> quit;

# cd database/mysql

# zcat create.sql.gz | mysql -uroot zabbix

5) 4R Database T Talsinsy Zabbix 1 19d zabbix_server.conf

11/5un33 4.45 A'3A1 Database 1HnUIUSHATH Zabbix

# nano /etc/zabbix/zabbix_server.conf
DBHost=localhost

DBName=zabbix

DBUser=zabbix

DBPassword=zabbixpassword

6) 515151 Zabbix
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11/sunsu 4.46 ArdsSulilsunsy Zabbix

# service zabbix-server start

o . < r'd
7) 15U Time zone vo131 lard

o o:/ s 5 d
T 5un53 4.47 MFaU5TD Time zone vo a5l wa 7 ld zabbix.conf

# sudo nano /etc/apache2/conf-enabled/zabbix.conf.

php_value date.timezone Asia/Bangkok

# service apache? restart

4.5 naassAanallsunsuaslnasumslynulussuumsediavesniadan

a = d a ey
IAINTIUABUN UMD (ntop) VU VVUHUAMS Ubuntu
Tulsunsat ntop iihunseaiia Tun1sifin watfic mMs1¥9114v99 internet V94 User (1At o
o v o 1 = =3 YA @
annsnmnldiluaiuvilsveauny Log 18milauny

4.5.1 Tuaaum 3AAR3151Un53 ntop

1) aandllsunsy RRDTool tas Tilsunsuimneves

Tisunsu 4.48 mdsfadialilsunss RRDTool nazldsunsuiingado

# sudo apt-get install rrdtool

# sudo apt-get install libpcap-dev libxml2-dev pango-graphite libpng12-dev frectype2-demos
libart-2.0-dev glibe-dac libglib2.0-dev libpango1.0-dev libgdbm-dev

i .Jconfigure

# make

# sudo make install

o 4 S
2) a1 lviaa lwd nop s FuaIga

Tilsunsa 4.49 mdamiivan IWalysunsu ntop

# wget hitps://sourceforge.net/projects/ntop/files/ntop/Stable/ntop-3.0.1 tar. gz/download

# tar fvxz ntop-5.0.1.tar.gz

# sudo apt-get install python3.4-dev php5-geoip php5-dev libgeoip-dev
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Tlsunsu 4.49 mdsanilvanlnalisunss ncop (do)

# cd ntop-5.0.1

# ./configure --with-rrd-home=/opt/rrdtool-1.5.5
# make

# sudo make install

# sudo make install-am

: = <
3) @379 User ¥0 ntop 1az11/ae1 owner Tyt ntop

Tulaunsar 4.50 Mdaa31a User Ho ntop uazilaey owner 18ily neop

# useradd ntop

# sudo chown ntop:ntop /usr/local/share/ntop

¥ = :
4) @319 password U9 ntop Tad user 92411 admin

Tolsunsu 4.51 rdaada password Y99 ntap

i sudo ldconfig

# sudo ntop -A

@ 9 s o o
5) 3U port 30004W 31 ntop 2z 1o port 3000 lumssu uaziiniasu ntop

Talsunsa 4.52 mda¥u port 3000 az5u ntop

# sudo netstat -tanp|grep 3000

# sudo ntop —d -L
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@ s/ v & a2 g
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