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ABSTRACT

Incident Response is a process of resolving the situation that may affect any
life, so the systematic management is essential. An involved organization can be
informed correctly and access the information that needs to work. But the collaboration
between organizations is difficult. Because of the varied business management style and
differently data collection method, there are limitation in the management, command
and data sharing.

These constraints can be solved by using system architecture concepts. The
purpose of the system architectural design for incident response system is to provide
design guidelines that support requirements of the system. Based on literature reviews,
study related information, and case study in Metropolitan Police Bureau, There are 4
functional requirements: 1) The system support the organization structure, 2) The system
can gather information from related sources and tools, 3) The system can prioritize and
verify the reliability of data, and 4) The system support to share information to involved
organizations.

The design of the system architecture for the incident response system
according to the above requirements. To apply the model to the actual application. The
organizations should be prepared in two areas: 1) Organizational Readiness and 2) IT

infrastructure.
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ANUEAYNUUTTIMIA AT e 1NN ST UllowARnian uaIeenLUUAIANAAYeN
winusazUsznmdunsns mapping priorities dnsulguunivveyadunaiwiuiluszuy

A19819M1379 mapping priorities fauandlun119i 3.2 fall

M99 3.2 BRI mapping priorities

Ussnnme | s2aUANEIAgY Comment
T1 P3 adadesis (i Aryuesive Ffiga’)
T2 P2 winthvh / dman
T3 P1 sl (Auddnyuean ‘gsiian’)

ndngunsaivieunasayarumsfigaufiauud Suweivasdsoyamgli
luga Priority (Mungvay 5)ImEJT,mg]a%ﬁﬁayjaﬁﬁummﬁﬁmmﬂm'ma mapping priorities
(Vueta 6) NsuaudIAsy (priority) Y831 LLé”Jé"Wmmqmmﬁﬁ@maq%gam@
‘UizLﬂmgfuﬁaumﬂ’uﬁﬂ%agaﬁqﬂaﬁﬂﬁim@a Filtered (Munenaa 7) siold

3) luga Filtered

‘Lumm%gaLﬁaLﬁmmagﬂLaus?gjjuawﬁﬂ1iLL%@G{T@;&am]%mﬁizuwmsm%’ja wieldliAn
mm%w%aumm%agawdqmaﬁiaﬂigﬁm%mwiumi%’uﬁamsﬁgﬂLau Fudusesinsndunses
%agau‘%’amnaauﬁau%a%”mL’ﬂuiﬂm’mma (Incident Report Message#1..N) lilndalies

=t ' ¥ A |
NiTsunouduIAmITIBLVREalU (MuneLaY 8)
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luga Filtered (M9) 9¥n383¥0YaA1835 data filtering lngiTunvayad unmaN
uwasveyaneuenmelieuly 1w szeviamddnalfeiu surismiinmedediu vsods
WANHUAAUAEITUTUINATIER UAIReUludIng 1 udwhnmsruveyaduduiinmedie
WiRLReINeuIraiaTIeume d3liluga Matrix Structure sialy
laga1dun15vn91uvesluna Filtered Usgnaumnign1snsauns 2 u 1340
N13NTBUNANLNITUINVINNAINGIVBYA LAeLdan record MUUTINVIALAEAWMUTILAAMS
= v oA YA o X % e A o 1% = = ' |
Wenfunelndifigsiuduinnsivaeumengunaeiduniwualinseuiieu wu gnaawnain
¥ a @ L= < Ao a L= ! ! o A v A ¥ aa
uwasvayaieniy vissllumsfidiiunsvieegseninaiunisiuiieudd Inglunsamdu
record Y@mALALITU 11AAEATIIERU record 71 Incident T kag Incident T+1 (18 T Ag
z:l' ! YA ¢ A ! I ' I [ & = k4
record N19153980U) 3UNINM v RoulunsnaeivIenuIlailumefiediu anidudeasng
518911197 N (Incident Report Message N) wagdaluuszananasiglulugadal (uneias 1

SUTl 3.2) Fuandlugud 3.4 deil

Y

l

Selected incident
records where like
Time and Logcation

!

Check Incident T and
T+1 with rules and
policies

No Duplicated Incident T
to Incident Report
Message N
Yes l

Increase T by 1 Increase N by 1

Check last Record

!
<

JU 3.4 ununwmsyihauveduga Filtered
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nTwazBuansiuedugadesudazlugantnesuislunaitu avldnms

n3vieuvedluga Incident Channel fauanslugui 3.5 sail

Incident Trigger

Identified device with
ID and password /
passcode

Not
verified

Alerted Administrator
and rejected request

Authenticated?

Selected incident type
and priority from
Mapping Priority table

|

Mapped priority by
Type and Priority

L

Insert Priority to data

!

Recorded to database

Selected incident
records where like
Time and Location

|

Check Incident T and
T+1 with rules and
policies

Authentication Module

Priority Module

i Filtered Module

Duplicated Incident T
to Incident Report
Message N

!

Increase T by 1

Increase N by 1

Check last Record

!

<>

Yes

JUN 3.5 ununwmsyinaunmsinvedluga Incident Channel
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Imedl configuration file Auanslun1197 3.3 il

A15197 3.3 configuration file ﬁm%’u‘[maa Incident Channel

# voya Key item 38az1980
1 |Incident Record incidentRec %ayjammmgﬁ%’wﬁlmﬂuszw
1.11D IncidentID BU8LeY 1D Guaﬂm@ﬁﬁmummﬂizuu
1.2 Site location anuAnmg
1.3 Type incidentType / Uizmmaamqmuﬁﬁmuﬂuizw
incidentSubType
1.4 Time timestamp Yu-fou-T-aiiimsuaseya
1.5 Report by replD %aagaizqﬁm;q%agama
1.6 Description incidentDesc YOYAANTUNTTIYY
2 | User Information userinfo %ay)aﬁ:ﬂ%\‘i"lﬂuizuu
2.1 User ID userlD BU8LaY 1D ‘uméﬂ%&mﬁﬁmummm
U
2.2 Username username %aiﬁa%mm‘gﬁm
2.3 User Password password iﬁaﬁhummﬁﬁ%ﬂm
2.4 User Type usertype Uizmmﬁsgﬂm
2.5 Contact contactinfo vngiaulnsdiiadoufive sy
2.6 Name name %amuﬁ’mﬂimwumm@%ﬁm
2.7 Surname surname umaqammﬁmﬂamwumaa;ﬂ%&m
2.8 Status userStatus amuzmiaymmﬁmuiwu
3 |Incident Type incidentType {llagaﬂizmwummqqmau
Information
3.1 Incident Type ID IncidentTypelD WuBaY ID Usetanuadine
3.2 Incident Type Name  |incidentTypeName %a‘dizmwua\‘lm@
3.3 Incident Instruction  |incidentinst FddlunsiusletumnUssmdanan
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A15197 3.3 (s10) configuration file é’m%’ﬂmg}a Incident Channel

# voya Key item IEALIBYA
4 |Incident Subtype incidentSubType %agawmmwy:t’iawmmmmau
Information
4.1 Incident Type ID IncidentTypelD AU 1D UTTLANUDILAN
4.2 Incident Subtype ID  |IncidentSubTypelD | vidnaia ID mnmmg'suaama
4.3 Incident Subtype incidentTypeName %aﬂszmmaama
Name
4.4 Incident Instruction |incidentinst ddunssuilefumessmiangm
5 |Mapping Priority mappingPriority | #1AUAINEIAYVDINA
anufifnvun
5.1 Priority 1D prioritylD NUIELEY 1D UDINITINAIAY
ANUEIRTY
5.2 Incident Type incidentType USTLanuBnnRMaU
5.3 Priority priority AAUAINNERTY
6 |Incident Report Message |incidentRepMSG ?gjlagaiﬂtlmumﬁg
6.1 Report ID incidentReportlD | g ID "Ua\‘iiﬁmml,wgﬁﬁmm
NTTUU
6.2 Incident Type incidentType USELANTBUNARNAU
6.3 Site location anuiiAnme

6.4 Date/Time Initiated

datetimelnitiated

o & = aa a o a
U-LABU-U-LI@NUNISTLINAWUUNT

v A
Suilawmn
6.5 Date/Time End DatetimeEnd Tu-deu-U-ianiilaunsaiiunis
v A
Suilamn
6.5 Priority mappingPriority | @fUANLEIARYBIMAMIUTINIVILA
6.6 Status incidentStatus anugnsaLiumMsuiiowms)
6.7 Response by officerlD / VOYATEYRMINTIE SUANTUNITIIR
officerName
6.8 Incident Record List ~ |incidentRec FNUNTVBUAMATILNE IR
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3.2 T,ug]a Matrix Mapping

luga Matrix Mapping (M4) Lﬁuimaa%ﬁq%aagaﬁﬁummﬁ’uﬁuémaaaaﬁﬂi Vmihil
fsunveuLavdednsluninandweyavesdlunuuasnisutsiiuroyatusruuamsaume
du 1 arousnmulasadisesansuagnszuaunsiuiemaliuluga Matrix Structure
(vaneran 2 U9 3.2) Tagaggunaainluga Organization configuration wazlsga Workflow
Configuration (¥181ay 2A Ui 3.2)

IﬁJQa Organization Configuration tag Workflow Configuration

luna Organization Configuration (M5-A) L‘f]umﬁmﬂq'mmai’mﬁ’aﬁumadﬁﬂsﬁﬁ
Whvnedentu See1auseneufmiieaunials Minesunaensl e NGO Liledans
Tudruvesveuinsinaufsinu masuineunsvoya uazdumauiilazuayan uazshany
mugUuuuvastuga Workflow Configuration (M5-B) Lunsdadifuuaz nsimuaievly
nsdinwagmsdsweyaludimienuduianisuenuasmelu Mogrnmuanguil 2.8 lu
aounsalvmuddlud Ussneusemienunelusaznisusniivsiiewedunssuauns

A a

Suilown laun audsuileimanasivg visnueandouagsangiwia s nslii uay

.}

= |

NENUUNATOWIBINY Falin13hUmTh AN 15U RURUTD WAaELIBUBENTALIL AILERNS

Tuans199 3.4 o9dl

M99 3.4 FAIRENNTHINTINEIUSURAYE UM TUNTEUIUNITYIUE T UL na g

a10U Workflow MiE/SURAYaU
1 %’ULL%@L%@LLazUizmumu Command staff
2 S189IUF U AU IRLNAL Command staff
3 AULNAY Operational staff
4 | newderldsuuiaiu Operational staff
5 | Ygunenvrawasihdldsuuindudelsinenua EMS / Rescue
6 LARYSLEUNI9D19S Polices
7 | dalndhusnaleeseu Electricity Authorities
8 anenautaylirumemdelunisniln Local Administration
9 asyanunsaluar e UieR Uy v N MeN1Te] Command chief

[

lngluga Matrix Mapping 9¢il configuration file Aauandlun13199 3.5 fadl
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a9 3.5 configuration file ﬁm%’ﬂmpja Matrix Mapping

v

# vaya Key item IYALIDYA
1 | Organization orgConfig msisualaseEd1senns
Configuration
1.1 Role ID rolelD WA ID VOMATITIRTUARNTZUY
1.2 Position Name positionName funtnnalasiadesnnsidmualy
Tusguu
1.3 Function roleFunction WS URATOUVBIR WAL
1.4 Officer userlnfo vayatmthiigFuliaeulusmums
U
2 |Workflow Configuration |workflowConfig nMsvunsIgUTLAEY
nsufiRnusulievngniau
2.1 Workflow ID workflowlD LAY 1D YeImsUFuRaiimun
NTZUY
2.2 Plan workflowPlan FounuvEonagmsnensdlu
MsUURIU
2.3 Task workflowTask Fodunounisufufu
2.4 Description workflowDesc sgazean1sU URNY
3 |Operation Unit operationUnit ?gjlagawﬂ’aﬂllﬁﬂ’amu
3.1 Operation Unit ID operationUnitlD | 41184a% 1D ﬁuamﬂ’mﬂﬁﬁamu‘ﬁ'
ANUPAINTLUU
3.2 Site location anufigenieyfiRa
3.3 Name policeStation FovneufuRau
4 |Response Organization |repOrg %agan']samiwﬁ'samumauan
4.1 Organization ID resOrgID VNEIAY D VBIUIE TR LARN
YUY
4.2 Name resOrgName %awﬂw\ﬂumwaﬂ
4.3 Category resOrgCategory USLLANUDINUIENIU
4.4 Contact telephoneNumber |vsngiaulnsAniAnsousIniigu
4.5 Contact Name contactName %aﬁamﬁia%awmmm
4.6 Organization Site location amuﬁﬁwammmm
4.7 Address addr {Jjaaﬂaﬁasujmamﬂwmu
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33 Iu@a Matrix Structure

Tuga Matrix Structure (M6) udhunananisUssananavoyamaauaiiLa 11
Tuszuu IRS dwdudansiulassaduuuvamemihsnuiifienufevedlunszuaumsiuiie
wnanduuuuiifruiavgu veyalulugatazmuadvinmanieyamsnunisa i
ftuavidomuaulng Matrix Mapping Ssasuunaayamuisd Sufinteumlaseadisosnns
nouaraslinsnuiiisaves fniuluga Matrix Structure Seiwiiliadioudulassadng
LanIALIANRF MU NI Meuvnusazgaduaednndviuthsnle (e
3 uay 4 3U7 3.2) waedllasiAvmosiureyagadenarting Inslupaasshaunielilaseadig
%@yjaLLU‘U oriority queue & sfinsuunmIALdIR Y (priority) UANLUQA Incident

Channel lnglugadanunisvitarusisuandlugui 3.6 fail

i

Checked Member in
queue

|

Inserted next report to
queue

!

Checked overtime /
Manual set priority

)

Yes <
Update Priority
No
Scheduling queue
Checked workflow
process
Resé)sonse Yes Send Highest Priority

process? Report to IU Module

N
s

Listed Response
Organization

Send Highest Priority
Report to Service
Channel Module

o
[
Coordinated
process?
o

N

Record Report to
database

!

Remove Report from

queue

3y

X
1

3.6 LLNumWﬂ’liﬁN’m%aﬂu@Ja Matrix Structure
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1N3UT 3.6 lugavgainediTunnsessusenuvnngndanainluna Incdent

Channel (vanetae 1 3U7 3.2) lngnslulaseasieveyaiuy priority queue vibis1gaume)

'
a v o w o w

fgninAlusdivngnszuiums scheduling ednadiuanuddsy FadugasiinAnily

U o 1

[
o w

a o ¥ * a & » ¥ S o g w A
nn1siveyal-sanAndu FIFO lassasrwweyaildevhlisigauvgniiaiaudfnggeas
goninnAneulagliinerinssalaiuinaunsends uiluvaeediudedideulunis
AIIRARULTINALNBUNT scheduling iedwianaauddylvaiBnaslilisenumngnin
aglufuuauiuly lnesesdinsnsivaeussesiatnussureyautussuulyliunniiy
nirszegiaInssulomninmunll

N&991NAYIINT scheduling wa3 31891UWAT A2 NUIDDNIINAIILYNAINUA
dunaiednamuiilaga Matrix Mapping fviuautv wieduluniu workflow fleanuuuld
o o 1 [ A a o ¥ ! 1 el' .
dmTuudazivg vanidusganuvgiiisuanlygaazdene g seluiluga Incident
Unit (Mgt 3 3U71 3.2) wininilusieanumsfiniunisdainisainluga Incident Unit uda
FguUnnIvgnawaluilina Service Channel vasnihsumelukazaiguaniiieves

(vagtaw 4 g‘uﬁ 3.2)

3.4 luga Incident Unit (IU)

Tuga Incident Unit (M7) 1 fulupadiuvesnssadula d1n1s wagdevenvayadi
Fufu safanmsdimsludaniedunusetemihsnuiiioes annsodidunsldtuo
SalufAuazuuunnsdanisouyud

Tnesialuluga IU azgniearlvduiunisuuusnluffidusiduusn Ae wdeniu
YORATIBNUINR (MNeian 3 3UT 32) Adunanluga Matrix Structure 1§ voyaTIBY
fananmazgnaTT@eumLaNy saivetayainanal rules uay policies AfiTevnyoonuuy
wagrmualidwsuusayve 1o ﬁﬁz]jayjas‘hl,mmﬁlﬁmm SEAUMNIUTULIIVDIANIUNTAL
swazideaanunisalivg Tunsdifiveyaliasuduudissvudenlssayatuundsveya
meusnilannsnatvayureyaiisvestumgiuld Tuga 1U asduiiumstesoveyauas
seuvalagdalusifneuazdindululiluga Matrix Structure sufunsdanisiuniisny
mm’lami‘ﬁlimaa Matrix Mapping A1%ua LY LLG\'Wlﬂ?JyEJyJa Incident Report Message 13
Fesmesonisdimarie stuvisuasfioudguadimaiiofosveteyaiiiuiu Tngseuuazuans

voyaiingveLazvayaaiuayumsdndulalsenaun1sinau duanslugun 3.7 Aadl
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Y

Received Report N
from Matrix Structure
Module

|

Checked Data Integrity
of Repaort

<>

Yes

Listed Insufficient data
in Question pattern

!

Update Report and
Send Report to
response organization

Update status Report
to ‘response’

O

SUN 3.7 Ueun A svinetuvedliga Incident Unit

3.5 Iu@a Service Channel

1uga Service Channel (M8)1Julugagienenveyadmsumsinauuenmiellan
A2UNTFINITHarUseaIuY TaiuIPNANUAILI T uasTATIEs1999AN TN TEUY

n1ssuiiemnandululeany 1wy aniugegseninaiiunsnisEiadunsianissuliews

o o |

nAUdmIUNg

4
dmTUNgUNITIAL (Planning) NTLYTI188ZLB AL AANIUNTAIVDUNA T UNUIBIY

q

un15UURN13 (Operations) N5t IMHUNTUSUR MU Tuinlilussuy

meueniieaves Wus

Tuga Service Channel wasffliauusiazauagldfureyamsaumamiignimun
Taeluga Matrix Mapping faeg191wu Tuaniunisaiivgindslungieg193uisa workflow 184
szvuimualiinisssuaegludanisiuile laun mhedumdswesdaugnaivnisu waz
misnuiuTeuarauaudanisnudsiue miseeuaisuen liun aonddundsvesiun
soneIUa/01an Ay mhsnuatsisyUlarogamsliih /e wasmhenuiosiu veye

$1897UMRNLIAA Matrix Structure (MugLaY 4 3UT 3.2) asgnivualniianizniieny
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YDIVDLATUANFATY FIRE19AeandlEAITS

N
g | =
&
§ ag § aaga
I 8 °§ % ‘&
v v = o c [ %
YAVDYA o = 2 @ <3 s as
G S e ~ o = =
=3 = = © o= e S
U('_° 3D pry c = - 2
() (3 aé EE « _P
'307 =] = Fre) =
1] o) = =~
) c po
- - =
% ES
1 | Incident Record P R R R R R R
2 | User Information P - - - - - -
3 | Incident Type Information P - i 1 - - -
4 | Incident Subtype Information P - - - > - -
5 | Mapping Priority 4 - - - > - -
6 | Incident Report Message 7 P R R R R R
7 | Organization Configuration P R < - : - -
8 | Workflow Configuration ® P R R R R R
9 | Operation Unit P P - - - - -
10 | Response Organization P R / > # - -
ULV, Ao fiAns. y’]ﬁﬂ%@y)ﬂﬁﬁwm,

[
R Ao fianse1uveyaldiviaty,

woudih Ae mureaunely, lifivaud A wheaunieusn
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Abstract—Crime incidents tend to increase steadily.
To effectively r d to the incidents, police officers need to
have a highly efficient incident reporting system. However,
the telephone-based incident reporting system currently used has
some limitations. It cannot cope with current problems and meet
all requirements. Since mobile devices, especially smartphones,
are prevalent, widely used and can transmit various types of
information, they thus become an additional channel to
the telephone-based incident reporting system. This paper
proposes Mobile Crime Incident Reporting System, which
comprises two parts. The incident report part was developed as a
mobile application. To make it suitable for reporting crime or
emergency incidents, UX dimensions guideline was used in the
following order; 1) Identification 2) Emotion 3) Stimulation
4) Social relatedness/Co-experience 5) Visual and aesthetic
experience and 6) Meaning and Value. The incident response
part was developed as a web application. The system was tested
by two groups of police officers; one acted as incident reporters,
the other as incident response officers. The test result showed that
the officers were satisfied with the application’s user interface.
They could easily learn how to use the system. The system also helped
reduce the officers’ response time because the system provided
enough information which the officers needed to make quick and
appropriate decision.

Keywords—crime incident reporting system; UX dimensions;
mobile application

1. INTRODUCTION

Nowadays, citizens can report emergency or criminal
incidents through various channels such as going in person at
the police stations, calling emergency centers via telephones or
mobile phones, or sending reports via internet through web
browsers [1], [2] or mobile applications [3] as in Fig. 1. Quick
and appropriate response to the incidents can reduce the loss of
properties and life, and it is not possible without correct
information about the incidents.

In Bangkok, 191 Bangkok incident response center, which
is responsible for phone-in emergency/criminal incident
reports, currently has four problems as follows; 1) Lack of
information necessary for making suggestion to or cooperating
with other agencies 2) Fake or false reports 3) Lack of
experienced incident response officers 4) Lack of data
processing system providing necessary information for future
crime evaluation, prevention, and management.
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Sirikanya Chomputawat?
sirikanya_w(@dsi.go.th

Department of Special Investigation
Ministry of Justice
Bangkok, Thailand?

This paper proposes the solution using smartphone
as an incident reporting tool to solve the problems mentioned
above. Problem 1) can be reduced because the mobile
application can send incident reports with supporting
information including incident type, the reporter’s
identification, mobile phone’s location, picture, etc. over
the Internet in a timely manner. Problem 2) can be reduced
because the application has the member registration and
authentication features which can help prevent fake or false
reports. Problem 3) can be reduced because the application can
automatically retrieve the procedures appropriate for each
reported incident to the officers. These procedures are
pre-extracted from the experts of each incident type. Moreover,
the application at the incident response center can analyze
the incident and retrieve related information to support
collaborative ~ operation ~ between response  agencies.
Problem 4) can be reduced because the application can
automatically process data to produce analysis report for crime
evaluation or prevention, and also for the improvement of
operation process and management. Despite its high efficiency,
this system should be only an alternative to the existing
telephone-based incident reporting system due to public
familiarity.

The success factors for this system are 1) The cooperation
between law enforcement agencies and citizens 2) The mobile
Internet service’s coverage area and 3) The availability
of smartphone with required features including location
services, photo taking, sound recording and data sending.

This paper is organized as follows; 1) Literature reviews
2) Design and development of the prototype system 3) Test and
evaluation of the system and 4) Conclusion.

Mobile phone

S |

Police Station ey
(walk in)

Mobile
based app

Fig. 1. Simplified model of existing incident report channels
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II. LITERATURE REVIEWS

The literature reviews in our study are focused on
the following topics 1) User experience with the application
2) Suggestion of the incidents for users 3) Retrieval of related
information for collaborative operations and 4) The social
cooperation and responsibility.

A.  User experience with the application

Designing the user experience for incident report and
response applications, for citizens and police officers
respectively, is an important step. The usage of the application
for citizens must be compromised among various factors, such
as the correctness and completeness of the incident information
against the report submission time.

Winckler and et al. [4] compile the User Experience (UX)
dimensions from various researches such as Hekkert [2006],
Jordan [2000], Gaver and Martin [2000] and group into
six categories as follows: 1) Visual and aesthetic experience
means the sensual pleasure which users gain from interacting
with the system. 2) Emotion means the emotional experience
which users derive from the system. 3) Stimulation means
the system’s innovative characteristics which attract nsers to
repeatedly use the system. 4) Identification means
the self-expression channel which the system provides to users.
5) Meaning and value means the social value which the system
can relate users to. 6) Social related/co-experience means
the sense of social communication which users feel from using
the system.

This research also shows in details of applying the User
experience dimensions to the functional requirements in
the incident report application as: 1) Detect incident, 2) Submit
an incident and 3) Follow up the incident. The result is
very useful as a design guidance for the system requirements.

Functionality for handling incident information, logging
facilities, and functionality for managing human resources and
equipment identification need shared and overlapping for user
interfaces functionality are studied in Nilsson and Stolen [5].

In term of Human-Computer-Interaction, the priorities
in user requirements such as Multi-modal interface, Content
Upload, Information Enrichment, etc., are analyzed from one
of the European projects, "WeKnowIT" by Lanfranchi and
Ireson [6] and the key non-functional requirements are Trust,
Privacy, Resilience/Robustness/Reliability and Ease of use.

B. Suggestion of the incidents for users

Suggestion of the incident for users or the incident
handbook shows information to handle the situation including
first aids to the incidents, safety or survival guide.
Both the citizens and the officers who respond to the incident
should be given the appropriate suggestion from the incident
experts.

Su and etal. [7] present an expert system in
a Fire-Detecting Expert Support System (FDESS) that gives
fire control information for the supervisors. This paper
develops application in user interface section for decision
support system on small screen device such as PDA.

74

The system is composed of 1) the decision support system
on intellectual mobile which can be used anywhere; and
2) Expert system used to manage incident. For example: Fire
Alarm, Primary response, etc.

C. Retrieval of related information for collaborative operations

To Yee Ng and Li [8] propose a framework to integrate
XML data from heterogeneous sources for querying
performance. The links between data sources are established,
then a standard format is developed, and data conversion is
performed after the collection process.

Kiattisin [9] proposes the development of tracking and path
planning for the ambulance in emergency. The vehicle is
equipped with a GPS device to report location via the Internet
over GPRS technology. The response center can track
the vehicle in real time on the Google map. This information is
essential for the center to navigate the ambulance.

Shafiq and et al. [10] present an emergency response
system that comprises the following components: 1) Ontology
library for resolving the semantic differences of information
pertaining to the incident, its severity, resource requirements
and resource availability; 2) Reasoning engine for deriving
the resource requirements and emergency response plans based
on the policies of different agencies and modes of cooperation;
3) Workflow management for visualization, status monitoring,
execution, and adaptation of emergency response process;
4) A geographical interface for visualization of situational
awareness data.

D. The social cooperation and responsibility

The social cooperation and sharing responsibility with
the agency officers is the key to effectively solve or prevent
the incidents.

Lorenzi et al. [11] propose the idea of emergency incident
report and handling by using social media including Twitter
and Facebook to solve the communication problems between
government officers and citizens, which helps improve
collaborative operations to be more efficient. Volunteer
recruitment can drive the needed rescue operation faster.
The system is composed of the volunteers database,
the incident management system and the structured incentives
to reward the volunteers.

Oduor and et.al. [12] present crime report application on
mobile devices in Kenya that let users report situation to
the nearest police station. The system can also support
the community policing by deriving the crime information in
the specified area from alert messages and arrest warrants.
The back-end part of the prototype system was developed as
a web application that could be used as an occurrence book and
criminal database. The reasons that most users will use
the application are its convenience, ability to reduce fear of
victimization, and ease of use.

III.  DESIGN AND DEVELOPMENT OF THE PROTOTYPE SYSTEM

This section includes following topics: 1) System concept
2) Vital data for incident report 3) System process 4) Incident
categories 5) User interface and 6) System development.
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A. System Concept

The system allows citizens to report criminal incidents via
mobile application and allows incident response officers to
respond to the report via web application. The system overview
is shown in Fig. 2. The incident data will be sent to a server
and automatically sorted according to the priority of
the situation or incident type and presented to the officers.
Then the officer will pick up the report and verify incident
details with the reporter via telephone.

The system has three user groups: 1) Reporters, which is
the citizen who fills the incident report 2) Officers, which is
the police officer who receives the incident report and
3) Supervisors, which is the police officer who manages
the incident response process.

Use cases for Reporters are Register to system,
Fill incident report, Record sound, Take photo, Send report and
View instruction and suggestion. Reporters’ use case diagram
is shown in Fig.3. Phone’s location and user’s identification
will be automatically included in the report.

Reporters can choose incident categories, and add incident
details, such as picture or sound, then send the information to
the incident response center via Internet. Phone’s location and
user’s identification will be automatically included in
the report.

Wis{é‘r system
82’ _» =
¥ F inciden:m

/ % sRecord sound
" ﬁf\ .

N

Reporters

Take phote’ . |

\___

i : Send report.
View instruction

and suggestion

Fig. 3. Use case diagram for incident report process
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Main Category
Selection
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Authentication Selection

Authentication Photo

Photo Taking

Confirmation. Attachment

[CX]+[AX],

(CX114x] (R MV

sound sound Report
Recording Attachment Submission

Fig. 4. Relationship between Ul Flow and UX dimensions

The user interface for reporters was designed by following
UX Dimensions Guideline in the following order;
Identification (ID), Emotion (EM), Stimulation (ST), Social
relatedness/Co-experience (CX), Visual and aesthetic
experience (AX) and Meaning and Value (MV) as in Fig. 4.

As the system is acknowledged to be beneficial to
the society, the reporters, registered to the system and approved
by officers, feel they are identified as “people of social
contribution”. This reflects the identification (ID) dimension.

The incident category selection screen was designed to
reflect two dimensions; Emotion (EM) and Stimulation (ST).
It has simple yet official design. It comprises only required
components, having no decoration or anything irrelevant to
crime reporting. Its official look creates the sense of authority
and responsibility, which thus helps discourage reporters from
making false reports. It divides incidents into main and
sub incidents, which makes the screen easy to understand and
easy to use even in emergency situation. Ease of use allows
reporters to familiarize themselves with the system without
prior training, which thus stimulates reporters to use
the system.

Social relatedness (CX) and Visual experience (AX)
dimensions are shown in the photo taking and sound recording
screens. Orally describing an incident, especially in
an emergency situation, is not easy. The system allows
reporters to take photo and record sound they think necessary
to the officers to better understand the situation. It is therefore
pleasurable to the reporters to see that their experience can be
easily and immediately shared.
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The final step is report submission. The system shows
a pop-up window to warn the reporters of criminal liability for
false reports. This not only makes the reporters feel they have
to be responsible for the information they report but also makes
them feel that they are beneficial and more related to
the society. It thus relates the reporters to social values such as
responsibility, reliability, truthfulness etc., which reflects
Meaning and Value (MV) dimension.

Use cases for Officers are Log in to system, View incident
details, Call back to reporter, Add additional incident details
and Close job. Use cases for Supervisors are Review incident
status, View history and Create summary report. Use case
diagram for Officers and Supervisors is shown in Fig.5.

The officers can view the details of the incident report and
call back to the reporters, record additional data of the incidents
and close jobs. The supervisors can view the list of incidents
which have not been opened, view history of all incidents and
create summary report as in Fig. 5.

The web application at the incident response center will
record the report, verify the reporters’ identification and check
if the incident’s location is valid or within the center's
responsibility.

The application will sort the incident report using priority
rules defined and show the related information to support
the response officers’ operations. The incident report, the incident
response report and the results will be automatically kept in
the database and the system will generate the analysis reports
for the executives for evaluation and future planning.

B. Vital data for incident report

The Mobile application sends two groups of data,
data automatically collected by the application and data
manually input by incident reporters. Data automatically
collected by the application include 1) Phone’s location
2) User’s identification and 3) Log file. Data manually input by
incident reporters include 1) Main and sub categories of
incidents 2) Supporting data such as picture and/or sound
and/or brief descriptions.

Create

/ﬁ WR“E\%‘

L= & Review
'I‘\\ @n‘cdgnt status L :mclude”
<<inciude>>‘?

e, — SN
“Call back to reporter

2a-
= cl
~ %

e Add additional
SElgto St incident details

Supervisors

Fig. 5. Use case diagram for incident response process
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C. System Process

The reporters are required to verify their identification.
Reporters choose incident main and sub categories from
the defined list. Then the application will ask if they want to
add other supporting information, including picture, sound or
incident descriptions. The final step is incident report
submission. The system will show the warning message
regarding criminal liability for false report.

After incident report is submitted, the data will be pushed
to the cloud server. The response officers have to log in to
the system for authentication. After the officers have logged in,
the system will display the data on one screen, divided into two
sections. The first section shows the list of reported incidents
ordered according to their priorities. The other section shows
the incident information including phone’s location and other
related data. After that, the officer will call back to the incident
reporter, make some inquiries and record additional
information about the incident.

The supervisors, can view the status and details of reported
incidents, and also the summary report for the executives.

D. Incident categories

Main and sub incident categories in this paper are defined
using the following concepts; 1) Select the high rate incidents
or public wide incidents. 2) Avoid the incidents in which
the reporters have to risk their lives and safety to inform
the officers. The six main and seventeen sub incident
categories are shown in table I

TABLE L

No. | _Main Categories
b Accident Car

Motoreycle

Electric shock

Others

Factory

House

Wild fire

Others

Robbery

Homicide

R

Motercycle punk

Others

Flood

Earthquake

Landslide

Others

INCIDENT CATEGORIES ON MOBILE APPLICATION

Sub Categories

3 | Crime

4 Natural disaster

5 Others

E. User Interface

The system’s user interface is divided into two parts;
mobile application and web application. The mobile application
was designed following UX dimension guideline. It supports
necessary functions as follows: 1) Incident category selecting
2) Photo taking and sound recording and 3) Data sending.
Before the application sends the data, it will show a pop-up
window warning the reporters of criminal liability for false
reports. After sending the data, the application will show
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the window notifying the reporters to wait for callbacks
from officers. Examples of mobile application’s user interface
are as in Fig.6.

The web application was designed to allow officers to see
all incident information in one screen, including maps,
incident’s location, other related data, and also useful
instructions,  which  supports  collaborative  operation.
Example of web application’s user interface is as in Fig. 7.

F. System development

From what described in the above sections, the prototype
system was developed. The system comprises two parts,
incident report and incident response. It supports Thai language
only. Due to the development team’s expertise, the system was
developed with Objective-C and PHP language.

The incident report part can perform six functions as
follows; 1) Member registration 2) Member verification
3) Incident category selection 4) Report submission 5) Instruction
provision and 6) Suggestion provision. There are six steps for
the citizens to report incidents, including 1) Log in to
the system 2) Select main category 3) Select sub category
4) Take photo (optional) 5) Record sound or write descriptions
(optional) and 6) Send report.

/.
|

" s

Fig. 7. Example of web application’s user interface
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The incident response part can perform the following
functions; 1) Member authentication 2) Incident list selection
3) Incident details presentation 4) Map and location
presentation and 5) Report generation. There are four steps for
the officers to respond to the incidents, including 1) Log in
to the system 2) View reported incidents 3) Call back to
the incident reporter and 4) Record additional data.

IV. TEST AND EVALUATION OF THE SYSTEM

The prototype was first tested by the development team and
it could function as designed. It then was tested in real situation
by two groups of police officers voluntarily participating in
the test, one acted as incident reporters and the other as
incident response officers. The first group had ten police
officers from ten out of eighty-eight Bangkok metropolitan
police stations. The second group had twelve police officers
from 191 Bangkok incident response center. They were divided
into four operation teams, each had three members. Each team
worked 8-hour shift. After two weeks, the officers were
interviewed and asked to evaluate the system regarding
functional and nonfunctional requirements by comparing
the proposed system with the current telephone-based one.
The evaluation result is satisfactory.

From the interviews, it was found that the officers thought
the system was easy to use. Even though the officers were not
familiar with technology, it did not take long for them to learn
how to use the application. They also confirmed that
the proposed system allowed them to work faster. To elaborate,
with the current system, the officer need to ask the reporter
about the type of incident and also where the incident takes
place. However, in some situation, the incident reporter does
not know where the place is. Thus, it generally takes 3-10
minutes, 3 minutes on average per incident. However, with
the proposed system, it takes only 1-2 minutes per incident
because the phone’s location is sent automatically when
the incident is reported. The reporter can also attach related
information, such as picture, sound and descriptions, to
the report. The officers therefore only have to verify
the incident and inquire the reporter for additional information.

Note that there was one officer commented that
he preferred taking photo before reporting the incident.
However, compared to take photo with the proposed
application and send it right away with the report, it requires
more steps because reporters have to take photo, open photo
albums, select the right photo and send report. Besides, more
time will be wasted in case of wrong photo selection.

V. CoNCLUSION

The proposed Mobile Crime Incident Reporting System
was designed by following UX dimensions guideline.
The system allows citizens to report crime incidents via
smartphones. The data, comprising location services, picture,
sound and descriptions, sent over the internet by using mobile
device. The system was tested by police officers in real
situation. The result is satisfactory. It shows that the officers
were satisfied with the application’s user interface for they
could easily learn how to use the system.

ACDT2015 | 188



However, the proposed system is only a prototype.
To develop the system for realistic use, the system should be
improved in various aspects. For example, the functions can be
better ordered to facilitate incident report. Functions supporting
collaborative operation, such as information sharing and
communication, should be improved. The functions for linking
data from CCTVs available in the crime scene should be
developed in order to acquire more evidence. The system
should also be designed to help reduce the reporter’s panic.
Moreover, system test and evaluation should be conducted in
a bigger scale, in other words, it should be tested not only by
police officers but also by citizens or rescue volunteers in
a sufficient amount to provide reliable results.
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