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ABSTRACT

In recent times, the rapid developments in computer science and engineering have led
to expediency and efficiency in capturing huge accumulations of data. The new challenge is to
transform the enormous of data into useful knowledge for practical applications known as
knowledge discovery and data mining. At the present time, the growing importance of
knowledge discovery and data mining has made the feature selection to play an important role
because choosing a robust subset of the features may increase accuracy and reduce time
complexity of the knowledge discovery and data mining. Furthermore, normally processing
huge amount of collected data to identify pattern needs high computation cost and large
storage space. Therefore, with the feature selection, the computation cost and storage space
can be reduced by removing irrelevant and possibly redundant features. In the previous
researches on feature selection, the criteria and algorithms for selecting the features from the
raw data are mostly complicated and difficult to implement because of its base the machine
learning techniques. Thus, this dissertation proposes a new feature subset selection approach
by using EU-COSSIM (algorithm based on Euclidean distance and cosine similarity). This
method is the simple algorithm using smaller storage space, reducing computation time and
gaining higher prediction performance for classification. During the evaluation phase, six

different benchmark data sets from UCI are used to evaluate the performance of the proposed

II



approach comparing with previous works and especially entire features of each benchmark
data sets. Moreover, the popular classification algorithms—C5.0, SVM, and RIPPER are used
for building predictive models to measure an efficiency of the proposed approach in this paper.
Experimental results show that a novel method, the EU-COSSIM, can select a robust subset of
features to improve the performance of a predictive model based on the C5.0, SVM, and

RIPPER classifiers.

Keywords: Feature Selection, Classification algorithms, Euclidean distance, Cosine

similarity, knowledge discovery, Machine learning.
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CHAPTER 1

INTRODUCTION

1.1 Statements of Problem

The rapid developments in computer science and engineering have led to expediency and
efficiency in capturing huge accumulations of data. The new challenge is how to exploit the ocean
of data into useful knowledge for practical applications. Currently, data mining plays an
important role in this issue. Data mining is composed of many tasks but one of the essential steps
of data mining is feature selection. Feature selection is a method where only the core features are
selected by discarding weak features. Minimum set of features, which is close enough to represent
the original dataset, will be selected. Feature selection allows reducing the number of features,
and also removing irrelevant, redundant and noisy features. The feature selection with the
smallest dataset can reduce the storage space and time complexity. This allows for building
simpler and more comprehensible classification models with enhancing classification
performance. Selecting relevant attributes is a ecritical issue for competitive classifiers and for data
reduction [1]. Automatic methods for selection a subset of features are often developed for
searching an appropriate subset of containing relevant features because the possible number of
feature subsets is 2V =1 subsets fory features [5]. Therefore, it is impossible to search for the
robust feature subset manually even after cleaning the data. Moreover, there are many reasons for

using feature selection concluded as follows [1]-[5]:

¢ Getting the maximizing accuracy of the classifier
* Removing irrelevant or noise and redundant features

» Reducing the time complexity, computational cost and storage space

Algorithms for feature selection typically fall into two categories [1]-[7]; filter and
wrapper approach. Filter approach filters irrelevant features out but keeping a good feature set
before learning process [2]-[6]. On the other hand, wrapper approach searches for a good feature
set using a learning algorithm. Utilizing filter approach to generate a feature set is generally faster

than wrapper approach because filter approach uses heuristics based on general characteristics of



the data rather than wrapping a learning algorithm into the selection process to evaluate the merit

of feature subsets [2, 3, 4, 5, 7].

; / Training Set > 4

Producing Candidate Subset

l

Subset Evaluation

=

<7 ::;étopping, Conditié;;;::: e

YES
&

The Best Feature subset

Figure 1.1 The process of feature selection.

Although the previous researches on feature selection, the criteria and way about how to
select the features from the raw data are difficult to implement. Therefore, the EU-COSSIM
algorithm was proposed in this thesis based on Euclidean Distance and Cosine Similarity to
improve the efficiency of the feature selection method. The main objective of this paper is to
develop a good method to select or extract significant features used to build a prediction model
with more accuracy. The EU-COSSIM is less complex than other techniques, especially machine
learning techniques, because those techniques are more complicated and more difficult to
implement into real-world application as well. The benefits of the research are as follows:

« A novel method based on the Euclidean Distance and cosine similarity can improve the
performance of a prediction rate with less false positive

« The proposed approach can select robust features providing higher performances than other
previous techniques, and entire features.

« The proposed technique is a less complicated method with reducing storage space and

computation costs.

For evaluating a proposed approach in this thesis, the C5.0, SVM, and RIPPER
algorithms [8] are used for evaluating this technique that enhances prediction on UCI benchmark
data sets [9] correctly, using smaller storage space and less computational cost. However, this
thesis is focused on KDD 1999 cup — Computer network intrusion detection because this data set

is selected as competition data set in 1999. It is reliable with dividing data as a training set and a



test set by data miners of KDD cup. Moreover, the data set is still attractive and challenge for
researchers because the internet and local area networks are growing larger nowadays. People all
over the world are connecting to the internet; they are unconsciously encountering the number of
security threats such as viruses, worms and attacks from hackers [10]. Now firewalls, anti-virus
software, message encryption, secured network protocols, password protection and so on are not
sufficient to assure the security in computer networks, which some intrusions take the opportunity
from weakness in computer system to threaten. Therefore, intrusion detection becomes more and
more important technology which follows up network traffic and identifies network intrusion
such as anomalous network behaviors, unauthorized network access, and malicious attacks to

computer systems [11] - [13].

1.2 Research Objectives

The main objective of this thesis is to develop a good method to select or extract
significant features used to build a prediction model. The EU-COSSIM is less complex than the
other techniques, especially machine learning techniques, since those techniques are more
complicated and more difficult to understand and to implement into the real-world application as

well.

1.3 Scope of Thesis

The following scopes of the study are:

1. The proposed method applies Euclidean Distance and Cosine Similarity to create a

robust feature subset.

2. The technique uses smaller storage space, uses less complicated method but getting

higher prediction performance and avoiding high computational costs.

3. The proposed approach can improve the efficiency of prediction rate of UCI

benchmark data sets.



1.4 Results

The benefits of the research are as follows:

1. A novel method based on the Euclidean Distance and cosine similarity can improve
the performance of a prediction rate with less false positive especially

2. Although the approach can select a small robust feature subset, it still provides
higher performances in contrast with other previous techniques; especially entire features.

3. The proposed technique introduced is a less complicated method so it uses smaller
storage space and avoids high computational costs.

4.  Since the proposed method is able to work independently, it can apply to column-

block partitioning on parallel computing system easily without changing it.

1.5 Research Methodology

Feature selection is a method where only the relevant features will be selected. Feature
selection algorithms typically fall into two categories; filter and wrapper approach. Filter
approach filters irrelevant features out keeping a good feature set before learning process. In this
research, a proposed approach refers to this algorithm. The approach is used to create a new
feature selection method by applying FEuclidean Distance and Cosine Similarity then adding with
a new filtering feature technique for extracting a robust feature subset. Then, the robust feature
subset is employed to build a model based on C5.0 for evaluating this technique that can enhance

to predict UCI benchmark and KDD cup data sets correctly.

1.6 Organization of Thesis

The remaining chapters of this thesis are organized in the following way.

Chapter 2 is addressed a brief review of related work as follows: Feature Selection
Algorithms, Literature Review, C5.0, SVM, and RIPPER Algorithms, and Benchmark Data Sets,
Cosine Similarity, Euclidean Distance.

Chapter 3 presents a proposed approach used to select a suitable features subset.

Chapter 4 contains experimental evaluation following with the discussion on the results.

Chapter 5 presents conclusion and recommendation.



CHAPTER 2

LITERATURE REVIEWS

This chapter provides brief literature reviews as follows: Feature Selection Algorithms,
Related Works, Evaluation Algorithms, and Benchmark Data Sets, Cosine Similarity, Euclidean

Distance.

2.1 Feature Selection Algorithms

+ The Filter Approach: the Filter algorithms [2, 3, 6] usually based on statistics consider
the relevant features used in the classification. Statistics and Information theoretic measures such
as information gain, Cross-entropy, Pearson's Chi-Square and so on are used to find the
relationship of each feature in a data set with the target feature or class label assuming conditional
independence with all other features. The robust subset of features selected from high rank
features. Ranking features are ordered according to values of evaluation measures, such as
accuracy, consistency, information, distance, and relevance. Figure 2.1 shows the Filter approach

flowchart.

Training Set =/~ Feature Subset Selection

=

v

Induction Algorithm

e ST T

-

. The Best Feature Subset |

Figure 2.1 The filter approach flowchart.

+ The Wrapper Approach: Machine learning algorithms [2, 3, 7] play an important role in
this approach as evaluation functions. The Wrapper algorithms usually provide better accuracy
with more complexity using higher computation cost. These algorithms typically start from an

empty list of features and then add discovered relevant features. The wrapper approach flowchart

is shown in Figure 2.2.
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Figure 2.2 The wrapper approach flowchart

2.2 Related Works

In NIDSs (Network Intrusion Detection Systems), many researchers use a lot of
techniques to gain more accuracy. The most popular techniques use data mining and machine
learning [14].

“Agent-based Network Intrusion Detection System using Data Mining” was proposed by
Cheung-Leung Lui and et al [15]. They proposed an adaptive NIDS by developing data mining
technology, which accurately captured the actual behavior of network traffic. The proposed NIDS
was constructed by a number of different types of agents which each agent was based on data
mining techniques consisted of clustering, association rules and sequential association rules.
Therefore, three data mining techniques were primary components in the adaptive NIDS.
Clustering approaches were used to extract properties from traffic in terms of frames and try to
make the normal traffic from isolated clusters. Then, each cluster had its representative feature
vectors representing certain normal property. For an unknown traffic to be clustered, its traffic
property with those trained clusters was compared. Finally, if the unknown traffic vector had
distance too further away from normal clusters, it was classified as attack traffic. They called the
agent using clustering techniques as “Clustering-based agent”. In clustering technique, they chose
k-means method using Euclidean distance to cluster the traffic because k-means clustering needs
lower dimensional space and the computational complexity increases exponentially with
increasing of number of features while association rules approach was employed to find out
relationship between selected features and traffic property with a condition set into four selected

features as follows: 1) If the number of unique accessed ports was larger than a threshold, it was



declared as attack traffic, 2) Traffic was announced as normal if the traffic in frame was smaller
than average packet size, 3) If the number of packet in frame was larger than a threshold, it was
responded as a victim, 4) Traffic was normal if time range covered by packets should show a
burst in short time. The last agent was based on sequential association rules. Besides capturing the
general behaviors of normal network traffic mentioned above, there are some common sequential
patterns at connection level of a normal traffic and different sequential patterns in attack traffic.
Hence, sequential rules-based agent was utilized to extract pattern rules for differentiating the
normal traffic and intrusion. The method declared any traffic as intrusion when the number of
abnormal connections matched within the packet/time frame was larger than a threshold,
MIN ATTACK. However, the adaptive NIDS would make any traffic as normal by using
overlapped area between clustering based and rule based agents (association rule and sequential
rule based agents). Thence, the adaptive NIDS was able to eliminated false positive (FP). They
used the 1998 DARPA Intrusion Detection Evaluation program by MIT Lincoln Labs to evaluate
their proposed approach. Their experimental results showed high detection rate with less false
positive rate. Nevertheless, their proposed approach has disadvantages of its parameter setting
with many thresholds, such as, the k-means clustering approach sefting k=256, the rule-based
agent setting its minimum support as 100% and depreciation percentage (depr) as 96%, etc.
Others were shown in their section 4.2 in [15]. Moreover, since their proposed approach is
consisted of many processes, it takes time before getting the final result.

“Modeling Intrusion Detection System by Discovering Association Rule in Rough Set
Theory Framework” was proposed by Wang Xuren and et al. [16]. They studied and researched
about the main shortcomings of commen or commercial IDSs found that the primary defects were
misuse detection, one of two main categories of IDS. It could not predict future attacks and had
high false-alarm rate. Attack signatures were generated manually and updated difficultly.
However, they found applying intelligent technology and soft computing, such as transition
analysis, Statistical approaches, expert system, Model-Based approach, Pattern Matching,
Artificial Neural Network, Support Vector Machines, Neuro-Fuzzy, Multivariate Adaptive
Regression Splines, Linear Genetic Programming and hybrid system based on data mining to IDS
can accomplish problems. Nevertheless, they improved association rules discovering system
under rough set theory, a tool to deal with inexact, uncertain or vague knowledge framework [16].
They used KDD CUP 1999 data set, an originally benchmark, provided by MIT Lincoln Labs to

evaluate their proposed approach. Their system achieves classification more accuracies. This



proposed approach was first used to reduce the raw data set in order to produce ultra data set.
They selected 31 quantitative attributes from the data set of 41 attributes. Next, the selected 31
quantitative attributes was reduced as a set of continuous values was partitioned into a finite
number of categories, commonly the rough set community. The data-preprocessing unit
discretized automatically the numerical attributes by a discretization algorithm, Semi-naive
algorithm—which has more logics to handle value-neighboring objects belonging to different
decision classes [16]. In the last process, classical Apriori algorithm for association rules is as
follows. All item sets that have support greater than or equal to the user specified minimum
support are generated. All the rules coming from frequent item sets that have minimum
confidence are generated. According to the definition of association rules by rough set theory,
only the rules whose right hand sides belong to classification attribute are finally selected. Those
selected rules can be applied to classifying new connection data, called association classifying
rules. The rules built by this proposed approach were brought to evaluate detection accuracy in
experimental section. In experimental section, their proposed approach with different minimum
supports 0.01, 0.005 and 0.0005 respectively was able to show high detection accuracy at 99.50%
of normal, 96.39% of dos and 50.77% of Probing respectively (with minimum support 0.01)
while U2R and R2L were not able to be detected correctly because maybe there are too few U2R
data and R2L data in the data set of KDD CUP 1999. Moreover, the detection accuracy of each
class getting from their experiment depended on minimum supports. The minimum support 0.005
gave the best accuracy of classifications in overall. However, the experimental result of their
proposed approach was able to show quite satisfied detection accuracy. Their proposed approach
is a complicated method because of based on rough set theory. Moreover, the rules count on the
minimum support whether association rule can give robust rules. It is hard to approximate what is
the best appropriate minimum support for each data set based on association rule. Furthermore, in
detection accuracy of Probing class, there is a chance to increase more detection accuracy than
their report.

“Network Intrusion Detection through Genetic Feature Selection” was proposed by Chi-
Hoon Lee and et al. [17]. They presented a new feature selection method that maximizes class
between normal and attack patterns on network connections. In this thesis, they focus on selecting
a robust feature subset based on the genetic optimization procedure to improve a true positive
intrusion detection rate. From their study, they found that evolutionary algorithms were generally

effective for rapid global assessment of a large search space in multimodal optimization problems



such as the feature selection. They discovered that a seminal work of Siedlecki and Sklansky [18,
19] demonstrated the effectiveness of the GA-based feature selection, reducing the time for
finding near-optimal feature subsets. However, they presented the critical issue from GA-based.
The problem is how to design an appropriate fitness function to avoid local mina. Therefore, they
designed method to solve the problem by using the concept of a k nearest neighbor classification
rule. This rule considers the number of neighbors that are not used in the majority decision. In
experimental investigation section, they used KDD CUP 1999 data set originally provided by
MIT Lincoln Labs like other researchers to evaluate their method. Furthermore, the results from
their proposed approach with 21 selected features were compared with the results from full
attributes (41 attributes) excluding class label. From the experimental results, the selected features
from their proposed approach indicated more efficiency of predictive accuracy than entire
features. The selected features were 51.22% of entire features. They concluded their proposed
approach applied GA was able to select the robust features in NIDS. GA has more parameters that
need to be set, such as crossover, mutation, population size and so on. Moreover, definition of
fitness function in problem domain is a major factor that GA achieves any goals. Therefore, how
to set up parameter values properly is a problem. The GA approach is a time consuming method
also.

“A Feature Approach for Network Intrusion Detection” was proposed by Kok-Chine
Khor and et al. [20]. They proposed an approach for obtaining optimal number of features to build
an efficient model for intrusion detection system (IDS). From their study in IDSs, they found
most other proposed methods for solving shortcomings in IDS about misuse and anomaly
techniques. The misuse detection has defects in detecting new intrusions as the patterns are not
known by IDS. The anomaly detection was proposed to solve the problem occurring in misuse;
however, this technique causes IDSs suffer from high false alarm rates (FP) [27]. Therefore, with
the problems of IDSs, network security experts play important role in IDSs. Nevertheless, since
the amount of network data to be examined by IDSs is too huge and composes of various
activities in computer network. Identifying intrusions entirely based on human eyes is extremely
difficult. Therefore, data mining and intelligence techniques are proposed to alleviate the
problems. However, data mining and intelligence techniques will use high computational costs in
processing tasks if the number of features involved in network data increases. Therefore, they
proposed an approach for reducing features in the collected data to obtain optimal number of

features to build an efficient model for intrusion detection system. However, to acquire a set of
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robust features and achieve high accuracy of intrusion detection while keeping the minimum
number of features, some very important features were filtered by domain experts for adding into
optimal features selected by their method. The method was designed by using filter approach—
one of two basic approaches in selecting a good feature subset, because it is faster than wrapper
approach [9]. Moreover, Classification and Regression Tress (CART) was used to evaluate their
features selected by their proposed approach. Furthermore, the 1998 DARPA intrusion detection
dataset was the primary dataset for their empirical study conducted in their research work. In their
experiment, their approach for determining an optimal feature set by using feature selection
method with intervention from domain experts showed the results that computational cost of
processing network data was reduced still preserving the classification accuracies. They
summarized that the feature set provided by domain expert was a chief factor leading to achieve
high accuracy with only 7 selected features. However, as long as their proposed approach still
depends on domain experts. This still has a handicap because when patterns of intrusions are
changed, without domain experts, the approach maybe cannot predict correctly. The limitation for
a major obstacle is that their approach cannot adapt without human when it is applied to use in the
real world or commercial IDSs.

“Euclidean-based Feature Selection for Network Intrusion Detection™ was proposed by
Anirut Suebsing and Nualsawat Hiransakolwong [21]. Euclidean Distance was used for selecting
a subset of robust features with using smaller storage space and getting higher intrusion detection
performance. In this proposed approach, the Euclidean distance was used to compute ranking
score between each attribute and class label by defining each attribute of KDD Cup 1999 training
set, 41 attributes, represented as 4,, 4, 4,....4,, respectively and class label represented as B;
moreover, let x is a value in any attribute and y is a values in class label.

Let any 4, = [ T — me} be a vector of attribute j, where j (1< j<41) is an
ordinal number of attributes of training set, and also m (m > 0) is the number of instances of
training set.

Let B = {y, ¥, ¥»..y, be a vector of class label, where m (m > 0) is the number of

instances of training set.

Thus, the ranking score is {d,(4,,B), d,(4,B), d;(4,B),... ,d (4,.B)},

(1)




11

Where j (1< j < 41) is an ordinal number of attributes of training set, and also m (m > o) is
the number of instances of training set.

After computing distance measure, then getting the ranking score of known detection
method of each attribute, {d(4,B), d(A,B), d(A,B),... d(4,.B)}. Scores of the ranking score are
sorted from highest to lowest.

Then, features whose scores are higher than a threshold are selected to build a model.
This model was used to detect accurately for known and unknown attacks.

Finally, the method of C4.5 was used to evaluate selected features.

A? A2 A3 A4T B
X?‘T X?,Z X1,3 x1,4T y‘i
Xor| Xz | Xza X541 Y,
XS‘.T XS‘AE x3.3 - XS,-‘II y3
Xm,l xm,? Xm,a Xm,Jf ym

Figure 2.3 Vectors of each attribute and a vector of class label.

“Feature Selection Using FEuclidean Distance and Cosine Similarity for Intrusion
Detection Model” was proposed by Anirut Suebsing and Nualsawat Hiransakolwong [22].
Euclidean distance was used for selecting a subset of robust features to build model for the
detection of “known attacks”, while Cosine similarity was used for selecting a subset of robust
features to build model for the detection of “unknown attacks™ for getting higher intrusion
detection performance. Cosine similarity was used to compute ranking score between each
attribute and class label by representing each attribute of KDD cup 1999 training set as 4, 4,
A,..., A, respectively and class label as B; moreover, let x is a value in any attribute and y is a
values in class label.

Let any 4, = {x,J, - N S— xmh,.} be a vector of attribute j, where j (1< j <41)is an

J
ordinal number of attributes of training set, and also m (m > 0 ) is the number of instances of
training set.

Let B = {y, ¥,V;.,.... ¥,,} be a vector of class label, where m (m = 0) is the number of

instances of training set.
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Then, the ranking score of unknown detection method is {Sim(4,B), Sim,(A,B),
Simy(A4,B),..., Sim (4,,B)},
D (xi;00)
i=1

m
2
2 X
i=1 i=1

Where j (1< j<41) is an ordinal number of attributes of training set, and also m

2

Sim (4,,B) =

[
e

(m > 0 ) is the number of instances of training set. After computing similarity measure, the scores
of unknown detection method of each attribute is represented as a set {Sim,(4,B), Sim,(4,B),
Simy(A,B) ..., Sim,(4,,B)}.

Then, scores are arranged from highest to lowest. Finally, chose features whose scores
are higher than a threshold to build a model.

Note that the Euclidean distance proposed in [21] was used for selecting a subset of
features to build a model for the detection of the known and unknown attacks or patterns while
the Euclidean distance proposed in [22] was for selecting a subset of features to build a model for
the detection of the known attacks or patterns only but for the detection of unknown attacks or
patterns, the model was built from a subset of features provided by Cosine similarity instead.
However, a technique to select a subset of features by using Euclidean distance proposed in [21]
and [22], or by using Cosine similarity is the same.

The last two approaches are our previous works shown impressive results with easier to
implement. However, our works have drawbacks as follows: (1) since our previous methods
proposed in [21, 22] select a subset of features from ranking score getting from computing values
of distance between each attribute and a class label by using equation (1) and equation (2), these
methods need the class label. (2) selected features depend on a threshold parameter for selecting
the final feature subset (choosing features whose scores are higher than a threshold to build a
model) because the criteria of threshold was defined that it could separate between high scores for
selected features and low scores for unselected features while the proposed method in this thesis
does not rely on the class label, and without using any threshold parameters for selecting a feature
subset. The proposed method is described more clearly in Section 3.

Even though all of previous works show the efficiency of each works, those works have
the disadvantage to rely on threshold parameter, unable to set up thresholds automatically or need
a domain expert. Moreover, many previous papers in field of IDSs presented solution by using

mostly machine learning techniques through data mining, such as neural network, fuzzy logic,
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genetic algorithm and so on. However, those techniques are so complex and difficult to
implement. Furthermore, those techniques are time consuming.

Therefore, a novel approach called EU-COSSIM is presented to solve all of the above
problems. The EU-COSSIM processes without using threshold parameter, and more easy to
implement with less processing time. This approach can select more robust features to improve
the performance of a predictive model. Moreover, the proposed method EU-COSSIM can apply

to select not only an intrusion data set but also other data sets.
2.3 Evaluation Algorithms

In this thesis, C5.0, SVM, and RIPPER algorithms are used to evaluate features in this

thesis since these algorithms are widely used in the classifier.

(A) C5.0 Algorithm: Classification [8] is one of the most popular data mining techniques.
It is a process of learning a function mapping a data item into one of some predefined classes. A
decision tree form is most useful in classification problems [8]. With this method, a decision tree
is built to model the classification process. Well-known tree algorithms used widely are ID3,
CART (Classification and Regression Tree) and C4.5 algorithms while the C5.0 algorithm is a
commercial version extended from C4.5 proposed by J.R. Quinlan [23]. Now it is widely used as
the inductive learning tools in Clementine, Rule Quest and so on. The C5.0 algorithm is based on
the information theory [8, 23]. Decision trees are built by calculating the information gain ratio.
The C5.0 algorithm works by separating the sample into subsamples based on the result of a test
on the value of a single feature. The specific test is selected by an information theoretic heuristic.

This procedure is iterated on each of the new subsample and keeps on until a subsample
cannot be separated or the partitioning tree has reached the threshold. The information gain ratio

is defined as:

Information Gain Ratio (D, S) :%]@% (3)
HEE,LEED
D D

Where D is a database state, H (-) finds the amount of order in that state. The state is
separated into new states S ={D,, D,,..., D}.

The algorithm of C5.0 is very robust for handling missing data and in a large number of

input fields [8, 23].
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Figure 2.5 Basis structure of C5.0.

(B) SVM Algorithm [24]: SVM (Support Vector Machine) learning algorithms were first

proposed by Vapnik. It is a novel learning method based on the statistical learning theory. It can

successfully solve the problem of ‘over fitting’, local optimal solution and low-convergence rate.

The primary idea of SVM is using a high dimension space to find a hyper plane to do binary

division, where the achieved error rate is minimum. An SVM can handle the problem of linear in

separability. An SVM uses a portion of the data to train the system and finds several support

vectors that represent training data. These support vectors will be formed into a model by the

SVM, representing a category. In classifier, SVM is adopted widely because it can provide high

classification accuracy.

(C) RIPPER Algorithm [24]: RIPPER (Repeated Incremental Pruning to Produce Error

Reduction), was proposed by William W. Cohen. It consists of two main stages: the first stage, it
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constructs an initial rule set using a rule induction algorithm called IREP; the second stage further
optimizes the rule set initially obtained. These stages are repeated for k times. IREP is called
inside RIPPER-k for k times. For each iteration, the current dataset is randomly partitioned in two
subsets: a growing set, that usually consists of 2/3 of the examples and a pruning set, consisting in
the remaining 1/3. These subsets are used for two different purposes: the growing set is used for
the initial rule construction (the rule at growth phase) and the pruning set is used for the pruning
(the rule in pruning phase). MDL (Minimal Description Length) is used as a criterion for stopping

the process in IREP.

2.4 Benchmark Data Sets

To evaluate the proposed approach, the six benchmark data sets from the UCI repository
[9]—KDD 1999 cup, KDD 2004 cup, KDD 2008 cup, CoverType, Zoo and Arcene are used In
this thesis. However, the KDD 1999 cup—Computer network intrusion detection, is used to
compare with other four methods because it is still popular, and researchers provided their subset
of features. While the rest of data sets are used to evaluate the proposed approach compared with
the ground truth, the entire features.

(A) KDD Cup 1999 data set: the KDD Cup 1999 data set is used to study and evaluate
research in intrusion detection in terms of unauthorized usage, denial of service, and anomalous
behavior. The data set is the real data which is captured in the real network. It includes many
kinds of attack data, also including the normal data (Stolfo et al. distinguishing normal
connections from attacks [25]). The raw data was processed in to 22 known attack and 17
unknown attack types. These attacks are divided into four categories: DoS (denial-of-service, e.g.,
SYN flood), probing (surveillance and other probing, e.g., port scanning), U2R (unauthorized
access from a user to root privilege, e.g., various “buffer overflow” attacks) and R2L
(unauthorized access from remote to local machine, e.g., guessing password). For each TCP/IP
connection, 41 input features plus one class label. This domain expert is extracted in the data set
belonging to four kinds [26]-[28] as following:

¢ Basic Features: Basic features can be derived from packet headers without inspecting the
payload.
« Content Features: Content features are features that look for suspicious behavior in the

data portions—suggested by domain knowledge, such as the number of failed login attempts.
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» Time-based Traffic Features: These features are designed to capture properties that
mature over a 2 second temporal window. One example of such a feature would be the number of
connections to the same host over the 2 second interval.

» Host-based Traffic Features: Utilize a historical window estimated over the number of
connections — 100 patterns are used— instead of time. Host based features are therefore designed

to assess attacks, which span intervals longer than 2 seconds.

However, this study focuses on known attack types because in real world, known patterns
always occur in network systems; moreover, most previous researchers were interested only in the
known patterns.

Therefore, this data set consists of three components as follows: only “10% KDD Cup”
data set is utilized for the purpose of training set. This data set is composed of 22 attack types.
The data set was randomly divided from version of the “100% KDD Cup” dataset. It contains
more examples of attacks than normal connections and the attack types are not represented
equally. Because of their nature, denial of service attacks account for the majority of the dataset.
On the other hand, the “Corrected KDD Cup” data set provides a dataset with different statistical
distributions than either “10% KDD Cup” or “100% KDD Cup” and contains 17 additional
attacks. Therefore, the test data set is not from the same probability distribution as the training
data set, and it includes specific attack types not in the training data. This makes the task more
realistic.

Training data set (10% KDD Cup) In this thesis contains 49,451 records, which are
randomly generated from the KDD Cup 1999 for 10% training data set that consists of 9,768
normal patterns, 39,085 known DoS patterns, 435 known Probe patterns, 111 known R2L patterns
and 52 known U2R patterns.

Test data set in this thesis composes of three different test data sets, which are randomly
selected from the test data set of KDD Cup (corrected KDD Cup), 100% test data set. Table 2.1

gives the number of records on three different test data sets

Table 2.1 The number of records on three different test data sets.

Data Set Name No. Record

D1 186,745
D2 49,438
D3 25,419
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(B) The other UCI benchmark data sets: To increase reliability of evaluating the proposed

approach, the other UCI benchmark data sets in the Table 2.2 were used too.

Table 2.2 The details of other UCI benchmark data sets.

No. No.
Data Set Data Set Description
Instances | Attributes
KDD 2004 cup— The goal is to predict which proteins are
145,751 77
Bioinformatics homologous to a native sequence.
KDD 2008 cup— It focuses on the problem of early
Breast cancer from 102,294 118 detection of breast cancer from X-ray
X-ray images images of the breast.

Predicting forest cover type from

CoverType 581,012 54

cartographic variables only.

Here is a breakdown of which animals are
Zoo 101 18

in which type.

It is to distinguish cancer versus normal
Arcene 100 10,001

patterns from mass-spectrometric data.

2.4.1 K-Fold Cross-Validation

However, since data sets in Table 2.2 were not divided into a training data set and testing
data set clearly, k-fold cross validation is performed to validate classification accuracy. Cross-
Validation [29, 30] is a statistical method of evaluating and comparing learning algorithms by
dividing data into two segments: one used to learn or train a model and the other used to validate
the model. In typical cross-validation, the training and validation sets must cross-over in
successive rounds such that each data point has a chance of being validated against. The basic
form of cross-validation is k-fold cross-validation. Other forms of cross-validation are special
cases of k-fold cross-validation or involve repeated rounds of k-fold cross-validation. In k-fold
cross-validation the data is first partitioned into k equally (or nearly equally) sized segments or
folds. Subsequently k iterations of training and validation are performed such that within each
iteration a different fold of the data is held-out for validation while the remaining k-1 folds are
used for learning. Figure 2.6 shows division of data set for cross-validation. In data mining and

machine learning 10-fold cross-validation (k = 10) is the most common. Cross-validation is used
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to evaluate or compare learning algorithms as follows: in each iteration, one or more learning
algorithms use k-1 folds of data to learn one or more models, and subsequently the learned

models are asked to make predictions about the data in the validation fold.

|| divide &fold

Data set

Figure 2.6 k-fold cross-validation for each data set

The goals of the cross-validation are (1) to estimate performance of the learned model
from available data using one algorithm. In other words, to gauge the generalizability of an
algorithm, and (2) to compare the performance of two or more different algorithms and find out
the best algorithm for the available data, or alternatively to compare the performance of two or

more variants of a parameterized model.

In this thesis, each data set in Table 2.2 is divided into ten folds as Figure. 2.4.
Afterwards, divided data set are crossed-over to reduce bias of data for testing classification
accuracy. For example, the data set is divided into 20% as training set and the rest (80%) for test
set shown in Figure 2.7. The classification accuracy of each training data set derives from the

average of classification accuracy from all test data set.
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Figure 2.7 The divided data set as training 20%

2.4.2 Numerization

Nevertheless, the data sets used in this thesis which meet the demands of proposed
methods must be numerical value. Therefore, the symbolic or nominal or categorical data should
be transformed into numerical data, otherwise they are not computed. Therefore, all categories of
a nominal attribute of all data sets in this thesis are converted by a technique of numerization of
nominal attributes. There are two ways to perform numerization of nominal attributes [31-34].
One method is to map the values of a nominal attribute to integers, which is named “integer
coding”; where integer values are between 0 to k-1, where k is the number of values in the
nominal attribute. For example, if an attribute can take three possible values such as an attribute
of protocol type in the KDD 1999 data set which has three values as follows: icmp, tep, udp, then
these nominal values are turned into a set of integers, i.e., {0, 1, 2} respectively. The disadvantage
of this approach, however, lies in the fact that it imposes an order that does not exist in the
original data. Another method is to divide a nominal attribute into » binary attributes, which is
called “binary coding” or “dummy coding™, if there are possible values (here, n > 2), with 0/1
representing the absence or presence of each value.

For instance, an attribute of protocol type in the KDD 1999 data set which has three
values as follows: icmp, tcp, udp, then this attribute can be turned into numeric based on binary

coding as follows:
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1D | Protocol type | ... 1D | Protocol | Protocol_ | Protocol_ | ...
1 iemp '4 : typeﬁmmp typsjcp : ype udp
2 tep Map into | 1 0 0
3 udp 2 0 1 0
4 tep 3 0 0 1
Before mapping 4 0 1 0
After mapping

Figure 2.8 An example of mapping nominal based on binary coding technique

However, although this method overcomes the shortcomings of the first integer approach,
it will generate a large set of derived attributes if n is large; moreover, it does transform the

structure of data set. Hence, in this thesis, the integer approach is employed.
2.4.3 Min-Max Normalization

After mapping nominal data into numerical data, all values of attributes in each data set
are made equivalent by using the Min-max normalization. The Min-max normalization is the
simplest normalization technique and the most commonly used to standardize the range of
independent attributes or features of data sets [34, 35]. Min-max normalization is the simplest
normalization technique that is best-suited for the cases where the bounds of the scores produced
by a classifier are known.

e

min

= minimum of the value in the data set;
® | =maximum of the value in the data set;
In this case, given a set of matching values x,, i=1, 2,..., M, the set of normalized scores is

given by as follows:

X%~V

min

T K @

max min
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2.5 Cosine Similarity

Cosine similarity [36-38] is a measure of similarity between two vectors of n dimensions
by finding the cosine of the angle between them. The cosine measure has the range [-1, 1]. The
cosine of the angle between two vectors thus determines whether two vectors are pointing in

roughly the same direction.

This is often used to compare documents in text mining. Given two vectors of attributes,
A= {x,x,...x,} and B = {y,y,....y,}, the cosine similarity @, is the measure of the angle

between the two vectors and is defined as:

n

\[F 2, (Fe) (5)
* |3}

n n

2 2
Z g Z Yi
=l i=1

x|

Sim(A,B)=Cosf =

|

The resulting similarity ranges from -1 meaning exactly opposite, to 1 meaning exactly
the same, with 0 usually indicating independence, and in-between values indicating intermediate
similarity or dissimilarity. For text matching, the attribute vectors 4 and B are usually the term

frequency vectors of the documents.

In this thesis, 4 and B are represented any attributes in each data set while x, and y, are
referred to each value in 4 and B. Moreover, the cosine similarity of two attributes will range
from 0 to 1, since the similarity value cannot be negative. The angle between two vectors cannot

be greater than 90°.

Figure 2.9 The victor space model: Cosine Similarity
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2.6 Euclidean Distance

In mathematics, Euclidean space [39-41] is the Euclidean plane, the three-dimensional
space of Euclidean geometry. Classical Greek geometry defined the Euclidean plane and
Euclidean three-dimensional space using certain postulates, while the other properties of these
spaces were deduced astheorems. In modern mathematics, it is more common to define
Euclidean space using Cartesian coordinates and the ideas of analytic geometry. This approach
brings the tools of algebra and calculus to bear on questions of geometry, and has the advantage
that it generalizes easily to Euclidean spaces of more than three dimensions. From the modern
viewpoint, there is essentially only one Euclidean space of each dimension. In dimension one this
is thereal line; in dimension two it is the Cartesian plane and in higher dimensions, it is
a coordinate space with three or more real number coordinates, an n-dimensional real coordinate
space. A point in Euclidean space may be identified by a tuple of real numbers, and distances are
defined wusing the Euclidean distance formula. Mathematicians often denote the n-
dimensional Euclidean space by R”, or sometimes E™ i they wish to emphasize its Euclidean

nature.

Figure 2.10 Every point in three-dimensional Euclidean

Euclidean space is more than just a real coordinate space. In order to apply Euclidean
geometry one needs to be able to talk about the distances between points and the angles between
lines or vectors. The natural way to obtain these quantities is by introducing and using the
standard inner product (also known as the dot product) onIR”. The inner product of any two

real n-vectors x and y is defined by as follows:
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The result is always a real number. Furthermore, the inner product of x with itself is

always nonnegative. This product allows us to define the "length" of a vector x as:

(M

This length function satisfies the required propertiecs of anormand is called
the Euclidean norm onR” . The (non-reflex) ‘angle £(0° <& <180°) between xandyis then

given by:

6 =cos {&] (8)
-1

4 : )
Where COS  is the arccosine function.

Finally, one can use the norm to define a metric (or distance function) on R’ by

de =[xy = > G -y ©)

This distance function is called the Euclidean metric or Euclidean distance.

Euclidean distance is the most common use of distance [42-45]. In most cases when
people said about distance, they will refer to Euclidean distance. Euclidean distance or simply
“distance” examines the root of square differences between coordinates of a pair of objects. In
mathematics, the Euclidean distance or Euclidean metric is the "ordinary" distance between two
points. The Euclidean distance between two points 4 = (x, x,, X,....x,) and B = (y,, ¥, y;....y,) is

defined as:

AAB =53V +H05 =3+ -+ 50 =J_”Z(x,—x)2 (10)

In this thesis, 4 and B are represented any attributes in each data set while x, and y, are
referred to each value in 4 and B. Moreover, the lowest distance value between two attributes will

be uoss.
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2.7 Evaluation Measurement Techniques

To evaluation the proposed approach, the accuracy rate of classification, and #-Test are

used in this thesis.

2.7.1 Accuracy Rate of Classification

The accuracy rate of classification is the degree of closeness to actual value. The
accuracy rate is computed from number of correct classifications divided by the total number of

classifications:

Aecuracy = AT AL (11)

TP+ FP+ FN+TN

Note that the true positives (7P) and true negatives (TN) are correct classification while a
false positive (FF/P) representing for the outcome is incorrectly predicted as positive when it is
actually negative. A false negative (FN) meaning for the outcome is incorrectly predicted as

negative when it is actually positive.

Figure 2.11 Confusion Matrix of a two-class prediction

2.7.2 t-Test

A tTest is any statistical hypothesis test in which the test statistic, -Test can be
computed by using equation (13). In this thesis, the #Test is used for comparing whether the
accuracy rate of the proposed approach is better than other methods at 0.05 level of statistical

significance or 95% confidence interval.
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Note that f{represents the null hypothesis. There is no difference between the mean of
the accuracy rate of the proposed approach and the mean of the accuracy rate of the other
approaches while /| represents the mean of the accuracy rate of the proposed approach is better

than the mean of the accuracy rate of the other approaches.
HO : ﬂpruposed - luolhe.l'

Hl : auproposed > Jua.'her

4 represents the average of accuracy rate from either the proposed approach or the other

approaches.
AN X~y
S 17 (13)
~
: Where X =the mean value of summation of the difference

S.D.=the standard deviation of the difference

14, =the mean difference in the population, given a true H {often 1, =0,

but not always}
n=the number of values

Since the aceuracy rate of methods from the experimental results are slightly different,
the assumption was set that the accuracy rate of the proposed approach is better than other

methods at 0.05 level of statistical significance, the hypothesis test can be determined as follows:

H: The accuracy rate of the proposed approach has no difference from each accuracy

rate of other methods (H: £4,,.0cea — Homer = p =0).

H, : The accuracy rate of the proposed approach greater than each accuracy rate of other

methods (Hl : )uproposed ~ Hother > Hp >0 )
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For example,

Table 2.3 An example of accuracy rate of two methods.

Accuracy Rate (%)
Data Set| GA Proposed Approach
1 90.51 99.8
2 90.49 99.9
3 91.1 99.8

Step 1: Determine Hypothesis:

H: The accuracy rate of the proposed approach has no difference from accuracy rate of

GA methods (HO ; lupropr)sed - #(i/{ i #D =0 )

H, : The accuracy rate of the proposed approach has no difference from accuracy rate of

GA lTlEﬂ'lOdS (Hl : luproposed _/u(y'A > )uD ¢ 0 )
Step 2: Compute #-Test by using equation (13):

Table 2.4 The different values between proposed approach and GA.

Accuracy Rate (%)
Data Set GA | Proposed Approach X,
1 90.51 99.8 9.29
2 90.49 99.9 9.41
3 91.1 99.8 8.7
> X=274
- > X 274
=== =0.1333333
n
S.D.=0.3800439
X -y, 9.1333333-0

= =41.625

N S.z%/; - 0.380043%/§

=
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Step 3: Determine the level of statistical significance:

a=0.05

; Where o represents level of statistical significance
Step 4: Find the values of 7, 4 0y using Critical Values of 7 (see the appendix B):
; Where o = 0.05, df (degree of freedom) =n-1=2

" Typsa = 4303

Step 4: Compare fwith7,

052"
1=41.625
Loosa T 4-303
E r>t().()S_Z
Step 5: Interpretation and conclusion of hypothesis:

Since ¢ is more thanf, .5, , [;is rejected and H, is accepted that means the accuracy

rate of proposed approach is better than the accuracy rate of the GA method.

The above example shows the method of computing r-Test without using any statistical
programs. However, in this thesis, IBM SPSS Statistics is the statistical program used to compute
t-Test; therefore, Sig.(2-tailed) value obtained from the program is used to interpret and conclude

the hypothesis as follows:

1. If Sig.(2-tailed) value/2 is more than the 0.05 level of statistical significance, His
accepted that means the accuracy rate of the proposed approach is not better than the accuracy
rate of any methods that are used to compare.

2. If Sig.(2-tailed) value/2 is less than the 0.05 level of statistical significance, His
rejected and  f| is accepted that means the accuracy rate of the proposed approach is better than

the accuracy rate of any methods that are used to compare.
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95% Canfidence Interval of the

Std. Error Diffarence
Mean 5td. Deviation Mean Lower Upper t df Sig. {2-tailed)
EUCOSSIM- GA | 91333333 .3800439 2194184 8188251 100774146 | 41.625 2 00

Figure 2.12 Sig.(2-tailed) of #-Test from IBM SPSS Statistics program

Figure 2.12 shows an example of output of #Test from IBM SPSS Statistics program.

According to Figure 2.12, the value of Sig.(2-tailed)/2 is used to make a decision to accept

hypothesis H,, or H,. From this table, it can be concluded that f/, can be rejected; thus, the

accuracy rate of the EUCOSSIM approach is better than the accuracy rate of the GA method.




CHAPTER 3

A PROPOSED APPROACH

The proposed approach is a good method to select or extract significant features used to
build a prediction.

The EU-COSSIM is less complexity, smaller storage space, higher accuracy, and more
reliable than the other techniques, especially machine learning techniques, since those techniques
are more complicated and more difficult to understand and to implement into real-world
application as well. Furthermore, the proposed approach does not rely on the class label like our
previous method and also the proposed approach can select a subset of features without using the
threshold parameter.

The EU-COSSIM is based on hypothesis as follows: (1) each feature in a group should be
relevant with other features in a group and (2) any feature will be determined as a significant
feature if it is relevant to other features in a group more than once. Therefore, with this proposed
approach, the threshold is not used. Moreover, the method that can help us to calculate a relevant
value of each feature is led to use. EU-COSSIM is divided into two approaches; each one uses
different equations. Both employ the same training set. Finally, a set of selected robust features is
a union set of feature sets from each approach. A robust feature set is applied to build a predictive

model. Figure 3.1 shows the overall for system architecture in EU-COSSIM.
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Raw Data

]

Training Set

| l

\ Approach 1 Approach 2

A Set of significant A Set of significant
Features from Features from
Approach 1 Approach 2

< e >

A final Set of
robust Features

Figure 3.1 The system architecture for EU-COSSIM

In this thesis, Euclidean Distance and Cosine Similarity are used to compute a relevant
value of each feature (attribute) with among other features in training set to find which feature is
most relevant with each feature by considering which feature gives a maximum value of the
distance. Now, the most relevant feature of each feature in training set is known. There is a set of
relevant features after that negligible features are filtered out in order to keep only significant
features. A criterion used to remove unimportant features is “each relevant feature, whose
frequency is less than two, is removed from a set of relevant features. Therefore, a set of relevant
features get rid of insignificant features. A relevant feature whose frequency is more than one is
promoted as a significant feature”. Nevertheless, since there are two methods (Euclidean distance
and Cosine similarity), there are two significant subsets of features. Thus, to get a set of robust
features, two significant subsets of features are union together.

To understand more clearly the proposed approach has an algorithm descripted step by

step as follows:
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In the proposed approach 1, each attribute of n attributes without class attribute in
training data set is represented as A, A, A,..., A, respectively as shown in Figure 3.2. The
algorithm is as follows:

+ Let L be the number of attributes. Therefore L is equal to n. Then, C;, is computed by
using an equation (14) , where 1 <i <L and 1 <k <L. C,, for any i, is an element in C, as
shown in Figure 3.3. C,, must have a value in rank of 0 and 1. C;, = 1 where i =k. C;; should be
computed when i is less than k because of C;, = C, . Figure 3.4 looks like a lower triangular
matrix. The number of elements in this matrix is equal to (L(L-1))/2 where the number of
attributes, L = n.

+ Then find the maximum value C,, where i # k in each C, and then put i, the selected
attribute index, in the set R1 by keeping its frequency also.

« Each attribute index, whose frequency is less than two, is removed from RI.
Therefore, R1 is a set of attributes whose frequency is more than one.

«  Set R1 is modified be a set of reduced redundant attributes.

Z (x50 x;4)
C oy = i=1 (14)

ik A 3
2 2
T e E ;
X“ ; x.hk
i i=1

=1

m
AN \/Z (Xj,i_xj,k)2 (15)
j=1

The proposed approach 2 is similar to the proposed approach 1. Each attribute of n
attributes without class attribute in training data set is represented as 4, 4., 4,,..., 4, respectively
as shown in Figure 3.2. The algorithm is as follows:

« Let L be the number of attributes. Therefore, L is equal to n. Then, C,, is computed by
using an equation (15) where 1 <i<L and 1 <k <L. C,, for any i, is an element in C, as shown
in Figure 3.3. C;, =0 where i = k. C,, should be computed when i is less than k because of Gy =
C, .. Figure 3.4 looks like a lower triangular matrix. The number of elements in this matrix is
equal to (L(L-1))/2.

* Then find the maximum value C,, where 1 # k in each C, and then put i, the selected

attribute index, in the set R2 by keeping its frequency also.



« Each attribute, whose frequency is less than two, is removed from R2. Therefore, R2

is a set of attributes whose frequency is more than one.

»  Set R2 is modified be a set of reduced redundant attributes.

R1 and R2 are sets of significant features from both proposed approaches. For the next
step, both sets of significant features are utilized to achieve a final set of robust features by using

union set operation. S = R1IUR2. Finally, a final set S consists of robust features that are used to

generate a model.

BEGIN

16.
17.
18.
19.

A pseudo code of the proposed algorithm

PROGRAM

PROCEDURE R1

/% compute each C,, using equation (14) ¥/

1 n = the number of attributes;

2. m= the number of instances;
3. L=n;
4. R1 asarray[L];
5. FOR k=1 TOL
6. FOR =] TOL
. t1=0:
8. 12=0;
G, t3=0;
10. FOR j=1TOm
11. “:(Xj.e*xux)ﬂ i
12 2=(x, )" +H2;
13. (3=(x,,)"#3;
END LOOP
14. C,‘k=t1/sqrt(t2*t3);
END LOOP
END LOOP

/* to find maximum value in each C, to get Set RI %/

5. FOR k=1 TOL

FOR i=1TO L
IF ik THEN

IF C,, = MAXIMUM(C,) THEN

RI=i;

END IF




END IF
END LOOP
END LOOP

/* to get the significant feature subset from Set R1 %/
20. Remove each attribute index, whose frequency is less than two in
R1, from R1;
END
END PROCEDURE R1
PROCEDURE R2
BEGIN
/% compute each C,, using equation (13) */
21.  n=the number of attributes;
22.  m= the number of instances;
23. L=n;
24.  R2 asarray[L];
25, FOR k=1 TO L

26. FOR~ i=1 TO L
27. 11=0;
28. FOR < k=ITO 'm
29, t1=(x, - %,
END LOQP
30. C, = sqri(tl);
END LOOP
END LOOP

/* to find maximum value in each C, to get Set R2 ¥/

36 ROR k== NI,

32. FOR =1 TO L
33, IF i¥k THEN
34. IF. C; = MAXIMUM(C) THEN
35, R2=i;
END IF
END IF
END LOOP
END LOOP

/¥ to get the significant feature subset from Set R2 */

36. Remove each attribute index, whose frequency is less than two in
R2, from R2;

END

END PROCEDURE R2

BEGIN

37. S as array[L]
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/* 8 consists of the robust features getting from RI U R2 */
38.S=R1 UR2;
END

Figure 3.2 A pseudo code of the proposed algorithm

Atributes
- I A, A, A,
s X4 X12 Xi3 Xin
§ X1 X532 Ko X0
E
§ X34 X3z X33 Xf' n

Figure 3.4 Structure of any vector C,

Figure 3.5 shows structure of any vector C, used to keep each value computed by the

proposed equation (14) or (15).

C:’,1

CZ.1 CZ,.?

CJ,T CS,Z 63,3

Cm.? Cm,2 Cm,:? 2k Cm,rJ'

Figure 3.5 A computation loop of any vector C,
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3.1 Example of Applying the EU-COSSIM

Below it shows how to select a feature subset of KDD 1999 Cup data set using the
proposed method as follows:
From the proposed approach 1, each atiribute of 41 attributes in KDD Cup 1999 training

set is represented as A, 4, 4,,..., A,, respectively as shown in Figure 3.6.

Next let L be the number of attributes. Therefore L is equal to 41. Then, C;, is computed
by using an equation (14) , where 1 < i <L and 1 < k <L. C,, for any i, is an element in C, as
shown in Figure 3.7. C;, must have a value in rank of 0-and 1. C; =1 where i = k. C;; should be
computed when i is less than k because of C,, = C, . Figure 6 looks like an upper triangular
matrix. The number of elements in this matrix is equal to (L(L-1))/2. Then find the maximum
value C;, in each C,, and then put i, the selected attribute index, in the set R1 by keeping its
frequency also. After that each atiribute, whose frequency is equal to one, is removed from R1.
Therefore, R1 is a set of attributes whose frequency is more than one. Finally set R1 is modified

be a set of reduced redundant attributes.

From the proposed approach 2, this approach is similar to the proposed approach 1. Each
attribute of 41 attributes in KDD Cup 1999 training set is represented as A, A, A, ... 4,
respectively as shown in Figure 3.6, Then let L be the number of attributes. Therefore, L is equal
to 41. Then, C,, is computed by using an equation (15) where 1 < i<Land 1 £ k<L.C,, for
any i, is an element in C, as shown in Figure 3.7. C,,=0 where i = k. C;; should be computed
when i is less than k because of C;, = C, . Next find the maximum value C,, in each C,, and then
put i, the selected attribute index, in the set R2 by keeping its frequency also. After that each
attribute, whose frequency is equal to one, is removed from R2. Therefore, R2 is a set of
attributes whose frequency is more than one. Finally set R2 is modified be a set of reduced

redundant attributes.
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Attributes
A, A, As A
X1 Xi2 Xi3 | | Xra
,_:g' | X X3 X33 X541
B X
= X3,1 3.2 Xz3 | | Xam
Xm,1 Xm,z Xm.3 Xm‘41

RS, W ¢,
11
2,1 C2,2
3.1 03,2 C3.3
1.41 C2.41 Ci‘” C4T,41

Figure 3.7 Structure of any vector C, in KDD 1999 Cup data set

Now, there are R1 and R2 that are sets of significant features from the proposed
approachel and the proposed approach 2 respectively. Next step, a union of two sets R1 and R2 is

a robust feature subset that is used to generate a model for detecting intruders.

3.2 Discussion of the proposed approach

The proposed approach was separated into two methods because they can provide a
feature subset that can cover all groups of class in any data sets. The only method is not sufficient
to select features for building predictive patterns wrapping every class; thereby, if there is more
than one method to select features, it would be better. In Figure 3.8, it shows only one pattern that
is represented by a circle cannot wrap every class such as A, B, C, D, E because D and E class is
not covered by a circle. Thus, it should have another method used to build a new pattern to

capture the rest of the class.



E D
E
E
D
D

Figure 3.8 An example of pattern that cannot cover every class

Therefore, in this thesis, two methods were used to select a feature subset. The proposed
approach 1 is based on the Cosine similarity method. The proposed approach 1 is a core technique
used for select features that can wrap the class as much as possible. Since the proposed approach
1 discards all irrelevant features, it may discard too much features. Only the core relevant features
maybe not cover all characteristics of the classes. Then it needs to find the essential irrelevant
features by doing the proposed approach 2. The proposed approach 2 uses the Euclidean distance
method find suitable features that cover the rest of the class. The main idea is the proposed
method try to find the core features that cover for all characteristics of the classes.

Moreover, two proposed approaches use a maximum value of features computed by
Cosine similarity and Euclidean distance to consider selecting feature based on using the Union
operation. Since the proposed approach 1 is based on the Cosine similarity method, the maximum
value help to know which feature is important or relevant most while the proposed approach 2
based on Euclidean distance method is used to find the outer features that are discarded from the
proposed approach 1; hence, the rest of suitable features have to consider from the maximum
value also because if the proposed approach 2 is considered by the minimum value, the selected
features are possibly quite similar to the features selected by the proposed approach 1.

However, in Chapter 4, the Section 4.1 is shown the evaluation of our two
proposed approach considered the only maximum value and the Union operation by comparing
their accuracy rate to the accuracy rate of our two proposed approach using the other operations

with utilizing the only maximum, the only minimum, or the maximum and minimum.



CHAPTER 4

EXPERIMENTAL EVALUATION

In order to evaluate a final set of robust features gained from our proposed approach, the
six benchmark data sets from the UCI repository [29](KDD 1999 cup, KDD 2004 cup, KDD
2008 cup, CoverType, Zoo and Arcene) and C5.0, SVM, and RIPPER Algorithms described in
Chapter 2 are used to evaluate the proposed approach. The Section 4.1 displays the experimental
result of the proposed approach using different operations while the Section 4.2 shows the
experimental result of KDD 1999 cup data set. Section 4.3 is about evaluating the proposed
approach with other data sets. For environment of our experimental evaluation, the HP Pavilion
P6000 Series Desktop with Intel® Core™ i5 CPU 2.40 GHz, and 4 GB of RAM were used.
Moreover, for C5.0 algorithm, there was no set up any parameters. For SVM algorithm, the
kernel type was set up as “radial basis function”. For RIPPER algorithm, the pruning parameter

was set as “False™.

4.1 Evaluation of the proposed approach using different operations

Table 4.1 A feature subset of KDD cup 1999 data set based on the proposed approach using

different operations.

No. Type Features No. Features
i1l e UsN {2 13 14T"51624”£?2830343541} 13
2 ¢ . UE, {5.7,8,9,15,18,25,27,28,29,33,34,41} 13
3 ¢ LB {2,7,9,13,14,15,16,24,25,27,28,29,30,33,34,35,41} 17
4 c. UE__ {5,7,8,9,15,18,28,41} 8
5 c_NE__ {0} 0
6 C.NE_ {7.9,15,28,41} 5
o ¢ NE, {15,27,28,34,41} 5
8 C,.,NE,, {0} 0
9| C_ XORE__ | {2,5,13,14,15,16,24,27,28,30,34,35,41} 13

10| C_ XORE | {58,182527,29,33,34} 8
11| C,.XORE_ | {2,79,13,14,1624,2529,30,33,35} 12
12 |-C - XORE, - {{7:8,9,15,18,28,41} 7
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This section shows the accuracy rate of the proposed approach that uses different
operations that are Union operation (U), Intersection operation (N) and XOR operation (XOR);
moreover, in procedure of selecting feature, it not only considers a maximum of each value of
each feature computed from equations (14) and equation (15) in chapter 3, but also it uses the
maximum and minimum because of needing to compare the effective accuracy rate of the
proposed approach using the Union operation with employing the only maximum value of each
feature to select features with the other accuracy rates of the proposed approach using the other
operations with utilizing the only maximum, the only minimum, or the maximum and minimum
to select features.

In Table 4.1, the second column shows each technique using different operations with
employing the maximum or minimum of each feature to consider selecting features while the
third column displays each subset of features selected by each technique in the second column.
Final column shows the number of features of each technique.

Note that C__ represents the technique using the Cosine Similarity method and
employing maximum to consider selecting features.

E__ means the technique using the Euclidean distance method and employing

max

maximum to consider selecting features.

C,,,, denotes the technique using the Cosine similarity method and employing

minimum to consider selecting features.

E_. is represents the technique using the Euclidean distance method and

min

employing minimum to consider selecting features.

C,.. UE__ symbolizes our proposed approach in the thesis considering the
maximum value of features computed by Cosine similarity and Euclidean distance to select

feature based on using the Union operation.

Table 4.2 shows the accuracy rate of KDD cup 1999 data set based on each technique’s
the feature subset in Table 4.1 acquired from building predictive models using C5.0, SVM, and

RIPPER algorithms.

From the experimental result in Table 4.2, it shows our proposed approach in the number
one considering the maximum value of features computed by Cosine similarity and Euclidean

distance to select feature based on using the Union operation (C,,, U E_ ) can perform the

max
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efficiency in selecting the features effectively because it can help all predictive models based on
C5.0, SVM, and RIPPER algorithms to succeed in maximizing the accuracy rate when compare
to the other techniques. However, a technique number 9 (C__ XOR E__ ) considering the
maximum value of features computed by Cosine similarity and Euclidean distance to select
feature the same as our proposed approach but using a different operation that is XOR can show
as the effective accuracy rate as our proposed approach. Because from Table 4.1, it find they
provide the same as the feature subset. Nevertheless, the Union operation is considered to use for
combining two feature subsets in the proposed approach because the computational cost of Union
operation is less than XOR operation. Since the Union operation is composed of one operation

while XOR is consisted of three operations that are Union, Minus, and Intersect operations

(\W =), The Union operation must have the computational cost less than XOR operation.

Therefore, to use the only maximum as criteria to consider selecting features based on the
Cosine similarity and Euclidean distance methods is one of major factors to acquire the robust

subset of features when it is considered with the Union operation.

4.2 Experimental Result of KDD 1999 Cup Data Set

The KDD 1999 Cup data set (one train set and three test sets in Table 2.1) in Section
2.3(A) is used to evaluate the proposed approach.

The EU-COSSIM is compared with other five methods as follows:

1. Entire features containing 41 features.

2. GA method is proposed in [17],

3. Kok-Chine Khor approach is proposed in [20].

4. Euclidean-based method is proposed in [21].

5. Cosine-based method is proposed in [22].

Those methods are used for comparison in this thesis because all of them informed their
selected features clearly. Note that the measurement in this thesis of the experimental results is
based on an accuracy rate that is the standard metrics for evaluations of intrusion [27]: Detection
rate (TP) refers to the ratio between the number of correctly detected attacks and the total number
of attacks while false alarm rate (FP: false positive) means the ratio between the number of
normal connections that are incorrectly misclassified as attacks and the total number of normal

connections. Moreover, an independent-sample t-test is adopted to compare whether results are
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significant difference between methods within three classification algorithms—C5.0, SVM, and
RIPPER built predictive models using the proposed feature set and other feature sets.

In EU-COSSIM, the proposed approach 1 (R1) can extract 12 significant features out of
41 features while the proposed approach 2 (R2) can take only one significant feature. However,
when both sets of significant features are collected together by using union operator, each robust
feature is selected. The proposed approach 1 and approach 2 through union operator obtain 13
robust features displayed in Table 4.3. However, when consideration on the features obtained by
the proposed method (EU-COSSIM), the Euclidean-Based method proposed in [21], and the
Cosine-Based method proposed in [22] labeled sets as EUCO, E21, CO22 respectively found that
EUCO is a subset of E21 union with CO22 or can labeled as EUCO C {E21 U CO22}, EUCO ¢
E21 and EUCO & CO22. Therefore, the proposed method is the method that can filter only
important features from Euclidean-Based and Cosine-Based to reduce the large number of
features to the small number of features.

Note that each italic word in Table 4.3 represents the same features occurring in the
proposed method, the Euclidean-Based method, and Cosine-Based method, while each bold word
represents the same features occurring only in the proposed method and the Cosine-Based
method.

In Table 4.4(a), the performance of C5.0 built by using five different feature sets with
three different datasets found that the percentage of the accuracy rate of the proposed method
(EU-COSSIM) is not quite different from the entire features, the Euclidean-Based method and the
Cosine-Based method corresponding with Sig. values in Table 4.6(a) that shows there was no
significant difference between the proposed method and the Euclidean-Based method, and the
Cosine-Based method except the GA method and the Kok-Chine Khor approach. However, when
the average of the percent accuracy rate is used to consideration, it found the proposed method is
more effective than other methods in term of the accuracy and reliability. Regarding Table 4.4(b)
and Table 4.6(b), the performance of SVM built by using five different feature sets with three
different datasets shows that the proposed method is significant difference from other methods
except the Kok-Chine Khor approach. These results show that the subset of features provided by

the proposed method can work with SVM algorithm effectively.



Table 4.3 Entire feature set and selected features for four methods.
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Method

A Subset of Features Selected

No. Features

Entire Features

duration, protocol_type, service, flag, src_bytes, dst_bytes, land,
wrong_fragment, urgent, hot, num_failed logins, logged in,
num_compromised, root_shell, su_attempted, num_root,
num_file creations, num_shells, num_access_files,
num_outbound cmds, is_host login, is_guest login, count,
serv_count, serror_rate, srv_serror_rate, reerror_rate,

srv_rerror rate, same srv_rate, diff srv_rate, srv_diff host rate,
dst_host_count, dst_host srv_count, dst_host_same_srv_rate,
dst_host diff srv_rate, dst host same src_port rate,

dst_host _srv_diff host rate, dst_host serror rate,

dst_host srv_serror rate, dst host rerror_rate,

dst host srv rerror rate

41

GA

service, flag, wrong fragment, hot, diff srv_rate,
srv_diff host rate, dst host count, dst host same src port rate,
dst_host_srv_diff host_rate, dst_host_srv_serror_rate, duration,
src_bytes, srv_serror rate, land, urgent, su_attempted, num_root,
num_shells, num_access_files, isguest login

21

Kok-Chine
Khor approach

service, dst_bytes, logged in, count, dst_host count, root_shell,
dst host rerror rate

Euclidean-
Based

duration, protocol type, logged in, serror_rate, srv_serror_rate,
reerror _rate, srv_rerror_rate, diff srv_rate, srv_diff_host rate,
dst_host diff srv_rate, dst host srv_diff host rate,
dst_host_serror_rate, dst_host_srv_serror_rate,

st_host rerror_rate,dst_host srv_rerror rate, src_bytes,
dst_bytes, land, wrong_fragment, urgent, host,
num_failed_logins, num compromised, root_shell, su_aitempted,
num_root, num_file_creations, num_shells, num access_files,

is guest login

30

Cosine-Based

duration, profocol type, logged _in, serror rate, srv_serror_rate,
reerror_rate, srv_rerror_rate, diff srv_rate,srv_diff_host rate,
dst host diff srv rate, dst host_srv_diff host rate,

dst_host serror rate, dst_host_srv_serror_rate,
dst_host_rerror_rate, dst_host_srv_rerror_rate, service, flag
count, serv_count, same srv rate, dst_host_count,
dst_host_srv_count, dst_host_same_srv_rate,

dst host same src_port rate

24

EU-COSSIM

protocol_type, flag, num_compromised, root shell, su_attempted,
num_root, serv_count, reerror_rate, srv_rerror_rate,

diff srv_rate, dst_host_srv_count, dst_host_same_srv_rate,
dst host rerror rate

13

In Table 4.4(c) and Table 4.6(c), the performance of RIPPER built by using five different

feature sets with three different datasets found that there is no significant difference between the

proposed method and other methods. However, the proposed method can provides an effective

subset of features with RIPPER algorithm for building a predictive model because the average of

the percent accuracy rate is better than any others.
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In Table 4.5(a)-(c), the less value is better. The results obtained from Table 4.5(a)-(c),
show that the EU-COSSIM approach designed for selecting a set of robust features to build a
model for detecting attacks on networking system was successfully able to extract a robust feature
set for generating the model providing more accuracy of detection rate than other approaches with
a lower false positive rate than other approaches also. Moreover, in Table 4.3, the number of
feature set selected by the proposed approach is fewer than the number of feature sets extracted
by the other methods except the Kok-Chine Khor approach. The feature set in EU-COSSIM is

accounted for 31.7% of Entire feature set (13 of 41 features). This means use less storage space.

Table 4.4(a) The average of overall accuracy rate of C5.0.

Dataset Overall accuracy rate (%) on five different feature sets
Entire Kok-Chine | Euclidean- | Cosine-
GA EU-COSSIM

Features Khor approach | Based Based
D1 99.8000 97.3200 99.2500 99.8100 | 99.7900 99.8000
D2 99.5800 97.3000 98.8200 99.4600 | 99.3500 99.5700
D3 99.5000 97.3100 98.6600 99.3000 | 99.2500 99.5800
AVG. | 996200 |-973100| 989100 | 99.5230 | 994633 | ' 99.6500

Table 4.4(b) The average of overall accuracy rate of SVM.

Overall aceuracy rate (%) on five different feature sets
Dataset Entire Kok-Chine | Euclidean- | Cosine-
GA EU-COSSIM
Features Khor approach | Based Based

D1 99.0104 | 96.9718 99.6541 97.0152 | 96.9873 99.9422

D2 98.5436 | 96.9639 99.1080 97.0812 | 96.9295 99.6298

D3 98.3674 | 96.9354 98.8513 97.0849 | 96.9865 99.5909
AVG. 98.6405 | 96.9570 99.2045 97.0604 | 96.9678 99.7210




Table 4.4(¢c) The average of overall accuracy rate of RIPPER.
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Overall accuracy rate (%) on five different feature sets

Dataset Entire Kok-Chine |Euclidean- | Cosine-
GA EU-COSSIM
Features Khor approach | Based Based
D1 99.8067 | 99.7992 99.6964 99.8067 | 99.3435 99.9829
D2 99.5692 | 99.5934 98.9826 99.5692 | 99.1444 99.6824
D3 99.4650 | 99.4846 98.8237 99.4650 | 99.0834 99.6695
AVG. 99.6136 | 99.6257 99.1676 99.6136 | 99.1904 99.7783
Table 4.5(a) The average of false positive rate of C5.0.
Overall FP rate (%) on five different feature sets
Dataset Entire Kok-Chine = |Euclidean-| Cosine-
GA EU-COSSIM
Features Khor approach | Based Based
D1 0.2000 2.6800 0.7500 0.1900 0.2100 0.2000
D2 0.4206 2.7000 1.1800 0.5400 0.6500 0.4300
D3 0.5000 2.6900 1.3400 0.7000 0.7500 0.4200
AVG. | 03700, | 26900 | 1.0900 | 04800 | 0.5367 | &~ 03500
Table 4.5(b) The average of false positive rate of SVM.
Overall FP rate (%) on five different feature sets
Dataset Entire Kok-Chine [Euclidean-| Cosine-
GA EU-COSSIM
Features Khor approach | Based Based
D1 0.9896 3.0282 0.3459 2.9848 3.0127 0.0578
D2 1.4564 3.0361 0.8920 29188 3.0705 0.3702
D3 1.6326 3.0646 1.1487 29151 3.0135 0.4091
AVG. 113505 3.0430 0.7955 2.9396 3..0312 0.2790




Table 4.5(c) The average of false positive rate of RIPPER.
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Overall FP rate (%) on five different feature sets
Dataset Entire Kok-Chine [Euclidean-| Cosine-
GA EU-COSSIM
Features Khor approach | Based Based
D1 0.1933 0.2008 0.3036 0.1933 0.6565 0.0171
D2 0.4308 0.4066 1.0174 0.4308 0.8556 0.3176
D3 0.5350 0.5154 1.1763 0.5350 0.9166 0.3305
AVG. | 03864 | 03743 0.8324 | 03864 | 0.8096 0.2217

Table 4.6(a) Significance test of classification accuracy between C5.0 built using the EU-

COSSIM and other feature selection methods.

Independent-sample t-test

Std. Deviation | Std. Error Mean Sig. (95%)
EU-COSSIM
Entire Features 0.1225 0.0316)
GA - EU-COSSIM 0.1598 0.0413
Kok-Chine Khor approéch 0.1461 0.0377
Euclidean Based 0.0983 0.0254;
Cosine-Based 0.1016 0.0262 :

Table 4.6(b) Significance test of classification accuracy between SVM built using the EU-

COSSIM and other feature selection methods.

Independent-sample t-test

Std. Deviation | Std. Error Mean Sig.(95%)
EU-COSSIM
Entire Features 0.3363 0.0868| 0.011
GA - EU-COSSIM 0.3678 0.0950; _ 9624
Kok-Chine Khor approach 0.3399 0.0878) - :ﬁ.ﬁ{}t.fﬁ;
Euclidean Based 03800 0.0981] 0032
Cosine-Based 0.3785 0.0977 - 003
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Table 4.6(c) Significance test of classification accuracy between RIPPER built using the

EU-COSSIM and other feature selection methods.

Independent-sample t-test

Std. Deviation | Std. Error Mean Sig.(95%)
EU-COSSIM
Entire Features 0.2357 0.0608 : ..6;1.23
GA - EU-COSSIM 02362 o061k ol
Kok-Chine Khor approach 0.2494 00644 0021
Euclidean Based 0.2380 0.0614 - 0.318
Cosine-Based 0.2372 0.0612 - 0292

4.3 Experimental Result of other UCI benchmark Data Sets

To increase reliability of evaluating the proposed approach, the other UCI benchmark

data sets in Table 2.2 were used to do experiments with the proposed approach; moreover, the

proposed approach is compared to an InfoGain method in WEKA, and the entire features. The

accuracy rate and the number of features are employed as the evaluation measurement technique

in this Section.

Table 4.7 shows each subset of features with other UCI benchmark data sets in Table 2.2

provided by EU-COSSIM that can reduce the number of attributes from entire attributes to the

number of smaller size attributes which lead to using smaller storage space and cut down

computation time. Note that each numbers in second column in Table 4.7 refers to an ordinal

number of attributes.

Table 4.7 Each feature subset of other UCI benchmark data sets based on the proposed approach.

Data set A Subset Features Selected by EU-COSSIM NO. Features
KDD 2004 | {4,5,9,10,14,18,21,23,26,27,29,30,31,33,47,51,52,53,59,66,24,49} 22
{4,8,24,25,28,34,37,38,42,44,48,49,53,55,56,59,61,64,66,70,74,80,84 43
KDD 2008
,87,89,91,98,102,104,116,3,5,31,45,52,58,72,78,93,97,99,107,113}
Cover Type | 11,4,5,6,8,10,11,12,13,14,29} 11
Zoo {2,5,7,10,14} 5
please see at: http://webserv.kmitl.ac.th/s9062952/FeaturesBased EU- 2,031
Arcene
COSSIM. txt
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Each feature subset of other UCI benchmark data sets in Table 2.2 selected by InfoGain

method is shown in Table 4.8. Note that InfoGain method is one of attribute selection in WAKA.

It selects any features by measuring the information gain with respect to the class.

Table 4.8 Each feature subset of other UCI benchmark data sets Selected by InfoGain method.

Data set A Subset of Features Selected by InfoGain NO. Features

{56,58,61,62,63,6,57,11,8,12,31,26,7,66,32,71,13,28,38,41,36, 40

KDD 2004
42,27,60,72,67,48,43,4,69,37,51,59,46,77,68,70,52,16,9 }
{83,104,70,59,38,36,37,41,42,39,40,31,29,30,34,35,32,33,52,50,51,5 68

KDD 2008 | 5,56,53,54,45,43.44,48,49,46,47,10,8,9,13,14,11,12.3,1,2.6,7,4,5,24,2
2,23,27,28,25,26,17,15,16,20,21,18,19,95,93,94,98,99,96,97,88 }

Cover Type | {1,14,6,10,11,24,3,7,53,52,43,18,36,26,16,4,9.8,20,37,2,54,5,12,17 } 25

Zoo {14,59.4,10,2,3,11,15,16,13 } 11

please sce at: http:/fwebserv.kmitl.ac.th/s9062952/F eaturesBasedInfo 4,852

Arcene

Gain.txt

Table 4.9(a) The accuracy rate of five different data sets based on C5.0.

Accuracy rate (%)

Dataset Name
Entire Features | EU-COSSIM InfoGain
KDD 2004 99.6000 99.6100 99.5046
KDD 2008 99.4300 99.4300 99.4154
CoverType 85.8300 92.3900 84.1569
Zoo 90.3200 90.3200 85.2941
Arcene 51.0000 §3.0000 79.000

Table 4.9(b) The accuracy rate of five different data sets based on SVM.

Accuracy rate (%)

Dataset Name
Entire Features EU-COSSIM InfoGain
KDD 2004 99.8982 100.0000 99.8428
KDD 2008 99.5190 99.5464 99.5145
CoverType 86.1700 93.0400 86.0057
Zoo 97.0588 98.5294 82.3529
Arcene 56.0000 86.0000 56.0000




Table 4.9(c) The accuracy rate of five different data sets based on RIPPER.

Accuracy rate (%)

Dataset Name
Entire Features EU-COSSIM InfoGain
KDD 2004 99.7484 99.8532 99.5693
KDD 2008 99.6344 99.6569 99.6200
CoverType 86.0700 92.9400 85.1153
Zoo 97.0588 97.0588 89.7059
Arcene 53.0000 84.0000 66.0000

Table 4.10(a) The FP rate of five different data sets based on C5.0.

FP rate (%)
Dataset Name

Entire Features | EU-COSSIM InfoGain

KDD 2004 0.3900 0.4000 0.4954

KDD 2008 0.5700 0.5700 0.5846
CoverType 14.1700 7.6100 15.8431
Z00 9.6800 9.6800 14.7059
Arcene 49.0000 17.0000 21.0000

Table 4.10(b) The FP rate of five different data sets based on SVM.

Dataset Name

FP rate (%)

Entire Features | EU-COSSIM InfoGain
KDD 2004 0.1018 0.0000 0.1572
KDD 2008 0.4810 0.4536 0.4855
CoverType 13.8300 6.9600 13.9943
Zoo 29412 1.4706 17.6471
Arcene 44.0000 14.0000 44.0000
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Table 4.10(c) The FP rate of five different data sets based on RIPPER.

FP rate (%)

Dataset Name

Entire Features | EU-COSSIM InfoGain

KDD 2004 0.2516 0.1468 0.4307

KDD 2008 0.3656 0.3431 0.3800
CoverType 13.9300 7.0600 14.8847

Zoo 2.9412 2.9412 10.2941

Arcene 47.0000 16.0000 34.0000
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Figure 4.1 A comparison of accuracy rate among the entire features, the feature subset based on

InfoGain method, and the feature subset of EU-COSSIM in each of the UCI benchmark data sets

Table4.9(a)-(c) and Figure 4.1 demonstrate a comparison of accuracy rate among the

entire features, the feature subset based on InfoGain method, and the feature subset provided by

EU-COSSIM using three different classification algorithms and different data sets. From

experimental results in Table 4.9(a)-(¢c), the proposed method can show an efficiency of
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prediction because its percentage of accuracy rates of the UCI benchmark data sets is quite higher
compared to the entire features. However, it found that the accuracy rate of the proposed
approach is quite similar to the accuracy rate based on the InfoGain and entire feature methods in
KDD 2004 cup, KDD 2008 cup, and zoo data sets while in CoverType and Arcene data sets, the
accuracy rate based on EU-COSSIM is better than the other techniques. Moreover, when the
number of features is considered to measure the efficiency of the proposed approach found the
proposed approach can reduce the number of features to the smallest size when compares to the
other methods, especially the Arcene data set.

However, although the proposed approach shows the efficiency of accuracy rate based on
three classification algorithms in every benchmark data sets in this thesis, when the raw data of
each data set were considered found the proposed approach can still show the performance of
accuracy rate while the other methods cannot do when a data type of all attributes in the data set
is binary or integer, in other word, the proposed approach presents more effective than other

methods if it is applied to a binary data set or an integer data set.



CHAPTERS

CONCLUSION AND RECOMMENDATION

5.1 Conclusion

To improve the performance of accuracy rate, a new feature selection method called EU-
COSSIM is proposed by applied Euclidean Distance, Cosine Similarity and added new filtering
feature techniques for extracting a robust feature set. EU-COSSIM is divided into two small
methods. Each method has the same procedures except using the different equation mentioned
thoroughly in Chapter 3. From the experimental results, the EU-COSSIM approach yielded a
higher performance compared with other techniques. Besides, EU-COSSIM approach can help to
solve the threshold problem because features can be selected without using a threshold parameter.
Moreover, EU-COSSIM approach is not complicated technique and easier to understand because
the proposed approach has few procedures composed of the two common standard equations. All
procedures are simple and understandable. Furthermore, time processing is quite important. In
real-world applications, any techniques extracting feature sets rapidly are always beneficial in
terms of computational cost for processing data. EU-COSSIM processes fewer steps with easy
equations. In the previous Chapter, the time complexity for selected feature from our proposed
approach is less than other approaches. In addition, in Chapter 4, Section 4.1, the EU-COSSIM
approach generates a set of robust features that is smaller size than other methods, except with
Kok-Chine Khor approach. However, from experimental results, EU-COSSIM gives effectiveness
of the accuracy rate and FP rate. This help to enhance performance of NIDS in the real world.
Furthermore, in Section 4.2, the EU-COSSIM approach still shows its performance of higher
accuracy rate with smaller size of features even if it is applies with the other benchmark data sets.
The last advantage of the proposed approach is selecting a robust feature set without depending
on attribute class or class label. From the experimental results, it can conclude that the EU-
COSSIM approach is a simple feature selection algorithm using smaller storage space, reducing

computation time, and gaining higher predictive performance.
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5.2 Recommendation

In real-world applications, there are a multitude of attributes and instances. It leads to
take more time to exact the robust subset of features; hence, in the future work, the proposed
method will be developed to parallel computing system because the proposed method was
designed to support to parallel computing system that is column-block partitioning. Thus, a
proposed method based on the parallel system will help to reduce time to select the robust subset

of features.
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APPENDIX A

Data Dictionary of the Evaluation Data Sets

1. KDD Cup1999 data set

Download from: http://mwww.sigkdd.org/kddcup/index.php ?section=1999&method=data

Table A.1: Data dictionary of KDD Cup 1999 data set

Attribut No. Data Type
1 Integer
2-4 Nominal
5-6 Integer
v Binary

8-11 Integer
P4 Binary
13 Integer

14-15 Binary

16-21 Integer
22 Binary

23-24 Integer
2584, Real
82833 Integer

34-1 Real

42 Class Label
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2. KDD 2004 Cup data set

Download from: Atip://www.sigkdd.org/kddcup/index.php? section=2004&method=data

Table A.2: Data dictionary of KDD 2004 Cup data set

Attribut No. Data Type

1-2 Unique
3 Class Label
4-77 Real

3. KDD 2008 Cup data set

Download from: http://www.sigkdd.org/kddcup/index.php?section=2008 & method=data

Table A.3: Data dictionary of KDD 2008 Cup data set

Attribut No. Data Type

1-117 Real

118 Class Label

4. CoverType data set

Download from: http://archive.ics.uci.edu/mi/datasets/Covertype

Table A.4: Data dictionary of CoverType data set

Attribut No. Data Type

1=53 Integer

54 Class Label
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5. Zoo data set

Download from: http://archive.ics.uci.edu/ml/datasets/Zoo

Table A.5: Data dictionary of Zoo data set

Attribut No. Data Type
1 Unique
2-13 Binary
14 Integer
15-17 Binary

18 Class Label

6. Arcene data set

Download from: htip://archive.ics.uci.edu/ml/datasets/Arcene

Table A.5: Data dictionary of Arcene data set

Attribut No. Data Type

1-10000 Real

10001 Class Label
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Detection Model

Anirut Suebsing
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Abstract—Nowadays, data mining plays an important role in
many sciences, including intrusion detection system (IDS).
However, one of the essential steps of data mining is feature
selection, because feature selection can help improve the
efficiency of prediction rate. The previous researches, selecting
features in the raw data, are difficult to implement. This paper
proposes feature selection based on Euclidean Distance and
Cosine Similarity which ease to implement. The experiment
results show that the proposed approach can select a robust
feature subset to build models for detecting known and
unknown attack patterns of computer network connections,
This proposed approach can improve the performance of a
true positive intrusion detection rate.

Keywords-Intrusion  Detection System  (IDS);  Feature
Selection; Data Mining; Cosine Similarity and Euclidean
Distance

L INTRODUCTION

The Internet and local area networks are growing larger
in recent years. As about 1,463,632,361 people all over the
world use the Internet, they are unconsciously encountering
the number of security threats such as viruses, worms and
attacks from hackers [1, 2]. Now firewalls, anti-virus
software, message encryption, secured network protocols,
password protection and so on are not sufficient to
guarantee the security in computer networking, which some
intrusions take advantages of weaknesses in computer
systems. Therefore, intrusion detection is becoming a more
and more important technology which monitors network
traffic and identifies network intrusion such as anomalous
network behaviors, unauthorized network access, and
malicious attacks to computer systems [3].

The techniques of intrusion detection can be categorized
into two categories [4]: anomaly detection and misuse
detection. Anomaly detection identifies deviations from
normal network behaviors and alert for potential unknown
attacks, and misuse detection (signature-based detection)
detects intruders with known patterns.

Lately, data mining are introduced to help IDS to detect
intruders correctly [3, 2], and accordingly IDSs have shown
to be successful in detecting known attacks. On the contrary,
many unknown attacks IDSs still undergo from false
negative (FN: detect an attack as a normal connection),
though some intrusion experts believe that most novel

978-0-7695-3580-7/09 $25.00 © 2009 IEEE
DOI 10.1109/ACIIDS.2009.23

Nualsawat Hiransakolwong
Department of Mathematics and Computer Science
King Mongkut’s Institute of Technology Ladkrabang
Bangkok, Thailand
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attacks can be adequate to catch by using a signature of
known attacks [6].

Although data mining can help IDS to detect correctly
intruders, data mining relies on feature selection which is
one of the important procedures of data mining. Feature
selection is the technique, commonly used in machine
learning, of selecting a subset of essential features for
building robust learning models.

The goal of this paper is to effectively utilize Euclidean
Distance and Cosine Similarity for selecting essential
feature subsets with smaller size and giving higher
performance for intrusion detection.

This paper is organized as follows. A background of
feature selection, following with the fields of intrusion
detection. Euclidean Distance, Cosine Similarity, and C5.0
algorithm are addressed in Section IT. In Section III. the data
set is introduced. The proposed method is described in
Section IV. In Section V. the experimental results are
reported, and ending with the remarkable conclusions.

II.  BACKGROUND

Technological innovations in computer have led to
expediency and efficiency in capturing huge accumulations
of data. The new challenge is to transform the enormous of
data into useful knowledge for practical applications.

A preceding generic task in data mining is to
extract outstanding features for decision making. This
function can be broken into two groups: feature
transformation and feature selection [7]. Feature
transformation refers to the process of creating a new set of
combined features, especially feature construction and
feature extraction.

On the other hand, feature selection is different from
feature transformation because it does not produce new
variables. Feature selection also known as variable
selection, feature reduction, attribute selection or variable
subset selection, is a widely used dimensionality reduction
technique, which many researches focus on machine
learning and data mining and found applications in text
classification, web mining, and so on. These essential
feature subsets not only allow for faster building model by
reducing the number of features, but also help remove
irrelevant, redundant and noisy features. This allows for
building simpler and more comprehensible classification
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models which improves classification performance. Hence,
selected essential attributes are a critical issue for
competitive classifiers and for data reduction. In the
meantime, feature weighting is a variance of feature
selection. It involves assigning a real-valued weight to catch
feature. The weight associates with a feature measures its
relevance or significance in the classification task [8].
Feature selection algorithms typically fall into two
categories; Feature Ranking and Subset Selection. Feature
Ranking ranks the features by a metric and eliminates all
features that do not achieve an adequate score. Subset
selection searches the set of possible features for the optimal
subset. Feature Ranking methods are based on statistics,
information theory, or on some function of classification
[9]. In statistics, the most popular form of feature selection
is stepwise regression. It is a greedy algorithm that adds the
best feature (or deletes the worst feature) at each round. The
main control issue is deciding when to stop the algorithm. In
machine learning, this is typically done by cross validation
[10].

In this paper, Cosine Similarity and Euclidean Distance
are proposed to select robust features which can improve
performance for intrusion detection. Euclidean Distance is
used to select features for building a model for the detection
of known attacks. On the other hand, Cosine Similarity is
used to select features for building a model for the detection
of unknown attacks. Also, the C5.0 method is used for
evaluation. The introduction for Intrusion Detection System
is addressed in following section.

A.  Intrusion Detection

Network based and Host based IDSs are mainly two main
types of IDS being used now. Individual packets going
through networks are analyzed in a network-based system in
Network Intrusion Detection ~ System (NIDS). The
malevolent packets which might be passed by a firewall
filtering rules can be detected by the NIDS. While in a Host
based system, the IDS examines the activity on each
individual computer or host [11]. The techniques of
intrusion detection can be categorized into two categories
[4]: anomaly detection and misuse detection.

Anomaly detection tries to determine whether deviation
from established normal usage patterns can be flagged as
intrusions [4]. Anomaly detection techniques is based on the
assumption that misuse or intrusive behavior deviates from
normal system procedure [12]. The advantage of anomaly
detection is that it can detect afttacks notwithstanding
whether the attacks have been seen before. But the
disadvantage of anomaly detection is ineffective in detecting
insiders” attacks.

Misuse Detection or Signature-Based Intrusion Detection,
traditional technique, employs patterns of known attacks or
weak spots of the system to match and identify attacks [4].
This means that there are some ways to represent attacks in
the form of a pattern or an afttack signature so that even
variations of the same attack can be detected. The major

87

66

drawback of misuse detection is that it cannot predict new
and unknown attacks and has high false alarm rate.

In the view of the fact that Intrusion Detection System
has some faults, especially misuse detection that cannot
detect unknown attacks. Data mining and intelligent
computing techniques, such as Statistical approaches, expert
system, Pattern matching, Artificial Neural Network,
Support Vector Machines, Neuro-Fuzzy, and Genetic
Algorithm are being used to avoid above shortcomings of
intrusion detection.

B.  Euclidean Distance

Euclidean Distance is the most common use of
measurement for distance [13, 14]. In most cases when
people said about distance, they will refer to Euclidean
distance. Euclidean distance or simply 'distance' equals to
the Equal 1. In mathematics, the Euclidean distance or
Euclidean metric is the "ordinary” distance between two
points. The Euclidean distance between two points 4 = (x,,
X2, X3,..xy) and B=(y,, ¥3, ¥3,...,¥u) is defined as:

AAB=| (3T Hos 1 4054531 = ix—x)z (1)

C. Cosine Similarity

A popular measure metric of similarity between two
vectors of 2 dimensions is the cosine similarity metric [15].
Cosine similarity is used in many applications, such as text
mining and information retrieval [l6, 17]. Given two
vectors of attributes, 4 = {x,x5 ...,.x,} and B = {y1.¥2 ....Vu}-
the cosine similarity &, is the measure metric of the angle
between these two vectors defined as:

H

7. P Z(xf'y;)

A-B oy =
R,
i=l i=1
D. (C5.0 Algorithm

Classification is an important technique in data mining.
The decision tree is the most efficient approach to
classification problems—Friedman 1997 [18]. The input to
a classifier is a training set of records, each of which is
attribute values tagged with a class label. A set of attribute
values defines each record. A decision tree has the root and
each internal node labeled with a question. The arcs
emanating from each node represent each possible answer to
the associated question. Each leaf node represents a
predication of solution to the problem under consideration.
C5.0, one of methods that be used to build a decision tree, is
a commercial version of C4.5 now widely used in many data
mining packages [18]. A C5.0 model works by splitting the
sample based on the field that provides the maximum
information gain. The Gain Ratio is defined as:

Sim(A4,B)=Cos8= (2)




Gain Ratio (D, S) = Gain(D,S) (3)
P
D" D

, where D is a database state, H(-) finds the amount of order
in that state, when the state is split into s new states, S
={D,. D,...., Dy} . C5.0 uses the larger than average

information gain. This is to compensate for the fact that the
Gain Ratio values is skewed toward splits where the size of
one subset is close to that of the starting one. The algorithm
C5.0 begins to split the sub sample which is defined by the
first split, then divides it again by another different field.
One repeats this step until the subsample cannot be split. It
would re-examine the lower level split in the end. then
remove any subsample that does not contribute significantly
to the value of the model.

The method of C5.0 is very robust for handling missing
data and in a large number of input fields [18]. Therefore, we
select the method of C5.0 to evaluate our features.

duration
>5000 <=500
& a4
protocol_type service
7
tep udp ftp http
'd k) K Y
logged_in wrong_fragment src_bytes dst_bytes

ANIA VT g

normal attack normal  attack  normal  attack normal - attack

Figure 1. Basis structure of C5.0

III. INTRUSION DATA SET

In this paper, data set is the KDD Cup 1999 data set
which was originally provided by MIT Lincoln Labs (The
1998 DARPA Intrusion Detection Evaluation Program) as
the evaluation data set [2, 11, 12].

The data set was later prepared for KDD competition)
(see  http://fwww.ics.uci.edu/-kdd/databases/kddcup99/kdd
cup99.html” for more detail)

The data set is the real data which captured in the real
network. It includes many kinds of attack data, also includes
the normal data. The raw data was processed in to 39 attack
types. These attacks are divided into four categories:
probing (surveillance and other probing, e.g., port
scanning), DoS (denial-of-service, e.g., syn flood), U2R
(unauthorized access from a user to root privilege, e.g..
various “buffer overflow” attacks) and R2L (unauthorized
access from remote to local machine, e.g., guessing
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password). For each TCP/IP connection, 41 input features
plus one class label were extracted in the data set belonging
to each of four categories (9 basic Features, 13 Content
Features, 9 Time-based Features and 10 Host-based
Features) [12]. Table I summarizes a total of 22 training
known attack types, with additional 17 unknown types.

TABLE 1. DETAIL ATTACK TYPES

Class Known attack Unknown attack

ipsweep, nmap, portsweep,

Probe saint, mscan
satan
back, land, Neptune, pod, apache2, processtable,
DoS A
smurf, teardrop udpstorm, mailbomb
U2R Suifer greition, xterm, ps, sqlattack

loadmodule, perl, rootkit

ftp_write, guess_passwd,
RZL imap, multihop, phf, spy,
warezclient, warezmaster

snmpgetattack, named,
xlock, xsnoop, sendmail,
httptunnel, worm, snmpguess
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In this paper, data set was samples only 10% of data sets
which were randomly selected from 4,940,000 connections
as training set. This training data set consists of 97.277
normal patterns plus 396,743 known attacks. Test data use
100% of test data sets of KDD Cup 1999 intrusion detection
evaluation program.

IV. PROPOSED APPROACH

In this section, an approach, which is used to select
robust features, is proposed. The proposed approach has two
methods.  First, known detection method is used to select
features to build model for the detection of known attacks.
Second, unknown detection method is used to select features
to build model for the detection of unknown attacks. Note
that the data which meets the goal of the proposed method
must be numerical value. Thus, the symbolic data is
transformed into numerical and make them under the same
evaluation standard.

A.  Known detection method

The proposed approach uses the Euclidean Distance from
the Equation 1 to compute ranking score between each
attribute and the class label by defining each attribute of
KDD Cup 1999 training set. 41 attributes, as A, A,
As, ..., Ay respectively and the class label as B; moreover, let
x is a value in any attribute and y is a values in the class
label.

Let any A, ={x;; x2; X35 ..., X,;} be a vector of attributes,
where j (1< j < 41) is an ordinal number of attributes of
training set, and also # (»# = 0 ) is the number of instances
of training set.

Let B = {y,, v5 Vs ..., ¥a} be a vector of class label, where n
(n = 0) is the number of instances of training set.

Thus, the ranking score of known detection method is
{d,(4,B), ds(A2,B), ds(43B), ... , dyi(d4,B)}, where any

a8 = AN (% 0= 7)) (4)
i=1



Where/ (1< j < 41) is an ordinal number of attributes of

training set, and also » (»n = 0 ) is the number of instances
of training set.

After distance is computed, and then rank scores of known
detection method of each attribute, {d(4,B), d(4.B),
d(A;B),... d(44,B)}. Then, sort scores of the ranking scores
from highest to lowest. Finally, select features that have
high scores to build model, which is used to detect
accurately known attacks.

B, Unknown detection method

To pick vigorous features for building model, which is
used to detect unknown attacks, this paper uses the Cosine
Similarity from the Equation 2 to compute ranking score
between each attribute and the class label by representing
each attribute of KDD cup 1999 training set as A, A,
As, ..., Ay respectively and the class label as B; moreover, let
x is a value in any attribute and y is a values in the class
label.

Let any A; = {x;;, X, X3, ..., X,;} be a vector of attributes,
where j (1< j < 41) is an ordinal number of attributes of
training set, and also »n (n > 0 ) is the number of instances
of training set.

Let B = {y;,2¥3..., ¥} be a vector of attributes, where n
(n = 0 ) is the number of instances of training set.

Thus, the ranking score of unknown detection method is

{Sim,(A,,B), Simg(Ag,B), Sz'n13(A3,B),..., Sim“(A”,B)},
where any
Simy(4;,B) = (&, o)) (5)

i
" n

2 2

Z 'xl'-j z yl
i=1 i=1

Wherej (1 £ j € 41) is an ordinal number of attributes of

training set, and also n (n > 0 ) is the number of instances
of training set.

After compute the cosine similarity metric, and then rank
scores of unknown detection method of each attribute,
{Si’ﬂl[(A;,B), Simg(Ag,B), Sim_?(A_;,B),..., Sﬂ‘nln(A“,B)}. Then,
arrange score of the ranking score from highest to lowest.
Finally, choose features that give high score to build a
model.

Attributes Class Label |
A; | Ay | Aj Ay B
% Xrg | Xrg | Xpg Xi4 Yi
o2 Xar | X2y | Xag X241 ¥z
& X3, | Xzq | X34 X344 Y3
E . v i s .
Xnj X, Xpj X 41 Vi
Figure 2. Vectors of attributes and a vector of class label of known and

unknown detection methods
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V.

In this section, investigate on the performance of the
proposed approach, which consists of two methods (known
detection method and unknown detection method). Data set
was described in Section III and C5.0 in Section II-D is used
to evaluate the proposed method.

Note that the measurement in this paper of the
experimental results is based on the standard metrics for
evaluations of intrusion: Detection rate for truth positive
(TP) refers to the ratio between the number of correctly
detected attacks and the total number of attacks while false
positive (FP) rate means the ratio between the number of
normal connections that are incorrectly misclassified as
attacks and the total number of normal connections.

EXPERIMENTS

A, Results

Some important features of the known detection method
are different from some important features of the unknown
detection method. The known detection method in Section
IV-A extracts 30 important features out of 41 features. The
unknown detection method in Section IV-B extracts 24
important features out of 41 features. Table II (A) shows
features selected by both methods (the known detection
method and the unknown detection method), (B) shows the
difference features between these two selection methods.

TABLE I (A) FEATURES SELECTED BY BOTH METHODS (THE KNOWN
DETECTION METHOD AND THE UNKNOWN DETECTION METHOD), (B) THE
DIFFERENCE FEATURES BETWEEN THESE TWO SELECTION METHODS.

A
Known detection method | Unknown detection method
duration
protocol_type
logged in
serror_rate
SIV_SEITOT_rate
reerror_rate
Sry_rerror_rate
diff srv_rate
srv_diff_host rate
dst_host_diff srv_rate
dst_host srv_diff host rate
dst_host serror rate
dst_host_srv_serror_rate
dst_host_rerror_rate
dst host srv_rerror_rate

(B)
Known detection method Unknown detection method

src_hytes | service

dst_bytes | flag
land | count

wrong_fragment | serv_count
urgent | same srv rate

host | dst host count

num_failed_logins
num_compromised
root_shell
su_attempted
num_root

num_file creations
num_shells
num_access files
is_guest login

dst_host_srv_count
dst host same srv_rate
dst_host same src_port_rate




Table III demonstrates the detail classification results
generated by C5.0 (in Section I1I-D) using 30 features of
known detection method (in Section IV-A), which was
computed with Euclidean Distance (in Section II-B), to
detect known attack connection and using 24 features of
unknown detection method (in Section TV.B), which was
computed with Cosine Similarity (in Section II-C), to detect
unknown attack connection. For the known attack test set,
the known detection method predicts virtually perfectly. On
the other hand, for the unknown attack test set, the unknown
detection method did not show impressive detection rate.

TABLE III. CONFUSION MATRIX OF THE PROPOSED APPROACH

Known attack (using known detection method)

Class Attack Normal TP %
Attack 226,890 4817 979
Normal 675 59916 98.9

Unknown attack (using unknown detection method)

Class Attack Normal TP %
Attack 6,869 11,860 36.67
Normal 13 18,687 99.93

TABLE IV. PERFORMANCE SUMMARY

Known attack Unknown attack
Known Unknown
};:f detection ?;f detection
method method
(41) _(30) (1) (24)
Overall TP % 97.95 98.12 . 53.31 68.28
Overall FP % 2.04 1.87 46.69 31.72

The number in the parenthesis denotes the number of features used,

TABLE V. TIME TAKEN TO BUILD MODELS
Known Unknown
Full Set detection detection
method method
[ Second(s) 75 51 45

Table IV shows overall accuracy of C5.0 using the
proposed approach features comparing with the performance
of C5.0 using full features (using 41 features). The overall
detection rate of the proposed approach was the best in both
test sets (known attack test set and unknown attack test set),
especially in unknown attack test set. Furthermore, the Table
V shows the time taken to build models.

VL

The proposed approach shows that the feature selection
method computed with the Euclidean Distance can select
the robust features to build model for the detection of
known patterns while the feature selection method
computed with the Cosine Similarity can select the robust
features to build model for the detection of unknown
patterns. The experimental results show that the known
detection method based on Euclidean Distance and the
unknown detection method based on Cosine Similarity are
very promising over the known and unknown attack patterns

CONCLUSION
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respectively. In addition, both the methods produced smaller
features showing other advantages because in the real-world
applications, the smaller features are always advantageous
in terms of both data management and verification of the
prediction model, as long as the proposed approach gives
more accuracy and processes faster with an efficient
performance.

The future work, the following directions are proposed:
1) setting the threshold by the system instead of human, 2)
generating robust features to build model that can detect
unknown patterns correctly and 3) developing a real-time
intrusion detection model.
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Abstract. Nowadays, data mining has been playing an important role in the various disciplines of sciences
and technologies. For computer security, data mining are introduced for helping intrusion detection System
(IDS) to detect intruders correctly. However, one of the essential procedures of data mining is feature
selection, which is the technique (commonly used in machine learning) for selecting a subset of relevant
features for building robust learning models, due to the fact that feature selection can help enhance the
efficiency of prediction rate. In the previous researches on feature selection, the criteria and way about how
to select the features in the raw data are mostly difficult to implement. Therefore, this paper presents the easy
and novel method, for feature selection, which can be used to separate correctly between normal and attack
patterns of computer network connections. The goal in this paper is to effectively apply Euclidean Distance
for selecting a subset of robust features using smaller storage space and getting higher Intrusion detection
performance. During the evaluation phase, three different test data sets are used to evaluate the performance
of proposed approach with C5.0 classifier. Experimental results show that the proposed approach based on
the Euclidean Distance can improve the performance of a true positive intrusion detection rate especially for
detecting known attack patterns.

Keywords: Intrusion Detection System (IDS), Feature Selection, Data Mining, Euclidean Distance, C5.0

1. Introduction

The internet and local area networks are growing larger in recent years. As a great variety of people all
over the world are connecting to the Internet, they are unconsciously encountering the number of security
threats such as viruses, worms and attacks from hackers [1, 2]. Now firewalls, anti-virus software, message
encryption, secured network protocols, password protection and so-on are not sufficient to assure the security

in computer networks, which some intrusions take advantages of weaknesses in computer systems to threaten.

Therefore, intrusion detection is becoming a more and more important technology which follows up network
traffic and identifies network intrusion such as anomalous network behaviors, unauthorized network access,
and malicious attacks to computer systems [3].

The techniques of intrusion detection can be categorized into two categories [4]: anomaly detection and
misuse detection. Anomaly detection identifies deviations from normal network behaviors and alert for
potential unknown attacks, and misuse detection (signature-based detection) detects intruders with known
patterns.

In the last, data mining are introduced for helping IDS to detect intruders correctly [5, 2], and
accordingly IDSs have shown to be successful in detecting known attacks. On the contrary, many unknown
attacks IDSs still undergo from false positive (FP: detect a normal as an attack connection), also known as a
false detection or false alarm. Though some intrusion experts believe that most novel attacks can be adequate

to catch by using a signature of known attacks [6]. Although data mining can help IDS to detect correctly
intruders, data mining relies on feature selection which is one of the important procedures of data mining.

* Corresponding author. Tel.: +6623267439.
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Feature selection is intended to suggest which features are more important for the prediction, to find out and
get rid of irrelevant features that reduce classification accuracy, discover relations between features and
throw out highly correlated features which are redundant for prediction.

The goal in this paper is to effectively apply Euclidean Distance to select better feature subsets with
using smaller storage space and getting higher Intrusion detection performance.

The paper is organized as follows: In Section 2, a background of feature selection is addressed, following
with the fields of intrusion detection, Euclidean Distance and C5.0 algorithm. In Section 3, the data set used
in this paper is addressed. The proposed method is described in Section 4. In Section 5, the experimental
results are reported, and the remarkable conclusions are addressed in the final Section.

2. Background

The rapid developments in computer science and engineering have led to expediency and efficiency in
capturing huge accumulations of data. The new challenge is to transform the enormous of data into useful
knowledge for practical applications.

An earlier general task in data mining is to extract outstanding features for the prediction. This function
can be broken into two groups—feature extraction or feature transformation, and feature selection [7].
Feature extraction (for example, principal component analysis, singular-value decomposition, manifold
learning, and factor analysis) refers to the process of creating a new set of combined features (which are
combinations of the original features).

On the other hand, feature selection is different from feature extraction because it does not produce new
variables. Feature selection also known as variable selection, feature reduction, attribute selection or variable
subset selection, is a widely used dimensionality reduction technique, which has been the focus of much
research in machine learning and data mining and found applications in text classification, web mining, and
so on. It allows for faster model building by reducing the number of features, and also helps remove
irrelevant, redundant and noisy features. This allows for building simpler and more comprehensible
classification models with classification performance. Hence, selecting relevant attributes are a critical issue
for competitive classifiers and for data reduction. In the meantime, feature weighting is a variant of feature
selection. It involves assigning a real-valued weight to catch feature. The weight associated with a feature
measures its relevance or significance in the classification task [8]. Feature selection algorithms typically fall
into two categories; Feature Ranking and Subset Selection. Feature Ranking ranks the features by a metric
and eliminates all features that do not achieve an adequate score (selecting only important features). Subset
selection searches the set of possible features for the optimal subset. Feature Ranking methods are based on
statistics, information theory, or on some function of classifier’s outputs [9]. In statistics, the most popular
form of feature selection is stepwise regression. It is a greedy algorithm that adds the best feature (or deletes
the worst feature) at each round. The main control issue is deciding when to stop the algorithm. In machine
learning, this is typically done by cross validation [10].

In this paper, we adapt Euclidean Distance to select robust features which can bring to a successful
conclusion of intrusion detection. Euclidean Distance is used to select features to build model for the
detection of known and unknown attacks. And also, method of C5.0 is used to evaluation in this paper. Note
that our proposed approach is categorized as the feature ranking selection. The following section is the
introduction to intrusion detection.

2.1. Intrusion Detection

Network based and Host based IDSs are mainly two main types of IDS being used now. Individual
packets going through networks are analyzed in a network-based system in NIDS. The malevolent packets
which might be passed by a firewall filtering rules can be detected by the NIDS. In a Host based system, the
IDS examines the activity on each individual computer or host [11]. The techniques of intrusion detection
can be grouped into two groups [4]: anomaly detection and misuse detection.

Anomaly detection [4] tries to determine whether deviation from established normal usage patterns can
be flagged as intrusions. Anomaly detection techniques are based on the assumption that misuse or intrusive
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behavior deviates from normal system procedure [12]. The advantage of anomaly detection is that it can
detect attacks notwithstanding whether or not the attacks have been seen before. But the disadvantage of
anomaly detection is ineffective in detecting insiders’ attacks.

Misuse Detection or Signature-Based Intrusion Detection, traditional technique, [4] employs patterns of
known attacks or weak spots of the system to match and identify attacks. This means that there are some
ways to represent attacks in the form of a pattern or an attack signature so that even variations of the same
attacks can be detected. The major drawback of misuse detection is that it cannot predict new and unknown
attacks and has high false alarm rate.

In the view of the fact that Intrusion Detection System has some faults, especially misuse detection that
cannot detect unknown attacks, intelligent computing techniques, such as statistical approaches, expert
system, pattern matching, Artificial Neural Network, Support Vector Machines, Neuro-Fuzzy, Genetic
Algorithm with above techniques and data mining, are being used to avoid above shortcomings of intrusion
detection.

2.2. Euclidean Distance

Euclidean Distance is the most common use of distance [13, 14, 15]. In most cases when people said
about distance, they will refer to Euclidean distance. Euclidean distance or simply 'distance’ examines the
root of square differences between coordinates of a pair of objects. In mathematics, the Euclidean distance or
Euclidean metric is the "ordinary" distance between two points. The Euclidean distance between two points
A=(x1,x2,x3, ...,x,) and B =(yl, ¥2, y3, ..., y,) is defined as:

A(AB) =\~ + a3 = 1) 4t (5 = 20—, M

2.3. C5.0 Algorithm

Classification is an important technique in data mining, and the decision tree is the most efficient
approach to classification problems—Friedman 1997 [16]. The input to a classifier is a training set of records,
each of which is a tuple of attribute values tagged with a class label. A set of attribute values defines each
record. A decision tree has the root and each internal node labeled with a question. The arcs emanating from
each node represent each possible answer to the associated question. Each leaf node represents a predication
of solution to the problem under consideration. C5.0, one of methods that be used to build a decision tree, is
a commercial version of C4.5.

A C5.0 model is based on the information theory [17, 18]. Decision trees are built by calculating the
information gain ratio. The algorithm C5.0 works by separating the sample into subsamples based on the
result of a test on the value of a single feature. The specific test is selected by an information theoretic
heuristic. This procedure is iterated on each of the new subsample and keeps on until a subsample cannot be
separated or the partitioning tree has reached the threshold. The information gain ratio is defined as:

Information Gain Ratio (D, S) = Gl Eh) (2)
D] [D]
H(*—,...—/—)
D D

, where D is a database state, H (-) finds the amount of order in that state, when the state is separated into S
new states S={p,, D,,..., D}

The method of C5.0 is very robust for handling missing data and in a large number of input fields [16];
therefore, C5.0 is used to evaluate our features in this paper.
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Fig. 1: Basis structure of C5.0

3. Intrusion Data set

In this paper, we choose the KDD Cup 1999 data set which was originally provided by MIT Lincoln
Labs (The 1998 DARPA Intrusion Detection Evaluation Program) as the evaluation data set [2, 11, 12]. The
data set was later prepared for KDD competition) (see “http://www.ics.uci.edu/kdd/databases/kddcup99/kdd
cup99.html” for more detail)

The data set is the real data which captured in the real network. It includes many kinds of attack data,
also includes the normal data. The raw data was processed in to 39 attack types. These attacks are divided
into four categories: probing (surveillance and other probing, e.g., port scanning), DoS (denial-of-service,
e.g.. SYN flood), U2R (unauthorized access from a user to root privilege, e.g., various “buffer overflow”
attacks) and R2L (unauthorized access from remote to local machine, e.g., guessing password). For each
TCP/IP connection, 41 input features plus one class label were extracted in the data set belonging to four
kinds (9 basic Features, 13 Content Features, 9 Time-based Features and 10 Host-based Features) [12]. In
Table 1, a total of 22 training known attack types, and additional 17 unknown types are summarized.

Table 1: Detail attack types [2]

Class Known attack

Unknown attack

ipswee
Probe p R-AQmaty
portsweep, satan

saint, mscan

back, land, Neptune,

R, pod, smurf, teardrop

apache2, processtable,
udpstorm, mailbomb

buffer overflow,

U2E loadmodule, perl, rootkit

xterm, ps, sglattack

ftp_write, guess passwd,
R2L imap, multihop, phf, spy,

snmpgetattack, named,
xlock, xsnoop, sendmail,

warezclient, warezmaster | httptunnel, worm, snmpguess

In this study, Training data set in the paper contained 49, 451 records, which were randomly generated
from the KDD Cup 1999 for 10% training data set that consists of 9, 768 normal patterns, 39, 085 known
DoS patterns, 435 known Probe patterns, 111 known R2L patterns and 52 known UZR patterns.

Test data set in the paper composed of three different test data sets, which were randomly selected from
the KDD Cup 1999, 100% test data set. Table 2 gives the number of records on three different test data sets

Table 2: The number of records on three different test data sets

Dataset Name Known attack Unknown attack
Dataset-1 186, 745 19, 820
Dataset-2 49, 438 14, 781
Dataset-3 25,419 10, 031

4. Proposed Approach
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The proposed approach is used to select robust features to build model for the detection of known and
unknown attacks. Note that the data which meets the demands of proposed methods must be numerical value.

Therefore, the symbolic data should be transformed into numerical and make them under the same
evaluation standard.

In proposed approach, the Euclidean Distance from equation (1) is used to compute ranking score
between each attribute and class label by defining each attribute of KDD Cup 1999 training set, 41 attributes,

as A;, Az, As, ..., Ay respectively and class label as B; moreover, let x is a value in any attribute and y is a
values in class label.

Let any 4; = {x; ; X2 ;X3 ..., X, ;} be a vector of attributes, where j (1 < j < 41) is an ordinal number of
attributes of training set, and also n (» = 0 ) is the number of instances of training set.

Let B = {y;, ¥2 V3 ..., ¥u} be a vector of class label, where n (» > 0 ) is the number of instances of
training set.

Thus, the ranking score is {d;(4,, B), d2(As B), ds(As, B), ..., dui(A4, B)}, where any

i, B=" > (x,, -y (3)
i=1

where j (1< j < 41) is an ordinal number of attributes of training set, and alson (# = 0 ) is the number of
instances of training set.

After computing distance measure, the distance is score of known detection method of each attribute,
{d(A4,, B), d(4s B), d(4s;, B), ... d(4.;, B)}. Then, sort scores of the ranking score from highest to lowest.
Finally select features that have high scores to build model, which is used to detect accurately known and
unknown attacks. The method of C5.0 is used to evaluate features that are taken from last step.

. Aiibutes Class Label
& Ay Az A; Ast B
: X114 | X1.2 | X1.3 Xt 41 Yi
j g X21 | X22 | X23 Xz a1 Yo
-.g X317 | X32 | X33 X3 a1 Y3
2 : : - : : -
X1 | Xn2 | Xna Xn_41 Yn

Fig. 2: Vectors of each attributes and a vector of class label

5. Experiments

In this section, an investigation on the performance of proposed feature selector based Euclidean is
studied. The data sets (one train set and three test sets) described in Section 3 and C5.0 described in Section
2.4 are used to evaluate the proposed approach.

Note that the measurement in this paper of the experimental results is based on the standard metrics for
evaluations of intrusion, Detection rate (TP) refers to the ratio between the number of correctly detected
attacks and the total number of attacks while false alarm rate (FP: false positive) means the ratio between the
number of normal connections that are incorrectly misclassified as attacks and the total number of normal
connections.

From Table 3, the different between scores 441.72 and 360.65 is the highest value. Therefore, features
that have scored more than four hundred scores are selected, getting 30 important features out of 41 features
that show in Table 4. From Fig. 3, the proposed approach shows impressive detection rate of known attack
for normal, DoS and Probe while the proposed approach does not demonstrates impressive detection rate for
R2L and U2L. Maybe the number of records of R2L and U2L is 52 from 5 million records in the dataset. It is
quite small. Moreover, the warezclient attack belonging to R2L is the majority patterns in the training set.
However, in the test set, guess passwd and warezmaster comprises most patterns of R2L. On the other hand,
form Fig. 4, the proposed approach does not shows efficiency when it is used to detect unknown attack, but it
can detect unknown attack for normal, Probe and U2L especially normal. It can detect quite excellent. Fig 5
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shows the overall detection rate of the proposed approach on three different test sets. Fig 6 shows overall
false positive rate of the proposed approach on three different test sets.

Table 5 (overall accuracy of C5.0 using the proposed approach to select features based Euclidean) shows
capability of the proposed approach when it is used to detect known attack although it cannot show
impressive used to detect unknown attack when comparing with detection rate of known attack. Furthermore,
Table 6 shows overall false positive rate of C5.0 using the proposed approach to select features based
Euclidean. Results from table 6 demonstrate that the proposed approach has drawback when used to detect

unknown attack since percentage of overall false positive rate (FP) of unknown attack is quite high even if it
is not more than 50 percent.

Table 3: The ranking score computed by Euclidean (in Section 4)

Feature name Scores

dst host srv serror rate 499.24
srv_serror rate 499.23
serror rate _499.04
dst _host serror rate 498.99
Srv. rerror rate 486.19
reerror rate 486.07
dst_host srv_rerror rate 485.75
dst_host _rerror_rate 485.38
logged in 484.72
root shell 483.39
land 483.38
urgent 483.37
num_compromised 483.37
su_attempted 483.37
src_bytes 483.37
num failed logins 483.37
num root 483.37
num shells 483.36
hum file creations 483.36
num access_files 483.32
dst_bytes 483.30
is guest login 483.09
host 483.03
duration 483.01
wrong_fragment 482.46
dst host srv diff host rate 48121
srv diff host rate 480.04
diff srv rate 476.68
dst host diff srv rate 474.17
rotocol type 441.72

service 360.65
dst host count 256.91
serv count 225.08
dst host same src_port rate 224.81
same srv rate 223.86
dst host same srv_rate 222.52)
dst host srv count 219.26
count 190.59
flag 152.15
num outbound cmds NaN
is_host login NaN

Table 4: 30 features extracted by Euclidean
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duration, protocol_type, logged_in, serror_rate, srv_serror_rate, reerror_rate, srv_rerror_rate, diff srv_rate,
srv_diff _host_rate, dst_host diff srv_rate, dst host srv_diff host rate, dst _host serror rate,
dst_host_srv_serror_rate, dst_host_rerror_rate, dst_host srv rerror rate, src_bytes, dst_byvtes, land,
wrong_fragment, urgent, host, num_failed logins, num compromised, root_shell, su_attempted, num_root,
num_file_creations, num_shells, num access files, is_guest login
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Fig. 3: Detection rate of known attack on three different

test sets

Table 5: Overall detection rate of the proposed approach
on three different test sets

Dataset Name [Known attack|Unknown Attack
Dataset- | 99.77% 56.52%
Dataset-2 99.32% 56.45%
Dataset-3 99.21% 56.59%

Table 6: Overall false positive rate of the proposed

approach on three different test sets

Dataset Name |[Known attack|Unknown Attack
Dataset- 1 0.23% 43.48%
Dataset-2 0.68% 43.55%
Dataset-3 0.79% 43.41%

6. The remarkable Conclusions
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on three different test sets

The proposed approach presented in this paper show that the feature selection method applied Euclidean
Distance can extract the robust features to build model for the detection of known and unknown patterns,
especially known patterns.

From the experimental results obtained, it is evident that the Euclidean-based feature selection is very
promising over the known attack patterns. In addition, it produced smaller features showing other advantages
because, in the real-world applications, the smaller features are always advantageous in terms of both data
management and reduce the computing time. Therefore, the proposed approach can select a subset of robust
features using smaller storage space and getting higher Intrusion detection performance, improving the
performance of a true positive intrusion detection rate especially for detecting known attack patterns.

For the future work, the following directions are proposed: (1) setting the threshold by the automatic
system and also (2) generating robust features to build model that can detect unknown patterns correctly.
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Abstract

Nowadays, data mining has been playing an important role in the various
disciplines of sciences and technologies. Data mining is composed of many tasks
but one of the essential procedures of data mining is feature selection, which is the
technique mostly based on the machine learning for selecting a subset consisted of
significant features, building a stronger learning model, and enhancing the
efficiency of prediction rate. Normally, a processing of building a learning model
from the huge amount of collected data needs high computation cost. Therefore,
with feature selection, the computation cost can be reduced by selecting relevant
features. In the previous researches on feature selection, the criteria and
algorithms for selecting the features from the raw data are mostly complicated and
difficult to implement. Therefore, this paper presents a novel method by applied
Cosine similarity to feature selection method. The proposed algorithm begins with
selecting a robust feature subset using the Cosine similarity. This method is the
simple algorithm using smaller storage space, reducing computation time and
gaining higher predictive performance. During the evaluation phase, the ten data
sets from UCI benchmark data sets are used to evaluate the performance of
proposed approach by using the C5.0, CART and Neural Networks classifiers.
Experimental results show that the method based on the Cosine similarity can
improve the performance of accuracy detection rate with less error rate.
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1 Introduction

With the technological evolution in 21 * century, the amount of information that can
be gathered and stored increases very rapidly every day. The new challenge is how
to exploit the ocean of data or how to transform the enormous data into useful
knowledge for practical applications. So at the present time, data mining plays an
important role in this issue. An earlier general task in data mining is to extract
outstanding features to avoid high computation costs for classification task. This
function can be broken into two groups: feature transformation, and feature
selection [1], [2]. Feature transformation (for example, principal component
analysis, singular-value decomposition, manifold learning, and factor analysis)
refers to the process of creating a new set of combined features (which are
combinations of the original features).

On the other hand, feature selection is different from feature transformation
because it does not produce new variables but the method selects a subset of
original attributes, filters out trivial attributes. Therefore feature selection reduces
the feature space. Feature selection allows for faster model building by reducing
the number of features, and also helps remove irrelevant, redundant and noisy
features. This allows for building simpler and more comprehensible classification
models with enhancing classification performance. Hence, selecting relevant
attributes are a critical issue for competitive classifiers and for data reduction.
Feature selection, sometimes, knows as feature weighting. Feature weighting
assigns a real-valued weight to each selected feature. The weight associated with a
feature measures its relevance or significance in the classification task [1]-[4].

Therefore, Feature selection plays an important role in data mining. The
selected features will form the smallest size of data set to enable an efficient
result. Hence, Automated methods for feature subset selection are often developed
and used for searching an appropriate feature subset containing relevant features

because the number of possible feature subsets in each data setis 2" —1 subsets

for N features [4]; Thus, it is impossible to search for the robust feature subset
manually even after cleaning the data. Moreover, there are many reasons for using
feature selection concluded as follows [2]-[4]:

1. Getting the maximizing accuracy of the classifier

2. Enhancing accuracy by reducing irrelevant and redundant features

3. Reducing the complexity and computational cost

Feature selection algorithms typically fall into two categories [1]-[6]; filter and

wrapper approach. Filter approach filters irrelevant features out keeping a good
feature set before learning process [5]. On the other hand, wrapper approach
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searches for a good feature set using a learning algorithm. Utilizing filter
approach to generate a feature set is generally faster than wrapper approach
because filter approach uses heuristics based on general characteristics of the data
rather than wrapping a learning algorithm into the selection process to evaluate
the merit of feature subsets [6].

In this paper, the proposed approach is a novel method to select or extract
significant features for the classification task in data mining. The method is less
complex than the other techniques, especially machine learning techniques, since
those techniques are more complicated and more difficult to understand and to
implement into the real-world application as well. Moreover, those methods rely
on a class label or class attribute also. The proposed approach is based on
hypothesis as follows: (1) each feature in a group should be relevant with other
features in a group and (2) any feature will be determined as a significant feature
if it is relevant to other features in a group at least once. Therefore, the method
that can help us calculate a relevant value of each feature is led to be used.
However, in order to select relevant features, the Cosine similarity is used to
compute a relevant value of each feature in this paper because the Cosine
similarity method is so well-known in information retrieval.

The objective in this paper is to create a new feature selection method by
applying the Cosine similarity then adding with a new filtering feature technique
for extracting a robust feature set with using smaller storage space, using
automatic thresholds, using less complicated method, getting higher detection
performance and avoiding high computational costs but it does not depend on the
class label.

The rest of this paper is organized as follows. A brief review of related work is
addressed in the next Section. In Section 3, a new approach is presented to select a
better feature subset used for building a predicting model in the classification task.
In Section 4, the experimental result is presented following with the discussion on
the results. In Section 5, the remarkable conclusions are presented.

2 Related Work

This Section provides the feature selection algorithms in Section 2.1.
Classification Algorithms is Section 2.2. In Section 2.3, it mentions C5.0
Algorithm. Section 2.4 presents CART Algorithm. Section 2.5 proposes Neural
Networks and in Section 2.6, it presents Cosine Similarity.

2.1 Feature Selection Algorithms

Feature selection is a method which only the relevant features will be selected,
discarding the irrelevant or weak features in the data set. Minimum set of features,
which is close enough to represent the original data set, will be selected. The
selected features will form the smallest size of data set to enable an efficient
result.
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Moreover, the basic process of feature selection method shows in Fig. 1 [7].

/ Training Set ’/"

Producing Candidate Subset

!

Subset Evaluation

I
A e

e Stoppxng Condltlon ="

The Best Feature subset

Fig.1 The process of feature selection.

Feature selection approaches can be divided into two types: the filter approach
and the wrapper approach.

e The Filter Approach: The Filter algorithms usually based on statistics
consider the features relevance with the classifiers that use them. Statistical and
Information theoretic measures such as information gain, Cross-entropy, Pearson's
Chi-Square and so on are used to find the relationship of each feature in a data set
with the target feature or class label assuming conditional independence with all
other features. The robust subset of features selected from high rank feature.
Ranking a list of features, which are ordered according to evaluation measures.
The measure can be any of accuracy, consistency, information, distance, and
relevance [5]. Fig. 2 shows the Filter approach flowchart.

Training Set »”—-——+ Feature Subset Selection

-

Induction Algorithm

¥

The Best Feature Subset

Fig.2 The filter approach flowchart.

e The Wrapper Approach: Machine learning algorithms play an important role
in this approach because they are used as evaluation function. The Wrapper
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algorithms usually provide better accuracy but they are more complex and use
more computation cost. These algorithms typically start from an empty list of
features and add relevant features discovered [6]. The wrapper approach flowchart
is shown in Fig. 3.

. Traslztmg > Feature Subset Search

Feature Set Performance Evaluation

Feature Evaluation by Classifier

l

The Best Feature Subset

Fig. 3 The wrapper approach flowchart

2.2 Feature Selection Algorithms

Classification [8]-[11] is one of the most popular data mining techniques.
Examples of classification applications based on classification include pattern
recognition, medical diagnosis, detecting faults in industry application, and
classifying financial market trends. Classification is a process of learning a
function mapping a data item into one of some predefined classes.

Training data
\‘___———'/ Classification rules

duration | protenocl_type | service type
500 fip IF duration=3000 THEN type=attack
1000 tcp http | normal

Classification rules

Fig.4 The data classification process

Every classification based on supervised learning is given as input a set of
samples consisting of vectors of attribute values and a corresponding class. The
input of a classification is a training set which each record consists of attributes
and a class label. The target of classification is to build a classification model or
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function called a classifier, which is used for predicting a class of objects whose
class label is unknown. In other words, classification is the process of finding a
model which describes and distinguishes data classes in order to employ the
model to detect class label. The built model may be represented in diverse forms
such as IF-THEN rules, neural networks or decision trees.

A decision tree form is most useful in classification problems [11]. With this
method a tree is built to model the classification process. There are two basic
steps in the technique: building the tree and applying the tree to the database. The
decision tree is a flow-chart-like tree structure, where a root and each internal
node labeled with a question. Each branch from each node represents each
possible outcome of the associated question. Each leaf node represents a
predication of solution to the problem under consideration. Decision trees can
easily be converted to classification rules. Although there are many tree
algorithms adopted for generating decision trees, well-known tree algorithms [8],
[9] used widely are ID3, CART (Classification and Regression Tree) and C5.0
algorithms.

2.3 C5.0 Algorithm

The C5.0 algorithm is a commercial version extended from C4.5 proposed by J.R.
Quinlan [9], [10], [12]. Now it is widely used as the inductive learning tools in
Clementine, Rule Quest and so on. - C5.0 algorithm is the process of generating
an initial decision tree from the set of training samples. As a result, the algorithm
generates a classifier in the form of a decision tree; a structure with two types of
nodes: a leaf, indicating a class, or a decision node that specifies some test to be
carried out on a single-attribute value, with one branch and sub tree for each
possible outcome of the test. A decision tree can be used to classify a new sample
by starting at the root of the tree and moving through it until a leaf is encountered.
At each non-leaf decision node, the outcome of features for the test at the node is
determined and attention shifts to the root of the selected sub tree.

The C5.0 algorithm is based on the information theory [9], [10]. [12]. Decision
trees are built by caleulating the information gain ratio. The C5.0 algorithm works
by separating the sample into subsamples based on the result of a test on the value
of a single feature. The specific test is selected by an information theoretic
heuristic. This procedure is iterated on each of the new subsample and keeps on
until a subsample cannot be separated or the partitioning tree has reached the
threshold. The information gain ratio is defined as:

Gain(D,S)
D| |D4

ad2l 12

( - )

Where D is a database state, H (-) finds the amount of order in that state. The
state is separated into new states S =(p,. D,..... D}

Although the C5.0 algorithm developed from C4.5, in C5.0, several new
techniques were introduced as follows:

e Speed—C5.0 is significantly faster than C4.5

Information Gain Ratio (D, S) = (1)
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e Memory Usage—C5.0 is more memory efficient than C4.5

e Boosting—C5.0 is more accurate than C4.5

e New Attributes—C5.0 supports dates, times, timestamps, ordered discrete

attributes.

e Smaller Decision Trees—C5.0 gets similar results to C4.5 with considerably
smaller decision trees.

e Weighting—C5.0 allows you to weight different attributes and
misclassification types.

e Handling Data—C5.0 can automatically winnows the data to help reduce
noise.

|&] Weka czass:!‘er‘rree wsuairzer mﬁ?’é% tr’e@sﬁﬁi wemr‘} % i? By ©

il P e

-

= sunny = overcast = rainy

-= o

<= 18 =7 = TRUE = FALSE

Fig. 5 A structure of decision tree model

Tree View

2.4 CART Algorithm

The CART is a binary decision tree proposed by Breiman et al. [11], [13], [14].
The CART is constructed by feeding the attribute of feature vectors, and then a
binary-branching tree from the root through iterative operations is built until it
reaches a termination criterion. The two steps of CART are involved. First, the
CART builds a tree structure by recursively partitioning training samples into
different subclasses according to the selected test conditions until all samples are
under the same subclass category. The tree structure is established. Second, the
CART will prune the decision tree structure from the bottom of the tree until a
stopping criterion.

85



6634 A. Suebsing and N. Hiransakolwong
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Fig. 6 A basic dataflow diagram of CART [13].

2.5 Neural Network Algorithm

An artificial neural network (ANN), often just called a "Neural network™" (NN), is a
mathematical model or computational model based on biological Neural networks.
[8], [15], [16] The neural network is developed to recognize and associatively
retrieve patterns, to solve combinatorial optimization problems, to filter noise from
measurement data, and so on. In classification, the Neural network is used to build
a predictive model by recognizing patterns that describe the group to which an item
belongs by examining existing items or historical items that have been already
classified and inferring a set of rules. The multi layer perceptron (MLP) and radial
basis function (RBF) networks are the neural networks widely used in
classification. The multi-layer perceptron (MLP), also called a feed-forward
network, involves estimated weights between the inputs and a hidden layer where
the hidden layer has a nonlinear activation function. (Sarle (1994)). In a typical
MLP network, all the nodes from a layer are connected with every node from the
previous and from the next layer. The Radial Basis Function (RBF) neural network
was proposed by Broomhead and Lowe [15]-[17]. This neural network is very
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different from neural networks with sigmoidal activation functions in that it utilizes
basis functions in the hidden layer that are locally responsive to input stimulus.
These hidden nodes are usually implemented using a Gaussian function as the
nonlinearity. The key to a successful implementation of these networks is to find
suitable centers for the Gaussian functions.

Welgh
Inputs -
X w“mi:i
-Nauron -
oAl
X Wy Summations Transfer function

Fig. 7  The processing information of neural networks

_ | Compute
output

Is

) desired
Adijust output
weights  achieved?

Stop

Fig. 8 A basic dataflow diagram of neural networks
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Fig. 9 The multi layer perceptron architecture

Hidden Layer

Input Layer

Fig. 10 -~ The radial basis function architecture

2.6 Pearson’s Chi-square
Pearson’s chi-square [18], [19] is a statistical test commonly used to analyze
categorical data between X, the feature under consideration with / categories, and
Y target variable with J categories. The Pearson’s chi-square test involves the
difference between the observed and expected frequencies. Under the null
hypothesis of independence, the expected frequencies are estimated by an
equation (2).
]/\\[ N, -V,
= 2
N (2)

Under the null hypothesis, Pearson’s chi-square converges asymptotically to a

2
chi-squared distribution X, with degree of freedom, where

d={I-1)(J-1) (3)
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. 2 X2
and the p value is equal with the probability that X4 > , where

N

I _ 2
P IR 0

=1 j=I1
U]

The categorical variables were sorted first by p value in the ascending order,
and if ties occurred they were sorted by chi-square in descending order. If ties still
occurred, they were sorted by degree of freedom d in ascending order.

The following notation applies:

X s the predictor under consideration with I categories.

Y istarget variable with J categories.

N is total number of cases.

N is the number of cases with X =jiand ¥V =.
2.7 Cosine Similarity
One very popular measure of similarity between two vectors of n dimensions is the
Cosine similarity measure [20]-[23]. The Cosine similarity has its application in
text mining and information retrieval. Given two vectors of attributes, 4 =
{x1,%2,...,x,} and B = {y;,y3,...,Vn}, the Cosine similarity &, is the measure of the
angle between the two vectors and is defined as [22], [23]:

TEaY;' " (xz'yj)
Sim(A4,B)=Cos8 = Iix_{g Ay ;
T R
i=1

(3)

3  Proposed Approach

The proposed approach is used to select a robust feature subset to build a learning
model for the classification task.

Note that the data which meets the demands of proposed methods must be
numerical value. Therefore, the symbolic data should be transformed into
numerical and make them under the same standardization.

An algorithm of this proposed approach is provided as follows:

Each attribute of n attributes without class attribute in training data set is
represented as 4;, A, As, ..., A, respectively while m is represented as the number
of instances in training data as shown in Fig. 11. The algorithm is as follows:

STEP1: Let L be the number of attributes. Therefore L is equal to n. Then, Ci
is computed by using the equation (6) , where 1 < i<Land 1 < k< L. Ci, for
any i, is an element in Cy as shown in Fig. 12. Cix must have a value in rank of 0
and 1. C;;=1 where i = k. C;; should be computed when £ is less than 7 because of
Cix = Ck,. Fig. 13 looks like a lower triangular matrix. The number of elements in
this matrix is equal to (L(L-1))/2.
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STEP2: Then find the maximum value C;; where i # k in each Cj, and then put
i, the selected attribute index, in the Set R by keeping its frequency also.

STEP3: Next, remove redundant attribute index in Set R.

STEP4: Finally, each attribute index in Set R is promoted as a significant
element of the robust feature subset.

Z (x.f,l x:.ff)

C,p = —F= - (6)
Z Xf,f'z X b
J=1 ji=1

Shm T S
A _Feslssr
A A;
X5 X1,z X1z vt | KEm
X2 Xo2 | Xa3 | | (X3a
Xar X321/ |£ %38 o | Xan
- - { ! : :
e '&;TJ X&} X,_n}g vax Xm gr
Fig. 11 Vectors of each attribute
Es
- = e | L Lo s T
fa_ g Cxy 32 Cz3 Cam |
B ’g fa ; : 1 : ) :
- ﬁ ‘:E“I C‘M EM 5 ﬂﬁw 3

Fig. 12

Structure of any vector C;
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Fig. 13 A computation loop of any vector C;

For example, below we show how to select feature subset selection of a data
set having 42 attributes by using the proposed method as follows:

Note that according to the proposed approach in Section 3, the class attribute
was not considered; thus, in this example, there are only 41 attributes computed
by this proposed method.

From the proposed approach 1, each attribute of 41 attributes in a training set is
represented as 4, A, As, ..., A4 respectively.

STEP1: Next let L be the number of attributes. Therefore L is equal to 41.
Then, C;x is computed by using the equation (6) , where | < i<Land 1 £ k<
L. Ciy, for any i, is-an element in Ci. Cj must have a value in rank of 0 and 1.

C;=1 where i = k. Cix should be computed when i is less than & because of Ci; =
G

STEP2: Then find the maximum value C;x where i # k in each C and then put
i, the selected attribute index, in the Set R by keeping its frequency also.

STEP3: Next, remove redundant attribute index in Set R.

STEP4: Finally, each attribute index in Set R is promoted as a significant
element of the robust feature subset.
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A pseudo code of the proposed aigorithm
BEGIN
/= compuite each Cyy using equation (4) =/

1. 10 = the number of atiributes -1;
2. m= the number of instances:
3. L=—n:
4. R as array[L];
5. FOR k=1 TO L
6. FOR 1=1 TO L
7. FOR =1 TO m
8. t1=(:s~zjui“’xa} ol
O, fZ:(Xj zj ROEEIL
10. B3=00 P2 TRt3)
END LOOP
11. Cip=t1/sqri(t2*13):
END LOOCP
END LOOP

/% to find maximum value in each Ci to gef Set R */
12§ [FOR Y=t R 0\W.

15 FOR =1T7TO L
14, IF 12k THEN
15]) IF Cix= MAXIMUM(Cy) THEN
i6. Rk:ii

ENDIF

END IF
END LOOP
END LOOP

/% to gef the robust subset feature from Ser R =/
17. Remove the redundant attribute index in R;
18. The robust subset feature = Set R

END

Fig. 14 A pseudo code of the proposed algorithm

4  Experimental Result
In order to evaluate a final set of robust features gained from our proposed
approach in Section 3 with reducing bias of experimental results, the ten data sets
from the UCI repository [24] (Breast Cancer, Image Segmentation, MAGIC
Gamma Telescope, Musk, Optical Recognition of Handwritten Digits, Page
Blocks Classification, Pen-Based Recognition of Handwritten Digits, Red Wine,
Statlog and Statlog Land sat Satellite) are used in this paper.

The details of these data sets show in Table 1. Furthermore, C5.0, CART and
Neural Network algorithm described in Section 2.3, 2.4 and 2.5 respectively are
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used to measure efficiencies of this proposed approach in terms of its accuracy
and storage space. For environment of our experimental evaluation, we used the
HP ProBook 6450b Laptop with Intel® Core™ i5 CPU 2.40 GHz, and 2 GB of
RAM. The operating system was the Windows 7. SPSS Clementine 12 was used
as evaluation application. Moreover, C5.0, CART and Neural Network modeling
in the Clementine was set up as follows:

Note that SPSS Clementine is the data mining tool that is used to won the
British government SMART innovation prize twice. SPSS Clementine not only
supports the entire data mining flow composing of getting data, transferring data,
modeling, evaluating and deploying but also contribute the accepted data mining
standard—CRISP-DM (Cross-Industry Standard Process Data Mining) [25].

The C5.0 was set up following the Fig. 15. (Selecting “Use partitioned data”,
“Decision tree”, “Cross-validate Number of folds: 107, “Simple” and
“Accuracy”).

[V Use parifionisc
Outouttype: &)

iMode:

Favar. L ;
Expecied noise (%’? .
It

Fields | Model | Costs | ¢

ﬂ oK E‘ » Expcute ”

| Aoty || Resst ||

e

Fig. 15 Setting up C5.0 modelling in Clementine

Meanwhile, the CART was set up following the Fig. 16. (Selecting “Use
partitioned data”, “Generate Model” and “Maximum tree depth: 57),
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erate model. O Launch inferactive session

g [Tiiseepdirectves | Direstives i
| IMaximum free depth: e
f Levels below root

Fig. 16  Setting up CART modelling in Clementine

The Neural Network was set up following the Fig. 17 (Selecting “Use
partitioned data”, “Method: Quick”, “Prevent overtraining Sample %: 507, “Stop
on: Default” and “Optimize: Memory™).

8 g
] i
= i

OTimagming | 500

ptimze: ) Sp d © Memory

Fig. 17  Setting up Neural Network modelling in Clementine

However, to ensure our proposed approach is effective and practical, it is

compared with a well-known algorithm. It is Pearson’s chi-square, which was
mentioned in Section 2.6.
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TABLE 1
THE DETAILS OF DATA SETS FOR EVALUATING THE PROPOSED APPROACH
Data set NO. Case  NO. Attribute Detail
Breast Cancer 699 10 To classify breast cancer
Image Segmentation 2310 19 To classify 7 outdoor images

To classify Gramma signal from images

MAGIC Gamma Telescope 19020 11

provided by the gamma telescope

To predict whether new molecules will
Musk 476 168

be musks or non-musks
Optical Recognition of To Classily characters from the optical

5620 64

Handwritten Digits recognition hand written digits

To Classify ail the blocks of the page
Page Blocks (lassification 5473 10

layout of a document

To classify  coaracters from the
Pen-Bascd Recognition of

10992 16 pen-based recognition of hand written
Handvritten Digits
digits
Red Wine 178 11 To classify the quality of wine
Statlog 58000 9 To predict the codes of Shuttle
Statlog Landsat Satellite 6435 36 To predict the multi-spectral values

4.1 Preparation Evaluation

In this paper, the performance of the proposed approach is evaluated with
classification accuracy using ten-fold cross-validation. Cross-Validation is a
statistical method of evaluating and comparing learning algorithms by dividing
data into two segments: one is used to train a model and the other is employed to
validate the model. Moreover, each data set composed of symbolic or string data
was transformed into numerical data; furthermore, each attribute of each data set
in this paper was made under the same standardization. Afterwards, each data set
was randomly divided into 60% for a training set and the rest (40%) for a test set.

4.2 Experimental Results

By using training sets in Section 4.2, the proposed approach and the Pearson’s
chi-square technique can provide the number of features of each data set as
follows: Table 2.
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Note that in this paper, CS represents the proposed approach while PS refers to
the Pearson’s chi-square method.

The Table 2 shows the proposed approach can reduce the number of features
from the number of entire features in each data set impressively. However, when
it is compared with the number of features given by Pearson’s chi-square method,
the number of features produced by both techniques is not different obviously;
this proposed approach provides the number of features smaller than Pearson’s
chi-square method in every data sets. Therefore, in the real-world applications, the
proposed approach is better than the Pearson’s chi-square method because the
smaller features are always advantageous in terms of computational cost of
processing data.

TABLE 2
THE NUMBER OF SELECTED FEATURES OF EACH METHOD
NO. Entire NO. Features NO. Features

Data set
Features provided by CS  provided by PS
Breast Cancer 10 4 9
Image Segmentation 19 11 14
MAGIC Gamma Telescope 11 8 8
Musk 168 112 118
Optical Recognition of Handwritten Digits 64 42 48
Page Blocks Classification 10 8 10
Pen-Based Recognition of Handwritten Digits 16 8 16
Pima Indians Diabetes 8 5 7
Red Wine 11 L. 9
Statlog 9 7 8
Statlog Landsat Satellite 36 23 36

Note that the number of features in Table 2 is without the class label or class
attribute.

Note that the measurement in this paper of the experimental results is based on
the detection rate or accuracy rate refers to the ratio between the number of
correct detection, and the total number of cases or instances and the error
detection rate or wrong rate means the ratio between the number of incorrect
detection, and the total number of cases or instances.

1) Breast Cancer Data Set

96



Novel technique for feature subset selection 6645

For the results based on the Breast Cancer data set in Table 3, the C.50, CART
and Neural Network algorithms based on a feature subset provided by the
CS—the proposed approach, are quite better than the PS—the Pearson’s
chi-square method. However, for this data set, the C.50 gives more accurate than
any others. Thus, C.50 algorithm using a feature subset based on the proposed
approach is recommended for this data set.

TABLE 3
THE ACCURACY RATE AND ERROR RATE OF THE BREAST CANCER DATA SET
C.50 CART Neural Network

Cs PS. CS PS Cs PS

Correct 96.63%]| 95.19%{ 94.23% 92.31%) 92.31%| 91.35%

Wrong 3.37%| 4.81%| 5.77%| 7.69%| 7.69% 8.65%

100%
30%
30%
T0%
60% -
50%
40%
30%
20% -
10% +

0%+

# Correct

Acowracy Rate

& Wrong

cs PSECS B afcs) B g

C.50 l CART Neural Network .
Types of Predictive Model

Fig. 18 The comparison of experimental results of Breast Cancer data set using the different

2) Image Segmentation Data Set

For the results based on Image Segmentation data set in Table 4, the Neural
Network algorithm using a feature subset based on the proposed approach is better
than the others because it provides the best accurate result.
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TABLE 4
THE ACCURACY RATE AND ERROR RATE OF THE IMAGE SEGMENTATION DATA SET
C.50 CART Neural Network
CS PS CS PS S PS
Correct 86.76%| 83.82%| 79.41%| 76.47%| 88.24%| 73.53%
Wrong 13.24%] 16.18%]| 20.59%| 23.53%| 11.76%| 26.47%

100%

0%

80% -+
70% B

60% -
50%
40% -
30% -
20%
10% -+
0%

Accuracy Rate

Types of Predictive Model

3) MAGIC Gamma Telescope Data Set

® Correct
B Wrong

In Table 5, the C.50, CART and Neural Network algorithms based on a feature
subset provided by the proposed approach, are better than a feature subset given
by the Pearson’s chi-square method.

TABLE 5
THE ACCURACY RATE AND ERROR RATE OF THE MAGIC GAMMA TELESCOPE DATA SET

C.50

CART

Neural Network

CS PS

CS PS

cs

PS

Correct

86.71%| 85.21%

82.57%| 76.62% 85.48%

77.80%

Wrong

13.29%| 14.79%

17.43%| 23.38%) 14.52%

22.20%
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Fig. 20 The comparison of experimental results of MAGIC Gamma Telescope data set using the
different feature subset of two models based on three classifiers.

4) Musk Data Set

In this data set, the results in Table 6 show the C.50 algorithm using a feature
subset based on the CS is the same correct value as C.50 algorithm using a feature
subset based on the PS while the other algorithms based on a feature subset
provided by the proposed approach are better than a feature subset given by PS

method.
TABLE 6
THE ACCURACY RATE AND ERROR RATE OF THE MUSK DATA SET
C.50 CART Neural Network
CS PS CS PS cs PS
Correct 97.97% 97.97%)| 79.73%]| 78.38%| 81.76%| 77.03%
Wrong 2.03%| 2.03%| 20.27%| 21.62%| 18.24%] 22.97%
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® Correct
B Wrong

Accuracy Rate

C.50 | CART ; eusal Network |

Tyi:es of Predictive Model

Fig. 21 The comparison of experimental results of Musk data set using the different feature
subset of two models based on three classifiers.

5) Optical Recognition of Hand written Digits Data Set

For the results based on the Optical Recognition of Hand written Digits data set
in Table 7, the C.50, CART and Neural Network algorithms based on a feature
subset provided by the proposed approach, are better than the Pearson’s
chi-square method. Furthermore, the C.50 algorithm using a feature subset based
on the proposed approach is recommended for this data set because it can give the

best accurate value.

TABLE 7
THE ACCURACY RATE AND ERROR RATE OF THE OPTICAL RECOGNITION OF HAND WRITTEN DIGITS
DATA SET
C.50 CART Neural Network

CS PS CS PS CSs PS

Correct | 94.83%] 92.74%]| 68.64%| 58.22%| 79.32%| 57.13%

Wrong 5.17%| 7.26%| 31.36%| 41.78%] 20.68%| 42.87%
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Fig. 22 The comparison of experimental results of Optical Recognition of Hand written Digits
data set using the different feature subset of two models based on three classifiers.

Page Blocks Classification Data Set
For the results based on the Page Blocks Classification data set in Table 8, the
C.50, CART and Neural Network algorithms based on a feature subset provided
by the proposed approach, are still better than the Pearson’s chi-square method.
Besides, the C.50 algorithm also gives the best accurate value.

TABLE 8

THE ACCURACY RATE AND ERROR RATE OF THE PAGE BLOCKS CLASSIFICATION DATA SET

C.50 CART

Neural Network

CS PS s Ee

CS

PS

Correct

98.06% 96.61% 95.09% 94.97%|

95.58%

95.46%

Wrong

1.94%] 3.39% 491%| 5.03%

4.42%

4.54%
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Fig. 23 The comparison of experimental results of Page Blocks Classification data set using the
different feature subset of two models based on three classifiers.
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6) Pen-Based Recognition of Hand Written Digits Data Set

For the results based on the Pen-Based Recognition of Hand Written Digits
data set in Table 9, a feature subset provided by the proposed approach can
improve the accuracy rate of the C.50 and CART algorithms but also the Neural
Network algorithm.

TABLE 9
THE ACCURACY RATE AND ERROR RATE OF THE PEN-BASED RECOGNITION OF HAND WRITTEN
DIGITS DATA SET
C.50 CART Neural Network
CS PS CS PS i PS

Correct 96.60%)| 95.46%| 79.18% 75.83%| 82.75% 77.99%

Wrong 3.40%| 4.54%| 20.82% 24.17%| 17.25%| 22.01%

] (=
90% -1
80% 1
70% -
60%
50% -
40% -
30%
20% -
10% 4
0% -

Accuracy Rate

& Correct
®Wrong

! .
. CT oW TEE/ _CT &) T

C.50 CART | Neural Network |
Typesof Predictive Mo‘tlel

Fig. 24 The comparison of experimental results of Pen-Based Recognition of Hand Written
Digits data set using the different feature subset of two models based on three classifiers.

7) Red Wine Data Set

For the results based on Red wine data set in Table 10, the C.50 algorithm
using a feature subset based on the proposed approach is better than the others
because it provides the best accurate rate. However, the CART and Neural
Network algorithms based on the feature subset provided by the proposed

approach is better than a feature subset given by the Pearson’s chi-square method
also.
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TABLE 10
THE ACCURACY RATE AND ERROR RATE OF THE RED WINE DATA SET
C.50 CART Neural Network
CS PS CS PS CS PS
Correct 81.82%| 81.62%| 67.47%)| 59.39%| 58.18%| 55.35%
Wrong 18.18%] 18.38%)]| 32.53%] 40.61%]| 41.82%| 44.65%
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=1 AN CT Tl er:
C.50 CART Neural Network ;
Types of Predictive Model

Fig. 25 The comparison of experimental results of Red Wine data set using the different feature

subset of two models based on three classifiers.

8) Statlog Data Set

For the results based on the Statlog data set in Table 11, a feature subset
provided by the proposed approach and a feature subset provided by the Pearson’s
chi-square method can improve the accuracy rate of the C.50 and CART and

Neural Network algorithms alike.

TABLE 11
THE ACCURACY RATE AND ERROR RATE OF THE STATLOG DATA SET
E.50 CART Neural Network
CS PS s PS CS PS
Correct 00.86%| 99.82%| 99.49%| 99.49%| 99.60%  99.60%
Wrong 0.14% 0.18%| 0.51%| 0.51% 0.40% 0.40%
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Fig. 26 The comparison of experimental results of Statlog data set using the different feature
subset of two models based on three classifiers.

9) Stat log Land sat Satellite Data Set

For the results based on Stat log Land sat Satellite data set in Table 12, the
C.50 algorithm using a feature subset based on the proposed approach is the best
accurate rate. Nevertheless, the CART and Neural Network algorithms based on
the feature subset provided by the proposed approach is better than a feature
subset given by the Pearson’s chi-square method.

TABLE 12
THE ACCURACY RATE AND ERROR RATE OF THE STAT LOG LAND SAT SATELLITE DATA SET
C.50 CART Neural Network
& PS CS PS CS PS

Correct 95.07% 94.77%| 81.96%| 81.66%| 86.08% 84.46%

Wrong 4.93%| 5.23%]| 18.04%| 18.34%| 13.92%| 15.54%

100%
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50% -
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Fig. 27 The comparison of experimental results of Stat log Land sat Satellite data set using the
different feature subset of two models based on three classifiers three classifiers.
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5 Conclusions

To improve the performance of accuracy rate, the approach is proposed by applied
the Cosine similarity method for selecting a robust feature subset. The proposed
approach based on the Cosine similarity was mentioned thoroughly in Section 3.
From the experimental results in Section 4.2, the proposed approach yielded a
higher performance of the accuracy rate in every the benchmark data sets
compared with Pearson’s chi-square method widely used in Commercial
applications such as SPSS Clementine, SAS, Minitab and so on. Moreover, Table
3 to Table 12 and Fig. 18 to Fig. 27 in Section 4.2 show the efficiency of the
feature subset based on the proposed approach can improve the accuracy rate of
widespread classification algorithms, for instance, C.50, CART and Neural
Networks used in this paper. Furthermore, in Table 1, it shows the proposed
approach is able to select a robust feature subset with the number of features that
is smaller than the Pearson’s chi-square method. The proposed approach is with
the number of the smaller features which led to using smaller storage space and
reducing computation time. Besides, with this proposed approach, the relevant
features are produced automatically without manually setting up a threshold
parameter. In addition, the proposed approach is not complicated techniques and
is easier to understand because the proposed approach has few procedures with
only common standard equation of the Cosine similarity and all procedures are
simple and understandable (see in Fig. 14). Additionally, time processing is quite
important as in real-world applications, any techniques extracting feature sets
rapidly are always beneficial in terms of computational cost of processing data.

From the experimental results, it can be concluded the proposed approach
based on the Cosine similarity method is a simple feature selection algorithm
using smaller storage space, reducing computation time, gaining higher predictive
performance and being compatible with the well-known classification algorithms.
Moreover, there is no need to set up the threshold parameter.
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